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Abstract. Cybercriminals ramp up their efforts with sophisticated tech-
niques while defenders gradually update their typical security measures.
Attackers often have a long-term interest in their targets. Due to a num-
ber of factors such as scale, architecture and nonproductive traffic how-
ever it makes difficult to detect them using typical intrusion detection
techniques. Cyber early warning systems (CEWS) aim at alerting such
attempts in their nascent stages using preliminary indicators. Design and
implementation of such systems involves numerous research challenges
such as generic set of indicators, intelligence gathering, uncertainty rea-
soning and information fusion. This paper discusses such challenges and
presents the reader with compelling motivation. A carefully deployed
empirical analysis using a real world attack scenario and a real network
traffic capture is also presented.

Keywords: Bayesian inference - Cyber defence - Cyber warfare + Future
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1 Introduction

Early warning systems for cyber defence is an emerging area of research which
aims at alerting an attack attempt in its nascent stages. Wider definitions for
a CEWS can be summarised as “a CEWS aims at detecting unclassified but
potentially harmful system behaviour based on preliminary indications before
possible damage occurs, and to contribute to an integrated and aggregated situa-
tion report” [1]. Although there can be many overlaps between a typical intrusion
detection system (IDS) and a CEWS, a particular emphasis for a CEWS is to
establish hypotheses and predictions as well as to generate advice on not yet
understood (unclassified) situations based on preliminary indications [1]. In con-
trary, a typical IDS attempts to detect attack using known indications of attack
patterns (these can be either signatures or anomalies) instead of using generic
preliminary indications.
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This paper identifies some research challenges compounded by the nature
of computing for design and implementation of effective CEWSs, and discusses
potential solutions to overcome them. The paper starts with an empirical analysis
in Sect.2. Section 3 presents research challenges. Related work is presented in
Sect. 4. Finally, Sect. 5 includes a discussion with necessary suggestions to move
forward in this research line.

2 An Empirical Analysis

The sole purpose of this section is to demonstrate the feasibility of using pre-
liminary indicators to produce early warnings in a situation when the known
indicators of attack pattern is not available to use typical IDS techniques. This
proof of principle case study built on an existing work [2].

2.1 Attack Scenario

We analyse the data set described in Sect. 2.2 for heartbleed exploits attempts.
The heartbleed vulnerability [3] lies in the implementation of heartbeat protocol
extension of the transport layer security (TLS). Heartbeat consists of two mes-
sage types: heartbeat request and heartbeat response. When a request message
received, the receiver must send a corresponding response message carrying an
exact copy of the payload of the request by allocating a memory buffer as:

buffer = OPENSSL_malloc(l + 2 + payload + padding)

There was no length check for this memory allocation in OpenSSL 1.0.1
and prior. Hence an attacker can specify higher payload values than the actual
payload in the request and hence abuse the server to read arbitrary memory
locations. This allows attackers to read sensitive memory (e.g. cryptographic keys
and credentials) from vulnerable servers. Since there is a maximum boundary for
the total length of a heartbeat message, in a heartbleed attack attempt, a higher
number of message frequency can be expected during a connection in order to
leak as much as possible data from the server’s memory. It should be noted that
it is necessary to look at and compare two fields k1 and ks (see Table1) in the
TLS layer data to detect exploits attempts. If k1 > ko then it is explicitly a
heartbleed packet.

2.2 MAWI Data Set

In the MAWTI data set, traffic traces have been collected during a 15 min period
on each day at several sampling points within WIDE backbone - an operational
testbed network in Japan [4]. After removing privacy information, traces have
made open to the public. Hence traces consist of only protocol headers. Readers
are invited to notice the limitations of details in the MAWI dataset with respect
to heartbleed detection. Since TLS layer data is not available in the data set, it is
not possible to explicitly check for heartbleed attack atempts. Therefore our aim
is to analyse the dataset for the same attack scenario using a set of preliminary
indicators as defined in Table 1.
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Table 1. Two kind of indicators defined over a 443 session.

Known indicators to explicitly detect heart- | Preliminary indicators to implicitly warn
bleed exploit attempts by a typical IDS heartbleed exploit attempts by a CEWS

k1 - requested payload length i1 - number of TCP segments from client to
server

i2 - upload during a session

ko - actual payload length i3 - download during a session

i4 - time gap between two consecutive packets

2.3 Mathematical Basis

A node score is computed as follows. Let H be the hypothesis that given node (or
IP address) is a heartbleed attacker and I = {i1,i2,43,44} is a set of indicators
defined within a 443 session (see Tablel). Assuming statistical independence
between indicators and using well known log likelihood ratio,

P(H/T) in/H)
e ﬂH +Zl z:/—'H (1)

During a smaller time window w, if ln% > 0 then H is accepted.

The rationale behind variable selection is that they are weakly connected to
the behaviour of the heartbeat protocol. Our idea is to compare probability
distributions of these variables in two populations, i.e. attack and clean, using
Eq. 1. The prior belief P(H) and P(—H) were defined as follows.

0.6, if the target node was doing a scan (port/host) prior to a session
p(H) =
0.4, otherwise
(2)
The likelihood distributions P(iy/H) and P(iy/—H) were estimated using
“malicious” and “clean” datasets respectively. Distribution for each variable were
proposed by looking at their histograms. A dataset prior to December 2011 (i.e.
before the bug was introduced in Open SSL) was chosen as the “clean” set.
The “malicious” set was chosen based on our assumption that there is a higher
chance for heartbleed attack attempt during the heartbleed public announcement
period. This is due to practical constrains accessing for a sufficiently large known
heartbleed dataset.

2.4 Experimental Setup and Outcomes

Fifteen minutes duration traces from each day was split into 90 segments, each
segment is a 10s window. Within a window, nodes are profiled using Eq. 1. If
a node obtained negative (—) scores throughout the observation period then
that node is defined as “innocent”. If a node obtained at least one positive ()
score during the observation period then that node is defined as a “suspicious”



32 H. Kalutarage et al.

N

20140315-00 20140318-22 20140321-41 20140325-02 20140328-17 20140331-32 20140403-53 20140406-68 20140409-83 20140413-08 20140416-23

Time

Fig. 1. Monitoring from 15.03.2014 to 16.04.2014 (during the heartbleed public
announcement).
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Fig. 2. Monitoring from July 2011 to July 2014 (selected graphs).

node. Among suspicious nodes, if any node stands out from their peer nodes (i.e.
beyond three z-scores) then that node is identified as “most suspicious”. Zero
(0) means the target node has not produced any event that are of interest to
this analysis during the observation window.

Figure 1 presents experimental outcome during heartbleed public announce-
ment period. The graph presents the node score against the time line. Note that
11 and 322 nodes (out of 9087 nodes) were selected as most suspicious and suspi-
cious nodes respectively in which proposed analysis has reduced the search space
by 96 %. In order to understand the recurrent of the target scenario by the same
or different nodes, above analysis is repeated periodically (every two months)
since July 2011 to July 2014. Due to the space constraint, only two graphs at
the beginning and two graphs at the end of the analysis are presented in Fig. 2.
A detailed description of the analysis can be found in our earlier paper [5].

Visual comparison between Figs. 1 and 2 gives an idea about the node behav-
iour over the period. Many nodes “stand out” from the normal behaviour during
the heartbleed public announcement period in comparison to other periods. So,
we would like to “early warn” about those nodes to carry out further investiga-
tions to classify their behaviour.



Early Warning Systems for Cyber Defence 33

3 Research Challenges

Ability to early warn depends upon three factors: the progression rate of attack
lifecycle (e.g. a malware propagation gives more early warning time than a typical
denial of service (DOS) attack), amount of evidence left at each stage, and the
ability to acquire such evidence by sensors. This section highlights few challenges
associated with these factors.

3.1 Generic Set of Indicators

In other domains such as natural disasters (e.g. tsunami), kinetic warfare
and medical diagnosis (e.g. diabetes) early warnings are well established, and
arguably simple when compared to early warnings on the cyberspace. For exam-
ple, in kinetic warfare, intelligence officers study different sources of intelligence
(e.g. listen to communications, satellite imagery) to looking for known prelimi-
nary indicators of military mobilisation. In medical diagnosis, preliminary indi-
cators such as feeling thirsty, tired, losing weight and blurred vision early warn
an individual about diabetes. But on the cyberspace, it is not clear what these
indicators are or how they can be observed [6]. This presents a huge problem
when trying to develop CEWS. As many scholars argue [6,7], CEWS cannot be
developed from a purely technical perspective. They must consider more than
just technical indicators and require significant input from other disciplines such
as international relations and sociology as the focus of CEWS should be to warn
of an impending attack rather than detecting when it in progress. However the
biggest challenge, a generic set of indicators (signs) of preparation for an attack
on the cyberspace is not well established (understood) yet.

3.2 Intelligence Gathering

The cyberspace has a huge diversity. For example, it consists of different topo-
logical structures (e.g. PAN, LAN, MAN, WAN), different kind of networks
(e.g. open Internet, darknet, honeynet, demilitarised zone) and different types
of users (e.g. universities, health care system, the traffic system, power supply,
trade, military networks). These entities produce events in different types and
rates and have different analysis objectives and privacy requirements. In order to
provide a representative image of the cyberspace at any given time, CEWS have
to collect and process data from a range of these different entities. Employing
a large monolithic sensor network for intelligence gathering on the cyberspace
would not be possible due to these variations.

3.3 Uncertainty Reasoning

The cyberspace is an uncertain place. Hence cyber defenders have to deal with a
great deal of uncertainty [8,9] which is compounded by the nature of computing.
Any future CEWS that seeks to model and reasoning on the cyberspace has to
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accept this ground truth and must deal with incompleteness (compensate for
lack of knowledge), inconsistencies (resolve ambiguities and contradictions) and
change (update the knowledge base over time). For example, entering misspelled
password can be a simple mistake by an innocent user or a password guessing
attempt by an attacker. Cyber defenders do not know who the attackers nor
their location. Some suspicious events, e.g. a major router failure could generate
many ICMP unreachable messages while some computer worms (e.g. CodeRed
and Nimda) generate the same in active probing process, can appear as part of an
attack as well as can originate from normal network activities. Other contextual
information should be utilised to narrow down the meaning of such data [8].

3.4 Scalability

In principal it is possible to log every activity on every device on the cyberspace,
but in practice security analysts cannot process these logs due to their vagueness
as attack indicators as well as the sheer volume of data. The biggest challenge
is how to start from imprecise and limited knowledge about attack possibilities,
and quickly sift through huge volume of data to spot a small set of data that
altogether makes the picture of attacks clear. As volume and rate of traffic
are rising, inspection of each and every individual event is not feasible. A data
reduction is needed [8].

3.5 Information Fusion

As mentioned earlier, CEWS cannot be developed from a purely technical per-
spective. Given the huge number of possible data sources and overwhelming
amount of data they generate, a data reduction method is essential to enable
continuous security monitoring [10]. Future CEWS require fusing as many data
sources as possible. Though it is not an exhaustive list some possible data sources
for this task would be network data traffic, log files, social media, mobile location
traces, mobile call traffic, web browsing traces, content popularity, user prefer-
ences, spatial/geographic distribution of network elements, network topology
(router and AS level), network paths, protocol traces, social network structure
and other security intelligence either system or social level.

3.6 Evaluation

Getting validity for a novel method is only possible through a proper evaluation.
But in this research area, evaluation of novel algorithms against real time net-
work data is a challenge. Real network traffic datasets with ground truth data
on attack activity are difficult to obtain. Any such effort faces uncertainty of
success in investigating relevant patterns of activity. One solution to this prob-
lem would be to develop monitoring algorithms based on unary classification
as it is relatively easier to find clean datasets than malicious ones, or providing
mathematical proof for novel methods.
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4 Related Work

This section provides an overview of the existing practices for CEWS and pro-
vides a brief evaluation of some significant ideas to give future directions. Design
and implementation of effective CEWS has a significant amount of overlaps with
other research areas [6] such as situational awareness, intrusion detection and
network monitoring. Hence we categorise them in related themes.

4.1 Threat Scenario

Threat scenario provides an important aspect to the early warning discussion.
For example, early warning on malware propagation can be easier than warning
on DOS attack. The former needs a period of time to propagate and hence pro-
vides long early warning time (typically minutes to days). However early warning
on DOS can be problematic as it might last within few seconds. Attempts to
early warn on a particular threat type is common (e.g. [11-15]) in the litera-
ture. A malware warning centre is proposed in [11] which uses a Kalman filter
to detect a worm’s propagation at its early stage in real-time. An architecture
of an automatic CEWS is discussed in [12]. Authors aim to provide predic-
tions and advice regarding security threats without incorporation of cognitive
abilities of humans. [13] aims for distributed, large-scale monitoring of malware
on the Internet. A worm propagation stochastic model is built [14] to model
the random effects during worm spreading by means of a stochastic differential
equation. Authors propose a logical framework for a distributed early warning
system against unknown and fast-spreading worms. An open-source early warn-
ing system to estimate the threat level and the malicious activities across the
Internet is provided [15]. Limiting to a certain threat type is a major drawback
of above proposals. They cannot simply extend for newly emerging threats.

4.2 Situational Awareness

Situational awareness is an essential component of an CEWS, and hence related
to this work. Cyber situational awareness includes awareness of suspicious net-
work related activities that can take place at all levels in the TCP/IP stack [16].
Such activity can range from low-level network sniffing to suspicious linguistic
content on social media. Various network measurements and techniques (e.g.
packet inter arrival times [17], deep packet inspection [18], game theory [19])
have been employed in proposing these solutions. The idea for a common oper-
ational picture (big picture) is presented [20,21]. A systematic review of cyber
situational awareness can be found in [16]. However instead of addressing the
full complexity, above solutions concentrated on a particular issue of the problem
and some solutions (e.g. deep packet inspection) are neither feasible in practice
nor suitable for real time analysis.
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4.3 Information Exchange

DShield internet storm centre is a cooperative network security community. It
collects firewall and IDS logs world wide and incorporates human interpretation
and action in order to generate predictions and advice [22]. eCSIRT .net [23] com-
prises of a sensor network which collects and correlates alerts for human inspec-
tion. The Internet motion sensor, a globally scoped Internet monitoring system
aims to measure, characterise, and track threats [24]. It statistically analyses
dark net traffic that needs to be interpreted by humans. DeepSight intelligence
collects, analyses and delivers cyber-threat information through a editable por-
tal and datafeeds, enabling proactive defensive actions and improved incident
response [25]. Human analysis and data mining is incorporated in order to pro-
vide statistics. An infrastructure and organisational framework for a situation
awareness and early warning system for the Internet is presented in [26]. This
work aims for sharing, correlating and cooperatively analysing sensor data col-
lected from number of organisations located in different geographical locations.
eDare (Early Detection, Alert and Response system) [27] and the Agent-based
CEWS [28] also focus on early warning in computer networks. However infor-
mation exchange can be seen as a major barrier for CEWS’ advances. In the
context of security, data and information sharing is difficult between different
organisations and nations due to various reasons [29,30]. An extensive survey of
collaborative intrusion detection proposals can be found in [22].

4.4 Sensor Networks

Sensing in-progress attacks requires strategically placed sensors throughout the
cyberspace, and analysing acquired data to distinguish between attack traffic
(events) and innocent traffic. Sensor network would be a vital part of CEWS.
Current sensor networks for CEWS have a simple monolithic structure [31],
where data is acquired at the network edges and then transmitted over a dumb
infrastructure to a central location for analysis. This can cause various issues
to the analysis due to many reasons such as nonidentical measurements, non-
identical local detectors and noisy channels [32]. High computational cost is
another significant issue. Hence computationally fast and accurate methodol-
ogy to evaluate the error, detection, and false alarm probabilities in such net-
works is essential. Optimal sensor placement strategies for CEWS is discussed
in [33]. Authors study correlation between attack patterns of different locations
(national and international) and explore how sensors should be located accord-
ingly. The design and analysis of sensor networks for detection applications has
received considerable attention during past decades [34].

4.5 Information Fusion

Technical data itself is not sufficient to produce early warnings on computer
networks. Fusion of different network measurements from different sources is
essential. That measurement could be range from low-level network sniffing to
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suspicious linguistic contents on social media. A number of techniques have been
employed last decades for information fusion on computer networks. Fusion of
cyber-related information from a variety of resources including commercial news,
blogs, wikis, and social media sources is proposed in [35]. Bayesian fusion for slow
activity monitoring [8,36], high speed information fusion for real-time situational
awareness [37], JDL data fusion model to computer networks [38], detecting
network data patterns [39], combining data from sensors using ontology meth-
ods [40] and fuse security audit data with data from a psychological model [41]
are few of them to mention. Using web-based text as a source for identifying
emerging and ongoing attacks can be found in [42].

4.6 Tools and Techniques

Most existing tools and techniques have been dedicated for security data ana-
lytic. An open, adaptable, and extensible visual analytic framework is provided
n [43]. All data is treated as streaming and visualises them using machine
learning techniques [44], live network situational awareness system that relies
upon streaming algorithms included [45], fast calculations of important statisti-
cal properties of high speed and high volume data [45], sophisticated visualiza-
tion of attack paths and automatic recommendations for mitigation [46] are some
interesting works in the literature. In this context, there is a need to investigate
“changes to the changing patterns” instead of changing points in a traffic profile
sequence. This is essential as there are general systematic patterns (e.g. trend
and seasonality) in the time series of user behaviours, and such variations should
be considered as pretty normal in the analysis. Autocorrelations and differenc-
ing could help to deal with general dependencies in the data to make hidden
patterns apparent and relevant.

5 Discussion

Instead of addressing the full complexity, existing works are concentrated on par-
ticular cyber issues such as sensor placement, type of sensors, data fusion and
packet sampling. In order to deal with toady’s advanced threats, an integrated
large scale security analytic is needed. These advanced threats are the work of
hacktivists, nation states, criminal enterprises and other groups with deep fund-
ing and specialised security expertise. They conduct reconnaissance not only on
an organisation’s security systems but also personnel and processes, and develop
techniques to exploit them through social engineering, escalation of privileges
and other forms of probing attacks. They move patiently through an organisa-
tion’s network - taking days, weeks or months to accomplish their objectives -
in order to avoid detection [47]. In principal, early warning on such attacks is
feasible as they provide long early warning time, but in practice research chal-
lenges discussed in the paper has to overcome to design and implement such a
system.

As discussed in Sect. 3.1 establishing a generic set of indicators is the biggest
challenge. In empirical analysis in Sect. 2, preliminary indicators defined using



38 H. Kalutarage et al.

the existing knowledge of heartbleed attack. But how to derive a set of pre-
liminary indicators for zero day attacks? One possible approach to address this
would be building a complete (as much as possible) corpus of recently discovered
attacks such as Stuxnet, Duqu 2.0 and Havex, and analysing that corpus in order
to derive a generic set of indicators. This analysis should focus on each stage of
attack lifecycle (e.g. reconnaissance, inspection paths, lateral movements, data
ex-filtration and C2 activities) of each attack in the corpus.

Monolithic sensor network for intelligence gathering would not be suitable
beyond research test beds. Deploying sensor networks with huge variations in
administrative distribution and cooperation are required for advances in future
CEWS. Investigations on how ordinary sensors can be employed to handle these
type of complexities has not been covered much in the literature. Investigations
to improve some exiting works (e.g. [32]) to fit this purpose would be interesting.

As discussed in Sect. 3.3, not modelling the uncertainty in event classification
is a major issue in many existing IDSs. As a result they produce huge number of
false alarms, in which existing security monitoring tools bring significant amount
of uncertainty to the true interpretation of security alerts. The uncertainty chal-
lenge exists in all stages of generic attack process [48]. There are three basics
methods that can be employed to handle these kind of uncertainties: symbolic
methods, statistical techniques and fuzzy methods. Efficient methods needed to
leverage advances in these methods and other system level techniques for early
estimation of malicious activities.

Applying a data reduction technique would be possible method to address
scalability issues. Employing statistical sampling [8,49] and/or suitable approxi-
mation techniques (e.g. approximate Bayesian computation, saddle point approx-
imation) would be possible methods to reduce the computational cost involved
in the analysis. Node profiling through information fusion may address some
issues such as storage [8]. Low-rank approximation [50] in minimisation problem
in mathematical modelling and data compression would be interesting to inves-
tigate as a data reduction method on the cyberspace. Such a work can be found
in [51].

As mentioned in Sect. 3.5, analysing a centralised log collection or traffic
capture is not longer enough for modern day security. While probabilistic fusion
may be useful, a systematic investigation still needs to evaluate approaches for
the ability to handle vagueness (fuzzy set), ambiguity (dempster-shafer) and
incompleteness (possibilistic) of events, ultimately with an aim to develop hybrid
data fusion techniques useful for early estimation. Events in the physical world
offer additional sensors providing insight regarding the on going situation. Recent
developments using Bayesian-based statistical profiling of potential targets of
cyber attacks provides for a promise to address this as it accommodates for
analyst’s prior belief [52,53].
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