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Abstract On the example of digital images there are investigated properties of the
discrete Fourier transform (DFT) used to embed information into the phase spec-
trum. The investigation helped to form a new steganografic algorithm that can be
used in case of non- compressed images. Peculiarity of the algorithm is changeable
size of information put into the blocks of stego-image. Characteristics of the sug-
gested algorithm are comparable with the analog ones, they allow to get the correct
information without mistakes.
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1 Introduction

Methods of digital steganography allows to solve wide circle of security problems

by embedding different hidden information sequences into the digital objects.
According to the problems under consideration the methods could be divided

into two big classes: methods meant to protect the embedding information and
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methods to protect the digital object used to embed the information in. In the first
case, confidentiality of the information embedded is provided be transaction within
digital objects, in the second the goal of embedding is authentication of the digital
objects.

Further we would call any digital object stego-container not depending on the
concrete application.

Digital images usually play the role of stego-containers. Such data are widely
used now in the nets of general access in parallel with video- and audio-data. Still
the digital images are more simple compared to the video- and audio-data [1]. To
make the description shorter we would call methods and algorithms steganographic
if information is embedded into digital images.

Embedding information into a digital object is done by manipulating the data
elements having some redundancy. If stego-containers are used for non-compressed
images it could be the natural space redundancy showing up in the proximity of the
neighboring pixels. If the compressed images are used for embedding, there are
changed the coefficients of frequency transform having redundancy. Important to
note, that the steganographic embedding could be done also without further
compression.

So, steganographic methods, as many others, could be divided into the space and
the frequency ones.

LSB is one of the classic methods used to hide the confidential information in
the space of digital images. Publications [2—4] provide some algorithms worked out
using this method and differ by the methods to make steganographic endurance and
robustness higher.

For digital images authentication there are mainly used watermarks. Examples of
watermarks embedding into the digital images space are given in [5, 6]. The main
goal of the investigation is to make stego-containers more resistant to geometrical
distortions.

Embedding the information into the frequency area is connected with utilization
of the discrete cosine transform (DCT) coefficients. An example is the widely
spread method of digital images with losses compression (JPEG). Investigation
base on this method and became classic is given in [7-9].

Nowadays there are being published new works meant to improve the classic
ways. Among them there are attempts to minimize stego-containers distortions by
optimization [10-14].

In the papers there are described algorithms to embed information into the area
of the discrete wavelet transform (DWT) coefficients. In some cases optimization
methods are used to improve secrecy and robustness. In [15] there was suggested
steganographic algorithm based on the joint utilization of DWT and DCT.

Still there not many publications where embedding utilizes discrete Fourier
transform. It concerns mainly digital images because such methods for audio data
are already rather numerous [16, 17].
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2 The Suggested Algorithm of Data Embedding

2.1 Review of the Methods to Build in the Information
into Digital Images Utilizing Discrete Fourier
Transform

Let’s have a look at the known steganographic algorithms for embedding infor-
mation into the digital images based on the discrete Fourier transform. Many of
them deal with elements of amplitude Fourier spectrum.

In case of the algorithm described in [18] the space of hiding is formed of the
middle frequency elements that are within a ring zone of the given width on the
complex plan. In order to embed one bit of a secret message a pare of symmetric
elements are changed in such a way that their difference depends on the bit.

In [19] there is described an algorithm of digital watermarks embedding.
A digital watermark is formed with the help of pseudo random key sequence and
looks like amplitude Fourier spectrum which elements with values of the set {1, 1}
makes a ring in the space of middle frequencies. The authors says that the property
of the ring symmetry of the digital watermark provide stability in case of geometry
attack like “turn of image”. Embedding operation is realized by two methods—
additive and multiplicative.

The same algorithm is described in [20]. The difference—the watermark looks
like a circle, not a ring and operation of embedding is additive. All elements of
digital watermarks are from the set {0, 1}.

In [21] a binary digital watermark having circle symmetry is formed using
log-polar mapping. In the process of embedding elements of the digital image
amplitude Fourier spectrum corresponding to the digital watermark 1 are recalcu-
lated by averaging within the area 3 x 3 multiplied by the amplification coefficient.

Differently from the previous publications where embedding is done into a
brightness component of the color space YCbCr, in [22] is used the color space Lab
and the same digital watermark is embedded into Fourier images of both chromatic
components. Embedding consists of summation of amplitude spectrum elements
and elements of the digital watermarks.

In [23, 24] the image is divided into blocks 2 x 2 pixels and each of them is
treated by DFT. The frequency coefficient in the top left corner of the amplitude
spectrum is not changed, all others are embedded in the message bits according to
LSB. In [23] in addition there is used genetic algorithm to improve quality.

It is worth pointing out the paper [25] where generalization of the Fourier
transform is used—fractional Fourier transform. The hidden space is formed of
complex digitals coefficients of this transform. The secret message (digital water-
mark) is also a sequence of complex values which real and imaginary parts are
normally distributed and embedded additively.
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One can see two ways suggested in these papers to come to the frequency field
using DFT:

1. DFT is applied to the whole image;
2. DFT is applied to small 2 x 2 pixel blocks.

Both approaches have drawbacks. In the first case utilization of the small blocks
does not allow to mark out middle frequencies in the Fourier spectrum, while this
part is more suitable to embed the additional information. It makes frequency
domain useless. In the second case variation of every Fourier image change all the
stego-container image pixels. It amplifies the embedding artifacts.

In [26] the image is split into blocks 8 x 8, part of them are used for embedding.
Unfortunately it is not taken into consideration that artifacts of different blocks
could differ even if the volume of information is the same.

It is necessary to point out separately that other authors don’t investigate the
problem of an embedded information distortion which could appear during the back
transfer from the frequency area into the space one. This problem appears because
after application of the back Fourier transfer to a modified Fourier image there
appear real values which are rounded when the pixel matrix is formed. As a result,
the formed Fourier image got after DFT application differ from the one where
information was embedded. So the information could be got incorrect.

In the paper there given are results of Fourier transform steganographic prop-
erties investigation in the context of the mentioned problem. There was formed an
algorithm of embedding information into the phase spectrum. The choice of the
phase image is due to the fact that phases belong to the interval [—x, n] and don’t
depend on the concrete image. So there is no need of normalizing. The paper
develops the previous investigation of the authors presented in [27].

2.2 Investigation of the Discrete Fourier Transform
Steganographic Properties

As an elementary steganographic operation we suggest using in this paper the turn
of the radius-vector at the complex area, where we call the radius-vector the geo-
metric interpretation of a complex spectrum separate element.

In order to solve the problem mentioned in 2.1 and connected with the frequency
spectrum distortion in the process of transfer from real values to digital ones it was
necessary to investigate the properties of the introduced operation.

To do this we made some calculation experiments with standard test images.
These calculations meant to show the interrelation between image characteristics in
space and frequency areas and properties of steganographic operation. In the paper
we don’t give the full description due to the lack of the space.
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The calculation experiments allowed to conclude:

1. The number of bits got correctly from the stego-image before the first mistake
practically does not depend on the image size. Therefore in the process of
building in the image it is reasonable to split the image into the blocks of small
but trivial size: from 8 x 8 to 16 x 16 pixels.

2. Uniform blocks with similar number of pixels are generally less disturbed.

3. When two radius-vectors turn by the same angle, longer vector is more stable.
Therefore when the same information volume is built in into two different pixel
blocks more stable is the block with bigger sum of amplitude spectrum ele-
ments. These elements correspond to elements of the phase spectrum used.

Still up to now we have not managed to find the strong dependence of building
in reliability on the image statistical characteristics. We can speak only about
empiric conclusions true in many cases. In order to get more reliable result one
should have redundancy while building in information into the frequency area of
the digital image.

The corresponding algorithm with redundancy during calculations, which con-
sists of iterative repetition during the process of building in, is shown below.

2.3 The Suggested Algorithm of Embedding Data
into Digital Images

In order to realize the suggested steganographic operation parameters @,, @, &,
defining the two not crossing intervals: the interval (@, — €, @, + €) corresponding
zero bit and the interval (¢, — €, @, + €) corresponding unity bit, should be given.
We’ll call these intervals “intervals of building in”.

Input: stego-container—full-color or halftone digital image; secret information
L=1b...1, 1 € {0,1}; parameters of building in @, @, & maximal number of
iterations with one block; threshold value of elements of frequency block spectrum
Ay average amplitude.

Output: stego-image.

Step 1: Go to the YCbCr color model and split matrix Y into not crossing blocks
8 x 8.

Step 2: Initialize counter of the built in bits k «+ 0.

Step 3: While k<n do the follow:

Step 3.1: Do DFT of the matrix Y next block 8 x 8 getting matrix of complex

numbers F = (f;)""

8,8
ses @ = ((pij)i:ljzl'

Step 3.2: Calculate average Apeqs of elements a;, i =2,7, j = 2,4, whose
phases @ are in one of building in intervals. If Aeqn <Acrir g0 to 3.3, otherwise to
3.1.

. . 8.8
;- Calculate matrix of amplitudes A = (a;),”, .,

and pha-
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Step 3.3: Emphasize 18 bit long substring L' in the line L.

Step 3.4: Perform building in of secret bits. If the number of bits built in the
block g = 0 go to 3.5, otherwise to 3.6.

Step 3.5: Treat the empty block.

Step 3.6: Calculate k <+ k+q and make L < [y 1l 1 2. . .L,.

Step 3.7: Make IDFT of the transformed block and modernize the values of the
corresponding block in matrix Y.

Step 4: Go to the RGB color model and finalize the algorithm.

Algorithms of matrix Y separate blocks processing used at steps 3.4 and 3.5 are
investigated separately.

Algorithm of secret blocks building in.

Input: matrix of DFT complex coefficients is F = (ﬁj)ffl 1> the corresponding
8,8

i1 je1’ bit line is L' = ;1. . .I;3; maximal number of

matrix of phases is ® = (@;)
iterations is 7 .
. 88 . N e
Output: matrix F = (fl;,-)iz’lj:l is the matrix with built in bits or the same as the

initial matrix; the number of built in bits is g.

Step 1: Make matrixes G = (gij)fjl.jzl’ P= (puv)gil,vzl’ Pw=—1,u=1,6,

v = 1,3. Write matrix F into matrix G. Initialize counter of built in bits g < 0.

Step 2: For all i = 2,7, j = 2,4 do as follows:

Step 2.1: If @; & (09 —€,99+¢) and @; & (¢, — &, ¢, +¢), take the next
element of matrix ®.

Step 2.2: pi_1j-1 — lg+1, g — g+ 1.

Step 2.3: If ¢;; is in an interval corresponding the built in bit, go to 2.1.

Step 2.4: If [, = 0, ¢; — @, otherwise @;; < @;.

Step 2.5: Turn radius-vectors corresponding elements fj; and fo_;9_; of matrix
F taking DFT properties into consideration.

Step 3: Initialize counter of iterations ¢ < O.

Step 4: Make matrix F IDFT getting the changed block of luminosity compo-
nents Y.

Step 5: Go to the RGB color model forming the block of pixels.

Step 6: Go to the YCbCr color model and perform DFT getting matrix
F=(f;)" j—1- Calculate matrix of phases ® = ((Pij)?flj:l'

Step 7: Initialize the counter of errors s < O.

Step 8: For all i = 2,7, j = 2,4 do as follows:

Step 8.1: If p; 1,1 = —1 and @ € (¢y — &, ¢y +€) or ¢; € (¢ — &, +¢),
fij < &ij» fo—io—j < 8o—i9o—j» § « s+ 1 and take the next element of the matrix ®.

Step 8.2: If p; 1,1 = 0 and @; € (Qy — &, @+ &), @;i  Pp.

Step 8.3: If p; 1,1 = 1 and @; € (@) — &, @ +¢), @; < @;.

Step 8.4: Turn radius-vectors corresponding elements f;; and fo_; o_; of the matrix
F taking DFT properties into consideration and make s < s+ 1.

Step 9: If s = 0 go to 13, otherwise ¢ «+— ¢+ 1.
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Step 10: If <t go to 4.

Step 11: Write matrix G into matrix F and make g «— ¢ — 1.

Step 12: If ¢ > 0,L' < I115.. .I; and go to 1.

Step 13: Return matrix F and ¢ back and finish the algorithm.

The case when L or L', during the operation, are shorter than 18 bits we don’t
consider to make the consideration easier.

Algorithm of an empty block processing
8,8

Input: matrix of the DFT complex coefficients F = (ﬁj)ilel .

Output: changed matrix F = (ﬁj)fjuz -

Step 1: Make matrix F IDFT getting the changed block of luminosity compo-
nents Y.

Step 2: Go to the to the RGB color model forming the block of pixels.

Step 3: Go to the YCbCr color model and perform DFT getting matrix
F = (fif')?fu:l' Calculate matrix of phases ® = ((pij)?fljzl'

Step 4: Initialize the counter of the “false” bits s < 0.

Step 5: For all i = 2,7, j = 2,4 do as follows:

Step 5.1: If @ € (9y — &, ¢y +€) or @; € (9y — &, @ + &) generate a random
value r out of the mentioned interval and make @; < r.

Step 5.2: Turn radius-vectors corresponding elements fj; and fo_; o_; of the matrix
F taking DFT properties into consideration and make s «— s+ 1.

Step 6: If s = 0 go to 7, otherwise to 1.

Step 7: Return matrix F and finalize the algorithm.

Algorithm of extraction is obvious and is not described here.

2.4 Experiments

In this part there are given results of some calculation using the suggested
steganographic algorithm. All calculations we are done with 10 full-color images
with 256 x 256 pixels (classic test images Airplane, Baboon, Goldhill, Lenna,
Peppers and so on). The main parameters of building in were ¢y = —%, ¢; =7,
e=1.

Figure 1a show the averaged dependence of the building in quality (PSNR) on
the length of message for 1 = 20 and A, = 0,8. One can see that even if the
volume of building in is big there are no distortions of stego-container.

Graphics in Fig. 1b show that PSNR decrease only slightly if the number of
iterations grows.

The graphic in Fig. 1c got for T = 20 shows that the threshold of the block
frequency elements average amplitude suitable for building in influence the quality
of stego-image. Therefore A.,;; > 1.5 are not recommended.

So, we can conclude that the suggested algorithm allows not only escape dis-
tortions but also provide high quality of building in.
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Fig. 1 Influence of the suggested algorithm parameters on the stego-image quality: length of
message (a); number of iterations t (b); threshold A, (¢)

3 Conclusion

There were investigated steganographic properties of the discrete Fourier transform
in case of building in information into the phase spectrum. As the basic stegano-
graphic operation there is used the turn of the radius-vector at the complex plane.

The main peculiarity of the investigation is solving the problem of information
distortion while information is built in into the digital area of the digital image.
Distortions appear in the process of the transform from the frequency area into the
space and is due to rounding the real values to digital.

The problem mentioned is typical not only for the introduced steganographic
operation but also for other operations connected with building in information into
the frequency area of digital images. Unfortunately there are no publications on the
subject.

We received algorithm that allows to get information without mistakes using
unequal building in parts of information in image blocks and iterative procedure.
Such characteristic as capacity and quality of building in the algorithm is compa-
rable to the analogs described in 2.1.
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Further investigation can make the process of building in more effective on the

bases of optimization.
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