Mobile User Location Tracking
with Unreliable Data
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Abstract We present an architecture of a location tracking system based on the
deployment of completely passive monitors that capture WiFi messages transmitted
by mobile users for reasons other than localization, such as those messages transmit-
ted for connectivity management (e.g. probe request messages). Being completely
passive, our system has the main advantage of being potentially able to track any
WiFi equipped devices without the device contributing to the tracking or even being
aware of it. However, the feature of complete passivity comes with the challenge
of getting accurate localization at regular time intervals, because some devices may
not transmit any WiFi message if they are not being actively used. In addition, some
messages transmitted by the device might not be captured by monitors due to many
reasons such as collision with another message, temporarily changing channel condi-
tions, or software glitches due to the driver of capturing system. The missing of those
messages affects the location accuracy of our tracking system because sometimes,
the system has to rely on messages captured by less than three monitors. Therefore,
we present two techniques to compensate for that missing data by estimating the cur-
rent position of the user based on its previous positions. The first technique is called
Direction and it targets selecting the most probable current position that minimizes
the direction change compared to the past positions. The second method is called
Speed; it takes as the most probable position the one that leads to the least speed
change compared to previous speeds. Both Direction and Speed are inspired from the
assumption that humans tend not to make abrupt changes in their speeds and direc-
tions while moving under normal circumstances. We evaluate our proposed tech-
niques in comparison with Dead Reckoning technique by simulation with computer
generated mobility data and with real mobility data from the CRAWDAD project.
By using NS3 we evaluated our techniques with log-normal and indoor propaga-
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tion models. NS3 simulations on both log-normal and indoor propagation models
show that both methods can lead to satisfactory results and missing of data can be
compensated by the proposed heuristics.

Keywords Location tracking * Trilateration + WiFi + NS3 simulation

1 Introduction

The development of high capacity and performance computer systems coupled with
the democratization of storage and the improvement of data manipulation meth-
ods has encouraged many data gathering and analytics applications with the goal
of understanding various phenomena. One of the emerging and most prominent of
these applications is the collection and analysis of crowd movements in confined
areas where various techniques other that WiFi-based one have been used with more
or less success [1].

However, with the increasing deployment of WiFi hot-spots and the democrati-
zation of smart-phones, tablets, and other hand-held WiFi-equipped devices, it has
become possible to collect data on those users by capturing the signals transmitted
by their devices. Indeed WiFi devices transmit some management frames from time
to time searching for preferred access points and seeking association with them with
the goal of accelerating hand-off between those access points. Those management
frames are transmitted without encryption and thus can be captured and analyzed by
any WiFi device with monitoring capabilities. Those frames are always transmitted
with the same physical identifier (the MAC address of the device) and thus can be
used track the movement of the user.

One of the most straightforward way to track the movements of a user is to per-
form proximity based localization where the user is deemed to be located near the
access point with which it is associated or with the one from which it is receiving
the strongest signal. While this proximity-based localization is sufficient in some
tracking applications, having a better accuracy is required for a larger amount of
applications. Therefore, there is a need for finer-grained WiFi-based location track-
ing systems.

Although there has been extensive research in the area of WiFi localization, par-
ticularly in indoor environment, with more or less satisfactory results due to the
challenging constraints of radio propagation characteristics, location tracking causes
much more challenges particularly in the case of completely passive tracking where
the user does not need to cooperate or help the tracking nor does it even need (tech-
nically) to be aware of the tracking process. These additional challenges are mainly
due to the irregularity and the small amount of suitable WiFi frames expected from
the users. Those frames can be more or less frequent depending on the activity of the
user with his hand-held device. If the device is not actively used it may go to sleep
mode and refrain from transmitting messages for an extended period of time. The
other challenge is the possibility of missing messages at the monitors. If an area is
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overcrowded, the high number of frames captured by each monitor can lead to satura-
tion thereby causing the missing of a number of those frames. These challenges make
the tracking even more challenging than traditional localization systems where the
user is receiving regular powerful signals from anchors which help averaging them
and getting a better estimate of the signal strength.

In this paper, we present an architecture of a completely passive location tracking
system based on the capture of WiFi frames transmitted by mobile users. We dis-
cuss the expected performance of multilateration which is one of the most practical
techniques for WiFi devices. We run simulation with NS3 to assess the performance
of the position tracking in a general propagation model (log-normal) and an indoor
propagation model (IUT-R P.1238). We consider the problem of missing data that
occurs at the monitors and propose two techniques to compensate for those missing
data to estimate the current position of the user based on its previous position. The
first technique is called Direction and it aims to select the most probable current posi-
tion that minimizes the direction change among past positions. The second method
is called Speed,; it takes as the most probable position the one that leads to the least
speed change compared to previous speeds. Both Direction and Speed are inspired
from the assumption that humans tend not to make abrupt changes in their speeds
and directions while moving. NS3 simulations on both log-normal and indoor prop-
agation models show that both methods can lead to satisfactory results and missing
of data can be compensated by the proposed heuristics.

2 Mobile User Location Tracking

2.1 Localization Versus Location Tracking

Localization is one of the technical areas that have received increasing attention in
recent years due to the boom for location-based services that mobile users can ben-
efit from and the wealth of localization applications in WiFi, ad-hoc, and sensor
networks [2, 3]. Localization is defined as the process of determining the position
of a mobile device at a given time. The localization process involves the use of wire-
less signals, to be exchanged with the non located node, in order to get some physical
measurements that help in inferring the node’s position.

Location tracking is a system that can follow the user mobility by measuring user
movements (sequence of locations) over a period of time [4]. It can be achieved by
logging the user’s historical locations. Tracking applications are numerous including
understanding shopping behaviors in malls, schools, public safety, disaster areas,
airport, museums, campuses, and exhibitions [1].

There are two types of location tracking: active and passive. In active location
tracking, the user performs positioning as in traditional localization technologies
and then shares its positions to the tracking system. In passive location tracking, the
user does not participate in the tracking procedure. The difference between those two
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tracking types is that active tracking may lead to better accuracy as the user receives
regular messages from anchors nodes thus leading to a better localization. However,
this comes with the constraint of requiring the user to actively collaborate with the
tracking system.

2.2 Indoor Location Tracking

Location tracking can be applied in two contexts: outdoor and indoor. For outdoor
or (LOS: Line-Of-Sight) localization, GPS (Global Positioning System) is the most
famous active location tracking system used. It works very well in open sky. How-
ever, its performance drop in other environments because GPS signals can be blocked
by buildings, thick forests and other types of physical obstacles like walls, roofs,
floors, etc. Thus, GPS does not work well in indoor or NLOS (Non-Line-Of-Sight)
environments due to the complex structure and dynamic nature of indoor environ-
ments that affect the wireless signal propagation characteristics making it complex
and hard to model. Multipath interference is a problem that exists in indoor envi-
ronment which happens when the transmitted signal from a satellite is reflected due
to barriers such as buildings or trees. Weak signals also affect the accuracy of the
position.

2.3 User Detection Accuracy

An indoor environment is quite different from an outdoor environment. The prop-
agation of a wireless wave can be influenced by some factors that would affect the
accuracy of the location estimation of mobile users. In an indoor environment, walls,
furniture, or walking people will change the propagation of the wireless wave and
introduce variance to the wireless signal received by the user [3]. The RSS (Received
Signal Strength) is usually quantified by RSSI (Received Signal Strength Indicator)
which is a value that can be read from the wireless radio device. The accuracy of the
measure provided by the RSSI is affected by the following factors.

o The Access Point (AP) may be blocked by an object, thus the received signal
strength by AP from a terminal may be lower than it should be. Therefore, relying
only on the RSSI to estimate a mobile user location becomes unreliable.

« Different environments have different levels of interference. The noise in one envi-
ronment may be higher than in another due to the existence of many wireless
devices transmitting electromagnetic waves.

e There could be refraction, reflection, diffraction, absorption, and scattering of
radio signals, which causes the signal strength to be weakened.

» The signal strength can be affected by multipath fading or shadow fading.
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3 WiFi-Based Location Tracking

The use of WiFi has many attractive features such as: (i) existing low-cost hardware,
(ii) large-scale deployment of WiFi, (iii) free software, (iv) no need for sophisticated
special hardware, (v) no need for users to install applications or even be aware of the
passive location tracking.

3.1 Frame Types

WiFi networks use radio technologies called IEEE 802.11 to provide secure, reliable,
fast wireless connectivity. A typical WiFi set-up includes one or more access points
(APs) and one or more clients. An AP broadcasts its SSID (service set identifier, or
“network name”) via packets that are called beacons, which are usually broadcast
every 100 ms. The beacons are transmitted at 1 Mbit/s, and are of relatively short
duration and therefore do not have a significant effect on performance.

A mobile user running WiFi transmits many types of frames: data, control, and
management. While data frames are most likely to be encrypted, management frames
are transmitted in clear and thus reveal the identity of the user which can be used to
track its movements.

All of these frames contain a frame header, which includes the source and des-
tination MAC addresses. It also contains information such as beacon interval and
Service Set Identifier (SSID), which is the name of the WLAN. The SSID is impor-
tant for a terminal to know which network it is trying to establish a connection with.
Management frames perform supervisory functions. They are used for the purpose
of establishing a connection between an AP and a terminal. A terminal in a WLAN,
with multiple APs deployed, may move around and as a result, the terminal may
need to switch association from one AP to the next using management frames. They
perform the following operations: (i) join and leave wireless networks, and (ii) move
associations from access point to access point. In addition to management frames,
control frames are used to coordinate data frame exchange. Although, location track-
ing can be done on any type of frames, we focus on management frames as they are
transmitted in clear without encryption.

3.2 Wireless Modes

Most wireless users only use their wireless cards as a station to an AP. In managed
mode, the wireless card and driver software rely on a local AP to provide connectivity
to the wireless network. Another common mode for wireless cards is ad-hoc mode.
Two wireless stations that want to communicate with each other directly can do so by
sharing the responsibilities of an AP for a limited subset of wireless LAN services.
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Ad-hoc mode is used for short-term connectivity between stations, when an AP is
not available to provide connectivity.

Many wireless cards also support master mode, where the wireless card provides
the services of an AP when paired with the appropriate software. Managed mode
allows to configure a wireless card to connect to an AP. Finally, wireless cards sup-
port monitor mode functionality. When configured in monitor mode, the wireless
card stops transmitting data and sniffs the currently configured channel, reporting
the contents of any observed packet to the host operating system. This mode is use-
ful for completely passive location tracking systems as the entire contents of wireless
packets, including header information can be analyzed [5].

4 Positioning Approaches

Positioning systems can be classified according to the measurement techniques they
employ to determine the user’s location. There are many approaches: triangulation,
multilateration, area-based, and fingerprinting [6-9]. In this paper, we focus on mul-
tilateration as it is the most practical among localization approaches.

In the multilateration, the localization is based on turning RSSI measures into dis-
tances from the mobile user to the anchors. The conversion from RSSI to distance
is based on a path loss model (also called radio propagation or attenuation model)
which predicts the loss in signal strength in function of the distance between the
source and destination nodes. The loss in signal strength is caused by (i) distance,
(i1) multipath (reflected, diffracted, or scattered copy of the transmitted signal) and
(ii1) shadowing (blockage of signal due to obstacles). To predict the loss in signal in
different environments, different propagation models have been developed and can
be categorized into two classes; theoretical (deterministic) and experimental (statis-
tical) models. Theoretical models try to simplify the complex behavior of path loss,
multipath and shadowing using mathematical models [7]. A widely used model is the
log-normal path-loss that predicts the path loss a signal encounters inside a building
or densely populated areas over distance. Mathematically, the received power over
a distance d between the transmitter and the receiver according to the log-normal
model is given in (1). We have:

P.(d) = P,(dy) — 10nlog (g) - X, (1)
0

where d, is the reference distance generally taken equal to 1 m, # is path-loss expo-
nent, X is a Gaussian random noise variables of average for 0 (dBm) and standard
deviation of o (dBm). P,(d) is received signal power (dBm) and P,.(d,,) is the received
signal power at the reference distance (dBm). Multilateration algorithms aim at pro-
viding a good estimate of the user location given the exact anchor locations and dis-
tances the user to each anchor. Multilateration requires at least three non collinear
anchors to be able to estimate the position of the user. To estimate the position of
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the tracked user, the monitors obtain RSS measures and turn them into distances
required to apply the multilateration algorithm. These distances can be obtained by
solving (1) for d which results in:

P.—P.(dy) - X,

d = dj * exp 07 n

2

Let (x,y) be the coordinates of Monitor i and d; the distance between the user and
Monitor i. We have the following:

df =(x; =%+ (y; —)?

3)
dr = (x, =% + (O, = y)?
Equation (3) can be rewritten to as:
AX=b “)
where
205 %) 200 =) .
A= : : X = (y) 4)
2('xn—l _xn) 2(yn—1 _yn)
x%—x,21+y%—y5+d%—d2
b= : 6)

2 2.2 2. 2
'xn—l _xn +yn—l _yn +dn—1 _dn
By adopting the minimum variance estimation method, the coordinates (x, y) of the
user can be calculated. We have:

X = (ATA)"' AT )

Note that multilateration is a very efficient technique. Its main weakness is caused
by the inefficiency of the RSSI measure to be turned into a distance, because this
depends on the knowledge of the environment constraints that may change from one
region to another closed region and from time to time.
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5 Location Tracking with Unreliable Data

5.1 The Problem of Missing Data

When using monitors to capture packets transmitted by a user, it is not uncommon
that a capture is missed by a monitor. This can be caused by many factors such as
obstacles obstructing the signal, hardware problems at the radio transceiver, satura-
tion due to a high number of packets being captured, etc. To evaluate the amount of
those missed captures, we run experiments with three monitors placed in an office
environment in a Professional Education Institute. We installed three monitors M1,
M2, and M3 in various locations of the office. In the experiments scenario, we let a
user move in the office and transmit packets from time to time, and let every moni-
tor capture those packets and measure their corresponding RSSIs. At the end of the
experiments, the monitors collected 497 packets in total. Monitors 2 and 3 observed
a loss of 6 and 41 packets respectively, which makes the total loss rate of 9.46 %.

5.2 The Effect of Missing Data

With missing RSSI readings, it becomes difficult to estimate the location of the user.
We consider the case where there are two RSSI readings which could be turned into
two distances. Therefore, (4) will not necessarily have a unique solution. The results
of that equation will depend on the positions of the two circles centered at the two
monitors with ranges as distances obtained from the RSSI readings. There will be
multiple cases: no solutions when the two circles do not intersect, infinity of solutions
if the two circles are the same, one solution if the two circles touch at a single point
and two solutions if the two circles intersect at two different points.

5.3 Estimating Position with Missing Data

We consider the case where there are two solutions and aim at finding the best meth-
ods to eliminate the unlikely location and keep the most probable one. For the mul-
tilateration technique, we use two heuristics to estimate the most probable position
of the user. These metrics are as follows.

5.3.1 Direction Method

We assume that humans are less likely to make abrupt changes in their movements.
Therefore, in our selection of the most suitable point, we take the one with the least
direction changes among potential candidate points. We calculate the movement
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vectors of all potential candidates and take the one with the minimum direction
change. Mathematically this reduces to taking the vector the maximum cosine value
with the previous movement vector. Assume that the user was at Location L_,, then
L_,, and we want to eliminate L, or L{, the two potential current locations resulting

from the intersection of the two circles. We take the location estimate L which results
in the minimum cosine value among the following:

i {LO if |cos(L_,L_j,L_Ly)| < |cos(L_,L_;,L_,L})| )

L;, otherwise

5.3.2 Speed Method

We assume that humans are likely to change the pace of their movements abruptly.
Therefore, we take the point that is closest to the history of the speed of movement
of users. Technically we calculate the distances of all potential candidates from the
current point. For all these points we calculate the corresponding velocities and take
the point whose the corresponding velocity is closest to the previous speed. The basic
idea is to measure the minimum distance between the mobile node and the two points
of intersection of two circles by using Euclidean distance. If we assume that the user
was at Location L_, (resp. L_;, L, Lé)) at time 7_, (resp. f_, t, ty), we calculate the
velocities v, and v(’) and compare them to the previous velocity v_;.

!/
||L_2L_1|| ||L_1L0|| , ”L—lLOII
Vo = ,Vo = SV = )
=1 Iy~ 1y Iy —1

where || X|| is the norm of the vector X. Thus, the user is assumed to be at the location
that minimizes the difference in velocity. We have:

s Lyiflvoy = vol < vy — vy
L= { L;, otherwise (10)

5.3.3 Dead Reckoning

Is a localization technique proposed in [10]. In Dead Reckoning, nodes are local-
ized during a time interval called checkpoint. There are two localization phases in
Dead Reckoning. The first phase is called initialization phase during which a node is
localized using the multilateration mechanism. A node remains in the initialization
phase until it localizes using the multilateration mechanism. The subsequent local-
ization phase is called sequent phase. In this phase, a node localizes itself using only
two anchor nodes. Bezouts theorem [11] is used to estimate the node’s locations. Let
(X, y) be the position of an unknown node and (a;, b,), (a, , b,) be the position of
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two of its neighboring anchor nodes. Moreover, let the distance between an unknown
node and the respective anchor nodes be d, and d,, respectively. Then

{(x_al)2+(y_b1)2=d'2 (11

(x—ay)? +(y—by)? = d%

After solving the Eq. (11), the algorithm estimates two positions P,(x;,y;) and
P,(x,,y,). Next, the node computes the correction factors (Cf; and Cf,) to select one
of the two estimated positions P; and P,. The correction factor is computed by using
P(x ,») which the position of the node using multilateration in the first time. After
that, it use the previous position at the checkpoint ¢; to estimate its location in the
next checkpoint at ¢, ;.

12)

Cfi=VGE—x)2+ 0 —y)?
Ch=VE-—x)2+0 - y,)*

The correct position of the node is P, if (Cf; < Cf,). Otherwise, it will be P,. This
is because, the calculated position P(%, ) always deviate from the actual position by
a small margin.

5.4 Error Estimation

To evaluate the accuracy of our location tracking system, we calculate the estimation
error between the real location L and the estimated one returned by our system L.
We have: A

e=|L-L| (13)

6 Simulation

To evaluate the performance and the accuracy of our location tracking methods,
we run extensive simulations with NS3 which is a discrete-event network simulator
where the simulation core and models are implemented in C+4. NS3 is open source
and licensed under the GNU GPLv2 license and therefore has benefited from a grow-
ing community base which contributed to adding more radio propagation models
and network protocols. Since its release in 2008 it is one of the most important and
widely used network simulation tools. Creating a NS3 simulation consists of four
basic steps. These basic component types of a network are nodes, applications, net
devices, channels and topology helpers [12, 13]. An important part of any wireless
network simulation is the appropriate choice of the propagation loss model to be used
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Table 1 Description of real mobility DataSets used

271

Environment | Environment | User type Sample size
size
CRAWDAD DataSetl1 [14] | 400 m? Office Mobile robot 1689
CRAWDAD DataSet2 [15] | 15mXx36m Office User 60
KIOS DataSet3 [16] 500 m? Office User 96
CRAWDAD DataSet4 [17] | 50m X 75 m Office User 180

to model the performance of a wireless network. These models are needed for the
simulator to compute the signal strength of a wireless transmission at the receiving
stations. There are a variety of such models in NS3.

The indoor radio propagation model we used with NS is implemented accord-
ing to the description of ITU-R P.1238. We considered two cases (¢ = 0 and 1) to
reflect various environments. The area that we used in our simulations is an office
10X 20 X 10 building with concrete windows. This building has one floors and an
internal 20 X 2 grid of rooms of equal size.

For the user mobility, we considered computer generated mobility data and real
mobility traces. In the computer generated data, we considered an ideal mobility
model where the user is simulated to move along constant direction with a constant
speed. We also considered the indoor mobility model that comes with the NS3 pack-
age. For the real mobility data, we considered 4 data sets from the CRAWDAD and
KIOS projects. The main characteristics of these datasets (DS) are summarized in
Table 1.

For all these mobility scenarios, we use three monitor places at non collinear posi-
tions. For each position of the user we simulate the transmission of a message from
the user that will be captured by the monitors. Each monitor that captures a message,
reads its RSSI and turns it into a distance that is used to estimate the user position
according to one the techniques tested: Dead Reckoning, Distance, and Speed.

To simulate unreliable data, we introduce random losses at the monitors. We intro-
duce a probability of missing a message for each monitor. Initially we assume that
only one monitor misses a message at a time so there are always at least two other
monitors receiving the same message, and we aim to estimate the position of the user
based on the available two RSSI measures.

6.1 Location Tracking Without Missing Data

In the case ideal mobility model and ¢ = 0, all the positions can be correctly esti-
mated and the estimated positions perfectly match the real ones. In a little more
complex situation where o = 1, the estimated positions do not match the real ones
even with and ideal mobility model (see Fig. 1). However, as we notice in the same
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Trilateration method with gaussian nose (sigma = 1)
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Table 2 Summary of the obtained results

DS | Pos. | Method c=0 oc=1 Trilateration
Mis.=74% | Mis.=99% | Mis.=74% | Mis.=99% | 6=0 o=1

1 1689 | Direction | 0.121511 0.264769 1.645680 1.602990 | 0.0026119 1.6618
Speed 4.268930 5.645070 4.865160 5.904530
Dead 0.706925 0.849137 1.789630 2.006390
reckoning

2 60 | Direction 1.526920 1.946580 3.763000 3.848790 | 4.74E-06 2.3797
Speed 4.692470 5.564970 5.818530 6.378680
Dead 3.564433 4.127600 4.578430 4.997270
reckoning

3 96 | Direction | 0.837704 0.611903 2.547160 2.084700 | 4.45E-06 2.14042
Speed 1.858930 0.327840 4.009810 2.300220
Dead 2.018800 2.108680 3.117430 2.823130
reckoning

4 180 | Direction | 5.537220 3.412730 6.861800 6.921910 1.13E-05 4.77129
Speed 8.400200 8.615250 9.903870 10.850200
Dead 3.929080 9.361340 7.637980 9.929080
reckoning
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Fig.3 CDF with DataSetl
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figure, the difference between these values quantified by the by the estimation error
is low.

In the case of real mobility data and o = 1, we plotted the graphs in Fig.2 to
show the effect of RSSI fluctuations of the estimation of positions in the case of
real mobility data. The mean errors in position estimation with these scenarios are
summarized in Table 2.

6.2 Location Tracking with Missing Data

We run various scenarios for missing data. In the first one, Missing0 already dis-
cussed above, there are no missing data and all the messages transmitted by the user
will be captured by the monitors. In the second and third scenarios only a proportion
of the messages are captured by the monitors. For example, in Missing74 and Miss-
ing99 scenarios, 74 and 99 % of the localization estimations are based on the RSSI
readings of only two monitors, respectively. For various setting, we plot the CDF of
the error in position estimation expressed in meters as shown in Figs. 3, 4, 5 and 6.

CDF for DataSetl
(r=1 with 99% of Missing data)
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Fig. 4 CDF with DataSet2
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CDF for DataSet3
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Fig. 5 CDF with DataSet3

In general, we also notice that when o increases the error in position estimation also
grows as explained earlier in the case of no missing data. We also show that Direction
method achieves the best position estimation followed by Dead Reckoning followed
by Speed and that there is not a big difference in position estimation when the ratio
of missing data increases from 74 to 99 %. In some situations such as in DataSet3
(Fig.5), we show that Speed achieves good position estimate. The reason is that in
DataSet3, the user movements are regular. For the DataSet4, we show that all meth-
ods return higher errors in position estimation. This is because user movements are
not regular as the users seems to make vertical movements due to the large time
interval between recorded positions. There is another reason why position estimates
are less good in DataSet4 compared to the other data sets, which is due to the place-
ment of monitors that farther away from the positions to be estimated. We also show
that Direction method is the best in situation where we have short intervals between
positions recording such as in DataSet1 (Fig. 3).
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CDF for DataSet4
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Fig. 6 CDF with DataSet4

7 Conclusions

We have presented a completely passive location tracking system that allows finding
WiFi equipped mobile user locations. We analyzed the performance of the proposed
system in a general environment governed by a log-normal path loss model with both
real and computer generated data sets. We presented the problem of missing data that
occurs at the monitors which we validated with experiments based on WiFi-enabled
Raspberry Pi monitors. To cope with the problem of missing data, we proposed two
heuristics in relation with the direction and speed change of mobile user with the
assumption that humans users are likely to keep nearly constant speed and direction
in their movements. NS3 simulations on both a general path-loss model and an indoor
model on both computer generated and real mobility data have shown that Direction
method achieves better results in general compared to Speed and Dead Reckoning.
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