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Abstract In this digital world, data mining is a decisive for innovation and better
services for user, but it raises the issues about individual privacy. Privacy can be
achieved by hiding sensitive or private information in database before publishing it
for innovation. This paper presents a hybrid technique for hiding sensitive asso-
ciation rules, which combines two heuristic based techniques viz. Decrease Support
and Decrease Confidence of sensitive rule for selection and modification of items
from the transactions. The proposed hybrid technique combines advantages of both
algorithms to maintain the quality of the database and preserve the privacy of
database. From the experimental results it is observed that proposed algorithm is
competent to maintain privacy and database quality.

Keywords Data mining - Association rule - Sensitive pattern - Privacy preserving
data mining and association rule hiding

1 Introduction

Association rule mining is very useful technique to find the hidden relationship
among data in large database. It can be used for many applications as healthcare,
business policy and marketing, e-commerce etc. As a part of business improvement
or decision, many organizations share their database for mutual benefits. In many
case, due to privacy law or some policy, organization don’t want to disclose the
private information stored in database. It raises the problem of securing this private
data from the adversary to maintain the privacy. The privacy is major constrain
during the mining of database which contains private information. Here privacy is
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to hide private information which organization don’t want to disclose with other, to
solve this issue PPDM technique is very useful to enhance the security of database.
In a centralize database, PPDM techniques are used to transform the database such
that private information or sensitive pattern cannot be mined from the data mining
techniques and maintain the quality of final result. In 1996, Clifton et al. [1, 2] had
discussed the privacy in data mining. They also discussed the hiding of association
rule to maintain the privacy. In 1999 Atallah et al. [3] proposed heuristic approach
to prevent disclosure of sensitive patterns.

1.1 Problem Description

The problem of association rule hiding can be describe as: Transform the original
database such that data mining techniques will results only non sensitive rules and
all sensitive rules must not mined from transformed database. This transformed
database is known as sanitized database.

In general the problem can be defined as:

Given transnational database D, Minimum support threshold, Minimum confi-
dence threshold. Association rules R can be generated as result of data mining
technique from D. Sensitive rules (SR, SR C R) selected from given set of rules R
by database owner. The problem is to transform database D into D’ in such way
that, data mining results from D' will hide all sensitive rules.

The objective of proposed algorithm is to achieve the following conditions

1. Transformed database D' must hides all sensitive rules.

2. Mining of transformed database D’ must results in all non sensitive rules.

3. Transformed database must not introduce any artificial rules, which are not
present in D.

The problem of finding an optimized sanitized database, which satisfies all these
conditions has been proved as NP-hard in [3].

The structure of remaining paper is as follows: Sect. 2 presents theoretical
background and related work. In Sect. 3, proposed hybrid technique for hiding
sensitive association rule is discussed. In Sect. 4, we analyze the algorithm with
some evaluation parameter of database quality. Finally, last Sect. 5 concludes our
work and gives the future direction.

2 Theoretical Background and Related Work

2.1 Association Rule Mining

Association rule mining [4] with given minimum support threshold (MST) and
minimum confidence threshold (MCT) is defined as follows: let T = {ij,...iy} be
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distinct literals called items. Given a database D = {T...T,} is a set of transaction
where each transaction T is a set of items as T; C I (1 =i =m).

A rule X — Y is mined from database if support(X — Y) = MST and confi-
dence (X — Y) = MCT.

Researchers have proposed different approaches for hiding the sensitive asso-
ciation rule to preserve the privacy of sensitive information and these approaches
can be classified in Heuristic based approach, Reconstruction based approach and
Cryptography based approach. Here we propose a hybrid algorithm for sensitive
rule hiding, which is based on heuristic approach.

2.2 Heuristic Based Approach for Sensitive Rule Hiding

The heuristic based approach is used to hide association rules as many as possible
by modifying the transactions, while minimizing side effects which can be gener-
ated by hiding process. Following side effects can be generated by hiding process.

1. Some sensitive rules which can be mined from sanitized database, called hiding
failure (HF) effect.

2. Some non-sensitive rules are hidden accidently in sanitized database, called lost
rule or missing cost (MC) effect.

3. Some rules are newly created, called ghost rule or artificial rule (AP) effect.

In this type of approach, no algorithm can satisfy all condition of association rule
hiding. It produces some side effect as described above. In [3], author proved that
finding an optimal solution of association rule hiding algorithm is NP-hard.
Algorithms included in this approach, which hide sensitive knowledge by sanitizing
selected transactions from the database to decrease the support or confidence of
sensitive rule and tries to minimize the side effect. These approaches use either
Data Perturbation which permanently remove some items from selected transaction
of database or Data Blocking which replace some items by unknown value (ex. ?).

Next, we see some existing efforts to solve association rule hiding based on data
perturbation approach.

Oliveira et al. [5] proposed a graph base sanitization approach to hide sensitive
rules. The author also presents the forward inference and backward inference attack
on sanitize database. They maintain 2-itemset paring set which is all possible
subsets of sensitive frequent itemset. Then algorithm deletes one by one 2-itemset
to hide sensitive frequent items set. This algorithm soles both above attack and also
minimizes the side effect factors.

Wu and Wang [6] proposed algorithm that compare all three techniques for
hiding sensitive rule in terms of number of transaction modification. The algorithm
selects the one with the lowest number of modifications of transaction in database to
maintain database quality.



362 N.H. Domadiya and U.P. Rao

Oliveira et al. [7] proposed different flexible algorithm which considers the
disclosure threshold for each sensitive rules. Secondly they focus on discovery of
maximum non-sensitive rules after database sanitization. This algorithm is not on
memory based so it is more suitable for large database size.

Domadiya and Rao [8] modifies the algorithm of Modi et al. [9] to reduce the
side effect on sanitized database. They select the items from the R.H.S parts of the
sensitive rules based on their frequency. This algorithm modify the original data-
base in such way that total number of modification are reduced and hide all the
sensitive rules to maintain the privacy.

In context of heuristic based approach, there is another area called data blocking
approach, where researchers have worked to address NP-hardness of PPDM.

All the above techniques comes under wither D_SUPP or D_CONF]I1. we can
calculate total number of modification require in database to hide any sensitive rule
using following equation.

Nyyp = suppcount(Rule) — Minsuppcount + 1
Neons = suppcount(Rule) — [Min_Conf % Supp_count(L.H.S. of Rule)] +1

From the analysis, we had observed that, Some sensitive association rules had
Ngypp <Neons and other had Ny, > Neopr. We can find the better technique for
hiding any sensitive rule based on the relation of Ny,,, and N,,s. For any sensitive
rule if

— Ngypp <Neons then D_SUPP technique hide sensitive rules with less number of
modification.

— Ngypp > Neoyy then D_CONF1 technique hides sensitive association rule with
less number of modification.

In all existing research, only single D_SUPP or D_CONF1 technique is used for
hiding all sensitive rules.

In this paper, we propose a hybrid technique to combine the advantage of both
D_CONF1 and D_SUPP techniques. We do not include D_CONF2 technique to
reduce the artificial pattern (AP) as it insert some new items in database. So we have
not used this technique. In next section we describe the proposed hybrid technique
for hiding sensitive rule.

3 Proposed Hybrid Technique for Hiding Sensitive Rules

The framework of proposed hybrid technique is shown in Fig. 1. It starts with
applying the apriori algorithm [4] to mine the association rules from original
database D. Association rules which disclose some private information are
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Fig. 1 A framework of proposed hybrid technique for sensitive rule

consider as sensitive rules. Then algorithm divide the sensitive rules based on
Nyypp = number of modification require to reduce the support below min_supp and
Neons = reduce the confidence below min_conf. Now we have two clusters of
sensitive rules. Cluster 1 with all sensitive rule having N,,, <N, and cluster 2
having Ny, > Ncoyr. Now for hiding sensitive rules in cluster 1, apply DSRRC [9]
algorithm based on decreasing support below min_supp. For cluster 2, apply our
MDSRRC [8] algorithm based on decreasing confidence below min_conf. It gen-
erates the final sanitized database. Sanitized database maintain privacy by hiding all
sensitive rules [10].
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Proposed Hybrid Technique for Hiding Sensitive Rules

1. Apply association rule mining algorithm (apriori [5]) on database D. It will results in set of association
rules R.
2. Select set of private rules SR R as set of sensitive rules. (Selected by Database Owner)
. While (SR not empty)
{

3
4
5. Remove one sensitive rule from SR and Calculate N supp and anf
6. (N, < Ngy)
Add this sensitive rule in Cluster 1.
Else
Add this sensitive rule in Cluster 2.

7.}
8. For cluster 1 apply DSRRC [6] algorithm on original database D and generate sanitized database D1.
9. For cluster 2 apply our MDSRRC [4] algorithm on sanitized database D1 and generate final sanitized
database D'.
10. Update all modified transaction in original database and generate final sanitized database D'

The proposed hybrid algorithm as shown above starts with mining the associ-
ation rules (R) using Apriori algorithm [4] in database D. Then user specifies some
private rules as set of sensitive rules (SR). Then algorithm generates two clusters of
sensitive rules from SR by comparing N,r and Ng,p,,. Then apply DSRRC [9]
algorithm for cluster 1 and proposed MDSRRC algorithm for cluster 2 to hide
sensitive rules SR. At last it updates the modified transaction to original database
and generates final sanitized database D'. Sanitized database maintains privacy by
hiding the sensitive rules and maintain database quality by minimum number of
modification in database using hybrid technique.

4 Experimental Results and Analysis of Proposed
Algorithm

For performance analysis of proposed algorithm, we have compared proposed algo-
rithm with MDSRRC [8] algorithm using a retail database with total 88,162 trans-
actions given in [11]. We have applied apriori algorithm [4] with MST = 5 % or MST
(in count) = 4408 and MCT = 10 % to generate all possible association rules. In our
experiment, we choose three rules ({32, 39} — {48}, {32, 48} — {39},
{39} — {38,48}) as sensitive rules from all possible rules. All sensitive rules with its
MST, MCT and Ny, and N, values are shown in Table 1. As shown in Table 1,
first two sensitive rules have N, <Nc,r and for last one Ny,,, > Ncoyr. After
applying hybrid algorithm on retail database given in [11], we have evaluated our
proposed Hybrid algorithm by considering the following evaluation parameter dis-
cussed in [12]. (a) HF (hiding failure), (b) MC (misses cost), (c) AP (artificial pat-
terns), (d) DISS (dissimilarity) and (e) SEF (side effect factor). Experimental results
show that proposed hybrid algorithm works better compared to existing MDSRRC
algorithm [8] based on any single basic techniques (D_SUPP, D_CONFI,
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Table 1 Sensitive rules with MST, MCT, Ny, Neoys

Rule no. Sensitive rules MST (in count) MCT (%) Npp Neons
1 {32, 39} — {48} 5402 63.89 995 4557
2 {32, 48} — {39} 5402 67.24 995 4599
3 {39} — {38, 48} 6102 12.04 700 140

Table 2 Performance results of MDSRRC [8] and proposed algorithm

Evaluation parameter

MDSRRC [8] (%)

Proposed hybrid algorithm (%)

HF (hiding failure) 0 0
MC (missing cost) 26.66 13.33
AP (artificial pattern) 0 0
DISS (D, D) 2.77 0.78
SEF (side effect factor) 26.66 13.33
Fig. 2 Performance results Performance Comparision between
of MDSRRC [8] and MDSRRC and Proposed Hybrid Algorithm
proposed algorithm 30% -
® MDSRRC ® Proposed Hybrid Algorithm
25%
20%
15%
10%
5% |
- | .

HF

MC AP DISS(D,D')  SEF

D_CONEF2). It hides all sensitive rules (HF = 0 %) without generating any artificial
rules (AP = 0 %) and maintain database quality by minimizing the modification on
database. Performance results in terms of evaluation parameters are shown in Table 2

(Fig. 2).

5 Conclusion and Future Scope

This paper presented a hybrid technique to hide the sensitive rule by combining the
advantage of both D_SUPP and D_CONF]1 approaches. The proposed algorithm
tries to remove the limitation of these both algorithms by comparing the number
of modifications Ny, and N, to minimize the modification on the database.
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We have demonstrated our proposed algorithm using a sample database. The
proposed hybrid technique modifies a minimum number of transactions to maintain
database quality. An artificial pattern (AP) gives the wrong direction to analysts, so
the proposed algorithm does not insert any new items in transactions and maintains
an artificial pattern (AP) 0 %. In future, the proposed hybrid technique can be
improved in terms of missing cost (MC) and side effect factor (SEF).
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