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    CHAPTER 1   

  Abstract     This book gives a fi rst critical comment of the changes intro-
duced by the new Directive (EU) 2015/849 of the European Parliament 
and of the Council of 20 May 2015 on the prevention of the use of the 
fi nancial system for the purposes of money laundering or terrorist fi nancing 
(the Fourth anti-money laundering (AML)/counter terrorism fi nancing 
(CFT) Directive).  

   This book aims to provide a fi rst critical comment of the changes intro-
duced by the new Directive (EU) 2015/849 of the European Parliament 
and of the Council of 20 May 2015 on the prevention of the use of the 
fi nancial system for the purposes of money laundering (ML) or terror-
ist fi nancing (TF) (the Fourth anti-money laundering/counter terror-
ism fi nancing (AML/CFT) Directive),  1   amending Regulation (EU) No 
648/2012 of the European Parliament and of the Council, and  repealing 
Directive 2005/60/EC of the European Parliament and of the Council and 
Commission Directive 2006/70/EC (the Third AML/CFT Directive).  2   

 Fortunately, it has been gaining increasing awareness of the need to 
combat, through appropriate provisions, the criminal phenomenon of 
ML, which is assuming ever larger dimension  3   capable of threatening 
the stability of the global fi nancial system:  4   as has been authoritatively 
stated, “effective anti-money laundering and combating the fi nancing of 
 terrorism regimes are essential to protect the integrity of markets and of 
the global fi nancial framework as they help mitigate the factors that facili-
tate fi nancial abuse.”  5   

 Introduction                     

     Domenico     Siclari      
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 In the “Europeanisation” of the fi ght against crime within the EU area 
of freedom, security, and justice,  6   the new EU Directive represents a further 
step towards the setting up of common rules, methods, and practices  7   for 
combating crimes which, if not properly prevented and punished, can lead 
to consequences of subverting the proper functioning of fi nancial markets. 

 The new regulatory framework welcomes the risk-based approach 
(RBA): it acknowledges that the levels and types of action required to be 
taken by Member States, supervisors, and fi rms will differ according to the 
nature and severity of risks in particular jurisdictions and sectors, clarifying 
the types of situations in which simplifi ed customer due diligence (CDD) 
will be appropriate, as well as those situations where it is necessary for 
fi rms to conduct enhanced checks. 

 We have new rules concerning the extended defi nition of politically 
exposed persons—PEPs (here is clarifi ed that enhanced due diligence will 
always be appropriate where transactions involve PEPs), inclusion of tax 
crimes as predicate offences, national- and Europe-wide risk assessments, 
reinforcement of sanctioning powers and requirements to coordinate 
cross-border action, lower exemptions for one-off transactions and expan-
sion of the perimeter, meet new requirements on benefi cial ownership 
information, increase transparency by requiring companies and trusts to 
hold information on their benefi cial ownership, and make this information 
available to supervisors and parties conducting due diligence on them. 

 In this book, Chap.   2     explains the changes to the current EU AML/
CFT requirements on CDD, increasing the emphasis on the RBA. The 
new design is motivated by the changing nature of ML and TF threats: 
facilitated by the constant evolution of technology and of the means at 
the disposal of criminals, the variables associated with ML/TF risks are 
such that it is impossible to sketch a single regulatory taxonomy and to 
impose a “one size fi ts all” solution. Thus, the idea is to affi rm a model 
where obliged entities have to understand the ML and TF risks they face 
and adopt the most cost-effective and proportionate way to manage and 
mitigate them, calibrating adequate countermeasures. 

 By illustrating the new set of CDD requirements, describing how the 
new architecture would work, Chap.   2    , in particular, emphasises that 
obliged entities should take appropriate steps to identify and assess the risks 
of ML and TF, taking into account risk factors including those  relating to 
their customers, countries or geographic areas, products, services, trans-
actions, or delivery channels. Those steps must be proportionate to the 
nature and size of the obliged entities. Obliged entities should also have in 
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place policies, controls, and procedures to mitigate and manage effectively 
these risks of ML and TF. 

 The broad objective is that obliged entities should know who their 
customers are, what they do, and whether or not they are likely to be 
engaged in criminal activity. In this respect, obliged entities must decide, 
on the basis of their assessment of the risks posed by different customer/
product combinations, on the level of verifi cation that should be applied 
at each level of risk presented by the customer. Thus, according to the risk 
level, obliged entities have to decide whether to apply simplifi ed, normal, 
or enhanced due diligence controls. Public authorities will support the 
private sector in applying the RBA with a risk assessment conducted both 
at national and at supranational level in order to identify major risks that 
pose a threat to single Member States as well as to the Internal Market as 
a whole and to elaborate adequate policies and countermeasures. In paral-
lel, these fi ndings will be made available to obliged entities to help them 
conduct their own risk assessment. 

 Chapter   3     deals with the regulation of benefi cial ownership assessment, 
as part of the new “customer due diligence” duties set forth by the Fourth 
EU AML Directive. After a discussion on the relevance of identifying the 
actual owner behind legal and corporate schemes, so as to overcome some 
of the most common “layering” and “placement” laundering techniques, 
it focusses on the provisions embodied in the Financial Action Task Force 
(FATF) Recommendations, comparing the 2003 edition and the revision 
occurred in 2012 (and all the related interpretative documents), which 
concern not only the defi nition of benefi cial ownership but also the perfor-
mance of CDD duties in this regard: the main point of interest is the new 
“progressive approach” in ascertaining actual owners of the schemes. With 
reference to the European legislation, Chap.   3     describes how the FATF 
Recommendations (2003 ed.) have been implemented by the European 
legislator under the repealed Third Directive in 2005, with brief reference 
to some Member States’ national implementing measures. As far as the 
Fourth EU AML Directive is concerned, the new provisions on benefi cial 
ownership are described, with a special emphasis on the new disclosure 
requirements aimed at providing public bodies and to the business com-
munity as a whole, especially by means of the reporting of data disclosed in 
a “central public register,” so as to strengthen the public supervision and 
to ease the CCD duties’ performance. In the end, it discusses the main 
options for national legislators regarding the implementation of the new 

http://dx.doi.org/10.1007/978-3-319-29099-7_3
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benefi cial ownership legislation, with a view to possible changes in the role 
of central business registers. 

 Chapter   4     faces with the relevant problem of supervision of payment 
institutions that operate across borders by agents. In fact, most Member 
States result host some agents operating on a European passport under the 
EU Payment System Directive (PSD); a large number of Member States 
act as the home regulator for cross-border payment institutions. Risks 
associated with the money transfer sector, especially operating through 
agents, are considered very high. 

 In this framework, various criminal investigations found out that the 
money transfer networks are misused for ML purposes or for TF purposes 
by criminal organisations. Payment System (PS) agents, whenever they are 
not fi nancial institutions, are considered as presenting an inherent ML/
FT high risk, due to their absence of control mechanisms in terms of the 
prevention of AML/CFT on the overwhelming number of agents operat-
ing in these conditions (gas stations, subway stations, supermarkets). 

 In EU Member States, there have been reported some cases of countries 
where the requirement of a central contact point (CCP) has been set up 
by their national legislation. From this new system of rules derive vari-
ous problems related to the supervision of the money services agents. For 
example, a very relevant issue concerns which jurisdiction’s (home or host) 
AML/CFT law should apply when such delegated inspections took place. 

 We would need—just to avoid reduced competition between the laws 
of the Member States in the implementation of the new EU Directives—as 
fast as possible harmonisation of procedures for the supervision of pay-
ment institutions by agents. It will be a crucial common approach to the 
regulation of cross-border PS agents within Europe at present, to counter 
the risk of violation domestic law and distortion of competition within 
a local market because of uncontrolled AML/CFT measures by using a 
huge network of agents. The justifi ed interests of the PS industry to get 
predictable regulatory conditions need a “standardised” and uniform reg-
ulatory approach. 

 Chapter   5     details a new strategy of risk-based regulation introduced by 
the Fourth EU AML Directive—risk assessment—structured on three lev-
els: the supranational/EU level (Article 6), the national level (Article 7), 
and the obliged entities’ level (Article 8). These levels are linked to and fed 
by each other in a dynamic way, even though a supremacy role is attrib-
uted, to some extent, to the European Commission. More specifi cally, the 
European Commission is entitled to (a) prepare a risk assessment report, 

http://dx.doi.org/10.1007/978-3-319-29099-7_4
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also on the basis of European Supervisory Authorities (ESAs’) opinion, 
Member States’ and obliged entities’ information, and international 
organisations’ report; (b) recommend the Member States to adopt spe-
cifi c measures with a “comply-or- explain” mechanism; and (c) individuate 
high-risk third countries and adopt the relevant measures to avoid AML/
CFT policies be jeopardised. The Member States are entitled to (a) desig-
nate an authority or establish a coordinating mechanism to address ML; 
(b) carry out periodical risk assessments; and (c) identify any areas where 
obliged entities are to apply enhanced measures and, where appropriate, 
specifying the measures to be taken. The obliged entities have to conduct 
their own risk assessments and adopt the relevant AML/CFT policies. 

 Moreover, the Fourth EU AML Directive boosts the international 
cooperation. More specifi cally, all involved institutions are called to act 
jointly to achieve common AML/CFT objectives and Member States 
are called to supervise on and ensure AML/CFT compliance of obliged 
entities, regardless to where such obliged entities operate their establish-
ments. Finally, the new EU Directive gives some guidance on the rela-
tions between data protection and risk assessment and on the accuracy of 
statistics. Actually, only accurate, precise, and updated statistical data may 
lead to credible risk assessments. Risk assessment is to be welcomed since 
it may signifi cantly boost AML/CFT policies. However, fl ows of infor-
mation are useful only when they are well selected and, above all, when 
policies really take place. In this regard, recent experiences teach that a lot 
is yet to be done. 

 Chapter   6     faces to tax crimes inclusion in “criminal activity” defi nition 
as relevant for AML purposes. The main category of predicate offences 
from which ML arise is related to tax crimes. They are money evaded from 
the State balance, saved and hidden by those who do not pay taxes. It is 
easy to understand how this situation affects severally the economy of the 
States, already weakened by European sovereign debt crisis that has been 
taking place in the EU since the end of 2009. On the basis of these consid-
erations, the EU Member States have felt the need to combat ML with any 
tools. Already in its 12 February 2012 Recommendations, FATF-GAFI 
included expressly Tax crimes in the category of  predicate offences  in order 
to extend the application fi eld of Anti-Money Laundering Law. 

 The 2012 April Paper from the European Commission proposed to 
examine if the current approach of use of “all serious offences” could be 
suffi cient to include also tax crimes or if they should be included in the spe-
cifi c category of “serious offences” according to art. 3, n. 5 or if it would 

http://dx.doi.org/10.1007/978-3-319-29099-7_6
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be better to give a more precise defi nition of tax crimes. The solution cho-
sen by Directive IV is the second one such as the inclusion of tax crimes 
in a specifi c category of “serious offences” to art. 3, n. 4 letter f. The new 
EU Directive includes tax offences in the range of predicate offences that 
qualify criminal activity, such as to constitute the basis of ML. 

 The Directive IV highlights that “tax crimes” relating to direct and indi-
rect taxes includes tax crimes in the broad defi nition of “criminal activity,” 
in line with the revised FATF Recommendations. Given that different tax 
offences may be designated in each Member State as constituting “crimi-
nal activity,” national law defi nitions of tax crimes may diverge. While no 
harmonisation of the defi nitions of tax crimes in Member States’ national 
law is sought, Member States should allow, to the greatest extent possible 
under their national law, the exchange of information or the provision of 
assistance between EU Financial Intelligence Units (FIUs). 

 The tax crimes inclusion in the defi nition of criminal activity is undoubt-
edly an important innovation of the Fourth Directive, especially considering 
that the most part of ML arise from tax crimes activities. The entry into 
force of the new joint European standards raises a crucial information asset 
of European states contributing to the international fi ght against tax evasion. 

 Chapter   7     considers the effects of new rules on gambling sector. Article 
2 of the Fourth EU AML Directive clearly specifi es that it applies not 
only to casinos, already affected by the previous Directive, but also to 
“providers of gambling services,” including those online. In fact, unlike 
the Third Directive which generically referred to casinos without giving a 
specifi c defi nition of them, Article 3, paragraph 14 of this Directive defi nes 
“gambling services” as those services which involve wagering a stake with 
monetary value in games of chance, including those with an element of 
skill such as lotteries, casino games, poker games, and betting transactions 
that are provided at a physical location, or by any means at a distance, by 
electronic means or any other technology for facilitating communication, 
and at the individual request of a recipient of services. 

 The approach of the new Directive is always based on risk—that is, the 
nature of the relationship, constant monitoring, and detection of suspi-
cious transactions—although this approach presents major diffi culties for 
its application in the fi eld of gambling, since it presupposes a knowledge 
of the player which it is not comparable to that possessed by credit institu-
tions and/or fi nancial institutions in general. 

 However, the European legislator took into account the specifi cities 
of this activity, allowing the appropriate supervision that the Member 
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State will decide to apply to public gambling, in particular, for transac-
tions amounting to EUR 2000 or more, without providing, however, any 
exemption for casinos. The goal, in fact, is to have an impact again on the 
obligations to conduct CDD, having considered it necessary to increase 
the clarity and transparency of the related rules in order to have adequate 
controls and procedures to enable a better knowledge of the customer and 
greater understanding of the nature of the activities performed by him. 

 The Directive therefore extends the scope of the obligation to apply 
appropriate CDD also to all the entities offering goods or providing ser-
vices against payment in cash of amounts of EUR 15,000 or more, as 
well as to operators of public gambling who conduct fi nancial transac-
tions amounting to over EUR 2000, both in the case where the move-
ment takes place in a single transaction and in the case where it is attained 
through multiple transactions connected to each other. 

 There remains, however, the need to proceed in each case to an ade-
quate verifi cation, regardless of any threshold, exemption, or derogation, 
in all suspicious cases of ML or TF, as well as whenever there are doubts 
as to the data obtained during the identifi cation of customers previously 
performed. 

 An important novelty of the new EU Directive is the introduction of 
the principle that allows Member States the possibility to exempt, with the 
exception of casinos, gambling operators of lower risk situations from the 
rules transposing the Directive in question, according to the lower risk 
proven by the nature and, as appropriate, by the operating size of such ser-
vices. In these cases, it will be necessary for the national legislators to seize 
the main aspects because, if it is true that the sectors/individual types of 
lower risk gambling should not be subject to obligations relating to ML, 
it is also undeniable that the verifi cation of customers should not be the 
only pivot on which to base the fi ght against ML from illegal activities. In 
this regard, the Commission itself suggested as a method of monitoring 
the supply chain of the incentive to use alternative means of payment other 
than cash for all types of game, even land-related ones. 

 Another important new feature of the Directive is that relating to the 
clarifi cation that the competent authorities should ensure that, with regard 
to currency exchange offi ces, cheque cashing offi ces, trust or company 
service providers, or gambling service providers, the persons who effec-
tively direct the business of such entities and the benefi cial owners of such 
entities are fi t and proper. The criteria for determining whether or not a 
person is fi t and proper should, as a minimum, refl ect the need to protect 
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such entities from being misused by their managers or benefi cial owners 
for criminal purposes. 

 An analysis of the new Directive displays, therefore, the highly ambi-
tious objectives which it intends to achieve, primarily the attention to the 
consistency between European and international approaches, the consis-
tency between national rules and a certain degree of fl exibility in their 
application by strengthening and clarifying the obligations, and ensuring 
that the standards are focused on risk and adequate to the new emerging 
threats. However, it would have been advisable to have, within the gam-
bling sector, a higher degree of effectiveness and specifi city for the actions 
permitted, along with an equal expansion of the tools made available nota-
bly to provide more certainty to the so-called CDD. 

          NOTES 
     1.    Published in  Offi cial Journal of the European Union  of 5 June 2015 (L 

141/73).   
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    CHAPTER 2   

  Abstract     The Fourth Directive on anti-money laundering and counter 
terrorism fi nancing advocates the risk-based approach to customer due 
diligence (CDD) measures. The article illustrates the new set of require-
ments, describing how obliged entities should take appropriate steps to 
identify and assess the risks associated with the customer and decide the 
adequate CDD regime.  

2.1       INTRODUCTION 
 With the adoption of a Fourth Directive on anti-money laundering (AML) 
and counter terrorism fi nancing (CFT),  1   the European Union (EU) con-
fi rms its engagement to protect the Internal Market against such criminal 
activities. Money laundering (ML) and terrorist fi nancing (TF) have in 
fact the potential to threat the integrity, proper functioning, reputation, 
and stability of the European fi nancial system, with likely devastating out-
reach for the economic and social system as a whole. 

 The Fourth Directive is built upon the framework designed by Directive 
2005/60/EC  2   (the so-called third AML Directive), but far from being a 
simple update, the new text introduces important changes to the current 
architecture, increasing the emphasis on the risk-based approach (RBA) 

 The CDD Obligations Following 
a Risk- Based Approach                     

     Pierpaolo     Fratangelo*     

*Banca d’Italia – banking and fi nancial supervision department. The views expressed 
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and moving away from the current system of exemptions from customer 
due diligence (CDD) requirements based on third-country equivalence. 

 The new design is motivated by the changing nature of ML and TF 
threats: facilitated by the constant evolution of technology and of the 
means at the disposal of criminals,  3   the variables associated with ML/TF 
risks are such that it is impossible to sketch a single regulatory taxon-
omy and to impose a “one size fi ts all” solution, especially to 28 different 
national contexts; neither it is imaginable for a permanent adaptation of 
the legal framework to counter such threats. The idea is then to affi rm a 
model where obliged entities have to understand the ML and TF risks 
they face and adopt the most cost-effective and proportionate way to man-
age and mitigate them,  4   calibrating adequate countermeasures. 

 Public authorities will contribute to the effective implementation of this 
RBA with a risk assessment conducted both at national and at supranational 
level in order to identify major risks that pose a threat to single Member 
States as well as to the Internal Market as a whole and to elaborate adequate 
policies and countermeasures. In parallel, these fi ndings will be made avail-
able to obliged entities to help them conduct their own risk assessment. 

 To a large extent, EU rules are based on AML international standards 
set by the Financial Action Task Force (FATF). According to the FATF 
Recommendations of February 2012, the RBA allows countries, within 
the framework of the FATF requirements, to adopt a more fl exible set of 
measures in order to target their resources more effectively and apply pre-
ventative measures that are commensurate to the nature of risks, in order 
to focus their efforts in the most effective way.  5   The application of an RBA 
is therefore not optional, but a prerequisite for the effective implementa-
tion of the FATF Standards. 

 Hence, a correct understanding and implementation of the RBA will be 
key in the successful enforcement of the Fourth Directive. For this purpose, 
each obliged entity should have in place policies, controls, and procedures 
to mitigate and manage effectively the risks of ML and TF identifi ed at the 
level of the EU, the Member State, and the obliged entity itself in order to 
properly apply the CDD requirements set by the Directive.  

2.2     A NEW APPROACH TO ML AND TF RISKS 
 AML legislation requires fi nancial intermediaries to have a thorough 
knowledge of their customers as well as a fully understanding of the trans-
actions they put in place. To this end, obliged entities have to design a 
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CDD process that allows them to monitor customers’ activities and detect 
possible suspicious transactions. As soon as this happens, fi nancial interme-
diaries should fi le a Suspicious Transaction Report to competent authori-
ties that will further investigate in the matter. This is particularly evident 
for the fi nancial sector where, as pointed out by the Basel Committee on 
Banking Supervision, these requirements are to be seen as a specifi c part 
of the general obligation to have in place sound risk management pro-
grammes so as to address all kinds of risks, including ML and FT risks.  6   

 According to the RBA, the intensity and scope of the obligation to 
carry out adequate CDD are to be determined in accordance with the risk 
of ML and TF as it arises from factual circumstances.  7   This means that 
intermediaries should thoroughly analyse the concrete case under man-
agement, assess the associated ML/TF risks, defi ne a proper risk profi le 
and, thus, the appropriate level of mitigation to be applied. 

 This understanding should be based on specifi c operational and trans-
action data and other internal information collected by the obliged subject 
as well as on external sources of information such as national risk assess-
ments and country reports from international organisations. 

 The implementation of a RBA in AML/CFT mirrors the adoption 
of risk-sensitive requirements in other fi nancial regulatory domains and 
is intended to address the problems inherent in prescriptive regula-
tory approaches: over-regulation, rigidity and consequently poor regu-
latory performances, and a focus on formalism rather than regulatory 
effectiveness.  8   

 The RBA allows obliged entities to be more effi cient and effective in 
their use of resources and minimise burdens on customers. Focusing on 
higher risk threats should mean that benefi cial outcomes can be achieved 
more effectively. In addition, an RBA allows fi nancial institutions to more 
effi ciently and effectively adjust and adapt as new ML and TF methods are 
identifi ed. 

 At the same time, the RBA makes more diffi cult for launderers to 
employ the fi nancial system due to the increased focus on the identifi ed 
higher risk activities that are being undertaken by these criminal elements. 

 However, such an approach requires resources and expertise to gather 
and interpret information on risks, both at the country and institutional 
levels, to develop procedures and systems and to train personnel. It fur-
ther requires that sound and well-trained judgement be exercised in the 
implementation within the institution and its subcomponents of such pro-
cedures, and systems. 
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 Implementing an RBA requires that obliged entities have a good 
understanding of the risks and are able to exercise sound judgement. This 
requires the building of expertise within fi nancial system, including, for 
example, through training, recruitment, taking professional advice, and 
“learning by doing.” 

 This also means that no two institutions are likely to adopt the exact 
same detailed practices. Such potential diversity of practice will require 
that authorities make greater effort to identify and disseminate guidelines 
on sound practice, and may pose challenges to supervisory staff working 
to monitor compliance.  9   

 An RBA is not aimed at preventing obliged entities from engaging in 
transactions with customers or establishing relationships with potential 
customers, but rather it should assist them to effectively manage potential 
ML and TF risks.  

2.3     THE CDD 
 The Fourth Directive requires obliged entities to perform CDD when 
establishing a business relationship or when carrying out occasional trans-
actions that amounts to EUR 15,000 or more, regardless of whether the 
transaction is carried out in a single operation or in several operations 
that appear to be related, or that constitutes the transmission or trans-
fer of funds, as defi ned in Regulation (EU) 2015/847, exceeding EUR 
1000. CDD is also required in the case of persons trading in goods, when 
carrying out occasional transactions in cash amounting to EUR 10,000 
or more, or for providers of gambling services, upon the collection of 
winnings, the wagering of a stake, or both, when carrying out transac-
tions amounting to EUR 2000 or more, whether the transactions are car-
ried out in a single operation or in several operations which appear to be 
linked. Regardless of any applicable derogation, exemption, or threshold, 
CDD should also be performed when there is a suspicion of ML or TF 
or when there are doubts about the veracity or adequacy of previously 
obtained customer identifi cation data (article 11). 

 CDD implies the identifi cation and verifi cation of the customer and, 
where applicable, of the benefi cial owner (i.e., the natural person who ulti-
mately owns or controls an account and/or the person on whose behalf a 
transaction is being conducted);  10   it is also required to obtain information 
on the purpose and intended nature of the business relationship. Financial 
intermediaries must ensure ongoing monitoring of the relationship in 
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accordance with the ML/TF risk profi le assigned to each customer on 
the basis of the information acquired. CDD procedures should allow an 
ongoing monitoring of customers in order to periodically review their risk 
profi le (article 13). 

 When fi nancial institutions are unable to comply with CDD require-
ments laid down by Directive, they may not establish the relationship or 
carry out transactions or professional services or they have to terminate the 
continuous relationship or professional service and must assess whether to 
make a report to the Financial Intelligence Unit (FIU) (article 14). 

 Obliged subjects should have in place policies and procedure to detect 
unusual or potentially suspicious transactions (articles 15 and 18). To this 
end, it is very common to see the use of electronic screening software 
dedicated to the monitoring of transactions.  

2.4     RISK ASSESSMENT AND THE RISK PROFILE 
OF CUSTOMERS 

 Article 8 of the Fourth Directive requires Member States to ensure that 
obliged entities take appropriate steps to identify and assess the risks of 
ML and TF, taking into account risk factors including those relating to 
their customers, countries or geographic areas, products, services, trans-
actions, or delivery channels. Those steps must be proportionate to the 
nature and size of the obliged entities. 

 This risk assessment has to be documented, kept up to date, and made 
available to the relevant competent authorities and self-regulatory bod-
ies concerned. Competent authorities may decide that individual docu-
mented risk assessments are not required where the specifi c risks inherent 
in the sector are clear and understood. 

 The Fourth Directive also requires obliged entities to have in place 
policies, controls, and procedures to mitigate and manage effectively the 
risks of ML and TF identifi ed at the level of the Union, the Member State, 
and the obliged entity. These policies, controls, and procedures must be 
proportionate to the nature and size of the obliged entities. 

 These policies, controls, and procedures shall notably include the devel-
opment of model risk management practices, CDD, reporting, record 
keeping, internal control, compliance management including, where 
appropriate with regard to the size and nature of the business, the appoint-
ment of a compliance offi cer at management level, and employee screen-
ing. In addition, where appropriate with regard to the size and nature of 
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the business, an independent audit function should test the internal poli-
cies, controls, and procedures. 

 The broad objective is that obliged entities should know who their 
customers are, what they do, and whether or not they are likely to be 
engaged in criminal activity. This risk profi le of customers will build up 
over time, allowing the fi rm to identify transactions or activity that may 
be suspicious. In this respect, obliged entities must decide, on the basis of 
their assessment of the risks posed by different customer/product combi-
nations, on the level of verifi cation that should be applied at each level of 
risk presented by the customer. Consideration should be given to all the 
information a fi rm gathers about a customer, as part of the normal busi-
ness and vetting processes. Consideration of the overall information held 
may alter the risk profi le of the customer. 

 Obliged entities have to obtain approval from their senior management 
for the policies, controls, and procedures that they put in place and to 
monitor and enhance the measures taken, where appropriate.  

2.5     SIMPLIFIED DUE DILIGENCE AND EXEMPTIONS 
 The simplifi ed due diligence is a case in point for the new RBA adopted 
under the Fourth Directive. The provisions of the Third Directive on sim-
plifi ed due diligence were found to be overly permissive, with certain cat-
egories of client or transaction being given outright exemptions from due 
diligence requirements. The Fourth Directive therefore tightens the rules 
on simplifi ed due diligence and does not permit situations where exemp-
tions apply. Instead, decisions on when and how to undertake simplifi ed 
due diligence have to be justifi ed on the basis of risk, while minimum 
requirements of the factors to be taken into consideration would be given. 

 In particular, the Fourth Directive allows the use of simplifi ed CDD 
measures when obliged entities ascertain that the business relationship or 
the transaction presents a lower degree of risk (article 15). This assessment 
shall be based taking into account factors of potentially lower risk situa-
tions set out in Annex II of the Directive: (i) customer risk factors such 
as public companies listed on a stock exchange and subject to disclosure 
requirements, public administrations or enterprises, and customers that 
are resident in geographical areas of lower risk; (ii) product, service, trans-
action, or delivery channel risk factors such as life insurance policies for 
which the premium is low, insurance policies for pension schemes and pen-
sions, superannuation or similar schemes that provide retirement  benefi ts 
to employees, fi nancial products or services that provide  appropriately 
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defi ned and limited services for fi nancial inclusion purposes, and products 
where the risks of ML and TF are managed by other factors such as purse 
limits or transparency of ownership; and (iii) geographical risk factors 
such as activities in Member States or in third countries having effective 
AML/CFT systems, third countries identifi ed by credible sources as hav-
ing a low level of corruption or other criminal activity, and third countries 
which, on the basis of credible sources such as mutual evaluations, detailed 
assessment reports, or published follow-up reports, have requirements to 
combat ML and TF consistent with the FATF Recommendations and 
effectively implement these requirements. 

 In all these cases, however, obliged entities have to carry out suffi cient 
monitoring of the transactions and business relationships to enable the 
detection of unusual or suspicious transactions. 

 In addition, article 12 of the Fourth Directive recognises that elec-
tronic money may be considered as low risk when specifi c risk-mitigating 
conditions are met: (i) the payment instrument is not reloadable, or has a 
maximum monthly payment transactions limit of EUR 250 which can be 
used only in a specifi c Member State;  11   (ii) the maximum amount stored 
electronically does not exceed EUR 250; (iii) the payment instrument is 
used exclusively to purchase goods or services; (iv) the payment instru-
ment cannot be funded with anonymous electronic money; and (v) the 
issuer carries out suffi cient monitoring of the transactions or business rela-
tionship to enable the detection of unusual or suspicious transactions. 

 According to the FATF Recommendations, examples of simplifi ed 
CDD measures include verifying the identity of the customer and the ben-
efi cial owner after the establishment of the business relationship (e.g., if 
account transactions rise above a defi ned monetary threshold); reducing 
the frequency of customer identifi cation updates; reducing the degree of 
ongoing monitoring and scrutinising transactions, based on a reasonable 
monetary threshold; and not collecting specifi c information or carrying 
out specifi c measures to understand the purpose and intended nature of 
the business relationship, but inferring the purpose and nature from the 
type of transactions or business relationship established.  

2.6     ENHANCED DUE DILIGENCE 
 At the opposite side of the risk spectrum, it should be recognised that certain 
situations present by defi nition a greater risk of ML or TF. In these cases, 
enhanced due diligence (EDD) measures should be applied (articles 18–24). 
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 The Fourth Directive replicates the Third Directive in requesting EDD 
measures for cross-border correspondent relationships with a third- country 
respondent institution or for correspondent relationship with a shell bank. 
But the Fourth Directive adds other situations such as, in the fi rst place, 
relationships with natural persons or legal entities established in high-risk 
third countries identifi ed by the Commission. The country risk assessment 
is conducted by the Commission taking into account the legal and insti-
tutional AML/CFT framework of the third country, the powers and pro-
cedures of the third country’s competent authorities for the purposes of 
combating ML and TF and the effectiveness of the AML/CFT system in 
addressing ML or TF risks of the third country. Countries not included in 
the list should not be automatically considered to have effective AML/CFT 
systems and natural persons or legal entities established in such countries 
should be assessed on a risk-sensitive basis. Reliance on third parties estab-
lished in such high-risk third countries is prohibited. 

 Enhanced CDD measures need not be invoked automatically with 
respect to branches or majority-owned subsidiaries of obliged entities 
established in the EU which are located in high-risk third countries, 
where those branches or majority-owned subsidiaries fully comply with 
the group-wide policies and procedures. 

 Obliged entities are also required to examine, as far as reasonably possi-
ble, the background and purpose of all complex and unusually large trans-
actions, and all unusual patterns of transactions, which have no apparent 
economic or lawful purpose. In particular, obliged entities shall increase 
the degree and nature of monitoring of the business relationship, in order 
to determine whether those transactions or activities appear suspicious. 
To this end, the following high-risk factors should be taken into account: 
(i) customer risk factors such as the business relationship is conducted in 
unusual circumstances, customers that are resident in higher risk areas, 
legal persons or arrangements that are personal asset-holding vehicles, 
companies that have nominee shareholders or shares in bearer form, busi-
nesses that are cash intensive, and the ownership structure of the company 
appears unusual or excessively complex given the nature of the company’s 
business; (ii) product, service, transaction, or delivery channel risk fac-
tors such as private banking, products, or transactions that might favour 
anonymity, non-face-to-face business relationships or transactions, with-
out certain safeguards, such as electronic signatures, payment received 
from unknown or unassociated third parties, new products and new busi-
ness practices, including new delivery mechanism, and the use of new 
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or developing technologies for both new and pre-existing products; and 
(iii) geographical risk factors such as countries identifi ed by credible 
sources as not having effective AML/CFT systems, countries identifi ed by 
credible sources as having signifi cant levels of corruption or other crimi-
nal activity, countries subject to sanctions, embargos, or similar measures 
issued by, for example, the EU or the United Nations (UN), countries 
providing funding or support for terrorist activities, or that have desig-
nated terrorist organisations operating within their country. 

 Another important area of EDD concerns relationships with individuals 
who hold or who have held important public functions, within the Union 
or internationally, and particularly individuals from countries where cor-
ruption is widespread, the so-called politically exposed persons (PEPs). 
Such relationships may expose the fi nancial sector in particular to signifi -
cant reputational and legal risks. The international effort to combat cor-
ruption also justifi es the need to pay particular attention to such persons 
and to apply appropriate enhanced CDD measures with respect to persons 
who are or who have been entrusted with prominent public functions 
domestically or abroad and with respect to senior fi gures in international 
organisations. 

 It is important to note that the Fourth Directive goes beyond FATF 
requirements as it abolishes the distinction between “foreign” and “domes-
tic” PEPs, and results in automatic enhanced due diligence measures to be 
required in the case of any PEP, regardless of where they originate from. 

 However, the requirements relating to PEPs are of a preventive and 
not criminal nature, and should not be interpreted as stigmatising PEPs as 
being involved in criminal activity. Refusing a business relationship with a 
person simply on the basis of the determination that he or she is a PEP is 
contrary to the letter and spirit of this Directive and of the revised FATF 
Recommendations. 

 According to the FATF Recommendations, examples of enhanced 
CDD measures that could be applied for higher risk business relationships 
include obtaining additional information on the customer (e.g., occupa-
tion, volume of assets, information available through public databases, 
internet), and updating more regularly the identifi cation data of customer 
and benefi cial owner; obtaining additional information on the intended 
nature of the business relationship or on the reasons for intended or per-
formed transactions, on the source of funds or source of wealth of the 
customer; obtaining the approval of senior management to commence or 
continue the business relationship; conducting enhanced monitoring of 
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the business relationship, by increasing the number and timing of controls 
applied, and selecting patterns of transactions that need further examina-
tion; and requiring the fi rst payment to be carried out through an account 
in the customer’s name with a bank subject to similar CDD standards.  

2.7     TO RISK OR NOT TO RISK? 
 In the aftermath of the recent fi nancial crisis, many fi nancial interme-
diaries conducted a review of their business activities in order to assess 
their profi tability against the increasing costs imposed by new regulatory 
requirements. These costs refer to the implementation of more stringent 
regulations as well as the changes in the prudential regulations and capital 
requirements, including the Basel III international regulatory framework 
for banks, the European Union Payment Services Directive, and so on. 
Costs also include the increased AML/CFT compliance costs for higher 
risks customers and products (e.g., compliance staff costs, enhanced ongo-
ing monitoring, review of existing records to keep CDD information up 
to date). As a result of these factors and the pressure on fi nancial institu-
tions to increase profi tability and cut costs, intermediaries might choose to 
withdraw primarily from high-risk, low-return customers. 

 In addition, the fi nes levied in recent years in enforcement actions have 
increased signifi cantly across countries. Signifi cant fi nes were applied for 
serious and often systemic and wilful failings by banks to comply not only 
with AML/CFT rules and controls but also with the sanction regimes as 
required at the national level or by the EU or the UN Security Council 
Resolutions. Overall, major and highly publicised enforcement actions, 
including signifi cant penalties, do harm the image and reputation of even 
the largest international banks—factors which contribute to the trend of 
banks taking a more conservative approach to risks. 

 All this leads to situations in which single or a small group of rela-
tionships are terminated by a fi nancial institution to avoid, rather than 
manage, risk in line with the RBA (so-called de-risking). In other words, 
fi nancial institutions deny or restrict entire classes of customers from 
access to fi nancial services without taking into account, seriously and com-
prehensively, their level of risk or risk mitigation measures for individual 
customers within a particular sector. 

 This issue is of concern because of the potentially negative impact on 
legitimate business, as well as the danger of pushing certain business and 
customers into unregulated or less regulated channels thereby reducing 
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fi nancial sector transparency, raising fi nancial crime risk eroding the integ-
rity of the international fi nancial system, and impeding the effective imple-
mentation of AML/CFT measures. 

 In October 2014, FATF issued a public statement with the objective of 
clarifying the appropriate scope of implementation of the RBA in AML/
CFT area.  12   The document states that “de-risking” should never be an 
excuse for a bank to avoid implementing an RBA, in line with the FATF 
standards. According to FATF, its  Recommendations  only require fi nancial 
institutions to terminate customer relationships, on a case-by-case basis, 
where the ML and TF risks cannot be mitigated. What would not be 
in line with the FATF standards is the wholesale cutting loose of entire 
classes of customer, without taking into account, seriously and compre-
hensively, their level of risk or risk mitigation measures for individual cus-
tomers within a particular sector. 

 Indeed, however, when properly applying the RBA, terminating the 
business relationship is, in fact, the right decision to make if the customer 
ML/TF risks cannot be effectively mitigated (e.g., circumstances involv-
ing factors such as reluctant or uncooperative customers, fi rms operat-
ing in high-risk environments such as in countries subject to international 
sanctions, companies with weak internal controls, etc.). 

 As a consequence, obliged entities should adopt a balanced view, basing 
their business strategy on an accurate risk assessment.  

2.8     LIMITATIONS TO THE RBA 
 The RBA cannot lead to failure to comply with the obligations that law 
or regulations clearly and expressly establish for addressees, without leav-
ing them any room to assess the actual situation. This is the case when 
obligations impose the freezing of assets or funds belonging to individuals 
or entities entered in offi cial lists of terrorists, including those issued in 
accordance with the resolutions of the UN Security Council to CTF and 
the activity of the countries that threaten peace and international security. 
It follows that it will not be possible to enter into or continue business 
relations with persons included in such lists, except within the limits and 
at the conditions expressly laid down. 

 The same applies in the case of embargoes against specifi c third jurisdic-
tions. In the EU, these restrictive measures are used to pursue objectives 
in accordance with the principles of the Common Foreign and Security 
Policy and they are often imposed pursuant to Resolutions adopted by the 
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UN Security Council under Chapter VII of the UN Charter. The EU may 
however decide to apply autonomous measures in addition to the UN’s 
measures or to adopt restrictive measures autonomously.  13   Such sanctions 
could namely include bans on the provision of specifi c services (brokering, 
fi nancial services, technical assistance) and restrictions on investments, 
payments, and capital movements.  

2.9     CONCLUDING REMARKS 
 The Fourth Directive is a major turning point for the AML/CFT strategy 
of the EU. It provides the Union, the Member States, and obliged entities 
with state-of-the-art tools to effectively combat ML and TF. At the same 
time, it poses new challenges since it will require an intense involvement of 
public authorities and private sector in devising new AML/CFT policies 
and methodologies.  14   

 In this framework, the RBA is crucial to the effective implementation of 
the Fourth Directive since the entire structure of AML/CFT requirements 
is built leveraging on risk-sensitive policies. When assessing ML/TF risk, 
countries, competent authorities, and fi nancial institutions should analyse 
and seek to understand how the ML/TF risks they identify affect them; 
the risk assessment therefore provides the basis for a fl exible and proactive 
application of AML/CFT measures. This will also help manage the chang-
ing nature of ML/TF techniques. 

 Indeed, the RBA is not a “zero failure” approach; there may be occa-
sions where an institution has taken all reasonable measures to identify 
and mitigate AML/CFT risks, but it is still used for ML or TF purposes. 
At the other side of the spectrum, there is also a danger of over-reporting 
by obliged entities that try to avoid running the risk of being fi ned for not 
promptly detect suspicious transactions.  15   

 However, the main objective of the Directive could be successfully 
reached if it prevents obliged entities from applying AML/CFT require-
ments unthinkingly, as a checklist of steps to be taken. On the contrary, 
obliged entities should encourage their staff to “think risk” as they carry 
out their duties within the legal and regulatory framework governing 
AML/CTF. 

 To a large extent, the successful implementation of the Fourth Directive 
also depends on the enhanced collaboration between public authorities 
and private sector. The exchange of relevant information and the publica-
tion of the national/supranational risk assessments will be necessary to 



THE CDD OBLIGATIONS FOLLOWING A RISK- BASED APPROACH  23

allow obliged entities to calibrate their policies and procedures. In this 
respect, the Fourth Directive lays the foundation for a more collaborative 
path that will more effectively engage all involved actors to deliver a con-
sistent solution for the sake of the whole system’s integrity.  
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    CHAPTER 3   

  Abstract     This chapter deals with the regulation of benefi cial ownership 
assessment, as part of the new “customer due diligence” (CDD) duties. 
After discussing the relevance of such provisions in the anti-money laun-
dering (AML) modern regulations, the chapter focuses on the repealed 
Third Directive and then to the legislation in force, together with a short 
presentation of the main issues for the national implementation.  

3.1       REASONS BEHIND A NEW AML DIRECTIVE 
 It is nowadays quite clear that an effective legal regime, set up to avert 
money laundering and the fi nancing of terrorism, is a crucial part of the 
regulation of the fi nancial system. In other words, it is common sense 
that hindering such criminal phenomenon cannot rely only on criminal 
sanctions upon the “launderettes”, but also requires the provision of 
organizational and administrative measures upon fi nancial intermediar-
ies, professionals, and public bodies: from a policy standpoint, fi ghting 
money laundering and the fi nancing of terrorism calls for the enactment 
of ex ante, and not only, ex post measures.  1   This new approach, as a con-
sequence of the ever growing awareness of the harms to the real econ-
omy and to the smooth functioning of the fi nancial system,  2   in time lead 
to a constant development of new tools and instruments by legislators 
and regulators, both at the European  3   and national levels. Moreover, the 
increasing importance in anti-money laundering (AML) regulation in the 
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broader context of domestic and international fi nancial regulation is also 
due to the globalization of fi nancial markets and the setup of the European 
Monetary Union (EMU): in fact, repealing the control mechanisms over 
international capital fl ows actually lead to a material increase in the ways 
that “dirty money” could be laundered, as a consequence of the greater 
freedom of capital movement and of the new opportunities for their use as 
a result. Even the rise of Information and Communication Technologies 
(ICTs), as a means that can provide new opportunities for money launder-
ing, cannot be underestimated.  4   

 In order to counteract this, since 1991 the European Union enacted 
a series of Directive set up to create a highly harmonized AML frame-
work. In particular, it is widely known that a major change in the AML 
regulatory approach occurred by the signature into law of the Directive 
2005/60/CE of the Parliament and of the Council, in October 2005 
(so- called Third Directive).  5   It is well renowned, in fact, the introduction 
of the so-called  risk-based approach  in the fulfi llment of the “customer 
due diligence” (CDD)  6   duties (Art. 8 par. 2 Directive), under which the 
fi nancial intermediaries and other individual subject to the application of 
the Directive (auditors, lawyers, public notaries, etc.), may vary the com-
pliance of such duties according to the “AML risk” posed by specifi c cat-
egories of customers, business activities, or fi nancial products. Therefore, 
under the current framework, the risk assessment takes place at an earlier 
stage than the previous one, since it occurs at the moment of customer 
identifi cation and not when the suspect transaction is reported to the 
national competent Financial Intelligence Unit (FIU).  7   

 After almost ten years, the European legislator took action to revise 
AML regulation. The main drivers were, on the one hand, the neces-
sity to implement the amendments to the Financial Action Task Force 
(FATF) Recommendations  8   and, on the other, to strengthen the clar-
ity of the provisions and to reinforce the consistency and uniformity in 
the enforcement by national bodies and subject covered by the Directive.  9   
In particular, with regard to the fi rst aspect, the revised version the FATF 
Recommendations consists of several novelties: among others, the main ones 
are the strengthening of the risk-based approach (Recc. Nos. 1, 26) so as 
to let the States use more fl exibility in the resource allocation according to 
the different kinds of risk;  10   a broader defi nition of “Political exposed per-
sons” (Recc. Nos. 12, 22) that now encompasses national, and not only for-
eign, politically exposed persons (PEPs), and stronger forms of cooperation 
between national authorities (Recc. Nos. 38, 40), with specifi c regard to sei-
zure and confi scation of the proceeds of such crimes.  
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3.2     THE NEED TO IDENTIFY BENEFICIAL OWNERS 
OF THE TRANSACTIONS AS AN INDISPENSABLE TOOL 

IN AML REGULATION 
 A main overhaul of the Recommendations concerns the “benefi cial own-
ership” issue (Recc. Nos. 24, 25). Before discussing in depth the reasons 
behind the reform, it is extremely important to understand  what  is the 
benefi cial ownership and  why  it is key to an effective AML regulation. 
Under the earlier version of FATF Recommendations (issued in 2003), 
“benefi cial owners” have been identifi ed as “ natural person(s) who ulti-
mately owns or controls a customer and/or the person on whose behalf a 
transaction is being conducted  [and] those persons who exercise ultimate 
effective control over a legal person or arrangement”.  11   In other words, 
AML regulation calls on the covered subjects to fi gure out who is the 
owner of the actual interest behind legal formalities, with specifi c regard 
to the agents exploited by its principal. It is quite obvious, therefore, how 
much this information is crucial in the AML context: typically, the capabil-
ity of tracing the benefi cial owner of the transaction is key to overcoming 
both the “layering” and the “placement” stage of the laundering activities, 
bearing in mind that corporate vehicles and legal arrangements (such as 
trust,  fi ducie ,  fi decoimiso ) are employed especially in these phases of such 
a process.  12   The Recommendations outlines the two interests at stake: on 
the one hand, the “ownership” concerns the natural persons that actually 
take advantage or profi t of the assets of the legal persons (without taking 
into account, consequently, criteria set out by legislation to determine 
legal ownership of such entities), while “control” concerns the identifi ca-
tion of who is, in practice, exerting effective management powers over the 
entity (without having regard for legal entitlements to such rights).  13   

 That is extremely relevant as far as corporate entities are considered, given 
that in these cases there are plenty of methods by which the ultimate owner 
can “layer” his or her interests in transactions, due mainly to the fact that the 
corporate entity is, from a legal standpoint, a separate person from the actual 
benefi ciary of the scheme. This feature, common to several kinds of juridical 
entities, is not a danger in itself, for money laundering policing purposes. To 
the extent that the legal and regulatory regimes are so well designed that the 
persons that ultimately own or control the entities can be easily detected by 
the subject covered by AML regulation (while performing CDD or similar 
duties prescribed by other non-European legislations) or by the competent 
national authorities,  14   the possible dissociation between legal and benefi cial 
ownership and control is not a matter of concern. In particular, as observed 
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in many policy papers adopted by international AML standard-setters, the 
main point to be addressed is providing adequate sources of information, so 
as to avoid any possibility of anonymity.  15   Apart from that, it is undeniable 
that some peculiar schemes may pose a signifi cant laundering risk, insofar as 
they are capable of hampering the benefi cial owner detection capability. In 
this regard, according to the international standard-setters, the structuring 
of complex multi-jurisdictional corporate entities and relations may be highly 
capable of concealing benefi cial owners, especially when such schemes are 
able to use loopholes at a national level for their illicit purposes. Moreover, 
even at a merely domestic level, some corporate law provisions—such as the 
possibility of issue bearer shares, the unlimited use of legal persons as direc-
tors or the allowance of “nominee” shareholders and directors—may lead 
to a level of secrecy challenging to overcome.  16   Another instrument that can 
be easily employed in criminal activities is the use of “shelf companies”, that 
is, corporate entities that neither perform any business nor own any assets 
and, consequently, are used as a vehicle for other persons’ business opera-
tions.  17   This last issue calls attentions to the role exerted by people involved, 
as consultants on a professional basis, in the establishment and management 
of corporations (company service providers, CSPs) and the need to regulate 
their role (with possible options ranging from imposing a license to requir-
ing specifi c AML responsibilities).  18   

 At the same time, we have seen that the FATF Recommendations address 
not only corporate entities but also a wide array of legal agreements under 
which someone places certain assets under the management of another 
person for his/her or someone else’s benefi t or for the achievement of a 
specifi c goal.  19   The broad category of “legal arrangements” is modeled on 
the common law fi gure of trust, but can be easily applied to other civil law 
instruments that share the same rationale: a transfer of power and control 
over assets on fi duciary basis, so as to satisfy a transferor’s need. Here again, 
what is a matter of interest for AML regulation is the possibility to under-
stand the ultimate controller of the scheme (the “director”) or the person 
on whose behalf the transaction takes place (the “owner”). 

 Under FATF Recc. No. 5 (2003 edition), States were required to 
impose on fi nancial intermediaries to identify the benefi cial owner of the 
transaction, and “[to take]  reasonable measures to verify the identity of 
the benefi cial owner such that the fi nancial institution is satisfi ed that it 
knows who the benefi cial owner is ”, taking care in particular of under-
standing, in case, the ownership and control structures of legal entities. 
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The identifi cation of the benefi cial owner was, in other words, part of the 
broader CDD obligation, and a particular emphasis was placed on fi gur-
ing out the ownership and control structures of the business operation. 
Recommendation 33 and 34 called on countries to assure that the access 
to benefi cial ownership information by competent authorities could hap-
pen on an “ adequate, accurate and timely ” basis. In particular, as far as 
corporate entities are concerned, Countries were requested to adopt all 
the necessary measures to avoid the use of bearer shares for illicit purposes, 
while—with respect to legal arrangements—the main point of interest is 
the accessibility “ in a timely fashion ” of express trusts,  20   and in particular, 
information about parties involved (settlor, trustee, and benefi ciaries). 

 The repealed European legislation (the already mentioned Directive 
2005/60/CE) was fully adherent to the FATF Recommendations. In par-
ticular, the implementation of the FATF soft law gives the European legisla-
tor the opportunity to introduce a precise defi nition of benefi cial ownership, 
in order to strengthen the CDD provisions:  21   in this regard, Art. 3 par. 6 
states that “ natural person(s) who ultimately owns or controls the customer 
and/or the natural person on whose behalf a transaction or activity is being 
conducted ” shall be deemed to be a benefi cial owner of a corporate or, more 
generally, a legal entity. In particular, with reference to the fi rst case, such 
notion shall comprise, at least, “ natural person(s) who ultimately owns or 
controls a legal entity through direct or indirect ownership or control over 
a suffi cient percentage of the shares or voting rights in that legal entity ”  22   
or “ natural person(s) who otherwise exercises control over the manage-
ment of a legal entity ”. With regard to the other legal entities and arrange-
ments that distribute or administrate funds, the “legal minimum” is set to 
be above 25 % of the property of the arrangements, whether as benefi ciary 
or as person exerting control over it.  23   Again, in the latter case, it is note-
worthy that, even if the “legal arrangements” notion embodied in the FATF 
Recommendations concerns mainly fi duciary relationships, Recital 13 clearly 
states that the fi duciary nature of trust relationships employed as commer-
cial products in wholesale fi nancial markets does not impose automatically 
an obligation to verify the benefi cial owner’s identity: such recital wants to 
emphasize that in peculiar cases, especially since the business environment 
is already heavily regulated, AML regulation does not require automatisms 
that may in some respect harm the freedom of business activities and, in the 
other respect, may cause prejudice to the risk-sensitivity of the regulatory 
regime. Just in case, it should be up to the fi nancial  intermediary or to the 
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other professionals covered by the Directive to assess whether there are ele-
ments or circumstances that may require a deeper understanding of owner-
ship and control structures of the trust relationship. 

 With reference to trusts, there are some other aspects that need to be 
pointed out. Firstly, the threshold set out in the Directive refers to capital, 
and not profi t interests in the trust.  24   Secondly, discovering who, among 
the various parties involved in a trust scheme, can qualify as the benefi cial 
owner is largely dependent upon the single trust under scrutiny. The fi rst 
lesson to be drawn is that the benefi ciary is not always the trust’s benefi cial 
owner, given that in case of a discretionary trust (i.e., trusts under which 
the settlor stipulates in the trust deed a class of benefi ciaries, leaving to the 
trustees’ discretion the selection of the recipients of the trust income or 
property—among the aforesaid class  25  ) before any decision by the party 
entitled to select the benefi ciary, the former shall qualify as the control-
ling party and therefore as benefi cial owner. Moreover, the European rules 
attribute, to a certain degree, relevance whether the stipulated rights are 
vested or not: in fact, if the benefi ciary’s rights are conditional or effective 
only for a certain time frame—just like in the case of potential benefi cia-
ries in discretionary trusts  26  —he or she cannot qualify as benefi cial owner, 
while if the rights of a class of benefi ciaries are so structured, the entire class 
shall be deemed to be the benefi cial owners of the trust under CDD.  27   

 It is noteworthy that the repealed Directive took a slightly different 
approach from the FATF Recommendations: while the latter are focused 
on a “substance-over-form” approach, asking States to require subjects 
covered to check on the economic substance of the transaction, the 
Directive’s defi nition took a “middle ground” approach, when integrat-
ing FATF stance with formal requirements (a certain percentage of “legal” 
ownership, as seen above).  28   

 Subjects covered by the Directive (fi nancial intermediaries and persons 
performing the professions enlisted in Art. 1 par. 2 lett. c) were required 
to identify, “ where applicable ”, benefi cial owners, adopting “ adequate and 
risk-based measures ” so as to attain a reasonable guarantee of such identifi -
cation (“ the institution or person covered by this Directive is satisfi ed that 
it knows who the benefi cial owner is ”), taking into account particularly 
the “ ownership and control structure of the customer ” (Art. 8 par. 1 (b)). 
The provision states, as noted above, that such identifi cation should occur 
only if necessary: some Authors argued, in this regard, that the norm at 
stake may be read as rebuttable “presumption of coincidence” of the cus-
tomer and the benefi cial owner.  29   In other words, if there are no elements 
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that raise doubts on the actual interests behind the legal ownership of the 
scheme—through the medium enlisted in the Directive or the relevant 
implementing acts, there is no need to further “investigate” on possible 
benefi cial owners.  30   

 Without binding effect, Recitals 10 of the Directive offers, anyway, some 
guidance on how to perform benefi cial ownership assessment, naming “ use 
of public records of benefi cial owners, ask their clients for relevant data 
or obtain the information otherwise ”: by this way, the Directive’s inten-
tion was not to limit professional judgment by the subject covered (as it 
would have happened, in case of enactment of a binding provision), and 
in that way limiting the effectiveness of a risk-based AML regulation:  31   in 
fact, in some national implementing legislation the possibility to make use 
of such data from public registers and the like are expressly stated (see, for 
instance, in Italian legislation: see Art. 18 par. 1 (b) of the Legislative Decree 
231/2007  32  ). Since, as noted above, AML regulation does not impose a 
“duty to investigate”, it seems reasonable that obliged entities may perform 
their due diligence obligations by checking what was conveyed by custom-
ers and data in public registers. If all the circumstances gathered are not 
satisfactory to the covered subject’s professional judgment, the next step is 
not moving forward with verifi cations, but reporting to the national FIU.  33   

 Even if this was not imposed by the Directive, some national implement-
ing legislation (such as, the Italian one) imposed specifi c duties on custom-
ers to convey all the information necessary for CCD purposes and, expressly, 
“necessary and up-to-date” knowledge to identify the benefi cial owner: in 
both cases, under criminal sanctions for failure to comply.  34   As seen above, 
this is one of the main sources of information, especially as far as benefi cial 
ownership is concerned. This tool can prove to be particularly effective if 
such national implementing measures can be interpreted—as in a recent 
Italian case  35  —to oblige benefi cial owners themselves to disclose their status 
to controlled entities in their business relationship with obliged entities.  36   

 As part of the CDD, the “on-going monitoring” of the transaction under-
taken during the customer-subject covered business relationship  37   could 
have been extremely useful in ascertaining benefi cial ownership in a dynamic 
approach, especially while allowing the persons or institutions covered to 
gather, in case, some other information and, as a result, verify the veracity 
of the identifi cation performed at the beginning of the business relation. 
Together with all the remaining data collected by means of the CDD assess-
ments, persons, and institutions covered by the Directive were required to 
keep records of benefi cial owners’ information, under Art. 30 Directive.  
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3.3     MAIN REFORMS ENACTED BY THE FOURTH 
DIRECTIVE 

 After the enactment of the Third AML Directive, the Commission started 
a review of this legal document, driven mainly by two factors: the issuing 
of a new, updated edition of the FATF Recommendations in 2012 and 
the fulfi llment of the comprehensive assessment on the Directive imple-
mentation requested under Art. 42 and 43.  38   As far as the fi rst point is 
concerned, in the 2012 version the FATF introduced two new recom-
mendations addressing specifi cally the benefi cial ownership issue: under 
Recc. Nos. 24 and 25, Countries are required to enact all the necessary 
measures so as to “ ensure that there is adequate, accurate and timely 
information on the benefi cial ownership ” of legal persons and arrange-
ments, timely accessible by competent authorities and, at the same time, 
adopting “measures to facilitate access to benefi cial ownership and control 
information” by subjects covered by AML regulation. While there is no 
modifi cation in the benefi cial owner defi nition embodied in the Glossary, 
the Interpretative Notes to the Recommendations follow an innovative 
“progressive” approach  39   in sketching the benefi cial owner identifi cation 
process, as part of the CDD duties. In fact, according to the Interpretative 
Notes to Recc. No. 10, covered subjects should, fi rstly, assess whether 
there is one or more natural persons holding, in case of legal persons, 
“ a controlling ownership interest ” or, with regard to legal arrangements, 
all the relevant people involved (trustees, settlors, benefi ciaries, etc. in 
non-trust schemes). If it is not possible to fi nd the controlling natural 
person (from an ownership standpoint), checks shall be focused on “ natu-
ral persons (if any) exercising control of the legal person or arrangement 
through other means ”. As a last resort, identifi cation efforts will concern 
the “ senior managing offi cer ” of the legal person. 

 With reference to the European legislation, the benefi cial ownership 
has been one of the main points of interest. Apart from the proper quan-
tifi cation of the ownership threshold—as seen above, an issue specifi cally 
addressed by the Directive—the April 2012 Commission Report to the 
European Parliament and Council  40   lists two other subject matters: fi rst 
of all, a coherent implementation and application by covered subjects 
of the “ otherwise exercising control over the corporate entity ” clause in 
Art. 3 of the Directive and, secondly, the opportunity to enact provisions 
aimed at gathering benefi cial ownership information so as to make it pub-
licly available, for the benefi t of public authorities and covered subjects.  41   
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The discussion on ownership threshold was mainly focused on the oppor-
tunity of lowering the percentage from 25 to 20 %.  42   

 In the end, coming to the Directive in force, two main changes con-
cerning the benefi cial ownership regime occurred. First of all, while basi-
cally maintaining the “traditional” defi nition of the benefi cial owner laid 
down in the previous Directive (together with the categories that shall 
“ at least ” qualify as benefi cial owner), the 25 % shareholding percentage 
is now “ evidence ” and no longer a criterion to be met to qualify as the 
benefi cial owner. In other words, such a threshold is an element to be 
taken into account together with any other one that may come up, and 
not a fact per se leading to this outcome: as seen above, in order to effec-
tively and comprehensively assess the economic substance of the transac-
tions under scrutiny, AML regulation tends to avoid “automatisms” in 
presumptions, leaving room for the careful evaluation of covered sub-
jects. Besides, it is noteworthy that this new provision seems to get the 
EU legislation close to the FATF “substance-over-form” approach, in 
comparison to the Third Directive. In particular, while the holding by a 
natural person of more than 25 % of the shares—calculated in accordance 
with the relevant provisions of the Directive 2013/34/EU on annual 
and consolidated fi nancial statements—is “ evidence of direct ownership ”, 
an  “ indication of indirect ownership ” arises when a shareholding of more 
than 25 % in the customer under due diligence is held “ by a corporate 
entity, which is under the control of a natural persons, or by multiple 
corporate entities, which are under the control of the same natural per-
son ”.  43   Moreover, Art. 3 of the Directive implements the aforementioned 
“progressive approach” laid down in FATF Recommendations: in fact, if 
there are doubts that the controlling person (from the ownership stand-
point) is the benefi cial owner—or such identifi cation is not feasible at 
all—covered subjects should look for people who exercise “ control over 
management  […]  through other means ”. In case no natural person is 
identifi ed, “senior managing offi cial” shall qualify as the “minimum” 
benefi cial owner (in the aforementioned meaning).  44   Besides, with regard 
to trust, it is now expressly stated that settlors, trustees, benefi ciaries, and 
protectors (in case) shall qualify as “minimum” benefi cial owners. 

 The major overhaul in the benefi cial ownership regulation concerns, any-
way, the insertion of a new rule providing for a “duty of centralization” of 
information regarding legal persons “ incorporated within their territory” . 
More specifi cally, under Article 30 par. a, Member States are required to 
impose to any legal persons the obligation to transmit to a “ central register ”
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such information; leaving therefore the possibility, for Member States, to 
decide whether to create an ad hoc register or to exploit the one already 
in force. It is noteworthy, in particular, that many changes occurred dur-
ing the legislative procedure to the location criterion of trusts’ competent 
business registers: while Art. 31 par. 1 makes reference to the obligation of 
the trustees “ of any express trust governed under  [Member States’]  law ” 
to “ obtain and hold information on benefi cial ownership regarding the 
trust ”—therefore dealing with trustees’ AML duties  45  —the central register 
in charge of receiving such data is the one set up by the Member States 
“ when the trust generates tax consequences ” (Art. 31 par. 4). Despite the 
opposition of some Member States  46   and the criticisms on the ground of 
the vagueness of the expression and the possibility to leave room for abuse 
and circumvention by individuals,  47   the Directive endorsed in this regard 
the proposal laid down by the Council. 

 In particular, the information therein embodied—that will prob-
ably encompass the typical corporate information available in business 
register—shall be “ adequate, accurate and current ”. Moreover, specifi c 
disclosure requirements are imposed with regard to trusts and to legal 
arrangements having similar structure or function (Art. 31 par. 8): trust-
ees shall convey the identity “ (a) of the settlor,(b) the trustee(s), (c) the 
protector (if relevant), (d) the benefi ciaries or class of benefi ciaries, (e) any 
other natural person exercising effective control over the trust ” (Art. 31 
par. 1). Furthermore, Member States are asked to impose to trustees to 
“ disclose their status in a timely manner to obliged entities (…) when, as 
a trustee, the trustee forms a business relationship or carries out an occa-
sional transaction above the threshold set out in points (b), (c) and (d) of 
Article 11  (i.e., when obliged entities are required to perform CDD)” .   48   
In cases of legal entities, the central business register will also be the 
recipient of benefi cial owners’ data. Just like the other duties imposed 
by the Directive, Member States are asked to provide “ effective, propor-
tionate and dissuasive ” both for failure to disclose data required under 
the (future) implementing national legislation and to avoid any possible 
abuse (having regard, in particular, to bearer shares).  49   Aiming at easing 
the cooperation between competent authorities and more generally the 
circulation of data in the EU—and, as a result, to improve the capability 
to detect fl ows of illicit funds—an amendment was introduced to impose 
the interconnection of the registers by means of a “ European platform ”. 
This would have lead to the enhancement of the possibility to access such 
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data (that have to be published “ in an open and secure format ”) even at a 
cross-border level, taking a step forward from the current initiatives, such 
as the “European Business Register”, the network established among the 
national business registers in the EU, but this rule has not been adopted 
in the fi nal version of the Directive. The Directive stresses the need of 
coherence with the European privacy regulations:  50   this is particularly rel-
evant with regard to trusts, given that deeds and letters of wishes may 
pose greater risks for individuals’ privacy than corporate data: in fact, Art. 
30 par. 5 states that “ access to the information on benefi cial ownership 
shall be in accordance with data protection rules ”, setting forth a provi-
sion applicable to trusts and similar legal schemes. Anyway, apart from 
supervisory authorities and obliged entities, the access to the register is 
limited to “ persons or organisations that can demonstrate a legitimate 
interest ”. Even if the norm at stake does not provide for a full coordina-
tion with EU privacy regulation, the “legitimate interest” requirement 
seems to strike a proper balance between the register’s accessibility (espe-
cially as far as trusts are concerned) and a proper and effective personal 
data protection. 

 Even if, compared to the repealed regulatory regime, there is a mas-
sive increase in the magnitude of information available both to competent 
authorities and to an obliged subject, this circumstance does not result in 
the distribution of evaluation duties for the latter. More specifi cally, fi nan-
cial intermediaries and the other professionals cannot “take for granted” 
the profi ling included in the central business register, particularly when 
benefi cial ownership is at stake (given that this is one of the subjects that 
requires the most the professional evaluative judgment), but they have 
to use that as evidence for their assessment. In fact, Art. 30 par. 8 (with 
regard to legal entities) and 31 par. 6 (trusts and similar legal schemes) 
clearly states that “ Member States shall require that obliged entities do 
not rely exclusively on the central register  (…)  to fulfi ll their customer due 
diligence requirements  (…) . Those requirements shall be fulfi lled by using 
a risk- based approach ”.  

3.4     CONCLUSION 
 It is quite clear, after this short presentation, that the Fourth Directive is 
strongly focused, as far as benefi cial ownership is concerned, on increas-
ing the information set for all the subjects involved. This can be viewed as 
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a shift in the regulatory approach to the issue at stake: the policymakers 
seem, now, more concerned with providing obliged entities with the larg-
est possible evidence in this matter—giving therefore much more room 
for the exercise of professional judgment of the latter ones—than focusing 
on the issues related to the benefi cial owner’s defi nition and to the impo-
sition of specifi c steps in the identifi cation process. Moreover, the already 
quoted elasticity in the notion at stake, due to the capability to detect ben-
efi cial interests behind legal formalities, may lead to a “cross-fertilization” 
of AML regulation with other branches of law: a clear example is pro-
vided by the Italian legal system, where the benefi cial owners—as defi ned 
in the Legislative Decree implementing the Third AML Directive—are 
now expressly covered by the tax reporting obligations concerning capital 
transfer outside Italy.  51   

 A major role in the new regulatory framework, at domestic level, will 
be played by the “central registers” under Art. 30 and 31, and by the 
organizations that will be in charge of them. It is very likely that, in order 
to lower the burden of the implementing measures and in the light of the 
kind of data demanded by the same provision, such roles will be entrusted 
with the “ordinary” business registers already established under domestic 
corporate and business law. Therefore, even if indirectly, the holder of the 
public bodies of such registers are going to “join” the subject covered by 
AML regulation. Their role, of course, will be quite different from the “tra-
ditional” obliged entities: such bodies, in fact, are not going to be subject 
to the usual “trio” of AML duties (CDD, reporting, and record keeping), 
but they will be required to (broadly speaking) facilitate the fulfi llment of 
such obligation by the “real” obliged entities. A matter of interest is under-
standing whether or not such cooperation—sticking to the well-established 
AML lexicon—will be “active”: that is, whether such public bodies will 
have to assess the veracity of the benefi cial ownership information fl ow, or 
they will merely collect and register such information without any check 
on such profi les:  52   this is extremely relevant because in many jurisdictions, 
public bodies entrusted with registers and the like are able to check only 
on formal aspects of the documents registered, without having the power 
to challenge the actual substance of the transaction thereof.  53   This will, in 
other words, result in major overhaul of the way business registers are kept 
in many Member States. Moreover, if the fi rst course of action preferred by 
domestic legislators seems reasonable, as some Author point out, it will be 
necessary to leave to people registered as benefi cial owner the possibility to 
challenge such identifi cation, subject to the disclosure of what kind of links 
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have been found between that person(s) and the scheme or the entity by 
the holder of the register:  54   probably, this conclusion can be hardly drawn 
from the existing legal system, and will require a specifi c provision on the 
occasion of the enactment of the national implementing measures. 

 Lastly, the Fourth Directive implementation will result in major changes 
for non-trust countries.  55   The new obligations provided under the new 
Directive will result in the compulsory registration of the information on 
trusts, laid down in the Directive, in the aforesaid “central register”. It will 
be apt to Member States, in drafting implementing measures, to decide what 
kind of legal effects such registration will produce. Firstly, it will be extremely 
important whether trusts information will be conveyed to a specifi c register 
or to the business registers, in the light of the already mentioned freedom 
left to Member States. In case the domestic lawmaker decided to create 
a “special” register only for AML purposes—but this will create a mate-
rial duplication, in compliance costs, for corporate entities—there would be 
no doubt that such registration will serve only informational purposes, in 
order to facilitate CDD duties performance: of course, domestic legislators 
could also create a register only for trust—like in some non-EU civil law 
jurisdictions,  56   but this possibility does not seem feasible in the light of the 
Directive’s provisions, that seem to require a  single  register. 

 The second (and the most likely) option, as seen above, is to reform 
the ordinary business registers and, as a result, to convey trust informa-
tion. In the latter case, it will be up to domestic lawmakers to coordinate 
such registration with the “ordinary” legal effect of such fi ling. In fact, in 
many jurisdictions (such as the Italian one) the “ordinary” fi ling into the 
business register may produce a wide array of legal effects. For example, 
in the Italian legal system, such effects are contingent on the type of busi-
ness entities listed in the business registers. For instance, for corporate 
entities the registration is required in order to grant them legal personal-
ity: therefore, the fi ling itself is essential for the attribution of a peculiar 
legal status.  57   Instead, with regard to activities that under the law have 
to be registered (such as, just to quote a few of them, the nomination 
or the conclusion of the directors’ term), the fi ling produces a “weaker” 
legal effect: the registration does not affect the validity of the deeds, but 
by means of a knowledge presumption makes it effective to third parties, 
impeding them to hold although they were not aware of it.  58   In the end, 
the Italian legal system requires some other fi lings only for record-keeping 
reasons, without legal relevance (e.g., in the case of the registration of 
individual entrepreneurs, not farmers  59  ). 
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 Given the foregoing, it is quite clear that the legal consequences of 
trust registration is still uncertain, in absence of national implement-
ing measures of the Directive. Certainly, trust registration will serve the 
already mentioned AML informational purposes—since this aim is, practi-
cally, the only one pursued by the European legislation, but determining 
whether to take this opportunity to introduce specifi c trust regulation is 
left to Member States. In any case, as pointed out by certain Authors, 
the implementation of the Directive could be a chance to implement the 
duty, already established under Art. 36 of the Third Directive, to impose 
a registration or the licensing of CSPs;  60   an obligation that some Member 
States (e.g., Italy) have not complied with yet.  61    
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    CHAPTER 4   

  Abstract     In the new regulatory framework introduced by Directive 
(EU) 2015/849, we have the problem of supervision of payment institu-
tions (PIs) that operate across borders by agents. In fact, most Member 
States result host some agents operating on a European passport under 
the Directive 2007/64/EC (the so-called Payment Services Directive or 
PSD), in the context of the creation of a Single Payments Area in Europe 
(so-called SEPA); a large number of Member States act as the home regu-
lator for cross-border PIs.  

4.1       THE AML SUPERVISION OF PAYMENT INSTITUTIONS 
THAT OPERATE ACROSS BORDERS BY AGENTS 

 The European Union (EU) Fourth anti-money laundering Directive 
(AMLD) is now putting in place a framework which focuses on greater 
effectiveness and improved transparency in order to make it harder for 
criminals to abuse the fi nancial system. Signifi cant progress has been 
achieved on the review package the EU Third AMLD,  1   which, as known, 
consists of two legal instruments: the new Directive on the prevention 
of the use of the fi nancial system for the purpose of money laundering 
and terrorist fi nancing and a Regulation on information accompanying 
transfers of funds to secure “due traceability” of these transfers. These 
two legal instruments take into account the 2012 Recommendations of 
the Financial Action Task Force (FATF), and go further to promote the 
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highest standards for anti-money laundering (AML) and counter terror-
ism fi nancing (CFT). 

 The new regulatory framework welcomes the risk-based approach:  2   it 
acknowledges that the levels and types of action required to be taken by 
Member States, supervisors, and fi rms will differ according to the nature 
and severity of risks in particular jurisdictions and sectors, clarifying the 
types of situations in which simplifi ed customer due diligence will be 
appropriate, as well as those situations where it is necessary for fi rms to 
conduct enhanced checks. 

 We have new rules concerning the extended defi nition of politically 
exposed persons—PEPs (here is clarifi ed that enhanced due diligence 
will always be appropriate where transactions involve politically exposed 
persons), inclusion of tax crimes as predicate offences, national and 
Europe-wide risk assessments, reinforcement of sanctioning powers and 
requirements to co-ordinate cross-border action, lower exemptions for 
one-off transactions and expansion of the perimeter, new requirements on 
benefi cial ownership information, to increase transparency by requiring 
companies and trusts to hold information on their benefi cial ownership, 
and to make this information available to supervisors and parties conduct-
ing due diligence on them. 

 In this new regulatory framework, we have the problem of supervi-
sion of payment institutions (PIs) that operate across borders by agents.  3   
In fact, most Member States result host some agents operating on a 
European passport under the Directive 2007/64/EC (the so-called 
Payment Services Directive or PSD),  4   in the context of the creation of 
a Single Payments Area in Europe (so-called SEPA);  5   a large number of 
Member States act as the home regulator for cross-border PIs. 

 Risks associated with the Money Transfer sector, especially operating 
through agents, are considered very high.  6   

 For example, in Italy, money laundering and fi nancing terrorism risks 
associated with the Money Transfer sector are considered very high, due 
also to the size of the Italian money remittance market: amongst the EU 
countries, the Italian market is the second biggest one in terms of money 
remittance fl ows directed abroad (EUR 7.39 mld in the 2011). In 2011, 
the market share of the money remitters based in another EU country 
operating in Italy through very extensive networks of agents was equal to 
55 %. In this framework, various criminal investigations found out that the 
money transfer networks are misused for money laundering purposes or 
for terrorist fi nancing purposes by criminal organisations. 
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 In Portugal, Payment System (PS) agents, whenever they are not fi nan-
cial institutions, are considered as presenting an inherent ML/FT high 
risk. This is the case due to their absence of control mechanisms in terms 
of the prevention of AML/CFT on the overwhelming number of agents 
operating in these conditions (gas stations, subway stations, supermarkets). 

 According to FATF’s new Recommendation 14 on money or value 
transfer services providers, money or value transfer services (MVTS) pro-
viders should be required to be licensed or registered. MVTS providers 
should be subject to monitoring for AML/CFT compliance. Agents for 
MVTS providers should be required to be licensed or registered by a com-
petent authority, or the MVTS provider should be required to maintain a 
current list of its agents accessible by competent authorities in the coun-
tries in which the MVTS provider and its agents operate. According to 
para. 14.5, MVTS providers that use agents should be required to include 
them in their AML/CFT programmes and monitor them for compliance 
with these programmes. 

 Agents pursuing their activities on the basis of PSD rule, regarding the 
exercise of the right of establishment and freedom to provide services. 
According to this rule, any authorised PI wishing to provide payment 
services for the fi rst time in a Member State other than its home Member 
State, in exercise of the right of establishment or the freedom to provide 
services, shall so inform the competent authorities in its home Member 
State. Within one month of receiving that information, the competent 
authorities of the home Member State shall inform the competent author-
ities of the host Member State the name and address of the PI, the names 
of those responsible for the management of the branch, its organisational 
structure, and the kind of payment services it intends to provide in the 
territory of the host Member State. In order to carry out the controls in 
respect of the agent, branch, or entity to which activities are outsourced 
of a payment institution located in the territory of another Member State, 
the competent authorities of the home Member State shall cooperate 
with the competent authorities of the host Member State. The competent 
authorities of the home Member State shall notify the competent authori-
ties of the host Member State whenever they intend to carry out an on- 
site inspection in the territory of the latter. However, if they so wish, the 
competent authorities of the home Member State may delegate to the 
competent authorities of the host Member State the task of carrying out 
on-site inspections of the institution concerned. The competent authori-
ties shall provide each other with all essential and/or relevant information, 
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in particular in the case of infringements or suspected infringements by 
an agent, a branch, or an entity to which activities are outsourced. In this 
regard, the competent authorities shall communicate, upon request, all 
relevant information and, on their own initiative, all essential information.  

4.2     THE REQUIREMENT OF CENTRAL CONTACT POINTS 
IN SOME EUROPEAN NATIONAL LEGISLATIONS 

 In EU Member States, there have been reported some cases of countries 
where the requirement of a central contact point (CCP) has been set up 
by their national legislation. 

 In Italy, the reference to CCPs has been included in Article 42 of the 
Legislative Decree 231/2007 (Italian AML law) after its amendment by 
the Legislative Decree 164/2012.  7   According to para. 3, the suspicious 
transaction report (STR) shall be submitted to the Financial Intelligence 
Unit (FIU) by the agents of the PIs directly or through the CCP created 
in Italy by the EU electronic money institution (EMI) or PI. The creation 
of the contact point is mandatory in case of plurality of agents. 

 PIs’ agents operating in Italy are subject to the Italian AML regula-
tions, so they are obliged to comply also with the Italian customer due dil-
igence and record keeping requirements. At the moment, the Italian law 
provides a role for the CCP only in relation with the STRs. But, in their 
understanding, PIs are very likely to assign to the CCP also  coordination 
and supervisory role with regard to the other pieces of the AML obliga-
tions applicable to the agents operating in Italy. 

 In Belgium, Belgian AML law applies to PIs/ EMIs “providing pay-
ment services in Belgium through a person established there and represent-
ing the institution to this end”. PIs/EMIs with such an establishment in 
Belgium are subject to all the provisions of the Belgian AML law, including 
article 18 which provides that the obliged entities “shall assign responsibil-
ity for the implementation of this Law to one or more persons within their 
institution or profession. These persons shall primarily be responsible for 
implementing the policies and procedures referred to in Articles 16 and 
17, as well as for examining the written reports drawn up in accordance 
with Article 14, § 2, second subparagraph, in order that appropriate action 
may be taken, where necessary, in accordance with Articles 23 to 28. […] 
In the cases referred to in Article 2, § 1, 4ter, c) and 4quater, e) [i.e. in 
the case of PIs /EMIs providing payment services in Belgium through a 
person established there and representing the institution to this end] a per-
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son responsible for the implementation of this Law should be established 
in Belgium.” This person responsible for the implementation by the EEA 
PIs/EMIs of the Belgian AML law is the Belgian CCP, even if the Belgian 
Legislation does not make use of that expression. Belgian AML law applies 
to all PIs/EMIs providing payment services in Belgium “through a person 
established there and representing the institution to this end”. The word-
ing “through a person established there and representing the institution to 
this end” is meant to capture any form of establishment in Belgium (other 
than branches, already mentioned in another subparagraph), provided the 
establishment has the power to represent the PI/EMI. 

 Functions of the CCP result from Article 18 of the Belgian AML law. 
The main functions of an offi cer responsible for preventing money laun-
dering and the fi nancing of terrorism—and hence of a Belgian CCP—
consist in: examining the written reports relating to atypical transactions 
which are communicated to it and drawn up in accordance with Article 
14, § 2, second subparagraph of the Law; deciding if such atypical transac-
tions are suspicious and in fi ling, if this is the case, an STR to the Belgian 
FIU (CTIF-CFI) in accordance with Articles 23 to 28 of the Law; imple-
menting the policies and procedures referred to in Articles 16 and 17. 
This includes the implementation of the internal measures and control 
procedures set out by the PI/EME in order to ensure compliance with 
Belgian AML law, the implementation of the group AML policy and the 
implementation of the measures taken by the EME/PI to train their rep-
resentatives in terms of AML obligations. 

 In Spain, according to the Spanish legislation, if an EU payment/e- -
money institution designates more than one agent in Spain for the provision 
of payment services, the agents would constitute a network of agents. In 
accordance with Articles 4.2 and 10.4 of Royal Decree 712/2010, Banco de 
Espana shall hold a register of persons responsible for the network of agents, 
and its establishment will be subject to the same procedure established in 
regard to branches of EU PIs. That means it is necessary for the PIs/EMIs 
to designate and communicate to Banco de Espana both a person in charge 
of the agents’ network and contact address in Spain. The provisions above 
are included in the template of communication that Bank of Spain sends to 
the PI, once it has received notice from the Home Supervisor. 

 The legislation does not explicitly mention a “central contact point”, but 
since the agents’ network are considered similar to a branch, a CCP is there-
fore a mandatory requirement. Furthermore, according to the regulation, 
agents of foreign PI must, in the exercise of their activity in Spain, observe 
the same rules of law that the agents of any Spanish PI must observe. 
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 In Portugal, the draft rule through which the Portuguese Supervisory 
Authority intend to implement the requirement of the CCP for PIs is 
an Aviso do Banco de Portugal. A preliminary version was published in 
March 2013. In a more up-to-date version of the Article 7 of the draft 
Aviso do Banco de Portugal, which regulates the agents of foreign PIs or 
e-money institutions, according to its third paragraph, in order to facili-
tate the exercise of AML/CFT supervision and improve compliance with 
the related regulation, EU PI or e-money institutions must promote the 
creation in Portugal of a CCP, whenever they operate in Portugal through 
one or more agent or third party with operational functions. 

 The appointment must be done before providing such activities in 
Portugal through one or more agent/third party with operational func-
tions. This CCP must also be ensured by a natural or legal person who 
has a physical structure permanently adequate to meet the functions and 
who must be any of the fi nancial institutions identifi ed in Article 3 (among 
them, credit institutions or PIs, including branches of foreign ones) or act 
as an agent on a local or foreign PI or EMI.  

4.3     THE NEW FOURTH AMLD AND PSD 2 RULES 
 In this context, now we are facing the new Fourth AML EU Directive and 
PSD 2 rules. About the relationship between home and host supervisory 
authorities, the new Fourth AML Directive provides clear provisions on 
AML supervision where cross-border cases are concerned, whereas the 
Third AML EU Directive did not explicitly cover. 

 The host country’s supervisory authority has jurisdiction over the 
branches and agents located in its own territory for AML supervision; 
these branches must comply with local money laundering legislation. 

 The host country can now demand that the PI or the e-money institu-
tion, operating multiple branches or agents in its own territory, designate a 
CCP, responsible for ensuring that the institution complies with AML and 
terrorist fi nancing laws. This CCP must provide any documents or data 
upon request of the competent supervision authority or any other support. 

 According to Recital (50) of the new Fourth AML Directive, where 
Member States require issuers of electronic money and payment service 
providers which are established in their territory in forms other than a 
branch and the head offi ce of which is situated in another Member State, 
to appoint a CCP in their territory, they should be able to require that 
such a CCP, acting on behalf of the appointing institution, ensure the 
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 establishments’ compliance with AML/CFT rules. They should also 
ensure that that requirement is proportionate and does not go beyond 
what is necessary to achieve the aim of compliance with AML/CFT rules, 
including by facilitating the respective supervision. 

 According to Recital (38b) of the new Fourth AML Directive, where an 
obliged entity operates establishments in another Member State, includ-
ing through a network of agents, the competent authority of the home 
Member State should be responsible for supervising the obliged entity’s 
application of group-wide AML/CFT policies and procedures. This could 
involve on-site visits in establishments based in another Member State. 
The competent authority of the home Member State should cooperate 
closely with the competent authority of the host Member State and should 
inform the latter of any issues that could affect their assessment of the 
establishment’s compliance with the host AML/CFT rules. 

 According to Article 45, para. 9, of the new Fourth AML Directive, 
Member States may require electronic money issuers as defi ned in point 
(3) of Article 2 of Directive 2009/110/EC and payment service providers 
as defi ned in point (9) of Article 4 of Directive 2007/64/EC established 
on their territory in forms other than a branch, and whose head offi ce is 
situated in another Member State, to appoint a CCP in their territory to 
ensure, on behalf of the appointing institution, compliance with AML/
CFT rules and to facilitate supervision by competent authorities, includ-
ing by providing competent authorities with documents and information 
on request. 

 According to Article 45, para. 10, of the new Fourth AML Directive, 
the European Supervisory Authorities (ESAs) shall develop draft regula-
tory technical standards on the criteria for determining the circumstances 
when the appointment of a CCP pursuant to paragraph 9 is appropriate, 
and what the functions of the CCPs should be. The ESAs shall submit the 
draft regulatory technical standards to the Commission by 26 June 2017. 
According to Article 45, para. 11, power is delegated to the Commission 
to adopt the regulatory technical standards referred to in paragraph 9 in 
accordance with Articles 10 to 14 of Regulation (EU) No 1093/2010, of 
Regulation (EU) No 1094/2010 and of Regulation (EU) No 1095/2010. 

 According to Article 48, para. 4, of the new Fourth AML Directive 
Member States shall ensure that competent authorities of the Member 
State in which the obliged entity operates establishments supervise that 
these establishments respect the national provisions of that Member State 
pertaining to this Directive. In the case of the establishments referred to in 
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Article 45(9), such supervision may include the taking of appropriate and 
proportionate measures to address serious failings that require immediate 
remedies. These measures shall be temporary and be terminated when 
the failings identifi ed are addressed, including, with the assistance of or in 
cooperation with the home country’s competent authorities. 

 According to Article 48, para. 5, of the new Fourth AML Directive, 
Member States shall ensure that the competent authorities of the Member 
State in which the obliged entity operates establishments shall cooperate 
with the competent authorities of the Member State in which the obliged 
entity has its head offi ce, to ensure effective supervision. 

 Also according new PDS 2, Member States may decide to require that 
PIs operating on their territory under the right of establishment, and 
whose head offi ce is situated in another Member State, appoint a CCP in 
their territory, in order to facilitate the supervision of networks of agents. 
The EBA will develop draft regulatory standards setting out the criteria 
to determine when the appointment of a CCP is appropriate and what its 
functions should be. 

 In this sense, Article 26a, para. 5, 6, and 7, of new PSD 2, regarding 
supervision of PIs exercising the right of establishment and freedom to 
provide services, Member States may require PIs operating on their ter-
ritory through agents under the right of establishment, and whose head 
offi ce is situated in another Member State, to appoint a CCP in their ter-
ritory to ensure adequate communication and information reporting on 
compliance with new rules, without prejudice to any AML provisions and 
to facilitate supervision by home and host competent authorities, includ-
ing by providing competent authorities with documents and information 
on request. EBA shall develop draft regulatory technical standards setting 
out criteria for determining the circumstances when the appointment of 
a CCP is appropriate, and what the functions of CCPs should be. EBA 
shall submit these draft regulatory technical standards to the Commission 
within one year of the date of entry into force of this Directive.  8   Power is 
delegated to the Commission to adopt the regulatory technical standards 
referred to in paragraph 6 in accordance with the procedure laid down in 
Articles 10 to 14 of Regulation (EU) No 1093/2010. 

 Then, the set-up of such a contact point can be requested for the pur-
pose of ensuring compliance with the money laundering and antiterrorist 
fi nancing rules under AML EU Directive,  9   while the Member States option 
under PSD2 can only be invoked for the purpose of adequate communica-
tion and information by the PI on compliance with the rules under PSD2.  
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4.4     SOME PROBLEMS ARISING FROM THE APPLICATION 
OF THE NEW RULES IN EU MEMBER STATES 

 From this new system of rules derive various problems related to the 
supervision of the money services agents. 

 Now a fi rst issue concerns how and whether PSD 2 could be imple-
mented in some uniform way so as to allow Home Supervisors to delegate 
AML/CFT inspections of PS agents work to Host Supervisors. A second, 
but not secondary, issue concerns which jurisdiction’s (home or host) 
AML/CFT law should apply when such delegated inspections took place. 

 When will enter a regime the opportunity to request payment service 
providers as defi ned by Directive 2007/64/EC established on their ter-
ritory in forms other than a branch, and whose head offi ce is situated in 
another Member State, to appoint a CCP in their territory to ensure on 
behalf of the appointing institution compliance with AML/CFT rules and 
to facilitate supervision by competent authorities, we will run the serious 
risk of an asymmetric supervision of agents. It seems at least they should 
be co-ordinates the activities of the CCP, imposed for the two different 
purposes that we have explained above. 

 Paradoxically, the application, as well appropriate, of the principle of 
proportionality  10   could lead—as unintended consequence—to expecta-
tions of national “administrative” regimes any different.  11   To avoid this 
practice, the ruling task assigned to the EBA will be crucial.  12   

 In my opinion, we would need—just to avoid reduced competition 
between the laws of the Member States in the implementation of the new 
EU Directives—as fast as possible harmonisation of procedures for the 
supervision of PIs operating by agents. 

 In the European Banking Union and the EU single fi nancial market,  13   
a common approach to the regulation of cross-border PS agents within 
Europe at present, to counter the risk of violation domestic law and distor-
tion of competition within a local market because of uncontrolled AML/
CFT measures by using a huge network of agents, appears at this point no 
longer be postponed. 

 We need a “standardised” and uniform approach, so as to consider the 
justifi ed interests of the PS industry to get predictable regulatory condi-
tions, also to get to the confi guration of a common European legal frame-
work among EU Member States, that is, the “Europeanisation” of the 
fi ght against crime and money laundering within the area of freedom, 
security, and justice.  14    
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    CHAPTER 5   

  Abstract     This essay focuses on risk assessment, a new strategy of risk-based 
regulation provided by the Fourth Directive on anti-money laundering 
(AML)/counter terrorism fi nancing (CFT). This strategy is structured on 
three levels: the supranational/ European Union (EU) level, the national 
level, and the obliged entities’ level. These levels are linked to and fed by 
each other in a dynamic way, even though a supremacy role is attributed, 
to some extent, to the European Commission.  

5.1       INTRODUCTION 
 The European Union (EU) and the Member States need to identify, under-
stand, manage, and mitigate the risks of money laundering and terrorist 
fi nancing they face. 

 Risks are variable in nature and the combination of several variables 
makes risks increasing or decreasing. In other terms, certain situations pres-
ent a greater risk of money laundering and terrorist fi nancing, while others 
might have a less signifi cant impact. It is, therefore, necessary for EU and 
Member States to underpin a risk-based approach (RBA). Indeed, each 
measure needs to be assessed also according to a cost- effective approach, 
since overreaction may waste resources and lead to a lower performance of 
the whole regulatory framework.  1   

 In this regard, the full and clear knowledge by EU and Member States 
is necessary to allow them adopting appropriate and proportionate mea-
sures to face the risks and avoiding an overreaction. Indeed, economies 
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and crimes change their features so quickly that all institutions struggle to 
stay ahead. Thus, the need for updated, precise, and accurate information 
should be at the top of regulators’ list. 

 The Fourth Directive on money laundering and terrorist fi nancing tries 
to do so also by entailing a new strategy: the risk assessment. Such strat-
egy should embrace the supranational level (Article 6), the national level 
(Article 7), and the obliged entities’ level (Article 8). These levels are 
linked to and fed by each other in a dynamic way, even though a suprem-
acy role is attributed, to some extent, to the European Commission.  

5.2     THE REASONS FOR AN RBA 
 Risk-based regulation has been becoming more and more widespread 
across the world and in different areas such as environment, food, legal 
service, and fi nance.  2   Risk-based regulation is a set of strategies in the 
hand of regulators to target public resources at those sites and activities 
that present threats to regulators’ ability to achieve their objectives.  3   By 
embracing such approach, regulators would tend to focus on the highest 
risks and they would be encouraged to pull back resources from lower 
risks. This tendency, however, is not always followed strictly, since lower 
risks may have some capacity to produce both signifi cant harms and politi-
cal contention, and consequently regulators may be demanded to face 
lower risks too.  4   

 With specifi c regard to anti-money laundering (AML), after the Financial 
Action Task Force (FATF) issued its Revised Forty Recommendation in 
2003, concepts of risk assessment and risk management became two key 
elements in the defi nition of the AML regulation.  5   

 In this regard, last FAFT’s Recommendations re-points out that coun-
tries should apply an RBA to ensure that measures to prevent or miti-
gate money laundering and terrorist fi nancing are commensurate with 
the risks identifi ed. The use of such approach should lead to an effi cient 
allocation of resources across the AML and countering the fi nancing of 
terrorism (CFT) regime.  6   More specifi cally, FAFT’s Recommendations 
suggest that countries need to: (a) identify higher risks to adequately 
address them; and (b) allow simplifi ed measures when addressing lower 
risks. Further, FAFT’s Recommendations point out that countries 
should have: (a) national AML/CFT policies, informed by the risks 
identifi ed to be periodically revised; and (b) a coordination mechanism 
for such policies. This coordination mechanism should concern also the 
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supranational/international level, so that policies and activities to com-
bat money laundering and terrorist fi nancing become more effective. 

 Against the above background, risk assessment can be regarded as one 
new strategy of risk-based regulation. Indeed, risk assessment is functional 
to the use of evidence-based decision-making in order to target the risks 
of money laundering and terrorist fi nancing. Risk assessment is, therefore, 
seen as a way to increase effectiveness of AML with the necessary degree of 
fl exibility to allow adaptation to the different situations and actors. In this 
regard, the IV Directive structures the risk assessment on three levels: EU, 
national, and obliged entities. However, these levels should not be seen 
as separate monads, since the Fourth Directive provides for, inter alia, a 
circular fl ow of information: top-down (from the Commission to Member 
States and, fi nally, the obliged entities) and bottom-up (from the obliged 
entities to the Member States and, fi nally, to the Commission). Actually, 
only a circular fl ow of information may create a full and clear knowledge 
of the risk to be faced at and within the EU.  

5.3     RISK ASSESSMENT AT EU LEVEL 
 The Fourth Directive acknowledges that the importance of a suprana-
tional approach to risk identifi cation has been encouraged at international 
level. In this regard, the Directive indicates the Commission as the best 
placed authority to review cross-border threats that could affect the inter-
nal market and to coordinate the assessment of risks relating to cross- 
border activities. In order to do so, Member States are required to share 
the outcomes of their risk assessments with each other and with the EU 
Institutions, namely the Commission, the European Banking Authority 
(EBA), the European Insurance and Occupational Pensions Authority 
(EIOPA), and the European Securities and Markets Authority (ESMA) 
(jointly referred as European Supervisory Authorities, ESAs). 

 The fl ow of information and the fi ndings of the risk assessment at the 
EU level have to be gathered in a report by the Commission. Such a 
report is to be prepared by 26 June 2017 and it is to be updated at least 
every two years, since only updated information may constitute the basis 
for a real evidence-based decision-making. 

 More specifi cally, the said report must cover at least the following 
issues: (a) the areas of the internal market which are characterised by the 
highest risks, (b) the risks characterising each relevant sector, and (c) the 
most widespread means used by criminals to launder their illicit activities.
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Moreover, with the aim to fruitfully use the fl ow of information and the 
different expertise, the Commission has to take into account: (a) the 
opinions issued by the ESAs (the Joint Committee has to issue its fi rst 
opinion by 26 December 2016 and renovate it every two years), (b) the 
Member States’ experts in the areas of AML/CFT, (c) representatives 
from Financial Intelligence Units (FIUs), and (d) other Union level bodies 
(where appropriate). 

 Moreover, the report is to be submitted to the European Parliament 
and to the Council every two years, or more frequently if appropriate, with 
the aim to clarify: both (a) the fi ndings resulting from the regular risks 
assessments, and (b) the actions taken following these fi ndings. 

 Finally, it seems that the Commission is not only entitled to coordinate 
risk assessments at and within EU but it is also entitled to “guide” Member 
States’ risk assessment policies. Indeed, Member States are obliged to 
base their risk assessments on the Commission’s fi ndings. Moreover, the 
Commission is entitled to make recommendations to Member States with 
a comply-or-explain mechanism: if Member States decide not to apply any 
of the recommendations in their national AML/CFT regimes, they must 
notify the Commission and provide a justifi cation for such a decision.  

5.4     RISK ASSESSMENT AT NATIONAL LEVEL 
 The Fourth Directive requires Member States to take all necessary steps 
to identify, assess, understand, and mitigate the risks of money laundering 
and terrorist fi nancing. 

 More specifi cally, Member States are required to: (a) designate an 
authority or establish a coordinating mechanism to address money laun-
dering and fi nancing of terrorism risks (Member States have to notify their 
designated authority to the Commission, to the ESAs, and to the other 
Member States); and (b) carry out risk assessments periodically so to keep 
the relevant information updated. 

 As already pointed out, the Directive structures the different levels of 
risks assessments at and within EU as linked to and fed by each other with 
a guiding role of the Commission. Accordingly, Member States, in carry-
ing out their risk assessments, must make use of the fi ndings of the report 
by the Commission. 

 In carrying out the risk assessment, each Member State has to: (a) iden-
tify any areas where obliged entities are to apply enhanced measures and, 
where appropriate, specifying the measures to be taken; and (b) make 
appropriate information available promptly to obliged entities to facilitate 
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the carrying out of their own money laundering and terrorist fi nancing 
risk assessments. 

 According to the Directive, the scope of risk assessment at national 
level is to: (a) allocate and prioritise the resources to combat money laun-
dering and terrorist fi nancing; and (b) ensure that appropriate rules are 
drawn up for each sector or area, in accordance with the risks of money 
laundering and terrorist fi nancing. 

 Finally, always with the aim to make information available to all institu-
tion involved in combating money laundering and the fi nancing of ter-
rorism, each Member State is required to share the fi ndings of its risk 
assessment with the Commission, the ESAs, and the other Member States.  

5.5     RISK ASSESSMENT AT OBLIGED ENTITIES’ LEVEL 
 The strategy on AML/CFT will be harmless, if entities involved in busi-
ness relations are not called to play a signifi cant role. This is why the 
Fourth Directive does not only calls such entities to carry out their own 
risk assessments to identify and assess the risks of money laundering and 
terrorist fi nancing; the Fourth Directive also requires obliged entities to 
adopt proportionate measures (policies, controls, and procedures) to miti-
gate and manage effectively the risks of money laundering and terrorist 
fi nancing at all levels, including EU and national levels. In other words, 
while Commission and Member States are mainly called to study the prob-
lems, obliged entities are called to study and to act accordingly. 

 For the sake of clarity, according to Article 2, obliged entities are: 
(a)  credit institutions; (b) fi nancial institutions; (c) auditors, external 
accountants, tax advisors, notaries, and other independent legal profes-
sionals, where they participate, whether by acting on behalf of and for 
their client in any fi nancial or real estate transaction, or by assisting in the 
planning or carrying out of transactions for their client concerning some 
particular activities;  7   (d) trust; (e) estate agents; (f) other persons trading 
in goods to the extent that payments are made or received in cash in an 
amount of EUR 10,000 or more, whether the transaction is carried out in 
a single operation or in several operations which appear to be linked; and 
(g) providers of gambling services. 

 In this regard, Member States have to ensure that obliged entities take 
the appropriate steps and, more specifi cally, that such steps are proportion-
ate to the obliged entities’ nature and size. For instance, a Member State 
may decide that individual documented risk assessments are not required 
where the specifi c risks of the sector are clear and understood. 
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 Risk assessments by obliged entities have to take into account risk fac-
tors including those relating to their customers, countries or geographic 
areas, products, services, transactions, or delivery channels. For reasons 
already explained, obliged entities’ risk assessments are to be kept updated 
and made promptly available to the competent authorities. 

 Based on the fi ndings of risk assessments, obliged entities have to adopt 
their steps on AML/CFT. The Fourth Directive gives general indications 
on such steps. More specifi cally, obliged entities’ policies are to aim for: 
(a) the development of internal policies, controls, and procedures, includ-
ing model risk management practices, customer due diligence, report-
ing, record keeping, internal control, compliance management including, 
where appropriate with regard to the size and nature of the business, the 
appointment of a compliance offi cer at management level, and employee 
screening; and (b) where appropriate with regard to the size and nature of 
the business, an independent audit function to test the internal policies, 
controls, and procedures referred to in point (a). 

 Finally, the Fourth Directive boosts for an international cooperation 
amongst Member States on controls over obliged entities which oper-
ate establishments in another Member State. In this regard, it should be 
structured a double check on AML/CFT policies (i.e. sort of both “home 
Member State control” and “host Member State control”). More specifi -
cally, the home Member State should be: (a) responsible for supervising 
the obliged entity’s application of group-wide AML/CFT policies and 
procedures, and (b) allowed carrying out inspections also in the estab-
lishments located in the host Member State. The host Member State 
should be: (a) responsible for enforcing the establishment’s compliance 
with AML/CFT rules, (b) allowed carrying out inspections and offsite 
monitoring, and (c) entitled to appropriate and proportionate measures 
to address serious infringements of those requirements. 

 Finally, the competent authority of the home Member State should 
cooperate closely with the competent authority of the host Member State 
and should inform the latter of any issues that could affect their assessment 
of the establishment’s compliance with the host AML/CFT rules.  

5.6     THIRD COUNTRIES JURISDICTIONS 
 All efforts by EU Institutions, Member States, and obliged entities might 
be softened or even annulled by those third countries which have defi cien-
cies in their national AML/CFT regimes. Actually, the changing nature 
of money laundering and terrorist fi nancing threats, which is made easier 
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by a continuous evolution of technology and of the means in criminals’ 
hands, requires quickly adapting the legal framework as regards high-risk 
third countries. By doing so, important steps can be done to address effi -
ciently existing risks and prevent new ones from arising. 

 In this regard, the Fourth Directive demands the Commission to iden-
tify the high-risk third countries to protect the proper functioning of the 
internal market. The Commission should take into account information 
from international organisations and standard setters in the fi eld of AML/
CFT, such as FATF public statements, mutual evaluation or detailed 
assessment reports or published follow-up reports, and adapt its assess-
ments to the changes therein. 

 More specifi cally, high-risk countries will be identifi ed on the basis of 
the following possible defi ciencies: (a) legal and institutional AML/CFT 
framework, (b) powers and procedures in the hands of third countries’ 
institution to combat money laundering and the fi nancing of terrorism, 
and (c) the effectiveness of the AML/CFT in addressing the relevant risks. 

 After high-risk third countries are identifi ed, the Commission is enti-
tled, within one month, to adopt acts restricting the free movement of 
capital to or such third countries involving direct investment—including 
in real estate—establishment, the provision of fi nancial services or the 
admission of securities to capital markets.  

5.7     RELATIONS WITH DATA PROTECTION 
AND STATISTICS 

 Just a brief overview has to be given about the relations amongst risk 
assessments, data protection, and statistics. 

 In this regard, the Fourth Directive provides that personal data have to 
be processed only for the purposes of the prevention of money  laundering 
and terrorist fi nancing. Other purposes, such as commercial purposes, 
are prohibited. The processing of data for the purposes of AML/CFT is 
expressly classifi ed as a matter of public interest under the meaning of the 
Directive on data protection (95/46/EC). 

 Moreover, as accurate statistics are crucial for a proper risk assessment, 
the IV Directive sets out some requirements to make statistics comprehen-
sive. More specifi cally, statistics have to include:

    (a)    data measuring the size and importance of the different sectors 
which fall within the scope of the Directive, including the number of 
entities and persons and the economic importance of each sector;   
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   (b)    data measuring the reporting, investigation, and judicial phases of 
the national AML/CFT regime, including the number of suspicious 
transaction reports made to the FIU, the follow-up given to those 
reports and, on an annual basis, the number of cases investigated, the 
number of persons  prosecuted, the number of persons convicted for 
money laundering or terrorist fi nancing offences, the types of predi-
cate offences, where such information is available, and the value in 
euro of property that has been frozen, seized, or confi scated;   

   (c)    if available, data identifying the number and percentage of reports 
resulting in further investigation, together with the annual report 
to obliged entities detailing the usefulness and follow-up of the 
reports they presented;   

   (d)    data regarding the number of cross-border requests for information 
that were made, received, refused, and partially or fully answered by 
the FIU.      

5.8     BRIEF CONCLUSIVE COMMENTS 
 The introduction of a new strategy of risk-based regulation, such as the 
risk assessments under the Fourth Directive, is to be welcomed. 

 The risk assessments strategy reminds to a well-known way to organise 
power and competencies within the EU. Indeed, such a strategy requires 
different institutions, some at EU level and others at national level, to 
exercise their competences to reach one single and unitary scope. In other 
terms, each involved institution or obliged entity is called to play its part 
in a single music score, what has been referred as “ concerto  regolamentare 
europeo ” (European regulatory concert).  8   In another perspective, risk 
assessments strategy can be regarded as a set of “mixed administrative pro-
ceedings”.  9   More specifi cally: (a) the circular fl ow of information amongst 
the institutions to prepare risk assessments reports; (b) the Commission’s 
power to recommend Member States the adoption of measures accord-
ing to a “comply-or-explain” mechanism; and (c) the policies to be 
adopted by the obliged entities following the activities carried out by the 
Commission and the Member States, seem to create “hybrid administra-
tive proceedings”. 

 In this regard, it can be stressed out that a guiding role in risk assess-
ments strategy has been attributed to the Commission. However, works at 
EU level requires the continuous and real involvement of both Member 
States and obliged entities. 
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 Moreover, a crucial role is to be played by obliged entities. Actually, 
only obliged entities are directly involved in business transactions: it should 
not, therefore, sound surprising that the Fourth Directive demands them 
to keep the fi ndings of risks assessments and to convert such fi ndings in 
sounding policies. 

 Finally, it should be also underlined that an excessive fl ow of informa-
tion can lead to a malfunctioning of risk assessments strategy. In this regard, 
involved institutions have to put all efforts for a sounding implementation 
of the principle of proportionality so to orientate the gathering and the 
analysis of information towards what is really relevant for AML/CFT. 

 In conclusion, risk assessments may signifi cantly boost AML/CFT poli-
cies. However, fl ows of information are useful only when policies really take 
place. In this regard, recent experiences teach that a lot is yet to be done.  
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    CHAPTER 6   

  Abstract     The new European Union (EU) Directive 2015/849 includes 
tax offences in the range of predicate offences that qualify criminal activ-
ity, such as to constitute the basis of money laundering, in line with the 
revised FATF Recommendations. The Directive IV provides that each 
Member State identify tax offences constituting “criminal activity”. The 
tax crimes inclusion in the defi nition of criminal activity is undoubtedly an 
important innovation of Directive IV, especially considering that the most 
part of money laundered arise from tax crimes activities.  

   The year 2014 was a record year for hidden and laundering money opera-
tions in Italy with thousands of illegal criminal activities. The annual 
Financial Police Report estimates that during last year in Italy the total 
amount of Euros involved in laundering money activity was approximately 
2.8 billion euro. The main category of predicate offences from which money 
laundered arise are related to tax crimes: almost 1.1 billion of euros on a 
total amount of 2.8 billion comes from tax evasion. They are money evaded 
from the State balance, saved and hidden by those who do not pay taxes. 
Despite the law enforcement of Financial Police, the illegal business contin-
ues to grow. It is easy to understand how this situation affects severely the 
economy of the States, already weakened by European sovereign debt crisis 
that has been taking place in the European Union (EU) since the end of 
2009. It is on the basis of these considerations that EU Member States have 
felt the need to combat money laundering with any tools. Already in its 
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12 February 2012 Recommendations, FATF-GAFI included expressly tax 
crimes in the category of “ predicate offences ” in order to extend the appli-
cation fi eld of Anti Laundering Law. The third FATF’s Recommendations 
states that: “Countries should criminalise money laundering on the basis 
of the Vienna Convention and the Palermo Convention. Countries should 
apply the crime of money laundering to all serious offences, with a view to 
including the widest range of predicate offences.”  1   

 In particular, in the section “Interpretative note to recommendation 3 
(Money laundering offence)”, FATF ruled that:

    1.    Countries should criminalise money laundering on the basis of the 
United Nations Convention against Illicit Traffi c in Narcotic Drugs 
and Psychotropic Substances, 1988 (the Vienna Convention) and 
the United Nations Convention against Transnational Organized 
Crime, 2000 (the Palermo Convention).   

   2.    Countries should apply the crime of money laundering to all serious 
offences, with a view to including the widest range of predicate 
offences. Predicate offences may be described by reference to all 
offences; or to a threshold linked either to a category of serious 
offences; or to the penalty of imprisonment applicable to the predi-
cate offence (threshold approach); or to a list of predicate offences; 
or a combination of these approaches.   

   3.    Where countries apply a threshold approach, predicate offences 
should, at a minimum, comprise all offences that fall within the cat-
egory of serious offences under their national law, or should include 
offences that are punishable by a maximum penalty of more than 
one year’s imprisonment, or, for those countries that have a mini-
mum threshold for offences in their legal system, predicate offences 
should comprise all offences that are punished by a minimum pen-
alty of more than six months imprisonment.   

   4.    Whichever approach is adopted, each country should, at a mini-
mum, include a range of offences within each of the designated cat-
egories of offences. The offence of money laundering should extend 
to any type of property, regardless of its value, that directly or indi-
rectly represents the proceeds of crime. When proving that property 
is the proceeds of crime, it should not be necessary that a person be 
convicted of a predicate offence.   

   5.    Predicate offences for money laundering should extend to conduct 
that occurred in another country, which constitutes an offence in 
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that country, and which would have constituted a predicate offence 
had it occurred domestically. Countries may provide that the only 
prerequisite is that the conduct would have constituted a predicate 
offence, had it occurred domestically.   

   6.    Countries may provide that the offence of money laundering does 
not apply to persons who committed the predicate offence, where 
this is required by fundamental principles of their domestic law.   

   7.    Countries should ensure that: (a) The intent and knowledge 
required to prove the offence of money laundering may be inferred 
from objective factual circumstances. (b) Effective, proportionate, 
and dissuasive criminal sanctions should apply to natural persons 
convicted of money laundering. (c) Criminal liability and sanctions, 
and, where that is not possible (due to fundamental principles of 
domestic law), civil or administrative liability and sanctions, should 
apply to legal persons. This should not preclude parallel criminal, 
civil, or administrative proceedings with respect to legal persons in 
countries in which more than one form of liability is available. Such 
measures should be without prejudice to the criminal liability of 
natural persons. All sanctions should be effective, proportionate, 
and dissuasive. (d) There should be appropriate ancillary offences to 
the offence of money laundering, including participation in, associa-
tion with, or conspiracy to commit, attempt, aiding and abetting, 
facilitating, and counselling the commission, unless this is not per-
mitted by fundamental principles of domestic law.     

 The 2012 April Paper from the European Commission proposed to 
examine if the current approach of use of “all serious offences” could be 
suffi cient to include also tax crimes or if they should be included in the 
specifi c category of “serious offences” according to art. 3, n. 5 or if it 
would be better to give a more precise defi nition of tax crimes. 

 The solution chosen by Directive IV is the second one such as the 
inclusion of tax crimes in a specifi c category of “serious offences” to art. 
3, n. 4 letter f. The new EU Directive 2015/849 of the so-called fourth 
Money Laundering Directive, dated 20 May 2015 includes tax offences 
in the range of predicate offences that qualify criminal activity, such as to 
constitute the basis of money laundering. 

 Not all the tax crimes are included in this category but only such tax 
crimes that in the national legislations are punished with a maximum fi ne 
of over one year of prison and a minimum of over six months of prison. 
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 The 11th whereas of Directive IV highlights that “tax crimes”  relating 
to direct and indirect taxes are included in the in the broad defi nition 
of “criminal activity”, in line with the revised FATF Recommendations. 
Given that different tax offences may be designated in each Member State 
as constituting “criminal activity”, national law defi nitions of tax crimes 
may diverge. While no harmonisation of the defi nitions of tax crimes in 
Member States’ national law is sought, Member States should allow, to the 
greatest extent possible under their national law, the exchange of infor-
mation or the provision of assistance between EU Financial Intelligence 
Units (FIUs). 

 The article 3, number 4 of the Directive gives the defi nition of criminal 
activity, such as any kind of criminal involvement in the commission of the 
following serious crimes:

    1.    acts set out in articles 1–4 of Framework Decision 2002/475/JHA;   
   2.    any of the offences referred in Article 3(1)(a) of the 1988 United 

Nations Convention against Illicit Traffi c in Narcotic Drugs and 
Psychotropic Substances;   

   3.    the activities of criminal organisations as defi ned in Article 1 of 
Council Joint Action 98/733/JHA;  2     

   4.    fraud affecting the Union’s fi nancial interests, where it is at least 
serious, as defi ned in Article 1(1) and Article 2(1) of the Convention 
on the protection of the European Communities’ fi nancial 
interests;  3     

   5.    corruption;   
   6.    all offences, including tax crimes relating to direct taxes and indirect 

taxes and as defi ned in the national law of the Member States, which 
are punishable by deprivation of liberty or a detention order for a 
maximum of more than one year or, as regards Member States that 
have a minimum threshold for offences in their legal system, all 
offences punishable by deprivation of liberty or a detention order 
for a minimum of more than six months.     

 The tax crimes inclusion in the defi nition of criminal activity is undoubt-
edly an important innovation of Fourth Directive, especially considering 
that the most part of money laundered arise from tax crimes activities. 

 Of course, for such tax crimes, it is essential to verify the moment in 
which the offence occurs and the presence of eventual punishment thresh-
olds under which there is no punishment. 
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 Tax crimes are set by Legislative Decree n°74/2000 which splits them 
into two main categories:

    1.    Tax crimes related to tax returns;   
   2.    Tax crimes related to accounting records and tax payments.     

 The fi rst category includes the following offences:

•    Art. 2—Fraudulent tax return by the use of invoices or other 
 documents for non-existent transactions. This article shall pun-
ish  anyone, in order to evade income tax or value-added tax, 
making use of invoices or other documents for non-existent trans-
actions and indicates in the annual tax return relating to these 
tax items, false liabilities. The fraud is realised with no minimum 
threshold.  

•   Art. 3—Fraudulent tax return by the use of other devices: it shall 
punish with imprisonment from one year and six months to six years 
anyone, in order to evade income tax or value-added tax, on the basis 
of a false representation in the compulsory accounting and making 
use of fraudulent means such as to hinder the investigation. It indi-
cates in one of the annual statements relating to such taxes active 
elements for an amount less than the actual or false liabilities, when 
jointly:
   1.     the unpaid tax is higher, with reference to single out any of the 

taxes, of 75,000 euro;   
  2.     the total amount of the assets taken from taxation, also by indicat-

ing false liabilities, and more than 5 % of the total amount of the 
assets mentioned in the statement, or, in any case, and more than 
1.5 million euro.      

•   Art. 4—Misrepresented tax return, when someone, in order to evade 
taxes, reports in his annual tax return, false assets and liabilities. This 
crime is realised only if the tax evaded is more than Euro 10,329,138 
and at the same time the total amount of activities and liabilities is 
more than 10 % of the total amount of activities indicated in the tax 
return or more than Euro 206,582,760.  

•   Art. 5—Annual tax return omission: in order to be punished, the 
total amount of tax evaded shall be higher than 7,746,853 euro.    
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 In any case, the above-mentioned offences are not punishable if just 
attempted. 

 The second category of tax crimes is related to accounting records and 
tax payments.

•    The art. 8 of the legislative Decree punishes with imprisonment from 
one year and six months to six years anyone who, in order to permit 
any other evasion of income tax or value-added tax, issues invoices or 
other documents for non-existent transactions.  

•   The art. 10 (Hidden or destruction of accounting records) punishes 
anyone who, in order to evade taxes, acts with the purpose to not 
allow the reconstruction of incomes or business cash fl ow.  

•   The art. 10—bis (Omitted payment of withholdings) punishes any-
one who, within the term for submitting tax return, does not pay 
withholdings for an amount exceeding 50,000 euro.  

•   The art. 10—ter (Omitted VAT payment) punishes anyone who, 
within the term for the payment of the fi rst advance payment, does 
not pay an amount of VAT exceeding 50,000 euro.  

•   The art. 10—quater (Undue tax compensation) punishes anyone 
who does not pay taxes using in compensation undue or not existing 
tax credits for an amount exceeding 50,000 euro.  

•   The art. 11 (Fraudulent subtraction to tax payments) punishes any-
one who, in order to not pay taxes, simulates the selling or carrying 
out of fraudulent acts on own or others’ properties with the scope 
to make ineffi cient the collection of taxes. The fraudulent subtrac-
tion is realised only if the total amount of taxes evaded is exceeding 
5,164,569 euro.    

 The problem of tax crimes as predicate offences for money laundering 
is currently debated. The Italian doctrine  4   is not unanimous in considering 
tax crimes as predicate offences for money laundering because tax evasion 
does not generate new income but results in a tax savings on an income 
produced by another activity. In accordance with such opinion is the thesis 
that the concept of origin indicates a motion from a location so the object 
of laundering money could be only an increase of income, considered as 
illegal fl ow of income coming from outside and held by recycler.  5   

 According to this opinion, a relevant part of tax crimes should not be 
included in the category of predicate offences for money laundering. For 
example, the selling of goods is not declared in balance sheet with related 
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misrepresented tax return (see art. 4 Dlgs. 74/2000): the fl ow of income 
is generated by economical activity and not by tax evasion that determines 
a saving and not a new income.  6   

 Despite this trend, the current position of Italian criminal jurisdiction is 
to consider tax crimes as predicate offences of money laundering, in accor-
dance with the above-mentioned FATF’s Recommendations and the 23 
April 2012 Bank of Italy UIF’s Communication that consider tax evasion 
and money laundering strictly linked. 

 Moreover, it is important to notice that for criminal law, laundering 
money defi nition (art. 648  bis  Italian Criminal Code) is wider than tax def-
inition provided by Legislative Decree 231/2007; thus, tax crimes should 
be undoubtedly considered predicate offence for laundering money. 

 The Italian legal system has been recently updated with the introduc-
tion of the article 648  ter , 1st coma, so-called Self money laundering.  7   Self 
money laundering consists in hide and use of proceeds arising from self- 
crimes and it is particularly frequent in tax offences such as tax evasion. 

 The Directive IV  lays the foundation for an effective and enhanced 
implementation of a system to combat money laundering, also to give 
greater clarity and force the rules of the Member States. 

 From 26 June this year and in two years, the EU countries are obliged 
to put in place provisions to comply with Directive IV. In particular, they 
will have to include in its national legislation the defi nition of criminal 
activity by broadening the range of predicate offences with the inclusion 
of tax crimes, related to direct and indirect taxes, punishable by a custodial 
sentence or other measure of equivalent maximum of more than one year 
or, in the case of legal system that have a minimum threshold for offences, 
those offences, again by way of detention or equivalent measure, the mini-
mum duration of six months. 

 Unfortunately, this new Directive does not still lead to full harmonisa-
tion at Community level of the scope of criminal activities, such as the 
assumption of laundering money: it would be better to take this oppor-
tunity to defi ne exactly what is meant by tax offence in the individual 
countries of the European Community, regardless of the legislation of 
a criminal tax in force in each State and the type of punishment that the 
rules further provide in the case of commission of a tax offence. 

 In any case, it is however a huge step forward in the fi ght against inter-
national money laundering because by now many countries have already 
included in their legislation the tax crimes and the new offence of self- 
laundering whose predicate offence may well be the tax offence. 
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 Since the entry into force of the Directive, even the appearance that the 
source of funds may result from tax offences will trigger the obligation for 
the broker reporting of suspicious activity. 

 Therefore, the tax compliance of law which enters now essential 
requirement of verifi cation of customers without any doubt fi rst gener-
ated from the non-express reference to these offences among those who 
could qualify criminal activity. 

 It is worth remembering that among the European countries that have 
already incorporated the crime of self-laundering, there are—as well as 
Italy—also France, Spain, the UK, Germany, Belgium, and Portugal. 

 Moreover, the new Directive and the new legislation contained in it is 
quoted and echoed last directive on the exchange of information between 
tax authorities will come into effect the same timing predicting that inter-
mediaries adopt European anti-money laundering standards for the iden-
tifi cation of the owner actual and then communicate automatically to the 
countries with whom such persons are residents. 

 The entry into force of the new joint European standards raises crucial 
information assets of European states contributing to the international 
fi ght against tax evasion. 

 The European Parliament resolution of 25 October 2011 on organised 
crime in the EU, while not binding, has contributed a lot to the introduc-
tion of self-laundering crime in Italian legal system. Through its reso-
lution, European Parliament has requested expressly to Member States 
to introduce a legal tool to counteract the laundering of illegal money 
done directly by the crime’s author. Currently only Italy, Belgium, Greece, 
Portugal, and UK have introduced a specifi c law on self-laundering money 
while it is not present in France, Germany, Austria, and Denmark. 

 With reference to Italian legal system, the article 3 of Law n. 186/2014 
has introduced the new article 648— ter  of Italian Criminal Code (i.e. 
Codice Penale) so-called self-laundering, as well as an amendment to Art. 
25-octies of Legislative Decree 231/01, which will now also consider this 
new offence (entered into force on 01/01/2015). 

 The self-laundering is the activity of occultation of the proceeds of 
crimes committed by the author of the principal crime. It is seen above 
all as a result of specifi c offences, such as tax evasion, corruption, and the 
appropriation of company assets. 

 It is interesting to notice that the Article. 648-ter, paragraph 1, of the 
Criminal Code, unlike what happens, for example, for recycling, specifi -
cally lists the conduct subject to prosecution. 
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 These are related to three behaviours: use, substitution, or transfer 
activities in economic, fi nancial, entrepreneurial, or speculative money, of 
goods or other benefi ts from the predicate crime. 

 The object of reutilization must be in fact related to revenues resulting 
from the commission of the predicate offence and it must actually hinder 
the identifi cation of the criminal origin. 

 From the foregoing emerges, as anticipated above, the difference 
between the structure of the offence in question and that of recycling. 

 The legislature, in fact, for the new offence introduced a listing, 
peremptory, pipelines punishable. 

 While recycling, not only is the conduct of using (but only those of sub-
stitution or transfer) of proceeds not provided, but there is also a general 
clause given by the formula: “or carries out other transactions in their” 
(clause obviously refers money, goods, and other benefi ts). 

 This then allows, for the purposes of money laundering, to use among 
the prohibited conducts, any recycling conducts while this is not possible 
in the new offence of self-laundering. 

 With the term “use”, it may be concluded that the legislature intended 
to affect the use of money, goods, or other economic benefi t from the 
predicate offence and specifi c to a particular aim. 

 However, it is still too early to assess the impact of the new legislation 
on the Italian legal system and on the fi ght against criminality. The coming 
months will be a useful test in assessing the true effectiveness of the EU 
reforms (Fig.  6.1 ).

  Fig. 6.1    Data from Corriere della Sera 9 August 2015       
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    CHAPTER 7   

  Abstract     The European Union (EU) Fourth Directive introduces an 
important innovation that applies not only to casinos, already affected 
by the previous Directive, but also to the providers of gambling services, 
including those online. What follows is a comparative analysis vis-a-vis the 
previous Directive, providing a focus on the main changes and relevant 
implementation issues.  

7.1       THE LIMITS OF THE THIRD ANTI-MONEY 
LAUNDERING DIRECTIVE  

 Directive 2005/60/EC of the European Parliament and of the Council 
(hereinafter “Third AML Directive”), adopted on 26 October 2005 on 
the prevention of the use of the fi nancial system for the purpose of money 
laundering and terrorist fi nancing, constitutes one of the most power-
ful legal instruments to ensure an effective framework to safeguard the 
soundness, integrity, and stability of credit and fi nancial institutions and 
confi dence in the fi nancial system as a whole, against the risk of money 
laundering and terrorist fi nancing. 

 The Third AML Directive refl ects to a considerable degree the 
Recommendations on international standards adopted in February 2012 
by the Financial Action Task Force (FATF); however, since the same 
Directive follows a minimum harmonization approach, the legal frame-
work was completed by rules adopted at the national level. 

 The Effects of New Rules on Gambling                     

     Elena     Giacone     
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 As far as the (betting and) gambling sector is concerned, it should be 
noted how the Directive’s approach was generic and lacking as regards 
both defi nitions and regulatory requirements to be applied to this matter. 
In fact, the Third Directive, in Article 2, merely envisages the application 
of anti-money laundering (AML) measures to “casinos” only, by resorting 
to a formulation which does not seem free from fl aws, and, though being 
a “minimum standard” and surely not an upper limit to the national law-
makers’ power to extend its scope to activities other than those performed 
in casinos, has so far given rise to an application across Europe that might 
best be defi ned as “patchy”. 

 In actual fact, the 14th Recital extends the application of the Directive 
“also to those activities of the institutions and persons covered hereunder 
which are performed on the Internet”. Nevertheless, by making reference 
only to casinos, it is to be understood that its application can be extended 
only to the so-called  online  casinos, and not also to other types of  online  
gambling. 

 As regards the obligation of customer due diligence referred to in 
Article 10(1) and (2), concerning a requirement that all casino custom-
ers be identifi ed and their identity verifi ed if they purchase or exchange 
gambling chips with a value of  EUR  2000 or more, the customer due dili-
gence requirements shall be deemed in any event satisfi ed if casinos regis-
ter, identify, and verify the identity of their customers immediately on or 
before entry, regardless of the amount of gambling chips purchased and 
adopt appropriate procedures to reconnect their identifi cation data to the 
purchase or exchange of gambling chips that each customer makes with a 
value of  EUR  2000 or more. 

 These provisions are recognized as overly permissive and generic since 
there was no setting of minimum requirements for the factors that are to 
be taken into account in the different situations, and possible exemptions 
provided were not justifi ed on the basis of risk. 

 It was just this lack of regulatory guidance which made it neces-
sary to complete the framework of AML legislation through national 
 implementing measures adopted by Member States which could somehow 
fi ll the gaps in the Directive. 

 In Italy, for instance, the Third Directive was transposed by Law 
No 29 of 25 January 2006 (so-called Community Law 2005), which 
delegated the Government to adopt one or more legislative decrees in 
order to implement the principles and provisions contained therein as an 
organic whole. 
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 Subsequently, the delegation was implemented by Legislative Decree 
No 231 of 21 November 2007 that, through its 68 articles, divided into 
fi ve titles and a technical annex, set out to become the single standard 
reference in the fi eld of prevention of the use of the fi nancial system for 
the purpose of laundering the proceeds of criminal activity and terrorist 
fi nancing. 

 It is important to emphasize that, in the betting and gaming sector, 
Legislative Decree No 231 of 2007, namely Article 14, extended the cus-
tomer due diligence requirements to all gaming (gambling services) dis-
tributed on the internet and not only online casinos, and subsequently to 
all betting and gaming collected through a physical network (collection 
points) with the sole exception of  Gioco del Lotto  (Italian lottery), instant 
and deferred lotteries (scratch cards) and sports-based pools, in view of 
their low risk for money laundering purposes. 

 It was Italy’s experience in this fi eld which allowed to highlight a num-
ber of peculiarities of the gambling sector which are such as to make it 
necessary, as implemented by the Commission thereafter, to adopt a cus-
tomization of approaches and obligations for gambling operators. 

 The Commission itself, in its Report to the European Parliament and 
the Council on the application of the Third AML Directive, stated that 

  the Directive also covers activities “performed on the Internet” (recital 14), 
thus also covering on-line casinos. Consultations have indicated general sup-
port in favour of a broader defi nition of gambling in the Directive, but with 
the precise scope to be determined on a risk-based basis at national level. 
Consideration could be given to capturing gambling activities which pose 
higher AML/CFT risks, while avoiding the imposition of an excessive bur-
den on lower risk activities. The Commission services are planning to adopt 
an action plan on on-line gambling in 2012, and it will therefore be appro-
priate to ensure a consistent approach between any initiatives proposed to 
tackle money laundering in this sector and the revisions to the Third AML 
Directive. 

   After the application of the Third Directive, the Commission has initi-
ated work to update and enhance the existing international standards in 
order to further strengthen the EU’s defences against the evolving threats 
related to money laundering and terrorist fi nancing to ensure the sound-
ness, integrity, and stability of credit and fi nancial institutions, trying to 
provide a constant proportionate response. On 7 February 2013, the 
Commission presented a package composed of two elements:
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 –    a proposal for a Directive of the European Parliament and of the 
Council on the prevention of the use of the fi nancial system for 
the purpose of money laundering and terrorist fi nancing (AML 
Directive);  

 –   a proposal for a Regulation of the European Parliament and of the 
Council on information accompanying transfers of funds (AML 
Regulation).    

 The Directive and the Regulation were adopted simultaneously, but 
whereas the Directive gives the Member States a period of two years to 
transpose it into national law, the Regulation is instead directly applicable 
in all Member States 20 days after its publication in the Offi cial Gazette.  

7.2     FROM THE COMMISSION’S PROPOSAL 
FOR A DIRECTIVE TO THE IV AML DIRECTIVE 

 With the approval and adoption by the European Parliament of the revised 
Fourth AML Directive, major changes were introduced also in respect to 
the gambling sector. 

 The European legislators have taken into account the specifi cities of this 
business, extending the scope of the new Directive to all gambling services. 

 The long introduction to the text indicates the reasons which prompted 
the Community legislature to a new intervention in the gambling sector 
given that, in particular, the use of gambling services for laundering of 
proceeds of criminal activity is becoming increasingly widespread, and, 
more generally, the EU legislation in this matter is today excessively com-
plex, stratifi ed, and poorly harmonized. 

 Indeed, it should be pointed out that gambling services fall within the 
scope of Article 56 of the Treaty on the Functioning of the European Union 
(TFEU) and are governed by the rules and regulations on the  provision of 
services. This term encompasses a wide range of service activities to which 
individuals may have direct access by electronic means, such as:

 –    online sports betting;  
 –   casino games;  
 –   media games;  
 –   promotional games;  
 –   gambling services operated by and for the benefi t of recognized 

charities and non-profi t making organizations;  
 –   lotteries.    
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 Within the context of online games, the preparation and provision of 
hardware and software technological platforms that allow players to make 
bets at a distance, via the Internet or other telecommunication network, 
are used to:

 –    to offer consumers services of gambling;  
 –   to allow consumers to bet or gamble against other consumers 

(e.g. betting exchanges or poker online);  
 –   as a distribution technique (e.g. to purchase lottery tickets).    

 The Fourth Directive proposal was introduced to:

 –    STRENGTHEN the Internal Market by reducing complexity 
across borders;  

 –   SAFEGUARD the interests of society from criminality and ter-
rorist acts;  

 –   SAFEGUARD the economic prosperity of the EU.    

 These objectives also involve the public gaming sector for the con-
tinued and increasing importance and attention devoted to it by both 
national governments and entrepreneurs. The former are working con-
stantly to ensure greater legality and control, also in order to preserve 
the tax revenues derived from them; the latter consider the differences in 
regulatory legislation in the various countries as opportunities to increase 
the supply with the consequent increase of business volumes and revenue 
opportunities. 

 The achievement of these objectives can only be ensured through 
greater consistency with the EU and international approaches and, accord-
ingly, greater consistency between national rules and regulations that will 
require a certain degree of fl exibility in their implementation. 

 Internationally, the vulnerabilities of the system for the prevention 
of money laundering in the gaming sector were highlighted, in a 2009 
report,  1   by the FATF, regarded as a reference on a global scale in the fi eld 
of standards against money laundering and terrorist fi nancing. 

 Moreover, at Community level, the Green Paper on online gambling 
in the Internal Market  2   was published in March 2011,  3   followed by the 
Communication from the Commission of 23 October 2012.  4   

 The IV Directive builds on the above studies and intends to implement 
the Recommendations adopted by the FATF and, in some respects, goes 
further in that it extends the FATF requirements and provides additional 
safeguards in the gambling sector as well. 
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 The text adopted in plenary session confi rms the extension of the scope 
of the new Directive to all public gambling services, allowing appropriate 
supervision that the Member State will decide to apply to them, for trans-
actions amounting to  EUR  2000 or more. 

 The Commission itself in making an impact assessment  5   of the previ-
ous Directive, has analysed inter alia the negative economic impacts and 
instability of the fi nancial market as possible consequences of money laun-
dering and terrorist fi nancing, and has come to the conclusion that one of 
the viable options to improve the situation is the introduction of a require-
ment for Member States to carry out a risk assessment at the national level 
and take measures to mitigate risks. 

 This has led to the application of a risk-based approach to fi ght in a 
more targeted way the risks related to money laundering and terrorist 
fi nancing. The importance of a supranational approach to risk assessment 
has been recognized internationally since such approach constitutes an 
application of the broader principle of proportionality and aims to maxi-
mize the effectiveness of company controls (safeguards), rationalize the 
use of resources, and reduce the burden on recipients. 

 Moreover, in proven low-risk circumstances, Member States are allowed 
to exempt certain gambling services from some or all of the requirements 
laid down, in strictly limited and justifi ed circumstances, with the excep-
tion of casinos which will not in any way benefi t from exemptions. Such 
exemptions in any event will be subject to a specifi c risk assessment. 

 These conclusions were reached after the Committee on Economic and 
Monetary Affairs and the Committee on Civil Liberties, Justice and Home 
Affairs of the European Parliament had approved the Joint Legislative 
Resolution to the then Proposal for a Directive.  6   

 Of the numerous proposed amendments concerning gambling to the 
Proposal for a Directive, only four were adopted.  7   

 The common denominator of the various proposals for legislative changes 
was the principle of safeguarding and maintaining public order that the use 
of the gambling sector for the purpose of laundering the proceeds of crimi-
nal activity could undermine and therefore create major problems, regard-
less of the types of games concerned. However, emphasis was also placed 
on the importance of their specifi cities and their particular vulnerability to 
money laundering techniques. For this reason, it was deemed necessary, 
during amendment debate, to envisage appropriate and specifi c arrange-
ments for each of three categories: casinos, providers of gambling services 
and online gambling, as well as providers of other gambling services. 
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 Nevertheless, some of the amending proposals approved focused atten-
tion on the need to distinguish between gambling services with a high risk 
of being used for money laundering purposes and those for which such 
a risk is extremely low. To this end, Member States should be allowed to 
evaluate the need for further tests and research to understand the nature 
and extent of risks in the different areas of gambling, which should, obvi-
ously, be treated differently. An example is that of casinos that should 
ensure that customer due diligence, if it is taken at the point of entry to the 
premises, can be linked to the transactions conducted on those premises. 

 It must in fact be considered, as was done by those who proposed this 
last legislative amendment, that, although there are risks in some gambling 
activities, in the absence of thorough testing, the inclusion of the entire 
gambling sector can be ineffi cient and disproportionate. The FATF itself 
has stressed that any legislation should be based on risk and that some 
activities are regarded as lower risk based on national risk assessments. 

 In this regard, we can say that in the case of supply of gambling services 
with high payouts, there is a greater risk that they could be used for money 
laundering; this is particularly true in the case where the gambling services 
have high event frequency, their success does not depend solely on chance, 
and it is possible to place very high stakes in a short time. This is the reason 
for the introduction of an obligation for all providers of gambling services 
to conduct customer due diligence, on a regular basis or even enhanced, 
for single transactions (bets and winnings) of  EUR  2000 or more, and in 
any case when the average payout percentage exceeds 90 %. Here, then, 
for State gambling operators with low average payout percentages and in 
any case not exceeding 55 %, an obligation has been envisaged to conduct 
customer due diligence for the winnings of  EUR  2000 or more; moreover, 
casinos must ensure that customer due diligence, carried out at the point 
of entry to the premises, can be linked to the transactions conducted on 
those premises. 

 The amendment concerning the above was based on the fact that the 
Commission’s proposal did not distinguish the gambling offers with a 
higher risk of money laundering from those with a lower risk, and this 
was in stark contrast to the risk-based approach that is the basis of the 
proposal, and now of the Directive. 

 The emphasis, in fact, should have been placed on those games that, 
owing to their high payout percentages and other characteristics included in 
the amendment, are of interest for those who intend to launder money. This 
shall not apply to the State gambling operators with low payout percentages. 
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 On 5 June 2015, the Fourth Directive was published in the  Offi cial 
Journal of the European Union .  

7.3     PUBLIC GAMES AND THE INNOVATIONS 
OF THE FOURTH AML DIRECTIVE 

 After numerous interventions in the fi eld of gambling, both at Community 
level and at international level, it was considered necessary, as fully detailed 
in the previous paragraph, with respect to the revision of the Third AML 
Directive, to also extend the scope of gambling since the removal of barri-
ers in the internal market, on the one hand, facilitated the creation and the 
development of legitimate activities in the EU, on the other hand, offered 
and still offers a number of occasions to criminal activities to infi ltrate in 
order to carry out laundering and try to conceal or disguise their true 
nature, source, or ownership of property so as to convert the latter into 
seemingly legitimate proceeds. What’s more, factual elements indicate that 
the application of the Third Directive limited to only physical and  online  
casinos has exposed other areas of gambling to exploitation by criminals. 

 According to the report approved by the Financial Security Committee 
(FSC) in July 2014, entitled “National analysis of the risks of money laun-
dering and terrorist fi nancing” (National Risk Assessment, NRA), the 
gaming industry has often represented a huge fi nancing resource to orga-
nized crime to invest proceeds in purchasing casinos and registering the 
latter in a straw man’s name. The aim is either to draw substantial profi ts 
from alteration of game rules to limit gambler’s chance of winning and 
from adoption of tricks to reduce the amount of tax withdrawals, or to 
redeploy illegal capital into the economic system by shielding that illegal 
capital behind the apparent winning and by realizing operational schemes 
which might also conceal abusive lending and usury. 

 In regard to the above, the Court of Justice  8   has confi rmed that the 
provision of games of chance or gambling is an economic activity of a 
special nature, where restrictions may be justifi ed for reasons of overriding 
general interest such as consumer protection, fraud prevention, the fi ght 
against money laundering, and the preservation of public order and health; 
any restrictions imposed thereto need to comply with those provided for 
by the TFEU, such that they must be proportionate to the objectives pur-
sued and must not be discriminatory. 

 The European Parliament in its Resolution of 10 September 2013  9   enti-
tled “Online gambling in the internal market” points to the fact that online 
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gambling is a non-cash-based environment and that—given the dependency 
on third party fi nancial service providers—additional safeguards against 
money laundering are needed. To this end, a close cooperation between 
national gambling authorities, national police and national enforcement 
authorities in preventing criminal activity should be implemented. 

 Those are the principles and reasons which prompted the Member 
States and the expert group to urge the Commission to accept the pro-
posal to extend the provisions of the Third AML Directive for including 
all forms of gambling and ensuring that any transaction suspected of being 
potentially connected to money laundering or other criminal activity is 
reported in accordance with the provisions of the then Third Directive. 

 The aim of the Fourth Directive, in fact, was to reinforce obligations 
with regard to customer due diligence, by improving the accessibility and 
intelligibility of legal framework in order to have adequate controls and 
procedures permitting a better customer knowledge and understanding of 
the nature of the activities carried out by the customer himself. 

 The same proposal already extended the scope of the obligations with 
regard to customer due diligence to all those persons supplying goods 
or providing services against cash payment of fi nancial transactions larger 
than  EUR  7,500—rather than  EUR  15,000 as in the past (although in the 
version fi nally approved the threshold is still  EUR  15,000, except for occa-
sional transactions carried out by persons and settled in cash amounting to 
a maximum threshold of  EUR  10,000)—as well as to public gaming opera-
tors carrying out fi nancial transactions larger than  EUR  2,000, whether 
the transaction is carried out in a single operation or in several operations 
which appear to be linked. 

 It remains, therefore, the requirement to carry out the customer due 
diligence, in any case, regardless of the threshold, exemption or deroga-
tion in all cases of suspected money laundering or terrorist fi nancing as 
well as in case of doubts about data obtained during a previous identifi ca-
tion of the customer. 

 Following the fi nal approval of the text by the Commission and the 
European Council, it can be observed how the European legislators have 
achieved the aim and have taken into account the specifi cities of this 
business—the gambling services—thus allowing appropriate supervision 
that the Member State will decide to apply to public gaming services for 
transactions amounting to or higher than  EUR  2,000, but without any 
exemption for casinos. The text adopted in plenary session confi rmed the 
extension of the scope of the new AML Directive to all public gambling. 
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 If compared to the previous text, the Fourth Directive still provides 
for “providers of gambling services” in Article 2(1) among the obliged 
entities to which the Directive shall apply, but in paragraph 2 it is more-
over provided for a possible exemption of low-risk providers from obliga-
tions on the basis of the proven low risk posed by the nature and, where 
appropriate, the scale of operations of such services, with the exception 
of casinos. Decisions about exemptions shall also take into consideration 
the degree of vulnerability of the applicable transactions, including with 
respect to the payment methods used. Any decision shall be notifi ed to 
the Commission, together with a justifi cation based on the specifi c risk 
assessment. The Commission shall communicate that decision to the other 
Member States. 

 For this reason, Recital 21 states that the use of an exemption by a 
Member State should be considered only in strictly limited and justi-
fi ed circumstances, and where the risks of money laundering or terrorist 
fi nancing are low. 

 Casinos have always been the most used place by organized crime to 
launder money through the mechanism of purchase of gambling chips in 
large quantities in order to play, but then only using a small quantity of the 
same or even not using them at all. 

 The purpose of these transactions is to convert gambling chips into 
money and simultaneously be issued by the casino a document certifying 
the winning; but, organized crime even prefer to acquire direct control 
of a casino by declaring black money as income from gambling business. 

 It is clear from the above that there is a high risk of money laundering 
for casinos and consequently it is also clear the reason why it is impossible 
to exempt them from the application of the new AML Directive. 

 The new Directive also considers another sector of special interest that 
is, the  online gambling , then, not only the “ online casinos ” as provided for 
by the Third Directive, but the whole industry of  online  games including 
poker, bingo, betting exchange, which are available both on the com-
puter and on smart phones and tablets. The most attractive factor of  online  
game is defi nitely its profi tability; the latter is proven by an increase in the 
number of legitimate online sites which have a jurisdictional license to 
conduct their activities as well as of unauthorized sites far more numerous 
than to the fi rst ones. 

 The focus on  online gambling  is due to the intrinsic risk that  online  
gaming platforms may become an instrument for money laundering. This 
risky scenario applies mainly to  online gambling :



THE EFFECTS OF NEW RULES ON GAMBLING 87

    (a)    as it generates a large number of transactions and cash fl ows;   
   (b)    as it is not a physical product, thus making cash fl ow and the transi-

tion from real to virtual money less traceable. UIF  10   reminds that 
the so-called virtual currency,  11   more and more common, is a digi-
tal representation of value that is accepted—on a voluntary basis—
as a means of payment to purchase goods and services. It can be 
transferred, stored, or traded electronically. Virtual currency is 
issued neither by a central bank nor by a public authority, it does 
not constitute legal tender, or is similar to electronic money. There 
are different types of virtual currencies. In today’s world, there are 
over 500 types: the most common is “Bitcoin”;  12     

   (c)    moreover, in many jurisdictions, the winnings are not taxed (exclud-
ing Italy). 
 The elements described above make  online  game websites very 
attractive for money laundering purposes; there may exist two sce-
narios at this end:
 –    to bet on  online gambling  websites using the money to be laun-

dered, which is then “cleaned”. As these transactions often take 
place offshore, tougher local regulations do not allow to increase 
the chance of identifying the transactions themselves;  

 –   or to use the games in a “ player-to-player ” mode, thus allowing 
the transfer at will of the money to be laundered through fi cti-
tious play challenges. The “ tax free ” nature of the winnings is a 
further advantage on many websites.       

  It is also necessary to consider that most websites, either authorized 
or not, allow players to make deposits and withdrawals of money even 
through unauthorized banks. This circumstance, along with the various 
available methods of deposit/withdrawal, leads to a scenario where money 
laundering becomes anything but a remote possibility. 

 Those who are willing to use  online gambling  for illicit purposes have 
three weapons at their disposal: anonymity, settlement procedure (through 
anonymous communication systems on the internet—VPN, proxy serv-
ers, TOR) and ancillary services or the so-called  mixer  or similar services 
which allow players to buy virtual currency anonymously or to disguise the 
origin of their capital. 

 Conversely, among the physical network gambling forms, VLT 
machines and fi xed odds  13   betting have very signifi cant vulnerabilities—
signifi cant specifi c risk and very signifi cant vulnerability—because they can 
be used for the purpose of laundering operations. 
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 Reports of anomalies related to the use of VLT machines are increas-
ing. Most of the reports relate to the existence of recurring winners at 
the same provider points: the frequency of winnings in hands of the same 
entities might be a signal of the existence of a secret market of winning 
tickets. Within such a market, the recyclers would buy tickets from the 
actual winners against a larger compensation. Other cases concern a pos-
sible distorted use of VLT machines: after the insertion of banknotes, they 
may deliver winning tickets even in the absence of an effective wagering 
of a stake, thereby facilitating the laundering of funds of suspicious origin. 

 The sector of sports betting agencies is also of special interest to the 
organized crime involved in money laundering. Buying the winning tick-
ets represents the traditional means to launder money. In this case, the 
lucky winner attracted by the offering of an amount larger than the win-
ning, is induced to deliver the winning ticket to the organized crime that, 
in turn, obtains legal income. However, it may even be the case that the 
organization decides to bet large amounts (through multiple operations) 
on all possible outcomes of a sporting event so as to secure a substantial 
payout, although being an amount lower than the wagering of a stake. 

 From a subjective standpoint, the inclusion of providers of gambling 
services (for transactions amounting to or exceeding  EUR  2,000) among 
the obliged entities to which the new Directive shall apply is a signifi cant 
innovation since the Third Directive, in Article 2, provided for the applica-
tion of the same directive only to “casinos”, intended as the physical place 
reserved to gambling. 

 With respect to the meaning of “providers of gambling services”, the 
Fourth Directive, in Article 3(14), establishes that  ‘gambling services’ 
means a service which involves wagering a stake with monetary value in 
games of chance, including those with an element of skill such as lotteries,… 
and betting transactions that are provided at a physical location, or  online 
and those games in which the random element is prevalent (e.g. poker 
games). Actually, the nature of poker games and skill games is generally 
quite controversial because, although the Directive expressly qualifi es both 
as gambling, it is the player’s skill that prevails on risk most of the times. 
The player may at any time withdraw, change the combination of cards in 
his possession, and/or destabilize his opponents with moves such as  bluff  
or  all in . Lotto (the so-called  lottery ) and betting pools are excluded from 
the list referred to in Article 3(14) of the new Directive since they are of 
low risk for AML purposes. 
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 Another aim of the new Directive is to affect again the obligations of 
customer due diligence since it has been deemed necessary to increase 
clarity and transparency of its rules, in order to have adequate controls 
and procedures to enable a better understanding of the customer and the 
nature of the activities he carries out. In this regard, Article 11(d) extends 
the above obligation to providers of gambling services at the time win-
nings are realized, when wagering of a stake is placed, or in both cases 
when a transaction amounting to or larger than  EUR  2,000 takes place, 
whether the transaction is carried out in a single operation or in several 
operations which appear to be linked. 

 Following a comparison with the previous Third Directive, Article 10, 
paragraph 1, and despite a similar content, it is to be noted that the cur-
rent framework is broader and more general because it refers to different 
types of gambling and not only to casinos. 

 And just because of the limited range of the Third Directive, and fol-
lowing what was regulated by the second paragraph of the above men-
tioned Article,  casinos subject to State supervision shall be deemed in any 
event to have satisfi ed the customer due diligence requirements if they register, 
identify, and verify the identity of their customers immediately on or before 
entry, regardless of the amount of gambling chips purchased.  

 Continuing to analyse the various innovations, it is certainly to be high-
lighted the one included in Article 47, paragraph 1, concerning the obliga-
tion for Member States to provide that also “ providers of gambling services 
be regulated ” and, paragraph 2, concerning the obligation  to ensure that the 
persons who hold a management function in the entities referred to in para-
graph 1, or are the benefi cial owners of such entities, are fi t and proper persons . 

 The new Directive introduces new measures in order to ensure effec-
tive transparency of benefi cial ownership. There is a need, even among 
providers of gambling services, to identify any natural person who exer-
cises ownership or control over a legal entity, and although a specifi ed 
percentage shareholding or ownership interest does not automatically 
result in identifying the benefi cial owner, it should be one evidential fac-
tor among others to be taken into account. In fact, the need for accurate 
and current information on the benefi cial owner is a key factor for the 
tracing of criminals who might otherwise conceal their identity behind a 
corporate structure. 

 In this regard, it should be emphasized that organized crime is gaining 
substantial gaming market share whose revenues (including the legal ones) 
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are growing exponentially. There are many varied and creative criminal 
ways to become part of the “game”. Infi ltration of casinos’ management 
companies and betting spots, which lend themselves in a “legal” way to be 
“laundries” for laundering of black money. 

 The phenomenon is more widespread in the fi eld of  online  gambling, 
considering that the number of  online  casinos is so high that local authori-
ties fi nd it extremely diffi cult to control, not to say monitor, their activi-
ties. Just to realize the extent of the phenomenon, in the year 2014, there 
were approximately 104 international jurisdictions governing a total of 
2734 gambling websites on the Internet for at least one type of betting, 
and it is estimated that there are at least 25,000 gambling websites around 
the world which are not regulated. 

 Last but not the least, is the provision in Article 48, paragraph 3, stating 
that  in the case of credit institutions, fi nancial institutions, and providers 
of gambling services, competent authorities shall have enhanced supervisory 
powers . 

 This latter provision is a big innovation as to the gambling sector and is 
closely associated with the risk-based approach, which characterizes the entire 
Directive and that meets the need for Member States to identify, understand, 
and mitigate the risks of money laundering and terrorist fi nancing. 

 Certainly, the emphasis posed on a risk-based approach calls on 
Member States for increased orientation on the factors to be taken into 
account when applying the customer due diligence, as either simplifi ed 
or enhanced obligation, and the approach to supervision performed on a 
risk-sensitive basis.  

7.4     A FEW REFLECTIONS 
 In light of the above, it may be surely asserted that the new AML Directive 
defi nitely enhanced the EU protection against money laundering and ter-
rorist fi nancing by allowing greater solidity, integrity, and stability of the 
fi nancial system. 

 As a matter of fact, and considering the constant evolution of the risks 
of money laundering and terrorist fi nancing, it is essential that the EU as 
a whole be able to react in a robust but fl exible way. 

 As to gambling services, the review process carried out by the 
Commission and concluded with the approval of the Fourth Directive 
has tried to overcome the concerns highlighted by the different parties 
involved in the application of the previous Directive, by introducing more 
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robust rules able to address the risks and make the EU legislature a leader 
with respect to international standards. 

 It should, however, be considered that if, on the one hand, the intro-
duction of more targeted and risk-sensitive rules should ensure greater 
effectiveness, on the other hand, this type of approach—which involves 
the nature of the relationship, the constant control, and the detection of 
suspicious transactions—is hardly applicable to the game sector because 
it assumes a player’s familiarity not comparable to the one credit institu-
tions and/or fi nancial institutions have in general. Moreover, to avoid this 
inconvenience, the new Directive does not provide for specifi c instruc-
tions, easily accessible and usable by the operators to assess their degree of 
“risk” in the fi eld of gambling. In addition, the number of available data 
relating to the game is rather less than the number of available data of 
credit institutions and/or fi nancial institutions; for example, it seems dif-
fi cult to request game operators to supply their customers with a question-
naire containing information relevant to their employment, family, and/
or economic status. 

 In this regard, it would have been appropriate that the Directive had 
established not only criteria for complying with customer due diligence but 
also suitable instruments such as the obligation for supervisory authorities 
to make access to the information systems of those authorities issuing data 
and documents (e.g. identity card and tax identifi cation number) available 
to operators. 

 On the contrary, in the  online  gaming industry, it may be suitable that the 
Directive be applied only to those games potentially high-risky with respect 
to laundering as those ensuring an average return on winnings higher than 
80 %, thus excluding, as it is the case in Italy, betting pools, Lotto, and lot-
teries (the latter listed as gambling in Article 3(14) of the Directive). 

 With exclusive reference to  online  games where there is the physical 
presence of the player and the payment can be made only with traceable 
instruments, it is to be pointed out that in the case of payments made 
by credit card or prepaid card, the gaming operator is not able to know 
if the card holder is actually the player or if the card is stolen or cloned. 
Therefore, it would be advisable that indicators of anomaly (the so-called 
 Key Indicators ) be arranged by the competent authorities in consultation 
with the operators themselves and implemented as appropriate by each 
subject according to their specifi c operations. 

 A further critical issue can be observed in the fi eld of exchange of 
information to which the Fourth Directive dedicates special provisions 
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which confi rm and reinforce the main tools available to the EU Financial 
Intelligence Unit (the ‘EU FIUs Platform’).  14   As to the gaming sector, it 
would be appropriate that information be exchanged not only between 
the various FIUs of the Member States or between them and other third 
countries but also between FIUs and gaming operators with the aim of 
improving the analysis of anomalous behaviours in order to prevent fraud 
for the sake of players and public interests. 

 A defi nitely relevant aspect of the new Directive is certainly the intro-
duction of the principle that allows Member States to exempt low-risk 
gambling operators. Nevertheless, it will be necessary that national leg-
islators address the most signifi cant aspects because, although it is true 
that low-risk individual types of game/sectors should not be subject to 
obligations relating to money laundering, it is also undeniable that the 
customer due diligence requirements should not be the only pivot on 
which the fi ght against laundering of proceeds from illegal activities can 
rest. As suggested by the Commission, it would be appropriate to carry 
out a monitoring of the entire supply chain, also through the incentive to 
the use of payment instruments which are alternative to cash money for all 
kinds of game, even land games. 

 Lastly, the impact that the new Directive will have on costs should not 
be neglected. Certainly, the implications will be very different depending 
on the positions of the various stakeholders. 

 The most important cost factors are those connected to compliance 
with the legislation on money laundering and related to the initial one-off 
costs relating to the introduction of new systems, training, consulting, and 
so on. In particular, for the gambling sector that has not been considered 
within the scope of the money laundering rules so far, but that will have to 
apply these rules in the future. In fact, in some Member States only “tra-
ditional” casinos have so far fallen within the scope of national standards. 

 In any case, despite the observations above, the implementation of the 
Fourth AML Directive across all gambling sectors will ensure to achieve 
greater compliance with the system at Community level, and therefore 
internationally, to combat money laundering and to maintain a level play-
ing fi eld within the EU. 

 From now on, the most important task will be up to Member States 
that will have to make an extra effort to ensure that the Directive be imple-
mented with rules that can be easily applied and interpreted, but most of 
all enacted as part of a greater uniformity and harmonization between the 
different interests of operators acting at Community level.  
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                 NOTES 
     1.    Faft Report—“Money Laundering and the Terrorism Financing in the 

Securities Sector”, October 2009.   Cf.:   http://www.fatf-gafi .org/media/
fatf/documents/reports/ML%20end%20tf%20in%20the%20securities%20
sector.pdf       

   2.    Cf.:   http://eur.-tex.europa.eu/legal-content/EN/TXT/PDF/?url=CELEX:
52012DC0596&from=EN       

   3.    Green Paper of the European Commission of 24 March 2011 on online 
gambling in the Internal Market [COM (2011) 128 fi nal—Not published 
in the Offi cial Journal] whose purpose was to launch an extensive public 
consultation on all relevant public policy challenges and possible Internal 
Market issues resulting from the rapid development of both licit and unau-
thorized online gambling offers directed at citizens located in the EU.   

   4.    Cf.:   http://ec.europa.eu/internal_market/services/docs/gambling/comm_
121023_onlinegambling_it.pdf       

   5.    Available at:   http//ec.europa.eu/internal_market/company/fi nancial-
crime/index_en.htm       

   6.    “Proposal for a Directive of the European Parliament and of the Council 
on the prevention of the use of the fi nancial system for the purpose of 
money laundering and terrorist fi nancing”, Strasbourg, 5 February 2013—
COM/2013/045 fi nal—2013/0025 (COD).   

   7.    Amendment 128, by Jean-Paul Gauzès and Sophie Auconie (EPP); 
Amendment 129, by Graham Watson, Bill Newton Dunn and Nils Torvalds 
Party (ALDE); Amendment 130, by Markus Ferber, Manfred Weber and 
Frank Engel (EPP); Amendment 131, by Peter Simon (S&D).   

   8.    In this regard, see Case C 275/92 Schindler, paragraphs 57–60; Case C 
124/97 Läärä and Others, paragraphs 32 and 33; Case C-67/98 Zenatti, 
paragraphs 30 and 31; Case C-243/01 Gambelli and Others, paragraph 
67; Case C-42/07Liga Portuguesa, paragraph 56; Joined Cases C 316/07, 
C 358/07 to C 360/07, C 409/07 and C 410/07, Markus Stoß and 
Others, paragraph 74; Case C 212/08, Zeturf Ltd, paragraph 38; Case 
C-72/10 Florida, paragraph 71; Case C 176/11 Hit Larix, paragraph 15; 
Joined Cases C 186/11 and C 209/11 Stanleybet and others, point 44.   

   9.    P7_TA(2013)0348—“Online gambling in the internal market”—
European Parliament resolution of 10 September 2013 on online gam-
bling in the internal market (2012/2322(INI)).   

   10.    FIU for Italy—Bank of Italy Eurosystem—document title “Anomalous use 
of virtual currencies”, available at   https://uif.bancaditalia.it/       

   11.    The nature and the characteristics of current virtual currencies are described 
analytically in the following documents available online: 
 EBA Opinion on ‘virtual currencies’ of 4 July 2014:   (  http://www.eba.
europa.eu/documents/10180/657547/EBA-Op-2014-08+Opinion+on
+Virtual+Currencies.pdf    );   FATF Report, Virtual Currencies, published in 

http://www.fatfgafi.org/media/fatf/documents/reports/ML and TF in the Securities Sector.pdf
http://www.fatfgafi.org/media/fatf/documents/reports/ML and TF in the Securities Sector.pdf
http://www.fatfgafi.org/media/fatf/documents/reports/ML and TF in the Securities Sector.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0128:FIN:it:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0128:FIN:it:PDF
http://ec.europa.eu/internal_market/services/docs/gambling/comm_121023_onlinegambling_it.pdf
http://ec.europa.eu/internal_market/services/docs/gambling/comm_121023_onlinegambling_it.pdf
http//ec.europa.eu/internal_market/company/financial-crime/index_en.htm
http//ec.europa.eu/internal_market/company/financial-crime/index_en.htm
https://uif.bancaditalia.it/
http://www.eba.europa.eu/documents/10180/657547/EBA-Op-2014-08+Opinion+on+Virtual+Currencies.pdf
http://www.eba.europa.eu/documents/10180/657547/EBA-Op-2014-08+Opinion+on+Virtual+Currencies.pdf
http://www.eba.europa.eu/documents/10180/657547/EBA-Op-2014-08+Opinion+on+Virtual+Currencies.pdf
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June 2014:   (  http://www.fatf-gafi .org/media/fatf/documents/reports/
Virtualcurrency-key-defi nitions-and-potential-aml-cft-risks.pdf    );   ECB—
Virtual Currency Schemes of October 2012:    (  http://www.ecb.europa.
eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf    )   

   12.    Bitcoin is an electronic money invented in 2009 by an anonymous known 
by the pseudonym Satoshi Nakamoto, implementing his idea presented on 
the Internet in late 2008. Conventionally, the term  Bitcoin , capitalized, 
refers to the technology and network and the term  bitcoin , lowercase, 
refers to the unit of account. Unlike most traditional currencies, Bitcoin 
does not use a central repository: it uses a database allocated among net-
work nodes that keep track of the transactions, and uses encryption to 
manage the functional aspects such as generating new currency and the 
assignment of ownership of bitcoin. The Bitcoin network allows the pos-
session and transfer of anonymous coins; information needed to use bit-
coins can be stored on one or more personal computers in the form of 
digital “portfolio”, or kept at third parties that perform functions similar 
to a bank. In any case, bitcoin can be transferred over the Internet to any-
one with a “bitcoin address”. The peer-to-peer system of Bitcoin network 
and the lack of a central repository make it impossible for any authority, 
governmental or not, to block the network, seize bitcoin to the legitimate 
owners or devalue it by creating new currency.   

   13.    The fi xed odds betting on sporting and non-sporting events depends upon 
the type of sport or event on which you bet. With reference to football 
matches, for example, the ability to wager varies greatly from the classical 
“1 × 2” to the correct score of a match, the outcome for the fi rst half, the 
number of goals above or below a pre-set number and many other types of 
results. Bets may be “single” that is, relating to a single event, or “multi-
ple” when a bet is placed on a combination of events; in the latter case, the 
share of the winning is equal to the product of the individual odds offered 
for the outcomes indicated for each event. The wagering of a stake is placed 
at sports agencies, sports shops, and corners. The minimum cost of a fi xed 
odds betting is  EUR  1.00 and the minimum amount to be bet is  EUR  3.00. 
Bets originating a winning larger than  EUR  10,000 are not placeable. 
Parimutuel betting differs from fi xed odds betting in that it is a betting 
system in which all bets of a particular type are placed together in a pool 
which represents the payoff. Accepted wagers are as follows: 
 –     single: the prediction of the bettor indicates the occurrence of 

more predictable outcomes of the same event;  
 –   plural: the prediction of the bettor indicates the occurrence of 

more predictable outcomes of an event;  
 –   multiple: the prediction of the bettor indicates the occurrence 

of one or more predictable outcomes of several events.    

http://www.fatf-gafi.org/media/fatf/documents/reports/Virtualcurrency-key-definitions-and-potential-aml-cft-risks.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Virtualcurrency-key-definitions-and-potential-aml-cft-risks.pdf
http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf
http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf
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 The amount of the payout is the multiplication between the quota 
and the single wager.   

   14.    The Directive formally recognizes the FIU Platform of the EU (EU FIUs’ 
Platform), active since 2006 as an informal group used to exchange views 
and facilitate cooperation among the FIUs of the Member States. A spe-
cifi c legal basis recognizes the important role played by the Platform for 
the development of common policies and clarifi es its mandate. This man-
date will be pursued through the development of advice for the implemen-
tation of the provisions applicable to FIUs and to the reporting agents, and 
coordination for the development of international cooperation.        
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