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Abstract. Recently, more and more enterprises and individuals have
moved their data into the cloud. To meet this practical requirement, this
paper addresses how to establishes a bridge between role-based access
control (RBAC) and cloud storage in order to fully preserve investment
in existing RBAC systems. We present a new scheme for secure migrat-
ing the resources from RBAC systems to cloud storage. This scheme
takes full advantage of RBAC, which provides a well-designed and easy-
to-manage approach for accessing cloud resources without user inter-
vention. This scheme, called Partially-ordered Hierarchical Encryption
(PHE), which implements the partial-order key hierarchy, similar to role
hierarchy in RBAC, in public-key infrastructure. In addition, this con-
struction provides traitor tracing to support efficient digital forensics.
The performance analysis shows that our construction has following fea-
tures: dynamic joining and revoking users, constant-size ciphertexts and
decryption keys, and lower overloads for large-scale systems.

Keywords: Security + Encryption - Cloud storage - Partial order -
Key hierarchy - Traitor tracing

1 Introduction

In recent years, more and more enterprises and individuals have moved their
data, such as personal data and large archive system, into the cloud. Cloud-
based storage could be particularly attractive for consumers by providing on
demand capacity, low-cost service, and long-term archive. Furthermore, cloud
services have brought great convenience to people’s lives because consumers can
access applications and data from the cloud anywhere in the world on demand.

However, there exist some obstacles for migrating the resources in informa-
tion systems, especially for an amount of existing RBAC systems, into the public
cloud. One of these obstacles is the security of migrated resources. Several recent
surveys [1] show that 88% potential cloud consumers worry about the privacy
of their data, and security is often cited as the top obstacle for cloud adoption.
Unfortunately, traditional security mechanisms, such as access control technol-
ogy, are not suitable for the cloud environment due to the outsourcing-service
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characteristics of cloud storage and the untrusted or honest-but-curious assump-
tion of cloud service providers. On the other hand, the protection of the out-
sourced data against illegal redistribution via traitor’s illegal decoders (or illegal
decryption softwares) has become increasingly important due to huge potential
commercial value of data stored in cloud.

In order to solve this issue, attribute-based encryption (ABE) [2-6] has been
proposed in the recent years. Although ABE is a powerful tool which meets a
variety of application requirements, the current ABE schemes cannot fulfill the
requirements for the existing RBAC systems owing to lack of support for partial
ordering relations. It is well-known that RBAC is an industry recognized and
widely adopted access control model. In this model, role hierarchy (RH) is an
important notion, which reflects organization’s lines of authority and responsibil-
ity. Mathematically, role hierarchies are partial orders. Unfortunately, this kind
of partial ordering relation still cannot be implemented in the existing ABEs.
Therefore, it is necessary to develop a new RBAC-compatible encryption scheme
to support the secure migration from RBAC systems into the cloud.

To construct a cryptosystem compatible with RBAC model [7], several
schemes for hierarchical key management (HKM) have been designed [8,9]. These
existing schemes have following common features: 1) each user has a secret-key
sk; corresponding to a role ¢; in RH; 2) there exists an efficient way to derive a
descendant’s key sk; from the own key sk; in accordance with the partial order
relation ¢; = ¢; in RH; and 3) key derivation can be implemented under the
precondition of the existence of an one-way function.

Existing schemes can effectively derive the keys with the help of partial order
structure. However, such kind of derivation process has following problems:

— A role may be assigned to multiple users who share the same secret-key. That
means there is no way to distinguish those assigned users; and

— The secret-key derivation is not able to support additional function, such as
the traitor tracing, in terms of digital forensics for group-oriented cryptosys-
tem.

To address these problems, it is necessary to design a construction for hierarchical
cryptosystems, considering the new features provided by some recently proposed
cryptography technologies, such as IBE [2], HIBE [10] and ABE [11]. In such a
construction, a user secret-key must be unique and is accompanied by the user
identity. In addition, the derivation of secret-key in such a construction should
be avoided. To this end, we introduce a new hierarchical key structure using the
public-key settings. Our construction can achieve following functions:

— Each role is assigned with a public-key (called role-key) in RBAC, and there
exists a derivation function on these public-keys in accordance with RH;

— Each user has a unique identity and private key, which retain his/her role
information, but the derivation of secret-key is prohibited; and

— Such a key structure can be used to establish some important security mech-
anisms, such as encryption, signature, revocation, and traitor tracking.
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One compelling advantage of our key structure is that it can be seamlessly
integrated into the existing RBAC systems. Consequently, an RBAC system can
directly use the public role-key to encrypt resources in terms of users’ assigned
roles, and then the users owned the senior roles can use their privacy-keys to
decrypt the encrypted resources. This kind of cryptosystem can be used for secure
migrating the resources from existing RBAC systems to cloud. Other potential
applications of our solution include email encryption system (EES), privacy preser-
vation for peer-to-peer (P2P) data sharing, and encrypted file system (EFS).

Table 1. Comparison of several key management methods with user management *

Stateful schemes Stateless schemes
LKH [12] CS [13] LSD [14] Our Works
Cryptography | symmetric-key symmetric-key symmetric-key pubic-key
settings
User key O(logn) O(logn) O(log'*< n)® O(1)
storage
Encryption O(nt/*ye O(loglogn) O(logn) o(t+ %)
cost
Average O(tlog(n/t)) O(tlog(n/t)) o(t) O(t + ) fixed
band-
width
Worst case min(tlog & 4+ t,n —t) | min(tlog &,n —t) min(4t —2,n —t) |t + X fixed
band-
width
Traitor O(logn) O(logn) O(tlog(n/t)) O(log() + %)d
tracing
Key-updating | high moderate low not modify
complex-
ity
where, ¢ n is the total number of users, t is the number of revoked devices, and m is the average

number of users in a subset. ® € is any number > 0. © k is a parameter which mean the number of
stratified subsets to obtain a reasonable computation cost, i.e., when n is less than one trillion,
nt/® < logn. 4 references the preference evaluation.

Our Contributions. In this paper, our objective is to establishes a bridge
between RBAC and secure cloud storage in order to fully preserve investment
in existing RBAC systems. To meet this goal, our core task is construct an
effective RBAC-compatible cryptosystem for cloud data encryption. This kind of
cryptosystem takes full advantage of RBAC, which provides a well-designed and
easy-to-manage approach for accessing cloud resources without user intervention.
To achieve our task, we present a new cryptosystem, called as Partially-ordered
Hierarchical Encryption (PHE) with traitor tracing. The major contributions of
this work are summarized as follows:

— We provided a practical Partially-ordered Hierarchical Encryption (PHE) con-
struction, which not only has semantic security and secure key hierarchy, but
also supports following features: stateless receivers, dynamic granting, tight
security, and a large number of users;
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— We given a full security analysis of our cryptosystem, including semantical
security under chosen plaintext attacks. More important, our scheme satisfied
a new security definition of key management, called secure key hierarchy,
against privilege attack and access attack; and

— We provided traitor tracing mechanism based on key hierarchy, which has
great practical significance to preserve the integrity and validity of long-term
cryptosystems and to prevent the leakage of cloud outsourced data via illegal
decoders (or illegal decryption softwares).

In addition, our PHE scheme provides several new secure features, such as public
user label, constant-size user key storage, O(log(n)) tracing, lower computational
costs and communication bandwidths.

Table 1 shows a comparison of our scheme and some broadcast encryption
schemes including Logical Key Hierarchy(LKH) [12], Complete Subtree(CS) [13],
Subset Difference(SD) [15], and Layered Subset Difference(LSD) [14]. Although
some existing public-key schemes have adopted the hierarchical structure, this
comparison does not consider them due to the reason that they do not have a
unique key assigned to eash user, and therefore cannot achieve the features of
traitor-tracking. From Table 1, it is obvious that the performance of our scheme is
substantially better than existing methods with respect to transmission, storage,
computation, and traitor tracing costs.

Organization. The rest of the paper is organized as follows. Section 2 describes
the research background and the definition of key structure. In Sect. 3, we address
our PHE scheme for cryptographic access control on RBAC. Section 4 describes
the traitor tracing mechanism, for digital forensics. The results of security analy-
sis is showed in Sect. 5, respectively. We summary the related workin Sect. 6. We
conclude and discuss the future work in Sect. 7.

2 Background and Definition

Given a secure key hierarchy ¥ = (C, E, K) and the total number n of classes,
we can define a (t,n)-Partially-ordered Hierarchical Encryption (PHE), which
ensures a content provider to securely transmit a message to a subset of autho-
rized users under the assumption of at most ¢ collusion. More formally, a (¢, n)-
PHE scheme with a security parameter s is a 6-tuple of probabilistic algorithms
(Setup, Join, Encrypt, Decrypt, Trace) described as follows:

1. Setup($2,s,t): Takes as input a partial-order hierarchy (2, a security para-
meter s and a maximal collusion number t. It outputs a main encryption key
pko as the starting point of cryptosystem, a set of public parameters P!, and
a master key mk as the manager secret.

2. Join( P, mk,c; or u; ;): Includes two sub-algorithms:

! The signature of P can be generated avoid tampering.
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— Join( P,mk, c; ): Takes as input the manager secret mk and a group iden-
tifier ¢;. It generates an encryption key pk; and some public parameters
pp; as the description of this class. P = P U {pp;} is made public.

— Join(P,mk,u; ;): Takes as input the manager secret mk and a user
identifier u; ;. It outputs a user key sk; ; = (lab; ;,dk; ;). P = PU{lab; ;}
and sk; ; is sent to u; ; securely.

3. Encrypt( P,pk;, M ): Encrypts a message M using the public key pk; and
outputs a ciphertext C;.

4. Decrypt( P, sk; j,Ci): Decrypts a ciphertext Cj using a decryption keys dk; ;
and outputs the message M, if u; ; € ¢; and ¢; = cy.

5. TraceP(P,pk,mk): Suppose an adversary uses k user keys R =
{ski, j1, - ,8ki, ;. } to create a decryption box D. As an oracle algorithm
on D, it takes as input pk, mk, and can determine at least one key in the
collusion R.

A tracing algorithm is said to be "Black Box’ if the decoder D can only be
queried as an Oracle but not opened to reveal its internal keys. The scheme is
said to be ’t-resilient’ if there is an effective cryptosystem with the collusion of
at most ¢ keys. Note that, the four algorithms (Setup, Join, Encrypt, Decrypt)
are used to realize basic cryptographic access control under RBAC model, and
the algorithms T'race provide traitor tracing for digital forensics.

3 PHE Scheme for Access Control

3.1 Proposed PHE Scheme

Given a secure key hierarchy 2 = (C, E), a security parameter s, and the maxi-
mal coalition size t. Let G4 be a group of prime order ¢ and log, ¢ > s. One can
take as G, the subgroup of Z5 of order g, where p is a large prime with g|p — 1.
Let g €r Z;, be a generator of Gy.

1. Setup(§2,s,t): The manager chooses t random integers aq,---,a; €
Z; to construct a random polynomial f(x) = St aat (mod q)
with degree ¢. It therefore randomly chooses ¢ integers wxq,---,x;
to generate (1, f(x1)), -+, (zt, f(x¢)). Tt makes the parameters P =
{p.q, (x1,g7®V), - (x;,9/))} public. Without loss of generality, we
assume that ¢y be only the senior-most class in (2. It chooses a random integer
S0 €r Zq for co as its secret, so that the random polynomial f(z) is replaced
by po(x) = s0+ > i_; @iz’ (mod g). It then uses (w1, po(z1)), -+ , (x4, po(w1))
to generate an initial encryption key:

pko = (g, 20,0, (z1,20,1), "+, (1, 20.¢), To) (1)
= <gygp0(0)’ (xlagp()(rl))a I ('rt’gp()(m))v ®>
where, z9; = gPo(®) = g% . gf@) (mod p) is computed from P and Ty =

() denotes a null initial control domain. The system manager keeps mk =
{s0,a1," - ,as} secret.
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2. Join( P, mk,c; or w; ;): which includes two forms:

(a) Join( P,mk,c;): To generate pk; and pp; of ¢; € C, the manager assigns
the random s; € Zg4 for ¢; as its secret. For V¢, € C' and ¢; <q ¢, it
computes t;; = g(st=si) (mod p) as the public parameter of this relation,
and then defines pp; = {t;1}c,<,c, as the set of all relations which directly
dominate ¢;. Finally, it appends s; and pp; into mk and P respectively,
ie., mk=mkU {s;} and P = P U pp;.

The encryption key pk; in ¢; can be computed from the polynomial
pi(x) = s; + f(x). In terms of mk and P, the manager has

pki = (9,20, @k, 2ik) jo—1, Ti) (2)
= <g7 gpi(O)a (:L‘kn gpi(xk)ﬁq:h T‘Z>;

where, T; is a set of all relations in T ¢;, i.e., Ty = {tj1}e; crctes,c;<aci-
(b) Join(P,mk,u;;): To generate sk; ; of u; ;, the manager computes the
random polynomial p;(z) = s; + f(z) (mod ¢) by using the secret in
mk. It generates a new random integer z; ; €r Z, and sends sk;; =
(x;,5, pi(xs ;) to the user via a secret channel, where lab; ; = z; ;, dk; ; =
pi(xi,j)a and P=PU {labi,j}.
3. Encrypt( P, pk;, M ): For a session key ek € GqQ, the user randomly chooses a
random number r € g Z,, and then computes the ciphertext by pk; as follows:

Ci = <h7 Si7 (xka hi,kﬁc:la TZ> (3)

= <gr7 ek - Z:,Ov (xka Z;k)i:lv {t;c],kg }tkl,kz GTi>'

where, h; = sz (mpd p)7 Uy kg = tzl,k%, anq T} = {t%, k» ttx, n,eT: denotes
a control domain which includes all relations in T ¢;.

4. Decrypt( P, sk; ;,Ci):
After receiving a cipher-text C; = (h, Sy, (g, hik)h_q, {t;ﬁ,kg}tkl,kzeTl% the
user computes the following equation by the private key sk; ; = (x; j,y; ;) if
we hold u; ; € ¢;, ¢; X ¢, and

RYi.i-Ao(@i,5) szl hl/\z(ﬂfi,j)
et @)

Uc, (ski,j) =
: (Hckl -<dck2EA(l,i) t;ﬁ,kg

where, \g(z; ;) = H;:O,l;ék 72— (mod g) is the coefficient of Lagrange inter-
polation polynomial® for {zo = x; ;,z1, -+ ,2¢}, and A(l,7) = {cg, <a Ck, :
Chky» Cky € T'(1,4)} denotes the set of direct dominations on an arbitrary path
between ¢; and ¢;. It therefore can obtain the plaintext ek = S;/Ug, (ski ;).

2 The plaintext (ek or M) must be converted into an element of G, see ElGamal
encryption system.

3 Given a set of ¢t + 1 different data points (xo,%0), - - - , (¢, y:), the language interpo-
lation polynomial is a linear combination L(z) = Zz':o y;Aj(z) where the coefficient

Ni(z) =TT “—%i Here, we set = 0 to compute L(0).

1=0,i=j x;—x;
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Before going further, we briefly show that the encryption scheme is valid by

gpz(ng)AU(aﬁ ])TH _ gpl(xk) Ak(“z])r
) Xo(z;)

UC (Ski,j) =
l (Hck1—<dck2EA(l Z) k] ko

gpz('ﬂz ]) )\O(T1 J)TH gpl(Tk) )‘k(xz J)

chl <dChy eA(l,z)(sk2 =8k ) Ao (@i, 5)T

g
ng‘(Iz‘,j)')\n(Ii,j)'T H’l;=1 gPZ(Ik)'M(l’i,j)'T

g(Si*Sl)')\O(wi,j)'T
t
= gn@ig)ro(@ig)r H gPH (@R Ak (i)
k=1
ToZTig Zk oPL(Ek) Ak (o) | ) — gpl(o)'T — Zlio' (5)

where s; —s; = ch1<dck2€A(l,i)(sk2 — 8k, ) (mod ¢q) for an arbitrary path I'(, )
between c¢; and ¢;*, and py(z; ;) = s; + f(zi ;) = pi(wi ;) — (si — s1) (mod gq).

3.2 Further Discussion

In fact, the above process is also constructed from bottom (junior-class) to top
(senior-class). In the case of many senior-most classes, the Setup algorithm is

still available. Without loss of generality, we assume that cél) (2), e ,c(l) are [

() ¢ (4)

senior-most classes in §2. Then, it chooses a random integer sy’ €r Z4 for ¢’ as

the secret of this class, such that it constructs [ random polynomials, pé )( ) =
(Z) + Z p—1 @x®, where i € [1,1]. Finally, the encryption key is generated:

k() (g,z(()g),(:rl,zé )1) o ,(xt,zéig),T@

5

= <gvgp0 (0)7(x17gp0)($1))’_._ (.13,5 gp())(xf)) ®>a

where, g7 (#1) = g% g/@%) (mod p).

In order to share information, the encryption keys pk,, of junior-most classes
are usually made public, which is called the main encryption key, e.g., for a
enterprise management system, if the encryption key of “Engineering Dept” class
is used to send the message, all employees are able to decrypt it by their own
private keys. Moreover, the storage ratio of encryption keys is also an important
feature considering a number of classes in the large-scale organizations. We, of
course, expect that it is as low as possible. Since p;(z) = (s;—s;) +pi(z), the user
can generate pk; by using a known pk; and public parameters P for i # j. For
example, the user can compute her/his own encryption key pk; from a junior-

most encryption key pk, by E = HCj-<dCIEA(7L,i) tji=g
g% ~* (mod p) and

cj=ger€A(n,i) (Sl_sj) —

* For the different pathes, we have the same polynomial p;(x) = s; + ZZ=1 a;z’,
because p;(z) = (si — si—1) + (Si—1 — Si—2) + -+ + (81 — s1) + pi(x) for any path
SiySi—1,""" 381, S5].
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pki = <g7 Zi,Oa (xk:a Z’i,k)gg:la E> (6)
= <ga Zn,0 * T’iv (Ik, Znk Ti)i:la Tz>7

where, zp STy = gPe(@R) L gsisn = gpilTr) (mod p), and T; is found from P in
terms of Eq. (2). Therefore, the user only needs to store an encryption key pk;
and a private key sk; ; = (label; ;, dk; ;).

The key hierarchy is saved in public parameters P, irrespective of the user
private keys, so that the public parameters can be merely modified dynamically
to support the change of the key hierarchy.

4 PHE Scheme for Traitor Tracing

It is very hard for the adversary to directly break a cryptosystem with prov-
able security, but the adversary could make other means to break it. It is well-
known that “the easiest way to capture a fortress is from within”. Based on the
same idea, the collusion attack between the adversary and some corrupted users
(called traitors) is such an internal attack for group-oriented cryptosystem. In
this attack, the adversary may have access to a set of legitimate user’s secret
keys to decrypt the ciphertext. In order to withstand such attacks, traitor trac-
ing is introduced in the recent years. Usually, the traitor tracing algorithm is
an effective detection approach to find out the corrupted users from a group of
authorized users based on a found pirate decoder. We prefer that the tracing
algorithm is only able to access any pirate decoder as a black box and perform
the tracing based on the decoder’s response on different input ciphertexts.

The traitor tracing is an efficient mechanism to support digital forensics in
the existing group-oriented cryptosystems. Some tracing schemes have also been
proposed via the polynomial interpolation method in the recent years. We here
propose a new traitor tracing scheme for our partial-order key hierarchy on the
basis of these existing schemes. This algorithm only needs to know the public
label label; ; of users rather than their private keys. Note that, traitor tracing, as
a way of digital forensics, has a precondition where the adversary cannot forge
an 'unused’ key to avoid tracing. We will prove that this attack is infeasible
for our scheme. We now turn our attention to the tracing algorithm from the
following two aspects:

4.1 Single-Key Tracing

The single-key tracing algorithm focuses on finding the traitors of collusion one
by one. It is easy to find that at most ¢ users cannot forge a new unused key in
the corrupted class, such that we can find all traitors only if we search all used
keys in this class. For such a collusion attack, we can use the revocation-based
algorithm to construct a ciphertext, revoked by the suspicious key, into the illegal
decoder. If the decoder does not work, this revocation-based key includes at least
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a traitor. Otherwise, we search other users in this subset. Finally, we can find
all traitors. To improve the performance, we can check out ¢ suspicious keys at
the same time. Hence, the searching complexity is O(m/t), where m is the total
number of users in a security class or a group of users.

Many tracing algorithms [16] have noticed that a certain linear combination
of sky,--- ,sky, is also a 'new’ private key, but in this case the adversary is not
confined to the original decryption algorithm to build a decryption box. In such
a case, this ’single-key’ is not a new key but a linear combination of some keys.
For such a decoder, we can construct an encryption key, which includes t user
keys, and search all combinations among the keys in this subset. Hence, the
searching complexity is O((,!))-

4.2 Hierarchical Tracing

The hierarchical tracing algorithm is a more efficient method to find the traitors
in terms of partial-order key hierarchy. According to the property of threshold
cryptosystem, our proposed scheme is a t-resilient encryption based on CDH
assumption in the honest classes, showing that the traitors cannot collude to
forge a new key outside the corrupted classes. This property gives us an advan-
tage for constructing the tracing algorithm.

In contrast to single-key tracing, we can first go through each class ¢; in a key
hierarchy ¥ to locate the suspicious classes of the traitors, and then use single-
key tracing algorithm to find the actual traitors in every class. In terms of this
idea, given an illegal decoder, we present a black-box traitor tracing algorithm
based on the key hierarchy, which involves two steps: subtree searching and subset
traversing, as follows:

V1. Subtree searching: Given a key hierarchy ¥, we start from ¢; <« ¢, (the

junior-most class) in C' and run the following processes from bottom to top:

S1. Randomly selects ¢ unused shares (z1,z2,---,x¢) and constructs an
enabling block:

Ci= (g ek- grpz‘(O)’ (Z'k,grpi(mk))izl’ {t;,l}tj,zeTi>'
S2. Sends (C;, E(ek, M)) to the decoder.
S3. If the decoder can return correctly the message M, we consider ¢; as a suspi-
cious class and run V1 by ¢; < ¢; for Ve; <4 ¢, otherwise, repeat V1 by a
sibling node of ¢;.

V2. Subset traversing: Let (c},ch,- -+, c},) be the set of suspicious subset by V1,
for each ¢} in this set, we run the following processes:

T1. Chooses any m user’s labels in ¢} at random, {z;1, - ,Zim}, m < t,

and then randomly selects ¢ — m unused shares, (vi,ve, -+ ,Vi—m), and

constructs an enabling block:
C{ _ gr, ek - grl’i(o), (xi’j, g”’i(””i,y'))?]?@:l7
d (Vg grpi(vk))z—:ql, 0 ’

T2. Sends (C!, E(ek, M)) to the pirate decoder.
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T3. If the decoder does not output correctly M, we consider the set of label,
{zi1, - ,Zim}, as a set of traitors and decrease the number of key of
this set to run T1. Otherwise, repeats T1 until no more users.

Therefore, our tracing algorithm improves computation complexities and
searching times as a result that key hierarchy divides the users into a large
number of classes in the key hierarchy. Especially, in the worst case, the com-
plexity of subtree searching is O(logn) time queries, where n is the number of
classes.

5 Security Analysis

We define the security of PHE scheme in terms of a family of security games
between a challenger and an adversary. The partial-order hierarchy (2 and system
parameters P are fixed, and the adversary is allowed to depend on them. The
users can be divided into two categories: the honest users and the corrupted
users, so that a set of corrupted users R is built. The responsive classes is called
as honest classes C'; or corrupted classes Cs, in which the corrupted users can
access all encrypted messages. Sometimes, there exist many honest and corrupted
users in the same class. We first define a general model against collusion attacks:

1. Initial: The challenger B constructs an arbitrary partial-order hierarchy (2,
and then runs Setup({2,s,t) to generate the partial-order key hierarchy ¥
and initial public parameters P, and sends them to the adversary A.

2. Learning: A adaptively issues n times queries q1,--- , g, to learn the infor-
mation of ¥, where ¢; is one of the following:

— Honest class/user query (u;; € R): using Join(P,mk,c; or u; ;), B gen-
erates a class/user label (pp;, pk;, labi,j) and sends lab; ; to A.

— Corrupted class/user query (u; ; € R): B generates a class (pp;, pk;) with
the corrupted users, or a user label lab; ; and a decryption key dk; ;, and
returns (lab; ;,dk; ;) to A.

A ends up with a key hierarchy ¥ (include P,pk;) and a collusion set
{skij}u, ,er- Note that the decryption query is unnecessary because A can
use the corrupted key to generate it.

3. Challenge: A chooses two equal length plaintexts My, M; € M and appoints
a classes ¢; on which it wishes to be challenged. B picks a random bit
b € {0,1} and sends the challenge ciphertext C; = Encrypt(P, pk;, M) or
Revoke(P, pk;, My, R;) to A. where, R; denotes all corrupted users in ] r;.

4. Guess: A outputs a guess b € {0,1}. A wins if b = b/, and otherwise it loses.

There are several important variants for this game:

— In a game for chosen plaintext attack (CPA), the adversary A may not issue
the corrupted user queries and decryption queries during the learning phase.
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— In a game for user’s private key attack, the challenger B may not issue the
challenge ciphertext during the challenger phase. The adversary A returns a
forged private-key in polynomial time during the guess phase.

— In a game for unauthorized access attack, by which user can exceed its author-
ity, we hold the above game.®

We denote by Adve a(t,n) the advantage of adversary A in winning the
game:

Adve a(tm) = 3 [PrlAs(C) = b] — Pr[A(C) # ]

— [PriAg(c) = 1] - %

We say that a PHE is (¢,n)-secure if for all setup parameter P and all proba-
bilistic polynomial-time adversaries A, the function Adve 4(t,n) is a negligible
function of s.

Semantic security is a widely-used security notion in a public-key encryp-
tion scheme. Informally, it requires that it is infeasible to learn anything about
the plaintext from the ciphertext. This security requirement is also fit for PHE
scheme. We show that our encryption scheme is semantically secure agaist chosen
plaintext attack (IND-CPA) under the Decision Diffie-Hellman (DDH) assump-
tion as the following theorem:

Theorem 1. The proposed (t,n)-PHE scheme is semantically secure under cho-
sen plaintext attacks assuming the difficulty of Decisional Diffie-Hellman (DDH)
problem in Gy.

Obviously, semantic security is not enough to satisfy the security requirement
of “I:n” encryption scheme. It is important to consider all types of potential
attacks when we attempt to design the key hierarchy and broadcast scheme.
The security of key hierarchy must assure that the adversary cannot gain any
advantage by analyzing public-keys, ciphertexts, and user’s private keys. There
exist two strategies to attack the PHE scheme:

1. Privilege Attack: it focuses on changing the privileges of the granted users or
getting the keys of the other users. This attack also involves two ways:
— Collusion attack for corrupted classes, in which the corrupted users in
R = {u;, j,},_, wish to forge a (new or unused) key in {c¢;,, - ,¢;,}
(called as the corrupted classes). The aim of this attack is to avoid tracing
and frame the innocent users.
— Collusion attack for honest classes, in which the corrupted users in R =
{wiy j, }i_; wish to forge a (new or unused) key in C'\{¢;,,--- ,¢;, }. The
aim of this attack is to change the privileges in partial order hierarchy.

5 This game may be more strict than the other two games.
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2. Access Attack: it focuses on gaining the advantage of adversary to break the
cryptosystem or extending the range of access by the collusion of corrupted
users, especially gaining the advantage to break the revocation-based algo-
rithm.

We would like to adopt appropriate technologies to prevent the above attacks,
but the collusion attack is unavoidable in the way of technology because the
traitor has been a granted user before s/he is not found. Thus traitor tracing
is an efficient method to frighten the collusion attack. However, we must ensure
that the traitors cannot forge an ‘unused’ key to avoid tracing but leave some
‘foregone’ clue of evidence to find them. We present such a definition for Secure
Key Hierarchy (SKH) as follows:

Definition 1 (Secure Key hierarchy). A (t,n)-PHE scheme (S,J,E,D) is
said to have a secure key hierarchy (C, E, K) satisfying the following conditions:

1. Validity: for any member u; ; in c; € C, the session key ek can be efficiently
computed from By and sk; j, where ¢; < ¢;. Then for every pair (pky, sk; ;) in
the range of G(1™) and every sequence M,,, |M,| < poly(n),

1

. — >1— .

Pr [D(skij, E(pki,Mpn)) = M,] > 1 )]’

m denotes negligible or megligibly small, which means that the absolute
value is asymptotically smaller than any polynomial bound.

2. Privilege attack: for any set R C {wiy ji, -, Win, jm s |Rl < ¢, it is com-
putationally infeasible to compute sk; ; of a user u;; ¢ R and the (public)
encryption key pk. Then for every probabilistic polynomial-time algorithm A,
every polynomial p(-), and all sufficiently large n,

APk, {ski g u,, jyer) = shig | _ 1

(7)

Pr ; 8
: Skiz,jl ¢ {Sk’i,j}uil,jleR |p(n)| ( )
where, pk = P U {pk;}c,cc-
3. Access attack: for any set R C {u;, j,, - i, 4.} |R| <t, it is computa-

tionally infeasible to gain the advantage to break the revocation-based algo-
rithm from the collusion set R and any ciphertexts C; = 5ﬁw (M,,), where
ER denotes revocation-based algorithm on R and M, is a sequence with
|M,| < poly(n). Then for every probabilistic polynomial-time algorithm A,
every pair of polynomially-bounded functions f,h : {0,1}* — {0,1}* (see
[17]), every polynomial p(-), and all sufficiently large n,

P | (PG EL 0 g, )

{skij}tu; er
pkvh(Xn)7 _ 1
< Pr {A <{Ski,j}ui,jeR =Xy | + oIt

Where, f(X,,) denotes the information that the adversary tries to obtain from
the plaintext X,, and h(X,) denotes a priori partial information about the
plaintext.
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In this definition, the condition 3) aims at the risk of revocation-based mech-
anism and puts forward this security requirement (tighter than Theorem 1),
which conforms to the definition of ’semantic security’ besides the additional
key information {sk; j}., ,cr for a set of revoked users R. As is well known, the
encryption scheme is semantically secure if and only if it has indistinguishable
encryptions (see Theorem 5.2.5 in [17]). So, we replace Eq. (9) with the following
equation

Pr[ (k. {skij}u ers Eply Xn) = 1= | _ 1
PrlA(pk, {ski i b er £, (Ya) = 1] | = p(m)]

such that it is easier than ever to prove the security of scheme against access
attack. According to this definition, we can prove the following theorem.

(10)

Theorem 2. The proposed (t,n)-PHE scheme has a secure key hierarchy satis-
fying Definition 1 against the privilege attack and the access attack.

In the proof of this theorem, the security against privilege attack includes
two cases: privilege attack for honest classes and one for corrupted classes. The
proofs of the above-mentioned theorems were omitted due to space limitations.®

6 Related Work

For a large-scale group-oriented communication, broadcast encryption was first
considered [18] in 1991 and, subsequently, formally defined by Fiat and Naor [19]
in 1994. Since then, it has become one attractive topic in cryptography commu-
nity. In symmetric-key setting, only trusted system designer can broadcast data
to the receivers. However, the public-key scheme, first introduced by Boneh et al.
in 1999 [20], can publish a short public key, which enables anybody to broadcast
data, thus overcome the deficiency of symmetric-key setting. Also, Boneh et al.
have done massive work in the development of group-oriented encryption, e.g.,
Boneh, Sahai, and Waters [21] propose a fully collusion resistant traitor tracing
with ciphertexts of size O(y/n) and private keys of size O(1) in 2006, where n
is the total number of users. However, these work did not take into account the
hierarchy structure.

Boneh and Franklin proposed the first fully identity-based encryption (IBE)
[22] in 2001, in which the public key can be an arbitrary string such as an
email address. Unfortunately, IBE does not support broadcast function unless
some members can share the same private-key when they hold the same iden-
tity. According to this idea, Boneh et al. provided a hierarchical identity-based
encryption (HIBE) system to support an organizational hierarchy [23], but this
kind of hierarchy must be a tree structure and cannot provide identity-based
revocation and tracing due to the global sharing of hierarchical identity/privacy-
key for all users. In addition, attribute-based encryption (ABE) is also considered

5 The interesting readers may read the full proofs in the website: crypto.ustb.edu.cn.
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as an effective group communication method [24], but the existing ABE schemes
have not yet been able to support the hierarchical structure.

For cryptosystems on the partial order relation, Akl and Taylor put forward
a simple scheme to solve multilevel security problem in 1982. In 2005, Kim [25]
proposed a new key management system for multilevel security using various
one-way functions. In 2008, Chung [26] proposed a method based on the elliptic
curve cryptosystem and one-way hash function to solve dynamic access prob-
lems. Another related field is hierarchical key management with time control.
For example, in 2002, Tzeng proposed a time-bound scheme based on Lucas
function [27], but it is insecure against collusion attacks by Yi and Ye. Another
similar schemes based on the tamper-resistant device and the hash function were
proposed by Chien [28] in 2004 and Bertino et al. [29] in 2008. Although these
work support real-time broadcast with time control rather than common access
control and digital forensics, their hierarchy techniques are worth learning for
hierarchy managements. In 2007, Santis et al. summarized and provided sev-
eral provably-secure hierarchical key assignment schemes based on an existing
schemes [30].

7 Conclusion and Future Work

In this paper we construct an effective RBAC-compatible cryptosystem for cloud
data encryption. In our future work, we are planning to introduce a compre-
hensive role-based cryptosystem to support various secure mechanisms, such as
encryption, signature, and authentication. Also, we would investigate a more
efficient cryptosystem to realize massive-scale conditional access control systems
for the practical RBAC applications of large-scale organizations.
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