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Abstract. Safety case development is highly recommended by some
safety standards to justify the safety of a system. The Goal Structuring
Notation (GSN) is a popular approach to construct a safety case. How-
ever, the content of the safety case elements, such as safety claims, is in
natural language. Therefore, a common understanding of the meaning of
a safety claim may be difficult to reach. Consequently, the confidence of a
safety claim can be misplaced. In this paper, we propose to use an SBVR-
based controlled language to support safety case development. By using
the controlled language, the ambiguities caused by natural language can
be mitigated. Furthermore, an SBVR editor for building a vocabulary
and a GSN editor with vocabulary support are developed. Finally, a case
study has been carried out to show the benefits of using the controlled
language for safety case construction.

Keywords: Safety case - SBVR - Controlled language + Conceptual
model

1 Introduction

A safety case is a well-structured argument for justifying that systems are safe.
A safety case is defined as: “a documented body of evidence that provides a
convincing and valid argument that a system is adequately safe for a given
application in a given environment” [6]. It is used to show that a system, service
or organization will operate as intended for a defined application in a defined
environment. In some international safety standards, explicit safety cases are
required for safety-critical systems. For example, ISO 26262 [13] in the automo-
tive domain and DO 178C [4] in the avionic domain, stimulate the use of safety
cases to demonstrate the product safety [24]. Besides, MOD Def Stan 00-55 [21]
for safety-critical software in defense equipment requires producing safety cases
with explicit safety requirements. Due to these characteristics, a safety case must
be represented in a correct and understandable structure. Thus, the safety case
should be carefully developed and defined.
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There are mainly two ways to document a safety case: textual and graphi-
cal. For textual safety case documents, the logic and structure of a safety case
are implicit [2]. This could bring inconsistencies and confusion, and thus the
understandability of the safety case can be harmed. For graphical safety case
documents, the Goal Structuring Notation (GSN) has been proposed for repre-
senting the argument structure [14]. It provides a number of graphical symbols
to assist the development of safety cases. By using GSN, the structure of a safety
case is explicit and clear. However, as more and more users (argument readers
and writers, such as safety engineers, or safety assessors) are involved in safety
case development, shared understanding of the meaning of safety case elements
are important. If the shared understanding is missing, the confidence of a safety
case can be misplaced.

To address this, some research has been done on the understandability of
safety arguments. In [12], assured safety arguments are proposed as a clear argu-
ment structure to demonstrate how to create clear safety arguments. Besides,
in [11], a precise definition of the context in GSN arguments is proposed to
achieve a better understanding. However, the content of a safety case element
is still documented in natural language. The ambiguities caused by natural lan-
guage are still unsolved.

In our previous research, we proposed a methodology to use an Semantics
of Business Vocabulary and Rules (SBVR) based controlled language [23] to
support the development of clear safety arguments [18]. By using a controlled
language, all the concepts (noun concepts and verb concepts) in a safety case are
well-defined in an SBVR vocabulary. Argument readers can check the definitions
or examples of those concepts to get a shared understanding of them. In this
way, the understandability of safety arguments can be improved. However, the
process of our previous methodology can only be done manually. To address this
issue, in this paper we propose a model transformation to generate SBVR, vocab-
ularies from EMF conceptual models. This reduces the manual work involved in
vocabulary development. Moreover, we built two editors to facilitate the safety
case construction. An SBVR editor is implemented for modifying or creating a
vocabulary, and a GSN editor is developed to enable argument writers to edit
GSN elements in the controlled language. Finally, we carried out a case study to
show the benefits of using the controlled language for construction safety cases.

The remaining paper is organized as follows: Sect.2 introduces GSN and
SBVR. Section3 presents the three main phases in our vocabulary-based
methodology for safety case development. Section 4 shows a case study on two
existing safety cases. Section 5 discusses the related work of this paper. Finally,
Sect. 6 summarizes our conclusions and future work.

2 Background

In this section the basic information used in the remainder of this paper is
discussed. We give a brief description of Goal Structuring Notation (Sect.2.1)
and Semantics of Business Vocabulary and Rules (Sect. 2.2).
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2.1 Goal Structuring Notation

Goal Structuring Notation (GSN) is a graphical notation which is widely recom-
mended for presenting safety cases [15]. It provides a clear and well-structured
argument in terms of basic graphical elements, such as goals, solutions and strate-
gies. As mentioned before, safety standards such as ISO 26262 (automotive)
and DO 178C (avionic), require documentation of safety cases for safety-critical
systems, and GSN provides the standard format to document the safety cases
graphically. The most stable and referenced documentation of GSN is called GSN
Community Standard [3]. Some elements of the standard GSN are introduced in
Fig. 1.

Goal Strategy Assumption of Constraint
Justification
AlJ
—_—T
Undeveloped Goal Context Supports
IS
In context of

Fig. 1. Some elements of the Goal Structuring Notation.

2.2 Semantics of Business Vocabulary and Rules

Semantics of Business Vocabulary and Rules (SBVR) is a standard business-
focused specification proposed by the Object Management Group (OMG) in
2008 [23]. Tt is designed for domain experts to capture business rules in a formal,
structured and understandable language. It consists of a highly flexible structure
that can capture and define most of the subtle intricacies of the natural language.
The SBVR specification defines, among others, a metamodel to develop models
of business vocabulary (comparable to conceptual models) and business rules
(comparable to constraints that should be enforced). Figure 2 shows the relevant
subset of the SBVR metamodel regarding the concepts presented in this paper.
The definitions of some of the main concepts in SBVR specifications [25] are:

Vocabulary, a set of noun concepts, verb concepts, as well as various specialized
concepts such as categorizations.

Concept, a unit of knowledge created by a unique combination of characteris-
tics.

Rule, a proposition that is a claim of an obligation or necessity.

Business Rule, a rule with a business focus.

In this paper, all SBVR examples are given in SBVR Structured English
(SSE), which is introduced in SBVR Annex C [23]. The font styles used in this
paper are shown in Table 1. Note that, for the font style of Name, we use the
same font style as Term.
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Fig. 2. Extract of the SBVR metamodel.

Table 1. Font styles and color with formal meaning used in this paper.

SSE Concepts | Font Style ‘ Color ‘ Denotes
Term Underlined | Green | Noun concepts or Individual concepts
Verb Italic Blue Verb concepts

Other linguistic symbols used
Normal | Orange O
for definitions and statements

3 Methodology

Based upon our previous approach, we propose a vocabulary-based semi-
automatic approach for constructing safety cases. An overview of our current
approach is shown in Fig.3. There are three phases: Conceptual Phase (P1),
Vocabulary Phase (P2), and Modeling Phase (P3). In the conceptual phase (P1),
a conceptual model of the target domain will be manually built from scratch [19]
or semi-automatically refined from other conceptual models [17]. The conceptual
model is used as an input for the vocabulary development. The metamodel that

Table 2. Mapping between EMF and SBVR concepts.

EMF concepts SBVR concepts
Class General concept
Enumeration literal Individual concept
Attribute Role

Association Verb concept
Generalization/Enumeration | Categorization
Multiplicity Necessity
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] Integrate SBVR editor
Model Transformation into safety case editor

Standard/Project
[ Conceptual Model SBVR Model Safety Case

Conceptual Phase (P1) Vocabulary Phase (P2) Modeling Phase (P3)

Fig. 3. An overview of our methodology.

we use for describing conceptual models is an Ecore metamodel. After the cre-
ation of the conceptual model, a model transformation is applied to transform
the conceptual model from an EMF format to an SBVR specification. Then in
the vocabulary phase (P2), users (argument writers) can build their own vocab-
ulary based on the generated SBVR model. Note that, users can also skip the
previous phase and start by creating a new SBVR vocabulary. Finally, in the
modeling phase (P3), the vocabulary is used to facilitate safety case construction.
The details of these three phases are described in the following subsections.

3.1 Conceptual Phase: From Conceptual Model to SBVR Model

As a preparation phase, the main goal of the conceptual phase is to make the
domain knowledge explicit and develop a common understanding. As a result, the
development of a conceptual model was proposed in [18]. A conceptual model
represents the main terms and their relations that need to be considered for
safety cases. As mentioned before, to facilitate the formulation of safety cases,
a model transformation is introduced to transform a conceptual model in the
EMF format to the SBVR format. The definition of this model transformation is
created based on a mapping between the concepts of those two formats (Table 2),
and implemented in the Epsilon Transformation Language (ETL) [16]. Finally
the conceptual model in SBVR can be used as an input for an SBVR vocab-
ulary in the vocabulary phase. Note that, in our previous research, an SBVR
vocabulary can be only built during vocabulary phase.

To demonstrate our current approach and show the improvement on our pre-
vious approach, we selected the same example as in the previous study. Figure 4
illustrates a simple EMF schema, which is derived from the industrial ISO 26262
metamodel presented in [26]. It represents the relations between Malfunctioning
Behaviour, Hazard, and Functional Safety Requirement. Besides it includes an
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[ H Hazard E MalfunctioningBehaviour ]
{ = description : EString [0.7] triggers J
[1..1] drivesFrom
v @ ASIL
{Q FunctionalSafetyRequirement ] = ASILA
_ — ASIL_B
= asil : ASIL =ASIL_A - ASIL.C
— ASIL_D

Fig. 4. A part of ISO 26262 metamodel in EMF.

enumeration type, ASIL. By applying the model transformation, an SBVR rep-
resentation of the original conceptual model can be generated. All concepts are
categorized into noun concepts and verb concepts. For our example, there are
ten noun concepts (three instances of General Concept, one instance of Catego-
rization, four instances of Individual Concept, and two instances of Role) and
two verb concepts (instances of Association) derived from the EMF model. Some
of the noun concepts and verb concepts are shown in Figs. 5 and 6 respectively.
In these two figures, Concept Type represents the type of a noun concept or a
verb concept, while Source shows the traceability information.

3.2 Vocabulary Phase: Creating Vocabulary with an SBVR Editor

To support safety case development, the generated vocabulary needs to be
checked by domain experts or refined with additional safety-related concepts.
In this phase, an SBVR editor is developed to support argument writers to
build their own vocabulary. As mentioned before, the vocabulary can be a new
construction or a modification of an existing one. The detailed information of
our SBVR editor will be described in this section.

Main Functions of the SBVR Editor. The main functions of the SBVR
editor include a vocabulary editor and a rule editor. The vocabulary editor
enables users to define noun and verb concepts, while the rule editor enables
users to define SBVR rules with the vocabulary. In our SBVR editor, the “noun”
font represents general concepts, individual concepts, roles and categorizations
whereas the “verbd” font represents verb concepts. Besides, there are two types of
keywords defined in our editor: default keywords and structural keywords. Note
that, all keywords are predefined. The default keywords are keywords defined in
the SBVR specification. They are displayed in “ ” font style, for exam-
ple, ” and “ ”. The structural keywords are implemented for
the structure of a vocabulary or the characteristics of noun and verb concepts.
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Noun Concepts
= MalfunctioningBehaviour

Source : "From Eclass MalfunctioningBehaviour”
Concept Type : general concept

= Hazard
Source : “"From Eclass Hazard"

Concept Type : general concept
Necessity : Each Hazard has exactly one description .

= FunctionalSafetyRequirement

Source : "From Eclass FunctionalSafetyRequirement"

Concept Type : general concept

Necessity : Each FunctionalSafetyRequirement has exactly one ASIL .
= ASTL

Concept Type : categorization
- description

Source : "From Attribute : description in Eclass Hazard"
Concept Type : role
= ASIL_A

General Concept : ASIL
Concept Type : individual concept

Fig. 5. An example of SBVR Noun concepts generated from EMF concepts (screenshot
of our editor).

Verb Concepts :
= MalfunctioningBehaviour triggers Hazard
Concept Type : association
= FunctionalSafetyRequirement is_derived from Hazard
Concept Type : association
S Necessity : Each FunctionalSafetyRequirement is derived from at least one
Hazard .

3

Fig. 6. An example of SBVR Verb concepts generated from EMF concepts (screenshot
of our editor).

They are shown in a gray font style. For instance, in Figs. 5 and 6, “Noun Con-
cepts” and “Verb Concepts” are defined to categorize concepts into noun or
verb. The field of “Concept Type” shows the concept type of a noun or verb
concept. The field of “Source” keeps the traceability information from a EMF
model to an SBVR model. Moreover, the field of “Necessity” describes the
constraints of noun or verb concepts.

There are also predefined noun concepts and verb concepts. The concepts in
the SBVR metamodel are predefined noun concepts, such as general concept.
The predefined verb concepts are extracted from the SBVR specification to
represent some basic association types. The verb concept "has" or its passive
form "is_property_of" identifies the essential properties of a given noun con-
cepts. The containment association is represented by “includes” (active form)
or “és_included_in’ (passive form). Besides, the categorization association is
represented by “specializes’, “generalizes’, “is_category_of’, or “is_a’.
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According to the SBVR specification, our rule editor supports four
types of model operations: obligation formulation, necessity formula-
tion, possibility formulation, and permissibility formulation. A number
of keywords are predefined for those model operations. “ ”
and “ 7 are defined for obligation formulation.
« 7 and ¢ 7 are defined for
“ 7 is for possibility formulation.

is for permissibility formulation.

necessity formulation.

113 »

MalfunctioningBehaviour FunctionalSafetyRequirement

triggers is_derived_from

Hazard

Fig. 7. An illustration of the graphic diagram of verb concepts shown in Fig. 6.

Graphical Editor for Vocabulary. Along with the textual editor, a graphical
editor has been implemented to enable users to modify or build their vocabulary
via a diagram. A diagram provides an overall picture of a given vocabulary.

All noun concepts and verb concepts defined in the vocabulary are
represented in a corresponding diagram. Figure7 shows a diagram of
verb concepts defined in Fig.6. We can see that, the noun concepts
(MalfunctioningBehaviour, Hazard, and FuctionalSafetyRequirement)
are shown as nodes, while the verb concepts (triggers and is_derived_from)
are shown as links between those nodes. As the textual and graphic editor are
synchronized, a noun concept or verb concept can also be added or modified via
the diagram. In addition, the properties of concepts can be found in the property
view of the graphical element. Labels of noun and verb concepts in the diagram
are displayed in the same font color as in the textual editor.

Vocabulary Checking. When building a vocabulary, duplicated noun and verb
concepts can be created. This causes a risk of ambiguities and inconsistencies in
the vocabulary. Consequently, the confidence of the safety claims, which use those
duplicated concepts, will be hampered. To address this, vocabulary checking is
implemented in our editor. The goal of the vocabulary checking phase is to check
the size of a vocabulary and find duplications in a vocabulary. The output of the
vocabulary checking is a report, which shows the number of defined noun and
verb concepts and duplicated concepts that need to be addressed. A checking
report is automatically generated after a vocabulary created. An example of the
checking report is shown in Listing 1.1.
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Listing 1.1. An example of vocabulary checking report shows: There are 55 noun
concepts defined (line 3-6), 16 verb concepts defined (line 7-10). Besides, there are two
noun concpets with the same name “ASIL” (line 11-14).

1

2 <reports>

3 <report>

4 <check> Definitions of Noun Concepts </check>

5 <reason> 55 noun concepts are defined </reason>
6 </report>

7 <report>

8 <check> Definitions of Verb Concepts </check>

9 <reason> 16 verb concepts are defined </reason>
10 </report>

11 <report>

12 <check> Duplicated Concepts </check>

13 <reason> 2 noun concepts with the same name: ASIL </reason>
14 </report>

15 </reports>

3.3 Modeling Phase: Construct Safety Cases with Vocabulary

In the modeling phase, the safety argument will be constructed in GSN with
vocabulary support. We propose to use SBVR to express the content of each
safety case element. By integrating our SBVR editor into the GSN editor, the
noun and verb concepts defined in a vocabulary will be highlighted when safety
engineers edit a GSN element. Figure 8 shows a screenshot of our GSN editor.
When a GSN element is edited, a list of suggested concepts is given via content
assistant. For example, after typing “p”, a list of concepts in the vocabulary that
start with “p” is provided. In this way, the number of errors, such as ambiguities
of a safety case can be reduced. Users can always look into the vocabulary to
check the definitions of nouns and verbs used in their safety cases to avoid
misunderstanding.

4 Case Study

To demonstrate how the controlled language can facilitate safety case construc-
tion, we chose two published safety cases for our case study. One is a preliminary
safety case for a Whole Airspace Air Traffic Management (ATM) System [1], the
other is a safety case for a hypothetical Air Traffic Services Unit (ATSU) [10].
Finally, two main benefits of using controlled language for safety cases are found:
the ambiguities in the safety case can be reduced, and the structure of the safety
case can be simplified.

Reduce Ambiguities in Safety Case. Figure9 shows a part of the Whole
Airspace ATM system safety case. The concepts or terms which can introduce
ambiguities into the safety case are circled. We can see that different terminol-
ogy is used for expressing the same thing. For example, Area and geographical
areas, ATM rules and Basic ATM rules, Assumptions for Area safety and safety
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TopGoal Design_Context

PowerWindow
is_acceptably_safe_to_operate.

PowerWindown_
Design

Str_Hazard
HARA _report
The argument covers all
identified_hazards of PowerWindow.

HARA _reoprt of
PowerWindow

PW_Hazard1 PW_Hazard2 PW_Hazard3 PW_Hazard4
Hazards of Hazards of Hazards of Hazards of p_ |
PowerWindow_int PowerWindow_sta PowerWindow_ ———— < PowerWindow
eraction_functio... ndalone_functio... hardware... + PowsWindow_deployment
4 PowerWindow_hardware
< PowerWindow_interaction_functions
4 standalone_functions.
Fig. 8. Illustration of our graphical editor.
e venar ) . )
\\ Definition of ‘safe’” ———— The Airspace is safe

'

Base argument c on
¢ geograph|cal areaS)

<A sumptions for Area safej 4
cannotbé violated

4 v

/ Area safety based / Whole-airspace and out- /

Eacr(A’r-ea\l)s safe
~ —

or(ATM rules’\ / of-area events.cannot.
wolatefsafety assumptlons\ /

—_——

/\ :

/

~,

fBasm ATM ruIes b}

fBasm ATM rules)
mplementedfa(ly in

Whole-airspace events
known, do not violate

Out-of-area events
known, do not violate

—aresafe
each area

safety assumptions safety assumptions

Fig. 9. Extract from ‘Complete Structure Based On Geographical Areas Strategy’
(Figs. 4, 5 and 6 from [1]).

assumptions. For those similar concepts, some questions can be raised. “Are geo-
graphical areas a part of or the same as the Area?” “Are Basic ATM rules a
part of or the same as the ATM rules?” “Are Assumptions for Area safety a
part of or the same as the safety assumptions?”

If these ambiguities exist in a safety case, the clearness and understandability
of the safety case can be affected. Consequently the confidence of the safety
case may get harmed. By introducing a controlled language, this issue can be



Safety Case Development with SBVR-Based Controlled Language 13

Airspace_ATM_system

is_safe
/ /
/ Base_argument on each /
Geographical_area
/[ /
Each Geographical_area Area_safety assumptions
is_safe cannot_be_violated

L v

Whole-airspace_events

/
Area_satety
/ {-\re; sa;et and Out-of-area_events
/ :— 'aseAT_l\;l) n | cannot_violate
asic fules Area_safety_assumptions
. . Whole-airspace_events Out-of-area_events
Basic_ATM_rules Basic_ATM_rules 3 )
e T cannot_violate cannot_violate
are_safe are_Implemented_safely . .
Area_safety assumptions| | Area_safety assumptions

Fig. 10. The SBVR format of the safety case example shown in Fig.9. The context
element Definition of ‘safe’ is removed because the definition of ‘safe’ can be added in
the SBVR vocabulary.

addressed. All the concepts used in the safety case have an explicit definition
in the SBVR vocabulary. In this way, the ambiguities in the safety case can be
reduced. Figure 10 shows the SBVR format of the previous safety case example
(Fig.9).

Simplify the Structure of Safety Case. Sometimes, in a GSN safety case,
safety engineers might add detailed information to the safety case by intro-
ducing more GSN elements, for instance a context element. In Fig. 11, we can
see that there are three context elements and one constraint element added to
a safety claim. These context elements and constraint element can help safety
case reviewers to understand the safety claim. However, if the safety case consists
of a huge number of safety claims, then elements linked to these safety claims
might make the structure of the safety case more complex. Besides, some of these
elements are only used to explain the meaning of the terms in a safety claim.
For example, in Fig. 11, the context element C00! and the constraint element
Cr001 are used to provide the definition or guideline for the used terms in the
safety claim Arg0. By using the controlled language, the information or meaning
of terms are provided in the SBVR vocabulary. Therefore, the structure of the
safety case can be simplified. Figure 12 shows the SBVR format of the safety case
example in Fig. 11. We could see that by moving the definitions of the terms into
the SBVR vocabulary, the structure of the safety case gets simplified.
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Cr001
Acceptably Safe defined as:

\ The risks of an accident or safety-
related incident:

1. achieve a tolerable level and
Arg 0 2. have been reduced As Far As
ATM services provided by Reasonably Practicable(AFARP)

<<ATSU>> are acceptably safe

/co01

/ ATM services comprise eg:

\: Airspace Management;
ATC Service;

\\Alertlng and Advisory Serwce/

/" co03 N
Subject to declared Assumptions, \‘
\Limitations and outstanding Issues /"

/" coo2 ™\
“\7 Operational Environmer}t/‘

Fig. 11. Extract from ‘Overall Safety Argument for a Unit Safety Case’ (Fig.12
from [10]).

/—,\ Arg 0 // ] . C003. \\\
€002 \_|ATM_services provided by ATSU| |  ATM services provided by ATSU |
\ Operational environment/ | are_Acceptably_safe \\ is _subject_to Declared_assumptions, /“
- - \\M and Outstandin issues/

Fig. 12. The SBVR format of the safety case example shown in Fig. 11.

5 Related Work

Tool Support for SBVR. In 2006, an SBVR editor called SBeaVeR [8] was
developed. SBeaVeR is an Eclipse based plug-in which implements the Struc-
tured English notation and provides a number of features: automatic syn-
tax highlighting, automatic completion, dictionary, standard text editing. In
2010, another tool called VeTIS [22], based on the SBVR 1.0 metamodel, was
created. Concerning the editing and the validation of SBVR business rules,
VeTIS tool provides the same features as SBeaVeR. Both tools provide the
main feature for editing SBVR vocabulary, however the vocabulary can only
be created from scratch. Whereas in our approach the vocabulary can be
derived from a conceptual model.

Tool Support for Safety Case Construction. There exist a number of
open source and eclipse-based safety case editors, such as AdvoCATE [9],
D-case [20], and CertWare [5]. Besides typical features, they also support
safety case modules, patterns, and other advanced functions. In this paper,
our focus is on the controlled-language support. Our GSN editor only sup-
ports basic features for creating safety cases. However, our vocabulary editor
can be integrated into other existing eclipse-based safety case editors. In this
way, our approach can be used for other applications.

SBVR and Other Techniques. A model transformation from SBVR to UML
with OCL constraints is provided by using ATL (ATL Transformation Lan-
guage) [22]. Moreover, a study of transforming UML models to SBVR models
can also be found in [7]. In this paper, we discussed a model transformation
from EMF models to SBVR models.
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6 Conclusions and Future Work

In this paper, based on our previous research we presented a vocabulary-based
semiautomatic approach for safety case development. By using an SBVR vocab-
ulary, it enables the explicit connection between conceptual models and safety
cases to ensure that certification data is built properly and can be reused effi-
ciently. Moreover by utilizing SBVR, the content of safety case elements is well-
structured and well-controlled. It can reduce mistakes and misunderstanding
between the different roles involved in producing, assessing, and using the safety
case. There are four main contributions of this paper:

1. A model transformation from an EMF model to an SBVR model is proposed.
A vocabulary can be automatically generated from a conceptual model, which
facilities the vocabulary creation.

2. An SBVR editor is implemented. This editor supports the development of
SBVR vocabularies and rules, and provides graphical editing and checking of
a vocabulary.

3. A GSN editor with SBVR vocabulary support is implemented. This editor
enables users to construct safety cases with their own SBVR vocabulary.

4. A case study has been carried out to show the benefits of using controlled
language for safety case construction. The results show that by using con-
trolled language, the ambiguities in the safety case can be reduced and the
structure of the safety case can be simplified.

Thus, our method supports improving the clarity and correctness of safety
cases, and increasing the confidence in the claimed safety assurance. As future
work, we plan to extend our approach on safety case pattern development for
reuse of certification data. Finally, we aim to cooperate with industrial partners
to use our approach in large scale applications.
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