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Abstract. Transactional data about individuals is increasingly being
collected to support many important real-life applications ranging from
healthcare to marketing. Thus, privacy issues in sharing transactional
data among different parties have attracted considerable research inter-
est in recent years. Due to the high-dimensionality and sparsity of trans-
actional data, existing privacy-preserving techniques will incur exces-
sive information loss. We propose a hybrid optimization approach for
anonymizing transactional data through integrating different anonymous
techniques. Experimental results verify that our approach significantly
outperforms the current state-of-the-art algorithms in terms of data
utility.
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1 Introduction

Transactional data, containing information about individuals behaviors or activ-
ities, are increasingly used in applications, such as recommendation systems [1],
e-commerce [2] and research purposes. Unfortunately, publishing transaction
data in its original form may lead to privacy breaches since these data con-
tain individuals private and sensitive information, which contains relational
attributes and transaction attributes respectively. Thwarting item disclosure
may additionally be needed [3,4]. Due to the high dimensionality and spar-
sity of transactional data, many methodologies have been proposed to protect
the privacy of published transactional data including Generalization which oper-
ates by mapping original items to generalized items [4–8] and Suppression which
removes items before releasing data [3], Bucketization which operates by sep-
arating sensitive items from the QID [9–11] and Perturbation which operates
by adding or removing items from individuals transactions [12]. However, these
privacy-preserving techniques mostly focus on anonymizing set-valued data only
without concerning relational attributes.
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Actually, some applications may require analysis of relational attributes and
transaction attributes together. For example, some studies may ask to count
all customers above 30 years old who purchased products a and b. Also, some
may be interested in analyzing customer demographics and product information
together. Purchase records are typical examples of transactional data. Lets take
purchase records for example. Purchase records are comprised of transactions,
which consist of relational attributes (e.g., attribute information of a customer,
such as age, gender and zip code) and transaction attributes (e.g., the purchased
products, a set of diseases). For details, see Fig. 1(a). So, a suitable approach to
anonymize data having relational attributes and transaction attributes should be
needed. Existing works [13,14] proposed multi-dimensional k -anonymization of
the whole attributes. There, the problem is that applying those anonymizations,
in which they mainly use the approach of generalization to achieve anonymity, to
datasets with multiple attributes will lose considerable amount of information.

(a) Original Data (b) Generalization based items in [6]

(c) Safe (k,l)-grouping in [15] (d) PCTA in [16]

Fig. 1. Examples of anonymization on transactional data

Example 1. Anonymization on Transactional Database. Furthermore, we note
that different applications (e.g. the personalized recommendation system and
the mining of association rules) have different utility requirements. We will give
an example to make the point clearer. As of now, most existing recommendation
systems use user-based, item-based or collaborative approaches for helping users
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make decisions. They may require counting sales of products and analyzing cus-
tomer demographics of products. Yet, another application of association rules
are focusing on the relationship among products which are purchased by a cus-
tomer or one type of customers. That is to say, different applications emphasize
different aspects of data, such as statistical characteristics, relationships among
products and so on. On the other hand, we notice that these existing anonymized
techniques have their own advantages and shortcomings. For detailed explana-
tions, see the Example 1.

As shown in Fig. 1(a), the original database has five transactions and six
items. And three different approaches are used to anonymize the same trans-
actional database. Figure 1(b) is 2-anonymous by employing generalization on
itemset [6,9], Fig. 1(c) is 2-anonymous by employing a safe (2, 3)-grouping app-
roach [15] and Fig. 1(d) is 2-anonymous by employing Privacy-constrained
Clustering-based Transaction Data Anonymization (PCTA) [16]. We can see
that Fig. 1(b), (c) and (d) satisfy 2-anonymous according to the model of k -
anonymous, but the difference among the results of data utility on the three
different published datasets is substantial. For example, a merchandising com-
pany wants to figure out what products the customers in particular age ranges
prefer to buy. The approach of generalization based items in Fig. 1(b) can pro-
vide more information than Safe (k,l)-grouping and PCTA. However, a store
wants to watch for the sale of products. The approach of safe (k,l)-grouping
based on the bipartite graph in Fig. 1(c) can give an more accurate answer than
Generalization and PCTA. The mining of association rules tends to employ the
PCTA approach in Fig. 1(d).

Lots of research works has demonstrated that it needs to offer tradeoffs
between privacy and utility for applications. Based on above analysis, it is quite
clear that, different methods can preserve different aspects of data utility in
spite of they all incur a large amount of information loss in terms of transaction
attributes or associations among items. Existing methods, such as generalization,
clustering, perturbing and suppression, are unable to accommodate specific util-
ity requirements for different applications because they only consider a small
number of transformations to anonymize data with multiple attributes. It may
cause excessive information loss which would make data useless. Thus, this work
proposes a hybrid approach that overcomes the deficiencies of aforementioned
anonymized approach to satisfy different utility requirements.

Contributions. To overcome the problems mentioned above, we present a new
framework which provides hybrid privacy preserving services based on the form
of bipartite graphs via clustering and grouping. The anonymization version of
data is presented as a partitioned bipartite graph and an association rules graph.
In particular, we focus on different utility requirements of multiple applications.
This is crucial difference between our approach and prior works. Note that it
is not practical to adopting a single technique for preserving privacy for all dif-
ferent applications since they only consider a small number of transformations
to anonymize data. For instance, the method introduced in [15] preserves the
degree of nodes perfectly while the method introduced in [16] preserves more
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information in the mining of association rules. So we propose a hybrid optimiza-
tion approach to satisfy different utility requirements by integrating different
anonymous techniques.

In our framework, we present the anonymized data in a graph form which can
handle high dimensional data well. Our approach adopts clustering to anonymize
on relational attributes while employing grouping to perturb transaction
attributes based on bipartite graphs. Since the approach of grouping items will
incur information loss of association rules, we construct a graph of association
rules as compensation to satisfy different utility requirements.

We devised an effective anonymization algorithm for generating safe groups
which satisfy k -anonymous and l -diversity based on the graph of association
rules. We evaluated its performance in real datasets, and experimental results
confirm that our approach preserves better data utility to a degree not achieved
through previous methods.

Organization. The rest of the paper is organized as follows: Sect. 2 introduces
the graph model and utility metrics. Sections 3 and 4 describe our approach and
algorithm description in detail. Section 5 demonstrates our approach through
experimental study. Section 6 concludes the paper.

2 Preliminarties

2.1 Graph Model

In this paper, we focus on the problem of anonymizing transactional data and
we use bipartite graphs G = (V,W,E,Lv) to simply represent the original data
where V and W denote the two types node sets and E denotes the edge set.
Each node in the graph has several labels, which represent the QID attributes of
the node (such as age, gender and zip code except id). We use Lv to represent the
list of labels on nodes. We adopt a graph-based hybrid approach which combines
different anonymous techniques to satisfy different utility requirements.

In our framework, we use a partitioned bipartite graph with labels to denote
the anonymized graph which achieves anonymity through non-homogeneous gen-
eralization [17] and grouping. Meanwhile, we preserve association rules in a
weighted graph form. Figure 2 shows a sample instantiation of the schema with
Fig. 2(a) showing the original data and Fig. 2(b) showing the correlated bipar-
tite graph with labels and Fig. 2(c) showing the correlated graph of association
rules. Here the bipartite graph G in Fig. 2(a) and (b) consists of a set of cus-
tomer nodes V (such as u1,u2,u3,. . . ) and a set of products nodes W (such as
a,b,c,. . . ). An edge ((v ∈ V,w ∈ W )) in E indicates that the customer repre-
sented by node v have bought the product represented by node w. In Fig. 2(b),
a group is represented by a box and each node in the box belongs to the group.

A graph of association rules is shown in Fig. 2(c). Here the graph Gw (W, E )
consists of n = |W | nodes of products and a set of |E| edges. An edge denotes the
associations among products. And we use a tuple e= (w1, w2) to denote an edge
from w1 to w2. If such association incurs more than once, we use a weighted edge
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(a) Original Data (b) Partitioned Bipartite
Graph

(c) Graph of Associa-
tion Rules

Fig. 2. Examples of hybrid privacy protection

to present the duplicate associations. Each customer can buy different products
in various combinations.

2.2 Utility Metrics

The goal of data publishing is to transform the data to generate a publishable ver-
sion such that (i) the k -anonymity privacy constraint is satisfied; and (ii) utility
is maximized. To capture data utility, popular measure include the normalized
certainty penalty (NCP) [6,9], which is expressed as the weighted average of the
information loss of all generalized items, and the utility loss (UL) [16,18], which
we use to measure the information loss by generalization on relational attributes
in this paper.

Definition 1. Utility loss for non-homogeneous. Given a node v(l1,. . . ,ln)
and the anonymized node v’ (l1,. . . ,ln) of v, the node set V and its anonymized
set V ’, the cost of generalization node v to v ’ and the cost of generalization the
whole node set V to V ’ are measured as follows respectively.

UL(v) =
n∑

i=1

|l′i| − |li|
n|Vi|

UL(V ) =
∑

v∈V

UL(v)
|V |

where |li| is the number of distinct values of attribute i in li and of attribute i
in l∗i ( l∗i < li) in V. |li| is the number of li in V and n is the number of attribute
in QID. |Vi| is the number of distinct values of attribute i in V. The utility loss
of generalization a node v is the weighted average of the utility loss of general-
ization all attributes of the node. And the utility loss of generalization the whole
node set V is the weighted average of the utility loss of generalization all nodes
in the set V. The utility loss of a particular generalization ranges from 0 to 1 and
can be easily measured. Obviously, the utility loss of non-homogeneous general-
ization is less than homogeneous generalization. It says that non-homogeneous
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generalization can preserve more data utility. Obviously, smaller values of UL
indicate less information loss.

On the other hand, information loss of transaction attributes we considering
here is incurred by grouping an item to a group. That is, the information loss of
transaction attributes is from disturbing a few associations among items. How-
ever, the graph of association rules we generated act as a compensation for the
information loss which is incurred by grouping. So we omit the information loss
of transaction attributes in the experimental section.

Furthermore, we also measure data utility through the quality of answering
queries of aggregate analysis as previous work [15]. As defined in [15], we use
the parameter of expected error |µ−Q|/Q to precisely evaluate utility, and the
correct answer on original data is Q and the expected answer on anonymized
data is µ for each query. Smaller values of the expected error indicate better
utility.

3 Achieving Anonymity Through Hybrid Anonymization

As stated above in Example 1, different applications have particular emphasis
on different aspects, and different anonymized methods play a different role for
preserving data utility. To maximize data utility, we propose a hybrid privacy-
preserving approach for transactional data with relational and transaction
attributes. The approach adopts non-homogeneous generalization and grouping
to preserve the associations between customer nodes and product nodes to guar-
antee privacy. Meanwhile, we construct a graph of association rules to preserve
the associations among products for improving data utility.

3.1 Generating a Graph of Association Rules

This work adopts a methodology of non-homogeneous generalization, which is
introduced in [19] and developed in [17], to anonymize relational attributes. Non-
homogeneous generalization can improve utility while maintaining an adequate
level of privacy. Since non-homogeneous generalization has defined in [17], the
details of how to achieve anonymity were omitted for brevity. Note that gener-
alization will lose part of relationships among products, which are bought by a
particular individual, since it is privacy. However, the relationships among prod-
ucts are very important for certain applications such as the mining of association
rules and may endanger future data collection [20]. For satisfying different utility
requirements, we construct a graph of association rules as a part of data publica-
tion. The following definition and example illustrates how to generate the graph
of association rules.

Definition 2. Graph of association rules. Consider an original database
with customer nodes set V and items set W. A graph of association rules is a
weighted graphs G = (W, E ). Any edge a → b ∈ E if and only if, u ∈ V has
bought both a and b. An edge which has more than one occurrence is allowed
and represented by weighted edges in graph G.
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Example 2. Constructing a Graph of Association Rules. Figure 2(c) shows the
graph being constructed for Fig. 1(a). The original database contains six items.
In the graph, each node denotes an item and each edge denotes the association
among items. For example, u1 has bought products a and b, which mean that
there is an association between items a and b. Thus, they are represented by
the edge (a, b) in the graph of association rule. Also like that u5 has bought b,
e and f, which mean that there are associations among three items b, e and f.
Thus, it is represented by three edges (b, e), (b, f ) and (e, f ), respectively. The
assignment routine is called as Assignment edge. Moreover, we allow each asso-
ciation occurring more than once and use weighted edges to represent duplicate
edges in the graph. In the process, we recursively invoke Assignment routine on
each transaction until all transactions have been processed.

In the graph of association rules, it is easy to find maximum frequent pat-
terns, which is a key problem in data mining research. We generate the graph of
association rules as a part of data publication for preserving associations among
product nodes, which is lost through grouping and generalization.

3.2 Grouping Based Association Rules

As mentioned above, we guarantee the privacy of relational attributes via gen-
eralization and preserve the relationships among products. In this section, we
will devise a grouping approach which guarantees transaction attributes based
on the association rules. For convenience, we define the relative notions listed
below.

Definition 3. k-anonymity of attributes. A label of attributes is k -anonymous
if and only if there is at least k matched in the entire attribute set for each value.

Definition 4. k-anonymity of itemset. A set of items is k -anonymous if and
only if the itemset contains at least k individual items.

Definition 5. k-anonymity in bipartite graph. A bipartite graph is k -
anonymous if and only if each label of all nodes attributes is k -anonymous and
each itemset is k -anonymous in the graph.

Intuitively, a bipartite graph is k -anonymous if each node is indistinguish-
able from at least k -1 others. According to above definitions, we know whether
a graph is k -anonymous depending on its label and its itemset. The problem of
anonymization on relational attributes is addressed by non-homogeneous gener-
alization. This section focus on addressing the privacy problem of transaction
attributes by grouping items. For example, there is a 2-anonymous graph (k=2)
in Fig. 2(b). The probability of an adversary associating a value of relational
attributes, such as aged 20, to an individual in the graph is 1/2. And the prob-
ability of an adversary associating an item to a specific node in a group is 1/3.
Thus, the bipartite graph satisfies 2-anonymous.

Our approach can be divided into three steps as follows. First, we sort product
nodes by its degree in the graph of association rules. Second, we group product
nodes based on the graph of association rules and try to find the maximal set of
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nodes that any edge is non-existent between them. That is, there is no association
between the two nodes. So we can prevent the group against homogeneity attack.
Let us take a concrete example as an illustration.

Example 3. Anonymization on items through grouping based on association
rules.

Figure 3 illustrates step by step how the anonymized routine works by group-
ing nodes into 3-anonymous groups. The original database contains six items, as
shown in Fig. 2(c). We prefer to choose the one with the biggest degree as a start
point because the biggest degree means that fewer nodes are not associated to it.

(a) Select the start point (b) Reverse Random Walk

Fig. 3. Examples of grouping based on association rules

First, we create a new group A containing b alone, which is considered as a
start point on account of its biggest degree 4. Then we walk to all of its neighbors
a, d, e, f and find the node c which is not in the neighbor set (see Fig. 3(a)).
So c can add into group A. The Anonymize routine is called as reverse random
walk. We will check the size of group A after each walk and go on walking until
k -anonymous is satisfied. c is considered as a start point in the next walk since
it has the second biggest degree in group A. And the next walk is from c to e
and from c to f. Then, we can place node a and d into group A when the size
of group do not exceed k. Due to the limitation of groups size, we choose d into
group A randomly, as shown in Fig. 3(b). In the process, we recursively invoke
Anonymize routine on each group by degree until all nodes have been processed.
The output of the process is the sequence of groups which satisfy k -anonymous
and l -diversity.

Toward different applications such as analyzing frequent pattern of products
bought by customers in particular age ranges for recommendation system, count-
ing the sale of products for commercial decisions, or finding maximum frequent
patterns for mining association rules, our approach can provide an accurate
answer than previous works. That is, our hybrid approach can protect privacy
while satisfying different utility requirements.
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4 Algorithm Description

In this section, we present a graph-based anonymization algorithm of grouping
in our hybrid framework. The algorithm of non-homogeneous generalization was
omitted for brevity, which attempts to solve the problem of anonymization on
relational attributes. And we will explain the grouping algorithm to tackle the
privacy problem of transaction attributes in detail.

Algorithm 1. Grouping algorithm
Input: G, W, k //G is the graph of association rule
Output: A k-anonymous grouping sequence GG.
1: candidate set T ← ∅, temp← ∅, group sequence GG ← ∅.
2: for each w ∈ W do
3: select the node v with the biggest degree in W ;
4: create a new group g = {v}, W = W − {v};
5: T ← W ;
6: for each w ∈ T do
7: if ∃e(v, w) ∈ G then
8: temp = temp ∪ {w}, T = T − {w};
9: end if

10: end for
11: Sort candidate set T by the degree in descending order;
12: for each w ∈ T do
13: if (|g|size < k ) then
14: g = g ∪ {w}, T = T − {w}, W = W − {w};
15: n= next node in T ;
16: while ∃e(w, n) ∈ G do
17: n= next node in T ;
18: end while
19: w=n;
20: else
21: GG = GG ∪ g;
22: break;
23: end if
24: end for
25: end for

The algorithm of how to generate a graph of association rules through group-
ing is shown in Algorithm1. The inputs of the algorithm are the original product
nodes list of W, its graph of association rules G and the anonymous parameter k.
The loop of lines 2–25 tries to find these product nodes that have no association.
And the algorithm divides them into a k -anonymous group for resisting against
homogeneity attacks. Line 3 selects the node having the biggest degree as a start
point. Line 4 creates a new group g containing v alone, and deletes v from W.
The candidate set T is set to the universal set W in line 5. The loop of lines
6–10 tries to construct the candidate set which has no association with v. Line 11
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sorts all nodes in candidate set T by the degree in descending order. And we
continue with sorted node sequence T which can group nodes more effectively.
The loop of lines 12–24 tries to generate a k -anonymous group for v from its
candidate set T. In detail, line 13 checks whether the size of group g is more than
k or not. If the size of group g is less than k, the algorithm will select a node w
having the second biggest degree from its candidate set T and add w into group
g and delete w from T in line 14. Then the algorithm tries the next node in T.
If the size of group g is larger than k, add g into the partition sequence GG. And
the process will create a new group and enter the next turn until all nodes in W
have been processed. In practice, a greedy algorithm is adopted to generate safe
groups in our approach. Although this algorithm is possible to fail, it is easy to
generate safe groupings and guarantee privacy on transaction attributes, since
it is high-dimensional and sparse.

Differing from previous works, our hybrid framework integrating different
anonymous techniques try to satisfy different utility requirements. In detail,
we employ partitioning algorithm to achieve non-homogenous generalization for
anonymizing on relational attributes while preserving the utility to the most
degree. And we adopt grouping based on association rules for anonymizing on
transaction attributes. Meanwhile, we also generate a graph of association rules
which is non-trivial for improving data utility as a part of data publication. For
the same privacy level, our approach preserves more useful information for satis-
fying different utility requirements via the combination of different anonymized
techniques.

5 Experimental Study

5.1 Experimental Framework

In this section, we present an extensive empirical evaluation of our privacy-
preserving approach. We evaluate its utility, compare it to competing techniques.
All experiments for this paper are implemented in C++ and SQL Server 2008.
We use DBLP, BMS-WebView-2(BMS2) and BMS-POS (POS), three vastly dif-
ferent datasets that have been used in evaluating previous works [9,10,15,16,18]
for ensuring the fairness of comparative experiments. These datasets are widely
used as benchmark datasets in the knowledge discovery community. Their char-
acteristics are listed in Table 1. In our experiment, Lv is synthetic data following
the example of ADULT dataset since these datasets do not include relational
attribute information.

We evaluate our approach as Hybrid against COAT [18], PCTA [16] and Safe
(k,l)-grouping [15], in terms of data utility, under several different utility require-
ments. We compared the amount of data utility preserved by these methods by
considering two utility measures: Utility Loss (UL) [16,18] and Expected Error
(ExpErr) [15]. UL captures the utility loss by non-homogeneous generalization
on relational attributes. And ExpErr captures the accuracy of query answering
on anonymized data.
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Table 1. Characteristics of the three datasets

Dataset #Trans #Distinct items # Max.trans.size # Avg.trans.size

DBLP 216753 170371 71 5.4

BMS-WebView-2 77370 3336 161 5.0

BMS-POS 306983 1177 5 2.65

(a) UL vs. k on BMS2 (b) UL vs. k on POS (c) UL vs. k on DBLP

Fig. 4. Information loss on the three datasets

5.2 Experimental Results

Figure 4 plots the information loss under above approaches. Since Safe (k,l)-
grouping is measured by aggregate query, we only compares the information loss
of Hybrid to COAT and PCTA. As expected, increasing k induced more infor-
mation loss due to the utility/privacy tradeoff. Our hybrid approach outperform
than other approaches in all the three datasets. This is because, as k increases,
the model of generalization in [16,18] forces an increasingly large number of items
to be generalized together, while our hybrid approach adopt grouping to per-
turb items instead of generalization. The impact of this generalization strategy
on data utility was even more evident in the case of the DBLP dataset because
of its big itemset, as shown in Fig. 4(c). This is expected, because generalization
in [16,18] will cause over-generalize when the size of itemset is “big”, in which
case substantial generalization is necessary. And our hybrid approach is stable
than others.

(a) ExpErr vs. k on BMS2 (b) ExpErr vs. k on POS (c) ExpErr vs. k on DBLP

Fig. 5. The expected error on the three datasets
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Figure 5 reports how well anonymized data supports query answering using
ExpErr. As expected, increasing k induced more information loss because accu-
rately answering queries involving many individuals is more difficult due to gen-
eralization. Observe that here, Hybrid are not raised obviously as k increases.
This is because non-homogeneous generalization does not incur too much infor-
mation distortion or information loss with the increases of k and the graph
of association rules preserve the associations among items. So our approach can
reduce information loss significantly for aggregate analysis. The quality of queries
results shows that Hybrid proposed in this paper also consistently outperforms
other approaches, using the expected error metric. Combined with the experi-
mental results of Figs. 4 and 5, we can conclude that our hybrid approach can
provide more accurate information for different applications than previous works
employing the single anonymized technique.

6 Conclusion

In this paper, we introduced a hybrid optimization approach for anonymizing
transactional data with relational and transaction attributes. To improve data
utility, we anonymized relational attributes by adopting non-homogeneous gener-
alization and anonymize transaction attributes via grouping based on the graph
form. To satisfy different utility requirements, we constructed a graph of asso-
ciation rules as compensation to preserve the associations among items. Our
experiment results demonstrated that our approach preserves data utility much
better than previous works. The scalability of the proposed approach should be
improved in our ongoing work.
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