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Abstract. Though existential unforgeability under adaptively chosen-
message attacks is well-accepted for the security of digital signature
schemes, the security against key substitution attacks is also of interest,
and has been considered for several practical digital signature schemes
such as DSA and ECDSA. In this paper, we consider generalized key sub-
stitution attacks where the base element is considered as a part of the
public key and can be substituted. We first show that the general frame-
work of certificate-based signature schemes defined in ISO/IEC 14888-3
is vulnerable to a generalized key substitution attack. We then prove that
the Chinese standard SM2 signature scheme is existentially unforgeable
against adaptively chosen-message attacks in the generic group model
if the underlying hash function h is uniform and collision-resistant and
the underlying conversion function f is almost-invertible, and the SM2
digital signature scheme is secure against the generalized key substitu-
tion attacks if the underlying hash functions H and h are modeled as
non-programmable random oracles (NPROs).

Keywords: Digital signatures - Key substitution attacks - Provable
security

1 Introduction

The well-known security notion for digital signature schemes is existential
unforgeability under adaptively chosen-message attacks (EUF-CMA) introduced
by Goldwasser et al. [8,9], which states that an adversary given any signatures
for messages of its choice is unable to create a valid signature for a new mes-
sage. However, as a de facto standard security notion for signature schemes,
the security notion of EUF-CMA fails to capture the duplicate-signature key
selection attacks introduced by Blake-Wilson and Menezes [3]. Later, this type
of attacks is called key substitution (KS) attacks by Menezes and Smart [12],
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when they investigated the security of signature schemes in a multi-user setting.
The KS attacks for some EUF-CMA secure signature schemes can be found
in [3,7,12,15]. Informally, a KS-adversary is given a public key pk and a valid
message-signature pair (m,o) under the public key pk, and attempts to pro-
duce another public key pk’ such that the message-signature pair (m, o) is still
valid under the different public key pk’ # pk. In [3], Blake-Wilson and Menezes
showed that if the underlying signature scheme suffers from the KS attacks, the
station-to-station (STS) key agreement protocol [6] using a message authentica-
tion code (MAC) algorithm to provide key confirmation is vulnerable to unknown
key-share (UKS) attacks. This gives a direct evidence that KS attacks might be
harmful in practice. Two types of key substitution attacks are considered by
Menezes and Smart [12]: if the KS-adversary is further required to output the
private key sk’ corresponding to pk’, then this kind of KS attacks are called the
weak-key substitution (WKS) attacks, else this type of attacks are referred to as
the strong-key substitution (SKS) attacks. Obviously, a signature scheme which
is secure against SKS attacks is also secure against WKS attacks. Afterwards,
Bohli, Rohrich and Steinwandt [4] explored the security of some practical sig-
nature schemes against key substitution attacks in the presence of a malicious
signer, where an adversary is given a set of domain parameters params, and
aims at outputting two different public keys pk and pk’ and a message-signature
pair (m, o) such that (1) both public keys pk and pk’ are valid under the same
set of domain parameters params, and (2) the pair (m, o) is valid under both
pk and pk’ (also with respect to the same set of domain parameters params).

Besides, a related notion-domain parameter substitution attacks' are con-
sidered in [16,17]. In this kind of attacks, an adversary is given a set of domain
parameters params, a public key pk and a signing oracle. The goal of the adver-
sary is to output a new set of domain parameters params’ and a signature o on
an un-queried message m such that (1) params’ passes the test for the domain
parameters verification algorithm, and (2) the pair (m,o) is valid under the
same public key pk but with respect to the different set of domain parameters
params’.

SM2 Digital Signature Scheme. The SM2 digital signature scheme [2] was
issued by the State Cryptography Administration Office of Security Commer-
cial Code Administration in 2010, and had become the Chinese cryptographic
public key algorithm standard GM/T 0003.2-2012. Later, it was adopted by
Trusted Computing Group (TCG) in the TPM 2.0 specification [10] which will
be published as the international standard ISO/IEC 11889:2015 [11].

1.1 Owur Contributions

In this paper, we consider generalized key substitution attacks where the base
element is regarded as a part of the public key and can be substituted. In detail,

! In [17], Vaudenay referred to this type of attacks presented in [16,17] as domain
parameter shifting attacks. Later, this kind of attacks are called domain parameter
substitution attacks in [4].
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given a public key (g, pk) that g is a basis and pk is the other part of the public
key and a valid message-signature pair (m, o) under (g, pk), the goal of an adver-
sary is to output another public key (¢’, pk’) such that (g,pk) # (¢’,pk’) and
(m, o) is also valid under (¢’, pk’). This is possible when the domain parameters
are generated by a signer, or the domain parameters are not properly validated,
and has been considered by Blake-Wilson and Menezes [3] when examining the
security against key substitution attacks on DSA and ECDSA signature schemes.
We first examine the security of a general framework of certificate-based
signature schemes specified by ISO/IEC CD 14888-3 [1], and show that it is
vulnerable to generalized key substitution attacks in the weak sense that the
adversary knows the private key corresponding to the substituted public key.
Then, we analyze the security of the SM2 signature scheme [2] against chosen-
message attack and generalized KS attacks respectively. Concretely, we not only
show that SM2 signature scheme satisfies the EUF-CMA notion in the generic
group model [14] provided that the underlying hash function A is uniform and
collision-resistant and the underlying conversion function f is almost-invertible,
but also give a formal proof that SM2 is secure against the generalized key substi-
tution attacks in the strong sense (i.e., the adversary is not required to output the
private key corresponding to the substituted public key) if the underlying hash
functions H and h are both modeled as non-programmable random oracles [13].

2 Preliminaries

Notation. Throughout this paper, x denotes the security parameter. We denote

by s & S the fact that s is picked uniformly at random from a finite set .S. We
write (y1,¥y2,...) <« A(x1,22,...) as the process that runs a randomized algo-
rithm A on input (x1,9,...) and obtains its output (y1,y2,...). The notation
[n] denotes the set {1,...,n} for some positive integer n. We use Fy and A,, to
denote the set {0,1,...,¢—1} and a group with the order n respectively. We say
that a function f : N — [0, 1] is negligible if for every positive ¢ and sufficiently
large x we have f(k) < 1/k¢, and is overwhelming if 1 — f is a negligible function.

2.1 Collision-Resistant Hash Functions

A hash function h : {0,1}* — R is said to be collision-resistant if for any prob-
abilistic polynomial time (PPT) adversary A, there exists a negligible function
v(-) such that

Pr[(z,y) < A(1%,h) : z # y A h(z) = h(y)] < v(k),

where R denotes the range of h.

2.2  Uniform (Smooth) Hash Functions

Following the definition [5], the uniformity (or smoothness) of a hash function h
is described as below. Let h : {0,1}* — R be a hash function. Let D C {0,1}*
such that
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1. Forz & D, y = h(x) can be efficiently generated.

2. For each y € R, the set Sy = h~1(y) N D is sufficiently large so that the prob-
ability 1/]5,| is sufficiently small (negligible) to make guessing a randomly
picked secret element of S, infeasible.

We say that h is uniform for D if for any PPT adversary A, there exists a
negligible function v(+) such that

Prlr & D: A1, b h(z)) = 1] — Prly & R+ A%, h,y) = 1]| < v(k)

2.3 Almost-Invertibility of Conversion Functions

SM2 uses a conversion function f : A, — F,, which could be efficiently computed.
Almost-invertibility of the conversion function is associated with the EUF-CMA
security of SM2, and is defined in [5]. Concretely, a conversion function f is
almost-invertible if an almost-inverse of f is efficiently computed. An almost-
inverse of f is a probabilistic polynomial time (PPT) algorithm f=!:F, — A,
which on input € F,, produces a Q € A,, U {Invalid} such that:

— The probability @ # Invalid is at least 1/10 over random choices of x and
the almost-inverse f~1.

- If @ # Invalid, f(Q) = z.

— If independently random inputs z & IF,, are repeatedly input to the algorithm
f~1 until the output Q # Invalid, the probability distribution of the result-
ing @ is computationally indistinguishable from the distribution of a random
element @Q € A,,.

3 Definitions

Following the definitions in [12], we present the syntax and security notions of a
signature scheme in the multi-user setting. Concretely, the syntax is described in
Definition 1, the security model for existential unforgeability under adaptively
chosen-message attacks (EUF-CMA) [9] is formalized in Definition 2, and the
security notion for (generalized) strong key substitution (SKS) attacks is defined
in Definition 3.

Definition 1 (Syntax). A signature scheme in the multi-user setting consists
of the following algorithms.

— Setup(1*). On input a security parameter , the setup algorithm returns the
domain parameters params.

— Keygen(params). On input the domain parameters params, the key gener-
ation algorithm returns a public-private key pair (PK,SK). Recall that PK
contains the base element.

— Sign(params, sk, m). On input the domain parameters params, the private
key sk and a message m, the signing algorithm returns a signature ¢ on the
message m.
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Experiment Expf5 g (k)

Q := &; params < Setup(1™); (PK, SK) < Keygen(params);
(m*,0") — FSign(paramssk,) (params, PK);
If m* ¢ Q A Verify(params,PK,c*,m") = 1, return 1.
Otherwise, return 0.

Signing oracle Sign(params, SK,m)
o < Sign(params, SK, m);
Q:=QuU{m};

Return o.

Fig. 1. Experiment for EUF-CMA security

— Verify(params, PK, o, m). On input the domain parameters params, the pub-
lic key PK and a candidate signature o on a message m, the deterministic
verification algorithm returns 1 if ¢ is valid on m under PK and 0 otherwise.

Besides, we define an additional checking algorithm Check to check the valid-
ity of a public key PK. Specifically, given the domain parameters params and a
candidate public key PK, the checking algorithm Check(params, PK) returns 1 if
and only if the public key PK is valid under the domain parameters params.

Definition 2 (EUF-CMA). We say that a signature scheme is existentially
unforgeable under adaptively chosen-message attacks (EUF-CMA) if for any
probabilistic polynomial time (PPT) adversary F, there exists a negligible func-
tion v(-) such that

Advgig 7 (k)= PrBxpgc 7 (k) = 1] < v(k),
where Expg}g}gMA(ﬂ) is defined in Fig. 1.

Definition 3 (SKS). We say that a signature scheme is secure against (gener-
alized) strong key substitution attacks if for any PPT adversary F, there exists
a negligible function v(-) such that

AQvi;s £ (k) = PrExpSie #(r) = 1] < v(x),

where Exp%I](GS,f(H) is defined in Fig. 2.
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Experiment Expksqff;f(n)
Q := &; params < Setup(17%); (PK, SK) « Keygen(params);
(m*, 0%, PK*) « FEn(paramssi) (qrams, pK);
If PK* # PK A Check(params,PK*) =1 A (m*,0") € Q

A Verify(params, PK*, 0", m") = 1, return 1.

Otherwise, return 0.

Signing oracle Sign(params, Sk, m)
o < Sign(params, Sk, m);
Q= QU {(m,o)};

Return o.

Fig. 2. Experiment for (generalized) strong key substitution attacks

We could easily modify the definition for (generalized) strong key substitution
(SKS) attacks to capture the notion for (generalized) weak key substitution
(WKS) attacks. The experiment for (generalized) WKS attacks is the same as
Expglfcs’ #(k) defined in Fig. 2, except that an adversary against (generalized)
WKS attacks is further required to output the private key sk* of the substituted
public key PK*.

4 Generalized WKS Attacks Against a General
Framework of ISO/IEC CD 14888-3

In this section, we first review the general framework of certificate-based mech-
anisms of ISO/TEC CD 14888-3 [1] in the setting that a signer chooses the base
element as a part of its public key, and then show that the general framework is
vulnerable to the generalized weak key substitution (WKS) attacks.

General Framework. The general framework of certificate-based mechanisms
specified in ISO/IEC CD 14888-3 [1] is presented as follows.

— Setup(1%). Given a security parameter x, pick a finite commutative group E
where multiplicative notation is used, and a prime divisor g of the cardinality
of E, and choose an element G € E of order g. Return params := (E, ¢, G) as
a set of domain parameters.

— Keygen(params). Given the set of domain parameters params = (E, q,G),
choose X & F,\{0}. Then, compute Y := G¥X. Actually, in the certificate-

based mechanisms of ISO/IEC CD 14888-3, Y is equal to either GX or Gx™’
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relying on the specific mechanism. Without loss of generality, we only consider
the case that Y = GX. Finally, output PK = (G,Y) and SK = X as the public
key and the private key respectively.

— Sign(params, sk, M). Given the set of domain parameters params = (E, ¢, G),
the private key Sk = X and a message M, the signing process is executed as
follows:

1.
2.
3.

(Producing the randomizer) Choose K & F,\{0}.

(Producing the pre-signature) Compute IT := G¥.

(Preparing the message for signing) Depending on the particular mecha-
nism, one of M; and M, is set as M, and the other is set as empty.
(Computing the witness (the first part of the signature)) The values of
IT and M, are taken as inputs to the witness function which is specified
in the concrete mechanism. The output of the witness function is the
witness R.

. (Computing the assignment) The witness R, M» and (optionally) Y are

taken as input to the assignment function which is defined in the par-
ticular mechanism. Then, the assignment function outputs assignment
T = (T1,T) where T} and T» are integers such that 0 < |T1] < ¢ and
0< T3] <gq.

(Computing the second part of the signature) Let S be the second part of
the signature and (A4, B, C) is a permutation of three elements (5,7}, T?)
depending on the particular mechanism. Solve the following signature
equation for S where S € F,\{0}:

AK + BX +C =0 (mod q).

7. Output o := (R, S) as the signature.

— Verify(params, PK, o, M). Given the set of domain parameters params, the
public key PK = (G,Y) and a candidate signature o = (R,.S) on a message

M,
L.

2.

4.

5

the verification process is executed as below:

(Preparing message for verification) Divide the message M into two parts
M1 and Mg.

(Retrieving the assignment) Recompute the assignment T = (77, T») using
the assignment function with the inputs R, Ms and (optionally) Y.
(Recomputing the pre-signature) Set (A, B,C) as (S,T1,T>) according
to the order specified in the signature algorithm. Recompute the pre-
signature II’ := Y™G™ where m = —A7'B mod ¢ and n = —A~1C
mod gq.

(Recomputing the witness) Recompute the witness R’ via executing the
witness function with the inputs I’ and Mj.

(Verifying the witness) If R = R', then return 1, else return 0.

Generalized WKS Attacks. Recall that given a valid message-signature pair
(M, (R, S)) under the public key PK = (G, Y) of some legitimate user, the goal
of a generalized WKS adversary A is to produce a public-private key pair (PK' =
(@Y = (G")X),X’) such that PK' # PK, but the message-signature pair
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(M, (R,S)) is still valid under the public key PK’. A generalized WKS adversary
A for the general framework of certificate-based mechanisms of ISO/TEC CD
14888-3 [1] is described as follows.

The adversary A first computes m and n with (M, (R, S)) and (optionally)
Y following the verification process. Then, A computes I = Y"G"™. In the fol-
lowing, the attack manner of A is divided into the following two cases depending
on whether or not Y is used to generate (T4, T2):

— If Y is not used to generate (71,7%), then the values of m and n, which
are created with (M, (R,S)), remain unchanged according to the verification

process. Choose X’ <& F,\{0}, and then compute G’ := IT"/("X"+7) and Y’ :=
(G)X'. Finally, output the new public-private key pair (Pk’ = (G/,Y"), X').
It is easy to see that I/ = (Y/)™(G')" = (G')™X'+n = IT.

— If Y is used to generate (T1,7%), choose t & F,\{0} and compute Y’ := II*.
Then, compute m’ and n’ with (M, (R,S)) and Y’ following the verification
process. Finally, compute X’ = (1 — tm/)/tn’ mod ¢ and G' = II'X", and
then output the new public-private key pair (pk’ = (G',Y”’),1/X’). Again,
one can easily verify that 1T’ = (V') (G')" = [t™'+t'X" = [T

Since in both cases we always have that IT’ is equal to I1, the message-signature
pair (M, (R,S)) is valid under the new public key PK’ according to the verifi-
cation process. This shows that the above constructed adversary A will break
the security against generalized WKS attacks on the general framework with
probability 1.

5 Security of the SM2 Signature Scheme

In this section, we first recall the description of SM2 digital signature scheme,
and then we present the formal security proofs showing that SM2 satisfies both
EUF-CMA security and the security against generalized strong key substitution
attacks.

5.1 SM2 Digital Signature Scheme

The Chinese digital signature standard SM2 [2] is based on elliptic curve which
has a formal of y? + zy = x3 + ax® + b over F, for some integer ¢ = 2™, and
y?> = 2% + ax + b over F, for some large prime ¢. In other words, the curve is
parameterized by ¢ and (a,b). Denote E(F,) as the additive finite group which
consists of all the integer points (including the infinity point 0) on the elliptic
curve. In the following, we give the formal description of the four algorithms of

the SM2 signature scheme.

— Setup(1%): Given a security parameter k, generate the elliptic curve parameters
(¢,a,b,n) such that n is a prime divisor of the cardinality of E(F,) and |n| >
2k, where ¢, a,b is the curve parameter. Choose a (random) generator G €
E(F,) of order n. Output a set of domain parameters params := (q,a,b,n, G).
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Let h: {0,1}* — F,, and H : {0,1}* — {0,1}?°® be two cryptographic hash
functions. Let A,, C E(F,) be the cyclic group generated by G. The conversion
function f : A,, — F,, is defined as f(Q) = ¢ mod n, where z¢ is an integer
representation of the xz-coordinate of the elliptic curve point @ € A,,.

— Keygen(params): Given the domain parameters params = (q, a,b,n, G), pick

& F,\{0,n — 1} and compute Y = dG. Output the public-private key pair
(Pk = (G,Y),sK = d).

— Sign(params, sK,PK,m): Given the set of domain parameters params =
(¢,a,b,n,G), the private key sk = d, the public key PK = (G,Y), and a
message m, let Z = H(ENTL||ID||a||b||G||Y) where ENTL denotes the length
of ID and ID is the identity of the owner of PK and do the following:

Let m = Z||m.

Compute e := h(mn).

Choose k < F,.\{0}.

Compute x;1 := f(kG).

Compute 7 := (e + 1) mod n. If r =0 or r + k = n, go back to step 3.

Compute s := (k—rd)/(1 +d) mod n.

The signature on m is o := (r, s).

NS Tt W D

— Verify(params, PK,c’,m’): Given the set of domain parameters params =
(g,a,b,n,G), the public key PK = (G,Y), and a signature ¢’ = (1/,s’) on a
message m/, let Z = H(ENTL||ID||a||b]|G||Y") and do the following:

If ' ¢ [1,n — 1], output 0 and exit.

If s' ¢ [1,n — 1], output 0 and exit.

Let m' = Z||m/.

Compute €’ := h(m’).

Compute ¢ := (r' + s’) mod n. If t = 0, output 0 and exit.

Compute x| := f(s'G+tY).

Compute R := (¢/ +x}) mod n.

If R =7/, then output 1, else output 0.

PN O WD

The conversion function f : A, — F,, of SM2 is exactly the same as that of
ECDSA, and has been shown to be almost-invertible in [5].

5.2 EUF-CMA Security of SM2

Now, we proceed to give a formal security proof showing the EUF-CMA security
of SM2. Formally, we have the following theorem.

Theorem 1. If h is a uniform and collision-resistant hash function, and the
conversion function f is almost-invertible, SM2 is existentially unforgeable under
adaptively chosen-message attacks in the generic group model.

Note that in the generic group model, an adversary is not given direct access
to the group, but rather only receives “handles” representing group elements.
More concretely, the adversary must interact with an oracle to perform the group
operations (including scalar-multiplication and addition) and obtain handles for
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new elements. In particular, it is assumed that the adversary can only use handles
previously received from its environment. Back to our case, in addition to directly
to get group element handles from group operation queries, the adversary can
also obtain handles from the public key and the signatures from signing oracle
queries. Actually, the adversary can use the handles in the public key and the
signatures as the “bases” to perform further groups operations. More formally,
let (G,Y) be the group element handles in the public key, and let (V1,...,V,,)
be the group element handles created in the signing queries, where ¢, is the
number of signing queries made by the adversary. Then, by the assumption
that all the group elements that the adversary want to compute have a form
of 21G + Y + 23V1 + ... + 24.42V,,, where z1,..., 24, 42 are known integers
chosen by the adversary. Thus, we can unify all the group operation queries by
the coefficient vector (z1,. .., z4,+2)*. For example, multiplying the base element
G by an integer z can be expressed as a group operation query (z,0,...,0).

Proof. In the following, for any PPT forger F, we show there exists a challenger
C to simulate the attack environment for F such that the advantage of F is
negligible. In order to answer the group operation queries from F, the challenger
C will keep a table L to record the information generated in the group operation
queries. Formally, C first generates the handle G of the base element by choosing

G & A,, and adds (1,G,—, —) into the table L, where A, is a set supporting
efficient sampling and representing the underlying group. Then, C chooses an
integer d & F,\{O,n — 1}, Y & A, as the handle of multiplying G by d,
and adds (d,Y, —,—) into the table L. Let ¢5 be the number of signing queries
made by F, g. be the current number of signing queries during the interaction
between C and F, and denote Vi, ..., V,, as the group element handles that will
be generated in the signing queries. C answers F’s group operation queries and
signing queries as follows.

— For a group operation query with input (z1,...,24,42) (i.e., F wants to com-
pute z1G + 22Y + 23V1i + ... + 24,42V, ), C does the following:
1. Let j be the maximum index such that z; # 0.
2. If j > q. + 2, then return L and exit.

3. Otherwise, for each ¢ € {1,...,j}, retrieve k; from the entry (k;, V;, —, —)
in table L and compute 2’ = 21 + zod + 23k1 + ... + zjk; mod n.
4. If there exists an entry (2/, V/,—, —) in table L, C directly returns V' to F.

Otherwise, it distinguishes the following two cases:

o Case 1: If 25 = 0, choose V' & A,,, add (2", V', (#1,...,2q,42), —) into
table L. Finally, return V' to F.

e Case 2: If zo # 0, randomly choose Z’ S {0,1}256 m’ S M3, and
compute

V/ = f71(22 — 21 — ngl — ... ZqSJerqS — h(Z'Hm/))

2 In this case, if some z; is equal to 0, it means that the corresponding group element
is not involved in the computation.
3 We use M to denote the efficiently sampling message space of SM2.
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until V' € A,. Then, add (2/,V’,(21,...,2¢,42), Z'||m’) into table L,
and return V' to F.

— For a signing query on some message m, C chooses k & F,\{0}, and makes
a group operation query (k,0,...,0) by itself to obtain a handle V. Then, it
computes z = f(V),r = h(Z|m)+z mod n,and s = (k—rd)/(1+d) mod n,
where Z is the other information as determined in the signing algorithm SM2.
Finally, C returns (r, s) as the signature on m to F.

After making polynomial time queries of the above two types, the adversary
F will output a forged signature (r*,s*) for m* ¢ {m;}c[q,). Below, we prove
the probability that the forged signature is valid to be negligible under the
assumption that h is uniform and collision-resistant.

Analysis. Note that C honestly generates the public key and the signatures, if C
also perfectly answers the group operation queries, then we have that C almost
simulates a perfect attack environment for F. Actually, it is easy to check that
all the group element handles are uniformly chosen at random except in Case
2 of the group operation query. Now, we argue that the handle V' generated
in Case 2 is also uniformly distributed. In fact, since Z’ and m’ are uniformly
chosen at random, and h is a uniform function, we have that the input of f~!
in Case 2 is uniformly distributed. By the fact that f~! is almost-invertible, we
have V' is uniformly distributed. In addition, by the Schwartz-Zippel Lemma,
the probability that there exist two entries (2/,V’,—,—) and (2", V", —, —) in
table L such that 2z’ # 2z’ but V' = V" (i.e., C fails to simulate the generic group
model due to the inconsistency) is bounded by O(%) which is negligible,
where q¢ denotes the total number of group operation queries made by F. This
finally shows that C almost perfectly simulates the attack environment for F.

In order to finish the proof, we only have to show that the probability that
(r*, s*) is a valid signature on m* is negligible. Before continuing, we note that
the secret key d is perfectly hidden from the adversary F. This is because in the
generic group model, d is chosen independently from the group element handle
Y in the public key, and d is perfectly hidden from the signature (r,s) in the
signing query (due to the randomly choices of k and V). Let k* = s*+ (s* +7r*)d,
then (r*,s*) is a valid signature on m* if and only if there exists an entry
(k*,V*,—,—) in table L such that r* — h(Z||m*) = f(V*). We first claim that
V* ¢ {G,Y} holds with overwhelming probability. Otherwise, the adversary can
deterministically compute d from (r*,s*) by using the fact that s* # 0 and
s* + r* # 0, which contradicts to the fact that d is perfectly hidden from the
adversary F. In other words, VV* can only be created either in answering the
group operation query or in answering the signature queries. We distinguish the
following two cases:

- Ifv* e {W,...,V,}, then let V* = V; for some i, and let (r;,s;) be the
signature on some message m; and auxiliary information Z; in the i-th signing
query. In other words, we have s* + (s* + r*)d = s; + (s; + r;)d. By the fact
that d is perfectly hidden from the adversary F, this can only happen with
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non-negligible probability when both s* = s; and s* + r* = s; + r; hold.
In this case, (r*,s*) is a valid signature on m* if and only if the equation
hZi||mi) =7 — f(V;) = r* — f(V*) = h(Z]jm*) holds. Since m* # m;, this
means that F has to find a collision (Z;||m;, Z|jm*) of the hash function h.
Under the assumption that h is collision-resistant, this can only happen with
negligible probability.

— Else, V* is created by a group operation query with input (27,...,2; ,5). In
this case, we have k* = s* + (s* +1%)d = 27 + z3d + 23k1 + ... + 2 2k,
Again, by the fact that d is perfectly hidden from the adversary F, this can
only happen with non-negligible probability when both s* = 27 + 23k +

oot 25 40kg, and s* + r* = 23 hold. By a simple computation, we have
T =25 — 27 — 23k — ... — 2z ok, . Besides, according to the strategy of
C (in Case 2), there exists a pair (Z’,m’) chosen by C such that f(V*) =
2y — 27 — 23ky — ... — 27 L okq, — h(Z'[lm'). In other words, (r*,s*) is a valid

signature if and only if h(Z|jm*) = r* — f(V*) = h(Z’||m’). However, under
the assumption that h is collision-resistant, the probability that F outputs a
pair (Z||m*) such that h(Z||m*) = h(Z'||m’) is negligible.

In all, we have shown that under the assumption that h is uniform and
collision-resistant, the probability that (r*,s*) is a valid signature on m* is
negligible, which completes the proof. O

5.3 Security of SM2 Against Generalized SKS Attacks

In this subsection, we show that SM2 is secure against generalized SKS attacks.
Formally, we have the following theorem.

Theorem 2. If both H and h are modeled as non-programmable random oracles
(NPROs), then SM2 is secure against generalized strong key substitution attacks.

Proof. In the following, we will show that the advantage of any PPT adversary
F against the generalized SKS security of SM2 is negligible. Formally, in order
to simulate the attack environment for F, the challenger C only has to generate
the domain parameters params and (PK,SK), and answers the signing queries
honestly. More concretely, C first runs the Setup and Keygen algorithms to obtain
params = (q,a,b,n,G) and (PK,sK) = ((G,Y),d) where Y = dG. Then, let ID
be the identity of the owner of PK, and send (params,PK) to F. Recall that
in our model h and H are modeled as NPROs, both the challenger C and the
adversary F have to access the external random oracles h and H to realize the
functionality of SM2.

After receiving the i-th signing query on a message m;, C honestly computes
(r4, ;) < Sign(params, SK, m;) by making appropriate random oracle queries to
h and H, and returns o; = (r;, s;) as the signature on m; to F. Let ¢s; be the
number of the signing queries issued by F.
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Finally, F will return (ID*,m*, (r*,s*),PK* = (G*,Y*)) as its output?,
such that (1) (G*,Y*) # (G,Y), (2) (G*,Y*) is valid®, and (3) (m*,r*,s*) =
(mj,rj,s;) for some 1 < j < gs,.

Analysis. Now, we will show that F can only win the SKS game with negli-
gible probability. Specifically, the probability that the message-signature pair
(mj,rj,s;) is valid under PK* is negligible in the security parameter . Note
that (mj,r;,s;) is valid under PK* = (G*,Y™) if and only if

ri=e;+ f(s;G+ (rj+s;)Y)=e€"+f(s;G"+(r; +s;)Y*) modn, (1)

where e* = h(H(ENTL*||ID*|a|b||G*||Y*)|/m;) and e; = h(H(ENTLI|ID
lal|b]|G|Y)|lm;). Since PK # PK*, we have that the distribution of e; is inde-
pendent from that of e*, and that e; # e* holds with overwhelming probability.
This means that the distribution of o; = (7, s;) is independent from e* accord-
ing to the signing algorithm. In other words, the distribution of e* is still uniform
conditioned on the equation (1) holds by the assumption that both A and H are
NPROs. Note that F must first fix PK* = (G*,Y™*) to make the appropriate H
query, and that the outputs of both A and H are uniformly distributed, the prob-
ability that e* = h(H(ENTL"||ID*|a||b||G*||Y*)|m;) satisfying a prior fixed
equation e* = r; — f(s;G* + (r; +5;)Y*) mod n is negligible, which shows
that the equation (1) can only hold with negligible probability. This completes
the proof of Theorem 2. O
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