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Abstract. With the rapid development of mobile devices and online
social networks, users in Proximity-based Mobile Social Networks
(PMSNs) can easily discover and make new social interactions with oth-
ers by profile matching. The profiles usually contain sensitive personal
information, while the emerging requirement of profile matching in prox-
imity mobile social networks may occasionally leak the sensitive infor-
mation and hence violate people’s privacy. In this paper, we propose a
multi-hop profile matching protocol (NMHP) in PMSNs. By using our
protocol, users can customize the matching matrices to involve their own
matching preference and to make the matching results more precise. In
addition, to achieve a secure and efficient matching, we utilize the con-
fusion matrix transformation and the idea of multi-hop, which means we
make profile matching within several hops instead one. Security analysis
shows that our proposed protocol can realize privacy-preserving friend
discovery with higher efficiency.

Keywords: Profile matching · Friend discovery · Trusted third party ·
Confusion matrix · Dot production

1 Introduction

With the increasing popularity of mobile devices (e.g., smart phones) and the
great advancement of online social networking, Mobile Social Networks (MSN)
have become a vital part in our daily life [20]. Especially, the explosive growth of
mobile-connected and location-aware devices makes it possible and meaningful to
do MSN in proximity (PMSNs) [16,17]. Proximity-based Mobile Social Networks
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(PMSNs) is one of the fastest-growing activities among mobile users. Nowa-
days, users can discover and make new social interactions easily with physical-
proximate mobile users through Wi-Fi or Bluetooth interfaces embedded in their
Smartphone or Tablet.

Fig. 1. Profile matching in friend discovery

In PMSNs, in order to join and enjoy the social activities, users usually begin
by creating a profile, then interact with other users. In the process, it is necessary
to disclose some personal and private information, it is clearly that, the user’s
privacy may be revealed during such process. However, users’ profile may include
some sensitive information, so it is dangerous to leak them to nearby strangers.

In order to solve this problem, a group of private matching protocols have
been proposed recently, among which these protocols, some protect users’ pri-
vacy with reliance on a TTP (Trusted Third Party) [3,8,10,12]. In TTP-based
approaches, TTP is the bottleneck from both the security and system perfor-
mance points of view. The reason is that the TTP needs to know all the users’
interests to perform the matching process, so it is quite dangerous when the
TTP is compromised.

In the other TTP-free schemes, there are two mainstreams of approaches to
solve this problem. The first category treats a user’s profile as a set of attributes
and provides private attributes matching based on private set intersection (PSI)
and private cardinality of set intersection (PCSI) [7,15]. The second category
considers a user’s profile as a vector and measures the social proximity by private
vector dot production [5,19].

Although the above mentioned protocols can provide private matching, most
of them use complicated cryptographic computation to ensure the privacy, which
are not efficient enough for the resource-restricted mobile devices. For example,
homomorphic encryption and decryption are used in [4,6,13], introducing more
computation overhead due to modulus exponentiation and modulus multipli-
cation. BGN cryptosystem [1] is employed in [2,14], which also requires a large
amount of computation resource. Commutative Encryption Function [18] is used
in [20], which also needs a lot time to do the encryption. In addition, Zhu et al.
adopted the confusion matrix model, however, she only considered the friends
that can be matched within 1-hop range, which may not be the best match.

To reduce the computation cost in existing protocols and not rely on TTP,
according to nonhomomorphic encryption-based privacy-preserving scalar prod-
uct computation [9], we propose a novel multi-hop protocol (NMHP) by employ-
ing confusion matrix transformation algorithm instead of complex computations.
The main contributions of this paper are shown as follows.
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(1) We propose TTP-free protocol (NMHP), in our protocol, we protect users’
profile item details during the matching.

(2) We use the lightweight confusion matrix transformation algorithm instead
of public-key cryptosystem and homomorphic encryption in NMHP.

(3) We consider profile matching in multi-hop instead of one hop, in this way,
we can find the better match within a wider range.

The rest of this paper is organized as follows. Section 2 shows some prelimi-
naries in our work. Following in Sect. 3, we describe the details of our proposed
protocol and prove the correctness of our protocol. Sections 4 and 5 give the
security analysis and performance evaluation. Finally, we draw the conclusions
in Sect. 6.

Fig. 2. Multi-hop profile matching process

2 Relate Definition

2.1 System Model

The whole process can be divided into two phases, illustrated by Figs. 1 and 2.

(1) The 1-Hop Friend Discovery Matching Phase. When user joins social
networks, they usually begin by creating a profile, and then interact with other
users. He/She will broadcast his/her personality profile in the list of neighbors
within the 1-hop range. In the process, we mainly use the dot product and matrix
confusion algorithm to obtain the degree of similarity between two users. In this
way, we can find the initiator ’s best matcher user in the 1-hop range.
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(2) The Multi-hop Friend Discovery Matching Phase. Actually, there is
often no suitable friend in 1-hop, so we need to use the multi-hop ideas in our
protocol. We use responder as an agent to forward the initiator ’s personality
profile and calculate the degree of similarity between the next hop or multi-
hop user.

2.2 Adversary Model

In the profile matching phase, if a party obtains one or more users (partial or full)
attribute sets without their explicit consents, it is said to conduct user profiling
attacks [9]. In this paper, we consider two types of user profiling attacks.

(1) Honest but Curious Adversaries Model. The honest but-curious (HBC)
adversary is a legitimate participant in a communication protocol who will not
deviate from the defined protocol but will attempt to learn all possible infor-
mation from legitimately received messages. In this paper, we assume that the
attacker is more interested in the privacy of mobile social network actors.

(2) Malicious Adversaries Model. A user who may launch some active
attacks do not honestly follows the protocol but tries to learn more information
than allowed. These adversaries may behave arbitrarily and are not bound in any
way to follow a specified protocol. Such as denial-of-service (DoS) and continuous
fake-profile attacks.

2.3 Design Goal

Our main goal is to achieve a secure private matching between an initiator and
several responders.

(1) Definition 1. Level-I Privacy. When the protocol process ends, the initia-
tor and each responder should only know the size of the intersection set of their
attributes (the attribute degree of similarity) set mutually. Any other attribute
information should not be known by any other party.

(2) Definition 2. Level-II Privacy. When the protocol process ends, it is
assumed that the outside attacker can intercept the user’s interaction informa-
tion, but the outside attacker can not decrypt or recover the user’s details.

3 Friend Discovery Privacy Preserving Profile Matching

In this section, we propose our profile matching protocol in privacy-preserving
proximity-based mobile social networks. As shown in Fig. 2. Firstly, we will intro-
duce the basic idea behind the proposed protocol. Then, we will introduce the
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Table 1. Summary of notations

Notation Description

MAl×n , MA∗
l×n The initiator profile matrix and confusion profile matrix

MCl×n , MDl×n Randomly generate two matrixes

α, β Two large prime

E() Asymmetric encryption function

PK, SK Public key and private key

H() Hash function−→
K The secret key to help get original results

MBl×n, MBT
l×n The responder profile matrix, the transpose of MBl×n

D The product of matrix MA∗ and MBT

(Wij)l×l The weight degree between initiator and responder

λmax The similarity between the initiator and responder

λ
/
max The similarity between the initiator and responder in n-hop

MSGI2R MSG from the initiator to the responder

MSGR2I MSG from the responder to the initiator

MSGA2R MSG from the agent to the responder

protocol in details. It mainly consists of the following three phases: system ini-
tialization, the 1-hop friend discovery matching phase, and the multi-hop friend
discovery matching phase. The summary of notations used in our protocol is
shown in Table 1.

3.1 The System Initialization Phase

During this stage Alice and other users who are willing to participate in social
activities will start installing applications on their Smartphone or Tablet, in our
designed mechanism, this application includes a number of functional modules
each functional module will correspond to an actual application scenario and a
user list. In a scenario, social users can choose their own interests and preferences
for variety of presetting options, thus forming a property of profile, then Alice
broadcast the profile to the her own user list, to start with interesting social
activities. Specific friend discovery profile matching process see Sect. 3.2.

3.2 The 1-hop Friend Discovery Matching Phase

Alice first runs the following steps to start the preparation of the matching
(see Fig. 3).

Step 1-Matrix-Confusion. In our protocol, we assume the PMSNs application
developers define a public attribute set in advance, which consists of n attributes
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Fig. 3. Working processes of NMHP

I = {I1, I2, ...In}, when a user first joins the application, he/she will select
a corresponding integer i ∈ [1, l], (l called as the weight of an attribute) for
each attribute to indicates the level of interest. l could be a small integer, say
2–10, which may be sufficient to differentiate user’s interest level. Given n user
attribute and l kinds of user interest level weight, we can organize the set of
rating scores as a n − by − l rating matrix MAl×n, this matrix can completely
describe an user’s profile, in which the row vectors indicate the weight of interest
and column vectors mean the public attribute.

Alice first chooses a subset of IAlice = {Iai1, Iai2, ...Iaij} to indicate the profile
items she wants to match with Bob, i.e., MAl×n, where aij denotes the user’s
interest level of the j′th attribute in the public attribute set is i, aij ∈ [0, 1]. For
example, if the Alice’s interest level of the 5′th attribute in the public attribute
set is 3, he set a35 = 1 and an5 = 0.

MAl×n =

⎡
⎢⎢⎣

a11 a12 ... a1n

a21 a22 ... a2n

... ... ... ...
al1 al2 ... aln

⎤
⎥⎥⎦

Secondly, she choose two large prime α, β, where |α| = 256, β > (n + 1)l2α2.
Meanwhile, Alice randomly generate two matrixes MC

l×n
and MD

l×n
, used for

hiding personal information, computes the two large prime with MAl×n and gets
MA∗

l×n. After that, Alice sends Msg
I2R as a matching query to Bob through

her mobile device. The messages from initiator to the responder are:

MsgI2R = {MA∗
l×n, IDi,H(Di), Q, t} (1)
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where MA∗
l×n is a confusion matrix, which contains the weight of interest and

public attribute of initiator. IDi is the identity of the initiator (e.g., IP address),
H(IDi) stands for the hash value of IDi. Q denotes friend discovery query, and
t refers to the time point at which the user gets the result from the responder.
If beyond t, this information will be abandoned or relaunched.

Step2-Matrix-Multiplication. AfterreceivingAlice’smatchingqueryMsg
I2R ,

Bob dose the following: Firstly, Bob will use the public hash function H() to check
the correctness ofAlice’s identity information. i.e.,H()+IDi = H(IDi). Secondly,
if Bob (or other responders) is also interested in profile matching, then he/she will
choose a subset of IBob = {Ibi1, Ibi2, ...Ibin} to indicate the profile items and con-
struct a responder matrix that hewants tomatchwithAlice, i.e.,MBl×n, and com-
putes the intersection of MAl×n

∗ and MBT
l×n. If they have same interest, the value

will be 1, or will be 0. When the process ends, Bob gets a matrix D = MA∗
l×n ∗

MBT
l×n = (dij)l∗l. Lastly, Bob sends Msg

R2I as a reply of the matching to Alice
through his mobile device. The messages from the responder to initiator are:

Msg
R2I = {D,H(D), IDR,H(IDr), PKBob,t} (2)

where IDr is the identity of the responder, The public key is the groundwork
for the following task. H(IDr), H(D) are IDr’s, D’s hash value, mainly used to
verify the value of IDr and D whether being modified by the external attackers
in the transmission process.

Step 3-Weight Matrix-Construct. When Alice receives Bob message Msg
R2I ,

she will verity the message. After verifying, Alice will construct a weight matrix
(Wij)l×l, the weight matrix can indicate the different attention (interest) degree
for the attributes between initiator and responder, we describe the generation
of the element (Wij)l×l according to the Formula-3:

(Wij)l×l =

⎧
⎨
⎩

i; i = j;
i − |i − j|; (i − |i − j|) > 1;
1; (i − |i − j|) ≤ 1;

(3)

Step 4-Similarity Calculation Results. In this step, Alice runs Algorithm1
to get T ∗. Meanwhile, Alice uses T ∗ and (Wij)l×l to make dot production. Up
to now, Alice can get the match value λBob, then she knows the similarity with
Bob. And so on, Alice can knows the similarity value with the other responder
in 1-hop. i.e., λ =

[
λ1 λ2 ... λn

]
. Until now, Alice can choose the user who has

the largest similarity value λmax in the 1-hop region as the best matcher.
We assume Bob is the best match user, he also wants to make friends with

Alice, so Alice will start a session process and send a message to Bob.

Msg
I2R = {PKAlice, EPKBob

(C)} (4)

where EPKBob
(C) is cipher text which is encrypted by Bob’s public key, C is a

specific session content (plain text).
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Algorithm 1. Similarity Calculation Results Algorithm
Input:

Alice received Bob computer results D = (dij)l∗l;
Output:

Generate similarity value λ by Alice and Bob’s matrix dot production;
1: Alice computer T = (tij)l∗l, tij = (dij + ki) mod α, for dij ∈ Dl×l;

2: Alice makes a further transformation to get T ∗ =
tij−(tij mod α2)

α2 ;

3: Alice considers the corresponding weights and computes Hl×l = T
∗
l×l ◦ (Wij)l×l,

“◦” is dot production;

4: Up to now,we can get the match (similarity) value λ =
l∑

i=1

l∑

j=1

hij ;

5: return λ.

Fig. 4. Multi-hop friend discovery profile matching process

3.3 The Multi-hop Friend Discovery Matching Phase

Step 5-Forward the Initiator Profile Matrix. In the actual scenario, in
1-hop range the chances of finding a friend who has the similar interests and
hobbies are usually limited, so we use the idea of multi-hop in the network, use
a responder as a agent to forward the initiator profile to find the better match
user, then we may find the largest similarity degree friend with Alice in a wider
range (see Fig. 4).

In this section, in order to simply describe the process, we set the routing
as two hops, Alice as a initiator, Bob and Jenny are Alice’s neighbors in 1-hop
range, Alice can not directly through the Wi-Fi and Bluetooth communicate
with Jack (beyond the range of communication), Bob, Jenny, and Jack can
communicate directly (they are neighbors in a hop range); Firstly, in order to
expand the range of friend discovery, Alice will randomly select a user (we assume
the user is Bob) from her user list as a agent for forwarding her profile (MA∗

l×n)
and the max similarity value (λmax); Secondly, Jack receives this profile, he will
carry out matrix calculation; Lastly, Bob will calculate the similarity result with
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dot product. This process is the same as Step 2, 3, 4, the messages from the
agent (Bob) to responder (Jack) are:

MsgA2R = {λmax,MA∗
l×n, IDagent, t}. (5)

Step 6-Comparison of Results. Via calculation Bob can get the match value
λJack, then Bob knows the similarity with Jack, and he will compare λJack with
λmax, when λjack > λmax, Bob will forward the result to Alice. So far, Alice
decides whether or not to build up a communication relationship with Jack.

Otherwise Alice knows that the search for a matching user has failed in the
2-round. And she will choose the best match user in the first round or continue
to search for matching users in the next hop.

4 Security Analysis

4.1 Resistance to Attacks from HBC Model

(1) Privacy of the Initiator. In our protocol, Alice does not directly send her
interested profile to Bob, The initiator reveals his/her personal profile matrix
MA∗

l×n to the potential responders in vicinity, all the elements in this transition
matrix MA∗

l×n are randomly generated by two large prime α, β, meanwhile, we
use the random matrix MC

l×n
,MD

l×n
to make a confusion about the original

matrix, and each of random number in the matrix is used only once in the
interactive process. So it is very difficult for the responder to recover the initiator
profile. This method is proved to be secure in [9]. Therefore, except for the profile
items Alice and Bob are both interested in, the names of other unnecessary items
are all protected.

(2) Privacy of the Responder. In our protocol, elements in matrix MBl×n is
also privacy-preserving using the large prime β and matrix multiplication, obvi-
ously, the unknown a∗

ix will hide the operation on each D = (dij)l∗l, although
Alice can decrypt the data Bob sends to him, say Msg

R2I , because of the deter-
mined operation properties of the matrix, Alice will not monitor the match-
ing process and decrypt the intermediate results to get the original results of
MAl×n ∗ MBT

l×n, so Alice learns nothing about the responder other than the
matching value. The privacy of the responder can be protected too. Moreover,
any other sensitive information (e.g., responder attributes, interest level etc.)
cannot be inferred from the exponentiated values they receive.

4.2 Defense Against Outside Adversary

If external adversary would like to use the background knowledge to build attack
dictionary to attack on the user, then this dictionary will be very large to make
the dictionary profiling. This is due to the attribute could be the user’s personal
information including profession, interest, favorite song, etc. So in most cases,
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it is very difficult for the external adversary trying to get the user’s attribute
information to get through the brute force.

In our protocol, all the delivered important information will be processed by
a hash function H() to get a hash value, this value is also included in the message,
when users get the message, they can check if the information is modified or not
by comparing the hash value. Furthermore, we assume that an attacker intercepts
information through an insecure channel. However, because we use asymmetric
encryption algorithm, the external attacker does not know the user’s private
key, so he has no way to recover the information. Hence, our protocol can resist
external attackers.

5 Performance Evaluation

In this section, we evaluate the performance of the proposed protocol in terms
of computation complexity and communication overhead in the mobile social
networks. At the same time, we compare our protocol’s privacy preserving degree.

Table 2. Comparison of related work

Protocol Offline Online Communication.(bits)

Initiator Responder Initiator Responder Initiator Responder

NMHP l·n·mul1+

2l·n·add
∼ 2l·l·mul1+

3l·l·n·add
2l·l·mul1+

3l·l·n·add+

l.n.mul1+

l.n.add

(l·+2)·1024 2(l·l)·1024

WAS [11] n·exp1+

n·h
n·exp1+

n·h
n·exp1 n·exp1 2n·1024 (n+2)·1024

Fine-

grained

[19]

2l·n·exp1+

l·n·mul2

∼ 1 ·exp2 1 ·exp1+

1 ·exp2+

n·mul2

l·n·2048 l·2048

We make an analysis about the complexity of our protocol and some existing
work in this section. The offline, online computation cost as well as the com-
munication overhead are used to measure the complexity of our protocol. The
number of the multiplication and exponentiation operations is used to evalu-
ate the computation cost, since these operations are always resource-consuming
in mobile devices. The communication overhead is evaluated by counting the
transferred and received bits.

In our paper exp1 means 1024-bit exponentiation operation, exp2 means
2048-bit exponentiation operation, add indicates modular addition, and mul1,
mul2 represent 1024-bit and 2048-bit multiplication operation, respectively. We
assume that each user in our protocol has n interests and the highest correspond-
ing weight value is l. From Table 2, we can learn that our protocol decreases
computation and communication costs significantly, especially the online com-
putation cost which has a direct impact on system performance.
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6 Conclusion

In this paper, we have proposed a multi-hop profile matching protocol for privacy
preserving in mobile social networks. By computation of profile similarity, users
can find out potential friends with similar interests, skills, age, location, etc.,
through a privacy preserving way. Our protocol uses confusion matrix technology,
dot product, weight of interest level to get the similarity value, in which the
weights and threshold are both chosen by users themselves. Detailed security
analysis shows that the privacy of both names and values of users’ profile items
is well protected by our protocol.
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