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Abstract. Attribute Based Encryption (ABE) has found enormous
scope in data confidentiality and fine-grained access control of shared
data stored in public cloud. Classical ABE schemes require attaching the
access policy along with the ciphertext, where the access policy describes
required attribute values of a receiver. As attributes of a receiver (i.e.,
user) could relate to the identity of users, it could lead to reveal some
sensitive information of the ciphertext (e.g. nature of plaintext, action
sought from of receiver) for applications like healthcare, financial con-
tract, bureaucracy, etc. Therefore, anonymizing attributes while sending
ciphertext in use of ABE schemes, known as Anonymous ABE (AABE),
is a promising primitive for enforcing fine-grained access control as well
as preserving privacy of the receiver. In ASTACCS 2013, Zhang et al.
proposed an AABE scheme using the match-then-decrypt [1] technique,
where before performing decryption, the user performs a match oper-
ation that ensures a user whether he is the intended recipient for the
ciphertext or not. We found that Zhang et al.’s scheme [1] is not secure,
in particular, it fails to achieve receiver’s anonymity. In this paper, we
discuss the security weaknesses of Zhang et al.’s scheme. We show that
an adversary can successfully check whether an attribute is required to
decrypt a ciphertext, in turn, reveal the receiver’s identity. We also sug-
gest an improved scheme to overcome the security weakness of Zhang
et al.’s scheme.
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1 Introduction

Cloud infrastructure provides important features to service providers and con-
sumers such as high data availability, reliability and low-cost maintainability
of stored data in cloud server. While storing data in third party cloud server
and accessing it over public channel security of users data and privacy of data
access are become an active research problem in recent times. Attribute Based
Encryption (ABE) [2-4] is a public-key cryptographic primitive suitable for data
confidentiality and fine-grained access control enforced in public cloud. ABE is
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more flexible than conventional public-key encryption, as ABE supports one-to-
many encryption instead of one-to-one. With ABE, a data owner can share the
data with multiple designated users by sending ciphertext, pertaining to target
user’s attributes. There are two kinds of ABE — (1) Key-Policy Attribute Based
Encryption(KP-ABE) [2,4]; and (2) Ciphertext-Policy Attribute Based Encryp-
tion (CP-ABE) [3]. In KP-ABE, each ciphertext is labeled by the encryptor with
a set of descriptive attributes and the private key of a user is associated with
an access structure that specifies which type of ciphertext the user can decrypt.
Whereas, in CP-ABE a user is identified by a set of attributes which are included
in his private key, and a data owner can decide the access policy for decrypting
ciphertext intended to the user. The encrypted message must specify an associ-
ated access policy over attributes. A user can only able to decrypt a ciphertext
if the user’s attributes pass through the ciphertext’s access policy.

Although ABE scheme supports fine-grained access control, it discloses
receiver’s identity by which an adversary can guess the purpose of the message
from the ciphertext by seeing receiver’s attributes. For example, the adversary
can guess that the receiver is a faculty if some of the attributes are question
paper, student, first year, discipline, etc. Therefore, protecting receiver’s identity
while using ABE is a challenging research problem.

Anonymous ABE (AABE) is introduced in [5-8] as a promising public-key
primitive that allows sender in achieving receiver anonymity in ABE. In anony-
mous CP-ABE, access policy is hidden in the ciphertext. A user requires to
decrypt a ciphertext using secret key belongs to his attributes. If his secret key
matches with the access policy, the user can successfully decrypt the ciphertext.
If the attribute set associated with the secret key does not match with the access
policy, then the user cannot get what access policy is specified by the encryptor.
Therefore, the user in AABE schemes is required to perform the whole decryp-
tion procedure in order to verify if he is the intended receiver of the ciphertext
or not, which results into a large overhead on the user when the ciphertext is
not intended to him, but the user is engaged with the decryption procedure for
the ciphertext.

In ASTACCS 2013, Zhang et al. [1] proposed an AABE scheme to address
receiver anonymity by adding one matching phase before decryption of the
ciphertext. The user performs the match-then-decrypt procedure using his secret
key components and ciphertext components to check if he is the intended recip-
ient of the ciphertext. The scheme of Zhang et al. is efficient than other AABE
schemes in the sense that all receiver do not engage in full decryption procedure
used in other schemes, instead after the partial decryption (i.e., match-then-
decrypt phase) the intended receiver goes for the final decryption procedure in
Zhang et al.’ scheme. However, we found that Zhang et al.’s scheme is not secure,
that is, it does not support receiver’s anonymity. Any user of the system or an
outsider (say, adversary) can successfully check whether an attribute is required
to decrypt a ciphertext, in turn, reveal receiver’s identity.

In this paper, we show the security weaknesses of Zhang et al.’s scheme.
We propose an improved scheme to mitigate the security weakness of
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Zhang et al.’s scheme. We show that the improved scheme is secure with respect
to the security claim of the Zhang et al.’s scheme.

The remainder of the paper is organized as follows. Section?2 gives some
preliminaries. Section 3 reviews Zhang et al.’s scheme [1]. Section4 discusses the
security flaws of Zhang et al.’s scheme [1]. Section 5 presents the improved scheme
followed by its analysis in Sect. 6. Section 7 provides the performance analysis of
the improved scheme. We conclude the paper in Sect. 8.

2 Preliminaries

In order to make the paper self-contained, we provide some preliminaries that
have been used throughout the paper.

2.1 Bilinear Mapping

Let G and G be two multiplicative cyclic groups of prime order p. Let g be a
generator of G and e be a bilinear map, e : G X G — Gp. The bilinear map e
has the following properties:

— Bilinearity: for all u,v € G and a, b € Z,,, we have e(u®,v?) = e(u,v)®.
— Non-degeneracy: e(g, g) # 1.
— e: G X G — G is efficiently computable.

2.2 Complexity Assumption

Decisional Linear (D-Linear) Assumption. Let z1, 22, 23, 24, 2 € Z, be
chosen at random and g be a generator a cyclic group G. The decisional Linear
assumption [9] is that no probabilistic polynomial-time algorithm P can distin-
guish the tuple (71 = g™, Zy = g2, Z3 = g*1%3, Z, = g***4  Z = g*3T%) from
the tuple (7, = g*', Zy = g*2, Z3 = g*'*3, Z4 = g***4, Z = ¢*) in G with more
than a negligible advantage e.

The advantage of Pis PI‘[P (Zl, ZQ, Zg, gz3+z4) = O] - PI‘[P(Zl, Z27 Zg, gz) =
0] = € where the probability is taken over the random choice of the generator g,
the random choice of 21, 22, 23, 24, 2 € Zy,, and the random bits consumed by P.

For the proof of our proposed improved scheme we consider a variant of D-
Linear Assumption [7] which states that no probabilistic polynomial-time algo-
rithm P can distinguish the tuple (Z1 = g*', Zo = g?2, Z3 = g% 7, = g*2*,
Z = g©173) from the tuple (7 = g%\, Zy = g*2, Z3 = g=1% 7, = g% 7 =
¢%) in G with more than a negligible advantage e.

Decisional Diffie-Hellman (DDH) Assumption. Let a,b,z € Z, be chosen
at random and ¢ be a generator of a cyclic group G. The decisional Diffie Hellman
assumption is that no probabilistic polynomial-time algorithm B can distinguish
the tuple (g, P = g%, Q = ¢g°, R = ¢g°) from the tuple (¢, P = ¢%,Q = ¢°, R = ¢*)
with more than a negligible advantage e.

The advantage of P is Pr[P(g,9%,9°,9%°) = 0] - Pr[P(g,9%9%9%) = 0] = €
where the probability is taken over the random choice of the generator g, the
random choice of a, b, z € Z,, and the random bits consumed by P.
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2.3 Access Structure

Let there be n attributes in the universe and each attribute ¢ (for all 1 <4 < n)
has value set V; = {v; 1,02, ,Vin, }. L = [L1,Lo, - -+, L] is an attribute list,
where each L; represents one value from the value set of attribute 4. A ciphertext
policy W = [Wy, Wy, --- ,W,,] where W; C V; for 1< i < n. Each W; represents
the set of permissible values of an attribute 4 in order to decrypt the ciphertext.
An access structure W is a rule that returns 1 when given a set L of attributes
if L satisfies W, else, it returns 0. An attribute list L satisfies W, if L; € W; for
all 1< < n.

3 Zhang et al.’s Scheme

3.1 Scheme Definition

Zhang et al.’s scheme [1] consists of four algorithms — Setup, KeyGen, Encrypt,
and Decrypt, which are defined as follows:

— Setup(1') — (PK,MK): The setup algorithm is run by the attribute center.
On input a security parameter [ it returns public key PK which is distributed
to users, and the master key MK which is kept private.

— KeyGen(PK,MK,L) — SK: This algorithm is run by the attribute center.
On input the public key PK, the master key MK and an attribute List L, it
outputs SKy, as the attribute secret key associated with the attribute list L.

— Encrypt(PK, M, W) — CTw: An encryptor runs this probabilistic algorithm.
The input to the algorithm is public key PK, a message M, and a ciphertext
policy W, and output is a ciphertext CTy which is a encryption of M with
respect to W.

— Decrypt(PK,CTw,SK;) — M or L: The decryption algorithm is determin-
istic and it involves two phases, attribute matching detection and decryption
phase. When user provides as input the system public key PK, a ciphertext
CTw and a secret key SKj associated with L, the algorithm proceeds as
follows:

1. Matching Phase: If the attribute list L associated with SK; matches with
the ciphertext policy W of C'Tyy then it initiates Decryption phase, else,
it returns | and terminates decryption.

2. Decryption Phase: It returns message M.

3.2 Detailed Construction

— Setup(1'): Let G, Gt be cyclic multiplicative groups of prime order p, and e :
G xG — Grbeabilinear map. H : {0,1}* — G is a map-to-point function that
takes a string as input and outputs a point on elliptic curve. The attribute center
chooses y €r Zp,9,91,92 €r G, and computes Y = e(g1,g2)?. The system
public key is PK = (g, 91, g2,Y), and the master key is (y).
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— KeyGen(PK,MK,L): Let L = [Ly,Lo,---,Ly] be the attribute list for the
user who requires a secret key. The attribute center chooses ry,79, -+ ,7r,_1 €R
Z, and computes 1, = Yy — Z?;ll r; (mod p). Then the attribute center
chooses r €r Z, and {r},/\i,):i €r Zpti<i<n, sets 7 = Y i 7; and com-
putes [Dg, Dag] = [¢Y7", g7]. For 1< i < n, the attribute center computes
[Dais Dios Dijs Dio, Dial = (95 H{illvig,)" 92" 97 H(Ollil[vi.1,)*, 97, 95
H(1||i||vi k) N] where L; = v, 1,

The secret key is SKL = <ﬁ0, DA,07 {DAJ', Di’o, Di,la ﬁi’o, ﬁi,1}1§i§n>'

— Encrypt(PK,M,W): For encryption of a message M with respect to access
control policy W, encryptor selects s, s’ and, s” €r Z, and computes C =
MY*®,Ca = e(g,9)°Y",Co = g*,Co = g5,C, = g5 ,Cy = gf_sw. Then for
1< i <mand 1 < j < n; the encryptor computes [Ci’j,A,Ci’j,o,CA'i,mo] as fol-
lows: If v; j € W; then [Cy .4, Cij.0, Cijio) = [H(il|vi;)* s H(O|i||vi ;)" , H(1]|
i|\vi7j)s_3”] else if v; ; ¢ W; then [C; ; a,Ci o0, CA'i,LO] are random elements.

The encryptor prepares CTy = ( CA,CO,C'O,C',Cl,C’l,{{Ci,ij,CZ-,jym
Cigoti<i<n Ji<izn)-

— Decrypt(PK,CTw,SKp): A receiver of the ciphertext tests and decrypts

the ciphertext CTy using his secret key SKp, as follows:

1. Matching Phase: Receiver checks if his attributes L satisfies W or not by
checking if following equality holds true. In the following equation the C; ;
denotes the cipher component related to j** value of an attribute ¢ which
a receiver possesses.

Ca  e(Co, Dol Day)

e(9,Co)  e(ITi=; Cij,a,Dap)

If the equality holds false then decryption procedure is aborted; otherwise,
the Decryption Phase is initiated.

2. Decryption Phase: The receiver recovers message M using following com-
putation

M= C I, e(Ciyjios Dio)e(Cijio, Dio)
[Ti=, e(C1, Din)e(Cr, Din)

4 Security Flaws in Zhang et al.’s Scheme

The authors of the scheme [1] proposed a cost-effective decryption procedure
with a matching phase operation before the decryption procedure. The authors
in [1] claimed that the scheme provides anonymity, and the ciphertext does not
disclose the identity of the receiver. They have also stated that if any receiver
succeeds in decryption of a message, he is not be able to identify who else can
decrypt the same ciphertext. However, the authors did not provide the security
proof for the matching phase elements and match operation. The security proof
presented in their scheme primarily focused on the matter that the ciphertext
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is not distinguishable from any other random element, if the adversary does
not possess the corresponding attribute secret key. We found that the cipher
components for matching phase themselves discloses the underlying ciphertext
access policy. In this section we show that the scheme [1] does not provide
receiver’s anonymity

We consider as an adversary, any user inside the system or any outsider, who
has knowledge of universe of attributes. The adversary can successfully check
if a particular attribute is included in ciphertext. In particular, the attributes
which make the attack successful are C and {{Ci,j,a}1<j<n; b1<i<n. To check
whether an attribute v; ; is included in ciphertext or not, the adversary calculates
D'y ; ; = H(i|lvi ;). Then, the adversary checks if following equation returns true
for an attribute v; ;.

e(é(), DIA’Z‘J) - e(C’i,j,Aa gl)

If the above equality holds true, the adversary can conclude that the attribute
used in the equation is included in ciphertext access policy. With this, the adver-
sary now checks if a specific attribute which may be an identity of a user is
integrated in access policy or not.

For example, suppose a University has three different departments “Computer
Science, Electrical Engineering, and Mechanical Engineering”. The attribute cat-
egories and their corresponding value sets are as follows.

— For the attribute “Role” Wgoe = {Dean, Teacher, Student, Administrative
Staf f}

— For the attribute “Department” Wpey = {CS, EL, ME}

— For the attribute “Course” Weourse = {PhD, MS, BS}

When the Dean sends some confidential notice to all teachers in an encrypted
form using the scheme [1], the Dean generates an encrypted message with fol-
lowing ciphertext components. For simplicity, we do not show all ciphertext
components. Instead, we provide the ciphertext components for the attribute
“Role”.

’

Ca=ce(g,9)°Y*

Co =¢°
C’o = gf/
C =My
Cy :95”
Gy =g

{CRole,Teacher,Aa CRole,Teacher,Oa CAYRole,Teacher,O}
= {H(Role|Teacher)® , H(0||Role||Teacher)®” , H(1||Role| Teacher)* "}

Random values are provided for other attributes such as Student, Dean and
Administrative staff.
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The adversary now checks whether a Teacher is the intended recipient of the
ciphertext with following equation.

e(é’o, H(Role||Teacher)) = e(CRoie, Teacher.A, J1)-
The correctness of the equation is shown below.
e(Co, H(Role||Teacher))
e(gs , H(Role|Teacher))
e(H (Role||Teacher)® , 1)

= e(CRole,Teacher,Aa gl)

To recover the whole access policy the adversary requires n; x n bilinear
pairing operations. Let m = max (n;)1<i<n. Therefore, to disclose the receiver’s
identity the adversary requires at most O(mn) bilinear pairing operations.

5 An Improved Scheme

The security weakness of the scheme in [1] occurs in the matching phase. The
authors in [1] do not provide any security proof for the matching phase compo-
nents. In the improved scheme we provide an improved matching phase that can
be incorporated with any existing Anonymous ABE schemes. We do not include
the cipher components and key components required for encryption and decryp-
tion of a message as it depends on the AABE scheme used for encryption and
decryption of a message. The proposed modified scheme uses a set of parameters
which is isolated from the parameters used for the encryption and decryption
of a message. The underlying access structure for the improved scheme is as
described in Sect. 2.3.

5.1 Scheme Definition

Like Zhang et al.’s scheme [1], the improved scheme consists of Setup, KeyGen,
Encrypt, and Decrypt phases, which are defined as follows.

Setup(1'): The Setup algorithm takes as input a security parameter I The
output of this phase is Master Secret Key MSK and Master Public Key MPK.

KeyGen(MSK ,MPK L): On input of an attribute list L, MSK and M PK,
the algorithm outputs user’s secret key SKr..

Encrypt(MPK ,W): The Encrypt algorithm takes as input the ciphertext access
policy W required for decryption and MPK. The output of this algorithm is cipher
components CTyy, which are used for matching phase.

Match(MPK ,SK ;,CTw): Match phase enables the receiver to check whether
he is the intended receiver or not. It takes as input MPK, SK, CTy , and returns
whether the SK7, is matched with CTy or not. The output of the algorithm will
guide the receiver as he should perform the decryption of the received ciphertext
or not.
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5.2 Detailed Construction
The scheme works as follows.

— Setup(1'): The Attribute Center (AC) performs the setup phase. It selects
two groups G and Gr of prime order p whose bit-length is [ and a bilinear
mapping function e : G x G — Gp. The AC chooses two random generators
g1 and gy from group G and one hash function H is defined as H: {0,1}* —
G. The master secret key MSK is chosen as («, 8 €g Z,). The corresponding

master public key MPK <gl, 92, 9%, gg, e(g1, gg)a> is published.

- KeyGen(MSK,MPK,L): Let L=[Lq, Lo, --- , Ly,] be the attribute list for the
user who requires a secret key. Here L; represents a value v;; that a user
possess for attribute 4. A user possess exactly one value v; ; for each attribute
i where 1 < i < n. For every user in the system the AC picks a random value
p and generates a user’s secret key SKp for performing the matching phase
operation as follows.

D= (g2 . HCllvij)™ - g5 where Li = vy ;.
_ L
D=g/

— Encrypt(MPK,W): We provide the construction of cipher components for
matching phase only. Therefore, we have not included encryption of mes-
sage. The algorithm takes the access policy W and public key MPK as input.
Here, W ={W1,Wa,--- W, } where W; {1 < i < n} is the set of values per-
missible for decryption. To prepare the cipher components for matching phase
the encryptor takes secret values s and ¢ from Z, and makes n portions of ¢
as t; such that Z?:l t; = t. For attribute values from each set W; create the
following cipher components.

~1If v ; € Wi Cij = g5 H(il|vi )™
~Ifv; ¢ W; C;}j is a random value.
The other cipher components are C= git,C = ggtﬁ and C' = e(ghgg)a(s_l)t.

— Match(MPK, SKr,CTw): A user performs the match operation before going
for decryption of an encrypted message. The user checks if his set of attribute
values L satisfies access policy W or not by checking if following equality holds
true. User collects the relevant éu cipher components. Here C'” denotes
cipher component related to value v;; for an attribute ¢ which a receiver
possesses. R

= «¢.D)
e(H?:l Ci,j?Q?)e(Cv D)
If the equality does not hold true, the decryption procedure for a message

is aborted, otherwise, the user initiates a decryption procedure related to
encryption scheme used for encrypting a message.




386 P. Chaudhari et al.

Correctness: The correctness of the matching phase is as follows.

e(é,D)
e(ITi=, Ci gy 99)e(C, D)
e(gi*, (g2 ITi—y H(illviy))* - 95) i
e([Tiy (g5 Hillvi ;)*1), 99)e(g5™, 97)
26(91792)(a(5—1))t
—_c

After the matching phase, the receiver goes for the final decryption procedure
as in [1] to obtain the message.

6 Security Analysis

6.1 Security Model

We consider the IND-sCP (Indistinguishability against selective ciphertext pol-
icy) model to analyze the proposed improved scheme. In the analysis we exclude
the encryption and decryption of a message as they are not part of the proposed
matching scheme. The improved scheme is simulated with the following security
game.

Init: The adversary A commits two ciphertext Policies Wi and Wy that he
wishes to be challenged upon.

Setup: The challenger B chooses [ as a security parameter and chooses « at
random from Z,. B also defines a bilinear mapping function from G x G — Gr
and chooses two generators from G as g1, go. The master private key is a. The
public parameters g1, g2, 9, gzﬁ and e(gy,g2)® are sent to A.

The game has following four steps.

Step 1. Preprocessing Phase. With this phase A issues polynomially bounded
number of queries and gathers following items from the challenger.
— Secret key SK for attribute set L such that L satisfies either both

challenge ciphertext policies Wi and W7 or satisfies none of them.

— matching phase elements for different access policies W.

Step 2. Challenge Phase. The challenger C randomly picks a bit v = 0 or 1
and submits the ciphertext elements for matching phase related to W
using two random secret values s,t from Z,,.

Step 3. Post Processing Phase. The adversary A is allowed to run a number
of queries as done in preprocessing phase.

Step 4. Guess: The adversary A outputs a guess v/. A wins the game if v/ = v.
The advantage of A in this game is defined as Advs(l)=
|Priv' =v] —1/2|.
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We show that the improved scheme is secure in the IND-sCP model. We prove
the security of the scheme relies on the hardness of D-Linear Assumption and
Decisional Diffie-Hellman assumption. We prove the security of proposed scheme
in two theorems. In first theorem we prove that unless a valid decryption key is
available, the adversary is not able to find a valid match. In the second theorem
we prove that receiver anonymity is preserved in the improved scheme. We show
that even if an adversary is able to get a valid key and find the match successfully,
he can not find out the underlying access policy.

The security model consists of a Challenger C, a Simulator & and an
Adversary A.

Theorem 1. If an adversary can break the proposed improved scheme in the
random oracle model, then a simulator can be constructed who can break the
D-Linear assumption with a non-negligible advantage.

Proof. We show that without a correct decryption key A is not able to compute
any function of C’. If an adversary is able to succeed in doing so with non-
negligible advantage €1, then we are able to design a simulator S that can play
the D-Linear game with advantage <-. For the proof we consider a variant of D-
Linear assumption. The simulation proceeds as follows: We first let the challenger
set the groups G and G of prime order p, with an efficient bilinear map, e and
generator g. The challenger flip a fair binary coin pu, outside of §’s view. If y =
0, the challenger sets (g, Z1, Za2, Z3, Z4, Z) = (g, g*', g2, g7+, g7 1% g=173),
otherwise it sets (g, Z1, Z2, Z3, Z4, Z) = (g, g**, g*2, g*2*+, g** %4, g%) for values
21, %2, 23, 24 and z chosen randomly from Z,.

Init: The simulator S runs A. A commits two access policies Wi and W7 for
which he wishes to be challenged upon.

Setup: S takes the following values: g1 = ¢%, g2 = ¢, ¢ = ¢g** with the
assumption that o =z;. Here a is chosen randomly from Z,. With the selec-
tion of random value 5 from Z,, g5 is calculated as ¢°. H(i||lv;,;) is assumed as
gﬁJrH'(iHvi*j). Here n denotes the number of attribute categories and H'(i||v; ;)
is computed from random oracle, producing an element of Z, in output. The
simulator § announces the public key as g1 = ¢%, g2 = ¢, ¢f = g**, 92”6 = g7,
e(g1,82)" = e(g,8)"*.

Preprocessing Phase: The adversary A gathers following information from
the simulator S.

— Whenever A makes its k*" key generation query for the set Sj of attributes
such that Sy satisfies neither Wi nor Wy'. The simulator S selects a random
value p € Z,, and the resultant key components are generated as follows.

D= (g2 [T H(llvis.))* - 95
i=1

n
_ L+ H (illvij,)\21 . p
_(gHgnzlJ’_ Ji ) .g
i=1
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= g7t . gt H(lvig)z) L gp
=7Z1-q- Zl‘LLl (H'(il|vi 3,)) g
— % ap
D=gf =g%

— When A issues queries for ciphertext elements related to any access policy W,
then the simulator S chooses random values s and ¢ from Z,, and provides the
output of matching phase components incorporating access policy W.

Challenge: Let the two challenge ciphertext policies submitted by the adversary
Aare Wi = [Wo,1,Woa,- -+, Wo ] and Wi = [Wy 1, Wi g, , Wi ,].

Now S does following. S flips a random coin v, and computes the cipher com-
ponents for W7} as follows. S assumes st=z; 23, with the assumptions that s =

= 8;11) and t = z4(22+1). For the values which are included in W3, C calculates

Cij = g5 Hil|vi j)* = 3
For other attribute values which are not included in W3, C; ; are random

z + 1 r(s . . 1 1 .
%g(nzl +H'(il|vi,j;)) 2123 — Z4n Zgn ZH'(zHUi,ji)

values. Subsequent cipher components are calculated by S as C' = g5t = Z9,

C =g =2° and C' = % (' is correct cipher component only

if Z = g% Else C’ is a random element. Ciphertext components C,C,C, C"
are given to A.

Post Processing Phase: A is allowed to run a number of queries for attribute
keys and ciphertext components for matching phase with the same conditions
as imposed in the preprocessing phase.

Guess: A submits a guess v/ of v. If v/ = v, then S outputs p=1 to indicate
that it was given a valid D-Linear tuple, else it outputs p=0 to indicate that
the ciphertext is a random element. Therefore, A gains no information about v,
in turn, Priv # /|p = 0]= 1. As the simulator guesses y'=0 when v # 1/,
Prip = p/|p=0] = L. If p = 1, then the adversary A is able to view a valid
matching phase components with advantage €; (1), a negligible quantity in secu-
rity parameter in [. Therefore, Pr[v = v/|v = 1] = § + ¢(I). Similarly, the sim-
ulator S guesses y/=1 when v = v/, in turn, Pr[y/ = plp=1] = 1 + €1(1). The
overall advantage of the simulator in D-Linear game is § x Pr{u = /| = 0] +

e (1
FxPrip=plu=1]-§ =3 x5+ §x(3 +a) - § = 4.
Therefore, if the A has a non-negligible advantage €;(l) in the above game

then we can build a simulator (S) which can break the D-Linear problem with
310

non-negligible quantity —5-~. Hence, the theorem. O

Theorem 2. The proposed improved scheme provides receiver anonymity in
IND-sCP game under the DDH assumption if there is no polynomial time adver-
sary A who can distinguish a valid ciphertext and a random element with non-
negligible advantage Adv4(l) in security parameter [.

Proof. In the second theorem we prove that the cipher components provides
receiver anonymity. We prove in the following game that even if an attacker
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gains a valid decryption key, he is only able to find a correct match with C’. The
attacker can not find out the underlying access policy. This proof strengthen our
claim that even if any user is able to find himself as the intended recipient for a
ciphertext, he is not able to find out who else are the other intended recipients
for the same ciphertext. We show that the cipher components generated for an
access policy are indistinguishable from an element chosen randomly from the
group.

We first let the challenger set the groups G and G of prime order p, with
an efficient bilinear map, e and generator g. The challenger flips a binary coin p
outside of S view and assigns a tuple (g,A = ¢*,B = ¢°, Z) to A. If u = 1 then
the challenger sets Z as g% else a random value with equal probability.

Init: The simulator S runs A. A commits two access policies Wi and W{ for
which he wishes to be challenged upon.

In W§ and Wy for one attribute A, W\ # W7 . There is at least one value
vz, from value set of attribute A, such that vy, ¢ W, and vy, € W} ,. Here
1 < r < ny. For rest of the attributes Wy, = Wy, where 1 <i < n and i #£ A\

Setup: S takes the following values: g1 = g, g2 = ¢g”2. Here, x5 is chosen ran-
domly from Z,,. H(i|v; ;) is computed as an output of an random oracle. Another
two random secret values are chosen as « and 3. The simulator S announces the
public key as: g1 = g, 92 = "2, ¢f = 9%, g5 = g™, e(g1,92)" = e(g,9)"*

Preprocessing Phase: The attacker A collects following results in response of
his queries made to simulator.

— Whenever A makes its k' key generation query for the set Lj of attributes
such that F\(Ly, W) = F(Lg,W7). That is, A is allowed to issue a valid secret
key for which the match procedure returns true with the challenge ciphertext
components. However the restriction is imposed as the key should match with
both the challenge access structure Wi and Wy. The simulator S selects a
random value p and the key components are generated as follows.

n
D = (g2 [T H(illvij )™ - g5 = (g7 - g™ Vi) gr2r
=1

_ ) o

D=gr =g°

— For the matching phase, S chooses random values s, and ¢ from Z,. Then &
provides the output of matching phase components for access policies .

— The attacker issues the query for H(i|v(,j)). For all the attribute values
except vy, The simulator S runs the random oracle function and provides
as output an element from . The simulator S records the queries and its
outputs. So that if any query is repeated by attacker then the same result
as given for that query previously is repeated in output. For an query for
H(M||vx) the output returned is B = g°.
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Challenge: Then S flips a random coin v.

— & sets st as a and ¢ is selected as any random value chosen from Z,. This
results in gt = g% = A and g5? = gm2af = w28,

— The simulator S generates n shares of value t and use each share ¢; for encrypting
the values for attribute . For all the cipher components W ; where 1 <i <nand
# Athe cipher components C ; are generated as gb' H (i v; ;)5 = g#2ti g™ (lvis)a,

— For values vy ; of attribute W: » Which are included in both Wy  and W y,
the cipher components C’;,j are generated as in the real scheme using the
value of ty.

— For the value vy, which makes a differentiation between Wy » and W y, the
cipher component C;\,r is calculated as follows.

e If v = 0 then C) , will be a random value. This is valid because C) , is not
in Tp » as per definition.

e If v = 1 then C’:\,,. is set as ¢g®2t*Z. Here we have taken the output of
H(M|v(\, 5)) from random oracle as g°. If Z is a valid element with value
g“b then C;\_’T will be a correct element else it will be a random element.

— (' is calculated as e(g,g)%%2.

The adversary will be given ciphertext components (¢, C, C, {{C} ; }1<j<n, }1<i<n)-
At the end of the challenge phase the adversary uses following values ( g5t = g%,
H(A[v(A\,7))= g Cx, ) to find out the underlying access policy. If Cy , is a
correct cipher component then it represents the value gg* -g® else it is a random
value.

Postprocessing Phase: A is allowed to run a number of queries for attribute
keys and ciphertext components for the matching phase with the same conditions
as imposed in the preprocessing phase.

Guess: A submits a guess v/ of v. If v/ = v, then S outputs u=1 to indicate that
it was given a valid DDH-tuple, else it outputs ©=0 to indicate that the ciphertext
is a random element. Therefore, A gains no information about v, in turn, Pr[v #
v | p=0] = 1. As the simulator guesses y/=0 when v # v/, Priu = pi/ | p=0] = 3.
If =1, then the adversary A is able to view a valid cipher components with advan-
tage ea(l), a negligible quantity in security parameter in [. Therefore,
Prlv =v'|p = 1] =3 + e2(1). Similarly, the simulator S guesses 1//=1 when v = v/,

in turn, Prly/ = plp = 1] = L + (). The overall advantage of the simula-

2
tor in DDH game is 2+ x Prip = p/|p = 0]+ 3 x Prjp = p'lp = 1] - 1 =
€2 l
bxdedx(ra@)-i=a
Therefore, if the A4 has a non-negligible advantage €3(1) in the above game
then we can build a simulator (S) which can break the DDH problem with

non-negligible quantity ezﬂ Hence, the theorem. (]
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7 Performance Analysis

We have experimented the proposed scheme on a Linux system with Intel core-i3
processor running at 2.30 GHz and 3 GB RAM. Pairings are constructed on the
curve y*> = 23 + x over the field F}, for some prime q = 3 mod 4. The order p
of the groups G and G is a prime number 160 bits, while the length of ¢ is 512
bits. The resultant time required in matching phase operation is around 0.04 to
0.08 s with respect to total number of attributes values ranging from 10 to 100.

The improved scheme facilitates a receiver to find out whether he is the
intended recipient or not with just » multiplication operations and three bilin-
ear pairing operations. Here, n denotes the number of attribute categories. The
operation complexity of matching phase is O(n) + O(1) ~ O(n). While com-
paring the improved scheme with Zhang et al.’s scheme we found the following
results with respect to matching phase operation (Table1).

Table 1. Comparison of the matching phase

Parameters (Used for match operation) | Zhang et al.’s scheme [1] | Proposed scheme
Number of user key components n+2 2

Number of cipher components ni-n—+3 ni-n—+3
Number of bilinear mapping operations | 3 3

Number of multiplication operations 2-n n

Here, n denotes the attribute categories in the system and n; denotes the
number of attribute values in i*" category (1 <i<n).

We note that the performance comparison is done for the matching operation
of the Zhang et al.’s scheme and the proposed improvement. The other AABE
schemes [5-8] do not provide matching operation, as a result, the decryption
procedure of these schemes are not efficient. The proposed improved scheme
can be used with any existing AABE scheme to make the decryption procedure
efficient.

8 Conclusion

We discussed anonymous attribute based encryption (AABE) schemes and found
security flaws in a recently proposed AABE scheme [1]. The security weakness of
the scheme [1] occurs in its matching phase that discloses the identity of the user.
We proposed an improved scheme for the matching phase that keeps the scheme’s
anonymity feature intact. The proposed improved scheme can be incorporated
in any AABE scheme in order to improve the efficiency of decryption procedure.
User accountability is another important concern in AABE scheme, which can
also be integrated in the proposed improvement and we left this as an interesting
future scope of the proposed work.
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