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Abstract. This paper proposes a methodology for analyzing commu-
nication security in smart grid domains. As an application case, in this
paper, we focus on information exchanges between Distributed Energy
Resources (DER) and primary substations employed in the medium volt-
age control of active grids. The ICT (Information and Communication
Technology) architecture of the application is modeled through a net-
work simulator integrating the standard communication modules and
the attack processes experimentally evaluated in a voltage control cyber
security testbed. The paper presents the cross validation of the simu-
lation model with the experimental traces, the sensitivity analysis with
the validated model of the flooding attack effects on the communication
performance and the scaling-up capability of the simulation model for
the analysis of more realistic grid size.
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1 Introduction

The evolution of the energy infrastructures connecting Distributed Energy Re-
sources (DER) at different levels of the power grids leads to rethink the function-
alities of the Supervisory Control And Data Acquisition (SCADA) systems. The
role of the ICT (Information and Communication Technology) infrastructure is
becoming more and more fundamental and the communications among power
control entities become crucial assets of the grid operation. Such ICT archi-
tectures of future smart grids may be, especially in the case of DER, based on
heterogeneous and third party telecommunication services and so prone to cyber
attacks. This advanced scenario pushes the cyber security issues and the need of
managing ICT risks at a top position in the smart grid agenda. The innovative
idea driving the research activity presented in the paper is to use an ICT network
simulator for developing a sufficiently accurate communication model providing
reliable evaluations of the cyber attack effects on the legal communications. The
accuracy of the simulation models is granted by the usage of implementation
and data from a laboratory testbed. In this paper, we describe the integration of
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a real traffic protocol and an application layer taken from a voltage control test-
bed into a simulation model in order to obtain an aligned behaviour. The model
can be validated by comparing the outcome from the simulation runs with those
from the real setup reinforcing the degree of confidence in the selected approach.
Once the model is validated through the testbed comparison, we are allowed to
scale up the model and include in the simulation more complex scenarios in order
to perform larger scale analysis not addressable within the testbed size limits.
The paper is structured as follows: Sect. 2 introduces an overview on network
simulators used in smart grid domains. Section 3 describes the Medium Voltage
Control function, its communications and protocols from the testbed. The model
of communication addressed in this paper is presented in Sect. 4, where the sim-
ulation models integrating malicious traffic from the testbed are described. In
Sect. 5 some preliminary results from the attack analysis are discussed. Section 6
concludes the paper and presents the future work.

2 Related Work and Tools

Different simulation tools exist that can be used to model the ICT architecture
of a power grid. In the following we provide an overview of the mostly used.
OPNET [1] is a commercial tool and the main applications of this tool are plan-
ning, optimization and evaluation of large (corporate) networks that need to
design, analyze or rearrange communication network systems. OPNET in smart
grid domain is used in particular for hybrid simulation of power systems and
ICT for real-time applications [2] and for co-simulation [3]. Another commer-
cial network simulator is QualNet [4]. In the context of smart grid applications
several approaches using QualNet are discussed in the literature [5]. The sim-
ulation focus is the analysis of protocols on a large scale (nodes in the tens of
thousands) in heterogeneous (unicast, multicast, satellite, internet) networks. A
drawback of QualNet emanates from the fact that it is focused on the analysis
of protocols and their interaction with each other and the network structure,
which makes it difficult to quantify the impact of ones own application on the
network. Another network simulation tool is OMNeT++ [6]. It is a modular,
extensible and component-based open source simulation library and framework,
primarily employed for building network simulators. This framework has been
used for modeling communication networks and distributed systems for smart
grid applications in [7]. Other well-known open-source network simulators are
the Network Simulator 2 (NS-2) [8], and its successor, Network Simulator 3
(ns-3) [9]. ns-2 and ns-3 are object-oriented, discrete event-controlled commu-
nication network simulators which are used for research and development. The
development of the NS-2 has been abandoned in 2006 in favour of a new prod-
uct development, i.e. ns-3. ns-3 is a free, open-source software, licensed under
GNU GPLv2, written in C++ and offering Python bindings. It is possible to
describe the architecture of the network and to schedule simulation events that
will be executed at defined time. Different protocols (TCP, UDP, RIP, OSPF,
etc.), data traffic sources (FTP, Telnet, Web, CBR, VBR, etc.), mechanics for
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router queue management as well as of routing algorithms can be included in
the simulation model. There are also implementations for the MAC-layer and
multicast-protocols for wired and wireless communication networks. The simu-
lation results can be saved to a trace-file and can be analyzed with self-written
scripts or with specific thirty party tools. An important utility introduced in ns-3
is the Direct Code Execution (DCE) functionality. This provides the possibility
to include and execute existing implementations of protocols and applications
without the need of rewriting the source code. This has been the reason why
we have selected it as a good candidate tool for our research purposes. NS-2/3
are used in order to evaluate ICT infrastructures for the smart grids, e.g. for
the improvement of existing infrastructures based on 802.11s Mesh Networks for
Smart Metering [10], or in order to evaluate the interaction between ICT and
energy networks in co-simulation as discussed in [11]. Thanks to the DCE func-
tionality of ns-3, in this paper we propose a simulation analysis approach that
addresses the cyber security evaluation of the smart grid communications con-
sidering the real applications exchanging traffic conform to the communication
standards used in the power grids.

3 Medium Voltage Control Testbed

The connection of a consistent amount of DERs to medium voltage grids can
influence the status of the whole power grid. In particular it is possible to see
effects on the capacity of the DSO (Distribution System Operator) to comply
with the contracted terms with the Transmission System Operator and so on
the quality of service of their neighbour grids. This difficulty not only could be
transferred into charges to the DSO, but it may also impact on the TSO oper-
ation because the scheduled voltages at grid nodes could not be observed and
voltage stability problems cannot be managed properly. In order to maintain
stable voltages in the distribution grids a Voltage Control function has been
specified in [12] whose main functionality is to monitor the grid status from field
measurements and to compute optimized set points for DERs, flexible loads and
power equipment deployed in HV(High Voltage)/MV(Medium Voltage) substa-
tions. The Voltage Control is a function of the SCADA node of a HV/MV
substation control network [12]. In order to compute an optimized voltage pro-
file the algorithm involves communications through components inside the DSO
area, but also exchange of information with systems outside the DSO domain. In
particular DERs communicate with the substation SCADA via a DER Control
Network, possibly deploying heterogeneous communication technologies avail-
able in different geographical areas. DERs periodically provide measurements to
the substation SCADA and receive set points in order to keep optimized voltage
profiles. The RSE PCS-ResTest Lab (Power Control Systems Resilience Testing
Laboratory) [17] hosts a test platform for running cyber security experiments
over realistic control scenarios, implementing the message exchange involved in
the Medium Voltage Control using the IEC 61850 standard with MMS (Manufac-
turing Message Specification) profile [14]. More info on the testbed architecture
can be found in [15].
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4 Simulation Model

In this section the ns-3 tool introduced in the previous section is used for build-
ing the communication architecture. In the following subsection the different
developed models are described.

4.1 Communication Model

Figure 1 presents a sketch of the model architecture for the legal communica-
tions. The network is composed by 7 main nodes: at DER site, the DER server
(1) and the router (2); at HV/MV substation site, the router (3) for DER com-
munication, the SCADA server (4) and the router (5) for center communication;
at center level, the router (6) and the SCADA server (7). As in the testbed, the
router nodes have multiple network interfaces, one for each network link.

Fig. 1. Logical architecture of the simulation model

In particular we focus on DER primary substation communication and con-
sidering the Voltage Control function we have two types of information flows:
periodic data representing the measurements from the DER site to the primary
substation and possible asynchronous set-point sent by the primary substation
in order to control the DER behavior. Both the information flows use the MMS
protocol over an always on TCP/IP connection. The correspondent ns-3 model
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is again composed by 7 nodes belonging to 5 different networks: DER LAN NW,
DER-SUB WAN NW, SUB LAN NW, SUB-CENTER WAN NW and CENTER
LAN NW. Each node has an IP address depending on the network where it is
placed. A sketch of the network addressed is presented in Fig. 2.

Fig. 2. Model architecture

At DER server (node 1) a MMS server application is installed: using the
DCE feature of ns-3, we install in the model the testbed application based on
the libiec61850 library [16]. At SCADA server (node 4) the corresponding MMS
client application is running. We choose to use the testbed implementations
instead of ns-3 built-in applications in order to obtain more realistic traffic:
the reports containing DER measurements are sent every 2 seconds and if we
sniff the traffic of the simulation we expect to obtain the same trace of the real
application with the same traffic profile (packet size and content of IP, TCP and
higher layer protocols in the MMS stack). In Fig. 3 the comparison between the
trace of the information flow from the RSE testbed and the simulation model
is shown. It is possible to see the exchange of measurements (the MMS reports)
from the DER SCADA to the primary substation SCADA. The traffic pattern is
the same; this means that the information flow emitted by the simulator is fully
comparable with the real application information flow. Figure 4 allows comparing
the structure of a MMS report packet containing the DER measurements. It is
possible to note the full stack having the MMS protocol at the highest level.

Fig. 3. Traffic trace from the testbed (left) and the model (right)

Comparing the content of a MMS report frame obtained from the real appli-
cation with a report frame from the ns-3 simulation with DCE, we see the same
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Fig. 4. MMS packet structure from the testbed (top) and the model (bottom)

structure (Fig. 5): in both case the report fields of the packet are exactly those
specified by the IEC 61850 standard.

Fig. 5. MMS packet content from the testbed (top) and the model (bottom)

4.2 Models for the Flooding Attack Scenarios

Starting from the legal communication model validated with the testbed traces,
now we introduce a variable number of additional nodes representing one or
more attackers connected to the DER HV/MV substation Wide Area Network
as displayed in Fig. 6. Each attacker runs the flooding attack tool taken from
the testbed that sends illegal packets with source one or more attackers (node 8
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Fig. 6. Flooding attack

to n) and target the substation router (3), i.e. the same interface that receives
the legal MMS packets from the DER.

In Fig. 7 the pcap trace is displayed where we see the MMS report and, after
the beginning of the attack, the malicious UDP packets masqueraded as Syslog
messages, a legal message type in the communications for ICT monitoring.

Fig. 7. Trace of attack scenario

Thanks to the parameters of the attack tool, we perform a sensitivity analysis
of the effects of the attack on the MMS communication performance by varying
the number of attackers, the packet rate and payload size of the illegal traffic.

4.3 Model of the LTE Technology

An important aspect that characterizes the communication between the primary
substation and the DERs is the heterogeneity of the technologies deployed. The
DER sites can be placed in areas where the wired connections are absent. Thanks
to the new developments, the mobile technologies may represent a valid solution
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for the communication of the power grid components such as the DERs. The
LTE technology may be used as access network for the DER and the HV/MV
substation communications and is currently under evaluation in the lab testbed
[15]. For this reason the simulated model has been enriched with the inclusion
of the ns-3 LTE module. The messages outgoing the LTE router reach the desti-
nation through the different nodes of the LTE architecture included in the LTE
module. In the new model nodes (2) and (3) in Fig. 1 are represented by LTE
routers.

5 Results

This section shows how the simulation models presented in the previous sections
can be deployed in order to define the attack scenarios for the experimental
setup with the testbed. The simulated scenarios are selected considering the
attack applications running on the testbed in order to investigate as the attack
parameter configuration affects the legal communications. Moreover the strength
of the simulation environment is that it allows studying larger scenarios than
those feasible in the testbed, for example scaling up the number of connected
DER.

5.1 Setup Parameters

In this subsection different flooding attack parameters are considered and the
attack impact on the DER primary substation communication delay is shown. In
the first analysis the focus is on evaluating the impact of the number of attackers
on the MMS communication delay, in particular considering the transmission
time taken by the DER measurements to reach the Primary substation. At time
1 the MMS client /server applications are activated and at time 8 the UDP
flooding attack process starts. Figure 8 shows the delay values in normal and
attack scenarios. It is possible to note how, varying the number of attackers,
the effect on the legal communication changes. If only one attacker is involved,
the communication delay has a deviation from the normal behavior, but the two
parties are able to exchange messages. Increasing the number of the attackers
the delay time is increasing until the point in time when the connectivity is lost
(e.g. time 21 with 2 attackers). The connectivity loss occurs when the protocol
timeouts expires and it is not possible to maintain the current session active.
This happens earlier by increasing the number of attackers. Another important
parameter to be taken in consideration for the setup of the testbed experiments
is the frequency of the malicious packet emissions. In Fig. 9 the delay values
considering different time between two consecutive packet emissions (10000, 1000
and 100 microseconds) are plotted. All the attack scenarios lead to a connection
loss, but earliest with higher frequency. It is possible to note that in case of
frequency set to 100 microseconds there is not a peak but an adjustment of the
delay value. In the last set of experiments, the malicious packet size is taken as
parameter under observation. In Fig. 10 the plot of the delay values in normal and
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Fig. 8. Attack effect on delay changing the number of attackers

Fig. 9. Attack effect on delay changing the frequency

Fig. 10. Attack effect on delay changing the attack packet size

under attack conditions are shown. In particular two packet sizes are considered:
32 bytes and 512 bytes. The legal packet containing the DER measurements has
a size around 200 bytes, so a smaller and a bigger malicious packet size have
been taken in the simulations. If the packet size is double respect of the legal
one it is possible to see an early connection loss, this happens also in case of the
smaller attack packet size, but later with more dilated time.

5.2 Scaling up the Model Architecture

The simulation model can be deployed in order to explore the scenarios not
addressable by the testbed experiments, for example scaling up the number of
DER connected to grid. Indeed in order to satisfy the European targets of DER
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Fig. 11. DERs - primary substation exchanged packet/sec

penetration the full roll out of active grids requires that a single primary sub-
station is able to control tens of distributed energy resources connected to the
medium voltage grid. It is important to analyze the performance of communi-
cation in such a distributed scenario. For this reason the simulation model has
been extended including 10, 20, 30 40 and 50 DERs. In Fig. 11 the amount of
packet/sec exchanged between the DERs and a primary substation is shown con-
sidering different model size. The simulation time is of 500 s and it is possible
to identify a first phase in which the profile of each DER is exchanged. This
requires a large amount of exchanged packets and then each DER sends peri-
odically, every 2 s, a MMS report containing its measurements. Some of these
packets need to be retransmitted in order to reach the application in the pri-
mary substation, and the number of retransmissions increases with the number
of DERs.

5.3 Experiments with Heterogeneous Communication Technologies

The setup of the model including the LTE module allows analyzing the per-
formance of the mobile technology versus the results obtained with the wired
layout. In Fig. 12 the results achieved considering the round trip time (RTT) as
indicator are plotted. From the simulation outcome it is possible to argue that
the RTT values achieved deploying the LTE module are comparable with the
base line communication, also considering a short plus delta resulting by the
LTE model. In case of DER measurements (in Fig. 12 from packet 26 to the end
of the simulation) the increase is of 17.757 ms.

Fig. 12. RTT in wired vs wireless communications
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6 Conclusion

The use of ICT network simulators for the assessment of the attack effects on
smart grid communications is a promising approach for studying critical sce-
narios, whose results present synergies and interrelationships with experimental
activities. However it still is a challenging research objective to achieve simula-
tion results that are mostly aligned with the performance indicators measured in
the real ICT architecture. The simulation tool has to incorporate into the model
all the aspects of real architecture, i.e. the protocol aware information flows, the
security countermeasures, the network topology and the malicious processes. In
this paper the DER-substation information flow of a voltage control function
for active grids has been modeled by a network simulator integrating a real
client/server application implemented in a testbed setup. This approach allowed
representing realistic traffic profiles in the simulation runs. The simulation out-
comes have been validated with the testbed traces verifying a full alignment
between the real and the simulated traffic profile. The results from the sensi-
tivity analysis of the flooding attack effects by varying the attack parameters
are discussed and used in order to identify the relevant scenarios for the testbed
experiments. In the future work the effect of other attack tools will be evalu-
ated with the simulator over a communication architecture enhanced with the
security measures for the node authentication and the data encryption already
implemented in the testbed, in compliance with the end-to-end security standard
IEC 62351-3.
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