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Abstract. With the fast evolution of networks and Internet, appeared
the concept of the Cloud, the requirements in terms of safety become
more and more essential. This requires the introduction of advanced
authentication methods, access control and identity management, while
respecting the constraints of the services offered by this evolution, such
as data exchange capacity and resources of terminals. The aim of our
work is to propose cloud security architecture to be able to establish
secure sessions between the nodes of a cluster in the cloud, and allow to
different users a secure access to their data.
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1 Introduction

In the classic computer systems, companies, operators, service providers put up
computer parks to host their data and activate their services. But today, Cloud
Computing represents an economic and practical alternative for these entities.
Just like the electric power one century ago, the computing power and storage
of information would be proposed for consumption by specialized companies.
Therefore, companies would no need more appropriate servers, but would entrust
this resources and services to Cloud providers using a set of physical resources
(servers) organized within a cluster to provide, in the request, resources and
services to users. The Cloud became today an effective solution to optimize the
use of the physical resources and reduce their costs.

Cloud computing is a technology with vast impact on computer systems. The
costs can be significantly reduced through the purchase at the request of CPU
time, memory and storage, offering a great flexibility. However, the opening of
systems and sharing of associated resources create many problems of security,
which remains one of the major barriers for the adoption of these technologies [1].
In addition, cloud providers secure their systems only against external enemies
using firewalls and secure connections. Ignoring the internal opponents, who
represent a big threat.
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Identities constitute a key element of safety. This information must be correct
and available to all elements of cloud witch needs to validate access. Access con-
trol bases on the identity information to allow and constrain the access to cloud
functioning and the underlying infrastructure. According to reports published
by groups of protection of personal information supervisory in the United States,
more than 148 incidents of identity theft, affecting about 94 millions identities,
were held in 2005 in the United States alone (Mark, 2006). Identity theft is one
of the most serious threats to online services security. Therefore, it is irresistible
that SaaS providers have the means to authenticate the identity of each user
trying to access to the system.

In order to improve the security of cloud infrastructure, security of identities
and limiting access to authorized users, and by basing on the work already done
and re-use of already existing solutions for other type of networks which we
will adopt for virtual networks and reduce operating costs. Our purpose in this
article is to define a system of access control to filter users wishing to connect,
and preserve access to critical user’s data while protecting their identities using a
system of protection based on the identity-based cryptography and smart cards.

This paper is organized as follows: introduction, the second and third sections
present an overview of existing works and definitions of various basic elements
which will be used in this approche. Section 4 approaches the model of the solu-
tion and the proposed architecture. Sectiond details some security evaluations
of our solution. Finally, Sect. 6 concludes and proposes perspectives of our work.

2 Basic Notions

2.1 Cloud Computing

Cloud computing is a model that allows quick access and request for a pool
of shared computing resources (servers, storage, applications, bandwidth, etc.)
without strong interaction with service provider. This definition of the NIST
(National Institute of Standards and Technology) is widely taken to define the
Cloud. Several major players like Microsoft and Google already propose different
Cloud solutions. Companies hope to have more efficiency and reduce costs if
they can access to an online service, and not manage their ICT (Information and
Communication Technologies). Cloud brings, beyond the added value technology
such as scalability, performance, etc., cost reduction and flexibility (to develop
efficiency). In the following we are going to describe the cloud architecture that
will be used in our work:

e Cloud Service Provider: the provider of cloud services, he provides to users
and customers virtual infrastructure so that his customers can access to their
storage spaces, and services requested and allocated.

e Client: is a user of the services offered by a cloud provider, he has access to
the resources allocated, and has the rights and permissions on all of its data
and services. A customer can be a single individual or a company. Customers
can communicate between them and share data.
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e Other Users: who are not necessarily customers in a cloud provider, but can
access to the data stored in the cloud by a client, and having a number of
authorizations defined by owners of the data (Fig.1).
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Fig. 1. Cloud architecture.

2.2 Identity-Based Cryptography

The concept of “identity-based cryptography” was introduced by Adi Shamir in
1984 [2]. Contrary to the conventional schemes, schemes based identity (IBC),
offer the possibility of choosing freely the public key. Electronic certificates,
known for their complexity, are replaced with easily remembered information,
such as email address, IP address, such as public key. As far as the identity-
based schemes do not require certification mechanism, they allow to simplify
considerably the implementation of secure communication systems.

By their construction, plans based on identity (IBC) manage to solve the
authentication problems, management and revocation public keys, however, they
require the presence of an ultra-powerful authority PKG (Private key Genera-
tor), who provides to each user the corresponding private key to its public key.
The confidence granted to this authority must be without defect, because it is
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inherently capable of regenerating the private key of any user, and therefore able
to perform unauthorized signatures or decryption.

During the last decade, IBC has been improved by the use of Elliptic Curve
Cryptography [3]. Consequently, the new identity based encryption and signature
scheme appeared. To be able to take a client’s private key, the PKG must first
define a set of identifiers based on public characteristics. PKG product groups
G'1, G2 up to G and the coupling function é of G; X G2 in Gr. G1 and G, are
additive subgroups of the group of points of an elliptic curve.

However, G is a multiplicative subgroup of a finite domain. G1, G and G
have the same ordre q. Moreover, G, G2 and G are generated by P, (Q and the
generator g = é (P, Q). The bilinear function é is fired from the Weil [4].

After the specification of the groups, the PKG defines a set of hash functions
in accordance with the IBC and the signature scheme used [5]. As such, the PKG
defines a hash function Hashp,yp() to transform the client’s identity (ID) into a
public key as follows: Pubrp = Hashpu(ID).

Generally, the public key of a customer is calculated as a hash of one of its
identities which is a point of an elliptic curve [6] or a positive integer [7]. The
PKG generates the private key of an entity using a local secret Spxg € Z*
and a private key generation function Privge,(). Note that the private key is
calculated as follows: Privip = Privgen(Spra, Pubip).

3 Related Works

In the last years, cloud security and virtual environments became a topic attract-
ing who research. Several studies have addressed the various problems of secu-
rity and so proposing different solutions. To develop and improve the standard
authentication with password [8] various works were realized to be in order to
solve new security problems in a cloud environment, the use of identity-based
cryptography (IBC) stays a very effective way to make sure of the identity of
the user and be able to manage the identities of a number of users who increases
more and more. With the development of internet technology to the cloud, access
and identity management became crucial for the safety, and she allows limiting
access to data and applications to the only authorized users.

Since their introduction, schemes based identity, have been the subject of
intensive researches, yet it will have been necessary to wait 2001, and the works of
Cocks [9], Boneh and Franklin [6], to have crypto systems that reply to conditions
of safety and efficiency. The identity-based cryptography, is a new occurrence and
an interesting domain for the security of virtual networks. IBC has was adapted
for grids networks, this idea was explored by Lim and Robshaw in 2004 [10]. In
their proposal, each virtual organization has its own PKG and all users share
the same public characteristics certified by the network certification authority.

In 2005, Lim and Robshaw [11] explain a new concept of dynamic key
infrastructure for the grid in order to simplify the management of keys already
made in [10]. That is to say, every user takes care of the construction of its public
characteristics and its distribution to other entities. It is in 2005, that Lim and



Cloud Access Secure with Identity Based Cryptography 113

Paterson [12] suggest using IBC to secure grid environments. They describe sev-
eral scenarios where IBC simplifies many cases, as the elimination of the use of
the certificate, and the savings of bandwidth while using the approach proposed
by Boneh and Franklin [10].

H. Li, Y. Dai, L. Tian, and H. Yang, [13] propose to use IBC as an alternative
to SSL (Secure Sockets Layer)authentication protocol in the cloud, however,
these solutions still suffer from necessary fiduciary hierarchy to assure a safe
working system. [14] Presented a new security infrastructure by using the IBC
for applications oriented Cloud services. In their proposal, the service URL is
used to generate the public key.

4 Model and Architecture

The choice of IBC is motivated by several reasons. At first, IBC will allow us
to take advantage of its simple keys management mechanism, which does not
require the deployment of a public key infrastructure (PKI). Secondly, IBC allows
generating public keys without needing for a prior calculation of corresponding
private keys. That is, contrary to traditional patterns public key generation, IBC
does not require to generate the private key before the public key. Indeed, cus-
tomers need only first, generate public key-based characteristics that constitute
their identities to define their public keys lists. Finally, for each new discussion,
a different public key will be used to encrypt messages so the client generates
and uses a new private key to decrypt, that will prevent us the use of the same
key to encrypt or decrypt the discussions.

The objective of this work is to design and develop security architecture for
the cloud. The proposed architecture will allow the management of identities,
access and the security of communications between nodes in a cluster in Cloud.
Our idea consist in naming every customer as a PKG that generates its own
private keys, from a secret S, recovered after authentication with the PKG,
and one of its public key Pubc. These private keys used to authenticate, encrypt
and decrypt messages exchanged between the client and the various nodes of the
cluster. To define our architecture, we have to identify the different actors. In our
context, the actors are the basic entities that our solution will count (provider,
customer,...). We define the various entities as follows:

The provider, customer and other customers are already defined in the pre-
vious section: Basics notions.

e PKG: is an authority that authenticates and generates secret keys for all
entities of the cluster. Each delivered key must have issued a validity date in
order to manage and eliminate nodes which do not belong any more to the
cluster. Every node that does not re-authenticate in a specific date its secret
key will be invalid, and it cannot generate private keys. It also has a secret key
and a public key list, that broadcast regularly in the network for new clients
to have a way to communicate it.

e Index Server: Server in the cloud where are stored indexes that define the
location of each data stored in a storage server.
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e Indexes Database: contains all indexes of stored data. A batch of data stored
or identifier may be designated by multiple indexes.

e Storage Server: it is a storage space where the data are stored. Each space
memory where data is stored and saved under a code that we are going to name
Index. Each lot of data saved by a client must have an identifier (keyword)
that will be indicated when searching.

= 7 = AN
— Mutual authentication and
Authentication ) 7
drecovery of recovery of the storage
and recovery indexes  /
secret key £

| Accesto storage space "

Fig. 2. Proposed architecture.

4.1 Prerequisites

In this section we will define the prerequisites used to design our model. First,
each client generates its own list of public keys pubc, that will be integrated in a
certificate, signed by a certification authority, to validate their identity. This list
will be used and distributed so this client is known within its cluster (Fig.2).

We suppose as well, that the customer have already a registration and authen-
tication with the provider, who granted him different access to its allocated ser-
vices. Each customer holds a smart card which will allow him to protect its list
of public keys as well as its identifiers of data stored in the storage servers. The
choice of smart card came to avoid to the customer the memorization and loss
of its important informations.
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Note also, that the channel established between the client and the PKG is
secured. This channel supports the mutual authentication, integrity and confi-
dentiality of data exchanged. TLS (Transport Layer Security) [15], is chosen as
it is among the best protocols which ensure secure transmission of messages.

Once the client is connected to a web space to reach his cluster, the first thing
to do is to distribute its public key list on the network so that other nodes can
connect with him. The client begins by mutual authentication with the PKG,
always based IBC. Once authenticated, the customer request for secret key, PKG
generates the secret key with a validity date. What will allow PKG to require
the authentication of customer every time to remove inactive clients and release
the cluster. PKG sends the secret key and the algorithm for generating private
keys. The client’s secret key will be stored in the smart card (Fig. 3).

| (PubliqueKeycjie: TRondom)PubliqueKeypxe |

| (PubliqueKeypre TRondom)PubliqueK eveion: | g‘

| (Secret key request)PubliqueKeypre | Ey

| (Secret Key)PubliqueKeveien: |

Fig. 3. Recovery of the secret key.

Once he had his secret key, the customer can create himself its private keys
with its public keys. Which will allow it to communicate with the server indexes
to have access to its storage space. After a mutual authentication with the server
indexes, the client sends a request with the list of data identifiers which it wants
to access. The server indexes side verifies the existence of identifiers, sent by the
client, in its database. If identifiers exist well, he gets back the list of appropriate
indexes, that will allow the customer to have direct access to the storage server.
Otherwise if the client has no access to the data it asked, the server indexes
sends unauthorized access.

Our solution provides another advantage to the customer, which is the encryp-
tion of their data before saving. When the customer decides to take out of his
storage space, the server gives him an opportunity to encrypt data with a key of
his choice, thus, it will be the only person who holds the key for encryption and
decryption. And as the client already uses identity-based cryptography then the
choice of encryption its data will be based on IBC (Fig. 4).

5 Security Evaluation

In this section, we present an informal security analysis of our proposal. In
addition, we express the possible refinements to limit other threats.

e Data Privacy: In our approach, the customer is responsible for encrypting
data before storing them in the cloud. As the client acts as a PK authority, he
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Fig. 4. Schema of access to storage servers.

is able to manage its secrets and generate private keys. So, it is the only entity
that knows the secret S¢, necessary to generate any decryption key. Thus, it
is impossible for the provider or an attacker to recover the decryption key to
encrypt data.

e Control Data Access: through our security model, data access is limited
to authorized clients. IBC allows customers to protect their identity, preserve
access to its data and even access to messages exchanged between the different
nodes of the cluster to which it belongs. Even if an attacker has a list of client’s
public keys and tries to steal his identity, he cannot decrypt the messages
which intended for him because he has not the secret key that will allow him
to generate private keys. Secondly, although the supplier or a malicious user
can obtain the access to data, we always guarantee the data privacy, as they
can only have access to encrypted data. And they have no private key to
decrypt the data.

¢ Key Management: cryptography based identity suffers attacks against the
deposit of encryption keys, that is the PKG. However, our solution declines
this problem, because every customers acts as a PKG for his own data and
encryption and decryption keys. In addition, the secret key is saved in smart
card, which makes it the mission impossible for an attacker to generate private
keys, or even find them.

Finally, we are anxious to explain that our solution, limits some attacks and
provides maximum protection of the private life and the information of the users
of the Cloud.
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6 Conclusion and Perspectives

The increasing need to secure access to sensitive data and to avoid the theft of
identities in the cloud became a challenge for researchers in the field of security.
In this article, we presented architecture of authentication for the cloud, with
identity-based cryptography (IBC). Our solution is based on a particular method
of IBC. First, each client is named as a PKG and takes care of the creation of
his list of public keys, the generation of his private keys if necessary, and the
secret key backup. The smart card comes to facilitate the job for the customer
to properly protect its secret key and its various meta data. Our method also
offers the user a chance to encrypt critical data as well as its meta data to avoid
those who offers more privacy to its information.

We are anxious to make different tests security while simulating some attacks
which aim authentication, client access safety and capacity of the authentica-
tion server to support different requests of authentications, and a comparative
study between the different methods of encryption in performance time and CPU
usage. Finally we presume that access security and data storage on the cloud
is always full of challenges and of paramount importance and several research
problems remain to be identified.
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