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Abstract. Secure data aggregation aims at combining security and data
aggregation together to meet the requirements of data-centric networks
such as wireless sensor network. Secure data aggregation protocols pro-
vide either hop-by-hop security or end-to-end security. However, hop-by-
hop secure data aggregation is vulnerable to attackers at intermediate
nodes while end-to-end secure data aggregation increases the communica-
tion overhead. In this paper, we propose a hybrid secure data aggregation
protocol to balance the trade-off between privacy and communication
overhead. The proposed protocol uses the symmetric-key based privacy
homomorphism to ensure the privacy of sensor readings at intermediate
nodes. In addition, the proposed protocol efficiently deals with the key
management issues that exist in the state-of-the-art symmetric-key based
protocols. The proposed protocol also reduces the communication over-
head as compared to the existing end-to-end secure data aggregation pro-
tocols. Comprehensive analysis and comparisons validate the viability of
the proposed protocol in resource-constrained wireless sensor networks.

Keywords: Wireless sensor networks + Security + Secure data aggrega-
tion - Privacy homomorphism - Communication overhead

1 Introduction

Wireless sensor network (WSN), a collection of tiny and cost-effective sensor
devices, has envisioned many applications such as battlefield surveillance, target
tracking, environmental & health care monitoring and traffic regulation. [1].
These tiny sensor devices have very limited resources such as memory, processor,
energy and bandwidth [1]. Amongst these resources, energy is the most limiting
factor that has a profound impact on the WSNs’ lifetime [6]. Therefore, the major
objective of WSNs’ protocols is to reduce the energy consumption. In addition,
as communication operations in WSNs consume significantly more energy than
computation operations [11], WSNs’ protocols aim at reducing communication
overhead. One of the techniques used for reducing the communication overhead
is “In-network data aggregation” [6]. In-network data aggregation processes the
raw sensor readings at intermediate nodes, and forwards the aggregated result
towards the base station. Along with data aggregation, data security becomes
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an important design parameter due to hostile and unattended deployments and
unreliable communication channel [4,25].

The requirement to bind the security and data aggregation together leads
the development of secure data aggregation protocols. Secure data aggregation
protocols have been classified as either hop-by-hop secure data aggregation pro-
tocols or end-to-end secure data aggregation protocols. Hop-by-hop secure data
aggregation protocols [12,18] assume that intermediate nodes are trustworthy.
Hence, data forwarded by leaf nodes can be decrypted at intermediate nodes.
Intermediate nodes perform the aggregation operations over raw sensor readings
and encrypt the aggregated data before forwarding the result towards the next
hop. Though viable, such hop-by-hop aggregation becomes problematic when
intermediate nodes are not trustworthy. Malicious intermediate nodes can read
and modify the sensor readings that eventually violate the privacy and confiden-
tiality of sensor readings. In addition, hop-by-hop secure data aggregation also
incurs extra computation overhead at intermediate nodes. Intermediate nodes
have to decrypt the sensor readings, perform the aggregation, and re-encrypt
the aggregated data before forwarding it to the parent nodes. Hence, with the
aim to protect the privacy of sensor readings, and to reduce the computation
overhead at intermediate nodes, Girao et al. [8] proposed the end-to-end secure
data aggregation (also known as concealed data aggregation).

End-to-end secure data aggregation protocols [8,17,18,20] process the
encrypted data at intermediate nodes. End-to-end secure data aggregation uses
privacy homomorphism [23] to support encrypted data processing. End-to-end
secure data aggregation can be classified in three categories: (1) Symmetric-key
based end-to-end secure data aggregation [3,8] (2) Asymmetric-key based end-
to-end secure data aggregation [17], and (3) Elliptic curve cryptography (ECC)
based end-to-end secure data aggregation [7,19]. Amongst these protocols,
asymmetric-key /ECC based protocols are not viable for resource-constrained
sensor devices due to their high computation and communication overhead [12].
In addition, symmetric-key cryptosystems, such as SKIPJACK, with 80-bit key
size can provide the same level of security as compared to the asymmetric-key
based cryptosystems such as the RSA [24] with 1024-bit key size [10]. However,
there exist numerous research articles [17,18,22] that use asymmetric-key/ECC
based cryptosystems in WSNs. The only reason to pursue the costly asymmetric-
key/ECC based cryptosystems is the key management issues related to the
symmetric-key based cryptosystems.

Symmetric-key based cryptosystems use a shared secret key at both ends of
the communication channel. Moreover, if data are encrypted with different pair-
wise keys in symmetric-key based protocols, such as Domingo-Ferrer’s cryptosys-
tem [5], aggregator nodes cannot perform the in-network processing. Hence in
order to perform the in-network processing of encrypted data, the global shared
secret key needs to be distributed throughout the network. In WSNs where the
deployment of nodes is in hostile environments, such a global shared secret key
mechanism has a devastating effect on the overall aggregated result. The only
symmetric-key based cryptosystem that does not require the global shared secret
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key across all nodes is Castelluccia et al.’s cryptosystem (The CMT cryptosys-
tem) [2,3]. Although the CMT cryptosystem [2, 3] mitigates the key management
issues typically found in other symmetric-key based cryptosystems [8,21,26], it
has an identity management issue. Each node in the CMT cryptosystem shares
a unique secret key with the base station. Hence, if there exist non-responding
nodes in the network, then the identities of non-responding nodes need to be
forwarded towards the base station. The identity of a node is used to uniquely
identify the node and to find the secret key it shares with the base station. As
the identity-related information cannot be aggregated in the same way as the
sensor readings, transmission of the identities of nodes increases the significant
communication overhead.

In this paper, we propose a hybrid secure data aggregation protocol to deal
with the challenges typically found in existing hop-by-hop as well as end-to-end
secure data aggregation protocols. The proposed protocol uses the symmetric-
key based privacy homomorphism to ensure the privacy of sensor readings nearer
to the base station. In addition, the proposed protocol attempts to balance the
trade-off between privacy and communication overhead. Finally, we compare the
proposed protocol with existing hop-by-hop and end-to-end secure data aggre-
gation protocols and validate the viability of the proposed protocol in resource-
constrained WSNs.

The rest of the paper is organized as follows. In Sect. 2, we discuss the relevant
literature. In Sect. 3, we provide a brief overview of the symmetric-key based
CMT cryptosystem. Section 4 presents the proposed protocol for hybrid secure
data aggregation. We analyze the resource overhead of the proposed protocol
in Sect. 5. In Sect. 6, we analyze the security strength of the proposed protocol.
Section 7 concludes the paper by emphasizing our contributions.

2 Related Work

Although security and data aggregation are vital design parameters for WSNs’
protocols, their objectives are contradictory. Data aggregation protocols aim at
reducing the communication traffic while security protocols increase the com-
munication traffic. The need to provide security and data aggregation together
has initiated secure data aggregation. Initial secure data aggregation protocols
[12,18] aim at providing security in a hop-by-hop manner. Hu et al. [12] pro-
posed a secure data aggregation protocol that ensures hop-by-hop security and
en route data aggregation. Although, there have been numerous solutions [12, 18]
that provides hop-by-hop security, all of them consider the trustworthy interme-
diate nodes. Hence, intermediate aggregator nodes that contain a large volume
of information gathered from their child nodes become the prime target for
attackers.

Girao et al. [8] proposed a concealed data aggregation to protect the sensor
readings at intermediate nodes. Authors used the privacy homomorphism intro-
duced by Rivest et al. [23] to perform the encrypted data processing. Privacy
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homomorphism can be classified as either symmetric-key based [3,21], asymmet-
ric based key [5,24] or ECC based [13] privacy homomorphism. Asymmetric-
key based and ECC based privacy homomorphism have much higher resource
consumption than the symmetric-key based privacy homomorphism [9,15].
Although, Gura et al. [9] and Malan et al. [15] argue in favor of asymmetric-key
based and ECC based cryptosystems, their results clearly show that the resource
overhead of their protocols are significantly higher than the protocols based on
symmetric-key based cryptosystems [3,8].

The reason to pursue asymmetric-key based or ECC based privacy homo-
morphism in sensor networks is due to the key management issue of symmetric-
key based techniques, such as [8,21,26], or the identity management issue of
symmetric-key based techniques such as [2,3,21]. Mlaih et al. [16] proposed the
protocol to combine the hop-by-hop and end-to-end secure data aggregation to
provide the flexibility during aggregation and optimal data privacy at intermedi-
ate nodes. However, their proposed protocol requires the identity transfer similar
to the one required by the CMT cryptosystem. Hence, the communication cost
incurred by identity transfer remains as high as the CMT cryptosystem.

3 Preliminaries

In this section, we briefly discuss Castelluccia et al.’s [2,3] stream cipher based
additively homomorphic cryptosystem (The CMT cryptosystem). As the CMT
cryptosystem supports additive homomorphism, it can be used to compute the
mean, variance and standard deviation over encrypted data without performing
any decryption. The majority of sensor network’s applications require computing
an optimum value, such as the sum, minimum, maximum, variance, movement
detection, etc., over data [2,26]. Such operations can be easily computed with
the help of the additively homomorphic CMT cryptosystem.

The CMT Cryptosystem

Encryption &:
1. Represent a plaintext m as an integer m € [0, M — 1], where M is the modulus.
2. Let k be a pseudo random number such that k € [0, M — 1].
3. Compute the ciphertext, ¢ = Ex(m) = m + k mod M.
Decryption D:
1. Decrypt the ciphertext, Dk (c) = ¢ — k mod M = m.
Ciphertexts Aggregation A:
1. Given c¢; = &, (m1) and c2 = Ek, (m2).
2. Compute an aggregated ciphertext, C = c¢1 + ¢c2 mod M = Ex(mi +
mg) where K = ki + k2 mod M.

To ensure the correctness, modulus M should be sufficiently larger than the
sum of individual messages such as M > """ | (m;). If modulus M is smaller
than the sum of aggregated messages, the correctness does not hold.
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4 The Proposed Hybrid Secure Data Aggregation

The major advantage of using end-to-end secure data aggregation over hop-by-
hop secure data aggregation is due to the privacy protection of sensor readings
at intermediate aggregator nodes. However, end-to-end secure data aggregation
protocols, such as the CMT cryptosystem, increase the communication over-
head. As shown by Castelluccia et al. [2,3], the requirement of transmitting node
identities (responding or non-responding, whichever is less) to the base station
increases the communication overhead that in turn depletes the energy of sensor
nodes. Due to the identity transfer of non-responding nodes, the communication
overhead of the CMT cryptosystem remains nearly same as any non-aggregation
based protocols when there exist a high number of non-responding nodes. In no-
aggregation based approaches, data are not aggregated at intermediate nodes
while in the CMT cryptosystem, the identities of nodes are not aggregated.

In this section, we present the proposed hybrid secure data aggregation pro-
tocol. The proposed protocol reduces the communication overhead and protects
the privacy of sensor readings at aggregator nodes nearer to the base station. In
Table 1, we describe the notations used in the proposed protocol.

Table 1. Notations used in the proposed protocol

Symbol Description

.

A sensor node (leaf node) ID

j An intermediate node (Aggregator)

ki j A pair-wise secret key between a node i and its parent node j

m The distance between a node ¢ and a node j (in hops)

Kt A shared secret key between an intermediate node at m'™ hop and
the base station

Si A plaintext value sensed by a sensor node ¢

ci A ciphertext generated by a node i

S; An aggregated plaintext value generated by an aggregator node j

cj A ciphertext generated by an aggregator node j

St An aggregated plaintext value generated by an aggregator node at
m*™-hop

Con A ciphertext generated by an aggregator node at m'"-hop

Con? An aggregated ciphertext

h A height of the data aggregation tree for a node at level m

e An identity of a non-responding node, stored at its parent node at
(m + h)™-hop

o A product of non-responding nodes’ identities

C An aggregated ciphertext received at the base station

S An aggregated plaintext retrieved at the base station
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The Proposed Protocol for Hybrid Secure Data Aggregation

Upto m*" - hop
Encryption:
1. Each leaf node i, encrypts a sensor reading S; using a shared secret key k; ; of
a node 7 and its parent node j.
2. Compute ¢; = Ency, (S5).
Decryption:
1. Each parent node j, decrypts a ciphertext ¢; using a shared secret key k; ; of a
node j and its child node <.
2. Compute S; = Decy, | (ci)-
Plaintext Aggregation:
1. Each parent node j, aggregates the decrypted data S; for all i € [1..n]
2. Compute S; =" | S;.
3. Node j re-encrypts the aggregated sensor readings Sj, using a shared secret key
k;ms of a node j and its parent node m’.
4. Compute ¢; = Ency; ,(S;).-

At m*® hop
Decryption:
1. Each node m’ at m™ hop decrypts the ciphertext ¢; using a shared secret key
kj ms of anode m’ and its child node j.
2. Compute S; = Decy, ,(c;).
Plaintext Aggregation:
1. Each node m’ aggregates the decrypted data.
2. Compute S,y =>" | S;.
Encryption:
1. Each node m’, encrypts an aggregated data S,,, using a shared secret key k.
2. ¢mr = Ency, (Smr)-
m*® - hop onwards
Ciphertext Aggregation:
1. Each node m” at (m + h)th hop, where h € [l...z], aggregates the encrypted
data c,,’. Here, = is a height of a data aggregation tree.
2. et = sy (e
Key Management:
1. Each node m” at (m + h)th hop, where h € [1...x], computes the product of its
child nodes’ identities p,, that do not responded during the aggregation process.
2. pmrt = [[e (Pm)
At the Base Station
Key Management:
1. The base station uniquely identifies the non-responding/responding nodes using
the received product of primes p,,.
2. Pt = [Le (Pm)
3. The base station uses these primes to uniquely identify the nodes at m*™ hop
and their respective keys k.
Decryption:
1. The base station removes the shared secret keys k,,» where m’ € [1..n], of nodes
at m'® hops, who responded during the aggregation process.
2. Compute Dec(C) = cprr — 3 iy kmr = > i, Si. Here, n € [1....x] represents
the sensor nodes at m'™ hops, that provided the sensor readings S;.

j=1
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5 Overhead Analysis

In this section, we comparatively evaluate the performance of the proposed pro-
tocol with hop-by-hop secure data aggregation and end-to-end secure data aggre-
gation (The CMT cryptosystem) scenarios. For ease of calculation, we assume a
ternary tree-based data aggregation topology in which the packets are forwarded
from leaf nodes towards the base station. However, the proposed protocol can
be seamlessly adopted for other network topologies such as, a cluster-based net-
work topology or a hybrid network topology. In addition, we consider a network
model similar to the one found in Castelluccia et al. [2] to calculate the band-
width consumption.

5.1 Network Model

Let us assume a balanced k-ary tree with a sink node and multitude of sensor
nodes. In Fig. 1, we present a ternary tree where k = 3. In addition, for the
ease of calculation, we assume that leaf nodes are sensor nodes and remaining
intermediate nodes are forwarders. We also assume that the sensor reading, .S;
of node 4, (e.g. Temperature ranges between 0 and 127 Fahrenheit) is 7-bit long.

Aggregator | |
Nodes ﬁ @ ﬁ Level 1
1 AN 1
/7 I
/7
s

/
/7

\ U
\ /
\ /

/ \ ’ \ A .
S 1 | i n | 1 ; |
I\?;lc;::)sr Q ﬁ g ﬂ ﬂ ﬁ ﬁ ﬁ ﬁ Level 2
Fig. 1. Ternary tree-based data aggregation topology

We analyze the bandwidth consumption of nodes at various levels in the
hierarchy by computing number of bits transmitted by the nodes. We consider a
packet format used in TinyOS [14], an operating system for embedded devices,
where the packet header (HDR) is of 56-bit and the maximum supported payload
is 232 bits. We compare the proposed protocol with hop-by-hop secure data
aggregation and end-to-end secure data aggregation scenarios. In addition, three
scenarios considered for evaluation are as follows: (1) All nodes reply to their
parent nodes (2) 10 % nodes are exhausted/compromised and do not reply (3)
30 % nodes are exhausted/compromised and do not reply. Here, we assume that
non-responding nodes are distributed uniformly across the network.
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5.2 Communication Overhead

In hop-by-hop secure data aggregation (SDA), a total number of bits transmitted
by a node vary depending on the node’s position in the hierarchy. As symmetric-
key cryptosystems have negligible message expansion compared to asymmetric-
key cryptosystems, a total number of bits transmitted by leaf nodes, remains the
same as raw sensor readings, logs(t). Here, the total number of bits transmitted
by leaf nodes in no aggregation based scenarios and hop-by-hop secure data
aggregation scenarios remains nearly same. However, aggregator nodes in hop-
by-hop secure data aggregation require to transmit a few more bits compared to
the leaf nodes as they receive more data compared to the leaf nodes.

As shown in Fig. 2, the total number of bits transmitted by a leaf node in
hop-by-hop encryption is HDR + loga(t), where ¢ is the range of all possible sen-
sor measurements. As shown above, temperature sensor requires 7-bit, logs(127),
to represent 127 different temperature values. Hence, 56 + 7 = 63-bit data are
transmitted by each leaf node. Moreover, each intermediate node has to trans-
mit logs(n' - t) bits, where n’ represents the aggregation of child nodes’ sensor
readings. Hop-by-hop encryption does not incur any additional communication
overhead when there exist 10 % or 30 % non-responding nodes (NRN) in the net-
work. In addition, the communication overhead reduces in these scenarios due
to the less number of packets coming for aggregation.
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B Bits/Node H Bits/Node (10%) aBits/Node (30%)

No of Bits Transmitted/Node

Fig. 2. Communication overhead of hop-by-hop SDA

If there aren’t any non-responding nodes, the CMT cryptosystem (end-to-
end secure data aggregation) performs nearly as good as hop-by-hop secure data
aggregation protocols. In the CMT cryptosystem, a total number of bits trans-
mitted by a node (leaf/intermediate node) remains constant due to en route



124 K. Parmar and D.C. Jinwala

aggregation. The ciphertext size in the CMT cryptosystem depends on the mod-
ulus M. The total number of bits transmitted by the CMT cryptosystem is cal-
culated as HDR +loga(n)+1oga(t), where n represents the total number of nodes
in the network and t represents the range of sensor readings. Here, each sensor
node has to transmit 56 + 12 4+ 7 = 75-bit. However, due to non-responding
nodes’ identity transfer, communication overhead increases drastically.
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Fig. 3. Communication overhead of hybrid SDA (m =1 and 0% NRN)

As shown in Fig. 3, the proposed hybrid secure data aggregation protocol
has the same communication overhead as a hop-by-hop secure data aggrega-
tion protocol between leaf nodes to m'™ hop intermediate nodes. In addition,
from m™ hop onwards, the communication overhead of the proposed protocol
remains same as the CMT cryptosystem. Figure4 comparatively evaluates the
performance of the proposed protocol and presents the communication overhead
when data are aggregated after 24 hop intermediate node, m = 2. In addi-
tion, when we compared the proposed hybrid secure data aggregation protocol
with hop-by-hop secure data aggregation, it has negligible additional communi-
cation overhead. The proposed protocol does not require the extra computation
overhead at each intermediate nodes as required by the hop-by-hop secure data
aggregation protocols. In addition, unlike hop-by-hop secure data aggregation
protocols, the proposed protocol ensures the privacy of sensor readings at inter-
mediate nodes.

As shown in Fig. 5, when we choose m = 1 and if 10 % nodes are not respond-
ing to the aggregator nodes, the communication overhead of the proposed proto-
col is 2.2 times less compared to the end-to-end secure data aggregation protocol.
In addition, the proposed protocol has 1.9 times more communication overhead
compared to the hop-by-hop secure data aggregation protocol. However, the
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Fig. 4. Communication overhead of hybrid SDA (m = 2 and 0% NRN)

increase in communication overhead is due to the much higher level of security
at intermediate nodes in the network. The communication overhead of the pro-
posed protocol remains same as the hop-by-hop secure data aggregation for the
1% hop (m = 1), it reduces significantly compared to the CMT cryptosystem
after 15¢ hop onwards (m = 1). The communication overhead of the proposed
protocol after m'" hop is HDR +loga(n) +10ga(t) +1logz(n'). Here, n' represents
the number of bits used to uniquely identify the child nodes of an intermediate
node at (m + 1)th hop. Moreover, the proposed protocol ensures the privacy of
sensor readings at intermediate nodes higher than 1% hop intermediate nodes.
In addition, for 30 % non-responding nodes (Fig.6), the proposed protocol has
nearly 2.9 times less communication overhead compared to the end-to-end secure
data aggregation protocol.

As shown in Fig. 7, if we choose m = 2, the proposed protocol has 3.5 times
less communication overhead compared to the end-to-end secure data aggrega-
tion protocol. In addition, the communication overhead of the proposed protocol
is only 1.2 times more compared to the hop-by-hop secure data aggregation. For
30 % non-responding nodes at level m = 2 (Fig.8), the proposed protocol has
nearly 7 times less communication overhead compared to the CMT cryptosys-
tem. In addition, the communication overhead of the proposed protocol is only
1.6 times more compared to the hop-by-hop secure data aggregation. The com-
parison of the proposed protocol with hop-by-hop secure data aggregation and
end-to-end secure data aggregation protocol proves that the proposed hybrid
secure data aggregation protocol reduces the significant communication over-
head without affecting the privacy of a major part of the network.

The reason to pursue the hybrid secure data aggregation protocol is to
reduce the communication overhead of symmetric-key based cryptosystem [3], or
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Fig. 5. Communication overhead of hybrid SDA (m = 1 and 10 % NRN)
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Fig. 6. Communication overhead of hybrid SDA (m = 1 and 30 % NRN)

asymmetric-key based or ECC based cryptosystems. In addition, without affect-
ing the privacy of a network at a large, we can achieve a significant reduction
in communication traffic. Hence, instead of having hop-by-hop or end-to-end
secure data aggregation protocols, if we choose the hybrid secure data aggre-
gation protocol, we can trade-off between communication overhead and privacy
requirements for different applications, depending on the needs of applications.
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Fig. 8. Communication overhead of hybrid SDA (m = 2 and 30 % NRN)

Computation operations also consume sensor nodes’ limited resources. How-
ever, energy consumption due to the CPU processing is negligible compared to
the radio frequency operations. As shown by Hill et al. [11], transmitting a single
bit over a meter range requires the same amount of energy as required by the
1000 CPU instructions. Hence, in this paper, we focus on the communication
overhead only, and we neglect the computation overhead that is negligible [11]
compared to the communication overhead.
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6 Security Analysis

In this section, we discuss the resilience of the proposed protocol against well-
known cryptographic attacks [22]. In addition, we analyze the security of the
proposed protocol against active and passive adversaries.

Ciphertext Analysis. In the ciphertext analysis, an adversary eavesdrops
the ciphertexts and analyzes them to infer knowledge about the corresponding
plaintexts or the key(s). In the proposed protocol, two different symmetric-key
based cryptosystems have been used to secure the communication. Symmetric-
key based cryptosystems remain secure against ciphertext analysis as long as the
key being shared remains secret. Here, the shared secret key needs to be updated
periodically to thwart the ciphertext analysis attacks.

Known-Plaintext Attack. In a known-plaintext attack, an adversary has
plaintext-ciphertext pairs and the objective is to recover the complete or partial
information related to the secret key or the plaintext(s). As WSNs are deployed in
hostile and unattended environments, for an adversary to capture the plaintext-
ciphertext pairs becomes relatively easy. In the proposed protocol, we use two
different symmetric-key based cryptosystems. The proposed protocol can use
symmetric-key based cryptosystem, such as AES, DES, or Triple DES, for com-
munication between the leaf nodes to the m*™ hop nodes. Any node before mt®
hop shares a unique secret key with its parent node. Hence, if an adversary gets
the hold of the node’s secret key, it cannot decrypt the ciphertexts produced
by other sensor nodes. From m'™ hop onwards, we use additively homomor-
phic symmetric-key based CMT cryptosystem. In the CMT cryptosystem, each
node shares a unique pairwise key with the base station. As the CMT cryp-
tosystem does not have a limitation to share a global shared secret key in order
to perform en route aggregation, the proposed protocol remains secure against
known-plaintext attacks.

Forge Packets. If an adversary can generate a valid ciphertext with a specific
content, then it does not have to modify the existing ciphertexts. An attacker
can easily insert the ciphertext into the network without being detected. Any
asymmetric-key based cryptosystem, where the public key is used to generate the
ciphertext, is vulnerable to this attack. However, in the proposed cryptosystem,
we use symmetric-key based cryptosystems. Hence, an adversary must have to
compromise a sensor node and extracts the shared secret key in order to generate
a valid ciphertext.

Denial of Service Attacks. Amongst the various types of denial of service
attacks, sensor networks are more prone to the attacks where the scarce energy
is a target. In this attack, an adversary’s goal is to keep sensor nodes busy doing
activities that deplete sensor nodes’ precious energy. In addition, there cannot
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be any cryptographic solution for such attacks as the cryptographic solution also
consumes the energy. In the proposed protocol, the communication overhead is
significantly less compared to the end-to-end secure data aggregation. In addi-
tion, although it requires a little bit more communication overhead compared
to the hop-by-hop secure data aggregation, the privacy preservation at inter-
mediate nodes compensates that extra communication overhead. As the radio
frequency operations has the highest impact on the energy consumption [11],
the reduced communication overhead can significantly improve the performance
against denial of service attacks.

7 Conclusions

Although data aggregation and security remain essential design parameters for
secure data aggregation protocols, both of them have conflicting requirements.
Data aggregation protocols lessen the communication overhead in order to reduce
the energy consumption while the security protocols add extra communication
overhead in order to ensure the security of sensor readings. Amongst secure
data aggregation protocols, hop-by-hop secure data aggregation protocols ensure
lesser communication overhead while end-to-end secure data aggregation proto-
cols ensure the privacy of sensor readings at intermediate nodes. Hence, with
the intent to reduce the communication overhead and to ensure the privacy of
sensor readings at intermediate nodes, we proposed a hybrid secure data aggre-
gation protocol. The proposed protocol balances the trade-off between privacy
and communication overhead. It protects the privacy of sensor readings nearer to
the base station where it is required the most. In addition, the proposed protocol
ensures lesser communication overhead that eventually increases the lifespan of
WSNs. As per our knowledge, the proposed protocol is the first that achieves
advantages of both hop-by-hop secure data aggregation and end-to-end secure
data aggregation. As future work, we intend to formalize the security analysis. In
addition, we plan to implement the proposed protocol for measuring the impact
of computation and communication operations on the energy of sensor devices.
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