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Abstract Within distributed technologies there is a need to manage and control the
data stored on devices for it to be useful. This control can include limiting what data
is stored on the device, applying software updates from different sources and even
accessing the private data that is stored on the device. Different approaches have
been taken to manage the content on distributed technologies and some of these
methods have the potential to negatively impact their usefulness to the end user. In
this paper we look at approaches for managing data within the contexts of either the
end user or a centralized server and their effects on the usefulness of the support to
the end user. Following this we discuss advantages and disadvantages and give
examples of technologies that utilize different methods of data control and discuss
our conclusions within the context of end user support.

Keywords Data control � Data management � Access control � Categories of
support

1 Introduction

Recently the US Navy has announced [1] their new approach to distributing
eReader technology to the staff on their vessels. Due to the nature of the envi-
ronment in which the device is used, there is a desire to manage the connectivity
and data stored on the device to ensure it is secure [2]. Although this approach was
found to be secure for use within the US Navy the implementation can potentially
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limit the usefulness of the device for the user. Within this scenario the usefulness of
the technology to the end user is affected by the very same limitations designed to
improve the devices usability [3]. This scenario also demonstrates the need for our
on-going exploration of the different approaches to data control and the effects of
each from the perspective of the end user.

In this paper we begin with drawing upon the different categories of support that
have been previously described [4]. The categories of support can be used to help
us to relate the relationships between categories of who controls the data used by
the end user with categories of who has access to this data. By discussing the
relevant categories (and their relationships) we create a basis for categorising the
different methods of content control within the context of who benefits from the
control of the data (and potentially in what way). Following this we will discuss a
number of strategies for data control as identified by their interactions with a
centralized system (not controlled by end-user). These strategies categorise the
technologies approach to controlling data. Once we have an understanding of the
categories of support and the strategies for data control we analyse key advantages
and disadvantages of each strategy/approach to data control and how it affects the
end user (from the end user point of view). This is supported with examples of
identified type of support. The findings of this exploration are concluded with a
brief description of key advantages and disadvantages of each approach including
their potential impacts on the end user.

2 Background

Recent events have drawn highlighted issues with the security and control of
personal and public data [5–7]. Many users are now paying attention to who has
access to their data when using a service or mobile technology. As advances in
connectivity are promoting a more centralized approach to data management with
‘cloud’ technologies and distributed services it is becoming more important to be
aware of the advantages and disadvantages of this approach. With the continual
development of Internet of Things (or indeed internet of everything) these and
similar data control issues are becoming more and more relevant to address and
explore from many stakeholder perspectives.

When discussing these advantages and disadvantages it is important to take into
account multiple stakeholder views of each point (including the “end-user” or
“client” etc.). Usually, disadvantages for one stakeholder would not (purposefully)
be implemented unless they were advantageous for another. This means that
something (e.g. feature) may be seen by a manufacturer as an enhancement of
usability (for the end user). The same feature can be perceived by the end user as
negatively impacting the usefulness of “their” device. Within this context the dis-
tinction between usability and usefulness is defined by the stakeholder that perceives
an advantage of a device “in the context of their own actual use in their own real life
situations”. If a device is more usable then it may have more possible functionality or
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potential usefulness, but the usefulness is not guaranteed. A device is more useful if
the end user sees these possible functions as an effective solution [3].

2.1 Categories of Control

The controller of the data can be categorized drawing upon the previously devel-
oped categories of support as part of a model of infrastructure [4]. The categories
described within this infrastructure help to identify key differences between what
may on the surface appear to be similar approaches to providing support to the end
user while handling data in different ways. The specific categories we will be
focusing on are the user controlled services and the information service provider
categories as seen within Fig. 1.

2.1.1 Information Service Provider

The information service provider category of support utilizes centralized data
control to provide services for the end user. The information service provider has
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control over how to respond to an end users request for support. This can poten-
tially allow for prioritizing certain responses that would benefit the information
service provider. The information service provider also has access to all data created
from the request by the end user and can potentially use this to build on its own
service providing capabilities.

2.1.2 User Owned Services

The user owned services category of support uses locally controlled data to keep the
control within the context of the user. This includes technologies that remain
entirely disconnected with localized data and under the control of the end user e.g.
localized chatbots [8], as well as systems that utilize online services on behalf of the
end user e.g. virtual personal assistants [9]. A key aspect of this category is the
control of the data used to support the end user remains in their control locally.

2.2 Methods of Control

There are a number of different approaches to maintaining access to or control over
the data used by the end user. This can include access rights to the data as tech-
nologies such as mobile applications require the user to accept the developer’s
access requirements before it is usable [10]. Data control can be categorised by the
method in which the device interacts with a centralized network to provide a
service. With the methods of data control on a device categorised we can visualise
the differences between similar technologies that differ with who controls the data.

2.2.1 Disconnected Technologies

One approach to data control through managing connections is to create a totally
disconnected technology. These technologies have no ability to connect to an
outside network and in some instances will have no ability to connect to any other
devices at all. For the end user this means that no centralized server will be able to
access this data and is most notable on technologies that can use personal data or
create data based upon interactions with the end user. The contrast to this is seen in
technologies that cannot be managed by the end user despite their disconnected
nature. This allows for the creator of the technology to ensure that only the data
they intend to use on the device can be operated allowing them to control the device
without the need to directly connect to it.

216 P. Imrie and P. Bednar



2.2.2 Centralized Technologies

Another example of data control through connectivity management is the approach
of making a technology only functional when it is connected to a centralized server.
This can be for a number of beneficial reasons, such as distributed processing and
using the connection to connect to other users and services, but can also be imposed
to ensure that a device can only be used when the (local device specific) data is
accessible by the centralized server.

2.2.3 Technologies with Intermittent Connection

It is possible for technologies to have the ability to utilize connections to enhance
their functionality but still be able to function (potentially with limited function-
ality) offline. In these instances the characteristics of usage of the connection can be
used to identify who is in control of the data available on the device. For example,
end user supporting technologies may have the ability to access the internet and
carry out functions on behalf of the end user, but still be capable of providing
support to the user when disconnected. In contrast to this a device that is controlled
by a centralized server may use connections to update itself and apply changes to
the data on the device at the request of the centralized server. It may also have any
or all functionality disabled when disconnected.

2.3 Methods of Control Within the Context of Categories
of Support

Within the context of the categories of support that we have discussed, we can
identify different approaches to data control and categorise them according to which
stakeholder has control of the content. This categorization helps to visualise the
boundaries between technologies that are supporting different stakeholders but take
a similar approach to controlling the devices data. Table 1 shows a table of
examples of different methods of control within each category.

Table 1 Methods of control within categories of support

Controller of
content

Example of
disconnected data
control

Example of partially
connected data control

Example of fully
connected data control

Information
service
provider

United States
Navy’s NeRDs

Games consoles,
on-board computers in
cars

Apple’s Siri, possibly
Microsoft’s Cortana

End user Localised chatbots Virtual personal
assistants

Remote access media
servers
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This table uses examples of end super supporting systems to illustrate the dif-
ferences between each method of data control in relation to the controller of the
content. With the different methods of data control show in this table we can
examine each approach in detail. Although the categories can seem (superficially)
similar between each category of support, the controller of the content can affect the
advantages and disadvantages of this type of support for the end user.

Technologies that take the disconnected approach to controlling data tend to be
more oriented towards providing privacy and security at the expense of access to a
larger selection of services and functionality that would potentially come from
allowing an connection to some form of centralized server. Devices that utilize
intermittent connectivity have a tendency to focus on being more useful to the end
user regardless of who is controlling the technologies content. The device remains
usable even in an disconnected environment but has the ability to benefit from
services provided by a centralized server. This does however open the device up to
the security risks that come connecting to external sources. Devices that require a
connection to function have a more strict approach to data control in the sense that
they require a primary stakeholder to have access to the device to function. This
does allow for tight control over who access and manages data on the device but
can even go as far as reducing a devices usability to ensure that data is not being
altered in the absence of the controller of the data.

3 Centralized Data Control

Within this section we will discuss how centralized organisations exhibit control
over data. This control can be to update and manage software to provide support for
the end user by maintaining the distributed technology from a centralized source. In
contrast to this, data can be controlled by recording or managing an end users data
on a system. This can be to ensure the data on the device is what the centralized
organization intended or as a way of gathering data from an end user.

3.1 Control via Required Connection

There are examples of technologies that require a connection to a centralized system
despite the fact that a large number of the functions present of the software are
capable of working offline with the data stored locally on the device. In some
instances this is down to specific attributes of the functionality either requiring an
internet connection or even having shared processing.

One example of this can be found in Apples Siri. Siri requires an internet
connection to allow the software to pass data to the Apple cloud for all of its
functionality [11]. This includes accessing contacts and applications stored locally
on the phone. It has been claimed that this mandatory connectivity is due to Apple
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recording interactions between the end user and Siri [12]. A mandatory connection
to the Apple servers has advantages however. Siri can categorise its user with
similar users in an attempt to provide a more personalised solution than a generic
response to service requests. This can include refining search responses to attempt
to provide more useful outputs for the user [13]. With modern advances in mobile
connectivity the issue of being disconnected is becoming less significant. The
concern with a mandatory connection for this software comes in the form of the
privacy of the data. Even with access to an internet connection, users may wish to
opt out of transmitting information over the internet and still wish to access the
functionality provided by Siri. Microsoft’s Cortana could potentially fit into this
category as well but the current functionality of the device is unclear [14]. The
program itself does have similarities to Apple’s Siri and marks Microsoft’s take on
the same type of supporting technology. Microsoft may potentially use this
opportunity to create a competitor to Siri that is still useable by the user when
offline.

3.2 Control via Intermittent Connection

Another approach used by some distributed technologies is to utilise connections to
manage the device by applying updates to the device from a centralized server.
Updates of this type do not require permanent connections, meaning that the sys-
tems functionality is retained when it is disconnected. This method of connection
allows software to be modified without requiring a new instance of the technology
to be created and distributed.

One example of this approach to data control can be found within games con-
soles. Games consoles are perfectly capable of functioning offline and the end user
to play games as they wish but have the capability to connect to a centralized server
to play games online. This same connection can be used to update the software on
the console, allowing the centralized server to ensure that they still have influence
of the consoles themselves. These updates do allow for updates such as improved
security but could potentially require people that play games online to allow the
centralized server to have access to data stored on the device [15]. This is achieved
by including a mandatory update to the consoles software that is required to allow it
to play games online but also effects the terms and conditions of which the com-
pany has access to the end users data [16]. The end user is left with the choice of
adhering to these new terms or losing the online functionality of the console [17].
With recent pushes into the realms of streaming and using consoles for other online
activities a lack of connection can be a significant loss of functionality and impact
the usefulness of the device.

A second example of this approach to data control is the use of managing
on-board systems on cars. As technology is becoming more and more present in our
day to day lives, the use of on-board computer system in a car is becoming more
important. These on-board computer systems can be updated by the manufacturer to
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add new functioning or enhancing systems already present [18]. This is currently
achieved by either a distributed USB stick [19] or a trip to the cars
dealership. While this can provide an advantage to the end user in the form of
enhances usefulness and functionality in the on-board computer systems, it does
raise some significant security concerns. If a manufacturer can effect a cars
on-board computer systems via software on a USB key they it is only a matter of
time before malicious hackers can also effect this software. Depending on what
systems are linked to the on-board computer systems, this could potentially be a
life-threatening risk [20]. Alongside this there is ‘considerable interest’ in the auto
industry developing remote updates for cars [21]. The manufacturers are hesitant to
take this method of applying updates to cars after researchers were able to remotely
take control of a car and force the breaks on [22].

3.3 Control Through Limiting Access to a Device

One method of controlling the data on a technology is to remove any way for the
end user to effect what is stored on the device. This ensures that the system will be
used as the creator intended and removes any concern of more data being added to
the device or the device being used in different ways. This does however also
remove the ability for the end user to personalise the device, meaning that there are
imposed limitations on how useful the device will be to the end user.

An example of this can be found in the United States Navy. The US Navy has
recently adopted a device named ‘NeRD’ (Navy eReader Device) to provide its staff
access to eBooks in an environment that requires strict control over any data
emissions [23]. The devices will be loaded with 300 books ranging from classics to
best sellers, and at launch 5 devices will be distributed to each US Submarine. The
intention is to function as a replacement for personal mobile devices such as tablets
and phones as the crew are unable to use them on-board vessels due to security
concerns about the possibility that their data emissions could be tracked. It is also
apparent that there is very little space on-board vessels, leaving little room for any
entertainment. It has been said that because of this what few books are available are
shared amongst the crew until they fall apart [1]. A need for innovation was
identified and a solution was created in the form of the NeRDs. While this does give
the crew access to the digital media the Navy has prepared, it raises some questions
about the effectiveness of this solution.

The device has all of its ports, network access and removable media connections
disabled. This means that once the device has been loaded with its books, no more
can be added or removed. Even when the device is in a safe environment or with
physical access to a secure system the device cannot have its stored books changed.
This raises concerns about how future proof this solution is in regards to the
changing trends of eBooks. How useful would a library with a total of 300 books
be, when all of which are selected by others? The security concerns for this tech-
nology are legitimate but the precautions may be overbearing with their restrictions
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to the point of hindering the usefulness of such a device. It could be argued that the
device would be just as secure aboard a vessel even if it had the ability to physically
connect to secured navy systems in dockyards, allowing for the device to be
managed between deployments. The 300 books that are present on the device are
from a library of 108,000 books that the US Navy has digital access to [24]. By
removing the devices ability to ever be able to connect to this digital library a huge
amount of already available digital media will be unable to be deployed for the
crews access on-board vessels.

4 Local Data Control

Within this section we will discuss local data control, where the content is under
direct control of the end user. This can be due to a system remaining disconnected
while an end user can still manipulate the data stored on the device. This can also be
achieved by the system connecting to other sources on behalf of the end user,
instead of on behalf of the external source. This allows the technology to utilize
these outside sources without changing the focus of support away from the end
user.

4.1 Disconnected Data

In some instances an end user has control over their data because the device
functions completely disconnected from any centralized server. Users can freely
manage and manipulate data on such a device locally and are at no risk of this data
being micromanaged by a central source. This allows for the end user to develop a
secure private data set on the device to provide a more personalised end user
supporting service. An example of a device that provides disconnected data man-
agement is the chat bot Kari [8]. As we have previously investigated, Kari can be
used well beyond its original intended purpose with the utilization of the data and
metadata it creates. Due to the amount of control the end user has over this program
it can be manipulated and trained to be a powerful end user supporting tool purely
because there are no restrictions to the end users control over its data [22].

4.2 Utilization of Connectivity

Another example of end user data control can be seen in technologies that carry out
actions on behalf of the end user. These technologies do have interactions with
connected systems and even interactions with centralized servers but do so on the
request of the end user, not at the request of the centralized server. This means that a
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system may be requested to retrieve information by searching online as an exten-
sion of the user. One example of this type of system is HAL [9]. HAL is a virtual
personal assistant that attempts to use natural language capabilities to hold mean-
ingful and valued discussions with its end user. It has the capability to build up
metadata from the data it gathers from the end user to form a locally controlled data
library. HAL also has the ability to utilize connections to the internet on behalf of
the end user to carry out simple requests such as searching for information the user
has requested. The results of which and the data created with the user through
discussion are not available to the network it has connected to but is still utilized to
support the end user.

4.3 Fully Connected End User Support

It is possible for a service to provide data control to the end user over a connection.
This approach doesn’t necessarily localise the data with the end user, but gives the
end user the ability to manage the data remotely. These services provide support to
the end user by distributed data from a remote source or allowing the user to
manage the data at the remote source. An example of this can be seen with the
PLEX media server [25]. PLEX allows the user to stream media to other devices
such as a TV or a smart phone from a user controlled server. The user has direct
control over all of the content of this server but requires a direct connection to be
able to access the content. This approach allows the end user to access large
amounts of media from devices with only a small data capacity and access to the
network with the server. Users with this technology will be able to access their
entire library of media from a TV with no data storage, but will lose all of its data if
the connection is disrupted. A issue with this approach is the concern that the
connections may not be fast enough to stream the media at will, resulting in the user
waiting on buffering times.

5 Benefits and Limitations

Through discussions around examples of each method of data control within the
context of centralized service providers it is possible to identify trends in the
advantages and disadvantages of this approach when compared to end user sup-
porting services. Each approach to data management by the centralized organization
can negatively impact the usefulness of the device to the end user in some way. This
is due to limitations placed on the device to prevent the user from managing the
data on a technology without the connection (or lack of connection) that the
manufacturer desires.

Examples of this can be seen with limitations such as the loss of functionality
when not connected to a network or not updated via connecting to a centralized
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server. Alongside this disconnected devices can be seen to be restricted by losing
their ability to form any connections at all. These limitations are in contrast to
potential benefits for the end user when these approaches to content control are
within the context of the end user. With disconnected devices, the user has the
opportunity to control personal and private data with the intention of better serving
the needs of the individual. With devices that can utilize connections the end user
has the ability to draw upon content and services that would otherwise be too large
to store on the device. This is done as an enhancement to already present func-
tionality and serves to improve the usefulness of the device to the end user. User
controlled servers allow devices with no content to utilize connections and become
methods of accessing the users controlled media. It is these differences between
devices that can lead to the centralized approach to data control being perceived as
less useful to the end user. There are advantages for the end user in each centralise
approach too, as most approaches are adopted for a purpose that holds some benefit
for the end user.

Disconnected devices, even with total restrictions to connectivity and content
personalisation, still allow for the end user to use these devices in environments
where no other device would be allowed. This approach may be limiting but can
allow a large number of users to benefit from technology where there may be no
acceptable alternative. Devices that use internet connections for updates via con-
nections to a centralized server may on occasion be limiting as it may require
updates before use. This does however go hand in hand with the ability to adapt and
potentially remain useful for longer than the expected original product life because
of enhancements to the device that are applied remotely. Other devices that require
a connection to function may lose all of their functionality when offline, but benefit
from the wealth of content built up by the service provider. This could be anything
from large volumes of media available for streaming to refined service providing
based upon data gathered from actions of the servers entire user base. End users
could potentially see benefits from centralized control approaches. However while
many approaches can provide usability for the end user—they can also be viewed
as directly detrimental to the usefulness of the devices. In effect it is quite possible
that some restrictions and limitations purposefully implemented on a device (such
as those for organisational security purposes) may result in such a lack of usefulness
to completely defy the purpose for why the device was created in the first place.

6 Conclusions

Within the context of distributed technologies the control of the data stored on each
device has direct impact on its usefulness to the end user. Devices that function in a
completely disconnected environment are shielded from the effects of centralized
data control but lose access to the services that come with it. While this does in
some situations better fit the need of the end user it can also largely limit the
usability of the device. The contrast to this is found in devices with a mandatory
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connection to a centralized service. This can provide a greater array of services but
limits the user’s ability to use the device. Although high levels of centralized
control can negatively impact the usefulness of a device, there is also the prospect
of a win-win situation for all of the stakeholders involved. Some methods of data
control via intermittent connections have the potential to enhance the usefulness of
a device by allowing information service providers to provide and support services
without altering or effecting the end users ability to control and access data.

It has been the intention of this paper to categorise and compare the different
approaches to controlling data on distributed devices and their effects on the use-
fulness to the end user. Each approach has its own advantages over the other
approaches and each has its own situations to be used in. To best support the end
user careful consideration over how data on a device will be utilized by both the end
user and the service provider is required within the context of the technologies
intended purpose. This will ensure that the end user has the appropriate amount of
control of the data on the device to make it usable, while still receiving the services
needed to make the device useful.
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