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Abstract The pervasiveness of technological media in the daily life of the people
has given rise to the end-user development (EUD) research area, which aims to
empower end-users to be developers of their applications. The moving towards
Web technologies introduced further challenges for EUD researchers. With respect
to the significant number of solutions that have been developed, including meth-
odologies and tools, little effort has been produced to support end-users in a proper
development process of their applications. In this paper, we propose a wizard-based
development process guiding the users towards the construction of own Web
applications (Webapps), letting them accomplish complex tasks, such as those
related to security and access control.

Keywords End-user development - Wizard-based development process - Web
application development - Access control

1 Introduction

In the last decades number of people accessing digital information has increased
tremendously, mainly due to the pervasiveness of technological media, such as the
new generation of mobile phones that allow users to browse the Web, share con-
tents, and create customized pages on social networks. The familiarity of users with
these new technologies yields the need to customize applications to their require-
ments. In other words, there is the necessity of creating tools capable of supporting
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end-users in developing software applications for their needs. For this reason,
end-users can be defined as domain developers: experts of a specific domain [6], in
which their main goal is more oriented to the development of capabilities available
in their setting, than just write software code [2, 3].

The end-user development (EUD) research area aims to empower end-users in
developing their own applications [18]. With the growth of the WWW, including
new user friendly devices to surf the Web, such as smartphones and tablets, the
development of Web applications by end-users (EUDWeb) has received a consid-
erable interest from researchers. However, web-based programming requires dealing
with additional aspects with respect to stand-alone programming, like for example,
the client/server paradigm, the access control [16], the stateless protocol, and dis-
tributed databases. Often, these aspects are known to be difficult even for expert
programmers, hence at first glance they appear insurmountable to end-users [26].

A further challenge in EUDWeb is the support of the development process by
hiding the software engineering activities that expert programmers usually employ
[19]. However, although an end-user can hardly follow a development process like
those used by expert programmers, a qualitatively good application cannot be built
without a development process with specific steps and activities to be followed.

In this paper we propose an EUDWeb process guiding end-users through wiz-
ards in the development of web applications. In this way, end-users can follow a
specific development process, which lets them focus on specific tasks with prede-
fined steps, reducing the perception of dealing with a complex work. Furthermore,
the proposed process relies on several visual metaphors, which simplify its enact-
ment, by also removing technical aspects, and consequently, the need for pro-
gramming skills. Finally, particular attention has been given to the access control
management that is one of the most complex tasks for end-users, as previously
stated.

The paper is organized as follows. Section 2 presents related work by discussing
methodological solutions and tools in the EUD area, whereas Sect. 3 describes the
proposed wizard-based process for EUDWeb development. Finally, conclusions
and future works are included in Sect. 4.

2 Related Work

In the literature there exist many approaches for EUD. In particular, we can find
both methodological solutions [10-15] and tools [1, 17, 27-29].

Most methodological solutions are based on the use of the Meta Design para-
digm [11-14] in the EUD context. As an example, the Seeding-Evolutionary
growth-Reseeding (SER) Model [10] is a collaborative development process where
end-users become an active part of it. Another solution following the Meta Design
paradigm is the CBEADS framework [15], which requires the development of a
Meta-Model of the application and provides a set of tools through which end-users
can build and evolve their applications.
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Other approaches propose online application development processes that exploit
the contents and services available on the Web, such as open API or reusable
services [4]. In other words, the development of web applications consists in the
combination of data and services provided by web resources into a new integrated
service [31]. To this end several programming environments assisting end-users
into web-mashup application development have been created [1, 17, 27-29].

Finally, some solutions are based on the WYSIWYG (What You See Is What
You Get) paradigm, which allows end-users define all the application’s features
through a simple composition of user interface elements [5, 7, 22].

Regarding the tools, a first classification of them has been introduced by Rode
et al. [25]. In general, many tools exist for developing specific applications as the
web and commercial content management [20, 23, 30], or online database man-
agement [9, 21, 24].

3 The Wizard-Based Process for EUDWeb Development

In this section we present our wizard-based process for EUDWeb development. It
aims to support end-users step-by-step during the construction of general purpose
web applications. More specifically, as shown in Fig. 1, we have defined five general
steps guiding the users towards the configuration and generation of web applications.
Each step of the process allows users to focus on specific tasks, such as the services to
be embedded in the application or the definition of access control policies. Following
the development process shown in Fig. 1 the users can generate their own applica-
tions and iteratively refine them by moving forward and backwards across steps.

In the following sections, we detail each step of the development process by
using a running example concerning the construction of a web application for the
management of student information.

3.1 Step 1: What

The first step is indicated with the word What and consists of the selection of the
application domain. The proposed solution supports the definition of the domain by
providing a set of pre-defined management applications.

1
Step 1: o Step 2: | ] Step 3: | - Step +: | Step 5:
What How Who Where When you want |
Domain Functionality Access control Pages and contents Application
specification characterization definition organization deployment

Fig. 1 The step-by-step development process
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What step
L & ) |Q http:/) licati fwhat.html l =
Step 1: What @
In this step you can define the general scope of your application.
«| Student secretaries manage students in [«
l all administrative fulfillments during the
Warehouse Management J studies of them. Moreover, student
secretaries have to update the students’
Cash Managamsnt ] school careers.
| Accounting Management
- e Q bg_ sk ] Offered sendces:
| Booking Management | +  Student enrolment
=] + Course catalogue

[ ] Student Secretary Management J 3 Geanting cuitteuve
| Video archive Management J + Transfer Application
b - + Student Fees Checking
| Invoice Management ] « Accademinc Calendar Insertion
| - « Course ication
l Competition Management | . Studem?zgcripﬂon
[ Library Management | + Graduation Application

- = Course Registration

+ [Exam Validation -

Create a new application domain "
Impont a previous application [ Two >

| One l['l'wn l Three ]Fﬁul I Five l

Fig. 2 The user interface for selecting the application domain

An application domain includes the description of the main services offered for
the specific application area. In this way, users can read each domain description
and select the domain offering the services more suited to their needs. As an
example, in Fig. 2 the selection of the Student Secretary Management a plication
domain visualizes the main purposes of the university secretaries and the list of
pre-defined operations. It is worth to note that if the available application domains
do not match the users requirements, users have the possibility of defining new
application domains or importing an application domain from previous
applications.

3.2 Step 2: How

Once the application domain has been specified, the step How requires users to
define the business services and processes that the application should manage. The
proposed solution simplifies the specification of this information through a visual
language. In particular, the initial user interface of this step allows users define the
services to be embedded in the application by selecting them from a list of pre-
defined services or by visually creating them from scratch. As an example, Fig. 3
shows the list of available services for the Student Secretary application. In
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How step

L & ) |Qi|up.‘ licati fhow.html l

'Step 2: HOW @

In this step you can define the services of your application.

University Secretary Senices | |

Insert Student Data |

[> Course Management

[>_Empgloyee Management /—9| Display Student Career |
7 Student Management . i _
-____________>|

Make Exam Resenvation |

[ Register Fee Payment
] Make Exam Reservation - -
[ Display Exam Resenvations |

[C] Insert Exam Session

Display other senices | Display Student Grade-Point Average |

Create a new senice

Display data structure

\,\ One I Three”\)
IOne |'I'wn IThlea [Fuul I Five |

Fig. 3 Selection of the predefined services

particular, the user interface highlights the services for the management of student
information. The predefined services can be updated by end-users in order to
customize the service-workflow and/or to integrate own business processes.

Figure 4 shows the user interface for visually specifying the services to be
included in the service-workflow. As it can be noticed, the user interface is com-
posed of a central workspace, where the user can integrate the application concepts
in a linked flow fashion by applying the icon operators.

A concept represents a reference data unit that contains all the features of an
application domain entity. For example, the Student concept in Fig. 4 has associated
all the characteristic elements required by the application domain, e.g., firstname,
lastname, ID number, degree, faculty. The icon operators enable the
specification of how the application service must work (service-workflow) by
linking concepts to operations. The available operators are:

e Input It enables the definition of input fields that users have to fill in order to
trigger the associated service-workflow. This operator together with the input
field names is also used to define the type of each field.

e Store data It enables the specification the data to be permanently stored and to
define how the concepts coming from the input flow are related.

® Request data It enables the request of permanent data from the previous con-
cepts in the flow. It also permits to define conditions on the request, similarly to
the WHERE clause in SQL.
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How step

€ 9 C |Q ntpicreateanapplication.comihow htmi |

Step 2: HOW @

In this step you can define the services of your application.

Create a new senice

Input Store Data  RequestData Filter Calculate Output
— Available Concepts - F
P Save Senice ]

g 0 g g g 0 d & ™ Create Concept |

Student Professor Course Booklet Reservation Exam Employee Degree Course

L LN

Return to HOW

] LIAN

|0ne |Tm: ]Thme ]Four] Five |

Fig. 4 Editor for creating a new services

e Filter It enables the specification of input flow elements to be carried on into the
composition process.

e Calculate Tt enables, where possible, the definition of operations on the input
flow elements through operators or functions.
Output It enables the specification of the fields to be displayed as output.
Link Tt enables the definition of the flow that the application service has to
follow.

The user interface allows users to apply the selected icon operators and concepts
and to add specific details. The latter represent metadata useful for the automatic
generation of the application. Figure 5 shows an example of service created for the
Student Secretary application. The diagram defines the service-workflow for the
exam reservation service. The input form receives information on the student and
the exam sessions, and requests user to select the session to be reserved. Once these
data are submitted, the student and exam session information are saved in a res-
ervation concept, which is then permanently saved.
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How step

L b ) |Q http://createanapplication.com/ow.html l

Step 2: HOW @

In this step you can define the services of your application
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Input
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Fig. 5 Visual specification of the “Exam reservation” service

3.3 Step 3: Who

The third step of the proposed development process, named Who, allows the
specification of application roles and of service restrictions, that is, the specification
of access control mechanisms. This task is very relevant for applications running on
the Web, since they can be attacked by malicious users willing to access the system
and the underlying database.

Since the end-user is a domain developer, s/he strongly knows “who can make
what”, hence s/he only needs tools simplifying the management of this task. In the
third step of the proposed process, end-users can implement access control mech-
anisms by using the role-based access control (RBAC) model [8]. Figure 6 shows
the user interface supporting this activity. Here, end-users can define the roles
involved in the application by associating a different color to each of them.
Moreover, “padlock” and “key” colored icons are associated to the roles in order to
represent role restrictions and access concepts, respectively. The latter are used
to identify possible restrictions on the services. As shown in Fig. 7, the user is able



180 L. Caruccio et al.

€ C [Qhp icat ot |

Step 3: WHO @

In this step you can define the user role of your application and the restrictions on the services.

How many user roles do you want to define? [ OK [3 |
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Fig. 6 The definition of user roles
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Step 3: WHO

In this step you can define the service restrictions based on user roles.
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Fig. 7 Specification of access policies for the available services
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to specify the restrictions by dragging the colored padlocks on the services defined
in the previous step.

3.4 Step 4: Where

The fourth step, named Where, enables the end-user to visually organize the
application contents and services. The user interface shown in Fig. 8 contains a
workspace where the user can define the page flow. A page can be built from
scratch or it can be derived through the inclusion of a service. In the last case, the
page content is initialized with the elements defined in the service-workflow.
A click on a page opens a new interface for content management. As an example,
Fig. 9 shows the user interface for specifying the content of web pages. An end-user
can select the graphical widgets from the left bar and organize them on the right
workspace.

Where step

L ] " c |Q http://createanapplication.com/where html l

Step 4: WHERE ®
In this step you can define how to organize content and services.
Included senvices Page Map 'i'
[T] Student data visualization i
[[] Exam resenation
Student data visualization
Not included senices ] m
= Home
[[] Student data inserion l
[C] Student data updating ~ m
Exam resenvation |
| Create a page
| Save changes [ == LdLd|
I | o
G Three Five D

| One ’Two | Three | Four [ Five

Fig. 8 Creation of pages and their flow
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Where step
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Fig. 9 Content specification for a web page
3.5 Step 5: When You Want

The last step, When you want, enables the end-user to perform final checks before
generating the application (see Fig. 10). In particular, it is possible to:

visualize the defined services;
visualize the application data structure;
visualize the role-based permissions;
visualize the page map;

visualize a demo of the application;
generate the application.

4 Conclusion and Future Work

The EUD concept for Web application development has been somehow conceived
as the possibility for a person of building do-it-yourself (DIY) objects. Expert
application developers will continue perform low level programming tasks in order
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When you want step
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Fig. 10 User interface for checking and generating the Web application

to satisfy customers willing to have qualitatively excellent objects, with proper
attention to details. However, end-users often want to build their own objects, in
order to satisfy their tastes, to bring their creativity, and to save costs.

Industry has engaged a task force to make the DIY become a reality; in fact, they
have created both tools and semi-finished products to simplify the development
work, and to let end-users build their applications through simple compositions.
Analogous efforts have been produced by the research community.

In this paper, we propose a wizard-based EUDWeb development process,
driving end-users step-by-step towards the construction of the application. In
addition, the proposed process enables end-users to manage access control mech-
anisms, which are mandatory for Web applications, and are particularly complex to
deal with.

We are currently implementing tools supporting the proposed process, in order
to analyze and empirically evaluate if it is easy to use. Moreover, we would also
like to define a visual language for the specification of the application domain, i.e.,
the What step.
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