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Broadcast Channels with Confidential
Messages: Channel Uncertainty, Robustness,
and Continuity
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Abstract The broadcast channel with confidential messages (BCC) models the com-
munication scenario in which a transmitter sends simultaneously common and con-
fidential information to two receivers. The common information must be received
by both receivers while the confidential information is designated for one receiver
only and must be secured against the other one. The performance of this system
is usually characterized by its secrecy capacity region determining the maximum
transmission rates. In this chapter, the issue of whether this secrecy capacity region
depends continuously on the system parameters or not is examined. In particular, this
is done for compound channels, in which the users know only that the true channel
realization is constant for the whole duration of transmission and this comes from
a pre-specified uncertainty set. The secrecy capacity region of the compound BCC
is shown to be robust in the sense that it is a continuous function of the uncertainty
set. This means that small variations in the uncertainty set result in small variations
in secrecy capacity.
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5.1 Introduction

Error correction and data encryption are usually strictly separated in current com-
munication systems. While error correction is typically realized at the physical layer
transforming the unreliable communication channel into a reliable bit-pipe, data
encryption is done on top of that with the help of cryptographic principles. A draw-
back of this approach is its reliance on the assumption of insufficient computational
capabilities of non-legitimate receivers.

Nowadays, information theoretic approaches to security are intensively discussed
to complement such cryptographic techniques. By taking the properties of the noisy
communication channel into account, information theoretic approaches establish
reliable communication and data confidentiality jointly at the physical layer. Infor-
mation theoretic security was initiated by Shannon [36] and continued by Wyner,
who introduced the now-popular wiretap channel in [39]. Subsequently, this was
generalized to the broadcast channel with confidential messages (BCC) by Csiszar
and Korner [14]. This area of research provides a promising approach to achieve
unconditional security and to embed secure communication into wireless networks.
It is not surprising that it has drawn considerable attention recently; see for exam-
ple [7, 22, 27, 28, 32, 40] and references therein. Accordingly, it has also been
identified by operators and national agencies as a key technique for future secure
communication systems [16, 18, 21].

Wireless communication systems are inherently vulnerable to eavesdropping due
to the open nature of the wireless medium. Indeed, transmitted signals are received
by intended users but are easily eavesdropped upon by non-legitimate receivers.
These observations make the above discussed studies particularly crucial for wire-
less systems. However, many of the previous works lack in practical relevance as they
usually assume perfect knowledge of all channels (including those to potential eaves-
droppers). But practical systems will always be limited in channel state information
(CSI) due to the nature of the wireless medium and estimation/feedback inaccuracy.
Moreover, malevolent eavesdroppers will not share any channel information with the
legitimate users making eavesdropping even harder. Accordingly, limited CSI must
be assumed to ensure reliability and confidentiality.

In this chapter, the concept of compound channels [5, 38] is considered, which
makes a first step in the direction of more realistic CSI assumptions. In this model, the
actual channel realization is assumed to be unknown. The users know only that the
true channel realization belongs to a known uncertainty set and that this realization
remains constant for the entire duration of transmission. Secure communication over
compound wiretap channels has been studied in [4, 17, 23, 26, 34, 35]. Despite all
these efforts, a general single-letter characterization of the secrecy capacity remains
unknown (if it exists at all). Such a description has been found only for certain special
cases such as degraded channels or certain MIMO channels.

In this chapter, the compound broadcast channel with confidential messages
(BCC) is considered. In this communication problem, a transmitter aims to send
a common message to two receivers and, at the same time, a confidential message
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to only one of them keeping the other receiver in the dark. This channel provides
a useful model for studying wireless networks involving both multicast and unicast
messages, such as subscription content-delivery systems. First studies can be found
in [24, 33] and, similarly to the compound wiretap channel, a general single-letter
characterization of the secrecy capacity region remains unknown. Only a multi-letter
description has been established so far.

The following analysis is motivated by the observation that the performance of
a communication system should depend continuously on its system parameters. In
the context of compound BCCs, this means that small variations in the uncertainty
set should only lead to small variations in the secrecy capacity; i.e., that the system
will be robust to the uncertainty. Since otherwise, if small changes would lead to
dramatic losses in performance, the approach at hand will most likely not be used.
Surprisingly, the question of continuity of capacities is rarely discussed. Some work
for the compound wiretap channel and arbitrarily varying wiretap channel can be
found in [10, 11].

The aim of this work is to extend these concepts and ideas to the compound BCC.
For this purpose, the compound BCC is introduced in Sect. 5.2 and a distance concept
to measure how “close” two compound BCCs are in Sect. 5.3. The main contribution
of this work is then that the secrecy capacity region of the compound BCC is con-
tinuous in the uncertainty set. This shows that small variations in the uncertainty set
only lead to small variations in the secrecy capacity. Finally, a concluding discussion
is given in Sect. 5.4. Parts of this work have been presented before in [20].

Notation

Discrete random variables are denoted by capital letters and their realizations and
ranges by lower case and script letters, respectively; all information quantities and
logarithms are taken to the base 2; N and R denote the sets of non-negative integers
and non-negative real numbers; (0, 1) and [0, 1] denote open and closed intervals
between 0 and 1; H(-), H>(-), I(-; -) are the entropy, binary entropy, and mutual
information, respectively; X — Y — Z denotes a Markov chain of random variables
X, Y, and Z in this order; the set of all probability distributions is denoted by Z(-);
conv(-) denotes the convex hull closure; ||[v — wll =: >,/ Iv(a) — u(a)| is the
total variation distance of measures p and v on .7; lhs =: rhs means the value of
the right hand side (rhs) is assigned to the left hand side (lhs); lhs := rhs is defined
accordingly.

5.2 Compound Broadcast Channels with Confidential
Messages

In this section we introduce the compound broadcast channel with confidential mes-
sages (BCC) in which the actual channel realization is unknown to the transmitter
and both receivers. They know only that this realization remains constant during the
entire duration of transmission and belongs to a known uncertainty set.
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5.2.1 Compound Broadcast Channels

Let 2, %, and & be finite input and output alphabets of the transmitter and
both receivers respectively. Let . be a finite state set. For each channel state
s € ., input and output sequences x" € 27, y" € #", and 7" € Z" of length
n, the discrete memoryless broadcast channel is given by P)','Z‘ xs O X =
H;l:l Pyzx,s (i, zilxi). Since there is no cooperation allowed between receiver
1 and 2, it suffices to consider the marginal channels only which are denoted by
WEG™ x™) =: [1i2; Ws(yilxi) and V(2" |x™) =: [1/_; Vi (zilx;) respectively.

This allows us to define the marginal compound channels to both receivers by the
families of channels for all s € .% as

W::{Ws:seY} and ”//::{VS:SGY}.

Definition 5.1 The discrete memoryless compound broadcast channel 23 is given
by the families of pairs of compound channels with common input as

W =: {Wv 7/} = {(Ww Vi) : WeeW, Vs e 7/}

Remark 5.1 In what follows we will call 27 also the uncertainty set of the compound
BCC.In[10, Sect. II-B] it is discussed why it is reasonable to specify the uncertainty
set by the set of channel matrices (%, ¥') and not by the state set . itself. Indeed,
two compound channels can be “close” in their set of channel matrices although their
state sets may differ considerably.

5.2.2 Codes for Compound BCCs

In the communication problem at hand, the transmitter sends over the compound BCC
simultaneously a common message M to both receivers and a confidential message
M to receiver 1, which must be kept secret from receiver 2. The corresponding
compound BCC is depicted in Fig.5.1.

We consider a block code of arbitrary but fixed lengthn. Let 4y =: {1, ..., Mo .n}
be the set of common messages and .#; =: {1, ..., M1} the set of confidential
messages. We frequently make use of the abbreviation .# =: .4y x 4.

Definition 5.2 An (n, Mo ,, M1 ,)-code for the compound BCC consists of a sto-
chastic encoder at the transmitter

E: My x M — P, (5.1)
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State s j

Fig. 5.1 Compound broadcast channel with confidential messages. The transmitter encodes mes-
sages Mo and M into a codeword X" = E(Mp, M) and transmits it over the compound BCC to the
receivers, which have to decode their intended messages (Mo, Ml) = @1 (Y]") and Mo =@ (Z})
for any channel realization s € .#. At the same time, the second receiver has to be kept ignorant of
M in the sense that maxse oo 1 (M1; ZY) < 6,

i.e., a stochastic matrix, and decoders at receivers 1 and 2

01: WU — My x M (5.2a)
R A /[ (5.2b)

Remark 5.2 Note that since the actual channel realization is unknown to the trans-
mitter and both receivers, the encoder (5.1) and decoders (5.2) must not depend on the
state s € . (and therewith not the particular (W;, Vy)), i.e., they must be universal
with respect to the state set .# (and uncertainty set 20).

When the transmitter has sent the message pair m = (mg, m1) € .# and the
receivers have received y" € %" and 7" € 2, their decoders are in error if
©1(y") # (mo, my) or g2(2") # mo. Then for an (n, Mo », M1 ,)-code of Definition
5.2, the average probabilities of decoding error for receivers 1 and 2 and channel
realization s € .7 are

% Z Z Z W (" |x")E(x" mo, m1)

me x"e XM Y"1 (y")#(mo.my)

)=y X X W REE mom).

meM x"e X" "y (2")FEmo

E],n(s) :

Since reliable communication is required for all s € ., we consider the maximum
average error probabilities, i.e. €1, = maxgc # €1,,(s) and €2 , = max;c o €2 5(5).

The confidential message M has to be kept secret from receiver 2 for all channel
realizations s € .. Therefore, we require max,c.o [ (M1; Z}) < 8, forsome§,, > 0
with M; the random variable uniformly distributed over the set .#] and Z =
(Zs1, Zs.2, ..., Zs n) the output at receiver 2 for the channel realization s € .7
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This criterion is known as strong secrecy [13, 29] and the intuition is to control the
total amount of information leaked to the non-legitimate receiver. This leads to the
following definition.

Definition 5.3 A rate pair (Ry, R}) € Ri is said to be achievable for the compound
BCC if for any T > O there is an n(tr) € N and a sequence of (n, Moy ,, M1 ,)-codes
such that for all n > n(t) we have %log Mo, > Ry — r,% logMy, > R — 7,

max {e1 ,(s), er,(s)} < Ay,
Se:y{l,n() Z,n( )}_ n

and

max I (My; Z?) < &y (5.3)
se. ;

with A,,, 8, — Oasn — oo.
The closure of the set of all achievable rate pairs (R, R1) is the secrecy capacity
region 6s(20) of the compound BCC 2.

Remark 5.3 One might argue that the secrecy criterion (5.3) should reflect the fact
that the common message M) is available at receiver 2 as side information. In [33] it
has been shown that incorporating this type of side information does not change the
secrecy capacity. Accordingly, (5.3) can be generalized to max,c o [ (M1; Z7 | M) <
8, (or equivalently to max,c o [ (M1; Mo, Z3}) < &, if My and M are independent)
at no cost.

5.2.3 Capacity Results

The discrete memoryless compound BCC has been studied in [19, 33]. In [33] an
achievable secrecy rate region and a multi-letter outer bound have been established.
Based on this, [19] presents a precise multi-letter characterization of the correspond-
ing secrecy capacity region.

Proposition 5.1 ([33, Theorem2]) An achievable secrecy rate region for the com-
pound BCC 20 is given by the set of all rate pairs (Rg, R1) € Rﬁ_ that satisfy

Ro < min min {I(U; Yy), I(U; Zy)}
se.

R <min I (V; Y|U) —max I (V; Z;|U)
se seS

for random variables U — V — X — (Y, Zs) forming a Markov chain with Yy and
Zs the random variables associated with the outputs of the channels Wy and V5.
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Furthermore, the generalized secrecy criterion (cf. Remark 5.3) goes exponen-
tially fast to zero and the decoding error of the confidential message M) at the
non-legitimate receiver 2 goes exponentially fast to one.

A single-letter expression for the secrecy capacity region is still unknown (if
it exists at all). However, a multi-letter outer bound has been established in [33,
Theorem 3] which yields a multi-letter description of €’s(20) of the compound BCC
20 in [19]. For this purpose, let n € N be arbitrary but fixed and we define the rate
region %, (20, U, V, X™) as the set of all rate pairs (Ry, Ry) € R%r that satisfy

1

Ro < — inf min {I(U; Y, 1(U; ZH} (5.4a)
nsey
1, .

Ry < —(inf I(V;Y!'|U) — sup I(V; Z}|U)) (5.4b)
n ses se.

for random variables satisfying the Markov chainrelationship U —V — X" — (Y, Z?).
Then, we define the region

Zn @ = ) %.@,U Vv, X",
U-V—X"

i.e., @n (20) is the union of the regions %, (20, U, V, X") over all random variables
satisfying the Markov chain relationship U — V — X".

Theorem 5.1 ([19]) The secrecy capacity region €s(20) of the compound BCC 2T
is the convex hull closure of the union of the regions %, (20) over alln € N, i.e.,

%s(W) = conv(| | Z,20)). (5.5)
neN

Remark 5.4 The union of the rate regions | J,, .y Z,(20) may itself not be convex,
which necessitates the convex hull in (5.5). Note that alrate pairs in the convex hull
can be achieved by time sharing between rate pairs in %, (20).

5.3 Continuity of the Compound Secrecy Capacity Region

In this section we analyze the secrecy capacity region €s(20) of the compound
BCC 20. The main result will be that €s(20) depends in a continuous way on the
uncertainty set 20. To do so, we need a suitable concept to measure the distance
between two compound BCCs. This is introduced first.
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5.3.1 Distance Between Compound BCCs

Let (W, V) and (W, V) be two broadcast channels with finite input and output
alphabets 27, %, and 2. We define the distance between the two marginal channels

(to receivers 1 and 2 respectively) based on the total variation distance! as

d(W, W) = max > [W(ylx) — W(y|x)|
xeZ %

d(v, V) = max ZJ |V zlx) = Vel

and the distance between two BCs as
d((W, V), (W, V)) = max {d(W, W),d(V, V)}.

To extend this concept to compound BCs, let 201 = {(W;,, Vi,): s1 € #1} and
W, = {(Ws,, V,): 52 € S} be two finite compound BCs with marginal compound
channels #; = {Wy,: s; € S} and ¥ = {Vy;:5; € S} fori € {1,2}. We define
the distance between two marginal compound channels to receiver 1 as

d](W], %) = max min d(Wsls Wsz)
$2E€S s1€.5)

dz(Wh %) = max min d(WS]’ WA‘Z)

S1€,7}1 s2€,9”2

and to receiver 2 as

di (71, 72) = max min d(Vsl, Vsz)
€S s1€.S)

(71, Y2) = max min d(Vy,, Vy,).

S]G:% Szezyz

Definition 5.4 Let 20; and 20, be two compound BCs. The distance D (20, 207)
between 20 and 27 is then defined as

D01, Wy) = max {d\(#1, #5), dr(W1, #2), d\ (W1, ¥5), da (Y1, ¥2) }.

This concept is suitable to characterize how “close” two compound BCs are. In
addition, it can also be used to quantify how well one compound BC approximates
another one.

Finally, to compare different rate regions, we define a distance between two sets
as follows.

Note that the distance can also be defined based on another norm. This follows from the fact that
the output alphabets % and 2 are finite. A norm other than the total variation distance would only
result in slightly different constants.
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Definition 5.5 Let %, and %, be two non-empty compact subsets of the metric
space (R2, d) with d(x2, y?) = 32, [x; — yi| for all x2 = (x1, x2) and y? =
(y1, ¥2). We define the distance between two sets as

Dp(%#1, %>) = max{ max min d(ry,r;), max min d(ry, r){.
{rle,%l rzez@z rze%z r16@2 }

5.3.2 Continuity of the Secrecy Capacity Region

Now we are in the position to study the behavior of the secrecy capacity of the
compound BCC. In particular, we are interested in the question of what happens if
there are variations in the uncertainty set. Obviously, one is interested in a continuous
behavior of the secrecy capacity. Since small changes in the uncertainty set should
only lead to small changes in the corresponding secrecy capacity region.

For the following analysis, we need some technical results stated in the following.
Similar results appeared first in the area of quantum information theory [2, 25] and
have recently been extended to the compound wiretap channel in [10, 11].

The following lemma is also stated in [10, 11].

Lemma 5.1 Let 2" and % be finite alphabets and ¢ € (0, 1) be arbitrary. Further,
let (X,Y) and (X, Y) be random variables according to joint probability distribu-
tions Pxy, Pyy € P(X x %) with || Pxy — Py < €. It holds that

|H(Y|X) — HY|X)| < 81(e, |#)) (5.6)

with 81 (e, ||) =: 2elog |%'| + 2H;(¢).

Proof The proof follows the idea of [2] for quantum sources. We obtain sharper
constants by considering classical probability distributions only in this work. For
completeness, the details can be found in the appendix. (]

Lemma 5.2 Let 2 and % be finite alphabets and W, W: 2 — P(¥) be arbi-
trary channels with _
dW, W) <e

forsome e > 0. For an arbitraryn € N, let % and "V be two finite sets, Py € (%)
the uniform distribution of U, Py\y : %4 — (V) the conditional distribution of
V given U and E (x"|v), x" € 2™ conditioned on v € ¥, an arbitrary stochastic
encoder. We consider the probability distributions

Pyvyn(u,v,y") = D W' X" E" |v) Pyiy (v]u) Py (u)
xnedn

Pyyn(u, v,y = D W' X" E("|v) Pyju (v]u) Py (u).
xneqn
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Then it holds that
|1V YMU) = I(V; YMU)| < néa(e. |2 )) (5.7)

with §3(g, |]) =: 4elog || + 4 Ha (e).

Proof The proof is an adaptation of the proof in [10, 11] for the compound wiretap
channel (which itself goes back to a proof idea in [25] for quantum capacities). The
details can be found in the appendix. (I

Remark 5.5 Note that the right-hand side of (5.6) and (5.7) depend only on the
size of the output alphabet %/, but they are independent of the size of the auxiliary
alphabets %/ and ¥, the conditional distribution Py,y, and the chosen stochastic
encoder E.

The previous lemma shows that whenever two channels are close, certain condi-
tional mutual information terms are close as well. We use this observation to prove
the following result which states that two similar compound BCCs have similar
corresponding secrecy rate regions, cf. (5.4).

Lemma 5.3 Let ¢ € (0,1) and n € N be fixed. Further, let 201 and 203, be two
compound BCCs and U, V, and X" be random variables satisfying the Markov
chain relationship U — V — X". If

D, W) < e
then it holds that
DR(%n(m], U7 V7 Xn),%n(mb Uy V7 Xn)) S 8(85 |g|5 |£F|)

with 8(e, | Y|, | Z]) = &', |Y 1, | Z) + 8" (e, ||, |Z)), 8' (e, |1, | Z]) =: 4H)
(&) + 4e max{log |% |, log | 2’|}, and 8" (e, |# |, | Z|) =: 4elog | || Z | + 8Ha(¢).

Proof For any particular choice of U, V, and X", the rate regions %, (201, U, V, X™)
and %, (20,, U, V, X™) are

R z <
Fp(W1, U, V, X" ={ 07 =
Rl,yl =

S ==

infy,c.oq Min{I(U: Y), 1(U: Z])}
infy c.on [(ViY2U) = Ysupg, e o 1(V: 20 |U)

and

1. : .yn AL
Ry .o, < =infy c.on min{I(U; Y2), I(U; Z2 )}
I, U V. Xy = o Ve rn s = Lsupe o 1 (Vi 28100 [
1,9 < ginfgcon IV YS|U) — 5 supg, e 1(V; Zg, [U)

n 2

i.e., they are rectangles described by the rates (Ry 7, Ry ) and (Ry_ .7, R1.%)
satisfying (5.4a) and (5.4b) respectively.
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Note that both regions are rectangles sharing the corner point (0, 0). Therefore,
the longest distance between these two sets is given by the maximum corner points
(Aoy1 , Aléﬁ) and (Aofz’ A15,2), where

Ao, = max Ry &
; 0,-%
T Ry, Ry, ,) €% (20U, V. X") '

denotes the maximum common rate and

Al = max R, &
i Ry R ) €Bn (U, X7

the maximum confidential rate of region %,(20;, U, V, X™), i = 1,2. With this
observation, the distance Dg (%, (201, U, V, X", %,(20,, U, V, X")), cf. Defini-
tion 5.5, is

DR(Zn (W1, U, V, X"), % (W2, U, V. X") = Ao, — Aoy, |+ 1415 — AL,
(5.8)

Thus, it remains to evaluate both terms on the right hand side of (5.8), i.e., the
difference between the maximum common rates | Ag o~ Ao 2 | and the difference
between the maximum confidential rates |A;, — A1, |.

Common Message Rate
From (5.4a) we see that there are four cases that may occur:

L Ao, = Linfy c.o 1(U; Y]) and Ao, = Linfy,c o 1(U; Yl)
2. Ao, = yinfgeq 1(U; ZY) and Ag, = infge 0 1(U; Z3)
3. Ao, = Linfy e 1(U; Y!") and Aoy, = Linfy,c0n 1(U; 20)

4, Aoy1 = %infsle,% I(U; Zg)) and AOKs@ = %infszey2 1(U; YD)
In the following we treat these cases individually. For the first case, we have

1 o1 ]
Aoy, — Ao, | = ‘;Sllgfyl ;¥ = inf T Y] (59)

Let n > 0 be arbitrary. There exists an §; = §1(n) such that

inf I(U:Y!) = I(U:Y!)—n. (5.10)

S1 Eyl
Since D(201, 20,) < &, there is an §, = 5>(51) such that

d(W§p W’fz) <Eé€. (511)
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We can now apply Lemma 5.2 (with U in (5.7) of Lemma 5.2 being constant and U
in (5.9) taking the role of V in (5.7) of Lemma 5.2). By (5.11), we then have

I(U;anl)—I(U;Yg) <né(e, |¥)). (5.12)
Combining (5.10) and (5.12) we obtain

inf 1(U;Y) = 1(U: Y2) = ndy(e. 1)) — 1

S|€/1

v

inf 1(U; Yg) —néa(e, |Z]) — 1.

sheS

Since this inequality holds for all n > 0, we obtain

inf 1(U;Yg) > inf I(U;Yg)—nda(e, |Z)).

Slefl Szeyz

By changing the roles of .7 and .75 in the previous derivation, we also get
infg,eon [(U; Y() > infg e I(U; Y1) — nda(e, |2]) so that

2

< néy(e, |¥]).

inf I(U;Y?) — inf I(U;Y"
( 51) S, ( )

slefyl

Using the same line of argument as for the first case above, we accordingly have for
the second case

inf I(U; Z;’l) — inf I(U; Z?z) < né (e, | Z)).
/ 32672

S]Gyl

In the third and fourth case, one maximum common rate depends on Y and the other
on Z. For the third case, we have

1 1
B =—inf I(U;Z*)>— inf I(U;Y")=A
0 n sieS ( s1) T nsied ( Sl) 0

1 1
Bo,, = inf I(U:Y2) >~ inf I(U:Z0)= Ao, .

n sress n sress

This necessitates further case studies and we have six possibilities to relate the two
previous inequalities:

L. Bo,, = Ao, = Bo,, = Ao, and Lemma 5.2 implies
|40y, — Aoy, | < 1Boy, — Aoy, | < 82(6, 12

2. Boy, = Bo, = Aoy, = Ao, implying
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|40y, — Aoy, | < 1Boy, — Aoy, | < 82(e, |Z])
3. B()yl > Bo‘sz > Ao‘sz > Aoy1 implying
[A0y, — Aoy, | < 1Ay, — Bog,| < 82(¢, |#])
4. Bo,, = Ao, = Bo,, = Ao, implying
[A0y, — Aoy, | = 1A0y, — Boy,| < é2(e, |Z])
5. B()LS,2 > B()y1 > A()yz > Aoy1 implying
[Aoy, — Aoy, | < 1A0y, — Bog,| < d2(e, |])
6. BOYZ > Boyl > Aoyl > 14()5,,2 implying
|40y, — Aoy, | = 1A0y, — Bogy, | < 82(¢, | Z]).
We can use the same line of argument for the fourth case to bound the distance
between the two maximum achievable common rates. As a conclusion, it then holds

for all cases that

|40, — Aoy, | < max{dy(e, |Z1), 82(¢, [ D]}
= 4H,(¢e) + 4e max{log |%|, log | Z|}. (5.13)
Confidential Message Rate

It remains to evaluate the confidential message rate. Using the same line of argument
as in the first case for the common message rate, we get

1
A1, — A, |_‘— inf (VY] [U)=~ sup 1(V:Z,|U)

n s1e.% nSleyl

1
— — inf I(V; Y”|U)+— sup 1(V; Z%|U)

n s2e n e
1
< | inf 1(vi¥} )~ inf 1(V: ;;|U)‘
nilses €S
1
o] nf v zhie) it 1z, |U)‘
nlsyes
< &(&, |Z]) + 82(e, | Z])
< 4glog |V || Z| + 8Ha(e). (5.14)

Putting (5.13) and (5.14) together yields the desired result proving the lemma. [
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Now we are in a position to state and prove the main result of this work. The

following theorem shows that whenever two compound BCCs are close, their corre-
sponding secrecy capacity regions are close as well.

Theorem 5.2 Let ¢ € (0, 1). Let 201 and 23, be two compound BCCs. If
DU, W) <, (5.13)
then it holds that
Dg(€s(2W1), €s(Wo)) < 8(e, |¥], | Z]).

Proof For any choice of random variables U, V, and X" satisfying the Markov chain
relationship U — V — X", we define the sets 71, %) C R%r as

2= U #a.vv.xm

neNU—-V—-X"
# =c@0\J U %@, uv X"
neNU—-V-X"

so that 21 U B, = €s(201). Now, let (Roy , Rly ) € 2. Then there exists an

n € N and random variables U,V,and X" satisfying the Markov chain relationship
U — V — X" such that (Roy , Rly ) € %, (201, U V X”) From Lemma 5.3 and
(5.15) it then follows that
DR(%y (W1, U, V, X", Zy(Wa, U, V, X") < 8(e, |Z1, | Z)).
This means that there exists a rate pair
(Ro, (Ro)s Ri gy (R1 ) € Zn(WW2, U, V, X")

such that
Roy, = Ros,| + |R1,, = Ri | < 8(e. |71, | Z)).
Now, for any rate pair (Iéo P Iél - ) € %, there exist two rate pairs
(R()yl’ Rlyl)v (ﬁOyl , Elyl) €9
such that

Royl = )»Royl + (1 — )»)Iéoyl
1%15,1 =ARi,, + (1 =MRi,,
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for some A € (0, 1). Now, for each (Roj,1 Rly ) and (I?oy ,1315, ) there exist

random variables U, V, X" U, V, and X" satisfying the Markov chain relations
U—V —X"and U — V — X" such that (Roj ,le Y e R, 0,0, V,X") and

(ROYl’ Rlyl) € %,(20,,U, V,X"). Then from Lemma 5.3 and (5.15) we have
thflt therf: exist fate pa~irs (R()yz (R()yl ), 1?15:2(1?15,1)) € %,(2W>, U, V,X") and
(R()y2 (Royl), Rlﬁ’z (Rlyl)) € %,(2,, U, V, X") such that

|Ro, = R, | + R1,, — Rig, | < 8(e, 171, 1Z))
R0y, — Ro, |+ Ri,, — R, | < 8(e, |71, 1Z)).

This means there is a rate pair (I@o 7 I@l yz) € 65(20,) with

ﬁoyz = )»R()yz + (1 —)\)Royz

Rlyz = )“Rlyz + (1 - X)Rlyz-
In addition, we have

Ry, — Ro, | = 12Ro, + (1= MRy, —ARo, + (1 =M Roy, |
< MRo, — Rog, |+ (1= MIRo,, — Ro,|

<8 121,12 (5.16)
and similarly
Ry, — Ry | <8 1%, 1 2. (5.17)

Now (5.16) and (5.17) results in
[Roy, — Ryl +|R1,, — Ri | <8, |21, 12)).

Thus, we can conclude that for every rate pair (Rg Py R 5,1 ) € €s(201) we can find
a rate pair (Ro‘sz (Roy,] ), Ri, (R15,1 )) € €s(27) such that

|R(:|,5ﬂ1 - R0y2 | + |R1'5ﬂ1 - Rly2 | =< 8(87 |67/|, |'§p|) (518)
Similarly, we can use the same line of argument to show the other direction: for every

rate pair (Roy2 , Ry =72) € €s(20,) there is arate pair (Roy] (Roj,;2 ), Ry - (Rly2 ) €
@s(201) such that (5.18) holds. This completes the proof.
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5.4 Discussion

This work was motivated by the question as to whether the secrecy capacity region
of the compound BCC depends continuously on the uncertainty set or not. We have
shown that the compound BCC model is robust, i.e., small changes in the uncertainty
setlead only to small changes in the secrecy capacity region. The continuous behavior
of the secrecy capacity is a necessary condition for the existence of codes that are
robust against small variations in the uncertainty set, since otherwise, a discontinuous
behavior of the secrecy capacity would immediately rule out the existence of robust
codes. For future work, a detailed analysis of such robust codes is the next step for
making this concept interesting for practical applications.

For compound channels the true channel realization is unknown. However, a cru-
cial assumption is that it remains constant for the entire duration of transmission.
Weakening this assumption leads to the concept of arbitrarily varying channels
(AVCs) [1, 6, 15], in which the channel realization is allowed to vary in an unknown
and arbitrary manner from channel use to channel use. The corresponding arbitrar-
ily varying wiretap channel (AVWC) has been studied in [3, 8-12, 30, 31, 37] and
interesting phenomena appear. In contrast to the compound wiretap channel, it now
matters whether traditional deterministic/unassisted codes with pre-specified encoder
and decoder are used, or more sophisticated codes, where the choice of encoder and
decoder is coordinated based on coordination resources such as common randomness
available to all users. There are situations in which the traditional approach leads to
zero capacity, while the coordinated approach yields a positive capacity. Moreover,
the unassisted secrecy capacity of the AVWC turns out to be discontinuous in the
uncertainty set [10, 11], while common randomness allows recovering of the con-
tinuous dependence of the secrecy capacity on the uncertainty set [31, 37]. As a first
step, in [19, 20] it has been demonstrated that the unassisted secrecy capacity region
of the arbitrarily varying BCC depends on the uncertainty set in a discontinuous way.
But it is an interesting and open question to find a complete characterization of this
behavior (as in [31, 37] for the AVWC).
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Appendix

The following proofs of Lemmas 5.1 and 5.2 are adaptations of [2] and [25] where
similar results were proved in the context of quantum information theory. How-
ever, we obtain bounds with better constants by restricting the analysis to classical
probability distributions only.
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Proof of Lemma 5.1

The proof of this lemma can also be found in [10, 11] and is given here for com-
pleteness. It follows [2] where a similar result is presented in the context of quantum
information. However, we are able to get a better constant by using the fact that
H(Y|X) > 0forall Pxyy € Z(Z x %). This is in contrast to the quantum version
in [2].

Let Pxy, Pyy € (2 x %) be joint probability distributions with || Pxy —
Pyl < . We assume that

z Z |Pxy(x,y) — Pgy(x.y)| =¢ (5.19)
xeZ ye¥

is satisfied with equality since otherwise ¢ in (5.19) could be replaced with a smaller

& < ¢ accordingly.
We define the function

[, y) =:|Pxy(x,y) — Pgj(x,y)| (5.20)
and set
pr(x,y) = (1 —&)Pxy(x,y) + f(x,y)
forall (x,y) € Z x % sothat p* € P (X, %) is a joint probability distribution

on & x¥.
Further, we set

1
ﬁ(xvy)zgf()(:?y)v (5213.)

and
1
g(x,y) = g((l —&)[Pxy(x,y) — Pgy(x, ]+ f(x, ). (5.21b)

Next we check that p and ¢ are well defined such that they are indeed probability
distributions. p(x, y) > 0 forall (x,y) € 2 x % is obviously true. It remains to
verify that ¢ (x, y) > 0 for all (x, y) € 2 x % is also satisfied.

If Pxy(x,y) < PX?()C, y), then

_f(x’ y) = PXY(xv )’) - P;“;(x, )’)
< (1 —¢)(Pxy(x,y) — Pgy(x,y)
<0
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so that g(x, y) > 0. On the other hand, if Pyy(x, y) > Py (x, y), then

0 < (1—e)(Pxy(x,y) — Pgy(x,y))
< PXY(.X, Y) - P;“;(x, )’)
= fx )

so that g(x, y) > 0 also in this case. From the definition of p and ¢ in (5.21) and
(5.19)—(5.20) it can further easily be verified that

> > b= > dky =1

xeZ ye¥ xeZ ye¥
which shows that p € P(Z x ¥) and § € P(Z x ¥) are joint probability

distributions.
With this we can rewrite p* as

pr(x,y) = (1 —¢)Pxy(x,y) +ep(x,y) (5.22a)
= (1 —&)Pzy(x,y) +eq(x,y) (5.22b)

for all (x, y) € 2" x #. Next, we show that (5.22a) implies
|H(Y|X) — HY*|X")| < elog|Z| + Ha(e). (5.23)
To do so, we use the fact that the conditional entropy is concave, i.e.,
HY*X* > (1 —e)HY|X)+eH|X).
With this, we have

HY|X)— (1 —e)HY|X)—eH(Y|X)
=e(H(Y|X) - HY|X))

<eH(Y|X)

<elog|¥|. (5.24)

H(Y|X) — H(Y"|X")

IA

Using the concavity of the entropy
H(X*) > (1 —e)HX)+eH(X)
and the upper bound on the joint entropy

H(X*,Y*) < (1 —e)H(X,Y) +eH(X,Y) + Ha(e),
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we get

H(Y*|X*) = H(X*, Y*) — H(X")
<(—eHY|X)+eHY*|X") + Ha(e)

and further

HY|X) - HY"|X") > —S(H(Y*|X*) — H(le)) — H(¢)
> —eH(Y*|X™) — Ha(e)
> —¢log|¥| — Ha(e). (5.25)

\Y

Now, (5.24) and (5.25) yield
|H(Y|X) — HY*|X*)| < elog|Z| + Ha(e)

which shows (5.23). (By the same arguments, one can show that (5.22b) implies
|H(Y|X) — H(Y*|X™)| < elog|¥| + Ha(e).)
Finally, this yields
|H(Y|X) — H(Y|X)|
= |HY|X) - HY*X*) + (HY*|X*) — HY|X))|
< |[HY|X) = HY*|X")| + |[HT|X) = H(Y*|X")|
<2¢elog|#|+2H)(¢e)

which is (5.6), proving the lemma. (]

Proof of Lemma 5.2

The proof presented in the following is based on [10, Lemma?2]. Let 0 < k < n be
arbitrary. We define

k n
k . W
Pyyyiiy,, vy 3 = Zx HW(ynxz)l]ll W (y11x0) E (" [v) Py (v]0) Py (u).
NeXM = =

So we have

n—1
[V Y"\U) = 1V YUy =D (I(V; YL o) - 1V Y{‘?,f+1|U)).
k=0
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For all 0 < k < n — 1 it holds that

LV Y YL IU) — LV YRR 1U)
= I(V: Y U) + 1(V; e V| YEU) = LV YEIU) = (V3 Y
= I(V; Y1 YL 1YEU) — LV Y 1YEU)
= I(V; Y LIYEU) + 1(V; Y [V, Y U)
— I(V; YL |YFU) = I(V; Ve | ¥4, Y U)
= I(V; Vit [V, YT U) = L(V; Y|V, YEU)
= HYen |V ViU) — HYa V], YEU)
— H(V Y1 |Y], YU) + H(V Y |, YT 0). (5.26)

\YkU)

We want to analyze the right-hand side of (5.26). For 0 < k <n — 1, it holds that

”PUVYlkJrlYl:lJrZ N PUVYlkil:l-%—l ”

k+1 k
- Z Z Z )PUVY{‘“Y,:’H(M’ vV Vi) — Pyyykyp, s v, Y1Vt
veV ueU ynedn

k+1 n
=>> > | > ([Twor IT work
veV uew yne¥n xreZn I=1 [=k+2
k+1 n
~TTwola TT Woun)EG" 1Py vl Pu o]
=1 1=k+2
k n
=> > > | > TIwoio TT Worn (W lwe
veV ue yre¥@n xtednil=1 I=k+2

= W 560 ) EG [0) Py o (0l) P )
k n
SIDIDINDIN | LETIN | R LA
veV ue yre¥n xne 2 i=1 1=k+2
= W e o) G ) Py (o) Py ()
k n
=> > > (X [Iwekn TT Worko|Woe b
veV ue x"eZn  yrednl=I1 I=k+2

— W e 5| ) EG 0) Pyjos (ol Py o
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=> > > ‘W(yk+1|xk+1)

UEU x"e X" yy1 €Y

— W kg1 %41 | E (" v) Py jy (v]u) Py (u)

<e > > > EE"v)Pyy®lu)Pyu) = e

VeV ueU x"e "

This shows that the total variation between the joint probability distribution Py 7
'Y
and Py yi+1pn  is smaller than e. Then by Lemma 5.1 it holds that
k+2

‘H(YH] V7, YEU) — H(Vis |)7,:'+2Y1"U)‘ <2elog|¥| +2Hy(e)  (5.27)
and
HYe 7Y U) = HO T 7Y )|
= ‘H(Vl?,:’HY]kU) + H(Yn VI, YEU)
— HV|T},YEU) — H(I?k+1|V17,f+2Y1kU)’
- ‘H(Yk+1|VI7,:'+2Y1kU) - H(I?k+1|V17,:'+2Y{‘U)‘
< 2elog|¥| + 2Ha(e). (5.28)

Inserting (5.27) and (5.28) into (5.26) we obtain

}I(V; YRR L IU) = 1(V; Yf?;'+1|U)’ < delog || + 4Ha(e) 1= 8x(e. |V )).
(5.29)

This gives in particular the following upper bound for the difference between
I(V,;YYU)and I (V; Y"|U):

n—1
’1(\/; YUY — 1(V: 17”|U)‘ <> (I(V; YT IU) = 1(V; YERE, 1U)
k=0
<nd(e, |¥])

proving the lemma. U
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