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      Internet of Things       

       David     Fletcher    

           Introduction 

 The Internet of Things (IoT) got its start in 1999 with the founding of the MIT 
Auto-ID Center. The goal of the Auto-ID Center was to develop a broad class of 
identifi cation technologies for use in industry to support automation, reduce errors, 
and increase effi ciency. The cornerstone of this technology was the Radio Frequency 
Identifi cation (RFID) tag. The RFID tag allows one to uniquely identify any tagged 
object and discover details regarding the object via a centralized service. This initial 
work culminated in the launch of the EPC Network in 2003. This network demon-
strated that computers could be used to automatically identify and track man-made 
objects through the production, distribution, and delivery processes. It also opened 
the door to realizing new effi ciencies in manufacturing and distribution. Now, pro-
duction objects could be tracked in mass to identify bottlenecks in production, 
reduce the amount of human labor required, and deter item theft [ 1 ]. 

 After the EPC Network demonstration, the Auto-ID Center was split into 
Auto-ID Labs and EPCglobal. The purpose of Auto-ID Labs was to develop the 
hardware, software, and languages that could be integrated into the current internet 
in order to realize the IoT. In contrast, EPCglobal was charged with commercializa-
tion of IoT. Since this time, advancements in wireless communication and embed-
ded computing have broadened the scope of IoT to include virtually any device that 
can be used to sense and communicate across the internet [ 1 ]. 

 This broadening of scope has caused a fair amount of confusion regarding the 
defi nition of the IoT. A sampling of defi nitions includes:

•    The capability to connect, communicate, and remotely manage a number of 
networked, automated devices via the Internet [ 2 ].  
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•   The point in time when more “things or objects” are connected to the Internet 
than people [ 3 ].  

•   A world-wide network of interconnected objects uniquely addressable based on 
standard communication protocols [ 4 ].  

•   The interconnection via the internet of computing devices embedded in everyday 
objects, enabling them to send and receive data [ 5 ].   

Each of these definitions paints a very broad picture of the internet of things 
and each includes the common characteristic of an objects’ ability to communi-
cate. In fact, it is this ability for objects to communicate that delivers the power 
of the IoT. This power is found in the form of data. Through arrays of sensors, 
each IoT device is predicted to generate of a waterfall of data that can be used 
to increase the collective knowledge and wisdom of the human race. More data 
captured results in a greater level and fidelity of knowledge and wisdom for 
mankind [ 3 ]. 

 The size and scale of the Internet of Things is expected to be monumental. 
Various predictors of IoT scale have estimated that as many as 100 billion devices 
will be connected to the internet by the year 2020 [ 1 ,  3 ,  6 ]. This number does not 
account for traditional internet devices such as computers, tablets, and smart phones. 
In addition, the number of devices that will have indirect connections to the internet 
(typically sensors) will number in the trillions by that same date [ 7 ,  8 ]. If these pre-
dictions come to pass, then the number of machine to machine communication ses-
sions will be 30 times that of human to human communication on the internet [ 1 ]. 
In addition, given a population estimate of 7.6 billion people in 2020 each person 
will be associated with six directly connected IoT devices, over 130 sensors, and 
innumerable embedded objects [ 8 ]. 

 Gartner conservatively estimates that in 2020 there will be 25 billion IoT devices 
connected to the internet [ 6 ]. Analysis of the growth trend presented in the study 
indicates that the IoT grows by roughly 35 % year over year. Extrapolating this 
trend out to the year 2035 results in an IoT device count of 2.2 trillion devices. 
Because of the sheer number of devices and their pervasive deployment in our sur-
rounding environment the Gartner study goes on to describe the IoT as disruptive 
across all industries and areas of society [ 6 ]. This sentiment has been echoed by 
several other sources including a National Intelligence Council study conducted in 
2008 [ 9 ,  10 ].  

    Future Benefi ts 

 There is almost unimaginable potential for the sensing, processing, informing, and 
decision making power of the Internet of Things. This potential is so widely recog-
nized that industries have begun creating their own terms that embody the intent of the 
IoT within their particular markets. Terms like Industrial Internet, Industry 4.0, Smart 
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Planet, Smart Grid, and Smart Home attempt to restrict the focus of IoT technology 
to a specifi c vertical industry. Examples of Internet of Things research can be found 
in nearly every industry. 

 At the consumer level, the Internet of Things is being developed in the form of 
home automation. Through this technology, individuals will be able to create effi -
ciencies based on information that typical home appliances generate. For instance, 
a refrigerator will maintain a full inventory of its contents in addition to product 
expiration information to better inform the homeowner to support product ordering 
and waste minimization. This information could be further correlated with favorite 
recipes to determine available ingredients and potentially re-supply. Orders would 
be automatically transmitted to a grocery store with pick-up or delivery being the 
only remaining task. Gartner predicts that the effi ciencies realized by the connected 
kitchen will reduce consumer cost by 15 % [ 6 ]. This example is a single instance of 
IoT in the home. Other offerings include connected televisions, entry control and 
alarm systems, light switches, light bulbs, etc. An almost endless array of products 
will exist to support the effi cient management of the home. 

 In retail stores, RFID is poised to change the way that we shop dramatically. 
Once all of the products in a retail outlet are tagged and the facility is equipped with 
reader technology it becomes effortless to manage stock and operate with much 
lower overhead than today. These effi ciencies will be realized in many different 
ways. First, the reliance on human labor will be reduced as instant inventory 
becomes possible. Second, shoppers will have reduced wait times to complete pur-
chases as reader technology can be used to instantly inventory and tally their pur-
chases for checkout. Finally, by observing consumption trends, better estimates of 
product demand can be made to eliminate overstock situations and reduce require-
ments for stock on hand [ 11 ]. 

 Effi ciencies in the delivery of these goods and services to retailers can be real-
ized through IoT integration into supply chain logistics. An example of this activity 
can be seen in the Port of Hamburg which has deployed a system of sensors into the 
roads, parking spaces, and trucks. Drivers get real-time information in their vehicles 
to aid in navigating the port and delivering goods for transport to their fi nal destina-
tion. These concepts have in-turn been applied to management of waterway and rail 
traffi c [ 12 ]. Cascading retail effi ciencies with supply chain effi ciencies could allow 
stock on hand to be distributed to reach a wider population while potentially reduc-
ing overall cost. This is possible due to effi ciencies gained in delivery of goods and 
reduction of stock on hand based on consumption trends. This surplus stock will 
consequently be available for distribution rather than being stored in a stock room 
or spoiling on the shelf. 

 In the facilities sector, effi ciencies are already being realized with the inclusion of 
industrial control systems for everything from heating, ventilation, and air conditioning 
control to ambient light sensing and adjustment. These capabilities allow facility oper-
ating costs to be slashed by adjusting temperature and lighting based on occupancy. In 
addition, through data collection, trends for energy consumption can be developed and 
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monitored to support problem diagnosis. However, this is just the beginning of the 
Internet of Things revolution for facilities. From a facility maintenance perspective, 
smart devices such as emergency lighting and smoke detectors can alert maintenance 
staff proactively when problems occur. Mundane tasks like monitoring soap levels in 
washrooms can also be automated to reduce staff levels and decrease response time 
[ 13 ]. Other technologies such as smart elevators promise to more effi ciently manage 
resource use and minimize wait times for users by predicting peak usage and position-
ing cars strategically for response [ 14 ]. 

 With intelligence embedded into individual facilities the next evolution becomes the 
realization of smart cities. The smart city is a superset of the smart facility concept and 
is used to more effi ciently manage and instrument public resources. Public buildings 
are instrumented as described above to increase effi ciency in utility monitoring and 
consumption. Offerings such as smart parking, lighting, waste management, traffi c 
management, and environmental monitoring improve the effectiveness of urban infra-
structure while decreasing the overall operating costs of municipalities [ 15 ]. 

 In the realm of agriculture, smart sensors will be used to monitor and communi-
cate soil composition and irrigation conditions to enable real-time adjustment. This 
information, coupled with weather forecasts, temperature, and humidity readings 
can be used to more accurately manage resources. Watering of crops can occur at a 
more accurate rate to limit the cost and environmental impact of irrigation while 
conserving this critical natural resource. Livestock will also be tagged and monitored 
to proactively manage health of the herd and farm implements will include sensing 
devices to provide fl eet diagnostics to farmers [ 16 ]. 

 The automotive industry also holds great promise for the Internet of Things. In 
addition to features such as entertainment and navigation, the automotive industry 
will integrate a vast array of sensors into new automobiles. These sensors will pro-
vide advanced diagnostic information as well as features such as collision avoidance 
and traffi c management sensors. This array of features will not only revolutionize 
consumer vehicles but entire fl eets of commercial vehicles in every industry. The 
ability to collect diagnostic information will allow proactive management of the 
fl eet and reduce maintenance and overhead costs [ 16 ]. 

 The IoT adds value to the medical fi eld as well. Initiatives in smart medicine 
include technologies that support proactive rather than reactive medicine. Through 
wearable (such as our clothes) and implantable (artifi cial organs and sensors) tech-
nology as well as tele healthcare devices our physicians can get a more complete 
picture of our overall health rather than relying on a snapshot in time. This activity 
is already being observed as more and more people employ fi tness bands to man-
age their personal health and behavior [ 17 ]. Medical breakthroughs such as the 
artifi cial pancreas will make management of diseases such as diabetes almost 
transparent to the sufferer while more effectively managing the effects of the dis-
ease. In addition, smart pills and nano-scale robotics will allow doctors to elimi-
nate many of the most invasive procedures by fi ghting diseases like cancer where 
they manifest themselves [ 18 ].  
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    Challenges 

 Despite all of the potential benefi ts outlined above, realization of the IoT faces several 
challenges. These challenges may result in slower than expected adoption of IoT 
technologies or may negate any or all of the identifi ed benefi ts. A literature review 
reveals the following challenges to full scale deployment and adoption of the Internet 
of Things. 

 The Internet of Things relies on internet connectivity in order to transmit and 
receive data from the embedded processors and sensors. Currently, the public 
routable Internet Protocol version 4 address space is fully saturated. Evans predicts 
that IoT adoption and growth will be highly dependent upon deployment of the next 
generation Internet Protocol. Internet Protocol version 6 provides ample address 
space to handle the immense number of devices that IoT promises [ 3 ]. 

 A large population of the IoT will require energy to operate. Many of these 
devices will also be deployed in locations that do not have energy readily available. 
Examples include wearable technology, retrofi tted sensors, and technologies such 
as smart roads. This leaves two options for powering devices; energy harvesting and 
battery power. Without advanced power saving schemes and overall reduced con-
sumption it may be economically unfavorable to adopt IoT technologies as the cost 
to operate devices may outweigh any effi ciencies gained [ 3 ,  19 ,  20 ]. 

 The Internet of Things will rely heavily on wireless communication. Another 
shortfall in physical capacity is the availability of wireless spectrum. A myriad of 
wireless technologies are poised to support IoT such as near fi eld communication, 
zigbee, zwave, Bluetooth, wi-fi  and others. As more and more devices are added to 
the IoT there will be an increasing amount of interference due to proximity of 
devices. This leaves just a few solution choices; either devices must become increas-
ingly more resilient to interference, more spectrum must be added, or new protocols 
must be developed [ 21 ,  20 ]. 

 The large number of devices deployed in the IoT will generate a mountain of data 
that must be collected, analyzed and responded in a timely fashion. This will create 
several challenges that will affect the future of IoT. First, big data analytics must 
mature to the point that this data can be processed in a timely fashion [ 9 ]. Second, 
data centers must be prepared to receive and store this data. Third, policy must be 
developed regarding the judicious use and retention of data that may be sensitive in 
nature [ 22 ]. 

 The IoT must also be supported with standards in order to ease complexity 
involved in deployment of products and promote interoperability among vendors. 
These standards must be applied across the spectrum of capability to include policy, 
protocols, and architecture. Focus on the greater landscape of IoT must be achieved 
to maximize return on investment. Currently, research on IoT exhibits a fragmented 
approach with focus on single application domains and technologies [ 20 ]. Recent 
activity by the Federal Trade Commission and congress also highlights the need to 
address policy regarding security and privacy [ 22 ]. While IoT specifi c protocols have 
been developed it is likely that there is much work to be done to unify the fi eld [ 23 ]. 
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 Privacy is a serious issue for the future of the Internet of Things. Through the 
technology employed IoT will collect mountains of data that are both mundane and 
extremely intimate in nature. In order to promote IoT adoption, vendors and service 
providers must exercise due care in developing and deploying technology. In addi-
tion, data that is generated by the IoT must be scrutinized to ensure that the appro-
priate access controls are in place, data is protected at rest and in transit, data is 
effectively anonymized, and that data is destroyed when it is no longer useful [ 22 ]. 
These concerns are underscored by recent data breaches at retailers such as Target, 
Home Depot, and Anthem [ 24 ]. To make matters worse, all of these requirements 
must be levied on hardware and software platforms that are typically resource- 
constrained [ 25 ]. 

 Just as important as privacy is security for the devices that make up the Internet 
of Things. A lack of forward thought and attention to security leads to the types of 
breaches identifi ed above. Hardware designers must ensure that their devices can 
support security enhancing features and that security is considered during up-front 
device design [ 25 ]. Software and fi rmware developers must likewise employ secu-
rity best practice in design and consider the mechanics of vulnerability discovery 
and remediation. Finally, those deploying IoT technology must pay careful attention 
to ensure that sensors, devices, and services are installed with available security 
enhancing features enabled and properly confi gured [ 26 ]. 

 Another challenge that accompanies security is cost. With a great deal of interest 
in the Internet of Things there will be a large amount of competition. Consumers 
(both individual and corporate) must be educated to understand the security differ-
ences between products. In many cases, purchase of a product comes down to cost 
comparison [ 19 ]. This behavior will likely be more prevalent in individual con-
sumer purchases. When it comes to a commodity device like a light bulb the con-
sumer may not look beyond cost in making a purchase. This brings a whole new 
aspect to the buying process as these devices will likely remain in service for an 
extended period of time with little or no support [ 27 ].  

    Current State of IoT Security and Privacy 

 Of all of the challenges identifi ed above, none has a greater ability to infl uence IoT 
adoption than security and privacy [ 22 ]. Unfortunately, users seldom have a full 
understanding of the impact of security until after a breach has occurred. However, 
given recent security breaches that have led to compromise of privacy, consumers’ 
appetites for poor security are waning. Unfortunately, there is an abundance of evi-
dence to indicate that security in the IoT is lagging behind and in many cases repeat-
ing cyber security history [ 28 ]. This concern has become so great that Congress and 
the Federal Trade Commission have begun taking an interest in order to provide 
greater consumer protection [ 22 ,  29 ]. 

 In recent security reviews conducted by the HP Fortify [ 30 ] and Veracode [ 31 ] teams, 
consumer-grade IoT devices have not fared well. In addition, research conducted by 

D. Fletcher



25

Miller and Valasek [ 32 ] has indicated a great deal of vulnerability in modern automotive 
systems, which are projected to number 250 million by the year 2020 [ 6 ]. Finally, a ses-
sion titled “The Internet of Fails” at the annual DEFCON conference in Las Vegas 
exposed a handful of these failures which has served to illustrate the pervasiveness of the 
problem [ 26 ]. One element that each of these studies have in common is that the security 
problems that are being exhibited are well known security issues that are present or have 
been eliminated in other more typical information technology domains. The problem is 
bad enough that the Open Web Application Security Project (OWASP) has created an 
Internet of Things Top 10 list of security oversights [ 33 ]. The fi ndings of the HP Fortify 
report are directly correlated to this list [ 30 ]. 

 “Internet of Fails” describes a confl uence of several factors that has led to poor 
security in consumer-level IoT devices [ 26 ]. Low-cost development platforms such 
as Arduino and Raspberry Pi have increased accessibility for experimentation. 
These low-cost platforms typically require a minimum of skill to confi gure and 
program which has, in turn, led to a larger developer pool that is not typically famil-
iar with secure device confi guration and secure programming practices. These 
developers also may not understand the implications that lack of inherent security 
controls means for their potential user base. 

 In addition to typical revenue streams, such as venture capital, non-standard 
streams of revenue have appeared to answer the call for innovation. Crowd sourcing 
applications such as GoFundMe [ 34 ] and Kickstarter [ 35 ] have generated funding 
for a wide range of products. Since this funding is user-supplied much of the rigor 
of the risk-reward equation has been boiled down to functional demand. Where 
crowd sourced funding for a product is tight innovators must make trade-offs 
between cost, functionality, time to market and security. In this equation, security 
typically loses out. Especially when there is market competition and profi t margins 
are slim [ 26 ]. 

 Some of the basic security issues identifi ed in the IoT studies above include the 
following:

•    Support – It is projected that some IoT devices will be expected to be in service 
for up to 20 years [ 27 ]. With the burgeoning nature of the IoT market buyers 
must make wise investments in viable technology companies or risk having to 
purchase the same device multiple times. It is reasonable to expect that some IoT 
start-ups will fail over this period of time [ 26 ]. Without making this risk evalua-
tion it can be expected that a number of devices will remain in service and unsup-
ported. Reluctance to accept the end of life announcement for Microsoft Windows 
XP serves to illustrate resistance to replacement products despite increased risk 
when that product is still functionally capable [ 36 ].  

•   Maintenance – The internet of Things represents a vast expansion in the number 
and types of devices connected to the internet (directly or indirectly). As con-
sumers and businesses adopt IoT technologies they must also consider the 
requirement to perform updates on these devices. While an auto-update infra-
structure is desirable, this infrastructure carries its own security concerns such as 
the possibility for watering hole attacks and fi rmware modifi cation in transit [ 26 ].  
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•   Lack of Physical Device Security – Embedded systems, especially development 
platforms, have hardware debugging interfaces [ 26 ]. If these interfaces are not 
properly protected or physically disabled then malicious actors may be able to 
extract and reverse engineer fi rmware installed on the device. Since IoT devices 
must be cost conscious it is trivial for a malicious user to purchase these devices. 
Compromise of a single device may lead to device class level compromise due to 
commonality or the nature of the vulnerability.  

•   Lack of Encryption – In order to be useful, Internet of Things devices must com-
municate information. This information is typically transmitted to a gateway 
device or web service and in-turn viewed by the user using a typical computer or 
mobile platform. This can lead to a large number of communication paths that, if 
not properly secured, may be intercepted or manipulated by an attacker [ 30 ]. 
Even more important is protection of key material. The “Internet of Fails” 
DEFCON presentation identifi ed situations where private keys could be extracted 
from fi rmware updates [ 26 ]. Use of hard coded key material in this fashion 
should be avoided at all cost. Once a key has been compromised communication 
should be presumed to be unprotected and subject to interception.  

•   Lack of User-Level Security – Users and their passwords have been the weakest 
link in security since the dawn of the internet. This concept remains true in 
Internet of Things devices. In the HP Fortify [ 30 ] report several of the devices 
that the team tested had a user interface that did not require passwords of suffi -
cient length or complexity to adequately protect the users’ information. In addi-
tion, “Internet of Fails” exposed passwords that were hard-coded in fi rmware 
that could be easily discovered in downloaded updates [ 26 ].     

    IoT Security and Privacy Concerns 

 If the current protective posture of IoT does not improve the internet will be rife with 
targets for attack and abuse. Many researchers are addressing diffi cult topics such as 
next generation capabilities to support Confi dentiality, Integrity, and Availability [ 2 , 
 20 ,  27 ]. However, a vast amount of vulnerability typically lies in the details of 
implementation, confi guration, and administration. Due to the resource- constrained 
nature of IoT devices, it is likely that security will remain a variable in the time, 
functionality, and cost equation for some time to come [ 8 ,  25 ]. In addition, con-
sumer-grade devices are likely to receive less rigor than commercial-grade devices 
from a security perspective [ 19 ]. This does not bode well because in the internet we 
have learned that a risk assumed by one is a risk to all. As illustrated in the Target 
breach, one compromise can lead to another where one party inherently assumes 
risk that another takes [ 37 ]. Many small businesses employ consumer-grade devices 
in their networks as a cost saving measure. This becomes increasingly important as 
more devices incorporate functionality to affect our physical environment. 

 Because of resource constraints, IoT devices will be particularly susceptible to 
Denial of Service (DoS) attacks [ 8 ]. These classes of attack serve to exhaust resources 
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on a particular device in order to deny service to its operator. This can have a systemic 
effect in the IoT as other devices that rely on information produced by the targeted 
device will be denied this information. In turn, the information produced by upstream 
processors and sensors may therefore be denied or skewed based on the activity [ 30 ]. 

 In addition, through compromise, IoT devices become excellent targets to stage 
a Distributed Denial of Service attack. While the IoT in general is expected to be 
largely heterogeneous there will be environments and classes of devices that are 
homogeneous or employ the same underlying technology. If an attacker is able to 
take advantage of this and compromise a large swath of devices they may be used to 
launch an asymmetric attack against a target entity and overwhelm it. The compro-
mised devices may also pose a challenge to diagnose as they typically don’t have a 
standard user interface and are expected to generate a large volume of continuous 
communication. 

 The Internet of Things also offers opportunities for re-envisioning attacks such 
as resource denial, resource exhaustion, physical safety, and pervasive surveillance 
attacks. While none of these concepts are new, the wide distribution of IoT devices 
and internet connectivity allows an attacker to pursue them from a distance and with 
relative anonymity and impunity. In addition, once vulnerability is found it becomes 
trivial to perform mass discovery thanks to services like Shodan HQ [ 38 ] which 
provides search engine functionality for fi nding internet connected devices. 

 Resource denial can be approached in the same fashion that recent banking 
Trojans have. In this situation, attackers may compromise and control access to 
devices or services in return for ransom from legitimate users. Once IoT devices 
have become integrated into an environment it may be impossible to continue oper-
ation without them. A recent example of resource denial is that of an IoT adopter 
who fully automated his home. One of the devices in his home automation system 
malfunctioned to the point that he could no longer control any of its constituent 
systems. It turned out that the culprit was a malfunctioning lightbulb that created an 
internal denial of service on his network [ 39 ]. A question to consider is whether a 
typical home user would be able to solve this problem. In addition, consider the 
types of resource denial attacks that might be carried out by a malicious actor. This 
could include access denial to automation systems or disabling smart meters deliv-
ering gas, water, or electricity. 

 A slightly different spin on resource denial is resource exhaustion. Instead of 
disabling service, though, the attacker may adjust set points on appliances such as 
heating, ventilation and air conditioning to waste energy. On a micro scale, the 
objective of this type of attack may be simply to burn resources or increase operat-
ing cost. On a macro scale, the attacker may target multiple businesses or homes 
within a specifi c geographical area with the objective of increased strain on the 
resource provider [ 19 ]. This activity could potentially result in infrastructure dam-
age causing widespread outages such as the blackout of 2003 in the Midwest United 
States [ 40 ]. 

 As we integrate more capability to control the physical world around us physical 
safety becomes an issue for the IoT. The Aurora [ 41 ] project and Stuxnet [ 42 ] worm 
have served to illustrate that vulnerability in cyber-physical systems can have dire 
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consequences. A recent cyber-attack on a German steel mill caused massive damage 
by disrupting the control systems on a blast furnace. While there was no indication 
of injury, the potential was evident given that the blast furnace could not be properly 
shut down. Industrial control systems can be found across many industries employed 
in various safety critical functions [ 43 ]. 

 Another potential threat to physical safety is integration of advanced sensing and 
controls within automobiles. Security researchers Charlie Miller and Chris Valasek 
demonstrated this type of attack through the on-board diagnostic port inside the 
vehicle. Their report illustrated the ability to command advanced vehicle control 
systems such as electronic steering, acceleration, and braking through this access 
method [ 32 ]. A follow-on report to their original 2013 work included an architec-
tural review of a number of vehicles with the same types of features demonstrating 
the same types of vulnerabilities [ 44 ]. As mentioned earlier, Gartner expects 250 
million vehicles to be connected to the internet by 2020. Implementations lacking 
security could allow these types of attacks to occur over the internet rather than 
requiring physical access to the vehicle. 

 Even if physical access is necessary, researchers have demonstrated other weak-
nesses that may grant easier access to the vehicle for implantation of malware. For 
instance, one researcher identifi ed a fl aw in the BMW smartphone application that 
rendered 2.2 million vehicles vulnerable to unauthorized access by way of unlock-
ing the vehicle [ 45 ]. This research also revealed suspected dealer unlock codes that 
worked multiple times across multiple vehicles of the same make and model. 

 The prospect of physical access brings us to the connected home. Many home 
security systems allow the homeowner to control access to their residence through 
a smartphone application. Some systems provide the ability to not only alarm the 
home but control other physical aspects such as entry door locks, garage doors, 
lighting, and water [ 46 ,  47 ]. HP Fortify and Veracode security researchers surveyed 
several of these types of consumer devices and found an alarming number of vulner-
abilities [ 30 ,  31 ]. The prospect of gaining physical access to a residence brings a 
new level of power to common burglary. Through sensors connected to these same 
systems attackers may be able to identify presence of the homeowner [ 19 ]. After 
presence is determined, an attacker may be able to take advantage of one of these 
vulnerabilities to obtain physical access to the premises with little risk over the 
internet. 

 The fi nal concern that we will discuss is pervasive surveillance. Many research-
ers warn against the loss of privacy due to massive integration of technology into 
our environment. This concern is not without merit. With full adoption of the 
Internet of Things there will be an endless stream of data regarding our location, 
medical history, preferences, etc. from a vast array of devices that each may be used 
to uniquely identify us as individuals. Once a device is associated with an individual 
identity, it is likely that additional device associations can be inferred. 

 Some examples of current day privacy issues in the Internet of Things follow. 
Recently, Samsung received criticism over the privacy agreement for its smart tele-
vision software. The privacy agreement warned users that any sensitive information 
discussed may be transmitted to a third party for translation [ 48 ]. This revelation 
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startled users but these same people are likely surrounded by recording devices like 
microphones and cameras in many of the devices they own. These devices include 
common items such as laptops, smartphones, and televisions but may also extend to 
uncommon items such as children’s toys and baby monitors [ 49 ]. 

 In addition, it is possible to read unprotected RFID tag information without the 
owner being aware that the tag has been read or that it even exists [ 50 ]. This activity 
has been demonstrated by passively cloning devices such as passports and driver’s 
license [ 51 ]. Once RFID tags have been used to identify the majority of consumer 
devices and embedded into clothing and documents privacy and attribution become 
a serious issue if not properly protected.  

    Conclusion 

 The Internet of Things holds a great deal of promise for improving our collective 
lives. Knowledge gained will allow us to realize effi ciencies in nearly every aspect 
of human life. However, rapid adoption of Internet of Things technologies may lead 
to long-term problems given the current state of the industry. Unless standards, 
interoperability, and developer/user education and practices improve there may be 
signifi cant negative consequences. In addition, there must be equality between con-
sumer grade and commercial grade product offerings with regard to security. 

 The number of devices expected to be deployed to support the Internet of 
Things underscores the requirement for adequate security and privacy. IoT adop-
tion represents an exponential growth in the attack surface of the internet and may 
bring with it new and unimagined attacks as a result. Since the IoT will also con-
nect the virtual world with the physical world, security concerns turn into safety 
concerns. 

 Privacy in the internet of things is just as important and depends on adequate 
security measures to be in place. The implications of the Internet of Things may in 
reality be the trading of functionality and effi ciency for the personal privacy that we 
have enjoyed as a free society. The sheer number of uniquely identifi able devices 
associated with an individual may mean that association of any single device with 
that individual may lead to further associations through simple observation. This 
may become so pervasive that privacy is unattainable. The result may be a surveil-
lance society like something out of George Orwell’s 1984.     
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