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Abstract. Proxy re-encryption (PRE) has been considered as a promis-
ing candidate to secure data sharing in public cloud by enabling the cloud
to transform the ciphertext to legitimate recipients on behalf of the data
owner, and preserving data privacy from semi-trusted cloud. Certificate-
less proxy re-encryption (CL-PRE) not only eliminates the heavy public
key certificate management in traditional public key infrastructure, but
also solves the key escrow problem in the ID-based public key cryp-
tography. By considering that the existing CL-PRE schemes either rely
on expensive bilinear pairings or are proven secure under weak security
models, we propose a strongly secure CL-PRE scheme without resorting
to the bilinear pairing. The security of our scheme is proven to be secure
against adaptive chosen ciphertext attack (IND-CCA) under a stronger
security model in which the Type I adversary is allowed to replace the
public key associated with the challenge identity. Furthermore, the sim-
ulation results demonstrate that our scheme is practical for cloud based
data sharing in terms of communication overhead and computation cost
for data owner, the cloud and data recipient.

Keywords: Certificateless proxy re-encryption * Data sharing - Cloud
computing - Without pairings

1 Introduction

With the rapid development of cloud computing, the security of outsourced data
in cloud has attracted a lot of concern from industry and academe recently. In
case the data is outsourced to a semi-trust cloud service provider (CSP), the
data owner cannot take control of their own data directly. To avoid disclosing
the outsourced data to CSP or other unauthorized users, it is essential for data
owners to preserve the privacy of the outsourced data in the cloud [1]. Intuitively,
traditional asymmetric encryption scheme can be adopted to enforce the access
control of data outsourced in the cloud. It seems to be feasible for data owners
to outsource encrypted data to the semi-trusted cloud if only the data owner
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himself/herself can access the encrypted data. However, it becomes cumbersome
to share encrypted data between different users based on traditional encryption
mechanisms. To share the encrypted data with other users, a data owner needs
to download and decrypt the requested data, and further re-encrypt it using a
target user’s public key to accomplish data sharing. Another naive approach for
data owner is to share his/her private key with the target user who is authorized
to decrypt the outsourced data directly. Obviously, the former method renders
heavy communication overhead and computation cost, and thus mismatches the
purpose of cloud computing. The idea of disclosing private keys to authorized
users in the latter method violates the least privilege principle. Thus, it is chal-
lenging to share encrypted data in the cloud computing environment.

Proxy re-encryption (PRE) [9], which enables a semi-trusted proxy to
transform a ciphertext which has been encrypted under one public key into
a ciphertext under another public key of the same message without leaking any
information to the proxy, is considered to be a promising candidate to achieve
secure data sharing in cloud computing. Consider the following scenario: the
data owner, say Alice, wants to share the sensitive data outsourced in the cloud
with a third party, Bob. It is natural for Alice to desire that the requested data
can only be accessed by Bob. Inspired by the primitive of PRE, Alice can encrypt
the sensitive data before outsourcing these data to the semi-trusted cloud. After
receiving the request of decryption delegation from Bob, Alice generates a proxy
re-encryption key using his/her own private key and Bob’s public key, and sends
this proxy re-encryption key to the semi-trusted cloud. Equipped with this proxy
re-encryption key, CSP can transform the ciphertext encrypted under the public
key of Alice into the ciphertext under the public key of Bob. Meanwhile, the
outsourced data can only be accessed by Bob since the CSP cannot decrypt the
encrypted data with the proxy re-encryption key. Finally, Bob can download and
decrypt the outsourced data with his/her own private key.

Before the PRE can be widely deployed in the cloud environment, several
issues should be addressed. Observing the heavy management of public key cer-
tificates in traditional public key encryption (PKE) [9], [10], [11] and the key
escrow problem in the ID-based public key encryption (ID-PKE) [13], [5], it is
natural to investigate PRE in the certificateless public key encryption (CL-PKE)
setting [2]. To enjoy the merits of traditional PKE and ID-PKE without suffering
the corresponding criticisms, Sur et al. [4] introduced the primitive of PRE into
CL-PKE [5] and proposed the first concrete certificateless proxy re-encryption
(CL-PRE) scheme. Concretely, CL-PRE leverages the identity of a user as an
ingredient of its public key, while eliminates the key escrow problem in ID-PKE,
and does not require the use of certificates to guarantee the authenticity of public
keys in traditional PKE.

Since Sur et al. [4] introduced the CL-PRE, this cryptosystem has attracted
more attention. In 2012, Xu et al [6] constructed a CL-PRE scheme, which is
claimed to be chosen-plaintext attack (CPA) secure and is introduced to cloud
based data sharing scenario. In 2013, Yang et al. [7] constructed the first CCA
secure pairing-free CL-PRE scheme based on Baek et al’s [8] CL-PKE scheme.
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In 2014, Wang et al [12] also proposed a CCA secure CL-PRE scheme with-
out bilinear pairings under Yang et al.’s security models [7]. Compared to the
previous CL-PRE schemes, an attractive feature in Yang et al.’s scheme is the
efficiency gained from removing computationally-heavy pairing operations. How-
ever, the untransformed ciphertexts in their scheme may greatly consume com-
putation and storage resources for data owners. In addition, we point out that
the security models for CL-PRE in [7] are sightly weak in a sense that the Type
I adversary is not allowed to replace the public key associated with the challenge
identity.

Our Contributions. We define an architecture of cloud based data sharing using
the primitive of CL-PRE. To this end, we further propose a strongly secure and
pairing-free CL-PRE scheme based on Yang et al.’s [7] scheme. That is, our CL-
PRE scheme is cost-effective and provable secure against the Type I and Type
IT adversaries in a strong sense that the Type I adversary is able to replace
the public key associated with the challenge identity (before challenge phase).
Moreover, we evaluate communication overhead and computation cost in terms
of data owner, the CSP and data recipient. Our results demonstrate that our
CL-PRE scheme outperforms other existing works at the requirements of large
scale data sharing.

The rest of this paper is organized as follows. Section 2 gives definitions of
CL-PRE for cloud based data sharing. Our CL-PRE scheme is given in Section
3 followed by the security and performance analysis in Section 4. Section 5
concludes this paper.

2 Preliminaries and Definitions

In this section, we first describe a system architecture and give the definition of
CL-PRE for cloud based data sharing. Then, we define the security assumptions
and security model for a secure data sharing with public cloud.

2.1 Definition of a System Architecture

We consider an architecture of cloud based data sharing by introducing the
primitive of CL-PRE as shown in Fig. 1, which involves a data owner, the cloud
service provider (CSP) and data recipients. A data owner creates the encrypted
data and host her data to the semi-trusted CSP. The CSP stores the data owner’s
data and provides the data access to the data owner and the authorized data
recipients. The data owner is able to share her encrypted data to data recip-
ients, who should first request for decryption delegations. After receiving the
requests, the data owner produces a proxy re-encryption key for each data recip-
ient and sends them to the CSP through a secure channel. Utilizing these proxy
re-encryption keys, the CSP can transform the data owner’s encrypted data into
each data recipient’s without disclosing any information. Then, data recipients
can download and decrypt the data owner’s outsourced data by themselves.
As mentioned above, we assume the CSP itself is semi-trusted, which means it
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Fig. 1. The Architecture of CL-PRE for Cloud based Data Sharing

follows protocols and does not pollute data confidentiality actively as a malicious
adversary, but it may be curious about the received data and may collude with
data recipients to launch attacks on data owner.

Furthermore, a proxy re-encryption key is produced by inputting a data
owner’s private key and a data recipient’s public key. Since the number of cloud
users participating in data sharing may be large, traditional PKE based approach
has the public key management issue, and ID-PKE based approach has the
private key escrow problem. Uniquely, we adopt CL-PRE for data sharing in the
cloud.

Definition 1 (CL-PRE for Data Sharing). A cloud based data sharing
mechanism designed by the primitive of certificateless proxy re-encryption (CL-
PRE) consists of the following nine algorithms:

— Setup: Taking a security parameter k as input, this algorithm is run by the
key generation center (KGC) to produce a master key mk and a list of public
parameters params.

— PartialKeyExtract: Taking a list of public parameters params, a master
key mk and a cloud user’s identifier I D; as input, this algorithm is performed
by KGC to return a partial public/private key pair (P;, D;) to the user with
an identifier ID;.

— SetSecretValue: Taking a list of public parameters params and an identifier
ID; as input, this algorithm is executed by the user ID; to set a secret
value z;.
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— SetPrivateKey: Taking a list of public parameters params, a partial private
key D; and a secret value z; as input, this algorithm is carried out by user
ID; to set a private key sk;.

— SetPublicKey: Taking a list of public parameters params, a partial public
key P; and a secret value z; as input, this algorithm is carried out by user
ID; to set a public key pk;.

— Encrypt: Taking a list of public parameters params, a plaintext data m and
a public key pk4 as input, this algorithm is performed by data owner Alice
to produce a ciphertext C'4. Then Alice uploads her ciphertext to CSP.

— ReEncryptKey: Taking a list of public parameters params, Alice’s pub-
lic/private key pair (pka, ska) associated with an identifier ID4 and data
recipient Bob’s public key pkp associated with an identifier IDpg as input,
this algorithm is implemented by Alice to generate a proxy re-encryption
key rka_. g, which is further sent to CSP through a secure channel.

— ReEncrypt: Taking a list of public parameters params, a ciphertext Cy4
for Alice and a proxy re-encryption key rk4_.p as input, this algorithm is
executed by the CSP to produce a transformed ciphertext Cp for Bob.

— Decrypt: Taking a list of public parameters params, a private key sk; and a
ciphertext C;, this algorithm is run by the data owner/recipient associated
with an identifier I D; to obtain the underlying encrypted data m or return
a distinguished symbol L.

The above CL-PRE scheme allows the CSP using a proxy re-encryption key
rka_ p to transform a ciphertext encrypted under a data owner Alice’s public
key pka into another ciphertext encrypted under a data recipient Bob’s pub-
lic key pkp on the same message m without leaking m or ska/skp of data
owner/data recipient to the CSP.

Correctness: For all data m € M, key pair (pka,ska) for Alice and
(pkp, skp) for Bob, Alice is able to correctly share her underlying encrypted data
m with Bob in the cloud if and only if the following conditions are satisfied:

— Decrypt; (params, sk, Encrypt(params, ID 4, pka, m)) = m.
— Decrypta(params, sk, ReEncrypt(params, rka—pg, Ca)) = m.

2.2 Assumption

Definition 2 (Computational Diffie-Hellman (CDH)). Assume that g is
a generator chosen randomly from group G with the primer order q. Let A be
an adversary. A tries to solve the problem as follows: Given (g,g% ¢°) € G,
where a,b € Zy, compute g*t. We define G satisfies CDH problem assumption
if there is no probability polynomial time algorithm to solve the CDH problem
with advantage Adv(A) = Pr[A(g, g%, ¢°) = g%*].

2.3 Security Model

First we recall the security models of CL-PRE, given by Yang et al. [7] based
on Bacek et al.’s [8] security models of CL-PKE. Their definition considers two
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types of adversaries, Type I and Type II. The difference between them is that
a Type I adversary A; does not have access to the master key but may replace
public keys of arbitrary identities with values of its own choice, whereas a Type
IT adversary Aj; does have access to the master key but may not replace public
keys of entities. It must be pointed that Yang et al.’s security models for a
Type I adversary is sightly weak in a sense that .A; is not allowed to replace
the public key of the challenge identity I D* in any phase in order to prove the
second level ciphertext security of their CL-PRE scheme. However, Sun et al. [3]
eliminated Baek et al.’s limitation and presented an improving CL-PKE scheme
with strong Type I. As a result, the security models of CL-PRE we formalize by
taking account of strongly CL-PKE security notions [2], [3] and PRE security
notions [7], [9], [10] are the strong Type I and Type II, where A; is able to
replace the public key associated with the challenge identity. Furthermore, our
CL-PRE scheme does not depend on bilinear pairings. Our strong security model
is enough for many practical applications such as secure data sharing with public
cloud [6]. The details of our strong security model can be found in the full paper.

3 Our Pairing-Free CL-PRE Scheme

In this section, we modify Yang et al.’s CL-PRE scheme [7] to construct a
strongly secure one without pairings based on Sun et al.’s CL-PKE scheme [3].
The detailed description of our CL-PRE scheme is as follows:

— Setup: Taking a security parameter k as input, this algorithm produces a

prime ¢ and a group G of order ¢. Then it performs as follows:

1. Choose a random generator g € G.

2. Pick s € Z; at random and compute h = g°.

3. Select hash functions Hy : {0,1}* x G — Zy, Hy : {0,1}* x G x G — Z,

Hs :{0,1}* — Z;, Hy: G — {0, 1}ntko and Hs : G — Zy.

The system public parameters are params = {q,n, ko, g, h, H1, Ha, Hs, Hs, Hs),
where n, kg mean the bit-length of a plaintext and a random bit string, respec-
tively. The system master key mk = s. Note that plaintext space is M =
{0, 1}™ and ciphertext space is C = {0, 1}"**o.

— PartialKeyExtract: Taking params, mk and an identifier I D4 for Alice as
input, this algorithm picks a1, a2 € Z; at random and computes a; = g**,
as = g*2, x1 = a1 + sH1(IDa,a1) and 29 = ag + sH1(ID 4, a1,a2). Then
it returns a partial private key D4 = x; and a partial public key Py =
(a1, az,x2) for Alice.

— SetSecretValue: Taking params and ID4 as input, this algorithm ran-
domly picks z4 € Zj as a secret value for Alice.

— SetPrivateKey: Taking params, Alice’s partial private key D4 and z4 as
input, this algorithm returns a private key ska = (21, 24) for Alice.

— SetPublicKey: Taking params, Alice’s partial public key P4 and secret
value z4 as input, this algorithm computes u4 = g*4 and returns a public
key pka = (ua,a1,as2,x2) for that user.
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— ReEncryptKey: Taking params, an identifier I D 4 and a public/private key
pair (pka, ska) for Alice, an identifier IDp and a public key pkp for Bob as
input, this algorithm computes tg = bihf1UPB:b1) and t p = Hs(t% |
up || IDa || pka || IDp || pkp). Then it returns a re-encryption key
rka_p = ($1H5(UA) + za)taB.

— Encrypt: Taking params, a plaintext message m € M and Alice’s public
key pk 4 as input, this algorithm performs as follows:

1. Check g2 L aghH2(IDase1,a2),
2. Select o € {0,1}*0 at random and compute t4 = a;h1(IP4:91) and
r = Ha(m || o || 1D || ).
3. Compute ¢; = g" and ¢y = (m || o) & Hy((t7°“) - uq)).
Then it returns a ciphertext C'4 = (1, ¢2) for Alice.

— ReEncrypt: Taking params, Alice’s ciphertext C'4 and a re-encryption key
rka_p as input, this algorithm computes ¢} = c’l’kAHB and ¢, = ¢. Then
it outputs re-encrypted ciphertext Cp = (¢}, c}) for Bob or a distinguished
symbol 1.

— Decrypt: Taking params, a private key sk;p and a ciphertext C;p for user
1D, this algorithm performs as follows:

— Decrypti: To decrypt non re-encrypted ciphertext Cs4 = (c1,¢2)
with ska = (z1,24), this algorithm computes (m || o) = co ®
H4(c§x]H5(uA)+ZA)). Then return plaintext m, if v’ = Hs(m || o || ID 4 ||

ua) and grl = c¢1 holds. Otherwise, output L.
— Decrypts: To decrypt re-encrypted ciphertext Cp = (¢}, ¢4) with skp =
(y1, zB), this algorithm computes as follows:
1. Compute t4 = ayhf1UPa91) and tpy = Ha(uy || 3 || IDa |
pka || IDg || pkp).
2. Compute (m || o) = ¢y @ Hy((c)) /tB4).
3.1 v = Hy(m || o || ID4 || wa) and (¢55(4) 4" tea = &/ holds,
return m. Otherwise, output L.

It is easy to check the correctness of the pairing-free CL-PRE scheme above,
we omit it here.

Remark 1. In our CL-PRE scheme, a existentially unforgeable under an adap-
tive chosen message attack (EUF-CMA) secure Schnorr signature is used to
protect the partial public key from being replaced by attackers with the values
of their choices. And Hj(u,) is necessary for resisting public key replacement
attacks, where Hj is collision free hash function.

Remark 2. The proposed scheme possesses properties such as unidirectionality,
single-hop, non-interactivity, non-transitivity, collusion-resistance, both of which
are suitable for security requirements in cloud based data sharing scenarios.

4 Analysis

4.1 Security Analysis

We have the following theorems about the security of the CL-PRE scheme. And
due to the space limit, the proof of these theorems will be given in the full paper.
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Theorem 1. Our CL-PRE scheme is adaptive chosen ciphertext (IND-CCA)
secure against the Type I adversary in the random oracle model, if for any poly-
nomial time adversary Ay the CDH problem is intractable in G.

Theorem 2. Our CL-PRE scheme is adaptive chosen ciphertext (IND-CCA)
secure against the Type II adversary in the random oracle model, if for any
polynomial time adversary Ar; the CDH problem is intractable in G.

4.2 Performance Evaluation

Data sharing is a very resource demanding service with public cloud in terms of
computation cost, communication overhead and storage space. In this subsec-
tion, we compare the performance of data owner, CSP and data recipient of our
CL-PRE scheme with Xu et al.’s [6] scheme, Sur et al.’s [4] scheme and Yang et
al.’s [7] scheme. For both Xu et al.’s [6] and Sur et al.’s pairing-based schemes,
to satisfy 1024-bit RSA level security, we adopt the Tate pairing implemented
over an elliptic curve defined on 512 bits prime field with a generator of order
160 bits. For Yang et al.’s [7] and our pairing-free schemes, to achieve the same
security level, we implement them over 1024-bit prime finite field with a genera-
tor of order 160 bits. Additionally, we assume that the bit-length of |m| and |o|
is 1024 bits and 160 bits, respectively. Note that we obtain the running time for
cryptographic operations using Miracal Library [14], a standard cryptographic
library, on a PIV 3 GHZ processor with 512-MB memory and a Windows XP
operation system. The running times of one pairing operation, one exponenti-
ation operation and one map-to-point hash are 20.04ms, 5.83ms and 3.04ms,
respectively. According to the description of multiple exponentiation algorithm
in [7], we evaluate concrete running time and communication cost in Table 1 to
make the comparison more clear between our scheme and three existing works
6, [4], [7)

From Table 1, our scheme is more efficient than Xu et al.’s scheme and Sur
et al.’s scheme in terms of running time and ciphertext length. Compared with
Yang et al.’s scheme, the overall performance of our scheme is more superior.

Computation Cost. In cloud based data sharing of CL-PRE, we assume that a
data owner only has to do one encryption and decryption. From the observation
of Table 1, the sum of running times on Encrypt and Decrypt; in our scheme
is the shortest. We believe this cost is not significant. However, the data owner
should perform ReEncryptKey algorithm to generate a decryption delegation for
each data recipient. As shown in Fig. 2, the computation cost of the data owner
does increase linearly with the number of recipients. Our scheme and Yang et
al.’s [7] scheme have the same overhead in ReEncryptKey, so the curves coincide.
For a data owner, both our scheme and Yang et al.’s scheme don’t require high
computational cost.

Next we analyze the computation cost of the CSP in different CL-PRE
schemes. As a proxy, the CSP only has to carry out ciphertext transformations
for numbers of data recipients. Thus, the ReEncrypt algorithm determines the
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Table 1. The Performance Comparison of CL-PRE schemes

Schemes Xu et al. [6] Suretal [4 Yangetal [7] Our CL-PRE
Encrypt 37.53 ms 32.66 ms 18.95 ms 23.32 ms
ReEncryptKey 40.57 ms 23.79 ms 12.65 ms 12.65 ms
ReEncrypt 20.04 ms 123.28 ms 12.65 ms 5.83 ms
Decrypt1(Ca) 20.04 ms 58.04 ms 18.48 ms 11.66 ms
Decrypt2(Cp) 43.12 ms 43.36 ms 24.78 ms 24.78 ms
|Cal 3072 bits 4256 bits 3392 bits 2208 bits
|rka— | 3072 bits 3072 bits 160 bits 160 bits
|CB| 4096 bits 4256 bits 2208 bits 2208 bits
Pairing-Free X X v Vv
Security Model weak weak weak strong
Assumption DBDH p-BDHI CDH CDH
Security CPA CCA CCA CCA

N
[}

N
o

-
[6)]

Computation Cost on Data Owner (s)

100 200 300 400 500
Number of Data Recipients

Fig. 2. The Computation Cost of the Data Owner

computation cost of the CSP. Table 1 shows that the running time on ReEncrypt
in our scheme is superior to other schemes. The computation cost of the CSP
increases accompanied by the number of data recipients. Clearly, Fig. 3 reflects
the advantage.

For a data recipient, there is no difference that it obtains re-encrypted mes-
sages from the CSP and decrypts in the same way. The data recipient has to
do one decryption only. The running time on Decrypts in our scheme is equal
to Yang et al.’s [7] scheme. As a result, the computation cost of our CL-PRE is
inexpensive for cloud based data sharing.

Communication Overhead and Storage Overhead. For a data owner, the
communication overhead is not constant and is relevant to the number of data
recipients, since the data owner has to transport one encrypted message and
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one proxy re-encryption key for each recipient to the CSP. Fig. 4 shows the
comparison of communication overhead for a data owner. Compared with Xu
et al.’s [6] scheme and Sur et al.’s [4] scheme, our scheme has great advantage.
In addition, the data owner not only has to keep its own public/private key
pair but also has to store all the generated proxy re-encryption keys. Therefore,
Fig. 4 also reflects the storage overhead of the data owner.

For one data sharing operation, the CSP transports one re-encrypted message
for one recipient, i.e., the communication overhead is proportional to the number
of recipients. In addition, the CSP should store the data owner’s encrypted
message, proxy re-encryption keys and re-encrypted messages for numbers of
data recipients. Therefore, the storage overhead of the CSP is linear. We evaluate
the storage overhead of the CSP with different CL-PRE schemes in Fig. 5.
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Fig. 5. The Storage Overhead of the CSP

In cloud based data sharing of CL-PRE, a data recipient has to obtain one
re-encrypted message from the CSP only, so the communication overhead and
storage overhead of the data recipient are not significant.

5 Conclusions

In this paper, we have proposed a strongly secure and efficient certificateless
proxy re-encryption scheme (CL-PRE) without pairings for cloud based data
sharing scenario. The proposed scheme is provably IND-CCA secure in a stronger
security model, where a Type I adversary is allowed to replace the public key
associated with the challenge identity (before challenge phase). The simulation
results demonstrate that our scheme is strongly secure and practical for cloud
based data sharing in terms of computation cost and communication overhead
for data owner, CSP and data recipient.
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