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Preface

The ICICS conference series is a well-established forum for researchers in universities,
research institutes, and industry to get together to share the latest research results and
exchange ideas in the areas of information and communication security. ICICS has
taken place in a number of different countries including China (1997, 2001, 2003,
2005, 2007, 2009, 2011, 2013), Australia (1999), Hong Kong (2012), Singapore
(2002), Spain (2004, 2010), USA (2006), and UK (2008). This was the second time the
ICICS conference (the 16" event in the series) was hosted by the Center for Infor-
mation Security and Cryptography (CISC) of the University of Hong Kong (December
16-17, 2014). We received 87 submissions and the committee decided to accept 22
papers covering various aspects of information security. The program also included two
remarkable invited talks given by Andrei Sabelfeld titled “Securing Web Applications”
and by K.P. Chow titled “Occupy Central and Cyber Wars: The Technologies Behind
the Political Event in Hong Kong.”

We would like to thank all authors who submitted their papers to ICICS 2014 and
the 33 Program Committee members as well as the external reviewers for their
excellent work in reviewing the papers. We would also like to thank the Information
Security and Forensics Society (ISFS), our co-organizer the Institute of Software of the
Chinese Academy of Sciences (ISCAS), and the National Natural Science Foundation
of China (Grant No. 61170282) for their valuable support and sponsorship. Last, but
not the least, we give special thanks to the local organizing team led by Catherine
Chan. The conference would not have been so successful without their assistance.

December 2014 Lucas C.K. Hui
S.H. Qing

Elaine Shi

S.M. Yiu
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Error-Tolerant Algebraic Side-Channel Attacks
Using BEE

Ling Song24(™) Lei Hu'2, Siwei Sun'2, Zhang Zhang®, Danping Shi'-2,
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and Ronglin Hao'2

! State Key Laboratory of Information Security, Institute of Information
Engineering, Chinese Academy of Sciences, Beijing 100093, China
{1song,hu, swsun,dpshi,rlhao}@is.ac.cn
2 Data Assurance and Communication Security Research Center,
Chinese Academy of Sciences, Beijing 100093, China
3 Institute of Information Engineering,

Chinese Academy of Sciences, Beijing 100093, China
zhangzhang@iie.ac.cn
4 University of Chinese Academy of Sciences, Beijing 100049, China

Abstract. Algebraic side-channel attacks are a type of side-channel
analysis which can recover the secret information with a small num-
ber of samples (e.g., power traces). However, this type of side-channel
analysis is sensitive to measurement errors which may make the attacks
fail. In this paper, we propose a new method of algebraic side-channel
attacks which considers noisy leakages as integers restricted to intervals
and finds out the secret information with the help of a constraint pro-
gramming compiler named BEE. To demonstrate the efficiency of this
new method in algebraic side-channel attacks, we analyze some popular
implementations of block ciphers—PRESENT, AES, and SIMON under
the Hamming weight or Hamming distance leakage model. For AES, our
method requires the least leakages compared with existing works under
the same error model. For both PRESENT and SIMON, we provide the
first analytical results of them under algebraic side-channel attacks in
the presence of errors. To further demonstrate the wide applicability of
this new method, we also extend it to cold boot attacks. In the cold boot
attacks against AES, our method increases the success rate by over 25 %
than previous works.

Keywords: Algebraic side-channel attack - Hamming weight leakage -
Error-tolerance - Cold boot attack

1 Introduction

In recent years side-channel cryptanalysis has been an active topic of cryptanaly-
sis, in which an attacker targets a certain implementation of a cipher and exploits
the physical information during the encryption of the cipher such as computation
traces and power traces. In 2002 Suresh Chari et al. proposed template attacks [9]
© Springer International Publishing Switzerland 2015
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DOI: 10.1007/978-3-319-21966-0_1



2 L. Song et al.

which are usually considered as the most powerful type of side-channel attacks in
an information theoretical sense, since a template attack only requires minimum
traces.

Combining template attacks with algebraic cryptanalysis, Renauld and Stan-
daert proposed algebraic side-channel cryptanalysis [25]. Their analysis composes
of two stages. First, the implementation of the cipher is profiled in advance as a
template, and a decoding process is devised to map a single power consumption
trace or electromagnetic trace to a vector of leaks (e.g., the Hamming weight)
on the intermediate values of the encryption of the cipher. In the second stage,
the cipher as well as the leaks is represented with a system of equations and the
system is solved with a SAT solver, assuming the leaks derived from the first
stage are accurate.

In fact, due to interference and the limitations of measurement setups, the
side-channel information usually involves noise. However, the algebraic crypt-
analysis is sensitive to errors and even small errors may make the key recovery
attack fail, i.e., the attack finds no or wrong solutions. In the literature, there
are several works that have explored error-tolerant algebraic side-channel attacks
under some leakage models like Hamming weight leakage model. In [23], a cryp-
tosystem and the corresponding Hamming weight leakages are transformed nat-
urally into a pseudo-Boolean optimization (PBOPT) problem which was then
solved with the mixed integer programming (MIP) solver SCIP [5]. Neverthe-
less, the method in [23] can not fully attack AES in the presence of errors. Later,
an enhanced error-tolerant algebraic side-channel attack named MDASCA was
introduced in [30], where the leakage is treated as a set of values rather than a
single value, so that the correct leakage can be included with great confidence.
In MDASCA, the cryptosystem and leakages are transformed into Conjunctive
Normal Form (CNF) and then solved with a SAT solver. The MDASCA method
outperforms the the SCIP-based method in [23] in dealing with errors. More
techniques under a framework similar to MDASCA were discussed in [21].

Our Contribution. Inspired by the idea of MDASCA that models the leakage
as a set of values to trade robustness for informativeness, we propose a new
method of algebraic side-channel attacks that considers noisy leakages as integers
restricted to an interval and finds secret information with BEE (Ben-Gurion
Equi-propagation Encoder) [4,20]. BEE is a constraint programming compiler for
problems represented with Boolean variables and integer variables and provides
a high-level descriptive language for use and automatically generates low-level
executable CNF for the underlying SAT solver. Using this method, we analyze
some popular implementations for three block ciphers—PRESENT, AES and
SIMON under the Hamming weight or Hamming distance leakage model where
side-channel leakages are modeled as integers (constraints for BEE). We provide
the first analytical results of PRESENT and SIMON under the Hamming weight
and the Hamming distance leakage model respectively in the presence of errors,
and our attack against the AES is better than MDASCA and other existing
attacks under the same error model with respect to the error-tolerance and
leakages required.
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To further show the flexibility of the new method in algebraic side-channel
attacks, we extend its use in cold boot attacks [15] and also other applications
where the side-channel information can be described as constraints for BEE. In
the cold boot attacks against AES, our method increases the success rate by over
25 % than previous works. Furthermore, all of our experiments are done within
several seconds even in the worst case.

Organization. The paper is organized as follows. We briefly describe the process
of our method of algebraic side-channel attacks using BEE in Sect. 2 and present
algebraic side-channel attacks on two block ciphers in Sect. 3. In Sect. 4 we extend
the use of our method into cold boot attacks and other attacks, and discuss the
features of BEE in Sect. 5. Finally, we conclude the paper in the last section.

2 Algebraic Side-Channel Attacks Using BEE

In this section, we elaborate on the new method of algebraic side-channel attacks
using BEE. As can be seen in Fig.1, an attacker needs to build a system of
polynomial equations from the target cipher, and then add the side-channel
information he obtained to the equation system as constraints and solve it to
recover the secret key. A more detailed description is provided below.

Algebraic
representaion

Secret
information

y

~ Target constraints

<

cipher

Side-channel
information

Implementation

Fig. 1. Algebraic side-channel attacks using BEE

2.1 Building an Equation System

Theoretically, each cipher can be represented with a system of Boolean polyno-
mial equations which involve the bits of the cipher key, plaintext and ciphertext
as unknown variables. However, since a block cipher usually iterates a nonlin-
ear function many times (e.g., AES iterates 10 or more rounds), it is unlikely to
obtain a low degree polynomial representation on the bits of the cipher key, plain-
text and ciphertext. To get a system of low degree Boolean equations, intermedi-
ate variables (e.g., standing for input and output bits of the nonlinear operations
in intermediate round operations) are needed. To build quadratic equations for
the nonlinear layer composed of S-boxes, techniques in [6,10,18] can be referred.
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2.2 Extracting Side-Channel Information

Usually, it is difficult to solve the system of polynomial equations of a block
cipher even when the plaintext and ciphertext are known, since there are too
many unknown variables in the system [10]. However, under the circumstance of a
side-channel attack, partial information related to the key, plaintext or ciphertext
may be known, e.g., physical leakage of the intermediate states in the encryption
or key schedule of a block cipher, and this so-called side-channel information
can be plugged into the equation system to help to solve it. Unfortunately, the
side-channel information usually involves noise in practice, which may make the
attack fail, i.e., the attacker finds no or wrong solutions.

To deal with the noise, it is needed to profile a device (similar to the target
one) which executes the encryptions and modulates the measurement errors in
advance. Once the leakages of the target device are obtained, the side-channel
information can be added to the equation system in an error-tolerant way accord-
ing to a priori error model. In this paper we assume that the error model has
been built and the leakages can be extracted in some way. Hence, we focus on the
procedure of solving the system of equations and noisy side-channel information.

2.3 Solving the System of Equations and Noisy Side-Channel
Information with BEE

In recent years, Boolean SAT solving techniques were improved dramatically in
the field of cryptanalysis [2,22]. A general idea of SAT-based cryptanalysis is
to encode algebraic equations (usually over the binary field Fs) into Boolean
formulae in CNF and solve the transformed problem with a SAT solver. Since
the efficiency of SAT solving is greatly influenced by the conversion, it is crucial
to choose proper conversion methods. Truth table, Karnaugh map [17] and the
methods proposed in [2] can be served as such conversions. Another way is to
use a SAT-based tool which provides a high-level descriptive language for prob-
lems and automatically generates low-level executable files for the underlying
SAT solver. STP [14] and BEE [4,20] are this sort of known examples. In these
tools specific techniques are used to optimize the problem before invoking the
underlying SAT solver.

BEE is a compiler in constraint programming which facilitates users to trans-
late problem instances involving Boolean and integral variables into CNF. The
generated CNF is then solved by an underlying SAT solver such as CryptoMin-
iSat [27] and MiniSat [13]. A brief description of its syntax can be referred to [20].
Compared with a pure SAT solver, its ability to deal with integers and maintain
the structure of the original problem instance opens a door for more complex appli-
cations.

For example, in an algebraic side-channel attack under the Hamming weight
leakage model, a byte X = x7xg - - - 2o with xg as the least significant bit and its
Hamming weight can be represented in the BEE syntax as

new_int(I,w — i,w + j),

bool_array_sum_eq([zg, ©1, T2, T3, X4, T5, Te, T7], ),



Error-Tolerant Algebraic Side-Channel Attacks Using BEE 5

where the ¢ and j in the first sentence are used to define the interval of integer
I around the most likely value w which includes the correct Hamming weight
of X with great confidence, and the second sentence represents the Hamming
weight of X as I. With additional information of the Hamming weight, the whole
equation system of the target cipher ended with the functional sentence as solve
satisfy can be fed into BEE, and BEE returns an assignment or reports UNSAT.
Other functional sentences solve minimize w or solve mazximize w can also be
used, which means BEE returns UNSAT or solutions that minimize or maximize
the objective integer variable w.

Hence, as long as the side-channel information can be modeled as integers,
i.e. constraints that speeds up the solving or narrows solution space, BEE works
well. However, when the side-channel information is modeled as integers, noise
should be considered, that is to say, each integer should be defined with an
interval or a set rather than a specific value in order to trade robustness for
informativeness.

3 Algebraic Side-Channel Attacks Under the Hamming
Weight Leakage Model

In this section we explain the efficiency of our method through algebraic side-
channel attacks against some popular implementations where the Hamming
weight (distance) leakage model can be built. Our examples are PRESENT-80 [7],
AES-128 [11] and SIMON-32 [3] (in Appendix B). In these examples we assume
that the noisy Hamming weight or Hamming distance information during the
encryption is obtained (no leakage during the key schedule of the cipher), and we
focus on solving the corresponding equation system with our new method.

To begin with, we introduce the notion of offset, standing for the offset of
the measured Hamming weight (or Hamming distance) from the correct one. For
simplicity, we only consider three typical cases with offset 0, +1 and +2, and
denote them as offset = 0, offset = 1 and offset = 2. More general offsets can
also be analyzed. Obviously, larger offsets tolerate greater noise, so the offset is
determined by the error model of the template.

3.1 PRESENT-80

PRESENT is a cipher with substitution-permutation network and with a block
size of 64 bits [7]. The recommended size for the key is 80 bits, while 128-bit
keys are also suggested. In this paper we just analyze PRESENT-80, the version
with 80-bit keys.

The encryption of PRESENT-80 is composed of 31 rounds, each of which
consists of an XOR operation to introduce a round key K; for 1 < ¢ < 31, a
linear bitwise permutation and a nonlinear substitution layer which parallelly
applies a 4-bit S-box 16 times. An additional round key K3o is used for post-
whitening.
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Both the encryption and key schedule of PRESENT-80 are simple with
respect to algebraic representations. In our attack, each S-box is described with
four equations as shown in Appendix A. Since the algebraic representations of
the S-boxes are the most complex part of the equation system, we introduce
new variables for the input and output bits of each S-box to get low degree
polynomial equations. In this way we get a system of 4276 equations in 4292
variables.

For an implementation of PRESENT-80 in a PIC 16F877 8-bit RISC-based
microcontroller, a measurement setup described in [28] can be exploited to
extract a power consumption that strongly correlates with the Hamming weight
of the data manipulated. This is also the model used in [25] where the Hamming
weight of the data commuting on the bus is indicated to be recovered with a
probability of 0.986. In this implementation, the whole encryption of a single
plaintext leaks the Hamming weight information corresponding to the compu-
tation of 2 x 8 x 31 bytes.

Let us first consider the case that the accurate Hamming weight informa-
tion can be recovered, and then move on to other cases of inaccurate Hamming
weight information. All of our experiments are conducted with MiniSat as the
underlying solver of BEE on a PC with 3.4 GHz CPU (only one core is used)
and 4 GB Memory. All solving times are given in seconds and are averaged over
on 50 random instances.

For accurate Hamming weight information, it can be added to the equation
system as constraints in the way described in Sect.2 with ¢ = j = 0. Following
[25], we consider four different attack scenarios according to known/unknown
plaintext-ciphertext pairs and consecutive/random Hamming weight leakages.
Table 1 lists the solving times using one trace compared with [25] when a 100 %
success rate is reached, where “#rounds” means the number of rounds which are
observed in the side-channel information, and the leakage rate means the ratio
between the number of leaked bytes and the number of all bytes in the measured
rounds. Thus, 50 % indicates random leakages and 100 % infers to consecutive
leakages.

According to Table1, our attack requires less leakages than [25]. However,
under the unknown plaintext and ciphertext scenario with random leakages, our
attack fails and the experiments ran overtime.

Next, we consider the cases where the Hamming weight leakages are noisy
with offset = 1 and offset = 2. Table 2 exhibits the experimental results under
known plaintext/ciphertext scenario. If the leakages are consecutive, two traces
are enough to retrieve the cipher key within an hour even when the offset is 2.
For the case that offset = 2 and the leakage rate is 0.7, three traces are required.
For unknown plaintext/ciphertext scenario, it takes a very long time to return
a solution.

3.2 AES-128

The block cipher AES-128 [11] accepts 128-bit blocks and 128-bit keys and iter-
ates 10 rounds. Each round, except the last one, consists of four operations—
AddRoundKey, SubByte, ShiftRow and MixColumn. The last round omits the
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Table 1. Experimental results of PRESENT-80 with a single trace when offset = 0.
Experiments in [25] were performed on an Intel-based server with a Xeon E5420 proces-
sor cadenced at 2.5 GHz running a linux 32-bit 2.6 Kernel.

Scenario leakage rate | [25] this paper
#rounds | time (s) | #rounds | time(s)
known P/C 100 % 8 79.69 | 2.5 0.21
known P/C 50 % 18 117.10 |5 104.31
unknown P/C | 100 % 8 45.59 4.5 92.55
unknown P/C| 50% 26 214.12 | >8 > 3600

Table 2. Experimental results of PRESENT-80 when offset = 1,2

Scenarios | offset | leakage rate | #rounds | #traces | time (s)
known P/C | 1 100 % 4 2 6.86
known P/C | 1 50 % 4 2 39.40
known P/C |2 100 % 5 2 3084.39
known P/C | 2 70 % 4 3 33.27

MixColumn operation. The SubByte operation applies an 8-bit S-box 16 times
in parallel and is the only nonlinear operation in AES.

In order to represent AES as a system of low degree Boolean polynomial
equations, we introduce new variables for both the input bits and output bits of
SubByte and apply the technique proposed in [10] to describe the S-box with 23
quadratic equations. Then the key schedule algorithm and the encryption of a
plaintext can be represented with a system of 6296 equations in 3168 variables.

For an 8-bit PIC microcontroller implementation of AES, there are 84 Ham-
ming weight leakages in each round corresponding to 16 weights in AddRound-
Key, 16 weights in SubBytes and 4-13 weights in MixColumn [21,23,26,30]. The
work in [26] is the first algebraic side-channel attack against AES, which showed
how the keys can be recovered from a single measurement trace, provided that
the attacker can identify the correct Hamming weight leakages of several inter-
mediate computations during the encryption process. Later, Zhao el al. proposed
an enhanced method named MDASCA to deal with the noise in measurement
using a set rather than a single value to describe the Hamming weight [30]. More
elaborate techniques in a framework similar to MDASCA were discussed in [21].
Recently, a novel method that models the cipher and the template as a graph and
finds the most possible key with a decoding algorithm from low-density parity
check codes was proposed in [32].

Following the notations in the previous subsections, we give our experimen-
tal results on AES comparing with two latest works [21,30]. The experiments
are carried out with CryptoMiniSat as the underlying solver of BEE on a PC
with 3.4 GHz CPU (only one core is used) and 4 GB Memory. The results are
summarized in Table3. It shows the method in [30] outperforms that of [21],
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Table 3. Experimental results of AES-128. The symbol “-” indicates that no related
information was provided. The experiments of [30] were ran on an AMD Athlon 64
Dual core 3600+ processor clocked at 2.0 GHz. All solving times are given in seconds.

Scenario offset |leakage | [25] [30] this paper
rate #rounds |time | #rounds |time|#rounds |time
known P/C |0 100% | 2 - 1 10 |1 2.74
known P/C |0 50% |10 - 5 120 |3 118.00
unknown P/C |0 100% | 5 - 2 10 |2 6.75
unknown P/C|0 50% |not clear |- 6 100 |6 69.17
known P/C |1 100% |- - 2(2 traces)|120 |2(2 traces)| 37.11
3 974.67
known P/C |2 100% |- - - - 1(3 traces)| 33.29

while our attacks push the results of [30] further. Specifically, for offset = 1 our
method can recover the secret key of AES using a single trace, less than what
is needed in [30]. For a greater offset, offset = 2, only three traces are needed.
Note that method in [32] also provides good results. In [32], the noise level is
parameterized with signal-to-noise ratio, which makes it difficult to compare our
results with that of [32].

4 Cold Boot Attacks and Other Applications

In general, we can feed into BEE any problem instance that can be solved by a
SAT solver. In fact, BEE was designed for problems that are characterized by cer-
tain constraints, for example algebraic side-channel attacks under the Hamming
weight leakage model. Besides this, BEE can also be applied in other algebraic
attacks like cold boot attacks [15].

4.1 Cold Boot Attacks Against AES-128

Cold boot attacks were first proposed in [15]. In a cold boot attack, an attacker
tries to recover the cryptographic key from DRAM based on the fact that the
data may persist in memory for several minutes after removal of power by reduc-
ing the temperature of memory. For block ciphers, a cold boot attack is to recover
the secret key from an observed set of the round keys in memory, which are dis-
turbed by errors due to memory bit decay. From the point of view of algebraic
analysis, the cold boot problem can be modeled as solving a polynomial system
{f1, f2, -+, fm} with noise.

There are different methods proposed to tackle the cold boot problem [1,16].
In [1] a system of equations derived from the cold boot attack is solved with
a mixed integer programming solver SCIP [5]. Specifically, for each f; a new
Boolean variable e; is added, and then the system is converted to a mixed integer
programming problem with Ye; as the objective function. Hence, the cold boot
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problem turns to be a maximum satisfiability problem, which may also be solved
with another method named ISBS [16]. The basic idea of ISBS is to solve the
polynomial system {f1 + e1, fo + €2, -+, fin + €m} with the characteristic set
method [29] by searching all {ej, e, - , e }. The solution with {e1,ea, - ,em}
achieving the smallest Hamming weight is the target solution.

Following the ideas of [1,16], BEE can be used instead in the following way.
First, represent the polynomial system {f1 + e1, fo + €2, -+, fm +em} with the
BEE syntax, and introduce a new integer variable, say w, to describe the Ham-
ming weight of {e1, ea, -+ , e}, and then solve the problem with the BEE func-
tional sentence as solve minimize w.

Before experimentally verifying the efficiency of BEE for solving cold boot
problems, the bit decay model should be illuminated first. According to [15], bit
decay in DRAM is usually asymmetric: bit flips 0 — 1 and 1 — 0 occur with
different probabilities, depending on the ground state. Consider an efficiently
computable vectorial Boolean function KS : F§ — FY where N > n, and two
real numbers 0 < §p,d; < 1. Let K = KS(k) be the image for some k € Fy, and
K; be the i-th bit of K. Given K, we compute K’ = (K{, K}, -+ ,K\_,) € FY
according to the following probability distribution:

Pr|K!=0|K; =0l =1- 6, Pr[K. =1|K; = 0] = 6y,
PrlK; =1|K; =1] =1 — 6y, Pr[K; = 0| K; = 1] = do.

Therefore, K’ can be considered as a noisy version of K = KS(k) for some
unknown k € [y, where the probability of a bit 1 in K flipping to 0 is §p and
the probability of a bit 0 in K flipping to 1 is d;.

In our experiments, the target is the key schedule of AES-128 and the same
algebraic representation of the key schedule is used as in Subsect. 3.2. We set d;
to be 0.001 to generate the K’ as in [1,16,31] and assume §; = 0 for solving the
cold boot problem. Figure 2 shows the experimental success rate of key recovery
of AES for different &y, compared with methods from [1,16] denoted as SCIP
and ISBS respectively. It is manifest that BEE provides an increase over 25 %
in success rate. The details of running time can be found in Appendix C which
shows that BEE solves the problem in several seconds even when §, increases to
0.5. This may be explained by the low nonlinearity of the key schedule of AES-
128 and the optimization of BEE. The experiments also include the case where
BEE simply takes the cold boot problem as a satisfiability problem denoted as
“BEE satisfiability”. If we use information of all rounds of the key schedule, this
method almost corresponds to the method in [31] and the key can be recovered
in 1.3 hours even when 69 = 0.8.

4.2 Side-Channel Cube Attacks

Cube attacks were proposed by Dinur and Shamir at Eurocrypt 2009 [12]. It
is a type of generic key recovery attacks applicable to any cryptosystem whose
ciphertext bit can be represented by a low degree multivariate polynomial in the
secret and public variables. The aim of a cube attack is to derive a system of



10 L. Song et al.

T T T T T T T T T T
1.0 — B
1 T———t—a 1
0.9 — -
0.8 i
J o—

0.7+ g
o ]
© %] ]
& 0.5 i
9] ]
Q
S 0.4+ B
@ . —a— SCIP

0.3 —e— ISBS T

02_’ —4&— BEE minimize ]

o —v— BEE satisfy
0.1 i
0.0 T
010 015 020 025 030 035 040 045 050 055

Fig. 2. Success rate of key recovery considering 4 rounds of key schedule output

linear or quadratic equations with the secret key bits as unknowns which can be
solved easily. However, block ciphers tend to resist against cube attacks, since
they iteratively apply a nonlinear round function a large number of times such
that it is unlikely to obtain a low degree polynomial to represent any cipher-
text bit.

Fortunately, in a side-channel attack where some intermediate variables leak,
cube attacks are still useful [19]. Due to the side-channel noise, the derived
equation system may contain errors, which resembles the situation in a cold
boot attack. As a consequence, it is likely that our method can also be applied
efficiently in side-channel cube attacks against block ciphers.

5 Discussion

We have introduced a new method of algebraic side-channel attacks that con-
siders the noisy leakage as an integer restricted to an interval and finds secret
information with the help of BEE, a compiler in constraint programming. We
exemplified the efficiency of our method by analyzing some popular implementa-
tions of three block ciphers—PRESENT, AES and SIMON under the Hamming
weight or Hamming distance leakage model. In addition we applied our method
to cold boot attacks against AES.

As a new compiler for SAT problems, BEE can be added to the tool set
for side-channel attacks. In the literature, SAT solvers usually outperform MIP
solvers in cryptanalysis. For instance, an MIP solver determines the initial state
of Bivium B [24] in 2537 seconds [8] while the MiniSat takes only 2427 seconds.
For side-channel attacks in the presence of errors as mentioned above, the SAT-
based BEE works better than the methods based on MIP solvers. It is likely
that BEE has its own advantages for certain algebraic attacks. The feathers of
our BEE-based method are summarized below.
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— With the side-channel information modeled as constraints, BEE shows a wide-
spread use in algebraic side-channel attacks, for example, side-channel attacks
under Hamming weight leakage model, cold boot attacks and cube attacks.

— BEE, as a SAT-based tool, may outperform the tools based on MIP solvers
in many classes of algebraic attacks.

— It is natural for use, and BEE can simplify constraints and optimizes the
resulted CNF automatically.

— Algebraic side-channel attacks are more efficient than classical side-channel
attacks like differential power attack (DPA) in respect of the number of traces
needed.

6 Conclusion

In this paper we introduced a new method of algebraic side-channel attacks that
treats the noisy leakage as an integer restricted to an interval and finds secret
information with the help of BEE. We showed that this method is efficient and
flexible.

We analyzed some popular implementations of PRESENT, AES and SIMON
under the Hamming weight or Hamming distance leakage model to illustrate the
efficiency of constraint programming in cryptanalysis. The results on AES are
better than previous ones under the same error model and we provided the first
analytical results on PRESENT and SIMON under the Hamming weight and
Hamming distance leakage model respectively in the presence of errors.

To further show the flexibility of BEE in algebraic side-channel attacks, we
extended its use in cold boot attacks. In the cold boot attacks against AES,
our method provides an increase over 25 % in success rate and all of our attack
experiments were done within seconds. It is also likely to apply our method in
cube attacks and it is a future work to verify its efficiency experimentally in new
applications.
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XDA06010702, and the State Key Laboratory of Information Security, Chinese Acad-
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Appendix
A Equations of the S-Box in PRESENT

Suppose the input nibble of the 4-bit S-box in PRESENT is X = x3xox12¢ and
the output nibble is Y = y3y2y1y0. Then four Boolean polynomial equations on
x;s and y;s are as follows.
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o+ T2 + 2122 + 23 + Yo = 0,
1+ XoT1T2 + T3 + 103 + ToT1X3 + T2X3 + ToT2x3 + Y1 = 0,
1+ zox1 + 22 + 23 + o3 + T123 + Tox12T3 + ToT2x3 + Y2 = 0,

14+ 20+ 21 + 2122 + 202122 + T3 + Tox173 + ToT223 + Y3 = 0.

B Algebraic Side-Channel Attack of SIMON-32 Under
Hamming Distance Leakage Model

SIMON is a family of lightweight block ciphers designed by researchers from the
National Security Agency (NSA) of the USA to provide an optimal hardware
implementation performance [3]. SIMON comes in a variety of block sizes and key
sizes. In this section we analyze its smallest version, SIMON-32, which accepts
64-bit keys and 32-bit blocks and iterates 32 rounds.

The design of SIMON follows a classical Feistel structure, operating on two
n-bit halves in each round. For SIMON-32, n is 16. The round function makes
use of three n-bit operations: XOR (¢), AND (&) and circular shift (<), and
given a round key k it is defined on two inputs x and y as

Ri(z,y) = (y @ f(x) Dk, x),

where f(z) = ((r « 1)&(z « 8)) @ (¢ <« 2). The key schedule algorithm of
SIMON is a linear transformation.

The algebraic representation of SIMON is intuitive due to the simplicity of
the round function. We introduce new variables for the intermediate state after
each round operation in both the encryption and key schedule algorithm. Conse-
quently, a system of 960 equations in 992 variables is built from the encryption
of a single plaintext and the key scheduling.

A typical implementation of SIMON is based on ASIC [3] which leaks the
Hamming distance between the input and the output of the round function. The
Hamming distance varies from 0 to 16. Following the attacks on PRESENT and
AES, we consider the measured Hamming distance, compared with the correct
one, to be with a small offset offset = 0,1,2.

Table 4 exhibits our results of experiments running on a PC with 2.83 GHz
CPU (only one core is used) and 3.25 GB Memory with CryptoMiniSat as the
underlying solver of BEE, where all solving times are given in seconds and are
averaged over 50 random instances. Our attacks are performed under the known
plaintext or known ciphertext scenario and there is no difference between them.
For offset=0, the BEE works seriously overtime with only one trace and 5 traces
are advisable to recover the key within a proper time. For offset=2, as many as
13 traces are required. It is observed that the Hamming distances leaked near
the known plaintext or ciphertext is more useful than the ones in the middle for
solving the system in a reasonable time. Note that more traces are required for
attacking SIMON-32 than for AES or PRESENT. This is because the Hamming
distance leakages on 16-bit states provide less information than that on 8-bit
states.
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Table 4. Experimental results of SIMON-32

offset | #traces | #rounds | time (s)
0 5 6 36.32
1 11 7 386.34
2 13 8 320.11

C Running Time of Cold Boot Attack against AES-128

In this appendix the running time of the cold boot attack against AES-128 is
shown in Table 5, where “SCIP” stands for the method in [1]; “ISBS” represents
the method in [16]; “BEE min.” and “BEE sat.” are methods in this paper and
short for “BEE minimize” and “BEE satisfiability” respectively. Our experiments
are carried out with CryptoMiniSat as the underlying solver of BEE on a PC
with 3.4 GHz CPU (only one core is used) and 4 GB Memory. Experiments of
“SCIP” and “ISBS” are conducted on PCs with 2.6 Ghz and 2.8 Ghz respectively.

Table 5. The running time of key recovery considering 4 rounds of key schedule output
of AES-128 (in seconds)

) Method limit t min t | avg. t |maxt
0.15 | SCIP 60 |1.78 11.77| 59.16
ISBS 60 |0.002 0.07 0.15
BEE min. 60 |1.29 2.02 2.36
BEE sat. 60 |1.25 1.94 2.33
0.30 | SCIP 3600 |4.86 117.68| 719.99
ISBS 3600 |0.002 0.14 2.38
BEE min. 60 |1.34 2.15 2.64
BEE sat. 60 |1.34 2.27 2.55
0.35 | SCIP 3600 |4.45 207.07 | 1639.55
ISBS 3600 | 0.002 0.27 7.87
BEE min. 60 |1.41 2.10 2.76
BEE sat. 60 |1.42 2.34 2.59
0.40 | SCIP 3600 |4.97 481.99 | 3600
ISBS 3600 | 0.002 0.84 20.30
BEE min. 60 |1.48 2.44 3.34
BEE sat. 60 |1.44 2.43 3.11
0.50 | SCIP 3600 |6.57 |3074.36 | 3600
ISBS 3600 |0.002 | 772.02 3600
BEE min. 60 |1.47 1.94 4.18
BEE sat. 60 |1.62 2.82 3.94
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Abstract. Database outsourcing reduces the cost of data management;
however, the confidentiality of the outsourced data is a main challenge.
Existing solutions [9,13,16,17] either adopt multiple encryption schemes
for data confidentiality that only support limited operations, or focus
on providing efficient retrieval with problematic update support. In this
paper, we propose a secure database outsourcing scheme (SEDB) based
on Shamir’s threshold secret sharing for practical confidentiality against
honest-but-curious database servers. SEDB supports a set of commonly
used operations, such as addition, subtraction, and comparison, and is
among the first to support multiplication, division, and modulus. We
implement a prototype of SEDB, and the experiment results demonstrate
a reasonable processing overhead.

Keywords: Database -+ Outsourcing - Confidentiality - Secret sharing

1 Introduction

In the cloud computing environment, database outsourcing can lower costs [4],
thus enables organizations to focus on their core businesses. However, outsouring
sensitive data to the third parties increases the risk of unauthorized disclosure,
as curious administrators can snoop on sensitive data, and attackers can access
all the outsourced data once it compromises the data servers.

There are two approaches to provide confidentiality in database outsouring.
One is based on client-side encryption, where the clients (or proxies) encrypt
the data before uploading it to database servers so that the servers perform the
requested operations over the encrypted data. Fully homomorphic encryption [6]
allows the servers to execute arbitrary functions over one encryption of the data.
However, fully homomorphic encryption is still prohibitive impractical [7], which
requires slowdowns on the order of 109x. CryptDB [13] and MONOMI [17]
implement multiple cryptosystems, each of which supports a class of SQL queries,
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such as AES with a variant of the CMC mode [10] for equality comparison,
order-preserving encryption [3] for range query, Paillier cryptosystem [12] for
summation, and the efficient retrieval protocol [15] for word search. As a result,
they have to maintain multiple copies of a same sensitive data. Moreover, these
schemes do not support the update operation well. For instance, when the data
is updated by summation, only the copy encrypted with Paillier cryptosystem
will be updated while the other copies remain stale, which harms the execution
of other queries. Last but not least, these schemes cannot support operations
such as multiplication, division, and modulus.

The other solutions are based on threshold secret sharing [14] in which the
clients split the sensitive data into shares and store them in independent servers.
Solutions of this category require more servers than the encryption-based ones
do. However, with the advances in virtualization, the hardware cost has been
decreased remarkably. It is believed that the implementation cost should not
be the main obstacle to the adoption of these solutions. Several schemes are
proposed to achieve efficient retrieval. For example, AS5 [9] preserves the order
of the data in the shares by choosing appropriate coefficients of the polynomial
for secret sharing, and a B index tree is built to improve the query processing
in [16]. With a focus on efficient retrieval, these solutions not only require a
priori knowledge about the data, but also support the update operations poorly.

In this paper, we proposed a secure database outsourcing scheme (SEDB)
based on Shamir’s threshold secret sharing. SEDB employs three independent
database servers to store shares of each sensitive data item, and coordinates
the three servers to complete the clients’ requested operations cooperatively. In
summary, SEDB achieves the following properties:

— It supports a wider set of operations including multiplication, division and
modulus in addition to addition, subtraction and comparison. To the best of
our knowledge, it is the first practical solution that supports these operations.

— SEDB is easy to deploy as it is an out-of-the-box solution. SEDB doesn’t
needs any modification on the database management system (DBMS) or the
applications of database services. Moreover, SEDB doesn’t need any priori
knowledge of the data for the setup of the database services.

— It provides a continuous database outsourcing service. Existing encryption-
based solutions requires costly and problematic coordination to keep multiple
copies of data consistent, and the secret sharing based solutions often need to
maintain additional information (e.g., the index tree [16], the mapping [1,9]),
which may interrupt the database services during data update. Unlike them,
SEDB only maintains one share of the data at each database server, and
thus ensures a continuous database outsourcing service. We have implemented
SEDB on MySQL, which is the first prototype providing continuous database
outsourcing services based on secret sharing, to the best of our knowledge.

2 System Overview

As shown in Fig. 1, SEDB consists of three backend database servers, a SEDB
coordinator, and a set of SEDB client plug-ins (denoted as SEDB plug-ins), one
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Fig. 1. The architecture of SEDB.

at each client. A client has several applications of the database service. When an
application issues an SQL query, the SEDB plug-in rewrites the query according
to its operation type and sends it to the SEDB coorinator which generates three
SQL queries from it and distributes each to the backend database server. There
is an unmodified DBMS and several user-defined functions (UDF's) in each back-
end database server, which executes the requested operations over the shares of
sensitive data. In SEDB, the applications need no modification to execute the
functions over sensitive data, they issues the SQL queries through the standard
API and library; the SEDB plug-in is responsible for sharing sensitive data and
recovering it for the applications; the SEDB coordinator ensures the requets
processed at each database server in the same order and makes the backend
database servers complete the requested operation through one or two phases of
communications with the database servers.

Trust Model. In SEDB, we assume the clients that are authorized to process
the sensitive data are trusted. The SEDB plug-in deployed at client side is also
trusted and assumed to follow the protocol strictly without leaking any sensitive
data. On the contrary, the SEDB coordinator and the backend database servers
deployed at different third parties are assumed to be honest-but-curious: on one
hand, the honest coordinator/server executes the requested operations without
tampering with query content, the execution and results, or the shares in the
DBMS; on the other hand, a curious coordinator/server may infer the sensitive
data from the submitted queries, the execution results, or the priori knowledge
about the outsourced data.

Network Assumption. We assume the messages transmitted between the
client (the SEDB plug-in) and the SEDB coordinator, the SEDB coordinator
and the database servers can be captured by attackers. Therefore, we employ
AES to ensure message confidentiality. Each server shares a secret key with each
of the other servers and all clients, e.g., k. s; between the client ¢ and server 4.
The message m encrypted with the key k is denoted as [m];. Moreover, we
assume the clients have limited bandwidth, while the bandwidth of the SEDB
coordinator and the servers are reasonably large enough in the cloud computing
environment,.
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Finally, although we present SEDB with a focus on the process over the
integers, it can be extended to support the data of other types (e.g., char, varchar
and float), by transforming them into one or more integers. As we adopt Shamir’s
threshold secret sharing scheme [14] to share sensitive data, we assume that there
exists a large prime p such that all the computation results on the sensitive data
are in the interval [—(p —1)/2, (p+1)/2].

3 The Protocol

In SEDB, the applications, SEDB plug-ins, SEDB coordinators and database
servers exchange messages through SQL queries, which ensures no modification
of DBMSes and applications. For example, to insert a value v into the table test
as the attribute attr, the application issues “insert into test(attr) values(v)”.
The SEDB plug-in sends “insert into test(attr) values(encshares(v))” to the
SEDB coordinator, in which encshares(v) = {[sharei(v)lk, .., [sharez(v)]k. ..,
[shares(v)]k, .}, where [share;(v)]k, ., is the encrypted share for server i. The
SEDB coordinator splits the received SQL queries and sends “insert into
test(attr) values(DecShare(encshares(v)[i]))” to server ¢, where DecShare is a
UDF to execute decryption. The SQL queries for all the operations are detailed
in the Appendix A.

We assume, in each table, there is a unique identifier of each row (i.e., the
primary key). SEDB needs a shadow for each table to store the intermediate
transformation of the original data. The shadow table is designed for the process
of comparison, division and modulus.

3.1 Query Processing

SEDB supports a set of operations including addition, subtraction, comparison,
multiplication, division, and modulus. We first describe the detailed process of
each single operator and then discuss the process of SQL queries that contain
multiple operators in Sect. 3.2.

3.1.1 Insert
The applications use insert operation to insert a confidential value v into the
database. An application invokes an insert process by sending the SQL query
with v as the parameter to the SEDB plug-in.

The SEDB plug-in parses the SQL query to get the value v, and uses Shamir’s
(2, 3)-threshold secret sharing scheme [14] to split v into 3 shares, where any 2 or
more shares can be used to reconstruct v. To compute the shares of v, the SEDB
plug-in produces the polynomial f(z) = a1z + ag, where ag = v, and a; is a non-
zero integer chosen randomly from [—(p—1)/2, (p+1)/2). Using the predefined
vector X = {x1, x2, w3}, where non-zero z; € [-(p—1)/2, (p+1)/2), the SEDB
plug-in calculates f(x;) as the share for database server i. The large prime p and
the vector X are known to all participants. Then, the SEDB plug-in rewrites the
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query by replacing v with the share vector {[f(z1)], . [f(z2)]y, . [f(z3)]y. .}
and sends it to the SEDB coordinator. After that, the SEDB plug-in discards
the polynomial. The SEDB coordinator splits the received SQL query into three
queries, each with one encrypted share, for three backend database servers. On
receiving the query, each database server decrypts the encrypted share, and
stores it in the database.

3.1.2 Select

The applications use the select operation to retrieve the values that satisfy a
specified condition. The SEDB plug-in forwards the select SQL query from the
application to the SEDB coordinator directly, which further sends the received
query to all three database servers. Then, each server encrypts its shares, and
sends them to the SEDB coordinator as responses. On receiving the responses,
the SEDB coordinator sorts them by the servers’ identifiers, and sends them
to the SEDB plug-in. Finally, the SEDB plug-in decrypts the encrypted shares,
reconstructs the values and returns the retrieved values to the applications.

3.1.3 Addition and Subtraction
In SEDB, applications can achieve the addition and subtraction of two or more
confidential values without recovering them. The process of the subtraction is the
same as the addition, except that each server executes the subtraction instead
of addition on the shares. So we only present the process for the addition here.
The application may want to perform additions on existing values in the
database, or add a constant to an existing value. Without loss of generality, the
former case can be expressed as updating vz with vy + vo. To process it, the
SEDB plug-in and SEDB coordinator simply forward the update query to three
database servers, where each server updates its share of v3 with the summation
of its local shares of v; and v. Assume the polynomials for v; and vq are fi(z) =
a1z + vy and fo(x) = byx + ve respectively. Since the Shamir’s secret sharing
scheme is linear, v3 is shared using the polynomial f3(x) = (a1 +b1)x+ (v1 +v2).
In the latter case, when the application wants to add a constant const to an
existing value v; in the database, the SEDB plug-in needs to pre-process const by
splitting it using the (2,3)-threshold secret sharing scheme. The encrypted shares
are decrypted at each server and added to the corresponding share, respectively.

3.1.4 Multiplication

Compared to addition, the process of multiplication is more complicated since
the multiplication of two shares increases the degree of the generated secret-
sharing polynomial. In particular, when updating vs with vy * vg, the degrees of
the polynomials for v; and vy are 1, while the degree of the generated polynomial
for vs increases to 2, which means 3 shares are needed to recover the result of the
multiplication. To reduce the degree back to 1, we adopt the degree reduction
scheme [5] in the process of the multiplication.
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To process the multiplication, we introduce three UDF's at database servers:
NewMull, NewMul2, and MulConst. When the SEDB coordinator receives a mul-
tiplication query from the SEDB plug-in, it rewrites the query by replacing the
operator * with UDF NewMull and sends the rewritten query to all three backend
database servers. To execute NewMull, server ¢ multiplies its shares of v; and v
to compute mull; = vy * ve, and then splits mull; using (2, 3)-threshold secret
sharing scheme. The share vector {[sharei(mull;)],, ,,, [sharez(mully)]k,, .,
[shares(mull;)]k,, ., }, with each subshare encrypted by pairwise secret key, is
returned to the SEDB coordinator.

The SEDB coordinator combines the share vectors from three servers to
generate parameters of UDF NewMul2. In particular, database server i takes
parameter ([share;(mully)l,, .., [share;(mulls)l,, .., [share;(mulls)]k,, ;) to
compute mul; = 22:1 Ak * share;(mully) where {A1, A2, A3} is the first row of
the following matrix in [—(p—1)/2, (p+1)/2), and {z1, x2, x3} is the predefined
vector for secret sharing. Then, mul; is server ¢’s share of the multiplication result
using (2, 3)-threshold secret sharing scheme.

-1
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The multiplication with a constant can take two different approaches. The
SEDB plug-in can simply invoke a UDF MulConst at three backend database
servers to multiply each local share with this constant. In the case where the
value of the constant needs protected, the SEDB plug-in needs to take a similar
process as presented earlier in this section: it first splits the constant with a
(2, 3)-threshold secret sharing scheme, sends the encrypted sub-shares to each
backend database server, and executes the multiplication of two shares.

3.1.5 Division and Modulus

In SEDB, we cannot directly perform the division or modulus on the shares in the
backend database servers. Certain transformations of the operands are necessary
to support the division and modulus operations. In particular, to calculate vy /vo
or v1 % vg, we propose to generate vi =ty *%v] +11 %ty xvg and v; = t1 % Vg, where
t; and ty are non-zero integers chosen randomly from [—(p — 1)/2,(p + 1)/2).
Then we can represent the division and modulus of vy and v, as a combination
of addition, subtraction and multiplication operations on vy, vy, and v/l /0/2, ie.,
vy /vy = vll/v; —to, v1 Vg = v — v/l/vl2 % Vg + to ¥ vo. If v1 Or vy is a constant,
we can create a dummy column firstly, then the computing is the same as the
division and modulus on existing values in the database.

Division: The SEDB plug-in and the SEDB coordinator cooperate to generate
the random transformations v'l and vl2 for v; and vs respectively, and compute
the value of v; /vy based on v; and vy. In particular, the SEDB plug-in first
chooses three different polynomials of degree 1 to share 1, to and ¢ * to, then
sends the encrypted shares to the SEDB coordinator. The SEDB coordinator
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forwards the shares to corresponding backend database servers and invokes a
UDF Divl at each database server to calculate its shares of vll and UIQ. With
([sharei(t1)]k. .., [sharei(ta)]k. ., [share;(t1 * t2)]k. ,,), the server i updates the
shadow of v; with share;(vy) * share;(t1) + share;(ve) * share;(t1 *t2), and the
shadow of vy with share;(ve) * share;(t1), encrypts the shadows for the other
two servers, and returns the result to the SEDB coordinator. Then the SEDB
coordinator forwards the encrypted shadows to the corresponding servers and
invokes a UDF Div2 in each database server to reconstruct vll and v;. As a result,
each server calculates its share of v1 /vy as v; /vy — share;(ts).

Modulus: To calculate v1 % vo, the SEDB plug-in and the SEDB coordinator
take a similar process to prepare the Shamir’s (2, 3)-threshold shares of ¢y,
to, t1 * to, and update the shadows of v; and ve by invoking a UDF Mod1 at
three database servers. In the execution of Mod1, each server invokes NewMull
to generate the share vector for ¢y * vo. Then, the SEDB coordinator invokes
a UDF Mod2 at each server, which generates its share of ¢y * vo by invoking
NewMul2, recovers v'l and vlz, and generates its share of v; % vy by calculating
share;(vy) — vy /vy * share;(vy) + share;(ta * va).

3.1.6 Comparison

As the shares of the confidential values are not order-preserving in SEDB, we
perform the comparison by comparing the order-preserving transformations of
the values. For example, to compare two values vy and wve, we first compute
v} = t1*vy+tg and vy = t1xvy+ty, where ¢ is randomly chosen from (0, (p+1)/2)
and to from [—(p — 1)/2,(p + 1)/2). As a monotonic transformation, the order
of v; and v, determines the order of v1 and vs.

To calculate U/l and vl2, the SEDB plug-in prepares the three shares for t;
using a polynomial of degree 1 and a polynomial of degree 2 for ¢35, and then
sends the encrypted shares to the SEDB coordinator, which further forwards
([sharei(t1)]k...., [sharei(t2)]k. .,) to server i as the input of a UDF Comparel.
Each backend database server i executes Comparel by computing share;(t1) *
share;(v1) + share;(tz) and share;(t1) * share;(ve) + share;(t2), encrypts the
results for other two servers, and returns the encrypted results to the SEDB
coordinator. After collecting the results from all three backend database servers,
the SEDB coordinator invokes a UDF Compare2 to reconstruct v;’ and vlz at
each server using the (3, 3)-threshold secret sharing schemes, for comparison.

To compare a confidential value with a constant const, the SEDB plug-in
firstly computes t; * const 4 to, encrypts it, and sends it to each server, which
compares it with the same transformations of the confidential value.

3.2 Discussions

SEDB supports complex SQL queries that contain a combination of the above
operators. The SEDB plug-in needs to determine the order of operations, and
prepares the parameters for all the operators and sends it in one SQL query
to the SEDB coordinator. The SEDB coordinator parses the received query,
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extracts the parameters for each UDF, and then invokes multiple UDFs at the
backend database servers in order.

SEDB supports aggregation queries. SEDB processes the count () function
similarly as in the original DBMS. To calculate the sum() of data in a particular
column, the SEDB coordinator asks all servers to return the summation of their
shares for all the data in that column, and returns the result to the SEDB plug-
in for recovering the summation of that column. From the results of sum() and
count (), the SEDB plug-in can calculate the average of a particular column.
To process the min(), max(), group by, or order by operations on a column,
the SEDB coordinator invokes UDFs Comparel and Compare2 to update the
shadow of that column using its order-preserving transformation, and executes
the min(), max (), group by and order by functions on the shadow column.

SEDB supports the join of columns as well. The process of join is similar
to the comparison, that is, we process the join on the shadow columns, which
is the same order-preserving transformations of the selected columns.

Since many SQL operators process NULL differently from the execution on
non-NULL values, SEDB stores the NULL values in plaintext. Finally, SEDB
is limited in supporting certain DBMS mechanisms such as the transactions
and indexing in its current version for the complexity in multi-round processing
between the SEDB coordinator and the backend database servers.

4 Security Analysis

In this section, we analyze the security of SEDB briefly. In SEDB, the sensitive
data is split using Shamir’s threshold secret sharing scheme. The adversaries
and SEDB coordinator can never obtain any plaintext share, as they have no
keys to decrypt the transmitted encrypted shares, thus they can never infer the
sensitive data. Each database server cannot reconstruct the sensitive data from
its local shares, as it owns only one share for each data. Moreover, the servers
are assumed to be honest, they never collude with each other to acquire enough
shares to reconstruct the data. In the following, we show that the database
servers cannot infer the sensitive data from the process of the operations, either.

In SEDB, the servers with no priori knowledge of the data and queries,
cannot infer any sensitive data during the executions. To process addition, each
server summarizes its local shares and gains no information from others. To
process multiplication, each server cooperatively completes the degree reduction.
As analyzed in [5], the generated polynomial is random, and each server owns
only one share of the multiplication. To process division and modulus, each server
obtains the transformations of two confidential values v and vo, such as t; x vy +
t1 xto % vg and t1 * vo. As the randomly chosen ¢; and ¢ are different in different
processes and never reconstructed, each server cannot deduce v; and vy from the
transformations. Each server determines the order of two confidential values v
and v by the order-preserving transformation ¢1 * vy +to and t1 *x vy +to. As ty
and to are chosen randomly and differently each time, and never reconstructed,
the servers cannot infer v; and vy or other statical information (e.g., v — va,
v1/v9) from the transformations.
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SEDB prevents the curious servers inferring the sensitive data from priori
knowledge of the data and queries. The server may attempt to gain the sensitive
data from some known values (e.g., the minimum and maximum) or keywords in
some special queries. As all data are split independently, and the statical relation
of the values isn’t preserved in their shares, the server cannot deduce unknown
values from its local database. In the execution of addition and multiplication,
each server only gains its share of the result, no useful information for statical
attacks. To execute vy /vy and vq % ve, each server obtains the transformations
vll = t1 *v1 +t1 x g *x Vo and v; = to % v9. However, because 1 (or ¢2) is chosen
independently in different executions, the adversarial server cannot infer ¢; (or
to) from multiple executions; in one execution, the adversarial server cannot
deduce wvo, t1 or ty even if it knows vy, vll and v;; it can either infer v, t; even
if it knows wvs, vll and v;. Therefore, the server cannot gain any unknown value
from the known ones and their transformations in the process of division and
modulus.

For comparison, SEDB can be extended to prevent statistical attacks. In
the current version, with two known values (e.g. the maximal and minimum
values) and their order-preserving transformations, an adversary can deduce the
coefficients of the transformation, and thus infers other unknown confidential
values in the same column from their transformations. To compare vy and vs,
we extend SEDB as follows: (1) we calculate vll =1t *v] +t2 and U/Q =1 xvy +
ty, where t5 and t, are chosen independently and randomly from [1, 7]; (2) if
vy — vy > (r—1) or vy — v, > (r — 1), the order of v; and v is determined by
v/l and vlz, otherwise, the shares of v; and v are returned to the SEDB plug-in
who recovers v, and v for comparison. The value r is specified at the setup of
the database, if r is set as the size of that column, all comparison are processed
at the SEDB plug-in, which leaks no information at the cost of efficiency. In the
extended version, the adversarial server cannot infer any unknown confidential
value even it has some priori knowledge about the sensitive data, and knows the
transformation of the unknown confidential value and ¢, as it cannot distinguish
the exact value from r potential inverses of the transformation.

5 Performance Evaluation

We have implemented the prototype of SEDB, which consists of the SEDB plug-
in, SEDB coordinator and backend database servers. The SEDB plug-in and
SEDB coordinator each contain a C++ library and a Lua module. The library in
the SEDB plug-in rewrites the queries from applications, constructs the results
based on the results from the SEDB coordinator, splits and reconstructs the
confidential values, encrypts and decrypts the shares. The library in the SEDB
coordinator splits the query from the SEDB plug-in for each backend database
server, issues the query based on the replies from the servers, and constructs
the result for the SEDB plug-in. To provide transparent database service, we
adopts MySQL proxy [11] which invokes our Lua module to pass queries and
results to and from the C++ library in the SEDB plug-in. MySQL proxy is also
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deployed in the SEDB coordinator which invokes the Lua module to capture
the queries from the SEDB plug-in, and passes them to the C++ library for
further process. Each backend database server uses MySQL 5.1 as DBMS, we
implement 15 UDFs at each server to complete the computation on the shares.
The big prime p is 128 bits, and the X vector is set as {1,2,3}. The secret
sharing scheme and AES are implemented using NTL [18].

All experiments ran with three database servers, one trusted client and one
SEDB coordinator in an isolated 100 Mbps Ethernet. The database servers and
SEDB coordinator ran on identical workstations with an Intel i7-3770 (3.4 GHz)
CPU and 4 GB of memory. The application and SEDB plug-in were deployed in
one physical machine with an Intel 2640 M (2.8 GHz) CPU and 4 GB of memory.
The operating systems of all the nodes are Ubuntu 12.04. Each database server
maintains a table test, which sets id as the primary key and has two attributes
attrl and attr2.

We evaluated the processing overhead for ensuring confidentiality of sensitive
data in SEDB, by comparing each operation’s processing time in SEDB with it in
the original MySQL. We measured the average processing time by issuing a SQL
query with a single operation 100 times, to operate on test with different numbers
of rows (denoted as n). For better comparison, we classify the operations into
two classes according to the number of needed communication rounds between
the SEDB coordinator and each database server. The operations select, insert,
addition and subtraction, need only one round and belong to the first class. The
remaining ones need two rounds and are categorized into the second class.

Table 1 lists the ratio of the processing time in SEDB to that in MySQL for
the operations in the first class. To evaluate the processing time for insert, select
and addition, we use SQL queries “insert into test(attrl,attr2) values (uq,u2)”
(uy and ug are random values), “select * from test” and “update test set attrl =
attrl4attr2” respectively. As illustrated in Table 1, the overhead for operations
in the first class is modest. For insert and addition, the processing overhead is
independent of n, and is at most 3.6x and 2.31x respectively when n < 10000.
The main sources of SEDB’s overhead for insert and addition is the message
transmitting, as the critical communication path is 3 in SEDB and 1 in MySQL.

The processing overhead for select increases slightly as n increases, from
3.35x when n =1 to 7.33x when n = 10000. The overhead is increasing mainly
because the size of messages for the clients increases quicker in SEDB than in
MySQL, as the SEDB plug-in has to receive three shares instead of the original
data.

Table 2 illustrates the processing overhead for operations in the second class.
We evaluate the processing time for multiplication, division, modulus and com-
parison, using SQL queries “update test set attrl = attrl xattr2”, “update test
set attrl = attrl/attr2”, “update test set attrl = attrl % attr2” and “update
test set attrl = attrl where attrl > attr2” respectively. As among the existing
solutions, only the ones based on fully homomorphic encryption can execute the
multiplication at the servers, which introduces a overhead of 10°x [17], SEDB is
a more practical solution, whose overhead for multiplication is at most 168.41x
when n < 5000. For the operations in the second class, the processing overhead
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Table 1. The average response time for operations in the first class (in ms).

Num of rows 1 2 10 |40 |100 400 | 1000 |3000 |5000 | 10000
Insert | SEDB |5.00|5.01 5.34|5.37|5.06| 4.99| 547| 5.70| 5.73| 5.86
MySQL | 1.45]1.65/2.281.82 1.34| 1.72| 1.19 124 1.11 1.29
Ratio |3.45]3.04|2.34(295|3.78| 291 | 4.62| 4.60, 5.18| 4.56
Select | SEDB | 3.23|3.19|3.72|5.38 | 8.33 | 23.11 | 46.97 | 129.95 | 200.17 | 364.87
MySQL | 0.74/0.85{0.91|1.31|1.52| 3.47| 6.53| 14.72| 28.33| 43.80
Ratio 4.35|3.75|4.07|4.10 549 | 6.66| 7.19| 883 7.07| 833
Add |SEDB |4.65|4.55 4.79|5.11|5.82| 8.81|15.56| 32.60| 51.44| 93.79
MySQL | 1.47|1.46|1.59 1.54|2.16| 3.73| 6.08| 12.08 18.45| 35.47
Ratio [3.17]3.11]3.00|3.31|2.69, 2.36| 256, 270, 279 2.64

Table 2. The average response time for operations in the second class (in ms).

Num of rows 1 2 10 40 100 400 1000 3000 5000

Mul SEDB 9.01|10.82 | 18.14 | 41.24 | 87.53 | 273.35| 742.00|1910.84 | 3185.17
MySQL | 1.77| 1.73 1.78 1.96 2.43 3.85 5.68 12.47 18.80
Ratio 5.09 | 6.27 |10.17| 21.00 | 36.03 70.92 | 130.73 | 153.19 169.41
Div SEDB 9.10 | 14.36 | 24.95| 75.50 | 149.92 | 451.35 | 1336.40 | 6918.89 | 15391.94
MySQL | 1.81| 1.67 1.45 2.03 2.18 3.60 6.00 12.66 19.00
Ratio 5.02 | 8.62 |17.18| 37.28 | 68.63| 125.30 | 222.88 | 546.64 809.93
Mod SEDB | 10.94 | 16.05 | 45.31 | 135.35 | 296.01 | 1283.04 | 2417.34 | 6132.38 | 14270.56
MySQL | 1.73| 1.80 1.33 1.94 2.00 4.05 6.84 15.00 27.33
Ratio 6.31 8.92|33.94| 69.65|147.77 | 316.71 | 353.22 | 408.84 522.18
Compare | SEDB 9.73 | 11.59 | 21.22 | 53.72|119.97 | 304.24 | 795.89 | 2545.82 | 5671.55
MySQL | 0.86| 0.85 0.92 1.26 1.35 2.25 4.14 10.59 32.68
Ratio 11.34 | 13.69 | 23.07| 42.75| 88.72 | 135.45| 192.14 | 240.36 173.52

in SEDB increases with n, from a rather small one (10.34x for comparison when
n = 1) to 808.93x for division when n = 5000. It’s mainly because, with the
increase of n: (1) the time for the servers to complete the operations increases
quicker in SEDB than in MySQL, as the servers in SEDB have to invoke UDFs n
times; (2) the sizes of messages transmitted by the SEDB coordinator increase,
the sizes are 9zn, 15zn, 24zn, 12zn for multiplication, division, modulus and
comparison, where z is the size of the share and is 16 bytes in our evaluation.
The overhead can be reduced when the database servers and SEDB coordinator
are deployed in the cloud, where the computing resources and bandwidth are
increased remarkably.

6 Related Works

Hacigumus et al. [8] firstly proposed to provide the database as a service in
2002. They encrypt the database with a symmetric encryption, and then place
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it on the untrusted server. Hacigumus partitions the domain of each column into
several disjoint subsets and assigns each partition with a unique partition id.
When accessing the database service, the trusted client rewrites the query by
replacing the confidential value with the index of the partition that the value
belongs to. Therefore, the results from the server contains false ones which will
require the clients to postprocess it. Moreover, this scheme doesn’t support the
aggregates well, for example, when the client wants to get summation of some
column, it should acquire the entire column firstly, while each database returns
the summation of the shares to the client (SEDB plug-in) directly in SEDB.

CryptDB [13] is a more practical solution. It uses different cryptosystems
to support different types of queries, and maintains up to four columns for one
column in the original database. CryptDB cannot ensure the consistency of the
different shadow columns for one original column which makes the result of some
queries false. For example, when an addition is executed on the column encrypted
using Paillier [12], the data in other columns are stale. In SEDB, there is only
one column that stores the shares which ensures the correctness of the results.
Moreover, CryptDB cannot support SQL queries involving the multiplication or
division as it does not adopt any cryptosystem that can handle multiplications.

MONOMI [17] extends CryptDB to support more SQL queries by splitting
client /server execution of complex queries, which executes as much of the query
as is practical over encrypted data on the server, and executes the remaining
components on trusted clients, who will decrypt the data and process queries
further. SEDB provides the transparent database service and doesn’t require the
modification on the clients. Cipherbase [2] provides secure database outsourcing
services with the trusted hardware on the untrusted server. The trusted hardware
executes arbitrary computation over the encrypted data.

Threshold secret sharing scheme has also been used to provide secure data-
base outsourcing services. Existing works mainly focus on improving the per-
formance for retrieval. Tian [16] builds a privacy preserving index to accelerate
query. Agrawal [1] utilizes hash functions to generate the distribution polynomi-
als to achieve efficient retrieval. AS5 [9] preserves the order of the confidential
values in their shares by choosing the appropriate polynomials, to make query
execution efficient. However, these schemes need to know the distribution of the
data in advance, and doesn’t support the update on the data.

7 Conclusion

In this paper, we propose a secure database oursourcing scheme (SEDB) to
ensure the confidentiality of the outsourced database. SEDB is based on Shamir’s
threshold secret sharing scheme, in which the sensitive data is split into three
shares and stored in three independent, honest-but-curious servers. In SEDB, the
database servers execute functions over the shares without recovering the data.
The execution is leaded by a honest-but-curious SEDB coordinator, which makes
the servers cooperatively execute the operation. SEDB supports the functions
including insert, select, addition, subtraction, multiplication, division, modulus
and comparison, and provides continuous database outsourcing services.
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A Appendix

We describe a sample of the message exchanges in SEDB for each operation in
Fig. 2. In particular, we assume the application operates on the table test, which
sets id as the primary key, and has three attributes attrl, attr2 and attr3. The
table shadowtest is the shadow of test.

Application SEDB plug-in SEDB coordinator Database server i
insert [insertinto test(atrl) values(v) | insert into test(attr1) values(encshares(v)) insert into test(attrl) values(DecShare(encshares(v)[i]))
select select attr] from test select attr] from test select EncShare(attrl) from test

addition  |update test set attr3=attr +attr2) update test set attr3=attr]+attr2 update test set attr3=NewAdd(attr] attr2)

update test set attr3=attr] *attr’ update test set attr3=attr] *attr2 select NewMull(att1,attr2.id) from test

encshares(attr] *attr2)[i] sorted by id

multiplication|
update set attr3=NewMul2(
{encshare(attr1 *attr2)[j][i] | j=0,1,2})
update test set attr3=attrl/attr2| ~ update test set attr3=NewDiv(attl attr2, select Divl(att] attr2,encshares(t))[i],
t1).encshares(t,) ") encshares(t,)[i]. encshares(t *t,)[il. id) from test
division encshares(attr1")[i], encshares(attr2')[i] sorted by id
update test set attr3 = Div2(encshares(attrl'), encshares(attr2"))|
update test set attr3 = update test set attr3=NewMod(att1 attr2, select Mod1(attl attr2,encshares(t,)[i],
attr]%attr2 I t;),encshares(t). h %)) encshares(t;)[i], encshares(t, *t,)[i], id) from test
modulus encshares(attr]')[i], encshares(attr2')[i],
encshares(attr2*t,)[i] sorted by id
update test set attr3 = Mod2(encshares(attrl"),
encshares(attr2'), {encshares(attr2*t,)[j][i] [j=0,1,2})
select 1 from test where select 1 from test where NewCompare(
attrl>attr2 attr] attr2,encshares(t, ),encshares(ty))>0 select Comparel(attrl, attr2, encshares(t1)[i],
b 2)[i], id) from test
comparison encshares(attr]')[i], encshares(attr2')[i] sorted by id

update shadowtest set attr|=Compare2(encshares(attrl")),
attr2=Compare2(encshares(attr2'))

select 1 from test where id=shadowtest.id &&
shadowtest.attr1">shadowtest.attr2'

Fig. 2. The message exchange in SEDB.

To execute insert, the SEDB plug-in replaces the confidential value v with
its encrypted share vector encshares(v), the SEDB coordinator invokes a UDF
DecShare with the corresponding encrypted share encshares(v)[i] at database
server 7, which decrypts the share and stores it in test. For select and addition,
the SEDB plug-in doesn’t modify the SQL queries, while the SEDB coordinator
invokes a UDF EncShare to get the encrypted shares from server i to complete
select, and a UDF NewAdd to make server ¢ execute the addition of the columns.

In the process of multiplication, the SQL query is transmitted to the SEDB
coordinator without modification, who firstly invokes a UDF NewMull at each
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server i. Server ¢ sorts the rows in test by id, generates the share vector for the
multiplication of its local shares of values in columns attrl and attr2 in order,
then returns the encrypted share vectors encshares(attrlxattr2)[i]. On receiving
the replies from three database server, the SEDB coordinator constructs the
parameter for a UDF NewMul2 as in Sect.3.1.4, and invokes it to complete the
degree reduction.

To execute division and modulus, the SEDB plug-in firstly chooses ¢; and
to for each row in test and generates the encrypted share vectors for each tq,
to and t1 * to, then it invokes NewDiv and NewMod at the SEDB coordinator. To
process the NewDiv, the SEDB coordinator firstly invokes a UDF Div1 to get the
encrypted shares of v; and v, (encshares(attrl’)[i] and encshares(attr2')[i]) of
all rows ordered by id in test from server i; then the SEDB coordinator com-
bines them to generate encshares(attr2’) and encshares(attr2'), and invokes
Div2 to complete the division at each server. For NewMod, by invoking a UDF
Mod1, the SEDB coordinator gains encshares(attrl’)[i] and encshares(attr2')[i]
as in the process of Div1, together with the encrypted share vector (encshare
(attr2 = t2)[i]) of the multiplication of the corresponding local shares of attr2
with the share of t5 from server i, where encshare(attr2  to)[i] is also ordered
by id. Then, the SEDB coordinator recombines the encshare(attr2 = t2)[i] as
in Sect. 3.1.4, and invokes a UDF Mod2. To execute Mod2, each database server
firstly complete the degree reduction as in NewMul2 to get its share of attr2 xtq,
then calculates its share of the modulus as described in Sect. 3.1.5.

To compare two columns in test, the SEDB plug-in invokes the NewCompare
with the encrypted share vector of ¢; and ¢ty at the SEDB coordinator. The
coordinator firstly invokes a UDF Compare1l at each server i, to get the encrypted
shares of ¢, and t, of all rows ordered by id in test from server i, then combines
them to update the shadowtest through a UDF Compare2, finally the coordinator
sends a query to make each server complete the comparison on the shadowtest.
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Abstract. In this paper, we investigate how to implement Direct
Anonymous Attestation (DAA) on mobile devices, whose processing and
storage capabilities are limited. We propose a generic framework provid-
ing a secure and efficient DAA functionality based on ARM TrustZone.
Our framework is flexible enough to support multiple DAA schemes, and
is efficient by leveraging the powerful ARM processor in secure mode
to perform computations originally delegated to the Trusted Platform
Module (TPM). Besides, our framework uses an SRAM PUF commonly
available in the On-Chip Memory (OCM) of mobile devices for secure
storage of user signing keys, which achieves a low-cost design. We present
a prototype system that supports four DAA schemes on real TrustZone
hardware, and give evaluations on its code size and performance together
with comparisons of the four schemes with different curve parameters.
The evaluation results indicate that our solution is feasible, efficient, and
well-suited for mobile devices.

Keywords: Direct anonymous attestation - Mobile devices - ARM
TrustZone - Physical unclonable functions - Performance evaluation

1 Introduction

Modern mobile devices provide lots of compelling capacities allowing the realiza-
tion of various applications such as mobile payment and mobile ticketing, which
bring many benefits to users. However, the widespread use of mobile applications
poses a serious threat to user privacy. In particular, authentication is a prerequisite
for proper access control to many services, but it often leads to the identification of
users. This issue can be resolved by anonymous credential systems [15,16], which
allow anonymous yet authenticated and accountable transactions between users
and service providers. In an anonymous credential system, users can authenticate
themselves by proving the possession of credentials without revealing any other
information. However, without additional countermeasures, an adversary could
share a legitimate user’s credential by just copying all necessary authentication
data, such that he can gain unauthorized access to services without being detected.
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To some extent, this problem can be effectively solved by Direct Anonymous
Attestation (DAA), which uses hardware security features to protect authenti-
cation secrets. DAA was first proposed by Brickell, Camenisch, and Chen [11]
for remote anonymous authentication of the Trusted Platform Module (TPM),
and it is an anonymous credential system designed specifically to encapsulate
security-critical operations in the TPM. In a DAA scheme, a signer proves pos-
session of his credential to a verifier by providing a DAA signature, and the
TPM is responsible for protecting the secret signing key, such that other enti-
ties even the host the TPM embedded in are prevented from learning it and
hence from producing a valid signature without interaction with the TPM. The
original DAA scheme [11], which we call BCCO04, is based on the strong-RSA
assumption, and to achieve better efficiency, researchers have constructed DAA
schemes with elliptic curves and pairings [12-14,17,19,20], which we call ECC-
DAA in this paper. To date, DAA has gained lots of favor with standard bodies
[2,4,18,40,41] and industry, which makes it have better prospects for practical
applications than other anonymous credential systems.

Although DAA is attractive for mobile anonymous authentication, realiz-
ing DAA on mobile devices with reasonable efficiency and cost while preserving
security is a non-trivial task. The major challenge is that DAA requires com-
plex cryptographic computations, making its use on mobile devices which have
limited power and processing capabilities rather difficult. The problem is exacer-
bated by the sheer number of different DAA schemes that have been proposed,
since real-world applications involve plenty of service providers adopting various
DAA schemes, which should all be supported by the user’s device. Furthermore,
demanding computations originally performed by the TPM put high require-
ments on the security of the execution environment of the signer’s device. In
addition, DAA requires secure storage on the device for protection of signing
keys that must not be copied and moved to a different device, while mobile
devices typically do not provide sufficient secure persistent storage.

In this paper, we investigate how to implement DAA on mobile devices with
sufficient security, high efficiency and minimum overhead, and present the Mobile
Direct Anonymous Attestation frameworK (Mdaak), a generic framework that
allows multiple DAA schemes to be integrated into it. Mdaak is carefully crafted
to provide an efficient and low-cost implementation of DAA schemes without
the expense of security. It leverages the Trusted Execution Environment (TEE)
provided by ARM TrustZone which is available on many mobile devices to per-
form security-critical computations, and uses a secret extracted from the on-chip
SRAM PUF (Physical Unclonable Function) as the root of trust for storage of
the device key and user signing keys.

1.1 Our Contributions
The contributions of this paper are summarized as follows:

— We propose a framework that allows implementation of DAA on mobile
devices with a perspective focusing on generality and performance. The frame-
work is flexible enough to support variant DAA schemes and enables elastic
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DAA scheme selections and updates. It leverages the TEE provided by Trust-
Zone to obtain the full power of the processor for security-critical operations,
which leads to a simpler and more efficient DAA implementation and obviates
the need for any additional security hardware, e.g., smart cards or the TPM.

— We propose a cost-effective approach for secure storage of user signing keys.
We extract a secret from the on-chip SRAM PUF, which is commonly available
on current System-on-Chips (SoCs), and securely store user signing keys using
the secret. The physical unclonable property of the SRAM PUF can prevent
copying of user signing keys, and this approach requires no additional secure
non-volatile memory, which decreases the cost of devices.

— We implement a prototype of Mdaak on real TrustZone hardware. The proto-
type realizes four typical ECC-DAA schemes. To the best of our knowledge,
this is the first practical implementation of multiple variants of ECC-DAA on
TrustZone-enabled platforms.

— We perform a thorough performance evaluation on the four ECC-DAA
schemes with different security levels, and the results show that our proto-
type is efficient. Based on the results, we give our suggestions on how to select
DAA schemes and curve parameters for real-world application scenarios.

1.2 Outline

The remainder of this paper is organized as follows. We provide background infor-
mation in Sect. 2. The objectives and thread model of our framework is described
in Sect. 3. We describe the design of our framework in Sect.4. Our implemen-
tation and evaluation are described in Sects.5 and 6, respectively. Finally, we
explore related work in Sect. 7 and conclude our work in Sect. 8.

2 Background

In this section, we present the background technologies and concepts used in
this paper.

2.1 ARM TrustZone

TrustZone [7] is a hardware security technology incorporated into ARM proces-
sors, which consists of security extensions to an ARM SoC covering the proces-
sor, memory, and peripherals. TrustZone enables a single physical processor to
execute code in one of two possible operating modes: the normal world and
the secure world, which have independent memory address spaces and different
privileges. TrustZone-aware processors propagate the security state into AMBA
AXIT bus to achieve Broad SoC security, which ensures that normal world com-
ponents cannot access secure world resources and constructs a strong perimeter
boundary between the worlds. Security-critical processor core status bits and
System Control Coprocessor registers are either totally inaccessible to the nor-
mal world or access permissions are strictly under the control of the secure world.
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For the purpose of switching worlds, a special monitor mode exists in the secure
world, and the secure monitor acts as a virtual gatekeeper controlling migration
between the worlds. The monitor generally saves the state of the current world
and restores the state of the world at the location to which it switches. It then
restarts processing in the restored world by performing a return-from-exception.
To summarize, a TrustZone processor can be seen as two virtual processors with
different privileges and a strictly controlled communication interface.

2.2 Physical Unclonable Functions and Fuzzy Extractors

Physical Unclonable Functions [35] are functions where the relationship between
input (or challenge) and output (or response) is defined via a physical system,
which has the additional properties of being random and unclonable. The sys-
tem’s unclonability originates from random variations in a device’s manufactur-
ing process, which cannot be controlled even by the manufacturer. A PUF takes
a challenge as its input and generates a unique but noisy response as its output.
The uniqueness property of PUFs can be used to store a secret key [42], but
the noise in responses should be eliminated first. Algorithms known as fuzzy
extractors [24] can solve this issue, which leverage non-secret helper data to
work around the noisy nature of responses. A fuzzy extractor consists of a pair
of procedures: generate (Gen) and reproduce (Rep). The Gen procedure extracts
a key k from the PUF’s response r and generates a helper data H, which is not
sensitive. The Rep procedure reproduces k from a noisy response r’ under the
help of H.

PUFs provide significantly higher physical security by extracting keys from
complex physical systems rather than storing them in non-volatile memory.
Additionally, PUFs are cost-effective, since they are the results of a preexist-
ing manufacturing process and do not require any additions, such as a special
manufacturing process or programming and testing steps. In this paper, we focus
on SRAM PUFs [27], which take an SRAM cell’s address as the challenge and

return its power up value as the response.

3 Objectives and Threat Model

In this section, we formulate objectives of Mdaak and discuss the threat model.

3.1 Objectives
Mdaak is designed to meet the following three objectives:

— Security. The main object of Mdaak is to prevent the adversary from being
able to impersonate a legitimate user. While attacks against the authentication
procedure are prevented by DAA protocol designs, Mdaak must protect user
signing keys from being accessible or forged by the adversary. More specifically,
the framework has to ensure that: (1) the adversary cannot access signing
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keys stored on mobile devices; (2) he cannot exploit or modify the security-
critical code that processes signing keys (the key-processing code). Therefore,
Mdaak should possess secure storage only accessible by the key-processing
code, isolate the key-processing code from other code and preserve its integrity.

— Practicability. Mdaak should be based on widely used hardware compo-
nents and compatible with software environments on mobile platforms. Its
implementation cost must be low and suitable for embedded devices, and the
requirements for additional hardware components should be as little as possi-
ble. The imposed performance of Mdaak must be feasible for mobile devices,
and users should not notice significant delay while they authenticate to service
providers.

— Flexibility. To meet various requirements from service providers and users,
Mdaak should support different DAA schemes and allow configurations and
updates of DAA schemes and curve parameters.

3.2 Threat Model

We assume that there is secure anonymous communication between a mobile
device and other entities, such as issuers, service providers, and other mobile
devices. Mdaak protects the DAA functionality against the following adversary:

— The adversary can perform software attacks. He can compromise the mobile
OS or existing applications and access Mdaak interfaces, which are provided
through specific TrustZone mechanisms.

— The adversary can obtain physical access to user devices. He can reboot the
mobile platform and gain access to data residing on persistent storage. How-
ever, he is not able to tamper with the TrustZone hardware or mount success-
ful side-channel attacks [34].

4 Design

To build an efficient and economical DA A framework that guarantees the security
of signing keys, we propose to implement the DAA functionality in a software-
only way, run the software on the TrustZone-enabled hardware, and adopt the
on-chip SRAM PUF to extract a secret as the root of trust for storage of signing
keys. The framework runs security-critical operations in the TEE provided by
TrustZone, which makes it can leverage the full power of the processor to obtain
great performance. Furthermore, protected by the secret extracted from the
SRAM PUF, signing keys can be stored in the insecure non-volatile memory such
as flash and SD cards, which eliminates the need for secure persistent storage
and makes our design inexpensive. Additionally, as the DAA functionality of the
framework is implemented by software, it is flexible and extensible.

Figure 1 shows the detailed design of the Mdaak architecture and an overview
of how components interact with each other. The framework contains three major
components: a small security-sensitive component DAA Trustlet and a larger
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Fig. 1. Mdaak architecture.

untrusted component DAA Service, which together provide the DAA function-
ality, and a key management component Key Manager. DAA Service runs in the
normal world, while DAA Trustlet and Key Manager run in the secure world and
are isolated via TrustZone from all code running in the normal world.

In the remainder of this section, after a brief introduction to the basic prim-

itives of Mdaak, we describe the components of Mdaak and our secure storage
for signing keys, and then discuss the security of our design.

4.1 Mdaak Primitives

We use KDFy(m) to denote a Key Derivation Function (KDF), which derives
new keys from a string m using a key k.

1.

Root of Trust. Mdaak extracts a unique secret s from start-up values of
the on-chip SRAM PUF using a fuzzy extractor. s serves as the root of trust
for storage, since it derives the device key and the storage root key, which
securely stores user signing keys.

Device Key (DK). It is a device-specific key pair dk = (dsk, dpk) derived
from s and computed as follows: dk = KDFg(‘identity’), where ‘identity’ is
a value used to differentiate the uses of the KDF. The private part dsk is
available only inside the TEE. The public part dpk should be certified by a
trusted authority. Typically, the device manufacturer will perform the cer-
tification at the time of the device manufacturing process: it signs dpk and
issues the device certificate dcert, which is used for platform authentication
to promise that dpk belongs to a device supporting Mdaak.

Storage Root Key (SRK). It is a symmetric key srk derived from s,
i.e., srk = KDF4(‘storage’), where ‘storage’ is also a value used to differen-
tiate the uses of the KDF. The SRK is the root key for secure storage and
used to generate other storage keys.
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4. Storage Key. It is a program-specific symmetric key derived from the SRK
using the program identifier, which is a digest of the program’s code. More
specifically, for DAA Trustlet, its storage key sk is computed as follows:
sk = KDFgk(H(DAA Trustlet)), where H(DAA Trustlet) is the digest of DAA
Trustlet’s code.

4.2 Mdaak Components

As shown in Fig. 1, Mdaak is split into the normal world and the secure world
of TrustZone: the normal world hosts DAA Service and the mobile OS contain-
ing NW-Driver, while the secure world hosts DAA Trustlet, Key Manager and the
secure OS kernel containing SW-Driver. DAA Service and DAA Trustlet are com-
ponents providing the DAA functionality, and DAA Service invokes DAA Trustlet
through the GP TEE Client API [26], which leverages NW-Driver to communi-
cate with the secure world. Key Manager is a component used for controlling the
usage of keys. Crypto Library in both worlds provide cryptographic algorithms
for other components. The SRAM PUF is used to extract the unique secret s,
which is the seed for deriving the DK and SRK. In the following, we present a
more detailed description.

1. Key Manager. It generates the primitives described in Sect. 4.1 and provides
the seal and unseal functions to protect signing keys for DAA Trustlet. The
technical details of the seal and unseal functions will be described in Sect. 4.3.

2. DAA Service. It is the central component running all DAA protocols and
offering the DAA functionality for mobile applications. This service executes
the computations of DA A protocols on the host side and manages the storage
of DAA public keys, credentials, and sealed signing keys. It consists of the
following four components:

— DAA Software Stack: provides mobile applications with DAA interfaces.
It receives a DAA request from a mobile application and transfers the
request to Host Engine, which processes the request. Then, it returns the
result to the mobile application.

— Host Engine: executes the computations of DAA protocols on the host side.
It includes different engines each of which is responsible for executing one
specific DAA scheme. It invokes Storage Manager to access DAA public
keys and credentials, and sends requests to Command Library for security-
critical computations.

— Storage Manager: controls the storage and access of DAA public keys,
credentials, and sealed signing keys, which are stored in the insecure per-
sistent memory of the mobile device.

— Command Library: provides interfaces that enable Host Engine to inter-
act with DAA Trustlet. It takes a request from Host Engine, invokes DAA
Trustlet through the GP TEE Client API, and returns the result from
DAA Trustlet to Host Engine.

3. DAA Trustlet. It is the core component that operates on user signing
keys. Specifically, it performs computations originally delegated to the TPM,



38 Q. Zhang et al.

i.e., the computations of DAA protocols on the TPM side, and contains the
following two components:

— Command Handler: receives a request from SW-Driver and transfers it to
Trusted Engine, which processes the request. Then, it forwards the result
returned by Trusted Engine to SW-Driver.

— Trusted Engine: executes the computations of DAA protocols on the TPM
side. Similarly to Host Engine, it supports different engines each of which is
responsible for executing one specific DAA scheme. It invokes Key Manager
to seal/unseal signing keys.

4.3 Storage Support

Key Manager is used to protect signing keys of DAA Trustlet from being obtained
by adversaries from the normal world and other trustlets running in the secure
world. We achieve this goal by letting Key Manager: first derive a storage key by
leveraging a fuzzy extractor, which takes as input the SRAM PUF initial data,
and then provide seal and unseal functions, which use the storage key to protect
signing keys. The unclonable property of the SRAM PUF prevents signing keys
from being copied and shared. As the storage key is generated during runtime, it
does not require specific secure non-volatile memory. In this section, we describe
how to extract a unique, persistent, device-specific secret s from the SRAM PUF
initial data and the seal and unseal functions.

Secret Extraction. The secret s is associated with the device by the manu-
facturer when the device is in the production facility. The Gen procedure of the
fuzzy extractor takes as input the on-chip SRAM initial data r and a randomly
selected large value s, and then performs the following steps:

1. Encode s with the BCH error correction code to obtain a code C = BCHgpc(s).

2. Create the helper data H=C®r.

3. Use s as the seed to derive the device key dk = KDF(‘identity’), and issue
the device certificate dcert by signing the device public key dpk.

4. Store H and dcert in the device’s insecure non-volatile memory.

After the manufacturer associates the device with the secret s, Key Manager
can re-generate s by running the Rep procedure of the fuzzy extractor. The
Rep procedure proceeds as follows: it takes as input the on-chip SRAM start-up
values ', which is a noisy variant of the initial SRAM start-up values r, generates
a noisy BCH code C' = ' @ H using r’ and the helper data H, and transfers code
C’ to the BCH decoder, which eliminates noise and generates the same s that the
manufacturer selects during the Gen procedure. Finally, the DK and SRK are
derived from s by dk = KDF(‘identity’) and srk = KDF;(‘storage’), respectively.

Key Sealing and Unsealing. The seal function binds data to some trustlet
by encrypting the data with the storage key derived from the identifier of the
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trustlet, while the unseal function yields the data contained in the sealed enve-
lope. In the following, we describe how DAA Trustlet protects signing keys using
the seal and unseal functions.

As described in Sect. 4.1, sk, which is derived from the SRK and the digest
of the DAA Trustlet’s code, is used to seal user signing keys. To seal signing
keys, the seal function generates two symmetric keys ck and ik from sk. ck is a
confidentiality key used for encrypting signing keys, and ik is an integrity key
used for computing an integrity check on the encrypted signing keys to protect
their integrity. Unsealing is the reverse: using the digest of DAA Trustlet to
derive sk from the SRK, computing ck and ik, using ik to check the integrity of
the encrypted signing keys, and finally decrypting signing keys using ck. Since
sk is device-specific and program-specific, signing keys are inherently bound to
DAA Trustlet of the specific device, thereby being kept privy to other trustlets
on the device and prevented from being copied to other devices.

4.4 Security Analysis

In this section, we revisit the security objectives of Mdaak identified in Sect. 3.1
and informally reason how Mdaak achieves those objectives.

Secure storage of user signing keys. We achieve this by sealing signing
keys before storing them in the insecure non-volatile memory. The integrity
and confidentiality of signing keys are protected by an integrity check and an
encryption, respectively. The sealing key is derived from the SRK using the
identifier of DAA Trustlet, and the SRK is extracted from the SRAM PUF initial
data, which is only available in the secure world (as after the initial data of the
SRAM is obtained by the secure world, it is erased). Therefore, signing keys will
never be disclosed to any entity other than DAA Trustlet and cannot be copied
and moved to other devices.

Protection of the key-processing code. The key-processing code con-
tains two components: Key Manager and DAA Trustlet. The integrity of these
components can be verified by the BootROM during the system booting: this is
done by measuring the image of the secure OS kernel and comparing the result
with a hash value signed by the manufacture. It’s common for the BootROM
to provide the verification ability in devices supporting secure boot, such as the
Zyng-7000 SoC [37] and iOS platforms [6]. The runtime protection of the key-
processing code is guaranteed by the memory isolation provided by TrustZone,
which ensures that the key-processing code executing within TEE cannot be
affected by code running in the normal world.

5 Implementation

We prototyped Mdaak on real TrustZone hardware and leveraged existing open
source software.
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5.1 Hardware Testbed

We choose a development board Zyng-7000 AP SoC Evaluation Kit [44]. It is
TrustZone-enabled and equipped with dual ARM Cortex-A9 MPCore, 1GB of
DDR3 Memory, and an On-Chip Memory (OCM) module consisting of 256 KB
of SRAM and 128 KB of ROM (BootROM). Although Zyng-7000 AP SoC has
256 KB of on-chip SRAM, it is initialized by the BootROM once the board is
powered on, preventing us from reading its initial data. We then use an SRAM
chip that is of the type IS61LV6416-10TL [29] to serve as our SRAM PUF.
This SRAM chip is equipped in a board [5] whose core is the ALTERA Cyclone
IT EP2C5T144 chip. In our implementation, the SRAM initial data is trans-
ferred to the Zynq development board by an FPGA implementation of Univer-
sal Asynchronous Receiver /Transmitter (UART) in Verilog hardware description
language. A UART receiver in the Zynq board receives the SRAM data via a
General Purpose I/O pin and stores the data in a RAM cache. Then the CPU
can fetch the SRAM data in the RAM cache via the AXI bus.

5.2 Software Implementation

There are two types of ECC-DAA variants: LRSW-DAA whose security is based
on the LRSW assumption [31] and SDH-DAA whose security is based on the
g-SDH assumption [10]. We implemented four typical ECC-DAA schemes,
including two LRSW-DAA schemes (BCL08 [12], CPS10 [19]) and two SDH-
DAA schemes (CF08 [20], BL10 [14]). To achieve maximum efficiency, the pro-
totype code is developed in the C language. Communication between the secure
and normal worlds is through the GP TEE Client API. Furthermore, we use
the Pairing-Based Cryptography (PBC) library [30] as Crypto Library of the two
worlds for elliptic curve arithmetic and pairing computation.

Secure World. The secure world runs the Open Virtualization SierraTEE,
which provides a basic secure OS in the secure world of TrustZone and is com-
pliant with the GP’s TEE Specifications [25].

For Key Manager, the fuzzy extractor is based on an open source BCH code
[32], which can build BCH codes with different parameters. We customize a
[1020,43,439]-BCH code based on [32] and optimize the source code to make
it require less than 40KB memory. The [1020,43,439]-BCH code can decode a
noisy 1020 bits message whose errors are less than [493/2] = 219 bits, and
obtain 43 “error-free” bits. As the secret s is of length 256 bits, we require at
least [256/43] * 1020 = 6120 bits SRAM initial data and need to run the BCH
code [256/43] = 6 times. In addition, we implement the KDF of asymmetric
keys using the RSAREF library [36], and use the KDF from SP800-108 [33] for
the generation of symmetric keys. We use AES and HMAC-SHA1 to implement
the seal and unseal functions, and use SHA1 to compute the identifier of DAA
Trustlet.

To build DAA Trustlet, we leverage an open-source project TPM Emula-
tor [39]. The project provides the implementation of a software-based TPM
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emulator, which contains the DAA functionality of BCC04 [11] but does not
provide any ECC-DAA functionality. To implement DAA Trustlet with a small
size of code, we remove unnecessary command processing code from the emulator
and only keep the necessary code, such as command handling and parsing code
and DAA command processing code. We then develop four ECC-DAA trusted
engines, which provide the cryptographic operations for the four ECC-DAA
schemes on the TPM side. Finally, we change the DAA command processing
code in the emulator to interact with the new ECC-DAA engines.

Normal World. In the normal world, we run a Linux OS with kernel version
3.8. NW-Driver and the GP TEE Client API are provided by the SierraTEE
project. We now briefly describe the realization of two components: DAA Service
and an application DAA Tester, which is used to evaluate DAA Service.

We leverage the libtpm library [28] to implement DAA Service, which pro-
vides a low level API to TPM command ordinals. We add DAA function code to
libtpm and borrow the TPM utility function code (tpmutil) of libtpm to inter-
face to DAA Trustlet. Specifically, we (1) develop four ECC-DAA host engines
performing the computations of the four ECC-DAA schemes on the host side,
(2) add command processing code to interact with the engines, (3) change the
I/O interface to invoke the GP TEE Client API to interact with DAA Trust-
let, and (4) add Storage Manager to control the storage of DAA public keys,
credentials, and sealed signing keys.

To allow an evaluation that does not take the network latency and through-
put into account, we implemented an application DAA Tester in the normal
world, which serves the issuer functionality as well as the verifier functionality.
In particularly, DAA Tester can

1. run as an issuer: generate its secret key and DA A public key, and invoke DAA
Service to execute the Join protocol.

2. run as a verifier: generate a basename, a message, and a nonce, invoke DAA
Service to generate a DAA signature, and verify the signature received from
DAA Service.

6 Evaluation

In this section, we first give a description of the elliptic curve choices in our
evaluation. Afterwards, we present the code size of the prototype and perform
a performance evaluation. Finally, we give our suggestions on the selection of
DAA schemes and curve parameters on TrustZone-enabled platforms.

6.1 Curve Parameters

The selection of elliptic curve parameters impacts both the credential and sig-
nature sizes and the computational efficiency. For the evaluation, we use eight
different elliptic curves offering varied levels of security. Table1 presents the
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Table 1. Description of the elliptic curve parameters used in our evaluation

Curve k | R(G1) (bits) | R(Gr) (bits) | S (bits)
SS512 2512 1024 80
SS768 2768 1536 96
MNT160| 6160 960 80
MNT224| 6224 1344 96
BN160 12160 1920 80
BN192 121192 2304 96
BN224 12| 224 2688 112
BN256 | 12256 3072 128

curve choices along with relevant details. Let k denote the embedding degree,
R(G;) (i =1,T) denote the approximate number of bits to optimally represent
an element of the group G;, and S denote an estimate of the security level,
which is the number of operation required to break a cryptographic algorithm.
For symmetric pairings, we choose two supersingular (SS) curves over a prime
finite field with & = 2 according to [1]. For asymmetric pairings, based on [3],
we consider two MNT curves with £ = 6 and four BN curves with £ = 12.

6.2 Code Size

We use the metric of lines of code (LOC) to measure the code size of our imple-
mentation, and the result is shown in Table2. For DAA Trustlet, DAA Service,
and DAA Tester, column Main refers to the main function’s code size, the fol-
lowing four columns respectively denote the code size of a specific engine, and
column Total refers to the whole code size of the component. For other com-
ponents, we only measure their total code size and label ‘-’ in other columns.
In addition, row Secure World and Normal World show the overall code size
for the secure and normal worlds, respectively. The total size of our prototype
is about 71.6 KLOC: the secure world components comprise 35.9 KLOC, and
the normal world components comprise 35.7 KLOC. Generally, the code size of
our implementation is small enough to be run on mobile devices. Note that in
both worlds, more than 83 % of the overall size is consumed by PBC library. As
we have made no effort to strip unused content from PBC library, significant
reductions in code size are readily attainable.

6.3 Performance

This section presents a performance evaluation of Mdaak. We evaluate Mdaak
through a series of experiments on the four DAA schemes with different curve
parameters listed in Sect. 6.1. In total, we conduct 20 experiments: two for BCLO08
(using SS512 and SS768 respectively), six for each of the rest three schemes
CPS10, CF08, and BL10 (using MNT160, BN160, MNT224, BN192, BN224,
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Table 2. Code size of our implementation (in LOC)

Component Main | BCL08 | CPS10 | CF08 | BL10 | Total

PBC library |- - - - - 29.9K
Key Manager |- - - - - 3.9K
DAA Trustlet | 887 |344 269 301 272 2.1K
Secure World | - - - - - 35.9K

PBC library 29.9K
DAA Service |971 |489 347 400 | 408 2.6K
DAA Tester 45 | 783 787 811 | 751 3.2K
Normal World 35.7K

and BN256 respectively). The security levels of the DAA schemes in our exper-
iments range from 80 bits to 128 bits. For each security level, we measure the
performance of the individual scheme using the specified curve and compare the
results with each other. The obtained performance results for each security level
of the DAA schemes are analyzed in the following.

80-bit security level. Figure 2 plots the evaluation results of seven exper-
iments for 80-bit security level, showing the execution time of all entities. For
the Sign process, we measure the performance results of each world. The SW
Signing refers to the execution time in the secure world, while the NW Signing
denotes the execution time in the normal world. The Verification refers to the
performance of the Verify process, which is represented by the vertical axis on
the right. The results show that for the Sign process, the CPS10 scheme using
MNT160 outperforms others and takes 60.7 ms, while for the Verify process, the
BL10 scheme using MNT160 is most efficient and costs 142.2 ms.

96-bit security level. Figure 3 shows the performance results of seven
experiments for 96-bit security level. It clearly demonstrates the performance
advantages of CPS10 using BN192 in Sign and BL10 using MNT224 in Verify, and
they take on average 104.7 ms and 254.3 ms, respectively. For CPS10, the signing
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Fig. 2. Execution time of DAA schemes with 80-bit security level (in ms).
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performance using MNT224 is only slightly slower than the signing performance
using BN192. However, it requires about 445.4ms to complete a verification
using MNT224 but about 2322.7ms using BN192. Therefore, for this scheme,
using MNT224 at 96-bit security level is more competitive than using BN192.

Higher security level. Figure 4 presents a detailed overview of execution
times of experiments with two higher security level: (1) 112-bit and (2) 128-bit.
From the figure, it is apparent that the signing performance of CPS10 is always
much higher than CF08 and BL10. For 112-bit and 128-bit security level, its
signing time is about 105.5ms and 133.9 ms, respectively. Moreover, the verifi-
cation efficiency of BL10 exceeds the other two schemes for both security levels.
With 112-bit security level it requires 360.1 ms for a verification, and with 128-bit
security level it requires 450.8 ms for a verification.

As can be concluded from the results presented in Figs.2, 3, and 4, execu-
tion time varies with the DAA scheme and the curve parameter. Depending on
the scheme and curve, signing lasts about 60.7 ms—1377.9 ms, and verification is
done within 142.2 ms—2835.5 ms. Six of the 20 experiments require more than 2s
to verify a signature, which may seem like a long time for realistic use, while note
that verification is a less critical factor regarding mobile device performance, as
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Fig. 4. Execution time of DAA schemes with 112-bit and 128-bit security level (in ms).
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it is generally performed on powerful server machines. Overall, the results of our
practical evaluation show that the implementation of our framework provides
promising performance, and all the four DAA schemes are competitive in terms
of performance, even for the Verify process. It is obvious that DAA can be imple-
mented efficiently enough on mobile devices, and our framework is feasible and
well suitable for mobile environment.

6.4 Suggestions

Through above measurement results, we find that the choice of DAA schemes
and curve parameters has a big effect on the performance. As efficiency is an
important factor when deploying DA A in practice, we give our suggestions on the
selection of DAA schemes and elliptic curves for different application scenarios
in the following.

— For the most common application scenarios, where users authenticate them-
selves to a powerful server through low-power computing devices, the signing
efficiency of DAA schemes is crucial, as users will hardly accept a long waiting
time. Then CPS10 will be the best choice.

— In some applications, authentication servers may have low performance or there
may be alarge number of verification requests to an authentication server. Then
verification becomes a performance bottleneck. BL10 is well suitable for this
type of applications, as it achieves high performance on verification.

— For applications with low security requirements, where security level less than
96-bit is enough, MNT curve is more practical, as it is more efficient than BN
curve at low security levels up to 96-bit.

— BN curve is recommended for high-security applications. When security level
at least 112-bit is needed, above two recommended schemes show better per-
formance using BN curve than using MNT curve.

7 Related Work

There are various publications [8,9,22,38] discussing how to employ DAA on
mobile devices based on smart cards. Bichsel et al. [9] implemented a variant of
BCCO04 [11] using a standard JavaCard, which executes the entire computations,
even the host computations in a smart card. As a result, computing a signature
takes about 7.4s for a 1280-bit modulus, and up to 16.5s for a 1984-bit modulus.
To increase efficiency, in [38], the computation of a signature is divided between
a smart card and a host, and the on-card execution time for a signature using a
1024-bit modulus is about 4.2 s. However, this approach requires partial trust on
the host. Balasch [8] implemented BCC04 [11] on an AVR micro controller, and
the signing time of his approach is about 133.5s on an 8 bit micro-controller for
a 1024-bit modulus. Dietrich [22] proposes to implement BCCO04 [11] using an
on-board smart card. This approach takes about 4.8 s for computing a signature
using a 2048-bit modulus on card, and it is still a heavy load for an authentication
process.
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Some following publications propose to implement DAA on mobile devices
without using additional hardware. Dietrich [21] presents an implementation of
BCCO04 [11] in Java on off-the-shelf mobile phones. The protection of his app-
roach can only be guaranteed by the security properties of the Java virtual
machine and the mobile operating system. To improve security, in [23], Diet-
rich et al. implemented above approach on a TrustZone-based device, and the
protection is achieved by the TrustZone processor extensions. However, these
approaches both realize the RSA-based DAA scheme which is less efficient, and
their implementations use Java which in general is much slower then C. Hence,
Wachsmann et al. [43] propose a design of anonymous authentication for mobile
devices by modifying an ECC-DAA scheme [19] and present their prototype,
which is implemented in C and based on TrustZone. Their scheme “requires a
hardware-protected environment that ensures confidentiality of the secret key”,
but they did not specify how to achieve it in the paper.

8 Conclusion

In this paper, we propose Mdaak, a generic framework that enables cost-effective
deployment of DAA on mobile devices, while ensures the security of user sign-
ing keys and the efficiency of authentication by using ARM TrustZone. The
framework is flexible enough to support various DAA schemes and achieves high
performance by performing security-critical computations on the powerful ARM
processor in secure mode. Furthermore, our framework leverages an SRAM PUF
available in OCM of mobile devices as the root of trust for secure storage to pre-
vent copying and sharing of signing keys. We present a full implementation of
Mdaak on real TrustZone hardware and give detailed performance measurements
of four typical ECC-DAA schemes using different curve parameters. The experi-
ments provide strong evidence that our framework is highly efficient for practical
deployment of DAA on the current generation of mobile hardware. In conclu-
sion, we are confident that our solution is a practical approach to realize DAA
in mobile environment.
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Abstract. In recent years, memory disclosure attacks, such as cold boot
attack and DMA attack, have posed huge threats to cryptographic appli-
cations in real world. In this paper, we present a CPU-bounded mem-
ory disclosure attacks resistant yet efficient software implementation of
elliptic curves cryptography on general purpose processors. OQur imple-
mentation performs scalar multiplication using CPU registers only in
kernel level atomatically to prevent the secret key and intermediate data
from leaking into memory. Debug registers are used to hold the private
key, and kernel is patched to restrict access to debug registers. We take
full advantage of the AVX and CLMUL instruction sets to speed up the
implementation. When evaluating the proposed implementation on an
Intel 17-2600 processor (at a frequency of 3.4 GHz), a full scalar multipli-
cation over binary fields for key length of 163 bits only requires 129 us,
which outperforms the unprotected implementation in the well known
OpenSSL library by a factor of 78.0%. Furthermore, our work is also
flexible for typical Linux applications. To the best of our knowledge,
this is the first practical ECC implementation which is resistant against
memory disclosure attacks so far.

Keywords: Elliptic curve cryptography - Efficient implementation -
Memory disclosure attack - Cold boot attack - AVX - CLMUL

1 Introduction

Main memory has long been commonly used to store private keys at runtime for
various cryptosystems because of the assumption that memory space isolation
mechanism of operating system and volatility of dynamic RAM (DRAM) prevent
access from adversaries both logically and physically. However, the presence of
cold boot attack [5] shows acquiring memory contents is much easier than most
people thought. Cold boot attack leverages the data remanence property which
is a fundamental physical property of DRAM chips, because of which DRAM
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contents take a significant time to fade away gradually. This property exists in
all DRAM chips and it determines how DRAM chips works: holding memory
contents by refreshing the state of each memory unit periodly. The problem is
that the time before memory contents fading away after the moment at which
memory chips lost power can be significant extended at a low temperature, and
memory contents stop fading away and become readable again once memory
chips power on, so memory contents may survive across boots. As a result, for
a running target machine physically accessible to adversaries, adversaries are
able to transplant the memory chips from the machine to a well prepared attack
machine after cooling down the memory chips, and cold boot the attack machine
with a customized boot loader to bypass all defence mechanisms of the target
machine and dump the memory contents to some persistent storage to get a
snapshot of the memory contents.

Cold boot attack is not the only attack can be used to acquire the mem-
ory contents. DMA attack is another powerful attack which uses direct memory
access through ports like Firewire, IEEE1394 to access physical memory space
of the target machine. And the recently exposed vulnerable of OpenSSL called
“HeartBleed”! which leaks memory contents onto network can also be used for
memory acquisition. These attacks are called memory disclosure attacks in
general, since they disclose contents in memory partially or entirely to adver-
saries while adversaries are unable to actively change the contents in the memory.
Not only PCs and laptops, smart phones have also been demonstrated to be vul-
nerable to these attacks [11]. These attacks pose huge and prevalent threats to
the implementation of both public-key and symmetric-key cryptosystems which
hold secret keys in memory at runtime, and adversaries are able to reconstruct
the key efficiently when only a part of the key or key schedule is acquired
[5,7]. Compared to symmetric-key cryptosystems, these attacks may cause more
damage on public-key cryptosystems, since revoking a compromised private key
is very expensive, sometimes even impossible: private keys often have a long life
cycle such as several years, leakage of high sensitive private keys leads to serious
consequences.

Memory disclosure attacks have become a research hotspot since the presence
of cold boot attack [5]. Akavia et al. proposed a new security model to formally
describe memory disclosure attacks [1], in which the total amount of key leakage
is bounded while “only computation leaks information” in traditional model of
side channel attacks. Based on this model, several schemes have been proposed
to resist memory disclosure attacks theoretically [1,2,15]. These solutions are
not practical and cannot be used to protect existing cryptographic primitives,
such as AES, RSA, etc.

Several solutions based on CPU-bounded encryption have been proposed to
protect existing cryptographic primitives. The underlying idea of which is to avoid
DRAM usage completely by storing the secret key and sensitive inner state in CPU
registers, since there has been no known attacks can be used to acquire contents
of CPU registers. AESSE [13] from Miiller et al. implemented an AES cryptosys-
tem using X86 SSE registers as the key storage. The performance of AESSE is

! http://heartbleed.com.
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about 6 times slower than a standard implementation. As a successor of AESSE,
TRESOR [14] utilizes the new X86 AES-NI instructions for AES encryption to
provide a better performance and a better compatibility with Linux distributions.
Loop-Amnesia [16] stores a master key inside Machine Specific Registers (MSRs),
and supports multiple AES keys securely inside RAM by scrambling them with
the master key. TreVisor [12] builds TRESOR into the hypervisor layer to yield
an OS-independent disk encryption solution.

On the other hand, resisting memory disclosure attacks for public key cryp-
tosystem is more challenging. Garmany et al. [4] have proposed a memory disclo-
sure attacks resistant RSA implementation based on CPU-bounded encryption.
They achieved 21 ms per operation for modular exponentiation, which is about
ten times slower than off-the-shelf cryptographic libraries. And the TLS server
based on their implementation achieved a significant higher latency under high
load in the benchmark.

An important reason for the unsatisfied performance in PRIME is the
extreme large key size of RSA for CPU registers. On the other hand, elliptic
curve cryptography (ECC) [8,10] provides the same level of security as RSA
with a much smaller key size, and thus, requires less memory storage. In this
case, efficient implementation of ECC which resists against memory disclosure
attacks is still a challenging work. Our work presented in this paper is going to
make up for the gap.

1.1 Contributions

In this paper, we propose an efficient elliptic curve cryptography (ECC) imple-
mentation that also resists memory disclosure attacks by keeping the private
key and sensitive intermediate state out of the memory. In detail, our major
contributions are listed as follows:

— We proposed an efficient and memory disclosure attack resistant CPU-bounded
elliptic curve cryptography cryptosystem using new features on modern X86-64
CPUs. The cryptosystem keeps the private key and sensitive intermediate data
within CPU registers after the private key is loaded so that attackers have no
chance to retrieve the key or key schedule from the memory.

— The cryptosystem makes full use of AVX and CLMUL instruction sets of X86-
64 CPU architecture to speed up the computation. The performance evalua-
tion of our solution on an Intel i7-2600 processor found our implementation
achieves a performance of 129 us for a scalar multiplication operation over
binary fields for key length of 163 bits. This result outperforms the unpro-
tected fashion of OpenSSL by a factor of 78.0 %.

— To the best of our knowledge, this work provides the first memory disclosure
attacks resistant ECC implementation, and the first public-key cryptographic
implementation that resists these attacks, and provides a better performance
than off-the-shelf cryptographic libraries at the same time.

The rest of this paper is organized as follows. A brief introduction of elliptic
curve cryptography is given in Sect.2 together with architecture we focus on.
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Next we describe how we design and implement the solution in Sect. 3. Then the
evaluation on security and performance is given in Sect. 4. Finally, we conclude
this paper in Sect. 5.

2 Preliminaries

In this section, we first recap the basic knowledge of elliptic curve cryptography
and then give a brief description of the CPU architecture and key instruction
sets we used for our implementation.

2.1 Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) can be considered as an approach of public-
key cryptography based on the algebraic structure of elliptic curves over finite
fields [8,10]. An elliptic curve over a field K is defined by Eq. 1.

E:y? 4+ a1zy + asy = 23 + a2 + asx + ag (1)

The equation can be simplified for the characteristic of K is 2, 3, or greater than
3, respectively. The points satisfying the equation and a distinguished point at
infinity which is the identity element forms a set, together with group operations
of the elliptic group theory form an Abelian group. The group is used in the
construction of elliptic curve cryptographic system.

There are two basic group operations in ECC: a point addition adds two dif-
ferent points together and a point doubling operation doubles a single point.
Point addition and point doubling are computed according to a chord-and-
tangent rule. Scalar multiplication computes k - P where k is a scalar and P
is a point on an elliptic curve, that is adding P together k times. A scalar mul-
tiplication is computed as a serious of point additions and point doublings. Like
the integer exponentiation in RSA cryptosystem, scalar multiplication is the
basic cryptographic operation of various ECC schemes.

Domain parameters define the field and the curve of an ECC system, includ-
ing the field order f, the curve constants a and b, the base point(subgroup
generator) G, the order of the base point n and the cofactor h. The generation
of domain parameters is time consuming, therefore several standard bodies pub-
lished domain parameters for several common field sizes, which are commonly
known as “standard curves” or “named curves”. Domain parameters must be
agreed on by all parties before use.

Each party must also generate a public-private key pair before use. The
private key d is a randomly selected scalar. The public key Q is computed as
@ = d- G, where G is the base point. The security of an ECC cryptosystem relies
on the assumption that finding the discrete logarithm of a random elliptic curve
point with respect to a public known base point is infeasible.

Elliptic Curve Diffie-Hellman(ECDH) is an anonymous key agreement proto-
col that allows two parties to establish a shared secret over an insecure channel.
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It is a variant of the Diffie-Hellman protocol using elliptic curve cryptography.
Denote two parties A and B, the key pairs of them are (da,Q4) and (dp,@B),
then they can compute do@p and dg@Q 4 respectively to get a shared secret, as
(zk,yx) = daQp = dadpG = dp@Q s where zy, is the shared secret. A symmetric
key can be derived from the shared secret to encrypt subsequent communica-
tions. The key exchange protocol is one of the most important applications for
public key cryptography.

2.2 The X86-64 CPU Architecture

x86-64 is the 64-bit version of x86 instruction set. It supports larger memory
address space and register files. X86-64 is supported by mainstream operating
systems and widely used in modern desktop and laptop computers. Besides the
base instruction set, we mainly use its two extensions: CLMUL and AVX.

Carry-Less Multiplication. The Carry-Less Multiplication(CLMUL)?
instruction set is an X86 extension that can be used to compute a polynomial
multiplication, which is the product of two operands without the generation or
propagation of carry values. Carry-less multiplication is an essential process-
ing component of several cryptographic systems and standards, including of the
Galois Counter Mode(GCM) and elliptic curve cryptography over binary fields.
Software implementations of carry-less multiplication are often inefficient and
suffer from potential side channel attacks, while CLMUL instruction set pro-
vides an convenient and efficient way to calculate carry-less multiplications.

Advanced Vector Extensions. The Advanced Vector Extensions (AVX/
AVX2/AVX-512)3 are X86 SIMD extensions proposed by Intel. AVX and AVX2
are supported by recent processors, while AVX-512 will be supported in 2015.
AVX/AVX2 doubles the amount of SIMD registers from 8 to 16, which are
named as YMMO-YMM15 respectively, and extends the width of each register
from 128 bits to 256 bits. AVX-512 doubles the amount and width of SIM reg-
isters again to 32 and 512 bits resprectively. AVX introduces a non-destructive
three-operand SIMD instruction format. Mixed usage of AVX and legacy SSE
instructions should be avoided to prevent AVX-SSE transition penalties. For any
legacy SSE instruction, there is an equivalent VEX encoded instruction which
should be used instead to avoid the penalty.

3 System Design and Implementation

3.1 System Overview

We hold the private key and intermediate data in CPU registers to avoid the
leakage of secret data. We implement the ECC scalar multiplication using assem-
bly language to control the usage of registers precisely to ensure no secret data

2 http://en.wikipedia.org/wiki/CLMUL_instruction_set.
3 http://en.wikipedia.org/wiki/Advanced_Vector_Extensions.
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Fig. 1. The architecture of the proposed ECC cryptosystem.

leaks into memory explicitly. To avoid the implicit leakage of secret data by
context switch mechanism, we deploy the ECC implementation in kernel level in
a loadable kernel module(LKM) and make the computation atomically by dis-
abling the interruption and kernel preemption during the computation. Netlink
based interfaces are provided for user level applications. We also implement an
OpenSSL engine to provide an interface based on our implementation for ECDH
operations to demonstrate the possibility of integrating our implementation with
existed applications. A private key is imported into the cryptosystem before use.
The imported key is stored in debug registers and loaded into YMM registers
before each scalar multiplication. The kernel of the operating system is patched
to restrict access to debug registers. The architecture of the system is shown
in Fig. 1.

3.2 Implementation of Secure Scalar Multiplication in ECC

Field Operations. For domain parameters “sect163k1”, there are two sizes of
polynomial involved in field operations: 163-bit and 325-bit. The former is the
size of polynomials over the field Fqi63, while the latter is the size of the product
of two polynomial and will be further reduced to 163 bits. As we implement
field operations mainly with AVX instructions and YMM registers, we use one
YMM register for a 163-bit polynomial and two YMM registers for a 325-bit
polynomial.

Operations over binary field are carry-less operations, which means the oper-
ation is performed without the generation or propagation of any carry values.
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In this case, for any polynomial a and b over the binary field, the following
equation holds:
a+b=a—-b=a®d

Namely that an addition and a subtraction over binary field can be simply
calculated by XORing two operands.

The presence of CLMUL instruction set makes it much easier to imple-
ment carry-less multiplication efficiently and securely. Denote the 163-bit input
operands A and B by [As : Ay : Ag] and [By : By : By|, where A;, B;,0 <i,j <2
is a 64-bit quad-word. The carry-less multiplication between A; and B; can be
simply calculated with a VPCLMULQDQ instruction:

Cij = A; - B = VPCLMULQDQ(A;, B;),0 < i, < 2
Then the product C of A and B can be calculated as:
C=A -B=[Cyp:Co®Cia:Cyp®C11 P Coz: Cro® Cor : Coo

Therefore we can implement a carry-less multiplication of two 163-bit operands
with only 9 PCLMULQDQ instructions for partial products, 4 bitwise XOR
instructions to combine partial products together, and several register manip-
ulation instructions to put the partial products into right place in the result.
A squaring operation can be implemented similarly as multiplicate the operand
with itself.

The result of a multiplication or a squaring is a 325-bit polynomial, therefore
it has to be reduced to 163 bits before further use. We use the NIST fast reduction
algorithm and modulo f(z) = 2'%% 4+ 27 + 26 + 2% 4 2! defined in FIPS 186-2 [3]
for reduction.

The inversion operation is to find a polynomial g = a~'modf over Fym for
the polynomial a satisfying ag = 1(modf). The inverse can be efficiently calcu-
lated by the extended Euclidean algorithm for polynomials. In our solution, we
use the “modified almost inverse algorithm for inversion in Fom” algorithm [6]
to calculate the inversion of a polynomial in Fois3. An inversion operation takes
much longer time than other basic field operations, therefore the group oper-
ation algorithm must be carefully selected to reduce the number of inversion
operations.

Group Operations. We employ Montgomery ladder for elliptic curves over
binary fields to compute a scalar multiplication [9]. One advantage of this algo-
rithm is that it does not have any extra storage requirements, which is suitable
for our CPU-bounded ECC cryptosystem since the storage space we can use is
limited. It is also efficient enough and has been used in mainstream cryptographic
libraries, such as OpenSSL. We use the projective version of the algorithm in
order to reduce field inversions, as described by Lépez and Dahab [9].

In this algorithm, each iteration j between line 4-13 performs an addition
(line 7 and 10) and a doubling (line 8 and 11) to compute the x-coordinates
only of T; = [lp, (I + 1)p], where 1 is the integer represented by the jth left
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most bit of k. After the final iteration, z-coordinates of kP and (k + 1)P have
been computed, and line 14 and 15 are used to compute the affine coordinates
of kP. Using temporary variables for intermediate result, one addition requires
4 field multiplications and one squaring, and one doubling requires 2 field mul-
tiplications and 4 squarings. The number of temporary variables used by an
addition and a doubling is 2 and 1 respectively. The operation used to convert
kP and (k + 1)P back to affine coordinates requires 3 temporary variables, 10
field multiplications, 1 field squaring and 1 field inversion.

We allocate the YMM registers as follows. One YMM register for storing a
dimension of a point on elliptic curve over Faie3, and thus, two YMM registers
are sufficient for a point represented in affine coordinates. Following the equa-
tions listed above, we implement addition and doubling with field operation in
MACROs. Consequently, a doubling operation requires five YMM registers and
an addition requires eight YMM registers, as well as the scalar multiplication
algorithm (i.e. doubling-and-addition) requires 12 YMM registers. At the end,
the ECC private key is a polynomial over the field and can be stored into one
YMM register.

3.3 Deployment of ECC Cryptosystem in the Operating System

The implementation of ECC scalar multiplication should be carefully deployed
in the operating system to make it be secure and accessible to user space appli-
cations. As described above, we implement the ECC cryptosystem as a loadable
kernel module(LKM) to make it run atomically and patched the kernel to protect
the private key. We demonstrate the modification and deployment successfully
on Ubuntu 14.04, the kernel version is 3.13.0-34.

Atomicity. The private key and sensitive intermediate data is kept in YMM
registers during cryptographic computations, so we have to make the compu-
tation atomic to prevent sensitive intermediate data being swapped into the
memory. This can be achieved by disabling the interruption and the kernel pre-
emption by preempt_disable(), local_irq-save() and local_irq-disable(),
before the computation, and enable the interruption and the kernel preemption
again after the computation by local_irq_enable(), local_irq_restore() and
preempt_enable () to make the system run normally.

User Space Interface. We provide two interfaces based on netlink mechanism,
which is widely used for communications between kernel and user space processes
of the same host:

private_key_import Import the private key into the debug registers. The input
is the plain text of the private key, which is a 163-bit big number.

private_key_operation Calculate the product of the point multiplication
between the private key and a given point. The input is a point which is
represented by two big numbers.
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Each interface is implemented as a request-response round trip, namely the user
space process send the request consisting of the function name and input values
into the kernel then block until a response is received.

Private Key Protection. Access to debug registers should be prevented from
either user space or kernel space other than the code of our system to pre-
vent key damage and loss of secret data. Debug registers can only be accessed
with ring 0 privilege directly. Access to debug registers in user space and
kernel space are finally delegated to kernel functions ptrace_set_debugreg,
ptrace_get_debugreg, native_set_debugreg and native_get_debugreg. We
modified these functions to discard any change to debug registers and inform
the caller there is no debug registers available. We searched the source of the
kernel we are using thoroughly and found no other accesses to debug registers
besides in these functions, which means only our module has access to debug
registers in our patched system in both user space and kernel space.

Debug registers are per-core registers, therefore we have to copy the key
into debug registers on all CPUs to prevent logical errors. We implement this
procedure with the help of the kernel function smp_call function which runs
a certain function on all other CPUs.

4 Evaluation and Discussion

4.1 Security Verification

We assume the procedure of loading the key from a secure storage to the registers
is safe and the memory trace of the key is erased immediately. This assumption
is reasonable, because this procedure is transient and the user of the system
has to physically access the computer to load the key, which also prevent the
physical access from attackers. Therefore our system focus on the life cycle since
the private key has been loaded into the registers.

We implement ECC in a way that no private key or sensitive intermediate
data leaks into memory once the private key has been loaded into debug registers.
Considering about the threats posed by memory disclosure attacks, our approach
resists these attacks since adversaries cannot get the private key or any private
key related data which can be used for key recovery with these attacks from our
cryptosystem. In this section, we analyze and evaluate the approach to verify its
security under the threats of these attacks.

Since we have already patched kernel functions which are used to access
debug registers, and Miiller et al. have verified debug registers are reset to zero
after both cold and warm reboot, there is no way for the key to be moved into
memory from debug registers or be accessed with cold boot attack.

For intermediate data and the private key in YMM registers, they will not
appear in memory unless we write them to memory explicitly or be swapped
into memory due to interruptions during the execution. We reviewed our code
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Table 1. Performance comparison of scalar multiplication between OpenSSL and this
work. *: unprotected version. j: protected version

Implementation | Operations Per Second
OpenSSL 4346*
This work 77347

Improvements | 78.0%

thoroughly and made sure only the final result is written into memory. As pre-
emption and interruption are disabled during the computation, our system is
theoretically not vulnerable to memory disclosure attacks.

We also verified the correctness of the system on the test machine. Since we
have already known the private key, we do this by acquire a series of snapshots
of the memory contents after the key is loaded and search for the private key
in them. If our system works correctly, there will be no match in snapshots.
Performing a memory disclosure attack such as cold boot attack actually is time
consuming, and these attacks get no more than memory contents, so we used
a tool called fmem* to acquire the whole range of memory contents instead.
We also performed this test on a system running a process using OpenSSL ECC
library with the same private key as a comparison. The result shows there is
a match of the private key on the system using OpenSSL while there is no
significant match on the system using our approach.

As should be noted that the security of cryptographic application in real
world is not trivial, single countermeasure can not mitigate different attacks.
But our method is compatible with other countermeasures such as software based
power analysis defeat method and can be used together.

4.2 Performance

Our benchmark is running on a desktop with an Intel Core i7-2600 processor
set to be constantly running at 3.4 GHz. The operating system is Ubuntu Linux
13.10 64-bit with our modified kernel at version 3.11.0. We implemented an
OpenSSL ECDH engine using scalar multiplication in our approach, and com-
pared the performance of ECDH operation on curve SECT163K1 in our imple-
mentation with the same operation provided by OpenSSL® at version 1.0.1le.
The evaluation shows the performance improvements precisely and practically,
since ECDH is widely used and each operation comprises mainly a single scalar
multiplication. The performance is measured by operations per second with the
OpenSSL built-in speed tool. the result is shown in Table 1.

As shown in the table, an ECDH operation, namely a scalar multiplication
in our solution is faster than that in OpenSSL by a factor of 78.0 %. The result
of performance evaluation is encouraging, since our implementation is memory
disclosure attacks resistant and that in OpenSSL is not, ours is also much more

* http://hysteria.sk/~niekt0/fmem/.
5 https://www.openssl.org/.
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Table 2. Performance comparison of field arithmetic operations between OpenSSL
and this work (in us per operation)

Implementation | Modular Add. |Modular Mul. |Modular Sqr. | Inversion
OpenSSL 0.013 0.160 0.117 3.670

This work 0.004 0.084 0.083 3.133
Improvements | 225 % 90.1% 41.0% 17.1%

efficient. We also compared the performance of running scalar multiplications
directly and running with the APIs exposed into user space, and found com-
munications between user space and kernel brings 2 %—5 % overheads, which are
acceptable.

We also compared the performance improvements of each field operations,
the result is shown in Table 2. The performance of field addition, modular mul-
tiplication and modular squaring in our solution is faster than that in OpenSSL
by a factor of 225 %, 90.1 % and 41.0 % respectively. The performance of inver-
sion in our solution is faster than that in OpenSSL by a factor of 17%. The
performance improvements due to the reduction of branches, unrolled loops and
the power of CLMUL and AVX instruction sets, etc.

5 Conclusion and Future Work

Memory disclosure attacks such as cold boot attack have become a threat that
must be considered by designers and developers of cryptographic libraries and
applications. To mitigate such threats, we present a systematic solution on pro-
tecting public key cryptography based on the idea that restricts the private key
and the intermediate states during the cryptographic operations inside CPU.
Our solution is implemented as a Linux kernel patch with interfaces in the user
space to provide secure elliptic curve scalar multiplications, and various secure
ECC schemes can be constructed based on it. Evaluation shows our approach
leaks none of the information that can be exploited by attackers to the memory,
therefore it resists the cold boot attack and other memory disclosure attacks
effectively. An ECC scalar multiplication over binary fields for key length of 163
bits in our solution is about 78.0 % faster than that in OpenSSL. To the best
of our knowledge, our solution is the first efficient ECC implementation that is
memory disclosure attacks resistant.

One of our future work is to support multiple private keys in our cryptosystem
so that it supports multiple applications at the same time. After the release of
processors supporting AVX-512, we will provide support of larger key size since
AVX-512 has 4 times more register space than AVX/AVX2.
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Abstract. Virtual economy develops rapidly and accounts for quite a
large proportion in the entire economy. Markets of virtual goods, such
as games, apps and cloud services, are quite active and contribute a lot
to the revenue of platforms and providers. The existing virtual economy
systems mainly rely on the trustworthiness of the platforms who maintain
the accounts of all participants, which is short of transparency. Another
concern is how to maintain the market order when conspiracy between
participants happens. In this paper, we extend the Verito scheme (NDSS
2013) and introduce a new participant Payment to obtain our 4P_VES
scheme, in which collusion between two parties can be detected while
satisfying required properties of transparency and accountability at the
same time. We also analyze the properties and prove the security of our
scheme. Finally, we evaluate the additional cost compared with Verito
and find that our scheme is a cost affordable and practical one which
enhances the system’s independency and security.

Keywords: Virtual economy - E-coin - Homomorphic commitment -
Dynamic accumulator

1 Introduction

With the rapid development of Internet, network economy expands to nearly
all kinds of market segments and accounts for a large proportion in the entire
economy. The recent years have seen the boom of transactions of virtual goods
and services, including online games, apps and cloud services. According to Face
book annual report 2013, payments revenue, generated almost exclusively from
game applications, in the fourth quarter is $241 million. It is the largest source of
revenue after advertising [1]. For cloud services, it is estimated that the Amazon
Web Service hits $3.8 billion revenue in 2013. In China, Ten cent, one of the
leading providers of internet value-added services, declares that the revenue of
virtual goods and services, mainly contributed by online games, reached 11,972
million Yuan, or about 2 billion dollars, in the fourth quarter of 2013, accounting
for 70 percent in the total revenue [2].
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Usually these virtual economies are carried out on platforms using virtual
currencies rather than real ones. Due to the high frequency and small-valued
size of virtual transactions, it is inconvenient for both sides to use a real cur-
rency. Thus the platforms issue virtual currencies, which can be sold in bulk,
to perform the function of circulation. There are a number of virtual currencies
now, including Face book credits, Q-coins (issued by Ten cent), U-coins (issued
by Sina, a top portal in China), etc. Due to the lack of strong supervision and
effective regulation in virtual economy, platforms are able to issue virtual cur-
rency without any limit. This makes the exchange rate from virtual coins to real
currency unpredictable. Additionally, the virtual economy is globally oriented,
making the issue more complicated. Because of the very divergent pricing poli-
cies and floating exchange rates from region to region, the possibility of arbitrage
should also be taken into consideration.

Raghav Bhaskar et al. proposed a solution Verito [8] in NDSS 2013 which
provides four properties viz., transparency, fairness, non-repudiation and scala-
bility to address the issue mentioned above. The main idea of their scheme is to
make a commitment which binds a virtual coin with a price in real currency. [§]
assumes that no two of the three parties (i.e. Platform, Merchant and User) will
collude to compromise the third. However, according to the property of fairness
they mentioned, the merchants cannot distinguish between any two coins even
if they are of different real values, so the User does not have incentive to check
the coin’s real value. This leaves room to the conspiracy between Platform and
User. Thus it is a necessity to propose an anti-collusion scheme.

Our Contribution: We modify the Verito to obtain our own solution, in which
collusion can be detected while supporting the essential properties at the same
time. As the majority of transactions take place online and third-party payments
such as Paypal, Alipay are widely adopted, we introduce the third-party payment
into our system to defend against collusion. We propose 4P_VES, a virtual econ-
omy system composed of four parties (Platform, Provider, Player and Payment)
which provides transparency and accountability even allowing the existence of
collusion. We also analyze the security as well as the feasibility in our paper.
In summary, this paper makes three main contributions:

— First, we identify the possibility of collusion between Platform and Player in
virtual economy system as a realistic threat;

— Second, we modify Verito to obtain an anti-collusion system 4P_VES with the
combination of cryptographic primitives: commitment and accumulator.

— Finally, we discuss the properties of our system and the security under concrete
assumptions.

The rest of the paper is organized as follows: We describe the system and define
the model in Sect.2. Section 3 gives the preliminaries including cryptographic
primitives and assumptions. Section4 presents the concrete construction of our
scheme. Properties and security are analyzed in Sect.5. We evaluate its perfor-
mance and compare it with different schemes in Sect. 6. We review related work
in Sect. 7 and finally conclude in Sect. 8.
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2 System Model

4P_VES consists of four parties: Platform, Provider, Payment and Player.
(4P refers to these four parties whose names all start with P). The Platform (Face
book, Ten cent etc.) provides an ecosystem for the transaction. It maintains the
resources of system and deals with both the Provider and the Player. The Provider
is the company or individual who is registered with Platform and provides vir-
tual goods or services. Online games and application vendors are examples of the
Provider, such as King, Wooga (registered in Face book). Players are the cus-
tomers who buy virtual goods and services with virtual currency. And Payment
(Paypal, Alipay, etc.) is the third party in charge of pay and encashment.

Platform

purchase

encash E-coin

"
e

Paymen’t
s &

ProvidM Player

consume

Fig. 1. Participants and interactions

Virtual currency, referred as e-coin in this paper, is adopted during the
transaction. Platform issues e-coins and maintains the virtual accounts of both
Provider and Player. Player purchases e-coins in bulk from Platform and pay
with real currency through Payment. Player spends e-coins to buy virtual goods
and services, such as apps and in-game props supplied by Provider. And Provider
offers virtual goods or services in exchange for e-coins which can be encashed in
bulk from Platform through Payment later. Payment plays a vital role in our sys-
tem and is responsible for payment and encashment. The additional duty of Pay-
ment is to supervise the behavior of Platform and Player, checking whether there
is conspiracy. It is reasonable to introduce the Payment party in our scheme.
First, third party payment such as Paypal and Alipay are widely adopted in real
world. Second, Payment is much more reliable than common users. Considering
the large number of users registered, it is infeasible to verify and regulate all
the users’ behavior. Third party payment is under the public and government’s
supervision and is much easier for regulation. Furthermore, third party payment
reduces the computation burden of clients, which makes the system more prac-
tical since the clients tend to use terminals with limited computational capacity.
Therefore, the party, Payment, is introduced in our system.
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The main interactions of the virtual economy (Fig.1) are listed as follows.
(1) Purchase e-coins (Participants: Player, Platform, Payment):

— Player chooses the quantity and type of e-coins to buy from Platform.

— Platform generates the e-coins requested by Player.

— Payment verifies whether the real value bound to the e-coins is equal to the
posted price. If the verification succeeds, Payment authenticates the e-coins
by a signature scheme and transfers real currency from Player’s account to
Platform’s. Otherwise, it rejects the Purchase action.

— Player receives e-coins together with the signature of Payment.

(2) Consume (Participants: Player, Provider, Platform):

— Player chooses the products (including goods and services) to buy and sends
the e-coins as posted price to Provider.

— Provider checks the e-coins whether they are signed by Payment. Provider
then generates a Transaction No. (TNO) and sends it back to Player.

— Player sends the TNO together with the e-coins to Platform.

— Platform verifies the e-coins, transfers the e-coins from Player’s virtual account
to Provider’s and sends back a receipt to Player.

— Player forwards the receipt to Provider to get the products.

(3) Encash (Participants: Provider, Platform, Payment):

— Provider sends the e-coins to Platform to exchange for real currency.

— Platform checks the authenticity of the e-coins. If it is valid, Platform produces
a proof that convinces the Provider that the aggregate value of the cashed e-
coins is v without revealing the value of any individual e-coin.

— Provider reviews the proof.

— Platform removes the e-coins from Provider’s virtual account.

— Payment transfers real currency from Platform’s account to the Provider’s.

3 Preliminaries

As our scheme follows [8] closely, the same modern cryptographic primitives,
commitment and dynamic accumulator, are employed. In addition, to obtain a
collusion-free system, we adopt another much more familiar primitive, digital
signature, which is omitted here to save space.

3.1 Commitment

A commitment scheme includes two main phases: committing and revealing.
Vividly, it can be thought of as analogous to an envelope. When a user Alice
wants to form a commitment to a certain value, she puts the value into the
envelope and seals it. The envelope is sealed in a special way that no one except
Alice can open it. Then the envelope can be sent as a commitment to another
user Bob. When it is time to reveal the value, Alice opens the envelope. There
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are two properties of commitment: hiding and binding. The hiding property:
As the value is sealed in the envelope, Bob cannot learn any information about
the value before Alice reveals it. The binding property: Because the envelope is
sealed, Alice cannot change the value in the envelope without Bob’s notice. We
denote the commitment of value m as ¢ = Com(m) and the revealing phase as
OpenCom(c,r,m), r is the randomness used to form the commitment.

One more property required in our commitment scheme is additive homomor-
phism, i.e. Com(my + mg) = Com(my) ) Com(msz). There are several homo-
morphic commitment schemes such as [3,12,14,15]. To best suit our purpose, we
adopt the Pedersen commitment [15], which relies on the security of the Discrete
Logorithm assumption. Following is the main construction of [15].

ComSetup(): generate large primes p and ¢ such that ¢|(p — 1). Let G, =<
Zy, |G4| = q. Randomly choose a generator g € G, and an element h € G,
such that loggyh is unknown.

Com(m): to commit an element m € Z,, choose r € Z, at random and compute
c=gmh".

OpenCom(c,r,m): output 1 if g"h" = ¢, otherwise 0.

3.2 Dynamic Accumulator

An accumulator scheme, introduced by Benaloh and de Mare [7], allows aggrega-
tion of a large set of values into one constant size value. Camenisch and Lysyan-
skaya extended the accumulator to dynamic accumulator (DA), where the cost
of adding or deleting elements from the accumulator and witness updating do
not depend on the size of the accumulated set [5,10]. Here is the construction of
[4,10] adopted in our implementation.

Fi is a family of functions that correspond to exponentiating modulo safe-
prime products with length k. f,, € Fi, fn(u,z) =u® mod n, n = pq, p = 2p' +
1, ¢ =2¢'+1, where p,p’, q, ¢’ are all prime, x € X = {a |a is prime, a #p',¢'}.

The accumulator value will be updated when an element is added or deleted.
Adding an element Z € X to the accumulator v:

v = AccAdd(v,%) = fn(v,%) =v* mod n;
Deleting an element Z from the accumulator v:
v' = AccDel(v,z) = D((p,q),v,%) = p® 1 med (=1(a-1) 64 g,

For each element z accumulated in v, there is a corresponding witness w such
that w” = v.
AccVerify(v,z) =1, if f w* =v mod n.

Updating the witness w of x after £ has been added:

=, T

w' = fo(w, ) =w® mod n;
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Updating the witness w of = after Z(Z # x) has been deleted:

w' = w’'* mod n, ax + bi = 1.
And multi-elements can be added or deleted at once. Let 7w, be the product of
elements to be added while 74 be the product of ones to be deleted. Then
7Ta71'd_1 mod (p—1)(g—1)

v = mod n;

w' = (w™)’'* mod n, ax + brg = 1.

3.3 Cryptographic Assumptions

The construction of our scheme is based on the following assumptions.

Discrete Logarithm (DL) Assumption: given a group G with generator g,
|G| = p, for all non-uniform probabilistic polynomial-time (PPT) algorithms A4,

hlirG[A(h) = log,, h] is negligible

As the Pohlig-Hellman algorithm can solve the DL problem efficiently in the
case when p — 1 is a product of small primes, usually p is required to be a safe
prime (p = 2¢q + 1, ¢ is prime).

Strong RSA Assumption: given a modulus n of unknown factorization and
a ciphertext ¢, it is infeasible to find a pair (m,e) such that ¢ = m® mod n.

4 Scheme Construction

This section details the key parts of our system using the cryptographic primi-
tives mentioned above. Other familiar primitives such as symmetric encryption
and signature are also used. To best adapt our scheme, we adopt DES as Ey(r, m)
while RSA signature is used in function sign().

(1) Setup

Platform sets the system parameters, generates a signing keypair(vk, sk) and a
symmetric key k to encrypt the commitment’s open key which should be hidden
from the Provider. It also runs the ComSetup() to set the parameters used
in commitment: p,q,g,h and Accgen() to initiate the registered Players’ and
Providers’ accumulator values.

(2) E-coin construction

There is a list mapping the e-coin’s nominal value to its real value (including
the currency type and amount) published by the Platform (Shown in Table 1).
E-coin = (Com(m), E(r,m)) where Com(m) = g"h", and r is chosen randomly
from Z,.

(3) Purchase e-coins

Player chooses the type and quantity of e-coins to buy. Platform searches the
corresponding Identity Number m; of the chosen e-coin type and calls the



4P_VES: A Collusion-Resistant Accountable Virtual Economy System 67

Table 1. Example of E-coins list Table 2. Number of rounds of interactions

-coi i rounds schemes
ID NO | E-coin Type | Real Price Veritoltp VES|Vasiant
m1 Typel $0.1 phases
ma Type2 £0.6 Purchase 2 4 3
Consume 5 7 6
ms Type3 ¥10 S : d 0

construction function to generate the required e-coins. Then the e-coins are sent
together with the open keys to Payment. Payment opens the commitments (using
the homomorphic property here) to check the commited value and sends them
to Player after signing. It also transfers corresponding amount of real currency
from Player’s account to Platform’s. The Platform updates the accumulator of
the Player’s e-coins by AccAdd and sends the accumulator value to Player. Player
updates all of his e-coins’ witness, signs the accumulator value and sends back
the signed value to Platform as a receipt. The detail is showed in Algorithm 1.

Algorithm 1. Purchase e-coins

Require: The type type; and number #num of e-coins to buy.
Platform

1: m; < search(type;) // search the ID of the type; e-coin
2. ECOINS «— 0

3: for k = 1; k <= #num; k+ + do

4: Com(m;) = g™mih"i;

5. Ey(mg,ri);

6: coiny, — (Com(m;), Ex(m;,ry))

7: o(coiny) = signsy(coinyg)

5. ECOINS = ECOINS U {coiny}

9: end for

10 C = Hinlum Com(m;)

11: Openkey = Etllum T

12: viq = AccAdd(viq,C) //via is the accumulator value of Player],s e-coins
Payment

132 M =Y m;

14: if OpenCom(C, Openkey, M) == 1 then

15: for k =1; k <= #numn; k+ + do

16: o(coing) = signpsk(coing) //psk is the private key of Payment
17: end for
18: transfer() // transfer money from real cash account
19: end if
Player

20: for each coin; accumulated in v;q do

21: wit; = WitUpdate(wit;, C) = fn(wit;, C).

22: end for

23: 0(viq) = signpskid(vid) //pskiq is the private key of Player;q

(4) Consume

Player initiates a transaction by sending the e-coins as posted price to the
Provider to purchase virtual products. The Provider verifies the received e-coins
by checking the signatures of Payment. If the verification succeeds, it accepts the
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transaction and sends back a Transaction No. (TNO) to the Player. Then the
Player sends e-coins to Platform together with the TNO and witnesses. Platform
checks whether these e-coins are in the whitelist of the Player by AccVerify. If
it is valid, it removes the e-coins from the Player’s accumulator by AccDel and
adds them to the Provider’s by AccAdd. It sends back the updated accumulator
values of the Player and the Provider to the Player. The Player updates the
remaining e-coins’ witnesses and forwards the Provider’s accumulator value to
the Provider. The Provider updates its e-coins’ witnesses and provides the Player
with the chosen products. At last, the Player and Provider sign their accumulator
values and send back to the Platform. Algorithm 2 shows the detail.

Algorithm 2. Consume

Require: The products to buy and the required {ecoin;}, ecoin; = (Com(m;), Er(r;,m;))
Provider(prid)
: for each ecoin; € {ecoin;} do
VerifySignp,k(ecoin;)//pvk is the public key of Payment
end for
: TNO « TransactionNO.
Platform
: for each ecoin; € {ecoin;} do
AccVerify(via, Com(m;))//check the ecoin; is in the Player’s accumulated value v;4
end for
: viqg = AccDel(vig, [ Com(m;))//via is the accumulator of Player;q
: Uprid = AccAdd(vprig, [ Com(m;))//vpria is the accumulator of Provider;q
Player(id)
10: for each ecoin; accumulated in v;q do
11: wit; = WitUpdate(wit;, [ Com(m;))
12: end for
13: 0(vig) = signpskld(vid) //pskiq is the private key of Player;q
Provider(prid)
14: for each ecoin; accumulated in vp,;q do
15: wit; = WitUpdate(wit;, [ Com(m;))
16: end for
17: 0(Vprid) = 8igNprsk,, (Vprid) //prskia is the private key of Provideriq
18: provide products

oW o=

© 0N u

(5) Encash

Provider sends a batch of e-coins to the Platform in exchange for real currency.
The Platform verifies the e-coins and checks whether they are accumulated in the
Provider’s whitelist. If the verification succeeds, it computes the total value of
the e-coins, decrypts the keys and computes the Openkey to open the product
of commitments Teommitments according to the homomorphism. The Provider
OPENs TMeommitments With Openkey and checks whether the sum of money equals
to the one Platform announced. The Platform also removes the e-coins from
the Provider’s accumulator by AccDel and sends back the updated accumulator
value. The Provider updates the remaining e-coins’ witnesses, signs the accu-
mulator value and sends back to the Platform. At last, the Payment transfers
the money (after deducting the Platform’s profit) from Platform’s real currency
account to the Provider’s. See the detail in Algorithm 3.
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Algorithm 3. Encash

Require: The set of e-coins to cash {ecoin;}, ecoin; = (Com(m;), Ex(r;, m;))

Platform
: for each ecoin; € {ecoin;} do

AccVerify(vpria, Com(m;))//check the ecoin; is in the Provider’s accumulated value vpriq

end for
C =TI Com(m;)
: Openkey = > r;
: Vprid = AccDel(vpria, [[ Com(m;))//vpria is the accumulator of Provider;q

Provider(prid)
8: if OpenCom/(C, Openkey, M) == 1 then

R

9: for each ecoin; remained in vp.iq do

10: wit; = WitUpdate(wit;, C)

11: end for

12: o(Vprid) = SigNprsk,; (vpria) //prskiq is the private key of Provider;q
13: end if

Payment
14: transfer()

5 Property Analysis

The properties of e-coin and virtual economy are given in this section. We define
the properties formally as well as the attack model. We also analyze the security
and discuss the cryptographic assumptions on which it is based.

Consistency: Once an e-coin is generated, the Platform should not be able to
change its real value. The adversary is the Platform in this game.

— The adversary generates an e-coin with real value m;
— The adversary changes the value m to m’ without other party’s notice.

Formally, the adversary wins if it can find m’ # m that Com(m') = Com(m).
Analysis:

Pr[Adv wins] = Pr[Com(m’) = Com(m) Am' #m] = Pr[gm/ h = g hT Am' # m].

7" = (m—m')(logyh)~!+r, according to the DL Assumption, it is with negligible
probability to compute 7.

Indistinguishability: The Provider cannot distinguish between different
e-coins with the same nominal value. This is a necessity to ensure the fairness
of the virtual market as the Provider cannot give priority to the Player whose
e-coins with higher real value. In this attack game, the adversary is the Provider
and the challenger is the Player. The model is:

— Challenger randomly picks ¢ € {0,1} and sends ecoin; to adversary. ecoing
and ecoin; are two coins with the same face value but different real values.
— The adversary responds t' € {0,1}

The adversary wins if it guess ¢’ = ¢ with probability 1/2+ €, € is non negligible.

Analysis: ¢cg = g¢™h™ modp, ¢ = ¢™h™ modp. ¢g and ¢y are
information-theoretically indistinguishable since the randomness of r and 7’.
Unreusability: The Player cannot re-spend an e-coin and the Provider should
not be able to encash an e-coin more than once.
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In this game, the challenger is the Platform. The adversary is the Player in
re-spending and the Provider in re-encashment.

— The adversary generates two sets of e-coins: S, S, S1 N Sy # 0.
— The challenger removes the e-coins € S; from the adversary’s accumulator.
— The challenger verifies the e-coins € Ss.

The adversary wins if the verification succeeds.

Analysis: When S is removed from S(accumulator value v), v is updated
to v', v’ is the accumulator of S'(S” = S — S;). If the verification in the third
step succeeds, for each e-coin € Ss, it needs to generate a valid witness. Let
x € S1NSy, then z ¢ S, we need to find the witness w’ of z such that w'* = v’ =
wll {ac,;|ac1,€S/}7 according to [10], it can be reduced to the strong RSA problem.
Transparency: All the real cash inflow should be accountable without rely-
ing on the assumption of the Platform’s honesty. Let EcoinS denote the set
of e-coins that have been sold. Let Cashed and Uncashed denote the sets of
all e-coins which have been encashed and not cashed respectively. Value(S)
denotes the function computing the aggregate real value of the e-coins set S.
Then Value(Ecoins) = Value(Cashed) + Value(Uncashed) holds;

In this game the challenger is the Provider and the adversary is the Platform.

— The challenger sends the e-coins set {(Com(m;), Ex(r;, m;))} to the Platform
together with the witnesses.

— The adversary responds to the challenger with the Openkey to reveal the
aggregated commitment Tcoom(m,) as a proof of the e-coins’ total value M.

— The challenger opens the Tcom(m,) With Openkey to check the value M.

The adversary wins if M = Open(mcom(m,), Openkey) while M # > m,;.
Analysis:  Pr[Adv wins| = Pr{Tcom(m;) = g ROPeEeY A Bp £ Z m;)

= pr[gZ 'm,hz i thOpenkey AM ;é Zml} _ Pr[hOpenkey _ gE mL—MhZ ri]‘

Openkey = (3. m; — M)(loggh)™" + Y_r;, finding such an Openkey can be
reduced to the DL problem.

Collusion-Resistance: As discussed in the previous sections, it is possible for
the Platform to collude with the Player. The Platform creates an e-coin with
committed value m while selling it at a price m’. 4P_V ES introduces Payment
to defend this conspiracy. The Payment will open the commitment before signing
the e-coins. Provider will verify the Payment’s signature whenever it receives an
e-coin. As no one can forge the signature of Payment, there is no possibility of
collusion between Platform and Player without the Provider’s notice.

6 Performance Evaluation

In this section, we evaluate the performance of 4P_VES and compare it with
Verito. As a new party Payment is introduced, additional cost of computation
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and communication is inevitable. We will show the extra cost is acceptable. We
also try to optimize the performance by proposing a variant of 4P_VES.

During the purchase phase, as the commitment is opened by the Payment
rather by the Player in Verito to detect conspiracy in our solution, the cost
of this step is transferred from the Player to the Payment. And the Payment
is also in charge of signing the e-coins which brings about extra cost. Figure 2
describes the cost of each party in purchase phase. As the cost of generating
e-coins depends on the number of e-coins, we assume the Player buys a batch of
50 e-coins in our evaluation. The total time cost of Player and Payment is about
23 % higher than the cost of Player in Verito.

As the commitment is homomorphic and the accumulator is dynamic, the cost
of opening commitment and updating accumulator can be amortized. Therefore
the more e-coins in a batch, the less average cost it takes. Figure 3 shows the
performance of purchase phase with different batch sizes.

Our solution adds interactions between the participants to make the sys-
tem less rely on the Platform’s honesty. Every time when the accumulator value
changes, the Platform needs to require the corresponding signature. Table 2
compares the interaction rounds of different solutions. The variant version of
4P _VES is a tradeoff between security and communication efficiency. In the vari-
ant, the Player or Provider sends the accumulator value’s signature together with
the transaction request messages which will save one interaction. The expense
is that the Platform merely holds the last accumulator value rather than the
current one’s signature which leaves a little room for the Platform’s trick.

As evaluated above, although extra cost and delay are introduced in our
solution, it is still within acceptable tolerance. That is to say, our solution is
practical that enhances the Verito with little overhead.

7 Related Work

Our work is closely related to [8] in which the possibility of collusion between
participants is not considered and the account’s consistency relies on the honesty
of platform. Our work is based on [8] and tries to avoid some of its shortcomings.
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Other electronic cash systems focus on the anonymous and traceable payment
[16]. Schemes [11,17] introduce the trusted third party (TTP) to trace double-
spending. And only when some vital crime happens will the tracing be performed.
Double-spending tracing schemes without TTP are also proposed in [6,9]. In [13],
a provably secure E-cash scheme with tracing is proposed.

8 Conclusion and Future Work

In this paper, an accountable and transparent virtual economy system with four
participant parties is proposed based on the scheme of Verito. Our system retains
the properties of Verito while further study the anti-collusion problem. We intro-
duce a new participant Payment to detect possible collusion. Our solution also
enhances the security and reduces the dependency on Platform’s honesty.

Although our solution solves the problem of collusion, it introduces extra
cost. How to reduce computation and communication overhead and make the
system more efficient and feasible is an interesting problem. In future, we will
also extend our scheme to other application situations.
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Abstract. In distance-bounding protocols a prover wants to prove that
it is located within a distance bound D from a verifier. Distance-bounding
(DB) protocols have numerous applications including authentication and
proximity checking. The privacy problem in DB protocols was limited to
privacy against MiM adversaries. Gambs et al. [11] extended this lim-
itation and proposed a protocol that provides strong privacy when the
verifier is malicious, or honest-but-curious registration authority. The
protocol however does not provide resistance against terrorist-fraud.

In this paper we consider private DB protocols that provide the
strongest level of security against all known DB attacks, in particular
terrorist-fraud, and provide anonymity of the prover and unlinkability
of its sessions against malicious verifiers and assuming an honest-but-
curious registration authority. We define private distance-bounding as a
special ZKPoK in which a prover presents a commitment on its long-
term private-key, and later proves in zero-knowledge that; (i) she knows
the committed value, (ii) she knows a signature of the authority on the
committed value (registration proof), and (iii) she is located within a
pre-defined distance to the verifier. The prover stays anonymous and its
sessions will be unlinkable. We propose a protocol PDB with these proper-
ties that resists against all known attacks including terrorist-fraud. PDB is
based on Bussard-Bagga [5] (DBPK-Log). PDB also fixes the vulnerability of
the protocol pointed out by Bay et al. [2] resulting in a secure public-key
DB protocol, hence answering the open question of constructing a secure
public-key DB protocol.

1 Introduction

In DB protocols, there are two types of entities; provers and verifiers. In concur-
rent execution of DB protocols, multiple protocol instances are run at the same
time. Provers and verifiers are usually connected to a back-end server, which
only takes care of the registration phase and is silent otherwise.

Secure DB protocols provide two functionalities: (1) authentication of a regis-
tered prover to a verifier, and (2) bounding the prover’s distance to the verifier.
The bounding is commonly by measuring the round trip time in a fast-exchange
phase between the prover and the verifier, during which the verifier presents
challenges to the prover and verifies if the prover’s responses are correct. The
round-trip times of correct challenge and responses are used to estimate the

© Springer International Publishing Switzerland 2015
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distance between prover and verifier, and then compare it against a specified
distance bound D.

Privacy is a necessary property in many location-based services. One app-
roach for providing privacy in location-privacy, is to modify the geometric data,
for example loose accuracy of location data, to achieve privacy [15,21]. In
distance-bounding however, the location accuracy is a requirement. To achieve
both privacy and location accuracy, one can unlink the location data from
provers’ authentication information. This problem has been well studied in the
context of RFID systems [13,22]. In these systems the location of provers are
known by the verifiers, but provers hide their identity in their interactions. In
RFID systems however, verifiers are assumed trusted, and the privacy is only
against Man-In-the-Middle (MiM) adversaries. The assumption of trusted ver-
ifier is not acceptable in many distance-based location services in which the
verifiers can get exploited, and so it is important to consider stronger privacy
models, in particular consider untrusted verifiers.

In a symmetric-key DB protocol, there is a shared-key between prover and
registration authority and so privacy is not achievable against an adversary who
can access the internal state of the authority. One can always achieve prover
privacy by using the same key for all provers. This however is unacceptable
because of the threat it exposes to the whole system. There are three famous
public-key based DB protocols in the literature: (a) The seminal Brands-Chaum
protocol [4], which uses commitments and signatures. The protocol is not secure
against Terrorist-Fraud Attack (TFA). (b) Bussard-Bagga [5] protocol (DBPK-
Log), which uses bit commitment and was designed to provide TFA resistance,
but it was recently broken [2]. And, (c) the recent Hermans et al. [14] protocol,
which uses elliptic curve cryptography and does not provide TFA resistance.
It also does not allow the privacy adversary to access the internal state of the
registration authority. Therefore, there is no DB protocol, which is both public-
key based and is secure against terrorist-fraud adversary.

The following questions have been open in the literature. (i) Design a public-
key based DB protocol that is, secure against terrorist-fraud adversary; and (ii)
design a secure privacy preserving DB protocol that provides privacy for provers
against a privacy adversary who controls the verifier, and has access to the
internal state of registration authority.

In this paper we answer to these open problems. Our contributions is three-
fold; first we propose a privacy model which we refer to it as extensive-privacy,
and show that it is stronger than the wide-privacy notion of [22], and the privacy
model of Gambs et al. [11], with respect to the adversary’s access to the state
of the non-prover entities. Second, we fix the security flaw of DBPK-Log proto-
col, and achieve the first public-key based distance-bounding protocol, which is
secure against TFA adversary (called DBPK-log™ protocol). Finally, we propose
the protocol PDB, as an extension of DBPK-log™, which is secure in the proposed
privacy model.
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2 Background

In DB systems, since the seminal paper [4], the implicit assumption about all
secure DB protocols is the presence of a secure function which generates and
distributes the private-keys of the entities. In some cases this function can be
executed by a verifier. A distance-bounding protocol allows a registered prover
to prove that she is within a distance bound to wverifier, and in possession of the
secret-key which is used for user authentication information.

In order to have a privacy-preserving distance-bounding system, we need to
consider three properties; Authentication, Distance-Bounding and Privacy. By
having authentication property, the verifiers determines whether an approaching
entity is indeed a legitimate prover or not. Distance-Bounding property guar-
antees that the prover is located within a pre-defined distance. And privacy
property provides assurance to provers that their interactions in the system is
not traceable.

Authentication is obtained by a protocol between prover and wverifier. The
prover must prove that she knows a secret value which is registered to the sys-
tem. The protocol must satisfy two properties; correctness and soundness. The
correctness holds when the honest verifier accepts, if an honest prover, who
knows the secret value is involved. The soundness holds when no adversary who
doesn’t have access to the secret value of a registered prover, can convince the
honest verifier to accept in the authentication. Gambs et al. [11] consider these
two properties, but make two assumptions: (1) the server revokes all corrupted
provers upon corruption, and (2) dishonest provers cannot yield their private-key
to the adversary, unless they get un-registered. Implementing these assumptions
are major challenges, and so one of the goals of our work is to weaken these
assumptions.

Distance-Bounding protocols run a fast-exchange phase, which guarantees
presence of the owner of the secret-key within distance bound D. By assuming
that no prover is willing to disclose her secret-key to others, five attacking sce-
narios have been studied in DB protocols: Distance-Fraud Attack (DFA) [4]; a
dishonest prover P*, which is not located within distance D to verifier V, tries
to convince V that she is located within distance D to V. Mafia-Fraud Attack
(MFA) [8]; an adversary A, which is located within distance D to V (between V
and far away honest prover P), convinces V that P is close-by. Terrorist-Fraud
Attack (TFA) [8]; an adversary A (located within distance D) to V) co-operates
with a dishonest prover P* (far away) to convince V that P* is located within dis-
tance D to V. Distance-Hijacking [7); a dishonest prover P*, which is not located
within the distance D to a verifier V, exploits some honest provers Pq,...,P, to
mislead V about the actual distance between P* and V. Impersonation-Attack [1];
a dishonest prover P* purports to be another prover in her interaction with V.

Vaudenay et al. [23] proposed a general attack model, which captures all
these attacks;
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— Distance-Fraud is defined to capture the classic DFA and Distance-
Hijacking.

— MiM attack captures MFA and Impersonation-Attack.

— Collusion-Fraud is a different game-based definition about TFA. Based on
this definition, if there is any PPT adversary who can win the TFA game with
probability 7, then there exist a weaker MiM adversary who can succeed in a
specific MiM game with probability 7.

Authentication and Distance-Bounding have been studied in DB protocols.
Recently, a considerable amount of focus have been on proposing formal defini-
tions and provably secure of symmetric DB protocols [3,9,10]. In Diirholz et al. [9],
the strong simulation-based terrorist-fraud for “single prover, single verifier” set-
ting have been defined. Fischlin-Onete [10] have extended [9] and defined even
stronger simulation-based model and proposed a protocol with security proof.
On the other hand, Boureanu et al. [3] showed that the definition of Diirholz
et al. is too strong, and proposed a general and practical game-based terrorist-
fraud model for “multiple prover, multiple verifier” setting (same model as [23]).
Boureanu et al. proposed the SKI protocol, which is claimed to be secure against
the defined distance-fraud, MiM and collusion-fraud. By the way, this protocol
is not proven to be secure under the defined collusion-fraud adversary, despite
their claim. The provided proof is just for deterministic PPT adversaries in the
TFA game, rather than any PPT adversary in this game.

Privacy is considered as un-traceablility of different sessions of a single prover.
This notion of privacy have been well studied in the RFID framework against
MiM adversaries, which mostly use symmetric setting and assume trusted verifier
and registration authority [13,22]. In Hermans et al. [13] model, privacy is defined
as a game between an adversary and a challenger. The adversary has oracle access
to the following functionalities; create honest provers (CreateProver), launch
a session of a pre-defined protocol (Launch), ask the challenger to choose one
of the given two provers and return an anonymous handle (DrawProver), send
message to an anonymous prover (SendProver), free the anonymous handle of a
prover (Free), send message to the verifier in a protocol session (SendVerifier),
see output of the verifier in a session of protocol (Result), and finally get the
non-volatile internal state of an honest prover (Corrupt). The adversary wins the
privacy game if she can find out the chosen bit of challenger in DrawProver ora-
cle. Peeters-Hermans [19] added a new oracle to the above list by which, the
adversary can create insider prover and have control on it (CreateInsider).

Vaudenay [22] have classified the adversaries, based on their access to the
above oracles. A wide adversary has access to Result oracle, otherwise it
will be a narrow adversary. In parallel, the adversary can be weak (no access
to Corrupt oracle), forward (Corrupt queries can only be followed by other
Corrupt queries), destructive (Corrupt queries destroys the access to the cor-
rupted prover), and strong (unlimited access to Corrupt oracle). Paise-Vaudenay
[17] showed that destructive and strong privacy is not achievable in symmetric-
key systems.
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Gambs et al. [11] built of the work of Hermans et al. [14] to define public-key
DB protocols that are privacy-preserving and constructed the first protocol, which
is secure against three separate adversaries: (1) MiM adversary, (2) a MiM adver-
sary who has access to the internal state of the verifier, and (3) an honest-but-
curious adversary who knows the internal state of the verifier and the registration
server. We extend this model and introduce a stronger adversary who has access to
the internal state of verifiers and registration server (extensive' adversary). There-
fore, the following order in the new classification holds; NARROW C WIDE C
Gambs et al. C EXTENSIVE based on having access to the state of verifiers and
registration authority, as well as WEAK C FORWARD C DESTRUCTIVE C
STRONG based on having access to the state of provers.

In this paper we propose a new protocol, which provides authentication,
distance-bounding (distance-fraud, MiM and terrorist-fraud resistance) and pri-
vacy (against extensive-weak adversary).

2.1 Distance-Bounding Proof-of-Knowledge (DBPK-Log)

Bussard-Bagga [5] proposed the only public-key DB protocol which was designed
to be secure against TFA adversary. This protocol combines a fast-exchange
DB protocol, Pedersen commitment scheme [18] and zero-knowledge proof-of-
knowledge [20]. In this protocol, a prover chooses a key pair and registers the
public-key with a trusted server. The verifiers are trusted and have access to
the public-key of provers. The system parameters are set by a trusted authority,
and uses a cyclic group whose order is a strong prime. These parameters are
shared and used by all the participants. This protocol was designed to be secure
against DFA, MFA and TFA adversaries, while the information leakage about
the private-key of provers is minimal.

The protocol combines the bitwise operation, used for fast-exchange phase,
and modular operations that are required for commitment schemes. This results
in some security loss of the secret-keys, while maintaining indistinguishability of
the secret-keys.

Bay et al. [2] showed TFA and DFA attacks on this protocol,
which takes advantage of poor auditing of un-used elements in the
Commitment Opening phase (i.e. half of the bit commitments won’t get opened).

2.2 BBSt Signature Scheme [6]

This signature scheme uses bilinear mapping and supports signing of committed
message block? M = {my, ..., mr}, without knowing about the actual message.
Two entities are invloved in this scheme; a trusted signer (S) who holds the
signing key, and a client (C) who knows a message block.

This signature scheme, follows the standard operations [12] of all signature
schemes BBST = (KeyGen, Sign, Verify):

! Extensive privacy will be defined in Definition 5.
2 A single message that is represented as string of integers.
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~ (skg,pks = h(s)ks) « KeyGen(1%); S creates a key pair and publishes the
public-key.

— Sign[C(M,pks;o = signs(M)) < S(sks;partial(c),cmt(M))], s.t. M =
{m1,...,mp}, 0 = (A, e, s), partial(c) = (4,e), emt(M) = ({C; = g7 g5},

’ 1
Cyu = gig5" .. 91h), and A = (gogigy' ... g7+1) FFs for random val-

ues of {r;},s,s’,e; C and S get involved in a protocol for signing a commit-
ted message block (M). In this protocol, first C calculates the commitment
emt(M) = ({C;},Cun) as mentioned above, and sends it to S, then they
run PoK{({mi,r;},s") : Car A{C;}} to verify the possession and integrity of
the values in the commitment. Then S creates the signature as A =
(gogf”C’M)ﬁ for random e and s” and sends {4, e, s"} to C. And finally C
calculates s = s’ + s”, checks the validity of o = {4, e, s} and keeps o as the
signature of Son M. )

— Verify[C(M,0;0) < E(pks; Outp,{C[})], st. C/ = g{*' gy for random r/;
C and any entity(F) with access to the public parameters of system, get
involved in a protocol for proving the possession of a signature on a com-
mitted message block. First C creates new commitments on each element of
the message block {C{} and sends it to E. Then they run a signature proof-
of-knowledge SPK{(A,e,s,m1,...,mg) : A = (gog5gs" g?jl)ﬁ} to
prove possession of a valid signature on M, which is committed by {C/}. S
returns Qutp = 1 if no error happens.

This signature scheme provides two extra properties, beside the standard
properties of signature schemes (authenticity, integrity and non-repudiation), as
follows:

— blind-sign: Sign protocol allows a client to obtain the signature of signer on a
message, which is committed as emt = Commit(M) using Pedersen commit-
ment. The client uses ZKPoK to prove that the committed values are correctly
calculated from message. The protocol perfectly hides the message from the
signer. The signature is secure under LRSW assumption [16].

— blind-verify: In Verify protocol, the client computes a non-interactive honest-
verifier zero-knowledge proof-of-knowledge (SPK) protocol in order to prove
to any verifier that she knows a message block (M) and a signature on it,
where the commitment of the message is presented. The proof does not leak
any information about the message and the signature.

3 Model
There are three types of entities; a set of untrusted provers P = {P1,...,P,}, a
set of untrusted verifiers V. = {V1,...,V,,}, and a honest-but-curious registration

authority (RA) with a key-pair (pkga/skxra). We assume RA can generate her
key pair. Each registered prover P; has a secret key sk;, and a certificate of RA
for it (o; = Signra(sk;)). The communication channels are public. We assume
there exists a public and secure board which keeps the public parameters of the
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system, including the public-key of registration authority and every entity has
secure read access to the board.

There are three operational phases in this model; (1) RA makes a key pair
by executing “KeyGen” phase and puts the public-key on the public board. (2)
In “Registration” phase, a new prover (P;) with a chosen secret-key (sk;), and
RA interact, resulting in P; obtaining a registeration certificate (sk;, ;). (3) In
“DB” phase, a registered prover P; interacts with a verifier V;, that has read
access to the public board. At the end of this phase, P; proves that she knows
a secret key (sk;), she has a signature of RA on sk;, and is located within a
distance bound I to V;. The verifier returns a single bit Outy as the output of
protocol (Outy = 1 for accept and Outy = 0 for reject).

Definition 1. Correctness: for any pair of honest prover and honest veri-
fier, with mutual distance of at most I, the “DB” protocol should always return
Outy = 1.

The protocol’s soundness is against two types of adversaries: distance-bounding
adversary (App) and privacy adversary (Ap). The distance-bounding adversary
App can, (1) read the public board, and (2) control the corrupted provers. The
aim of App is to convice an honest verifier to return Outy = 1 as the output
of DB operation. The privacy adversary Ap can, (1) read the public board, and
(2) read the internal state of RA, and (3) control all verifiers and corrupted
provers. The aim of Ap is to distinguish between two honest provers based on
their interactions with the system.

We define three general DB attacks. The definition of distance-fraud and
MiM attacks are in-line with Vaudenay et al.’s [23] approach, but the proposed
terrorist-fraud attack is following the classic definition. First, a simple two-party
attack is considered, where a dishonest prover is far away from the verifier, but
wants to convince the verifier that she is within the distance.

Definition 2. a-resistance Distance-Fraud: For any PPT adversary A,
which is not located within the distance D to an honest verifier V;, and is able
to run a Registration session with RA, the probability of returning Outy = 1
in an interaction with V; is not more than «.

This definition captures Distance-Hijacking, in which a dishonest far-away prover
P* may mis-use some honest provers to successfully authenticate to V;. In this
attack, the adversary is allowed to mis-behave in the Registration session,
which results in a more powerful adversary in comparison to the distance-fraud
adversary of Vaudenay et al. [23]. The second DB attack is a three-party attack
in which an honest prover P is far-away from honest verifier (V), but a malicious
adversary Ay which is located within the distance I, wants to convince V about
the distance bound of P.

Definition 3. (-resistance MiM: For any PPT adversary A, which can

(i) initiate Registration or DB session of an honest prover (P;),
(i1) listen/block/change the communications of a Registration session
between an honest prover (P;) and RA,
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(i) listen the communications of polynomially bounded instances of DB sessions
between any honest verifier V; and P;, when she is located within distance
D to V; (learning phase),

(iv) listen/block/change the communications of polynomially bounded instances
of DB sessions between any honest wverifier Vi and P;, when she
is not located within distance D to Vy,

(v) run any polynomially bounded instances of algorithms with independent
inputs from above,

the probability of returning Outy = 1 in any of DB sessions with Vi, is not more
than (3.

Impersonation-Attack is an special case of this attack, in which there is
no learning phase and no honest prover. If a protocol is secure against MiM
adversary, then it is secure against impersonation-attack with at least the
same probability. With the same argument as before (i.e. more freedom in
Registration phase), this definition is stronger than the MiM adversary of
Vaudenay et al. [23].

In the third attack, three parties are involved; a dishonest prover (P*) which
is far away from the honest verifier (V;), and an adversary which is located
within the distance to V; and helps P* to convince V; about the distance
bound of P*.

Definition 4. v-resistance Terrorist-Fraud: For any pair of PPT adversary
ATE and dishonest prover (P:), which is not located within distance D to an
honest verifier (V;), when they have the following abilities;

(i) P is able to run a Registration session with RA
(ii) P¥ can communicate with ATY outside the DB protocol, but is not willing
to leak any information about her own secret key,
(iii) ATE can listen/block/change the communications of a DB session between
any honest verifier V; and P}, and

then the probability of convincing V; to return Outy = 1 in the DB session is not
more than 7.

We define privacy in terms of the distinguishability advantage of an adversary
in a game with a challenger. The adversary chooses two provers Py and Py, and
gives them to the challenger. The challenger chooses a random bit b €r {0,1}
and returns the anonymous handle of P}, to the adversary. The adversary can
have access the orcales listed below, for any polynomial number of times, and
then outputs a bit &’. Success probability of adversary is in terms of Pr(b =1').
The formal definition is as follows:

Definition 5. p—Extensive Privacy: Consider the following game between a
challenger and adversary Ap who can make query to the following oracles:

- (P;) < CreateProver(); creates a prover with a unique identifier P;. This
oracle creates the internal keys and certificates of a new prover and returns P;.
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— (P, sttp) «— CreatelInsider(); This oracle is same as CreateProver, but it
also returns the internal state of the prover.

— (m,m) « Launch(); this oracle runs a pre-defined protocol on verifier and
returns the session identifier m and the message sent by the verifier.

- (vtag) — DrawProver(fPi,ij); on input of two provers, this oracle returns a
unique virtual fresh identifier to either P; for b =0, or P; for b =1. It first
checks if any of them is an insider or already drawn, and terminates if so.
Then asks from challenger to choose one bit b €g {0,1}. Based on this bit,
creates an anonymous handle vtag for the chosen prover and returns it. Note
that in this step, there a private table T, which stores the tuple (vtag, P;, P;,b).

— (m') « SendProver(vtag, m); on input of anonymous handle of a prover and
a message m, this oracle sends the message m to the prover, and returns
prover’s reply message (m').

- () « Free(vtag); on input of anonymous handle of a prover, this oracle
removes the handle, which eliminates any access to the prover through this
handle. And by using the recorded tuple in the database, the related prover
will get reset (i.e. erase volatile memory).

— (m') « SendVerifier(m, m); on input of a protocol session (m) and a message
m, this oracle sends the message m to the verifier in the session w, and returns
verifier’s reply message (m').

— (stty) « StateVerifier(); this oracle returns the internal state of the veri-
fier. This oracle includes the functionality of the Result oracle in [22], which
just returns the final output of session .

— (sttga) < StateRA(); this oracle returns the internal state of RA.

Ap wins if she can find the choice of challenger in DrawProver oracle. A protocol
is p-extensive private, if and only if there is no PPT adversary Ap who can win
the game with advantage of more than p.

Note 1. Extensive-privacy is stronger than wide-privacy [22] and the privacy
model of Gambs et al. [11], in regards to the view of adversary about all non-
prover entities. That’s because the adversary has access to two more oracles
StateVerifier and StateRA at the same time. This classification is about the
view of adversary about all non-prover entities. The view of adversary about the
provers have been considered independently based on her access to Corrupt ora-
cle, which is not in the scope of this privacy model.
Finally, we define the security of PDB:

Definition 6. («,8,7,p)—secure Privacy-Preserving Distance-Bounding:
A PDB protocol is defined by a tuple (KeyGen,regp,regra,dbp,dby,D), as
follows:

1. (pkga,skxa) < KeyGen(1*): A randomized algorithm such that on the input
of the security parameter X\, returns a key pair to RA.

2. regp(pkra; ski,o;) « regra(skra;0): An interactive protocol between two
PPT ITMs; regyp returns a secret-key and signature of RA on it (sk;,0; =
Signga(sk;)) by taking pkra as input, while regra takes skxa as input.
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3. dbyp(sk;, 03 0) <> dby(pkga; Outy): An interactive protocol between two PPT
ITMs; dby returns a single bit Outy, by taking pkra as input, while dbyp takes
prover’s secret-key and RA’s signature (sk;,0; = Signga(sk;)) as input.
dbyp provides a commitment on sk;, and then provides three proofs about the
commitment; (i) proves that she knows the committed value (sk;), (ii) proves
that she knows a valid signature of RA on the committed value (0;), and (i)
proves that she (owner of sk;) is located within the distance D. dby returns
Outy = 1 if the three proofs are correct, otherwise Outy = 0.

4. D is an integer indicating the distance bound.

The protocol is secure, if the following properties hold; Correctness (Defini-
tionl), a-distance-fraud (Definition2), f-MiM (Definition3), vy-terrorist-
fraud (Definition4), p-extensive-privacy (Definition5).

4 PDB Construction

In this section we introduce our protocol, as an extension of DBPK-Log [5],
by using Pedersen commitment [18], zero-knowledge proof-of-knowledge proto-
cols [20] and signature proof-of-knowledge protocols [12]. The overview of the
protocol is as follows:

1. Setup: RA creates a key-pair for signing secret-key of new provers. This
operation is an instance of “BBS*.KeyGen” function.

2. Registration: A new prover (P;) gets registered by RA. P; chooses a random
secret-key (sk;), and gets the signature of RA for it (o; = Signg.a(sk;)) in a
blind form. This operation is an instance of “BBS*.Sign” interactive protocol.

3. Distance-Bounding: A registered prover (P;) provides distance-bounding
proof to a verifier (V;). P; sends a Pedersen commitment C' = commit(sk;)
to V, and then provides three proofs about the commitment; (i) proves that
she knows the committed value (sk;), (ii) proves that she knows a valid signa-
ture of RA on the committed value, by using “BBS™.Verify” non-interactive
protocol, and (iii) proves that she is located within the distance bound D. This
proof is based on fast-exchange bitwise operation of every single bit of sk;.

Global Common Parameters. By considering A as the security parameter,
let’s define (G1,Gs) as a bilinear group pair with computable isomorphism
such that |G| = |Gz| = p for a A-bit strong prime p, such that p =2¢+ 1 for a
large prime number ¢. G, is a group of order p, and the bilinearity mapping is
€:G1xGe — G, H:{0,1}* — Z, and Hey : {0,1}* — G, are hash functions.
Let go, g1, g2 be generators of Gy, hg, h1, ha be generators of Go such that i (h;) =
gi, and ug,u1,us be generators of G, such that the discrete logarithm of the
generators are unknown. The generation of these parameters can be done by
a trusted general manager, which is present just once at the begining. We use
BBS™ signature scheme [6] with a block message of size one (M = {sk;}), so
obviously the parameters of BBS™ is included in these parameters. These values
are public and considered as the input of all operations (omitted for simplicity).
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The steps of the protocol are as follows:

1. Setup: (skga,pkra = hi"™**) — BBSt KeyGen(1*)

2. Registration: P; (pkxa; sk;, Signra(ski)) < RA(skxa; ). They do the fol-
lowing steps:

— P; randomly chooses an odd number sk; €r Z, \ {¢}.
— They execute BBS'.Sign [‘Pi(ski,pkgu; o; = Signra(ski)) < RA(skra; )}

3. Distance-Bounding: P;(sk;, Signga(sk;);) < Vj(pkra; Outy). There are

five steps in this phase; (i) BBST.Verify, (ii) Bit Commitments, (iii) Fast-
Exchange, (iv) Commitment Opening and (v) Proof-of-Knowledge. At any step
of this phase, V terminates with Outy = 0, if any failure happens, otherwise if
it reaches the end, it returns Outy = 1 as the output.

(i) BBS+.Verify[ﬂ>i(sk1;7a1; = Signga(ski);.) < Vi(pkra;Out,C = gfki gé)]
If Out =1, then V; continues to the next step and keeps the value of C.

(ii) In Bit Commitment step, the process of Fig. 1 gets executed. At the end of
this phase, V; is able to compute:

(sk;) (pkra)

agree on h €r Zj,

o kerZy;Vle{0,...,A =1}, where A = [log2(p)]:
— Ukl €ER Zp-1;Cry = gf[l].hv"“l

Cr

’agreeonueR{l,...,p—Q}‘

ec=u.sk;—kmodp—1
evVie{0,....,A— 1}
— Ve, €R prﬂ CeJ - g;[l]~h1/‘a"l

Ce,[

eVVlie{0,....\— 1}
— Hk[l] = POK{(km,Uk’l) : Ck-‘l = gf[l].hvl‘"l}
— II.;;) = PoK{(e[l],ve;1) : Cey = gf[l].h]”"-’}
{xpys ey}
VI :check(I1yp, chg) and check(Il.p, chg) o

Fig. 1. PDB: Bit Commitment step
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[ Pi V; ]
(ell], k1) 0
¢ €r{0,1} o
Cl Measure Time (1) o
o 1, = ak[l] + cell] ) T
Measure Time (t2) o
Verify Response Time (t2 — 1) @

Fig. 2. PDB: Fast-Exchange step

- N\
Pi Vj
(Ve,1, V.15 C1) (1,71, Chyty Cegt)
® 0] = CVk, + CVe,1 o

_ T s k[l +cpell v
check : ¢;C, + aCey = g1'.h% = g el peviiteve: o

Fig. 3. PDB: Commitment Opening step

2= [ISH(CppCe)? = gimo B HIF2UR) ) S0 @l (unrbven) = ghte po —

gqf'Ski.h“ mod p

such that: k = Z\:_OI(ZZ.kJ[l}) mod p—1, e = ?;01(21.6[”) mod p—1, e =
o @hell]) mod p—1, v =370 (2" (vhs + ves)) mod p — 1.

(iii) In Fast-Exchange step, process of Fig.2 runs for VI € {0,...,A — 1}.

(iv) In Commitment Opening step, the process of Fig.3 runs for VI € {0,
A—1}

(v) Finally in Proof-of-Knowledge step, and interactive instance of
PoK|[(ski,v,7) : 2 = g"**.hv A C = g% 5] takes place to make sure that
the summation of the secret values k£ and e is equal to randomized form of the
committed secret-key (u.sk;). One possible way of doing the PoK is repeating the
process of Fig. 4 for ¢ times. The process continues, unless occurance of failure.

If all ¢ times verifications succeed, then V; returns Outy = 1. Note that if
we replace the secret-key commitments (C' = gfki.gg) with public-keys of the
prover (pk; = gfki), and remove the BBS™T signature scheme, then we would have
a secure public-key distance-bounding protocol (DBPoK-log™), which fixes the
vulnerabilities of DBPK-Log [5]. Now we provide our claim about the security of
PDB protocol.
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(u, r, ski,v) (u, z,C)

® 71,712,713 €R Lp_1

— U1 T2 — 471 473
o w; =g, ".h" we = g,'.g5

(w1, w2)

chg chg €r {0, 1}

e s; =11 + chg.ski; s2 =12 + chg.vy s3 =13+ chg.r

(s1,52,53)

if chg = 0, check : wy < 977t .h"? and wo = git.gs% e

if chg =1, check : wi.z = g;""".h*2 and w2.C = g7".g5° o

Fig. 4. PDB: Proof-of-Knowledge step

Theorem 1. PDB protocol is (negl(\),negl(\), negl(\), negl(X\))-secure, under
Definition 6.

The security proof of this theorem will be provided in the full version paper.

5 Conclusion

In this paper we solved the open problem of having a public-key DB protocol,
which is secure against all DB adversaries by proposing a new protocol (DBPoK-
log™). This protocol is based on DBPoK-Log protocol which has shown to be vul-
nerable against DFA and TFA. We achieved security by adding some PoK oper-
ations. The computational cost of this achievement is equivalent to about 4.\
exponentiations in a prime order cyclic group per each DB instance.

Moreover we proposed a new privacy model for the provers against dishon-
est verifiers and honest-but-curious registration authority. And finally extended
DBPoK-log™t protocol to build a privacy-preserving DB protocol (PDB) in the
new privacy model. This protocol, inherits distance-bounding properties from
DBPoK-log™ protocol. We replaced the public-key setting of provers, with Ped-
ersen commitments and adopted BBS™ signature scheme to provide privacy and
authentication at the same time. As a result, PDB provides all three properties
together; distance-bounding, privacy and authentication. The computational cost
of this achievement, is about 25 extra exponentiations per each DB instance, in
comparison with DBPoK-log™.

There are still two open problems in this field; (1) having a DB protocol secure
against all DB adversaries, which supports extensive privacy against an adversary
who has access to corrupt oracle. And (2) having the same DB protocol in the
presence of dishonest registration authority.
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Abstract. Distance (upper)-bounding (DUB) allows a verifier to know
whether a proving party is located within a certain distance bound. DUB
protocols have many applications in secure authentication and location
based services. We consider the dual problem of distance lower bound-
ing (DLB), where the prover proves it is outside a distance bound to
the verifier. We motivate this problem through a number of application
scenarios, and model security against distance fraud (DF), Man-in-the-
Middle (MiM), and collusion fraud (CF) attacks. We prove impossibility
of security against these attacks without making physical assumptions.
We propose approaches to the construction of secure protocols under
reasonable assumptions, and give detailed design of our DLB protocol
and prove its security using the above model. This is the first treatment
of the DLB problem in the untrusted prover setting, with a number of
applications and raising new research questions. We discuss our results
and propose directions for future research.

1 Introduction

Distance (upper) bounding (DUB) protocols have been widely studied in recent
years: a verifier V interacts with a prover P to obtain assurance that the prover
is at a distance at most B from the verifier. A DUB protocol was first proposed
in [3] to thwart relay attacks in authentication protocols, by using the location
as an unforgeable attribute of the prover. DUB protocols have been widely used
for proximity based authentication (e.g., passive keyless entry and start system
in modern cars [8]), proximity based control (e.g., implantable medical device
[15]), and Radio-Frequency Identification (RFID) authentication [1,18].

Secure DUB protocols estimate distance by measuring the round-trip time
between a challenge and its response, which are transmitted as light-speed elec-
tromagnetic (EM) signals. We refer to protocols that use this method for distance
estimation, as class EF (i.e., EM fast-exchange). In this paper, we consider the
dual problem of distance lower bounding (DLB), where a prover P wants to prove
its distance from a verifier V' is higher than a bound B. DLB problem naturally
arises in application scenarios where privileges are given based on the distance of
the requester to a verifier. For example a company offering unrestricted Internet
access to games and entertainment software to employees, when they are outside
of main office area of the company campus (e.g., Google campus), and restricted
access when employees are within the main office area. Here the requirement is
© Springer International Publishing Switzerland 2015
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for employees to prove they are outside the main working area. A second sce-
nario is when the parking lot is divided into zones and parking charge depends
on the distance of the car to the main point of interest (e.g. discounted rate
will be given if users park their car at farer distance from the shopping mall
entrance). In both cases once the privilege is granted based on the distance,
one needs to use monitoring mechanisms such as continuous authentication to
ensure that the user stays within the claimed area. Embedding such authenti-
cation in streaming services such as games or music is straightforward. For the
latter scenario, one can use random scanning of the area to ensure correct claim.
Although determined users may be able to bypass the authentication, but they
will be inconvenient (e.g. move the car frequently) and also have to accept the
risk of detection and penalty.

Despite the relation between DUB and DLB and the fact that a successful
DUB protocol run proves an upper bound on the prover’s distance, its failure
does not say anything about the distance of the prover. None of the DUB proto-
cols protect against distance enlargement attack [6], where the malicious prover
enlarges the distance by delaying the response. Other applications of DUB pro-
tocol, such as using DUB protocols with multiple verifiers for secure positioning
[6], will also be vulnerable to distance enlargement attack. A second approach
would be to use Global Positioning System (GPS)[11] to determine the location
of the user. However one needs to trust the GPS measurements, which is known
to be vulnerable to attacks, such as GPS spoofing attack [21] where fake satellite
signals are used to modify the GPS location data. This solution also results in
privacy loss and so one needs to consider privacy enhancing GPS solutions that
require extra infrastructure.

Attacks on DLB protocols depend on the application scenario. In Sect. 2.1
we formalize attacks that are applicable in the above application scenarios, and
show that they are parallel to attacks on DUB protocols. DUB protocols have
been analyzed against three broad classes of attacks [20]: distance fraud (DF)
where the prover is malicious and wants to shorten its distance to the veri-
fier; collusion fraud (CF) where the prover is malicious and has a helper that
would assist them to shorten its distance to the verifier; and finally Man-in-the-
middle (MiM) attack where the prover is honest and is the victim of an external
attacker, who aims to shorten the distance between the honest prover and the
verifier. These classes include attacks such as impersonation, Mafia fraud and
Terrorist fraud, that are traditionally considered for DUB. We show that all
above attacks are directly applicable to our DLB scenario above and capture
important DLB attacks.

The solution to DLB problem depends on the trust assumption. DLB problem
in a setting that both the prover and the verifier are trusted, has been considered
in [19]. In this paper, we consider a setting where the prover is untrusted and
the verifier is trusted.

Here we unravel the main difference between DUB and DLB protocols:
DUB protocols have been primarily designed in the setting that an untrusted
prover interacts with a trusted verifier. However in Sect. 2.2, we prove that it
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is impossible to have secure DLB protocol if provers are fully untrusted (have
full control of the device hardware and software), which allows them to deviate
arbitrarily from the protocol. One however can have secure protocols by making
assumptions on the malicious prover’s access to the device and/or communica-
tion channel. Table 1 summarizes trust assumptions in the two problems.

Table 1. Impossibility result of DB protocols with different trust assumptions

Trust DLB problem DUB problem
Trusted prover Possible (e.g., secure ranging [19]) | Possible * (c.f., DB [2])

Fully untrusted prover’ |Impossible (Sect.2.2)

Partially trusted prover®|Possible (Sect.3, IIprs—Bn)
# DUB protocols with fully untrusted prover are secure in other trust settings.
> Malicious prover with unrestricted control of the prover device hardware/software.
¢ Restricted Malicious prover who can run malicious software on the prover device.

Our Contribution. First, we initiate the study of distance lower bounding
(DLB) problem in a setting where the prover is untrusted using motivating
application scenarios. Second, we construct security model for DLB problem and
define three broad classes of attacks: distance fraud (DF), Man-in-the-middle
attack (MiM) and collusion fraud (CF). Third, we prove that security against
any of these attacks without making physical assumptions' is impossible. In par-
ticular, a fully malicious prover can always succeed in the DF attack, and an
external attacker (without the cryptographic credentials) can always jam-and-
delay the signal between the verifier and the prover, and succeed in the MIM
attack. This also implies that a malicious prover that has a helper (CF) will
always succeed. Fourth, we construct a secure DLB protocols under reasonable
assumptions, and prove its security against DF, MiM and CF attacks. Finally,
we estimate time, memory and energy requirements of our protocol and conclude
with open questions and directions for future research.

Related Work. There is a large body of research on secure positioning and
distance estimation, including distance bounding protocols [2,3,10], positioning
techniques [6,11] and secure ranging protocols [19]. As we argued earlier, these
approaches are not directly applicable to the DLB problem in the setting that
the prover is not trusted. GPS systems use a set of satellites signals to determine
the location and are designed for non-adversarial setting, and so GPS systems
are vulnerable to signal spoofing attacks [21]; DUB protocols protect against
malicious provers trying to shorten the distance, but are in general vulnerable
to the distance enlargement attack [6]; secure positioning systems use a DUB
protocol with multiple verifiers to triangulate the prover’s location, but is also
vulnerable to distance enlargement attack, making positioning an insecure app-
roach for DLB; and secure ranging systems only consider non-adversarial setting
as well.

! Including limited access to the device hardware, and/or the communication channel.
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To our knowledge, this is the first paper to study DLB in a setting where
the prover is not trusted. Our approach to defining attacks, distance estimation,
and design of the protocol is inspired by the large body of literature on DUB,
in particular, [20] for formalization of attacks, and [2,10] for the design of the
protocol. The use of bounded-memory assumption for the prover’s device in the
context of secure code update had been considered in [13]. We refer to [22]. for
a complete review of relevant works.

2 DLB - Model and Impossibilities

We consider a multi-party system where a party U is modeled by a polynomially
bounded interactive Turing machine (ITM) with a certain location locy, and
some pre-shared key. A party can be a prover or a verifier. A prover P engages
in a two-party protocol with a verifier V', to prove the claim that its distance to
the verifier satisfies certain bound. Honest parties run predefined algorithms for
their side of the interaction. The verifier V' is always honest. The prover however
may be malicious, in which case it is denoted by P*. A protocol instance defines
an experiment denoted by exp = (P(x;7p) < A(ra) < V(y;7v)). At the end of
a protocol instance, V' has an output Outy, which is 1 or 0, showing acceptance
or rejection of the DLB, respectively. The prover does not have an output. A
participant in an experiment has a wview consisting of all its inputs, coins, and
messages that it can see. The external attacker A may interact with multiple Ps
and Vs, and its view will include all these interactions.

Definition 1 (DLB Protocol). A Distance Lower Bounding (DLB) proto-
col is a tuple (Gen, P,V,B), where (z,y) «— Gen(1%,ry) is a randomized key-
generation algorithm that takes security parameter s and randomness T, and
outputs keys x and y; P(x;rp) is the prover’s ppt ITM that takes secret-key] x
and randomness rp; V(y;ry) is the verifier’s ppt ITM taking secret-key y and
randomness Ty , and B is a distance-bound. It satisfies two properties:

— Termination: (Vs)(VR)(Vri;rv)(Vloey) if (y) «— Gen(1%1;) and (R <
V(y;ryv)) is an execution of the protocol between the wverifier and any
(unbounded) prover algorithm, V halts in Poly(s) computational steps;

— p-Completeness: (Vs)(Vlocy;locp such that d(locy;locp) > B) we have

(x;y) < Gen(1%;1y))

PTTMTPM“V OUtv =1: P(Z‘;TP) PN V(y,rv)

i

2.1 Attacks on DLB Protocols

We consider three classes of attacks: distance fraud (DF), man-in-the-middle
(MiM) attack, and collusion fraud (CF). In DF, P*, with d(P*,V) < B wants
to convince V that its distance is at least B. In MiM attack, an external attacker
who does not have the secret key, interacts with multiple Ps and Vs, and finally
succeeds in taking the role of a prover in a protocol instance (See Fig.1a). In
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Fig. 1. MiM and CF attack in DLB

CF, P* colludes with a helper to claim a longer distance to V' (See Fig.1b).
The collusion should not leak the prover’s secret key to the helper. The formal
definitions of the attacks are below.

Definition 2 (DF-resistance). A DLB protocol 11 is a-resistant to distance
fraud if (Vs)(YP*)(Vloc, such that d(loc,,locy.) < B)(Yry), we have

(2,9) = Gen(1%51)| _

P |0 = pra) < Vi) ]

where P* is any dishonest prover. Because of the concurrent setting we effec-
tively allow polynomially bounded number of P(x') and V(y') close to V (y) with
independent (x',y’).

Distance hijacking Definition 2 captures distance hijacking attack [7] against
DLB protocols. In this attack, P* who is at distance < B, uses DLB communi-
cations of unaware honest provers at a distance > B, to claim a distance > B.

Definition 3 (MiM-resistance). A DLB protocol 11 is (-resistant to MiM
attack if (Vs), (Vm,€,z) are polynomially bounded, (VAi,As) polynomially
bounded, for all locations such that d(locp,,locy) < B, where j € {m+1,--- 1},
we have
(z,y) «— Gen(1?%)
Pry, |Out, =1: Pi(x)...Pp(z) — A1 < Vi(y)...V2(y) <pB
Ppy1(z)...Po(x) < AQ(ViewAl) — V(y)
Here probability is over all random coins of the protocol, and Viewa, is the
final view of Ay. The definition effectively allows polynomially bounded number
of P(z'), P*(a'), and V(y') with independent (z',y"), anywhere.

Mafia fraud and impersonation attack. Definition 3 covers Mafia fraud and imper-
sonation attack as special cases. In Mafia fraud, there is no learning phase. The
attacker interacts with an honest prover and makes the verifier to output accept.
That is, m = z = 0 and, £ = 1 in the attack phase. In impersonation attack the
attacker uses multiple possibly concurrent interactions with the verifier to make
the verifier output 1. This attack is captured by letting £ = m.

Definition 4 (CF-resistance). A DLB protocol 11 is (v,n) resistant to collu-
sion fraud if (Vs)(VP*)(Vloc,,) such that d(loc,,,locp-) < D), (VASFppt.):
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(z,y) «— Gen(1%)

Fres [O“t”ﬂ =P @) - AT S Vo(y)} -

implies existence of an extended® MiM attack with m, £,z, A1, As, P,
P;,V; that uses interaction with P and P* both, and V in learning and satisfies

(z,y) «— Gen(1%)

Pr |:Outv =1: P (2)..P) (z) & A < Vi(y)...Va(v) } >

Pry1(x)...Pe(z) & Az(Viewar) < V(y)
Here, prover P*) is either P or P* and we have d(locPJ.,locv) < B, forj €
{m 4+ 1---£}. We implicitly allow a polynomial number of P(x'"), P*(x'), and
V(y') with independent (2',y') anywhere but honest participants are close to Vp.

Terrorist fraud. In Terrorist fraud, P*, with d(P*,V) < B, gets aid from a
helper who does not have the secret key. Definition 4 captures terrorist fraud as
a special case by letting m = z = £ = 1, by simply allowing A; to run A°F and
succeed in impersonation and making V to accept.

2.2 Impossibility Results

We consider protocols in EF. Let C' denote speed of light, t. and ¢, denote the
verifier’s clock readings, when the challenge is sent and the response is received,
respectively. If the received response is correct, the verifier calculates Ta = t,.—t.
to estimate the distance of the prover. Let T}, denote the processing time of
the prover. The verifier estimates the prover’s distance D as

(TA - gproc)c. (1)

Theorem 1. 1. Any DLB protocol in EF is vulnerable to DF if P* has full
(hardware and software) control over the prover’s device.

2. No DLB protocols in EF can provide 3-resistance with 8 < 1 to MiM attack
by an external attacker who can jam and delay messages to/from the prover.

3. For any DLB protocol in EF, P* can succeed in CF with probability 1 and
negligible key leakage to the helper, if the helper has full access to the commu-
nication channels with P*, and P* has full control over the prover’s device.
The result holds even if communication is only allowed in one direction
between the prover and the helper.

D =

The proof sketch of Theorem 1 can be found in Appendix A.

2.3 Restricted DF, MiM, and CF

To remove the above impossibility results, we must use reasonable assumptions
(restrictions) on the adversary’s control of the device and/or the communication
channel. We refer to attacks under these conditions as restricted DF, MiM and
CF (rDF, rtMiM and rCF), to emphasize extra assumptions are needed.

2 Because learning phase allows interaction with P*.
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Table 2. DLB security against the three attacks in different settings.

Attacks Assumptions
No Assumption | Prover’s device | Communication | Combined
[BM] oc] [BM +0C]
DF-security | x v X v
MiM-security | x X v v
CF-security | x X X v

Notations. We use PD to denote the prover’s device, and rX¥]! to denote

restricted version of attack X, where X € {DF, MiM,CF} and restrictions
are stated in Y. For example, rDFIBM] refers to the restricted DF attack, under
the restriction that PD has bounded memory.

Table 2 summarizes our impossibility results and shows assumptions used in
our construction in Sect. 3. The assumptions that we use for security against rDF
are, (i) P* cannot access (read or write) the PD ’s read-only memory (ROM), and
(ii) PD has bounded memory (BM). Note that the first assumption still allows P*
to inject malicious codes into the device writable memory (RAM), and modify
correct execution of the protocol. The bounded memory assumption is a well-
established model in cryptography [4], and has been used in the design of security
systems [13]. To achieve the security against rMiM and rCF, in addition to the
above assumptions, we require the helper to have no On-line Communication
(OC) with the prover during the fast-exchange phase. In Sect. 3, we present a
DLB protocol that provides security against rDF, rMiM and rCF under the above
assumptions. Note that one may achieve rDF, rMiM and rCF resistance using
other assumptions that restrict the prover and the helper. For example instead
of assuming a root of trust on the PD, one may establish a dynamic root of trust
using software attestation. We give a software attestation-based DLB protocol in
full version [22]. This protocol also requires no online-communication assumption
for security against all attacks. We also provide an overview of security analysis
and implementation challenges of the protocol.

3 DLB Protocol Constructions

Assumptions and Attack Model. We assume the PD is a bounded memory device
with a protected memory (ROM), and a writable memory (RAM) of (fixed) L bit
size. We consider RAM as an array indexed from 1 to L. The DLB protocol code
is stored partly in ROM, denoted by DLBroas, and partly in RAM, denoted
by DLBgran - We assume V' has a shared key with the PD, and holds the same
DLB code. The secret key of PD is stored in ROM and is accessible only to the
code in ROM. We assume communication channel is noise free, although our
results are extendable to noisy communication by applying similar methods as
[17]. The adversary may store and run arbitrary malicious code on the RAM of
the PD, but is not able to tamper the hardware of the device.
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Approach. Using Eq. 1, P* at distance D can always delay the response by 2D’ /C
second(s) to claim a longer distance D + D’. Let T4, denote the maximum
expected response generation (processing) time by the verifier. (This can be
estimated for example, by measuring the processing time of a set of functional
devices, and choosing T}, larger than all the measured times.) Knowing that
0 < Tproc < Tinag, the verifier uses the round-trip time T'a to obtain the following
distance bounds.

D > Dipwer = w (2)
We propose a protocol that assumes bounded memory for PDand enables V' to
force an upper bound on the delay introduced by P*.

3.1 The Protocol HDLB—BM

The secret key consists of two binary strings, z, and & in {0, 1} respectively.
When clear from context, we refer to each string as key also. The protocol uses
a secure Pseudo Random Function (PRF) f, : {0,1}%* — {0,1}?",z € {0,1}¢,
and a secure keyed-hash function (Hz)ze (0,13 : {0, 1}* — {0, 1}°. Figure 2 shows
the messages communicated in the three phases of the protocol.

Phase 1: Initialization Phase. The prover generates a k-bit nonce N, and sends
it to the verifier. The verifier selects a k-bit nonce N, and a 2n-bit random string
A, calculates M = A ® fz(Np, N,), and sends (M, N,) to the prover. With this
information, the prover decrypts M to retrieve A = M & f(Np, N,,) and stores
it in memory. A is the response table that will be used by the prover to respond
to challenges in Phase 2. Considering A = (a1 ), a(2,5)), where j =1---n, as a
sequence of n bit pairs, we define a third string a3 ;) = a1 ;) ® a2 j) © T. a,j
is computed at run time from the response table and so is not stored in memory.

Phase 2: Fast-exchange Phase. This phase proceeds in n consecutive challenge-
response rounds. In each round 1 < ¢ < n, the verifier chooses a random challenge
¢; € {1,2,3} and sends it to the prover, immediately followed by a random eras-
ing sequence RS; of length z;. In Sect. 3.2, we will discuss how z; is determined.
The role of RS; is to prevent P from delaying the response to extend its distance.
On receiving the challenge c;, the prover will retrieve the response r; = a(, 4
When z; — 1 bits of RS; are received, the prover must send r; to avoid it being
overwritten by the final bit of RS;. The prover must also send the response
to the erasing sequence (also referred to as proof of erasure h;). By correctly
designing the computation of the hash, the correct proof of erasure will “prove”
that the prover has received and stored the full RS; and also has kept the code
DLBpran intact (see Sect. 3.2 for details). In addition, the verifier records the
time difference Ta ; between sending ¢; and receiving r;.

Phase 3: Verification Phase. The verifier checks the correctness of response r; and
proof of erasure h; for all rounds, ¢ = 1---n. It also verifies whether all response
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Fig. 2. Distance lower bounding protocol llprp—pum

times are higher than a threshold 0, determined as follows. Let B denote the
distance-bound, and T'(z; — 1) denote the time interval required by the prover
to receive z; — 1 bits. The acceptable round-trip time in round ¢ must satisfy
Tai >0 =28 +T(z — 1), where C = 3% 10% is the speed of light (see Eq.2).
The verifier outputs Out, = 1, if and only if all verifications and time checks
succeed. For simplicity, we assumed the communication channel is noiseless; thus,
a successful protocol requires all challenges to be correctly responded.

3.2 The Design of Erasure Sequence and Its Response

In fast-exchange round i, an erasure sequence RS; is sent to the P, and a correct
response is required. RS; is used to guarantee all the device memory is erased,
except DLB code and the part of the memory that is required for future response.
The length of the erasing sequence RS; must be chosen as follows.

Sequence Length. Let the sizes of the RAM and DLBgra, be L and A, respec-
tively. After the initialization phase, the 2n-bit random table A is stored in
the prover’s device memory. In Round 1, the erasing sequence RS; must erase
L — X — 2n unused memory, together with ((l(1,1), az,1)), the two response bits
associated with round 1. In each subsequent challenge-response round i, two
additional bits (a(y,;),a(2,)) of A will be used and so the length of the erasing
sequence must be increased by two bits. By induction, the random sequence R.S;
in round 1 < ¢ < n must have length L — A — 2(n — 4). Figure 3 shows the state
of the prover’s memory during protocol execution.

Response to the Erasure Sequence. The response in round ¢, denoted by h;,
must guarantee that the PD’s memory, contains the sequence RS; and DLB
code DLBRrap in full, and prove that the rest of the memory is erased. We
refer to this response as proof of erasure, as it is inspired by [13]. An efficient
approach is to send the cryptographic hash of RS;. To prevent the prover from
calculating the hash value in real-time without storing the whole R.S;, we require
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Fig. 3. Prover’s memory during protocol execution

the hash function to be applied to the received sequence in the reverse order
of arrival. That is, assuming RS; = (uj---u,,), the hash will be applied to
RS; = (us, ---u1). This leaves the prover no choice other than waiting for the
last bit to arrive, before starting the calculation. To prevent P* to simply store
the required hash value of the code, we use h; = H;(RS; | DLBrays). In
this construction, RS; serves as a random nonce, and rules out the possibility
of P* successfully passing the verification without storing the full DLBgr -
The response calculation must be such that it cannot be delegated to a helper.
This requirement is for achieving security against rCF (Sect.4). We thus use a
keyed-hash message authentication code, that requires the prover’s secret key.
The keyed-hash message authentication code uses a suitable cryptographic hash
function in a specific structure (e.g. HMAC), to construct a secure MAC, which
ensures the keyed-hash value cannot be forged.

4 Security Analysis of llprs_Bn

1IprB—Bam protocol uses a PRF and HMAC, and we analyse its security against
a computationally bounded adversary. We note that it is possible to construct an
information theoretically secure version of this protocol, by replacing the PRF
and HMAC with appropriate primitives.

rDF[BM] resistance. In DF, a malicious prover P* with d(loc,,locp-) < B,
wants to prove, its distance is higher than the bound. To achieve this goal,
P* must send the correct response bit r;, and the correct proof of erasure h;,
both with sufficient delay, in all rounds 1 < ¢ < n, of the fast-exchange phase.
Theorem 2 proves that the DF resistance of the DLB protocol IIp g, assuming
that a malicious code of length at least g bits is required.

Theorem 2. Hprp_py is e-resistant to rDFBY, with ¢ = max (2’(%>2,

27D ggainst any rDFBY attack that requires at least g-bit malicious code,
assuming H,() is HMAC with a suitable cryptographic hash function.
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The proof is given in Appendix B. The theorem implies that attacks with
longer codes directly reduce the success probability of P*. This substantially
limits designing malicious codes. Note that for a 1-byte malicious code (g = 8)
leads to a success chance of € < 1079, for protocols with at least 4 rounds, n > 4.

rMiM resistance. In rMiM[®, the adversary cannot send or receive signal

to, or from the prover during the fast-exchange phase of the target instance. It
however has full communication power during other phases. We do allow the
adversary to jam communications between the verifier and provers in all phases
of the protocol (including fast exchange phase). The proof outline of the following
Theorem 3 is given in full version [22].

Theorem 3. The DLB protocol llprg_ g is B-resistant to rMiMO attack with
B =27, by choosing b > % -1

rCF B 0% regsistance. Providing rCF security requires security against rDF and

rMiM, and so their associated assumptions. We consider rCFB" 9% and show
(i) this is a stronger attack than rDF®" and (ii) IIp;_pas is secure against
this attack (see Theorem 4 and its formal proof is given in [22]).

Theorem 4. The protocol IipLp is (v,1n)-resistant to rCFB O with n = 27

M%,2f(n+0.25)

and v < max{2~ "z "+ assuming malicious code length > g.

5 Practical Consideration

The computation during the initialization and challenge-response is similar to
DUB protocols and so the excellent works [14] on the implementation of DUB
protocols can be used for performance estimates. However using erasing sequence
is unique to lIprp_pr- We estimate memory, time, and energy consumption
of Uprp_pm on a MicaZ sensor [12] using TinyOS. We assume the following
parameters: n = 10 rounds and k& = 192 bits of nonces. We use HMAC-SHA1,
denoted by HM AC(.;.), for the PRF, f,, and generation of response for RS;,
H;. That is, f,(Np, N,) equals the first 2n = 20 bits of HM AC(x; N,||N,) and
H;(RS;||DLBray) equals HMAC(#; RS;||DLBRran) of length b = 160 bits.

MicaZ Sensor Specifications. The device is supplied by two AA batteries and
includes an ATMEGA128 microcontroller and a TI-CC2420 radio transceiver.
The micro-controller provides 4 KB of writable memory (SRAM), with 4 KB of
EEPROM and 640 KB of write-protected flash memory. The radio transceiver
chip works for an RF band of 2.4-2.48 GHz and has 250 Kbps data rate.

Memory Consumption. HMAC-SHA1 takes code size of 4650 bytes [13] for
implementation on ROM, and around 124 bytes of RAM to load data structures
and stack. Considering | = 128 of secret key z, we have a reasonable estima-
tion of code size to be 10 KB. Although the EEPROM is only 4 KB large, the
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ATMEGA128 architecture allows for ROM extension via the use of mask ROM,
locked flash memory, and fuse bits. Using these extension methods, one can build
read-only memory of size 10 KB or more. Note that in order to obtain maximum
energy consumption, we assume the size of DLBRraps to be 0.

Energy and Time Consumption. The writable memory in ATMEGA128
(when flash memory is write-protected) is the 4KB SRAM. For a n = 10 rounds
DLB protocol, the erasing sequence has length 32758 bits on average.

Communication Costs. The protocol requires the prover to receive N,, M
in initialization phase and c¢;, RS; in each fast-exchange round, which gives
a total of l., = len(N,) + len(M) + 2n + n X len(RS;) = 326912 bits.
There is also requirement for sending N, r;’s, and h;’s which sums to [, =
len(Np) + n + n x len(h;) = 1802 transmission bits. Sending (resp. receiving)
a single bit requires E,, = 2.34uJ/b (resp. Fy, = 4.6puJ/b) by the radio trans-
ceiver with typical power adjustments [5]. The total communication energy is
thus Eeomm = e Fte + lrp Ery = 773mJ.

Computation Costs. The cost is highly due to computing h;. The rest is negligi-
ble. Extrapolating memory erasure phase figures in [13] to our 4KB-memory
device, we require less than 600 milliseconds time for computing proof of
erasure, which is quite practical. As for energy consumption, each HMAC-
SHA1 computation uses 3.5uJ per memory byte. Considering the memory size
and the number of rounds, the required computation energy is obtained as
Ecomp = 3.5 % 1076 x 4 x 210 x 10 = 140mJ. Each AA battery is capable
of delivering 1.2 Amperes under an average voltage of 1.2 Volts for one hour
[5], implying the power supply of 10,368.J via the two batteries. This means the
proving device can be used for approximately (773—15-01’2(?)810—3 > 11,000 runs of
DLB protocol before the batteries die. This is quite a reasonable turn out for
power consumption. Although we should consider idle/sleep mode energy con-
sumption for more accurate analysis, this consideration will not cause a drastic
change on the above result.

6 Concluding Remarks

We motivated the novel security problem of DLB in the setting that the prover is
not trusted using a number of application scenarios, and gave formal definition of
security against three general classes of attacks (DF, MiM and CF). We proved
that it is impossible to provide security against any of these attacks without
making physical assumptions. Our results show that an adversary, even if it
is computationally bounded, will always succeed in DF if it has unrestricted
access to the prover’s device (fully untrusted prover), and will succeed in MiM
attacks, if it has unrestricted access to the communication channel. And security
against CF requires restrictions on both types of accesses. These results show
a fundamental difference between DLB and DUB problems. The only physical
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assumption in DUB protocols, is that the speed of EM signals is constant. In
DLB protocols however, in addition to this assumption, one must assume other
restrictions on the physical access of the adversary. B -

Our protocol provides security against rtDFEY, rMiMI©¢! and rCFB" 9 using
reasonable assumptions that have been used in theoretical cryptography as well
as security systems in practice, including systems for secure code update [13].
Enforcing assumptions in practice would need special technologies such as tar-
geted jamming [9]. One can replace the above assumptions with other reasonable
assumptions. For example, instead of assuming bounded memory, one can use
a software-based externally verifiable code execution (EVCE) system such as
Pioneer [16], to guarantee that the target executable code associated with the
distance measurement, is executed without modification by a malicious code
that may reside on the device. a trusted network to eliminate proxy attacks
allowing the construction to provide security against rMiMI°¢ and rCFI[S4 9l
The important point to note is that one must restrict the adversary’s physical
access to the environment to achieve any DLB security.

Our primary application scenarios of DLB in this paper were examples of
proximity-based access control. Other application scenarios in DLB may have
different security requirements. Examining these requirements will be an impor-
tant step in modelling security and designing secure protocols. Another inter-
esting question is to efficiently incorporate DLB in DUB protocol to provide
security against distance enlargement.

A Proof Sketch of Theorem 1

For (1), assume a malicious prover (who can calculate correct responses to the
verifier challenges) at D < B. To claim a longer distance D + D', the prover
modifies the execution to add appropriate delay by tampering with the hard-
ware/software and responds after 2D’/C second(s). The attack succeeds with
probability 1. For (2), A MiM attacker can use the following strategy: upon
receiving a message from one party, the adversary jams the signal to prevent it
from being received by the other, and later forwards it with appropriate delay.
For (3), note that CF resistance requires both DF resistance and MiM resistance:
A CF attacker can simply simulate a successful DF attacker by simply ignoring
the helper. It can also simulate a successful MiM attacker, by allowing P* in the
CF attack to run the algorithm of P, and the helper in CF to run the algorithm
of the MiM adversary, AM*M

B Proof of Theorem 2

A dishonest prover P* succeeds if it passes verification in all rounds. A P*’s
strategy o, is defined by a sequence of actions that it will take over the n rounds.
P* needs a malicious code of size at least g to implement its strategy. The code
must be stored in the PD’s RAM. In each round, P* must dedicate g bits of
RAM for the malicious code MC, by either over-writing the response table Al
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or RS;, or DLBra, or part of each, Here Al is the un-used part of A at the
start of round . It is important to note that success probability of P* in each
round, depends on the action taken in the current round, and all actions taken in
all the previous rounds. For example if P* has overwritten (a1 ), a(2,:)), during
an earlier round j, where j < 4, then the success probability of producing the
correct response to ¢;, will be at most 1/2.

Let Pr(Succh ) denote the prover’s success probability for a strategy o (n-
round strategy, possibly adaptive) used by P*. Let S; denote the event associated
with the success in round i, 1 < i < n. We have the following:

Pr(Succhp) = Pr /\ HPrS|SZ Ty-ey57).
i=1

=1

The properties of probability imply: Vi, Pr(S;|S;—1,...,51) < 1. In round i,
P*’s device receives a challenge symbol ¢;, followed by L — A — 2(n — ¢) bits of
RS;. The response consists of r;, and h; = Hz(RS;||DLBgrays). Because of the
unforgeability of HMAC, to calculate h;, the string RS; must be fully stored,
and DLBRga) must remain intact. If some of these bits, say ¢, are overwritten,

to generate the correct response, the ¢ missing bits can be guessed., with
success probability 27¢.

Let g be even and smaller than the response table original size, g < 2n. In
each round, 2 bits of the table are used and the erasing sequence is lengthened
by 2 bits. The reduction in the size of the table in each round finally reaches a

round ng Sh- g, after which the size of Al i > ng, is less than the malicious
code. That is, 2(n — ) < g and the length of RS; satisfies L —2(n —1i) > L —g.
From round i > ng, to keep the g bit malicious code, some bits from R.S; must
be overwritten and this number equals,

g—Z(n—i):g—2(no+%—i):2(i—n0).

This leads to a success chance of 2~ (2(i=m0)+1) in calculating h; in round i. The
overall success chance is given by,

Pr(Succhp) < H 1x H 2~ (2(i=n0))

1<i<ng no+1<i<n

— 9 (Zing126-m0)) _ o= (010 2) _ 9—($)(§+1) L 9—($)*,

If g is odd: A similar argument can show that the prover needs to drop 2(i—ng)—1

o . A .
bits in rounds i > ng ==n — g—;l. The success probability equals

(Zie ng+1 2(i—no)—1) _ (Z" 10 2i' 1)

Pr(Succhp) <27
— o= (FE)(F+1) 9T 2—(%) <987
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If g > 2n. Here, the prover needs to drop some bits of the erasing string R.S; in
all rounds 1 < ¢ < n; in other words, ng = 0 and the prover’s success chance is,

Pr(Succhp) < H 9~ (2i) _ 9—(3iy 2i) _ g—n(n+1)

1<i<n

This means that the success probability of P* in any strategy is bounded, and
the proof is complete.

References

10.

11.

12.

13.

14.

15.

16.

Avoine, G., Tchamkerten, A.: An efficient distance bounding RFID authentication
protocol: balancing false-acceptance rate and memory requirement. In: Samarati,
P., Yung, M., Martinelli, F., Ardagna, C.A. (eds.) ISC 2009. LNCS, vol. 5735,
pp. 250-261. Springer, Heidelberg (2009)

Boureanu, I., Mitrokotsa, A., Vaudenay, S.: Secure and lightweight distance-
bounding. In: Avoine, G., Kara, O. (eds.) LightSec 2013. LNCS, vol. 8162,
pp. 97-113. Springer, Heidelberg (2013)

Brands, S., Chaum, D.: Distance bounding protocols. In: Helleseth, T. (ed.) EURO-
CRYPT 1993. LNCS, vol. 765, pp. 344-359. Springer, Heidelberg (1994)

Cachin, C., Maurer, U.M.: Unconditional security against memory-bounded adver-
saries. In: Kaliski Jr., B.S. (ed.) CRYPTO 1997. LNCS, vol. 1294, pp. 292-306.
Springer, Heidelberg (1997)

Calle, M., Kabara, J.: Measuring energy consumption in wireless sensor networks
using GSP. In: Personal, Indoor and Mobile Radio Communications (2006)
Capkun, S., Hubaux, J.-P.: Secure positioning in wireless networks. IEEE J. Sel.
Areas Commun. 24(2), 221-232 (2006)

Cremers, C., Rasmussen, K.B., Schmidt, B., Capkun, S.: Distance hijacking attacks
on distance bounding protocols. In: S&P, pp. 113-127 (2012)

Francillon, A., Danev, B., Capkun, S.: Relay attacks on passive keyless entry and
start systems in modern cars. In: NDSS (2011)

Gollakota, S., Hassanieh, H., Ransford, B., Katabi, D., Fu, K.: They can hear
your heartbeats: non-invasive security for implantable medical devices. In: ACM
SIGCOMM, pp. 2-13 (2011)

Hancke, G.P., Kuhn, M.G.: An rfid distance bounding protocol. In: SecureComm,
pp. 67-73 (2005)

Hofmann-Wellenhof, B., Lichtenegger, H., Collins, J.: Global Positioning System
Theory and Practice. Springer, Wien (1993)

C. T. Inc., Micaz datasheet

Perito, D., Tsudik, G.: Secure code update for embedded devices via proofs of
secure erasure. In: Gritzalis, D., Preneel, B., Theoharidou, M. (eds.) ESORICS
2010. LNCS, vol. 6345, pp. 643—662. Springer, Heidelberg (2010)

Rasmussen, K.B., Capkun, S.: Realization of rf distance bounding. In: USENIX
Security Symposium, pp. 389402 (2010)

Rasmussen, K.B., Castelluccia, C., Heydt-Benjamin, T.S., Capkun, S.: Proximity-
based access control for implantable medical devices. In: Computer and Commu-
nications Security, pp. 410-419 (2009)

Seshadri, A., Luk, M., Perrig, A., Doorn, L.v., Khosla, P.: Externally verifiable
code execution. Commun. ACM 49(9), 45-49 (2006)



104 X. Zheng et al.

17. Singelée, D., Preneel, B.: Distance bounding in noisy environments. In: Stajano,
F., Meadows, C., Capkun, S., Moore, T. (eds.) ESAS 2007. LNCS, vol. 4572,
pp. 101-115. Springer, Heidelberg (2007)

18. Song, B., Mitchell, C.J.: RFID authentication protocol for low-cost tags. In: Wire-
less Network Security (2008)

19. Tippenhauer, N.O., Rasmussen, K.B., Capkun, S.: Secure ranging with message
temporal integrity. IACR Cryptology ePrint Archive (2009)

20. Vaudenay, S., Boureanu, I., Mitrokotsa, A. et al.: Practical & provably secure
distance-bounding. In: the 16th Information Security Conference (2013)

21. Warner, J.S., Johnston, R.G.: A simple demonstration that the global positioning
system (gps) is vulnerable to spoofing. J. Secur. Adm. 25(2), 19-27 (2002)

22. X. Zheng, R. Safavi-Naini, and H. Ahmadi. Distance lower bounding. Cryptology
ePrint Archive, Report 2014 /xxx (2014). http://eprint.iacr.org/


http://eprint.iacr.org/

Efficient Adaptive Oblivious Transfer Without
g-type Assumptions in UC Framework

Vandana Guleria® and Ratna Dutta

Department of Mathematics, Indian Institute
of Technology Kharagpur, Kharagpur 721302, India
vandana.math@gmail.com, ratna@maths.iitkgp.ernet.in

Abstract. Oblivious transfer is one of the basic building blocks of cryp-
tography. Due to its importance as a building block in the construction
of secure multiparty computation protocols, the efficiency and security
are two big issues in its design. In this paper, we present an efficient,
universal composable (UC) secure adaptive oblivious transfer without g-
type assumptions. The proposed protocol is UC secure under Decision
Linear (DLIN), Decision Bilinear Diffie-Hellman (DBDH) and Square
Decision Bilinear Diffie-Hellman (SqDBDH) assumptions in the presence
of malicious adversary in static corruption model. The proposed protocol
exhibits low computation and communication overheads as compared to
the existing similar schemes.

Keywords: Oblivious transfer - Universally composable security -
Non-interactive zero-knowledge proofs

1 Introduction

Adaptive Oblivious Transfer (OT{CV «1) Is a two-party protocol, where a sender
with messages m1,mas, ..., my interacts with a receiver with indices o1, 09, ...,
o € [N] in such a way that at the end the receiver obtains mey,, Mgy, - .., Moy
without learning anything about the remaining N — k& messages and the sender
does not learn anything about the indices 01, 03, . . ., 0. The receiver may obtain
My,_, before deciding on ¢;. The OT. ; protocol consists of a initialization
phase and k transfer phases. In initialization phase, the sender encrypts the mes-
sages mq, ma, ..., My using some encryption scheme and publishes the encrypted
database. In each transfer phase, the receiver interacts with the sender to decrypt
the ciphertext of its choice in order to recover the desired message. The OTyq,; is
an interesting primitive. It is a basic building block for secure multiparty compu-
tation and adaptive oblivious search of large database such as medical, financial,
patent etc.

Naor and Pinkas [18] introduced the first QT4 ; protocol in half-simulataion
model in which the security of one party follows real/ideal world paradigm while
the security of other party is supported by heuristic argument only. The first
fully-simulatable OT,]CVXl in which security of both the parties follow real/ideal
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world paradigm is proposed by Camenisch et al. [7]. Afterwards, there are quite
a number of OT4,, protocols [1,12-15,17,20,22]. Peikert et al. [19] introduced
the universal composabe (UC) secure oblivious transfer protocols. The security
of OT¥. , protocols [1,14,17,20] are also proven in UC framework [8,9]. The UC
secure OT,CN>< 1 brotocols retain their security even when composed with arbitrary
protocols during concurrent execution. The aforementioned QT4 ; protocols are
based on g-type assumptions except [1,15]. The ¢-type assumptions state that
given ¢ solutions of the underlying problem, it is not possible to come up with a
new solution. During simulation, these ¢ solutions are used by the simulator to
answer the queries by an adversary and then convert the adversary’s forgery into
a new solution of the problem. Abe et al. [1] introduced OT4, , without g-type
assumptions in UC framework.

Our Contribution. Adaptive Oblivious Transfer (OTqy,) is an extensively
used primitive in cryptography. Designing an efficient OTﬁ[X 1 is not a trivial task.
In this paper, we provide an efficient OTkle protocol without g-type assumptions
which is provable secure in UC framework. Our scheme assumes a common refer-
ence string CRS similar to existing works as UC secure OT,ZQZXl protocol cannot be
constructed without any trusted setup assumptions. The proposed OTQIX 1 proto-
col couples Water’s signature [21] with non-interactive Groth-Sahai [16] proofs
and is secure under Decision Linear (DLIN), Decision Bilinear Diffie-Hellman
(DBDH) and Square Decision Bilinear Diffie-Hellman (SqDBDH) assumptions.
The Water’s signature [21] and non-interactive Groth-Sahai [16] proofs are used
to create some checks during protocol construction to control the malicious activ-
ities of the parties. If the receiver or sender deviates from the protocol construc-
tions, it will get detected with these checks.

Security is proven in static corruption model in which corrupted parties are pre-
decided by the adversary. Throughout the protocol execution, corrupted parties
remain corrupted and honest parties remain honest. The security of the proposed
OTkNX ; protocol is proved by proving the sender and receiver’s security separately
in the trusted setup assumptions. The sender’s (receiver’s) security requires the
existence of an efficient simulator such that no distinguisher can distinguish real
world (where an honest sender (receiver) is interacting with an adversary) from
ideal world (where the simulator is given access to ideal functionality).

The proposed OTkle protocol is efficient as compared to the existing sim-
ilar schemes [1,14,17,20]. The efficiency includes number of rounds, computa-
tion complexity and communication complexity. The computation complexity
is measured by counting the number of pairings and exponentiations which are
performed during initialization and transfer phases. The communication com-
plexity includes number of rounds, storage and group elements transformation
from the sender to the receiver and vice-versa.
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2 Preliminaries

Throughout, we use p as the security parameter, x S A means sample an
element x uniformly at random from the set A, y « B indicates y is the output
of algorithm B, X ~ Y means X is computationally indistinguishable from Y,
[¢] denotes {1,2,...,¢} and N the set of natural numbers. A function f(n) is
negligible if f = o(n™¢) for every fixed positive constant c.

2.1 Bilinear Pairing and Mathematical Assumptions

Definition 1 (Bilinear Pairing). Let G1,Go and G be three multiplicative
cyclic groups of prime order p and g1, g2 be generators of groups Gy and Go
respectively. Then the map e : Gy X Go — G is bilinear if it satisfies the follow-
ing conditions. (i) Bilinear — e(z%,y") = e(x,y)** ¥V 2 € G1,y € Ga,a,b € Z,,.
(ii) Non-Degenerate — e(x,y) generates Gr, V x € G,y € Go,xz # 1,y # 1.
(iii) Computable — the pairing e(x,y) is computable efficiently ¥ x € G1,y € Ga.

If Gy = Gg, then e is symmetric bilinear pairing. Otherwise, e is asymmetric
bilinear pairing. Throughout the paper, we use symmetric bilinear pairing.

BilinearSetup: The BilinearSetup is an algorithm which on input security para-

meter p generates params = (p, G,Gr,e,g), where e : G x G — G is a sym-
metric bilinear pairing, g is a generator of group G and p, the order of the
groups G and Gr, is prime, i.e. params « BilinearSetup(17).

Definition 2 (DBDH [21]). The Decision Bilinear Diffie-Hellman (DBDH)

assumption in (G,Gr) states that for all PPT algorithm A, with running

time in p, the advantage /—\dvg_ng(.A) = Pr[A(g,9% 4" 9% e(g,9)?°)] —

Pr[A(g, g%, g%, g¢, Z)] is negligible in p, where g & G,Z & Gr,a,b,c € Z,.

Definition 3 (S¢DBDH [10]). The Square Decision Bilinear Diffie-Hellman
assumption in (G, Gr) states that for all PPT algorithm A, with running time in

p. the advantage Adve 't "™ (A) = PrlA(g, g%, g% e(g, 9)*)|—Pr[A(g. 9%, ¢*, Z)]
is negligible in p, where g & G,Z & Gr,a,b € Zy.

Definition 4 (DLIN [5]). The Decision Linear (DLIN) assumption in G states
that for all PPT algorithm A, with running time in p, the advantage AdngIN(A)
= PrlA(g.9%, 9" 9", 9%, g"**)]=Pr[A(g. 9, ", ", ", )] is negligible in p, where
g & G,t & G,a,b,r,5 € Zy.

2.2 Non-Interactive Verification of Pairing Product Equation [16]

The Groth-Sahai proofs are two party protocols between a prover and a verifier
for non-interactive verification of a pairing product equation

Q n n
Il etaq [T b0 [T wi™) = te. (1)
q=1 i=1 i=1
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where ag=1,2...9 € G,by=12,..0 € G, {ag,i:Bqi}¢=12,...Qi=1,2,...n € Zp and
tr € Gp are the coefficients of the pairing product Eq.1 which are given to
the verifier. The prover knows secret values T;—1 2. n,¥i=1,2,...n € G also called
witnesses that satisfy the Eq.1. The prover wants to convince the verifier in a
non-interactive way that he knows z; and y; without revealing anything about
x; and y; to the verifier. Let W = {x;=12... n,¥i=1,2....n} be the set of all secret
values in the pairing product Eq.1. The set W is referred as witnesses of the
pairing product equation. The product of two vectors is defined component wise,
i.e., (al, as, ag)(bl, b2, bg) = (albh agbg, agbg) for (al, as, a3), (bl, bQ, bg) S G3 for
a finite order group G.

For non-interactive verification of the pairing product Eq. 1, a trusted party
upon input a security parameter p generates common reference string GS =
(params, uy, us, us, i, ), where params = (p, G, Gr,e,g) <« BilinearSetup(17),
ur = (9%,1,9) € G*us = (1,9%,9) € G, ug = uf'us® = (9", 9", g5 +%) €
G3, &,& & Zp, a,b S Zpand p: G — G?, pur : Gy — G are two efficiently
computable embeddings such that

111
n(g) = (1,1,9) and pr(tr) = (111 |V g€ G,tr € Gr.
11ty

Note that pr(tr) is an element of G.. For convenience, it has been written in
matrix form. The product of two elements of GJ is also component wise. The
trusted party publishes GS to both the parties. The prover generates commitment
to all the witnesses x;—1,2,...» and y;—1 2, .., using GS. To commit z; € G and

. $ 3
yi € G, the prover picks r1;,79;,73; «— Zy and S1;, $24, 535 < Zyp, sets

T1i

¢i = Com(x;) = p(x;)uy 52

S14
Ug

up?ug®, d; = Com(y;) = plyi)u]

834
us™ .

The prover generates the proof components

Q n Z;’zl ﬁq’isji Zn Qo iTii
Qg -~ =1 —"4,t"J%
p =11 (maq) [T () ) () :
1=1

q=1

using random values r;;, s;;, which were used for generating commitments to
Ti=12,..n;Yi=12,..n, and gives proof m = (c1,¢a,. .., cp,d1,da, . .., dn, P1, Py, P3)
to the verifier, where dy = pu(by) [T}, dfq”', i=1,2,...,n,5 = 1,2, 3. The verifier

computes
n n

o~

G = ntag) [] 6., = (e [ 22

i=1 i=1
using ¢;, d;, coefficients «y i, 3,,; and outputs VALID if the following equation
holds

Q 3
11 F @ dy) = prtr) [] Fuy. Py), (2)

q=1 Jj=1
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where F': G3 x G® — G% is defined as

€($1ay1) €($17y2) 6(3317213)
F((z1,22,23), (Y1,Y2,¥3)) = | e(@2,y1) e(w2,y2) e(w2,y3)
e(xs,y1) e(z3,y2) e(xs, y3)

Note that the function F is also symmetric bilinear and F'((z1, 22, x3), (y1,Y2,Y3))
is an element of G%.. The product of two elements of G is component wise. For
convenience, it has been written in matrix form.

The Eq. 2 holds if and only if Eq. 1 holds. The Eq. 1 is non-linear. If in Eq. 1
only y;—1,2,....n are secrets, then it is a linear equation. For a linear equation, the
verifier has to verify the following equation

Q n 3
HF(Maq)Hu(m)%ach)—w i) [L P, ) )
q=1 =1 j=1

Q n 2201 Ba,isji
where P; = H <,u(aq) H‘u(xi)aq,i> ,i=1,2,3. (4)

q=1 i=1

Note that there are two types of settings in Groth-Sahai proofs - perfectly
sound setting and witness indistinguishability setting. The common reference
string GS = (u1,u2,ug3) discussed above is in perfectly sound setting, where
up = (9%,1,9), uz = (1,9%9), uz = (g%, g%2,¢1+¢). One who knows the
extractable trapdoor tex = (a,b,&1,&2), can extract the secret values from their
commitments. In witness indistinguishability setting, GS' = (uy, ug,us), where
Uy = (gaalag)v Uz = (Lgbag)a Uz = (ga§179b52’951+£2+1)_ One who knows the
stmulation trapdoor tgm = (a,b,&1,&2), may open the commitment differently in
a pairing product equation as shown in an example given below.

Ezample 1. Let Com(z) = p(x)ul'ul?u® in witness indistinguishability set-

ting, where 61,605,053 & Z,. Opening values to Com(z) are (D; = ¢%',Dy =
g%2, D3 = ¢%). The simulator knowing witness = opens Com(x) to any value
7' using ts.m = (a,b,&,&) and Dy, Do, D3 as follows. The simulator sets
D} = Di(% e DY = DQ(I/) 2, D3 = D37;) and opens the Com(xz) to 2’ by

991+92+93(E1+§2+1)
computing % AT AR TR

In GS, ¢% g% g,9% , g%, ¢&1t¢ forms a DLIN tuple, whereas in GSY/,
g% g%, g,9%, g¥2, ¢g&1+€+1 is not a DLIN tuple. The commitments in both
the setting are computationally indistinguishable by the following theorem.

Theorem 1 [16]. The common reference string in perfectly sound setting is
computationally indistinguishable from the common reference string in witness
indistinguishability setting under DLIN assumption.

Definition 5 (NIWI). The non-interactive witness-indistinguishable (NIWI)
proof states that for all PPT algorithm A, with running time in p, the advantage

Advg' ¥ (A) = Pr[A(GS,S, W) = 7] — PrA(GS,S,W;) = 7]
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is negligible in p under DLIN assumption, where GS is the common reference
string in perfectly sound setting, S is a pairing product equation, Wy, W1 are
two distinct set of witnesses satisfying S and w is the proof for S.

Definition 6 (NIZK). The non-interactive zero-knowledge (NIZK) proof states
that for all PPT algorithm A, with running time in p, the advantage

Advgy & (A) = PrLA(GS', S, W) = 7o) — PrlA(GS', S, tyim) = 1]

is megligible in p under DLIN assumption, where GS’ is the common reference
string in witness indistinguishability setting, S is a pairing product equation, VW
s a set of witnesses satisfying S, my is the proof for S and m is the simulated
proof for S.

The notations NIWI {({Jcl, Yit1<i<n)| HqQ:1 e(aq [Ty 22 by 17, yiﬁq,i) _

tT} and NIZK {({x“ Yiti<i<n)| Hqul e(aq H:‘L:l x?q’iqu H:’L:l yzﬁq) = tT}v for
NIWI and NIZK proof are followed respectively in our construction. The con-
vention is that the quantities in the parenthesis denote elements the knowledge
of which are being proved to the verifier by the prover while all other parameters
are known to the verifier. We have the following theorem.

Theorem 2 [16]. The Groth-Sahai proofs are composable NIWI and NIZK for
satisfiability of a set of pairing product equation over a bilinear group under
DLIN assumption.

3 Security Model of OTkN><1

UC Framework: The security of the proposed OT#, ; is done in universal com-
posable (UC) model assuming static corruption. The UC framework consists of
two worlds, one is a real world and other is an ideal world. In the real world, a
sender, a receiver and a real world adversary 4, who has the ability of corrupting
the parties (sender and receiver), interact with each other according to Ochvxl
protocol ¥. In the ideal world, there are dummy parties (sender and receiver),
an ideal world adversary A’ and a trusted party called ideal functionality ]—"évT“.
The parties are dummy in the sense that they submit their inputs to févTXI and
receive respective outputs from ]—'(I)VTXl instead of performing any computation by
themselves. A protocol is said to be secure in UC framework if no interactive dis-
tinguisher, called environment machine Z, can distinguish the execution of the
protocol ¥ in the real world from the execution of the protocol in the ideal world.

Let us now describe ideal functionality fCDRS for the generation of common
reference string (CRS) parameterized by some specific distribution D and ideal

functionality FJ* for OTpy; protocol following [9].

F&s Hybrid Model- Upon receiving a message (sid, P, CRS), from a party P
(either S or R), Flks first checks if there is a recorded value crs. If there is
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no recorded value, Flzs generates crs & D(17) and records it. Finally, Flxs
sends (sid, P, crs) to the party P and A’, where sid is the session identity. In
the proposed construction D is CRSSetup algorithm, i.e., crs « CRSSetup(1”)

In the ideal world, the parties just forward their inputs to the féVTX1 and get
back their respective outputs. The functionality ]_-(J)va is as follows:

DBInit — The .7-'NXl upon receiving a message (sid, S, dbsetup, DB) from S,
stores DB, where DB = (my,ma,...,my), m; € Gp,i=1,2,...,N.
Transfer — Upon receiving the message (sid, R, transfer,o) from R, fNXl
sends (sid, request) to S and receives (sid, S, b) in response from S. If b = 1,
then FJ7! returns m, to R. Otherwise, FJ7*! returns L to R.

Definition 7. A protocol ¥ securely realizes the ideal functionality F, NXl if for
any real world adversary A, there exists an ideal world adversary A’ such that for
any environment machine Z, REALy 4 = ~ IDEAL]_—CI)\{FXI’A,’Z, where REALy 4, =
is the output of Z after interacting with A and the parties running the protocol
¥ in the real world and IDEAL]_-éva,A,’Z is the output of Z after interacting with

A’ and dummy parties interacting with ngX1 in the ideal world.

4 The Protocol

A high level description of our adaptive oblivious transfer (OT%, ) is given in
Fig. 1. Formally our OT{CVXl protocol is a tuple of the following PPT algorithms:

OTkxl— (CRSSetup, DBInit = (DBSetup, DBVerify), Transfer = (RequestTra,
ResponseTra, CompleteTra)).

— CRSSetup(1”): This randomized algorithm on input security parameter p gen-
erates common reference string crs as follows. It first generates params «—
BilinearSetup(1”), where params = (p,G,Gr,e,g). The algorithm chooses
a,b,€1,62,d,b,61,& & Zy and sets g1 = g% g2 = 6", 1 = 9%, 2 = gy =
(91,1,9),uz = (1,92, 9),us = u§'us? = (g5, 95°, 957), uy = (1,1, 9),uz =
(1,92,9),u3 = U1£1 B = (G 9~2§2 951+52),GSR = (u1,ug,u3),GSs =
(u1,uz,uz),crs = (params, GSg, GSR). GSg is used for creating non-interactive
witness indistinguishable (NIWI) proof by a receiver and GSg for generating
non-interactive zero-knowledge (NIZK) proof by a sender.

— DBSetup(crs): This randomized algorithm upon input crs = (params, GSg,
GSg) from the sender S, generates database public key pk, database secret
key sk, proof ¢ and ciphertext database cDB, where params = (p, G, Gr, €, g),
GSR = (U1,u2,u3)7 GSS’ = (UNI7UN2>EE) It chooses « i Z;>§\27f/7f17f27"'7

fn & G, sets g1 = g®. The algorithm sets

pk = (.6\17.6\27f17f17f2a"'afn)75k = (avg\Qa)'
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crs = (params, GSg, GSg)
params = (p, G, Gr., e, 9)
Sender S Receiver R

Initialization Phase
(pk, sk, ¢, cDB) «— DBSetup

pk = (Shygzqf fisf2,oos fn)

sk = (a, g2~ )

¢ =NIZK{(5*,g") | e(g, R)e(g’, @2~ ") = 1A
e(g’ 7‘]2)*5(‘]1 g2)

cDB = (&1, P2, ..., PN)

(sid, S,pk,),cDB)
ISl et

ACCEPT < DBVerify
Transfer Phase
o; €4{1,2,...,n}
(Req{,j s Pric,j) < RequestTra
Re-qdj = (dl,aj s 7r,,j)
Prla]. = tgj
(sid, R Reag )
- I
(Resg;, o) < ResponseTra
Res "= elds, o 92%)
(sid, S Resor; 16r)
— 7 7

Mo CompleteTra

Fig. 1. Communication flow of our OTY, , for the jth transfer phase, j = 1,2,... k.

The algorithm generates NIZK proof ¢ using GSg = (u7, uz, u3) as
¥ =NIZK{(R",9) | e(g, 2V)elg .G~ ") =L Ae(g . G2) = e(i, 2) }-

The Com(§>%) = w(G%)ur ™ uz"2u3™*, Com(g’) = p(g')ur "z >3 and proof
components for the equations e(g,gQQ)e(g’,gAg_l) =1Ae(d,3) = e(g1,02)

are embedded in proof ¢ as in Sect. 2.2, where s1, S2, 83, {1, {2, {3 & L.

(¢; 1) (2) c(?’)) as follows.

?

Fori=1 to N, the algorithm generates @; =

1. Pick r; & Ly, set c( ) = =g"i.
2. Let Z; = illg i be the n bit representation of i, iy be the £-th bit of i
and M; C {1,2,...,n} be the set of all £ for which iy is 1. The algorithm

setsc = (f’ H f[)

LeM,;
3. Set ¢ =m; - (G, )"

The ciphertext database is set to be cDB = (&1, Ps, ..., Px). The algorithm
outputs (pk, sk, ), cDB) to the sender S. The sender S publishes pk, 1, cDB to
all parties and keeps sk secret to itself. The computation cost involved in this
algorithm is 3N + 25 exponentiations and 1 pairing.

DBVerify(pk, 1, cDB, crs): The receiver R upon receiving pk,,cDB from §
runs this randomized algorithm to verify the correctness of proof ¥ and cipher-
text database cDB as follows. The validity of proof v is checked by verifying
the pairing product equation as in Sect. 2.2. The ciphertext database is verified
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for each @; = (cgl)7 052), c§3)), by verifying the following equation

e (¢2).9) = e(gi.do)e (f I1 s >7i:1,2,...,N, (5)

LeM;

where cz(.l) = 9”,01@) =p"(f [Teer, fg)”, M; C{1,2,...,n} be the set of
all ¢ for which i, is 1, iy be the ¢-th bit of i. If the the proof ¢ and Eq.5
hold, the algorithm outputs VALID, otherwise, INVALID. This algorithm has
to perform 2N + 23 pairings.

— RequestTra(crs, pk, 0,95, ): The receiver R runs this randomized algorithm to
generate request Reqaj as follows.
1. Pick vy, <& Z5, set di g, = &) - " = g"os+vs,
2. ooy = 2 (F Meer,, 107 = @ (/' Tleem,, f07 0 ta, = 32"
3. Generate NIWI proof m,j = NIWH{(e$), e, ' Tlhent, o (,j,dz,,j) |

“j

( ((7];))92) ( O‘jag) = e(dl,o'jag\Q)/\

(1(72)79 (f/ H fl?to'j):e(d270'j7.g/§)/\

LeM,,
e(dl,o'j7fl H f‘e)e(.éi?gé) :e(d270']'7g)}
teM,,
using GSgp = (u1,ug,u3). The proof 7, consists of commitments to

cglj),cg%),f’ HZEMUJ. fe,to;,dao;, and proof components for three equa-

tions. As each commitment takes 3 group elements, proof component of a
linear equation takes 3 group elements and of a nonlinear equation takes 9
group elements, so, the size of 7, is 30 group elements. The computation
cost involved in generating 7, is 68 exponentiations and 1 pairing.
4. Set Reqaj = (d1,0;,T0;), Prig; = t5,.
— ResponseTra(crs, pk, sk, Req(,],): The sender S upon receiving Req[,j from R
runs this randomized algorithm to generate Res,, as follows.

1. The algorithm verifies the proof m,, by verifying each pairing product
equation in m,; as in Sect. 2.2. The verification of 7, takes 62 pairings. If
fails, it aborts the execution.

2. Otherwise, the algorithm generates Res,, = e(di,q,;,02") = e(df,,,J2)
using secret o and ¢>“.

3. Generate NIZK proof é,, using GSs = (u1, uz,us) as

60’j = NIZK{(al,ajzaZUj;a&o’J) | e(dl,aj7a2,aj)e(a3,ajag/\2_l) =1
/\ e(al,o'jagéil)e(g7a2,0j) = 1 /\ e(a‘l,ajagé) = e(gihéé)}
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The proof d,; consists of commitments to a1,,, = g1,a2,6, = G2, a3, =

?Jj and proof components of three pairing product equations. The size
of proof d,, is 18 group elements and computation cost in generating d,,
is 36 exponentiations.

The algorithm outputs (Res,,,ds,). The sender S sends (Res,;,ds,) to R.
— CompleteTra(crs, Res,,, 05, Prig,, P5,): The receiver R with input (crs, Res,,,
do;,Pris;, @5,) runs this deterministic algorithm to recover m,; as follows.
1. The algorithm verifies the proof d,,, by verifying each pairing product equa-
tion in d,, as discussed in the Sect.2.2. The verification of J,, takes 36
pairings. If fails, it aborts the execution.

2. Otherwise, it computes

(3)

Coy - 6(5\17 taj)
Res,; 73 (6)
Correctness of Eq. 6:
C((;;) . e(g\htoj) Mg, - e(g\l7g\2)r0je(g\lvg\2vaj) mo’je(.é\1>§\2)raj+v”j

= = = M.
Resgj e(graj +vgj ’gféa) 6(.6\17‘6\2)T0j+vaj gj

as g/\l = g%, taj = gszoj, C((T:j-) = Mg, - e(.é\lmé\?)

Toj

5 Security Analysis

Theorem 3. The OTyr,, presented in Sect.j securely realizes the ideal func-

tionality _7_-(1)\fo1 in the ]—'CDRS-hybrid model described in Sect. 3 under the DLIN,
DBDH and SqDBDH assumptions.

Proof. Let A be a static adversary interacting with the protocol ¥ in the
real world. Our task is to construct an ideal world adversary A’ in the ideal
world interacting with the ideal functionality féVTX1 such that no environment
machine Z can distinguish its interaction with the protocol ¥ and A in the

real world from its interactions with fév-r“ and A’ in the ideal world. We will

show IDEAL zvar 4, 2 ~ REALy 4,z in each of the cases: (a) simulation when

the receiver R is corrupted and the sender S is honest, (b) simulation when the
sender S is corrupted and the receiver R is honest. When both the parties (the
sender S and the receiver R) are honest or both the parties are corrupt are not
discussed as these are trivial cases.

The security proof is presented using sequence of hybrid games. Let
Pr[Game 4] be the probability that Z distinguishes the transcript of Game 4
from that in the real execution.

(a) Simulation when the receiver R is corrupted and the sender S is
honest. In this case, the receiver R is controlled by A and A’ simulates the
honest sender S without knowing the database DB.
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Game 0: This game is same as the real world protocol in which R interacts with
honest S having database DB = (my,ma,...,my). So, Pr[Game 0] = 0.

Game 1: This game is exactly the same as Game 0 except that A’ sim-
ulates the common reference string crs. The adversary A’ first generates

params = (p,G,Gr,e,g) «— BilinearSetup(1?), picks~a,b,£1,§2,6,z7§i,£~2 &

Zy and sets g1 = g%92 = ¢".1 = 9.2 = ¢"wm = (91,179),112
(1,92, 9) us = uj'us’ - (g5, 05%, g5 +) 1 = (g1,1,9), 12 = (1,G2,9), 15 =
{L\IEI/@E2(17139) = (gl 7‘5252 gfl+§2+1) GSR - (u17u27u3) GSS - (Ul,’LLQ,Ug)
crs = (params, GSg, GSg), trapdoors tex = (a,b,&1,&2), tam = (@, b fl,fg)
The GSg is generated in perfectly sound setting and GSg in witness-
indistinguishability setting. When the parties query (sid, CRS), A’ returns
(sid, CRS, crs). The trapdoors te and ten, are kept secret by A’. The crs gener-
ated by A’ in Game 1 and that by algorithm CRSSetup in actual protocol run
are computationally indistinguishable by Theorem 1. Therefore, there exists a
negligible function €;(p) such that |Pr[Game 1] — Pr[Game 0]| < €1(p).

Game 2: This game is exactly the same as Game 1 except that A’ extracts the
index o; for each request by A as follows in each transfer phase j =1,2,... k.
The adversary A’ parses Req,, as (di,6;,T,;) and checks the correctness of

. If fails, A’ aborts the executlon otherwise, A’ extracts the witnesses and
1ndex from proof 7, as follows. The proof 7, consists of commitments to

c((flj), Co, ,f’ H@e/\/{ fe;ts,,d25;, and proof components of the pairing product

equations

(2)792) (Uj?g) :e(dl,a'jv.é\Q)/\e( o 792 f H ff) o —€(d2a]792)
EEM

e(dl,o'j7fl H ff)e(ﬁm@) :e(d2,ojag)'
(M.,
— The adversary A’ extracts first witness wit; from Com(c,(;lj)) = u(cglj))uglu? uy?
(1) T1+T2+T3(E1+£2)
—
=c5) =

_ (gflJrﬁ%fl’ g7272+r~3§2,C,(;lv)gﬁ+7’~2+ﬁ'(£l+§2)) as
J

wit; using tex = (a,b,&1,&2), where 71,73, 73 are random values which were

used for generating Com(cgj)) Similarly, A’ extracts wity = 621)7 wity =

I HZGM',J. fo, wity = to, wits = da , from their respective commitments.

(gT1+T351) (T2+T3£2)b

— The adversary A’ checks whether wit; = cél) and wity = c?), (=1,2,...,N.
Suppose no matching index found, i.e., o; ¢ {1,2,..., N} and a valid proof
o, is constructed by A for the ciphertext &,. ¢ cDB = (&1,P,...,PN)
in order to generate Rqu The validity of the proof 7, generated by A
for @, indicates that the c1phertext &,, must be a correct ciphertext. This

eventually means that A generates a Vahd Water’s signature on index o; and

outputs c((, ]), c((, ]) as a forgery contradicting the fact that the Water’s signature

is existentially unforgeable under the hardness of DBDH problem [21]. Let o
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be the matching index and Z,, = 0;,0;,...0;, be the n bit representation
of o;. The adversary A’ checks whether Wlt3 =f Hee/vl fe, where M, be

the set of all £ € [n] for which o;,is 1. If fails, aborts the execution.
— Otherwise, A’ queries F)*! with the message (sid, transfer,o;). The FJ*!
gives mg; to A’

The difference between Game 3 and Game 2 is negligible provided that DBDH
assumptions hold. Therefore, there exists a negligible function e3(p) such that
|[Pr[Game 3] — Pr[Game 2]| < e3(p).

Game 3: This game is the same as Game 2 except that the response Res,, and
proof 0, are simulated by A’ for each transfer phase j, Wherej =1,2,...,k. The
ciphertext &, = (05,17) =g ( = 3" (f'Tlem, fO)"7, 007 ) The adversary

A’ simulates response Res's, and proof 67, o, 8 follows The simulated response

3 ~ . 3 o~ ol o ~ ~VUgs,.
Res; _ cz(fj) -e(g1, wity) _ Cgrj) '6(91,%) _ maje(gl,QQ)T i-e(g1,02"77)
! Mg, Mg, Mg,

)Ta tV0;

(91792

The honestly generated response

To;tVo;

792 )*6(91792) )

Resaj = €(d1,0j7g/\2a) = e(grg +UU
as g1 = g*. The simulated Res] = has the same distribution as honestly generated
response Res,; by algorithm ResponseTra discussed in the Sect. 4. The adversary
A’ also s1mulates 5’ to prove that Res _is correctly framed. The proof

0o, = NIZK{(a1,5,,02,6,,03,,) | e(dl,(,j,agﬁj)e(ag,ﬁj,g}_l) =1A

e(al ajvg/ail)e(gu a2 0'_7‘) =1A e(al ajvéi) = e(g/\lvg/é)}

consists of commitments to secret values a; o = = q1, a0 o = 92 , 03,0, d1 o

and proof components to 3 pairing product equations. For simulation, A’ sets
Ao, = 02,0; = A3,5; = 1 and generate commitments to Q1,0;,02,0;5 03,0, using
GSs. The adversary A" also generates opening value of commitment a; ,,. With
the help of trapdoor tgm and opening value, A’ can open the commitment of
a1,,; to 1 in second equation and a1, to g1 in third equation as discussed in
Example 1 in Sect.2.2. As Groth-Sahai proofs are composable NIZK by
Theorem 2, the simulated proof ¢’ is computationally indistinguishable from
the honestly generated proof d,, under the DLIN assumption. Therefore, there
exists a negligible function e4(p ) such that |Pr[Game 4] — Pr[Game 3]| < e4(p).

Game 4: This game is the same as Game 3 except that the S’s data-
base DB = (mqy,ma,...,my) is replaced by random database DB =
(M, Ma,...,my), thereby, A’ replaces S’s first message (sid, S, pk,1,cDB) by
(sid, S, pk’, 7', cDB’), where (pk’,1’,cDB’) are simulated by A’ with a data-

~ o~ ~ PPN ~ $
base DB’ = (my,Mma, ..., M, ), where mi, Mo, ..., my < Gr. In each transfer
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phase, the response (sid,S,Res,;, d,,) is replaced by the simulated response
(sid, S, Resf,j,é[,j) as in above game, but here the simulated response is com-
puted on invalid statement. The only difference between Game 4 and Game 3 is
in the generation of ciphertexts. In Game 4, cDB’ is the encryption of random
messages My, Ms,...,M,, whereas cDB in Game 3 is that of perfect messages
mi,Ma, ..., my. By the Lemma 1 given below, Game 3 is computationally indis-
tinguishable from Game 4. Therefore, |Pr[Game 4] — Pr[Game 3]| < e4(p), where

e4(p) is a negligible function.

Lemma 1. Let DB = (mq,ma,...,my) be any database and DB = (mq, ma, ...,
mpy) be a set of random messages. Under the hardness of S¢qDBDH, no distin-
guisher Z can distinguish the transcript of Game 3 from the transcript of Game 4.

Thus Game 4 is the ideal world interaction whereas Game 0 is the real world inter-
action. Now |Pr[Game 4] — [Game 0]| < |Pr[Game 4] — [Game 3]| + |Pr[Game 3] —
[Game 2]| + |Pr[Game 2] — [Game 1]| + |Pr[Game 1] — [Game 0]| < e5(p),
where €5(p) = es(p) + €3(p) + €2(p) + €1(p) is a negligible function. Hence,

IDEAL]_—(;\{I'_XI’A,)Z ~ REALq/,A7Z.

(b) Simulation when the sender S is corrupted and the receiver R is
honest. Due to lack of space, proof of Lemma 1 and simulation of Case (b) will
be given in full version.

6 Comparison

In this section, we compare our OTkle with the existing similar schemes
[1,14,17,20]. Green and Hohenberger’ [14] scheme employes Boneh, Boyen
and Shacham (BBS) [5] encryption, Camenisch-Lysyanskaya (CL) signature [6],
Boneh-Boyen signature [3], non-interactive Groth-Sahai proofs [16] and is
secure under symmetric external Diffie-Hellman (SXDH), DLIN, g-hidden

Table 1. Comparison summary (PO stands for number of pairing operations, EXP for
number of exponentiation operations, IP for initialization phase, TP for transfer phase,
cDB for a ciphertext database, pk for public key, aX + Y for a elements from the
group X and [ elements from the group Y, N is database size, n bit length of each
index).

uc Pairing Exponentiation Communication Storage q-
secure | PO EXP type
O'I'g><1 TP P TP P crs | Request Response crs (cDB + pk) assum.
[14] > 207k | 24N + 1249k |20N + 13|18/ (68G1+ (20G1 + TG+ (15N +5)G1+ |/
38Ga)k 18G2)k 7Go (BN +6)G2

[20] > 450k | 156N + 1223k |[12N 4+ 9 | 15| (65G)k (28G)k 23G (12N + 7)G 4

[17] 147k 5N 4+ 1 |150k |17N 4+ 5 |18|(47G)k (28G)k 16G (12N + 5)G 4

[1] > 142k | 10N > T4k |16N 4 17|11 | (73G)k > (1G)k 13G (16N + 15)G X
Ours 101k 2N 424|108k |3N +25 |10 (31G)k (18G + 11G (BN +n+15)G | x

1Gp)k
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Lysyanskaya, Rivest, Sahai and Wolf (LRSW) assumptions. Rial et al.’s
[20] UC secure priced OTp,, protocol combines BBS [5] encryption, P-
signatures [2], non-interactive Groth-Sahai proofs [16] and achieves secu-
rity under hidden strong Diffie-Hellman (HSDH), triple Diffie-Hellman
(TDH) and DLIN assumptions. Guleria and Dutta’s [17] scheme com-
bines BBS [5] encryption, batch Boneh and Boyen (BB) [4] signature
with non-interactive Groth-sahai proofs [16], trapdoor commitments of
Fischlin et al. [11] and is secure under ¢-SDH, DLIN assumptions.

The schemes [14,17,20] use dynamic g¢-type assumptions. Abe et al. [1]
proposed the first adaptive oblivious transfer without g-type assumptions in
UC framework. It uses ElGamel encryption, structure preserving signature [1],
non-interactive Groth-Sahai proofs [16], interactive zero-knowledge proofs. The
construction is proven to be secure under the hardness of SXDH, DLIN and
decisional Diffie-Hellman in target group (DDHry) problems. Some components
of the ciphertexts in [1,14,20] are never used in the real protocol. Instead they
are included to facilitate simulation of the security proof in UC model. Conse-
quently, nothing can prevent a cheating sender to replace these components with
garbage values without affecting the security and correctness of these protocols.
However from efficiency point of view, we feel that these type of redundancies
are not desirable in practice. It will be better if we can design a protocol in
which all the components of the ciphertext are used in real protocol execution
retaining the same security level.

Motivated by [1], our scheme also does not use g-type assumptions. We use
Water’s signature [21], non-interactive Groth-sahai proofs [16], and our scheme
is secure under DLIN and DBDH assumptions. Our proposed construction takes
2 rounds in each transfer phase while [1] takes 3 rounds in each transfer phase.
As illustrated in Table 1, our OT4., ; outperforms the best known schemes [1,14,
17,20], which are to best of our knowledge, the only existing basic UC secure
adaptive oblivious transfer protocols so far.
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Abstract. SSL/TLS protocol is designed to protect the end-to-end
communication by cryptographic means. However, the widely applied
SSL/TLS protocol is facing many inadequacies on current mobile plat-
form. Applications may suffer from MITM (Man-In-The-Middle) attacks
when the certificate is not appropriately validated or local truststore
is contaminated. In this paper, we present a hybrid certificate valida-
tion approach combining basic certificate validation against a predefined
norm truststore with ways by virtue of aid from online social network
friends. We conduct an analysis of official and third-party ROMs. The
results show that some third-party ROMs add their own certificates in
the truststore, while some do not remove compromised CA certificates
from the truststore, which makes defining a norm truststore necessary.
And the intuition to leverage social network friends to validate certifi-
cate is out of the distributed and “always online” feature of mobile social
network. We implemented a prototype on Android, named TAGDROID.
A thorough set of experiments assesses the validity of our approach in
protecting SSL communication of mobile devices without introducing
significant overhead.

Keywords: MITM attacks - SSL certificate verification - Mobile SNS

1 Introduction

SSL is widely used to secure communications over the Internet. To authenticate
the identity of communication entity, X.509 certificates and hence Public Key
Infrastructure (PKI) are used. In PKI system, an X.509 certificate binds a pub-
lic key with a particular distinguished name, and it certifies this relationship
by means of signatures signed by the Certificate Authority (CA). Therefore, to
establish a secure connection between client and server, i.e. to prevent MITM
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attacks, a client must verify the certificate received from the server to guar-
antee the following two critical points: (1) the received certificate is issued for
the server (distinguished name matches the hostname); (2) the CA who signed
the certificate is in the predefined set of trusted root CAs, which is known as
truststore.

While in traditional desktop environment, SSL is mostly used in Web browsers
and its implementation is taken good care of by several large corporations, it is
noticeable that, with the proliferation of Android devices and thereby prominent
emergence of Android apps in recent years, SSL is used more and more to secure
communications in varieties of apps developed by millions of developers. How-
ever, out of different reasons ranging from wanting to use self-signed certificates
during development to being unaware of security implication of accepting any
certificate [9], the developers fail to correctly implement the certificate verifica-
tion when using SSL, which gives rise to the insecure communication.

Besides, there still exists issues even if the certificate verification is correctly
carried out. On one hand, the truststore is a critical part. For Android, the
truststore that comes along with the system can be manipulated, which is a
potential threat. If a malicious root CA is trusted, all the certificates it issued
will be accepted. On the other hand, there might be some severs that provide
certificates signed by untrusted root CAs. It’s been found that SSL/TLS com-
munications without a valid certificate (e.g., self-signed certificate provided by
the server) are quite common. A study in [5] found that the false warning ratio
is 1.54 % when examining 3.9 billion TLS connections, which is an unacceptably
high rate since benign scenarios are orders of magnitude more common than
attacks. And for users, when faced with a self-signed certificate, they hardly
have a clue to tell whether it is from the legitimate server or it is replaced by a
MITM attacker.

Existing approaches to dealing with these problems are introduced in Sect. 6
and their limitations are depicted. While at the same time, we notice that the
“always online” feature of smart mobile device is becoming the most popular
vector of social network service (SNS). Emerging works leverage the distributed
nature of SNS in file sharing [6,10], poll/e-voting and other scenarios.

In this paper, we attempt to deal with the server authentication issue in
Android through a way that combines the basic certificate validation with ways
by virtue of online social network friends helping verify the certificate. It is
carried out in three steps. Firstly, we aim to secure communications even if the
apps are not correctly developed, since a large number of apps that fail to validate
certificate correctly have already been installed on massive number of devices.
Thus, we perform as a friendly proxy that takes care of all the SSL connections,
and for every connection, we perform a strict certificate validation. Secondly,
to prevent truststore from being manipulated, we define a norm truststore. The
strict certificate validation is carried out against the norm truststore such that
only the certificates issued by CAs in the norm truststore are accepted. Lastly,
for the certificates that fail to pass the strict check or are not issued by CAs
in the norm truststore, we launch a collaborative certificate verification to seek
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for extra information to decide whether it is really presented by server or it
is a malicious certificate. We consult to social network friends for help, asking
them to fetch certificates from the same server and provide a credibility indicator
about the certificate.

We implement a prototype named TagDroid and conduct experiments to
evaluate the effectiveness and overhead. The results indicate that this scheme
is effective in defeating MITM attack and dealing with self-signed certificates
without significant overhead.

2 Background

2.1 Android and SSL Certificate Verification

When authenticating a server, two key parts must be guaranteed: the certificate
is signed by a trusted source, and the server talking to presents the right certifi-
cate. The Android framework takes care of verifying certificates and hostnames
and checking the trust chain against the system truststore. By simply including
the two lines below, a client can launch a secure connection.

URL url = new URL(” https://example.org” );
URLConnection Conn = url.openConnection ()

If a certificate is not issued by CA in truststore, e.g. a self-signed certificate, or
the DN does not match hostname, an exception will be thrown out.

However, prior work [8] indicates that 8.0% apps are not correctly imple-
mented and thus vulnerable to MITM attacks, and a deep analysis shows that
these apps use “customized” SSL implementations that either accept all certifi-
cates or accepts all hostnames.

2.2 Android and TrustStore

The Android framework validates certificates against the system truststore by
default. In pre-ICS (Ice Cream Sandwich, Android 4.0), the truststore is a sin-
gle file stored in /system/etc/security/cacerts.bks, and is hard-wired into the
firmware. User has no control over it, but if the device is rooted, a keytool can
be used to repackage the file and replace the original one. This kind of operation
may not be possible for attackers or malicious apps to leverage. However, the
truststore comes along with the firmware, and now many third-party ROMs are
available and widely installed. We conduct a detail analysis on truststores from
both third-party and official ROMs, which is described in Sect. 4.2. The results
indicate that a third-party ROM that has been downloaded more than 2,000,000
times is found to have added 3 extra certificates compared with the official one
of same version. According to the result, we can reasonably assume a malicious
third-party ROM maker could deliberately add a root CA into the truststore, via
which he could launch MITM attacks successfully. And devices having installed
this malicious ROM would have no chance to find out something is going wrong.
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Since Android 4.0, user can add and remove trusted certificates, which gives
user more power in controlling the truststore. Users are provided with an option
“Settings > Security > Install From Storage” to add root certificates, with no root
permission required but needing pin lockscreen on. The other way of changing
truststore is to directly copy the certificate to the directory /etc/security/cacerts
with root permission. The truststore is under threat as well. Apart from the factor
of third-party ROMs, an application with root permission granted can successfully
add a certificate to the cacerts directory without any prompt coming out.

Furthermore, as Android version evolves, some root certificates are removed
for some reason (for example, a compromised CA). But devices with old version
installed still trust those certificates and therefore ones signed by them. Attackers
can make use of this weakness with little effort.

An effective approach for apps to defeat attacks mentioned above is to initial-
ize a TrustManagerFactory with their own keystore file that contains the server’s
certificate or the issuing certificate, which is called pinning [11]. However, this
is only suitable for those who do not need to connect to practically every pos-
sible host in the Internet. By using pinning, no matter what happens to system
truststore, there will be no effect on these apps.

Another issue concerning validating certificate against truststore is that when
a user connects to a server whose certificate is issued by private CAs, a warning
is prompted asking whether to proceed. But the user will see the same warn-
ing when the received certificate is signed by the MITM attacker who fails to
manipulate user’s truststore. Therefore, under this condition, there is no extra
information to help the user make further decision.

3 Attack Scenario

In this section, we present the type of attacks we aim to tackle with. We only
consider the local MITM attacks. As shown in Fig. 1. The attacker (Mallory) is
located near the client (Alice) and replaces the certificate (CertB) sent by server
(Bob) with its own certificate (CertM). If Alice accepts CertM, all messages
exchanged between Alice and Bob will be plaintext to Mallory. According to the
certificate Mallory presents to Alice, we define the following two attack scenarios.

3.1 Self-signed Certificate

Mallory simply uses a self-signed certificate with the property that either DN
does not match hostname or it is not issued by CAs trusted by Alice. This is
the easiest kind of attack to carry out, and apps having correctly implemented
the verification using standard APIs will not be vulnerable to this attack.

However, as mentioned in Sect. 2.1, lots of apps using customized implemen-
tation are not able to take care of this verification. We tested some of the most
popular apps in China, using BurpSuite to replace the certificate sent from the
server with a self-signed certificate, and find out there indeed are apps that don’t
validate the certificate and all the traffic can be decrypted.
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Fig. 1. Attack scenario. Local attacker Mallory between Alice and Bob replaces certB
sent from Bob with certM. Alice may have installed a fake root CA such that Mallory
can decrypt most of Alice’s secure communication even if correct certificate verification
is carried out.

3.2 Installed Malicious Root CA-signed Certificate

In this scenario, Mallory manages to have root CA installed in client’s truststore,
so certificates signed by this pre-installed root CA are trusted by apps validating
certificates in the default way. This attack is much more difficult since Mallory
needs a certificate installed in user’s truststore in advance. However, third-party
ROMs pave the way for this kind of attacks (see Sect.4.2).

As mentioned in Sect. 2.2, this kind of attack can be avoided by using cer-
tificate pinning if apps only need to connect to a limited number of servers.
Pinning performs good but seems to be not widely adopted yet since lots of
apps are found vulnerable.

We conduct the experiment by installing the root CA of BurpSuite in the
truststore that signs all the certificates. Some apps related to banking and pay-
ments are found to be vulnerable to this kind of MITM attacks.

4 TagDroid

To correctly authenticate a server, there are three aspects to meet:

— guarantee all the certificates to be accepted are for the right server from a
trusted source. This security can be provided by the framework, either the
Android framework or the web/application framework when implementing
correctly.

— constrain the trusted source to a definite set, which will assure the truststore
is not contaminated.

— able to tell whether it is from the server or a malicious MITM attacker when
a self-signed certificate or a private CA issued certificate is received.
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Out of these three reasons, we propose our TagDroid, which aims to protect
all apps involving secure communication from MITM attacks. In this section,
we will take an overview of TagDroid, and elaborate on the two modules which
respectively take care of validating certificates against the norm truststore cor-
rectly and keeping everything going when exceptions happen.

4.1 Overview

TagDroid takes care of the secure communication traffics in and out of the
system, and its first module, named ValMod, validates the received certificate
against local truststore by checking (1) whether it is issued for the right server
the app want to talk to and (2) it is issued by a trusted source.

The first check is completed by using the standard API that Android frame-
work supplies, while the norm truststore is what we constructed by comparing
all the certificates included in different versions of Android and different ROMs
widely used. The second module comes into effect when the received certificate
fails to pass ValMod. This can happen considering that we have constrained the
truststore and there are servers using self-signed certificate. We consult to social
network friends for help at this point by asking what the certificate is from their
perspectives, and this procedure is called PeerVerify. The high level overview of
TagDroid is shown in Fig. 2.

4.2 ValMod

The main task for ValMod is to perform a strict certificate validation against
the norm truststore for each received certificate.

App

|
|
-
<
o
=
<

Cert

l T PeerVerify

Norm
TrustStore

ValMod

TagDroid

Fig. 2. Architecture of TagDroid. All certificates received are passed through TagDroid
first. (1) Cert fails to pass the ValMod validation against norm truststore, so it is
passed to PeerVerify for further verification. (2) Cert succeeds to pass ValMod so that
it is directly send to apps. (3) If Cert fails to pass PeerVerify, it is discarded and the
corresponding app is alerted; Otherwise, it is directly send to apps.
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Table 1. The number of certificates in official and third-party ROMs.

Version [2.3.5]2.3.7|3.2.44.0.3/4.044.1.2 422 |4.3.1/4.4.2
Official | 128 | 127 |132 |134 |134 |139 |140 |146 |150
HTC 128 128 |- 164 |170 139 |- - 150
SONY 127 | 105 |- 137 1134 | 142 |- - 150

To decide which root CA certificate to be included in the norm truststore,
we conduct an analysis of truststores from different versions of official [2] and
third-party ROMs. The result is shown in Table 1.

For official ROMs, we can see that the number increases as version evolves.
Each change has some certificates removed and others added [3]. It is worth
to mention that from 2.3.5 to 2.3.7, the certificate removed is DigiNotar, who
confirmed to have a security breach in March, 2011, which resulted in the fraud-
ulent issuing of certificates. For third-party ROMs, HTC 2.3.7 did not remove
DigiNotar. This ROM has been downloaded 270,000 times by far and this data
is only from one website. While in version 4.0.3 and 4.0.4, HTC added lots of
certificates. On the other hand, SONY added its own certificates in 4.0.3 and
4.1.2, and removed 23 certificate in 2.3.7.

We have no idea why these certificates are added or removed. But this is
persuasive to make clear that third-party ROMs can add or remove certificates
as they want. This condition makes it necessary for us to define a norm trust-
store when we enforce our own validation. What’s more, the update of ROM
poses a problem on lots of devices. With old version ROM installed, passing
the certificate verification against system truststore is not enough to guarantee
secure connection.

Therefore, we define the norm truststore as all the certificates included in the
official ROM of newest version (for now, it is version 4.4.2), and ValMod takes
care of correctly validating certificate against this norm truststore. Certificates
that succeed to pass the validation is guaranteed to be genuine, while those fails
to pass are not definitely forged since there are servers using certificates that are
self-signed or issued by untrusted CA.

4.3 PeerVerify

When certificates are not trusted by ValMod, there still are chances that the
client receives the genuine certificates. So we need extra information to help
confirm these certificates and refuse malicious certificates at the same time.
We consult to social network friends by sending them the website address and
asking which certificates they receive. If most of the responses contain the very
certificate that we receive, we can make the positive decision. Otherwise, we
believe the certifiate we receive is not trustworthy. We assume friends will report
honestly and communications among friends are secured by the social network
application, for example Gtalk. We turn to social network friends for help out
of the following reasons: (1) on mobile platform, friends are much more likely
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to be online and the online status can be stable for a long time. (2) instead of
consulting a dedicated server, we believe seeking help from friends can defeat
denial of service attacks. Besides, in terms of privacy, we observe that a dedicated
server could raise a large number of requests (“bigdata”) which may be used to
dig deeper information, while the number of requests sent to each friend are quite
small since the scheme described below can make the requests evenly distributed
on average.

PeerVerify can flexibly handle how many friends to ask and whom to ask. The
workflow consists of three phases: initialization, chained querying and feedback
analysis. To make things clear, we define some terms here. A session indicates
the whole process which starts from the time when a user makes a query and
ends at the time when the user gets corresponding responses. A user who starts
a session is called an initiator, and we call each involved friend as a peer. During
initialization phase, the initiator picks a number called expectation to indicate
how many friends it wants to consult. And the message that peer sends back
contains a value called reputation indicating the confidence of the result.

An example shown in Fig. 3 shows how PeerVerify works. In the initialization
phase, initiator picks expectation 10, chooses 3 peers with the assigned expec-
tation 4, 4 and 2 respectively and sends the request message. In the chained
querying phase, those chosen peers who receive the message do the same thing
as if they are an initiator who picks 3, 3 and 1. A peer who receives request with
expectation 1 does not query his friends and just sends the result back. When
peers receive response message, they make some analysis and send upward until
the real initiator gets the response, and this is the feedback phase.

We give further details in the rest of this part.

Initialization. The main task of initialization is to decide how many peers to
ask and whom to ask. Then sends the request message containing a url and
ezxpectation n to chosen peers. Geographically distant peers are chosen with high
priority and are assigned with larger expectation, which could largely avoid peers
being in the same attack area and thus providing useless information. The choice
of n relies on the number of online friends, the network distance, the quality of
the network connection etc. And users can impact on the choice of n by setting
security option to different levels, with each level standing for a value range
within which n is picked.

Chained Querying. The basic chained query idea is to recursively pass down
the query from one to another. For a peer who are assigned the expectation of
np, he expects aids from n, — 1 peers in total, so he split n, — 1 into ny; + npe +
<o+ 4+ np; + -+ + npy, in which z indicates the number of peers he chooses and
np; indicates the expectation assigned to each peer.

Feedback Analysis. After the recursive query procedures, peers send back
the feedbacks according to the query message they’ve received. By collecting
and comparing the received feedbacks, peer starts a reputation calculation
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Fig. 3. An example that illustrates how PeerVerify works. (Left) Chained querying
phase that recursively pass down the expectation. (Right) Feedback analysis phase
that peers collect and process responses, and initiator correspondingly makes decision.

process. For example, initiator Alice receives the responses from peer Bob (set
{(Hy,7rp1), (H2,7p2)}) and Charlie (set{(H1,7.1)}), and Alice herself gets the
hash H,. H stands for the certificate hash and r stands for the reputation. Alice
calculates the set union set{(H1,7p1),(Ha,752) }U set{(Hy,7rc1)}U set{(Hy,1)} =
set{(Hy,rp14+7rc1 + 1), (Ha,1p2)}. If she is initiator, she compares the value of
751 + Te1 + 1 with rp2 to decide accept Hy or Hs. If not, she just sends the
calculated set upwards.

In all, after PeerVerify, initiator can get a certificate hash H that trusted
by most peers. If the hash of the certificate that initiator receives equals H,
TagDroid will accept the certificate. Otherwise, it considers the certificate as
malicious and terminates the connection.

5 Evaluation

We implemented a TAGDROID prototype on Android platform, and its Peer-
Verify module piggybacks on the popular IM application Google Talk. Smack,
an Open Source XMPP (Jabber) client library [4], is used to build the customized
Google Talk client. The customized client also records how many query it has
launched, to evaluate the performance of ValMod’s norm truststore.

We built a virtual social network environment which simulates the chained
querying and feedback, to evaluate the time latency and communication overhead
brought by PeerVerify. This environment is set up by creating a Watts—Strogatz
[14] small world graph in Python, which is generated with parameter (N, k, p),
meaning N nodes forming a ring and each node connects with its k nearest
neighbors. For each edge u-v, it has a probability of p to be replaced with a
new edge u-w, and w is randomly chosen from the existing nodes. Each node
stands for a single user, and the edge connecting node (u, v) stands for the
friend relationship. Each node is assigned the ability to divide expectation in a
way that, for a initiator who has f long-distance peers and chooses expectation
n, it randomly divides n into = parts with = randomly chosen from [1, f]. Then
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it distributes these x parts to x long-distance peers. For a node with ordinal i,
long-distance peers are defined as nodes with ordinal j that |i — j| > k/2.

5.1 Effectiveness

Since untrusted CA issued certificates will definitely fail to pass ValMod, these
questionable certificates are all sent to PeerVerify. We conduct our experiment
with TagDroid installed on SamSung Note 3 under an attack environment that
replaces all the certificates with ones that issued by an untrusted CA. When
TagDroid does not take effect, apps that are vulnerable to self-signed attack
accept the forged certificate and others will reject since they validate certificates
against system truststore. When having the untrusted CA installed in system,
only a few reject the forged certificates because of pinning. While with TagDroid
taking effect, these forged certificates are all rejected.

5.2 Performance

Communication Overhead. All the extra communications are brought by
PeerVerify. And the total communication overhead increases proportionally with
the expectation n chosen by the initiator. The payload Spayioaa generated by
a complete query session can be approximately calculated as Spayicad = 7 *
S;iyload, S;{zyload stands for the payload generated by a smallest session that
peer j helps peer i validate the certificate with peer j asking no more peer for help.
S;]ayloa , contains two part: the Google Talk traffic that generated by communi-
cation of peer i and j, and the SSL traffic that j generated when communicating
with the server to get the certificate. By running the TagDroid client installed
on two devices that connect to the same monitored hotspot, we can capture the
whole traffic. By adding these traffic up, S;jayload amounts to about 8470 bytes.
This data may vary since the length of content field in query and response mes-
sage is different for different URL and expectation n.

Latency. The time period of a complete and successful PeerVerify session is
regarded as the latency in our evaluation. It begins from the initiator sends out
the query, and ends in that the trust decision has been made. The latency of a
complete session can be calculated by the longest hops A and latency latency;;
generated by a smallest session with latency = h * latency;;. By conducting
a smallest session on TagDroid client, we can see the latency;; is about 1s.
Therefore, latency varies with h. h is related with expectation n and the decision
of each peer about how to divide and distribute n. To get a general idea of h, we
conduct an experiment in simulation environment. The results show that, given
network size, h is related with ezpectation n and the number of friends k in the
list. With the increasing of expectation, the latency (max hops h) increases as
well. However, the larger k is, the slower latency increases, and when k is large
enough(k > 20) and expectation is less than 30, latency will not decrease with
growing k. Besides, peer only waits for response for a limited time t, so the total
time will not be larger than h x t.
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6 Related Work

The existing approaches to enhancing CA-based certificate authentication can
be classified into two categories, either by relying on existing architectures such
as DNS or PGP, or by introducing notary [1,12,15] to provide reference infor-
mation. But they all have their limitations. For DNS based approach, widely
deployment is challenging. Others have issues such as limited number of notaries,
requiring server cooperation, etc. For proposals that aim to fix implementation
issues in Android applications, they either provide developers with easy-to-use
APIs [9], or reference extra information provided by a specific server [7]. The for-
mer scheme requires system modification, which may have deployment issue. The
latter consults to a fixed server, making the security of the whole scheme rely on
the security of a specific server, and having only one entity to reference may fail to
provide enough information to help user make the right decision. For approaches
to dealing with certificate verification problems in general, [13] proposes a social
P2P notary network, which uses advanced techniques (such as secret sharing,
ring signatures and distributed hash table) to tackle privacy, availability and
scalability issues. But this scheme is too much to apply on Android platform,
since most Android applications only talk to a few specialized server.

7 Conclusion

Due to the lack of proper certificate verification and untrusted CAs installed in
system truststore, some Android applications that use SSL protocol to secure
the communication are vulnerable to the MITM attacks. TagDroid is proposed
to tackle this problem. It is a hybrid verification system combining correct cer-
tificate validation against a norm truststore with a collaborative way that relies
on the social friends to help notarize questioned certificates. TagDroid is capa-
ble of detecting illegitimate certificates which defeats MITM attack to a large
extent. We implement a prototype called TagDroid and easily install it on the
genuine Android system. It does not require any modification on the system, and
just has little effect on system performance such that users can barely notice its
existence. To define the norm truststore, we carry out a thorough analysis of
ROMs both from official and third party. To evaluate the performance impact of
TagDroid as a network system, TagDroid is deployed on a Samsung Note 3 and
a simulation is carried out in a large scaled social network with 10,000 peers.
The performance analysis results show that TagDroid brings low latency and
communication overhead.
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Abstract. This paper introduces a new parameter called 1-st minimum
algebraic immunity Alnn(f), along with some theoretical properties of
Alnin(f). Based on our results, we propose a guess-then-algebraic attack
on LFSR-based stream ciphers with nonlinear filter Boolean function f.
Our method takes some particular guessing strategy by taking advantage
of the properties of Al,in(f), and makes full use of each guessed bit to
generate as many equations of degree Al (f) as possible. The cost of
time and data is less than that of the traditional algebraic attack under
some condition. Our attack suggests that Alnin(f) should not be too
small, which is a new design criterion for the filter Boolean function f.
We apply our method to a 80-stage keystream generator with a MAI
Boolean function f as its filter, while Alnin(f) is very small, which
disobeys our criterion. The time and data complexities of the traditional
algebraic attack are O(273-56) and O(22*°?) respectively, with a memory
cost of O(2*?). The time and data complexity of our method are O(2%-59)
and O(2%39) respectively, and the memory cost is O(2'%72).

Keywords: Algebraicattack - Algebraicimmunity - Guess-then-algebraic
attack - LFSR-based stream ciphers * 1-st minimum algebraic immunity

1 Introduction

The research of the LFSR-based stream ciphers with nonlinear filter generators
or combination generators has spawned many analytical methods and theoretical
research. A most important cryptanalytic tool is algebraic attack.

Courtois, N.T. and Meier, W. proposed algebraic attack on stream ciphers
with linear feedback in 2003 [3], which is a classical and efficient analytical
method towards LFSR-based stream ciphers. The basic idea of the algebraic
attack is divided into three steps:
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Step 1: Construct a nonlinear equation system A with the secret key bits
or initial vector values as its variables by using the keystream bits.

Step 2: Multiply a nonzero function g of low degree to each equation of the
system, resulted to an equation system B with degree lower than that of A.

Step 3: Solve the equation system B.

Since algebraic attack was proposed, there have emerged many research issues
related to it. Scholars try to explore the properties of the nonzero function g
in Step 2, resulting to the research areas of algebraic immunity and annihi-
lators for the Boolean functions [1,2,4,6,8,10,12,13,15,16]. Denote AN(f) =
{g € B,|f g = 0}. Any function ¢ € AN(f) is called an annihilator of f.
The algebraic immunity of f, named AI(f), is the minimum algebraic degree
of nonzero annihilators of f or f + 1 [11], which measures the ability of the
Boolean functions against algebraic attack. The maximum algebraic immunity
for n-variable Boolean functions is [ ] [3], and a Boolean function with maxi-
mum algebraic immunity is called MAI Boolean function.

In this paper, for a Boolean function f € B, (where B,, is the n-variable
Boolean ring), we introduce a parameter called 1-st minimum algebraic immu-
nity AlLnin(f). We prove that when AI(f) is optimum, Al (f) < AI(f),
particularly, when n is odd, AL, (f) < AI(f). A simple algorithm is given to
compute Alin(f).

When the filter of a LFSR-based stream cipher is a MAI Boolean function f,
it can resist the algebraic attack to the greatest extent. Based on our theoretical
results related to Al (f), we propose a guess-then-algebraic attack on such
kind of LFSR-based stream ciphers. The strategy of guessing is very important
in the guess and determine attack. Our method takes some particular guessing
strategy by taking advantage of the properties of AL, (f). First, we guess some
initial state bits, the locations of which are determined by the specific structure
of the LFSR and the properties of AL, (f). After guessing enough LFSR state
bits, we derive equations of degree Al,;,(f) as many as possible by taking
advantage of the specific structure of the LFSR and the filter taps, and then we
solve the resulted equation system.

Our method has three special merits. (a) It makes full use of each guessed bit
to derive equations of degree Al;,(f) as many as possible. In fact, Al (f)
is strictly less than AI(f) in most cases. (b) It utilizes not only the properties
of f but also the tap positions, which helps to derive as much information as
possible. The cost of time and data is less than that of the traditional algebraic
attack given in [3] under some condition. (¢) Our attack suggests that AL, (f)
should not be too small, which is a new design criterion for the filter Boolean
function f.

Moreover, we apply our method on a 80-stage keystream generator. Its filter
generator is a 9-variable MAI Boolean function f, while Al,,;,(f) is very small,
which disobeys our design criterion. This model can resist the traditional alge-
braic attack given in [3] to the greatest extent. The time and data complexities
of the traditional algebraic attack are O(273:56) and O(2%4:52) respectively, with
a memory cost of O(2%). While the time and data complexity of our method
are O(2%6-86) and O(25-3%) respectively, and the memory cost is O(210-72).
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Notice that Debraize, B. and Goubin, L. proposed a guess-and-determine
algebraic attack on the self-shrinking generator (SSG) with low Hamming weight
feedback polynomial in [7]. It mainly aims to analyze the self-shrinking gener-
ators, while our method targets to the LFSR-based stream ciphers with filter
Boolean functions of optimum algebraic immunity. They guess some informa-
tion first, then write a system of polynomial equations and solve the system
with SAT solver algorithm MiniSAT. While our method pays attention to the
locations of the guessed bits by taking advantage of the theoretical properties of
AlnLin(f), which is a new parameter in the academic sector of the stream cipher.
Moreover, the degree of the equations derived after guessing some state bits is
AlLpin(f), which is the most different character between our method and the
guess-and-determine algebraic attack proposed in [7].

This paper is organized as follows: Sect. 2 introduces some basic knowledge
related to our work. In Sect. 3, we introduce a new parameter called 1-st min-
imum algebraic immunity Al (f), along with some theoretical analysis. We
also give a simple algorithm to compute AT, (f). In Sect.4, for LFSR-based
keystream generators with nonlinear filter Boolean function, we propose a guess-
then-algebraic attack by taking advantage of Al (f) and give some design cri-
terion of the LFSR-based keystream generators. In Sect. 5, we apply our method
to a keystream generator which does not obey our criterion. Section 6 concludes
this paper.

2 Preliminaries

Courtois, N.T. and Meier, W. proposed the algebraic attack on stream ciphers
with linear feedback [3]. They mainly focused on the LFSR-based keystream
generators with nonlinear filter Boolean function. Figurel shows the general
model.

e
CO

keystream

Fig. 1. LFSR-based keystream generator with nonlinear filter

First, we give a brief description for this model. Let the length of the linear
feedback shift register be [. L is the “connection function” of the LFSR, and
it is linear. Let the initial state of the LFSR be s = (s, s1,...,5;_1), then it
generates a m-sequence Sg, S1, Sz.... For sake of narrative convenience, we call
this m-sequence as LFSR sequence. The state of the LFSR at time t is

St = (Stast—i-l, --~,3t+l—1) = Lt(S(),Sl7 ...,Sl_l),
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Table 1. Complexity of AA for the model in Fig. 1

Data | Memory | Complexity
O(M) | O(M?) | O(M*)

which is filtered by a balanced nonlinear Boolean function f € B,,. The generator
outputs one bit ¢; at time t. For each ¢;, we can construct an equation involving
some key bits and initial value as its variables. Denote the output of the filter
generator by cg, 1, Ca, ..., where ¢; € Fy, then we can get the following equation
system:

Cozf (80,81,...,8[_1)

C1 = f(L (80, Sy -eey Sl—l))

Co :f(L2(SQ,Sl,...,Sl_1)) (1)

The problem of recovering the [ initial state bits of the LFSR is reduced to
solving the equation system (1).

Table 1 shows the complexity of the traditional algebraic attack (AA) in [3]
on the model given in Fig. 1, where M = (All(f)), and w is the parameter of the
Gaussian elimination and in theory w < 2.376 [5].

While as the authors of [3] declare, the (neglected) constant factor in that
algorithm is expected to be very big and they regard Strassen’s algorithm [14]
as the fastest practical algorithm. Then they evaluate the complexity of the
Gaussian reduction to be 7 - M9 /64 CPU clocks. For convenience, scholars
usually use w = 3 in Table1 to estimate the time and data complexity of the
traditional algebraic attack.

We can get that the complexity of the traditional algebraic attack on the
model given in Fig. 1 is determined by [ and AI(f). When using the traditional
algebraic attack given in [3], for each keystream bit, the lowest degree of equa-
tions that the analysts can obtain is AT(f). In the next section, we try to find a
way to see if we can decrease the time and data complexity by further exploring
the properties of the nonlinear filter function and the structure of the filter tap
positions.

3 1-st Minimum Algebraic Immunity AZl,;.(f)

In this section, for a Boolean function f € B,,, we give a new definition called 1-
st minimum algebraic immunity Al (f). To begin with, we give the following
definition.

Definition 1. Given a Boolean function f(x1,2a,...,2n) € By, for some fixed
i, 1 € [1,n], define

AI(f
AI(f

a?,;:O) = AI(f(iCl,ZL'Q, ey L1, O, $i+1, ceey (En))

z,;:l) = AI(f(xlvaa sy Lj—1, 13 Tit1y-eey xn))
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Definition 2. Given a Boolean function f(x1,xa,...,2y) € By, for some fized
i, 1 € [1,n], define

AL(f) = maz{AI(f|e,=0), AL(f|z,=1)}

Definition 3. For a Boolean function f(x1,%2,...,2n) € By, define the 1-st
minimum algebraic immunity of f as

Alpin(f) = min{AL(f) : i € [1,n]}.
Also define
NAlmm(f) = ﬁ{Z|Alz(f) = AImm(f) S [17n]}7

where “4” denote the number of the elements in a set.
Let G = {g € AN(fls;=c)|deg(g) = Alnin(f)}, and also denote n, . = 4G,
where ¢ € {0,1}.

Based on the above definitions, we derive Theorem 1:

Theorem 1. For a Boolean function f(x1,Z2,...,2n) € By, if its algebraic
immunity is optimum, then

AlLin(f) < AI(f).
Particularly, if n is odd, then

AlLuin(f) < AI(f).

Proof. Given f(x1,%2,...,Zn) € By, it can be expressed as:

f(l‘l, Loy euny J}n) = xifl(xl, ey Li—1, l‘i+1, ceey In) + fg(.’l?l, ooy Li—1, .Z’i+1, ceey J}n)
When z; is fixed, there are only n — 1 variables left, then from Definitions 1-3,
we can get that

n—1

Afmm(f) S AIi(f) S |— 2

| < AI(f).

Particularly, if n is odd, then

n—1 n

Alnin(f) < AL(f) < T 1 <[51=AI(f).

The following example verifies Theorem 1.

Ezxample 1. The Boolean function f = zixox3xs + 12225 + T1T2 + 1232475 +
T1T3T4 + T1X3T5 + T1X4%5 + T1T4 + T2X3 + ToTyxs + ToTs + T3xg + T4x5 + 1 s
a b-variable Carlet-Feng Boolean function. We can get that AI(f) = 3, which is
optimum. The AIL;(f),i € [1,5] of f are listed in Table 2.

We can see that Al (f) = AL(f) =2 < AI(f) =3, Nay,,,, (f) =5> 1.

In fact, for a Boolean function h € B, although AI(h) is not maximum,
it is possible that Al,;,(h) is strictly less than AI(h). For instance, for the
filter function f4 adopted by the stream cipher LILI-128 [9], Alin(fd) = 3 <
Al(fa) =4, Nar,,,,(fa) = 4.
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Table 2. Compute the AL(f) of f

X4 X1 | T2 | X3 | T4 |Ts
AIi(f) 2 12 12 2 |2

Algorithm 1 shows how to compute Al (f) and Nay, . (f) for a Boolean
function f.

Algorithm 1. Compute Al (f) and Nay, .. (f)

Input: I ={1,2,...,n}, Boolean function f € B,.
Set F =0, E=0, ce{0,1}.
for i € I do
Compute all the AI;(f) defined in Definition 2 and the corresponding n; .
defined in Definition 3;
if AL(f) < AI(f) then
L F=FU {(l‘i,AIi(f), 14,0, ni,l)};

Denote the minimum AL (f) in F as ALy (f);

EF=FU {(mi,AIi(f),niﬁo,ni,l) S D‘Afl(f) = AImln(f),’l S I},
Naty, (f) = 1E;

Output E, Nay,,,, (f).

4 A Guess-Then-Algebraic Attack on LFSR-Based
Stream Ciphers via Our Theoretical Results

Designers often choose a MAI Boolean function as the filter of the LFSR-based
keystream generators, which helps to resist the traditional algebraic attack to
the greatest extent. Section 3 shows that for a Boolean function f of optimum
algebraic immunity, Al,;,(f) < AI(f). Even if AI(f) is not maximum, it is
possible that AL, (f) < AI(f). We consider to take advantage of the properties
of Alin(f) to recover the initial state of the LFSR.

The strategy of guessing is very important in the guess and determine attack.
In thissection, we would like to give a guess-then-algebraic attack, which takes some
particular guessing strategy by taking advantage of the properties of AT, (f) pro-
posed in Sect. 4. First we choose to guess some (initial) internal state bits of the
LFSR, resulted to equations of degree Al (f). Here we make use of each guessed
bit to the greatest extent, that is, we would use each guessed bit to construct as
many low-degree equations as possible. The positions of the guessed internal state
bits of the LF'SR should obey some rules according to the detailed structure of the
LFSR, the properties of the filter Boolean function, and the filter tap positions.
After guessing a suitable number of (initial) internal state bits, we can get an equa-
tion system of degree Al ,in(f).

In the following, we propose an attack by using our theoretical results in
Sect. 3. We focus on the LFSR-based keystream generator with nonlinear filter
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shown in Fig. 1. With the same description in Sect. 2, we target to recover the
initial state bits s = (s, s1,...,5,_1) by solving the following equation system:

Co = f(s(l)v S%a ey 38)
c1 = f(s,s2,...,87)
Co = f(sévsga EE) SEL) (2)

where s¢,i = 1,2,...,n are the n LFSR state bits tapped as the input of the filter
Boolean function f(x1,xs,...,2,) at time ¢.

Guess-then-algebraic Attack:
Assume that the LFSR shifts right and it is regularly clocked.
Step I: For f(z1,%2,....,2n) € By, compute Al (f), E and Nay, . (f) via
Algorithm 1. Suppose we get E={(xi,, ALmin(f), ni; .00 Miy,1); s (T, y ALmin (f),
nim,o,nim,l) 1< <ig < <y < ’I’L}, NAIrmm(f) =m, AImzn(f) =k.
Step II: With the parameters derived from Step I, we do the following operation:
(1) At time ¢, denote the inputs of the filter function as s}, ..., s?, find the
LFSR state bit corresponding to z;, in set F, and denote it as s.'.
(2) Guess si' = a, where a € {0,1}, then we can derive an equation

1 .2 i1—1 i1+1 ny __
Ji(sy, 87,y 83t T a8 T SY) = ¢

From Algorithm 1 we get that AI(f;) = AlLnin(f) = k.

(3) For each clock, denote the distance of the locations for the LFSR state
bits corresponding to the variables x; and x; of f as d; ;.

Notice that £ = {(.’IJ“ 5 AImzn(f>7 41,0, nil)l), ceey (acim 5 AImzn(f)7 Ni,,,0, nim)l) :
1 <4y <ig < -+ <iy <n}, then we clock the stream cipher d;, ;, clocks from
time ¢. Find the LFSR state bit corresponding to x;, in the set E at time t+d;, ;,,

and denote it as sﬁ 4. . - With the keystream bit Citds, i, and the guessed value
i1,19 ‘1>

of sil = a, we get another equation at time ¢ +d;, ;, by substitute si’id, by a.
i1,in

1 2 iz—1 i2+1 ny _
ft+d11,'i2 (St+dil,12 2 Sttdiy ipr 0 8t+di1,i2 @ 8t+di1,i2 7o St ) = Cttdiy iy

In the same way, we can get a group of m equations, and the algebraic
immunity of the functions fi, feva,, i, ferdi, 1, 135 Almin(f) = k.

1 i1—1 i1+1 ny __
fe(s, 83t a, 837, 8t) = ¢
19—1 1941

1 n —
ft+di1,i2 (St—i-d,;l g7t Sthds, Jig” @y Sehdy iy st+di1,i2) = Cttdiy iy

(3)

G —1 im+1

1 n —
ft+di1,im (8t+di1,im ’ St+d1‘1,im » @y St+dq‘,1,im [ St"l‘dil,im ) = Cttdiy iy,

Until now, we get m equations by guessing one LFSR state bit. For each equation,
we can derive n;, ¢, . (0T N ey = 0) equations of
15,k L i,

i

+1 when cpyq,
. ik

degree Alin(f), where n;, ., , ~ is the number of annihilators defined in
’ ik
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Definition 3. We guess another LFSR state bit which is appropriately chosen,
and get another group of equations, and so on.

We hope that the guessed bits are all the initial state bits of the LFSR, which
can make the analysis much easier. If the guessed bits are not all the initial state
bits, more careful analysis is needed.

Usually, we choose the parameter ¢ = 0, for it can make the number of the
guessed initial bits among all the guessed LFSR state bits as large as possible,
which can make the analysis much easier.

Here we analyze the situation that the guessed bits are all the initial state
bits of the LFSR. Suppose we guess r initial LFSR state bits, then we can
get T D 1 ickcm Misicira, ” equations with the initial LFSR state bits as the
variables by using the linear feedback recursion of the LFSR. Then we use the
same method to analyze the complexity with the method mentioned in [3].

After guessing » LFSR initial state bits, we reduce the problem of solving the
[ initial LFSR state bits with a filter Boolean function f of algebraic immunity
AI(f) to solving | — r unknown initial bits with a filter Boolean function of
algebraic immunity Al (f).

When the condition

l—r
r- Z nij’Ct+d,i.j1ik 2 <AImm(f)> (4)

1<j<k<m

is satisfied, the time complexity to solve the equation system derived from Step
1T is
T, = N¢

3

where N = ( A Ilfr( f))> and w is the parameter of the Gaussian elimination, and
we adopt w = 3 in this paper. The complexity to recover the initial state of the
LFSR is

T =2"N*.
The data that we need is

D = maz(rm, (Allmm?f)> :

The key condition is that the inequality (4) is satisfied. In fact, when Al (f)
is small enough (especially when Al,,;,(f) = 1), the condition can be satisfied
in most cases. Under this situation, we can directly see that the data complexity
is better than that of the algebraic attack in [3]. While the improvement of the
time complexity is not determined. It can be derived that the time complexity
of our attack is less than that of the conventional algebraic attack given in [3]
when r satisfies the following inequality:

T l l—r
w<logg(d>—logg< i ), (5)

where r is the number of the guessed initial state bits, d = AI(f), k = ALLin(f),
and w is the parameter of the Gaussian elimination.
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In fact, the number of the equations that can be derived by guessing r-bit

initial state can be more than -3, ;4o N4, c,p, . if we can make full use
<j<k< ik

of the annihilators for f|,,—.. Let G = {9 € AN(f|+,=c)|deg(g) = ALnin(f)},
for an element g € G, multiply monomials of degree less than Al,;,(f) to g,
and we may get new polynomials that can be used to construct equations.

Our method suggests a new design criterion for the filter Boolean function
f adopted by the LFSR-based stream ciphers, that is, the parameters of the
keystream generator should not satisfy the inequality (4) and inequality (5)
in the same time, which means that designers should pay attention that their
keystream generator should satisfy that:

(a) ALnin (f) should be large enough to resist our guess-then-algebraic attack.
(b)The number of variables corresponding to Al (f) should not be too
large.

Notice that our method can be applied to all kinds of LESR-based stream
ciphers with nonlinear filter. If the target stream cipher satisfies the inequalities
(4) and (5), then we can decrease the time and data complexity.

5 Application of Our Method on a LFSR-Based Stream
Cipher Overlooking Our Criterion

In this section, we would like to give an example to show that the AT, (f)
should not be too small for the nonlinear filter Boolean function.

The target model is the same with the one shown in Fig.1. The length of
the LFSR is 80, and its initial state bits are (s, $1, ..., S79). The linear feedback
polynomial is primitive. The filter Boolean function is a 9-variable Boolean func-
tion f = f(x1,x9,...,x9), AI(f) is optimum. Suppose the LFSR shifts left and
it is regularly clocked. The 9 inputs to f are taken from LFSR according to this
full positive difference set: (0,1,3,7,12,20,30,44,65).

From the above description we can get that this model can resist the tradi-
tional algebraic attack given in [3] to the greatest extent. In the following, we
would show that although AI(f) is optimum, our method works if the model
disobeys our criterion mentioned in Sect. 4.

Suppose Alin(f) = 1, and the corresponding variable is x7, that is,
AI(f|z,=0) = AI(flz,=1) = 1, which means that this model disobeys our
criterion.

According to the guess-then-algebraic attack given in Sect.4, we can guess
r = 41 initial state bits (sss, $31,...,879). Then we can get at least 41 linear
equations, which satisfy the inequality (4), that is r > ( A I%S;T( f)) = 39. The time
complexity of our attack is

T —9r <80 - 7">w — 956.86
1 )

where m is the number of variables for f corresponding to Al (f).

The data complexity is
80 —
D = max(r, ( 1 r) = 2536,
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The memory complexity is
M = 210.72.

Table 3 shows the comparison between our method (GA) and the traditional
attack (AA) given in [3] on this model.

Table 3. Comparison between GA and AA in [3]

T D M
Our method 0(2°6:%6) | 0(25%6) | 0(2'9™)
Algebraic attack | O(27°¢) | O(2**%?) | 0(2"°)

Remark 1. This example verifies that although the target model obsesses a filter
Boolean function of optimum algebraic immunity, if it disobeys our criterion,
analysts can still use our guess-then-algebraic attack to recover the initial state
with time and data complexities less than that of the traditional algebraic attack
given in [3].

6 Conclusion

This paper introduces a new parameter called 1-st minimum algebraic immunity
AlLin(f) for the Boolean function f, along with some theoretical properties of
AlLin(f). Based on our results, we propose a guess-then-algebraic attack on the
LFSR-based stream cipher with nonlinear filter Boolean function f by guessing
some state bits in advance and then applying algebraic attack on it. Our method
makes full use of each guessed bit to generate as many equations of degree less
than or equal to AI(f) as possible. The cost of time and data is less than that
of the traditional algebraic attack in [3] under some condition. Our method
suggests a new design criterion for the LFSR-based keystream generators with
nonlinear filter. We apply our method to a 80-stage keystream generator with
a MAI Boolean function f as its filter, while Al,,;,(f) is very small, which
disobeys our criterion. The time, memory and data complexities of our method
are less than that of the traditional algebraic attack.
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A Private Lookup Protocol with Low Online
Complexity for Secure Multiparty Computation
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Abstract. We present a secure multiparty computation (SMC) protocol
for obliviously reading an element of an array, achieving constant online
communication complexity. While the total complexity of the protocol
is linear in the size of the array, the bulk of it is pushed into the offline
precomputation phase, which is independent of the array and the index
of the element.

Although private lookup is less general than oblivious RAM (ORAM),
it allows us to give new and/or more efficient SMC protocols for a number
of important computational tasks. In this paper, we present protocols for
executing deterministic finite automata (DFA), and for finding shortest
distances in sparse graphs.

All our protocols are given in the arithmetic black box model, which
allows them to be freely composed and used in larger applications.

Keywords: Secure multiparty computation + Arithmetic black box -
Private lookup

1 Introduction

In Secure Multiparty Computation (SMC), p parties compute (y1,...,yp) =
f(z1,...,xp), with the party P; providing the input z; and learning no more
than the output y;. For any functionality f, there exists a SMC protocol for
it [19,36]. While the general construction is inefficient in practice, several SMC
frameworks have appeared [3,6,12,21,29] and certain classes of algorithms can
be executed with reasonable efficiency on top of them. In particular, these algo-
rithms should have control flow and data access patterns that depend only or
mostly on public data.

Private information retrieval (PIR) and oblivious RAM (ORAM) are among
techniques for hiding the patterns of data access. They both posit a client-
server setting, where the client queries the elements in server’s memory without
the server learning which elements are accessed. For a m-element vector, the
asymptotic complexity of both PIR (which allows only reading) and ORAM
techniques (which also allow writing) is O(log?n). To adapt these techniques
to the SMC setting, at least the client’s computations have to be performed
through SMC protocols. This brings further complications.
© Springer International Publishing Switzerland 2015
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We provide an alternative mechanism for reading an element of a vector
according to a private index (private writing is not considered in this paper). We
give a private lookup protocol, the operations of which can be partitioned into
the offline part — these that can be done without knowing the actual inputs —,
and the online part — these that require the inputs. In case of private lookup, it
makes sense to consider even three phases — offline, vector-only (where the actual
vector, either public or private, is available) and online (where the private index is
also available). In our protocols, the online phase requires only a constant number
of costly SMC operations, while the bulk of the work is done in the offline and,
depending on the protocol and the secrecy of the vector elements, in the vector-
only phases. In cases where the main cost of SMC operations is communication
between parties, the offline (and vector-only) computations could be performed
using dedicated high-bandwidth high-latency channels.

Our private lookup protocols are universally composable, they may be freely
used as components in protocols for more complex privacy-preserving applica-
tions. In this paper we demonstrate their use in two applications that need
oblivious read access to data, but where the pattern for write accesses is public.
We have implemented SMC protocols for executing deterministic finite automata
(DFA), and for finding the single-source shortest distances (SSSD) in sparse
graphs. The latter protocol is based on the well-known Bellman-Ford algorithm.
In both protocols, the processed objects (automaton, input string, the graph)
are private, except for their sizes.

Our protocols inherit the security guarantees of the underlying SMC imple-
mentation. If the SMC implementation provides security against passive resp.
also active adversaries, then so do our protocols. If the security provided by the
SMC implementation is information-theoretical resp. only computational, then
this also applies to our protocols. Perhaps surprisingly, the protocols in this
paper are the first information-theoretically secure protocols for DFA execution,
if an information-theoretically secure protocol set for SMC is used. All previ-
ous protocols have used cryptographic constructions (encryption) that rely on
computational hardness assumptions for security.

Structure of the Paper. We review work related to privacy-preserving data
access, and to our example applications in Sect.2. In Sect.3 we describe the
framework in which our protocols are defined and their security and performance
properties stated. Sect.4 presents the private lookup and discusses its security
and performance. In Sects. 5 and 6 we describe our implementations of privacy-
preserving DFA execution and SSSD, and discuss their performance. Finally, we
draw the conclusions in Sect. 7.

2 Related Work

Secure multiparty computation (SMC) protocol sets can be based on a variety
of different techniques, including garbled circuits [36], secret sharing [4,17,32]
or homomorphic encryption [9]. A highly suitable abstraction of SMC is the
universally composable Arithmetic Black Box (ABB) [14], the use of which allows
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very simple security proofs for higher-level SMC applications. Using the ABB
to derive efficient privacy-preserving implementations for various computational
tasks is an ongoing field of research [1,8,11,27], also containing this paper.

Conceptually, our protocols are most similar to private information retrieval
(PIR) [24], for which there exist protocols with O(log®n) communication and
O(n/logn) public-key operations [26]. We know of no attempts to implement
these techniques on top of SMC, though.

Oblivious RAM (ORAM) [20] is a more versatile technique with simi-
lar communication complexity [33] (but higher round complexity and client’s
memory requirements). The integration of ORAM with SMC has been stud-
ied [13,18,22,28]. In general, such systems require at least O(log® n) overhead
for oblivious data access. We also note that the “trivial” way of expanding the
private index into its characteristic vector and computing its scalar product
with the array brings O(n) overhead, but may be more efficient in practice due
to smaller constants hidden in the O-notation [22,25].

In this paper, we present protocols for DFA execution, and for SSSD in sparse
graphs. In [15,30], garbled circuits have been adapted for DFA execution, where
one party knows the DFA and the other one the input string. This approach,
which is not universally composable, works well if the automaton and alphabet
are small (but the input string may be long). In [2,16,34,35], DFA execution
protocols based on homomorphic encryption are given, some of them resembling
PIR protocols. Privacy-preserving graph algorithms have been studied in [5] in
a non-composable manner. Composable SSSD protocols for dense graphs have
been studied in [1]. Recently, ORAM-with-SMC techniques have been used to
implement Dijkstra’s algorithm for sparse graphs [22].

3 Preliminaries

Universal composability (UC) [7] is a framework for stating security properties
of systems. It considers an ideal functionality F and its implementation 7w with
identical interfaces to the intended users. The latter is at least as secure as
the former, if for any attacker A there exists an attacker Ag, such that .4
and F|lAg are indistinguishable to any potential user of w/F. The value of the
framework lies in the composability theorem: if 7 is at least secure as F, then
€™ is at least as secure as £7 for any system ¢ that uses 7/F. We say that such
¢ is implemented in the F-hybrid model. When arguing about the security of
such £, we may assume that it uses the ideal functionality F as a subroutine.
All derived conclusions will be valid also for 7.

The arithmetic black box is an ideal functionality Fagg. It allows its users
(a fixed number p of parties) to securely store and retrieve values, and to per-
form computations with them. When a party sends the command store(v) to
Fags, where v is some value, the functionality assigns a new handle h (sequen-
tially taken integers) to it by storing the pair (h,v) and sending h to all parties.
If a sufficient number (depending on implementation details) of parties send
the command retrieve(h) to Fagg, it looks up (h,v) among the stored pairs and
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responds with v to all parties. When a sufficient number of parties send the com-
mand compute(op; hq, ..., hg; params) to Fags, it looks up the values vy, ..., v
corresponding to the handles hy, ..., h, performs the operation op (parame-
trized with params) on them, stores the result v together with a new handle h,
and sends h to all parties. In this way, the parties can perform computations
without revealing anything about the intermediate values or results, unless a
sufficiently large coalition wants a value to be revealed.

The existing implementations of ABB are protocol sets magg based on either
secret sharing [3,6,12] or threshold homomorphic encryption [14,21]. Depending
on the implementation, the ABB offers protection against a honest-but-curious,
or a malicious party, or a number of parties (up to a certain limit). E.g. the
implementation of the ABB by SHAREMIND [3] consists of three parties, provid-
ing protection against one honest-but-curious party.

In this paper, the protocols are given and their security (and correctness)
argued in the Fagg-hybrid model. The arguments remain valid if Fagg is replaced
with a secure implementation magg.

Typically, the ABB performs computations with values v from some ring R.
The set of operations definitely includes addition/subtraction, multiplication
of a stored value with a public value (this operation motivates the params in
the compute-command), and multiplication. Even though all algorithms can be
expressed using just these operations, most ABB implementations provide more
operations (as primitive protocols) for greater efficiency of the implementations
of algorithms on top of the ABB. In all ABB implementations, addition, and mul-
tiplication with a public value occur negligible costs; hence they’re not counted
when analyzing the complexity of protocols using the ABB. Other operations
may require a variable amount of communication (in one or several rounds)
between parties, and/or expensive computation. The ABB can execute several
operations in parallel; the round complexity of a protocol is the number of com-
munication rounds all operations of the protocol require, when parallelized as
much as possible.

It is common to use [v] to denote the value v stored in the ABB. The notation
[v1] op [v2] denotes the computation of v; op v by the ABB (translated to a
protocol in the implementation magg).

In the next section, we give a protocol for private lookup. Formally, we are
presenting a secure implementation for the functionality Fagg+Ly that accepts
the same commands as Fagg, answering them in the same manner. Addition-
ally, it accepts the command lookup(h1, ..., hp, hidx). When a sufficient number
of parties has sent such command to FaggyLu, it looks up the value vgx cor-
responding to higx and the value v’ corresponding to h,,, . It stores v’ together
with a new handle A’ and sends A’ to all parties.

The implementation maggtLy is given in the Fapg-hybrid model. It sim-
ply invokes Fagg for all Fagg commands. The implementation of the lookup-
command is given below.

idx *
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Algorithm 1. Private look-up protocol
Data: Vector of indices i1, ...,im € F\{0}
Data: Vector of values ([vi,],- .., [vi,n]) with viy, ..., v, €F.
Data: Index [j] to be looked up, with j € {i1,...,%m}.
Result: The looked up value [w] = [v;].
Offline phase

L ([ ') & F

2 fork=2tom—1do [r/] « [r]- [ '];

3 Compute the coefficients )\J , from i1,. .. i,
Vector-only phase

4 foreach k € {0,...,m — 1} do [cx] < 3/, AL [vi];

5 foreach k € {0,...,m — 1} do [yx] < [cx] - ["*];

Online phase

z « retrieve([§] - [r~'])

[w] = 305 2" [ve]

N o

4 Protocol for Private Lookup

Our protocol, depicted in Algorithm 1, takes the handles to elements v;,, ..., v;
(with arbitrary non-zero, mutually different indices) and the handle to the index j
stored inside the ABB, and returns a handle to the element v;. It represents the
elements as a polynomial V' over a suitable field I, satisfying V'(i;) = v;; for all
je{l,...,m} (withiy,...,14,, also belonging to IF). The lookup then amounts to
the evaluation of the polynomial in a point. Similar ideas have appeared in [35] (for
DFAs). We will then combine these ideas with a method to move offline most of the
computations for the polynomial evaluation [27]. Both the idea and the method
have been slightly improved and expanded in this paper.

Let our ABB work with the values from the field F, where |F| > m+ 1. There
exist protocols for generating a uniformly random element of F inside the ABB

(denote: [r] & F), and for generating a uniformly random non-zero element of
F together with its inverse (denote: ([r], [r~1]) & F*). These protocols require
a small constant number of multiplications on average for any ABB [11].

There exist Lagrange interpolation coefficients /\§ . depending only on the
set T = {i1,...,im}, such that V(z) = 377" oL ejad, where ¢; = Y7, AL Vi -
These coefficients are public and Computed in the offline phase of Algorithm 1.

Correctness. The definition of ¢ gives ZZLBI cplh = vl foralll € {i1,...,Jm}-
We can now verify that w = 37" ypz® = S0 eprksibrF = ;.

Security and Privacy. To discuss the security properties of a protocol in the
Fagg-hybrid model, we only have to consider which extra information the adver-
sary may be able to obtain from the retrieve-commands, and how it can affect
the run of the protocol through the values it store-s (the latter is significant
only if the adversary is active). There are no store-commands in Algorithm 1.
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The results of the retrieve-commands are uniformly randomly distributed ele-
ments of F*, independent of everything else the adversary sees. These can be
simulated without any access to v;,,...,v;  and j. Hence Algorithm 1 is secure
and private against the same kinds of adversaries that the used implementation
mage Of Fagg can tolerate.

Complexity. In the offline stage, we perform m — 2 multiplications. We also
generate one random invertible element together with its inverse, this generation
costs the same as a couple of multiplications [11]. The round complexity of
this computation, as presented in Algorithm 1 is also O(m), which would be
bad for online computations. For offline computations, the acceptability of such
round complexity mainly depends on the latency of the used communication
channels. The offline phase could be performed in O(1) rounds [11] at the cost
of increasing the number of multiplications a couple of times. In the vector-
only phase, the computation of the values [cz] is free, while the computation
of the values [yi] requires m — 1 multiplications (the computation of [yo] is
free). All these multiplications can be performed in parallel. If the vector v were
public then the computation of [yx] would have been free, too. The only costly
operations in the online phase is a single multiplication and a single retrieve-
operation; these have similar complexities in existing ABB implementations.

4.1 Speeding Up the Offline Phase

The preceding complexity analysis is valid for any implementation of the ABB.
Some implementations contain additional efficient operations that speed up cer-
tain phases of Algorithm 1. If we use the additive secret sharing based imple-
mentation, as used in SHAREMIND [4], and a binary field F, then we can bring
down the complexity of the offline phase to O(y/m) as shown in the following.

The SHAREMIND ABB is realized by three parties, offering protection against
passive attacks by one of the parties. The ABB stores elements of some ring R;
a value v € R is represented by mags as [v] = ([v]1, [v]2, [v]s) € R? satis-
fying [v]1 + [v]2 + [v]3s = v, where the share [v]; is kept by the i-th party
P;. Messages depending on these shares are sent among the parties, hence it is
important to rerandomize [v] before each use. The resharing protocol [4, Algo-
rithm 1] (repeated here as Algorithm 2; all indices of the parties are modulo 3)
is used for this rerandomization. We note that in this algorithm, the generation
and distribution of random elements can take place offline. Even better, only
random seeds can be distributed ahead of the computation and new elements of
R generated from them as needed. Hence we consider the resharing protocol to
involve only local operations and have the cost 0 in our complexity analysis.

If the ring R is a binary field F, then the additive sharing is actually bit-wise
secret sharing: [v] = [v]1 @ [v]2 @ [v]s, where @ denotes bit-wise exclusive or.
For such sharings, the usual arithmetic operations with shared values in Zy» are
more costly, compared to additive sharings over Zon, but equality checks and
comparisons are cheaper [4]. As most operations with array indices are expected
to be comparisons, bit-wise secret sharing may be a good choice for them.
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Algorithm 2. Resharing protocol [w] <« Reshare([u]) in SHAREMIND [4]

Data: Value [u]
Result: Value Jw] such that w = v and the components of [w] are independent
of everything else

Party P; generates r; & R, sends it to party P;t+1
Party P; computes [w]; < [u]; + 7 — ri—1

Algorithm 3. Multiplication protocol in the ABB of SHAREMIND [4]

Data: Values [u] and [v]

Result: Value [w], such that w = uv

[u'] « Reshare([u])

Party P; sends [u']; to party Pit1

[v'] « Reshare([v])

Party P; sends [v']; to party Pii1

Party P; computes [w']; < [v']i - [v']: + [w']: - [v']i=1 + [w']iz1 - [v']:
[w] < Reshare([w'])

D Uk W N

SHAREMIND’s multiplication protocol [4, Algorithm 2] (repeated as Algo-
rithm 3) is based on the equality ([u]1 + [u]2 + [uls)([v]1 + [v]2 + [v]3) =
Zij:l[[u]],;[[v]]j. After the party P, has sent [u]; and [v]; to party Pit1 (here
and subsequently, all party indices are modulo 3), each of these nine components
of the sum can be computed by one of the parties. The multiplication protocol
is secure against one honest-but-curious party [4, Theorem 2]. Indeed, as the
sending of [u]; from P; to P;41 takes place after resharing [u], the value [u]; is a
uniformly random number independent of all other values P;1; sees. Hence the
simulator for P;41’s view could itself generate this value. The same consideration
also underlies the security proof of the specialized offline phase protocol given
in Algorithm 4, the properties of which we discuss below.

Privacy. We have to show that the view of a single party P; can be simulated
without access to the shares held by other parties. Party P; receives messages
only in lines 4 and 9 of Algorithm 4. In both cases, it receives a share of a freshly
reshared value. Hence this message can be simulated by a uniformly random
number, as discussed above.

Complexity. We consider local computation and resharings to be free, hence we
have to count the number of messages sent by the parties. It is easy to see that a
party sends at most v/m + 1 elements of the field IF in lines 4 and 9 of Algorithm 4.
This is also the round complexity of Algorithm4. But by tracking the data
dependencies in the first loop, we see that its iterations no. 25~1 ... 28 — 1
could be done in parallel for each k € {1,...,q — 1}. Hence Algorithm4 could
be executed in O(logm) rounds.

Correctness. We can use Algorithm 4 only if F is a binary field. In this case
squaring a shared value [u] is a local operation: ([u]y + [u]2 + [u]3)? = [u]? +
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Algorithm 4. Computing ([v?],...,[v™]) from [v] in SHAREMIND
Data: m € N and the value [v], where v € F, char F = 2
Result: Values [uo], ..., [um], where u; = v’

g — [log/m+1]
[[UO]] — (17070)
[u1] < Reshare([v])
Party P; sends [u1]: to party Piy1
for j=1to 27! —1do
P; computes [uz;]i < [u;]7 and [uz;]i-1 « [u;]7
P; computes [t]i «— [uj]i - [ujtali + [us]i - Tugeadion + [ulior - [ujals
[uz;+1] < Reshare([¢])
Party P; sends [uz;j+1]: to party Piy1

© 00N o A W N

10 foreach j € {29,...,m} do

11 Let (r,s) € {0,...,27 — 1}, such that 2% + s =j

12 Party P; computes [t]; < [[urﬂfq us]i + [[ur]]fq Nus)i-1 + [[urﬂfjl < us]s
13 [u;] < Reshare([t;])

[u)3 + [u]3 and the computation of [u?]; = [u]? only requires the knowledge of
[u]:. Regarding Algorithm 4, note that its first loop satisfies the invariant that in
the beginning of each iteration, each party P; knows the values [v°];, ..., [v?~1];
and also [v°];_1,..., [v¥~1];_;. With these values, it can compute [v?/]; and
[v¥+1]; (effectively, we are computing v¥ = (v/)? and v?/+! = v9 .9 +1). Party
P; can also compute [v%];_;. It receives [v?/*1];_; from P;_;. In the second
loop, we compute v/ = (v7)%" - v® for j = 29 -7 4 5. Again, [(v")%"]; is locally
computed from [v"]; by squaring it ¢ times.

4.2 Speeding Up the Vector-Only Phase

A different kind of optimization is available if the ABB implementation is based
on Shamir’s secret sharing [32], using Gennaro et al.’s multiplication protocol [17]
(examples are VIFF [12] and SEPIA [6]). Such ABB impelementations (for p
parties), secure against ¢ parties can be given if 2¢t + 1 < p (for passive security)
or 3t + 1 < p (for active security). In such implementation, a value v € F for a
field F of size at least p + 1 is stored in the ABB as [v] = ([v]1, .-, [v]p), such
that there exists a polynomial f over F with degree at most ¢ and satisfying
f(0) =v and f(¢;) =wv; for all i € {1,...,p}, where C = {c1,...,¢,} is a set of
mutually different, public, fixed, nonzero elements of F. The share v; is kept by
the i-th party P;.

Our optimization relies on the computation of a scalar product [[2:?21 w05
from the values [ui],..., Jug] and [v1],...[vg] stored inside the ABB having
the same cost as performing a single multiplication of stored values. For refer-
ence, Algorithm 5 presents the scalar product protocol in the SSS-based ABB
providing passive security (thus 2¢ + 1 < p) [17]. The multiplication protocol
can be obtained from it simply by letting the length of the vectors to be 1.
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Algorithm 5. Scalar product protocol in an SSS-based ABB [17]

Data: Vectors ([u1], ..., [un]) and (Jv1],- .., [va])

Result: Value [w], such that w = 37", u;v;

Party P; computes d; < >27_, [u;]i[v;]:

Party P; picks a random polynomial f; of degree at most ¢, such that f;(0) = d;.
Party P; sends fi(c;) to P;

Party P; computes [w]; < >%_; A fi(ei).

Algorithm 6. Improved vector-only and online phases of the private
lookup protocol

Data: Lagrange interpolation coefficients )\;,k
Data: Random non-zero [r] and its powers [r '], [r*],..., [r™ ']
Data: Vector of values ([vi, ], ..., [vi,,]) with vi,, ..., v, €F.
Data: Index [j] to be looked up, with j € {i1,...,im}.
Result: The looked up value [w] = [vy].
Vector-only phase
1 foreach k € {0,...,m — 1} do [ex] < 31", M [wil;
Online phase

z « retrieve([5] - [r*]) o
foreach j € {0,...,m — 1} do [¢;] « 2’ [r];
4 [w] = ([eo], - - -, [em=1]) - ([Co]s - - -5 [Gm—1])

2
3

In this protocol, the values )\ZC are the Lagrange interpolation coefficients satis-
fying f(0) = >-7_, A€ f(¢;) for any polynomial f over F of degree at most 2¢. The
protocols providing active security are much more complex [10], but similarly
have equal costs for multiplication and scalar product.

Our optimization consists of a

reordering of the operations of the Table 1. Communication costs (in ele-

vector-only and online phases of the ents of F) of different private lookup
private lookup protocol, as depicted in protocols

Algorithm 6. We see that compared to
Algorithm 1, we have moved the entire

’Sharing \\ofﬂine\Vec—only\online‘

computation of the products z7[c;][/] |additive ||3y/m| 6m 12
to the online phase, thereby reducing the |(public v)|| 3\/m 0 12
vector-only phase to the computation of [Shamir’s || 6m 0 15
certain linear combinations. The online |(public v)|| 6m 0 9

phase becomes more complex, but only
by a single scalar product, which costs the same as a single multiplication. The
correctness and privacy arguments for Algorithm 6 are the same as for Algo-
rithm 1.

Unfortunately, we cannot use the optimizations of both Sects. 4.1 and 4.2 at
the same time, as the cost of converting from one representation to the other
would cancel any efficiency gains. If we have three parties and seek passive
security against one of them, then our choices are given in Table 1. Recall that



152 P. Laud

multiplication in both representations and retrieval in the additive representation
requires the communication of 6 field elements in total. Retrieval in Shamir’s
secret sharing based representation requires 3 field elements to be sent.

5 Protocol for DFA Execution

A DFA is a tuple A = (Q,%,9,qo, F), where @ is a set of states, ¥ is the
alphabet (a set of characters), ¢o € @ is the initial state, FF C @ is the set
of final states and 6 : Q x ¥ — @ is the transition function. To execute a

string w = wy ---wp € X* on A means to find the states q1,...,qe, such that
qi = 0(qi—1,w;) for all i € {1,...,¢} and check whether ¢y € F.
In our implementation, the size of the problem — the numbers |Q| = m,

|| = n and |w| = ¢ — is public, but § and F are private. We need private
lookup to implement §. It is represented as a table of |@Q] - |2| private values. We
compute the private index from [¢;—1] and [w;] and use it to find [¢;] from this
table, seen as a vector of length N = mn. We have implemented DFA execution
using both additive sharing and Shamir’s sharing, in fields GF(p) for p = 232 -5
and GF(2%%). We have measured the performance of Algorithm 1 in all cases, as
well as the optimizations of Algorithm4 and 6 in appropriate cases. Our tests
were performed on three computing nodes, each of which was deployed on a
separate machine. The computers in the cluster were connected by an Ethernet
local area network with link speed of 1 Gbps. Each computer in the cluster had
48 GB of RAM and a 12-core 3 GHz CPU with Hyper Threading.

Our implementation is sub-optimal in the round complexity (which is O(¥)),
as it faithfully implements the definition of the DFA execution. Hence the run-
ning time of the online phase is currently dominated by the latency of the net-
work. On the other hand, this also implies that many instances of DFA execution
run in parallel would have almost the same runtime (for online phase) as the sin-
gle instance. It is well-known that the DFA execution could be implemented in
parallel fashion, using O(log ¢) time (or SMC rounds). This, however, increases
the total work performed by the algorithm by a factor of O(m).

We see that for the vector-only phase of the private lookup, we need the
description of §, but not yet the string w. This corresponds very well to cer-
tain envisioned cloud services, in particular to privacy-preserving spam filtering,
where the spamminess is detected with regular expressions.

Table 2 presents the actual running times of our DFA execution implementa-
tion. All running times are in milliseconds, given with 2-3 significant digits. We
have measured the running time for different automaton sizes m and alphabet
sizes n, with N = mn being between 6 and 30000. The length of the input string
was always 2000 — the work performed by the algorithm, as well as its timing
behavior is perfectly linear in this length.

We see that the running time of the online phase is indeed only slightly
dependent on N: it is &~ 286 + 0.042N ps per character of the input string
when using the field GF(p) (for GF(23?), it is around 290 + 0.105N). This
slight dependence on N is caused by the local computations, the amount of
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Table 2. DFA execution benchmarks (times in milliseconds, ¢ = 2000)

(m,n) = (3,2) | (15,10)  (100,30) (1000, 30)
Using only Algorithm 1 for lookup

GF(p), additive | offline 7 120 2260 23000
vector-only 4 75 1440 22000
online 560 | 590 830 3100
GF(2*?), additive | offline 11 |160 3000 30000
vector-only 5 |110 2200 49000
online 563 | 620 1230 6800
GF(p), Shamir offline 7 |120 2600 27000
vector-only | 4 86 1520 23000
online 580 | 580 810 3100
GF(2%?), Shamir | offline 12 1200 3900 38000
vector-only | 6 | 128 2400 53000
online 570 |620 1190 6800
With optimizations of Algorithm 4 or Algorithm 6
GF(2*?), additive | offline 12 | 72 1140 10600
GF(p), Shamir vector-only | 0 1 89 8100
online 900 | 900 1230 4300
GF(2%), Shamir |vector-only | 0 2 310 32000
online 900 | 940 1900 13000

which depends on N. Its effect would be even lower if the network latency were
higher. Other phases depend much more on N: offline phase requires 0.4N s
and vector-only phase 0.23N + 4.7 -1075N? s per character for GF(p).

Among related work, running times of their algorithm implementations have
been presented in [15,30]. Our implementation is significantly more efficient
than [15]. They report the running time of 8s for processing a string of length
¢ = 10 on an automaton with mn = 40000. Compare this number with our
reported running time of ~ 3s for the online phase or even with ~ 40s for
all three phases of processing a 2000-character string on an automaton with
mn = 30000.

Our running times do not seem that impressive when compared to [30], where,
with a more optimized implementation inspired by garbled circuits, running
times as low as 12 are reported for n = 2 and {m, ¢} = {20,150000}. But even
then, if we consider mnf to be a valid measure of the size of the problem, our
implementation is a couple of times faster (and the online phase requires only
10 % of that time). Also, they are solving a narrower problem, with one of the
parties knowing the automaton and the other knowing the input string, while our
protocols are universally composable. On the other hand, their implementation
is secure against malicious adversaries, while we have tested our protocols only
on ABB implementations secure against passive attacks only.
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6 Protocol for SSSD

Let G = (V,E) be a directed graph with s,¢ : E — V giving the source and
target, and w : E — N giving the length of each edge. Let vg € V. Bellman-Ford
(BF) algorithm for SSSD starts by defining do[v] = 0, if v = vg, and dy[v] = oo for
v € V\{vo}. It will then compute d;1[v] = min(d;[v], min.c,—1(,) di[s(e)]+w(e))
for all v € V and i € {0,...,|V| — 2}. The vector djy|_; is the result of the
algorithm.

We have implemented the BF algorithm on top of the SHAREMIND platform,
hiding the structure of the graph, as well as the lengths of edges. In our implemen-
tation, the numbers n = |[V| and m = |E| are public, and so are the in-degrees of
vertices (obviously, these could be hidden by using suitable paddings). In effect,
the mapping ¢ in the definition of the graph is public, while the mappings s and
w are private. During the execution, we use private lookup to find d;[s(e)]. As
the vectors d; have to be computed one after another, but the elements of the
same vector can be computed in parallel, our implementation has O(n) rounds
in the online phase.

As the vector d; is not yet available at the start of computation, we use the
optimized vector-only phase to avoid an O(n) factor during the execution of the
BF algorithm. Hence we use Shamir’s secret sharing based ABB implementation.
We have to perform arithmetic and comparisons with secret values, hence we
must use a prime field as the field F (we use GF(p) with p = 232 — 5).

Table 3 presents the actual running times of our implementation of the
Bellman-Ford algorithm on sparse graphs. All running times are in seconds,
given with 2-3 significant digits. We have measured the running time for differ-
ent graphs with n vertices (where 100 < n < 2000) and m edges, also matching
the problem sizes in related work. Hence we have included cycle graphs (where
m = n), as well as the complete directed graph on 100 vertices (with m = 9900).
We also believe that in applications, the used graphs are often planar. Thus we
have selected the parameters of certain graphs to match planar graphs, where
most faces are triangles and edges are bidirectional (m = 6n).

Table 3. SSSD execution benchmarks (times in seconds)

n 100 100 | 100| 100|300 | 300| 300|600 600| 600 | 1000 1000 2000
m 100 | 600 | 1000 | 9900 | 300 | 1800 | 3000 | 600 | 3600 | 6000 | 1000 | 6000 | 2000

offline |0.3 [1.3 |1.9 |19 5231 52 |41 |240 400 190 |1100 | 1540
online | 6.0 |79 [9.2 |68 10.4(49 |72 |39 190 310 |110 | 580| 550

We see that in our tests, the offline phase requires around 4.74n2 +1.28mn +
0.181mn? s, and the online phase around 14.7n% + 67.3mn + 0.0257mn> ps.
The asymptotic running time of the BF algorithm is O(mn). Hence we see that
the online phase depends much less on the mn? term than the offline phase.
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The running times reported in related work are much higher. The protocols of
[1] are implemented on VIFF [12], running with three parties on a single machine,
and requiring 5622 s for SSSD in 128-vertex complete graph. Compare this with
our running time of 87 s (offline + online) for the 100-vertex complete graph.
We require (550 + 1540) s (online 4 offline) for a graph with m = n = 2000.
In [22], the same graph requires around 10000s with implementation based on
SPDZ [23] (hence their time probably does not include SPDZ precomputations).

7 Conclusions

In this paper, we have shown that arithmetic black boxes support fast lookups
from private tables according to a private index. We have used this operation
to obtain very efficient algorithms for certain tasks. Our results show that for
private lookups in an ABB, complex techniques based on Oblivious RAMs [13]
are not necessary. Beside the DFA execution or the Bellman-Ford algorithms,
we expect our techniques to have wide applicability in making algorithms with
sensitive data reading patterns privacy preserving.
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Abstract. High performance, small code size, and good scalability are
important requirements for software implementations of multi-precision
arithmetic algorithms to fit resource-limited embedded systems. In this
paper, we describe optimization techniques to speed up multi-precision
multiplication and squaring on the AVR ATmega series of 8-bit micro-
controllers. First, we present a new approach to perform multi-precision
multiplication, called Reverse Product Scanning (RPS), that resembles
the hybrid technique of Gura et al., but calculates the byte-products in
the inner loop in reverse order. The RPS method processes four bytes
of the two operands in each iteration of the inner loop and employs two
carry-catcher registers to minimize the number of add instructions. We
also describe an optimized algorithm for multi-precision squaring based
on the RPS technique that is, depending on the operand length, up to
44.3 % faster than multiplication. Our AVR, Assembly implementations
of RPS multiplication and RPS squaring occupy less than 1 kB of code
space each and are written in a parameterized fashion so that they can
support operands of varying length without recompilation. Despite this
high level of flexibility, our RPS multiplication outperforms the looped
variant of Hutter et al.’s operand-caching technique and saves between
40 and 51 % of code size. We also combine our RPS multiplication and
squaring routines with Karatsuba’s method to further reduce execution
time. When executed on an ATmegal28 processor, the “karatsubarized
RPS method” needs only 85k clock cycles for a 1024-bit multiplication
(or 48k cycles for a squaring). These results show that it is possible to
achieve high performance without sacrificing code size or scalability.

1 Introduction

Multi-precision multiplication and squaring are performance-critical operations
of a variety of public-key cryptographic algorithms, including RSA [18], elliptic
curve schemes [14,17], and pairing-based cryptosystems [4]. In fact, these two
operations can easily account for more than 80 % of the overall execution time
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of a modular exponentiation (such as needed for RSA) or scalar multiplication
(needed in elliptic curve cryptography [10]). Consequently, any effort spent on
optimizing multi-precision multiplication and squaring is well spent. This is in
particular the case for multi-precision arithmetic to be executed on embedded
or mobile devices as they are often severely restricted in processing power and
memory (RAM) capacity. For example, an ordinary smart card or sensor node
features just an 8-bit processor clocked with a frequency of between 5 and 10
MHz. The 8-bit AVR architecture is widely used in these application domains
and has, therefore, been the target platform numerous research projects in the
area of lightweight implementation of cryptographic primitives. A typical 8-bit
AVR processor (e.g. ATmegal28 [2]) has 4 kB RAM, 128 kB flash memory to
store program code, and provides 32 registers. Three register pairs can serve as
16-bit pointer registers and hold the address of operands in RAM [1]. The AT-
megal28 also comes with a hardware multiplier that needs two clock cycles to
compute the 16-bit product of two 8-bit operands held in registers.

In the past ten years, a large body of research has been devoted to improve
the performance of multi-precision arithmetic operations on resource-restricted
8-bit platforms such as the ATmega family of processors. At CHES 2004, Gura
et al. presented a landmark paper in which they compared ECC with RSA on
8-bit CPUs and introduced the now-classical hybrid method for multiplication
[9]. The hybrid method exploits the large register file of the AVR platform to
store several bytes of the operands in registers and, in this way, combines the
advantages of the product scanning and operand scanning technique [10]. Since
the publication of Gura et al.’s work, there have been a number of attempts to
further improve hybrid multiplication. An obvious approach for optimization is
to completely unroll the loops since loop unrolling eliminates a lot of overhead
(e.g. update of a loop counter or execution of a branch instruction) and allows
for a specific “tuning” of each iteration (see e.g. [19,23]), which is not possible
with “rolled” loops. A second line of research focused on speeding up the inner-
loop operation, i.e. Multiply-ACcumulate (MAC) operation, by scheduling the
execution of mul instructions in a special way and other low-level optimization
techniques (see e.g. [15,16,24] for representative examples).

A recent milestone in the area of fast multi-precision multiplication on the
8-bit AVR platform is the operand caching method, introduced by Hutter and
Wenger at CHES 2011 [12]. The operand caching method follows a similar idea
as hybrid multiplication, but splits the computation of the product into several
small(er) parts with the goal of reducing the overall number of 1d instructions
through a sophisticated caching of operand bytes. Later, fully unrolled versions
of the operand caching approach with slightly better results were presented in
[20,21] by Seo et al. Very recently, Hutter and Schwabe [11] further improved
the speed record for unrolled multi-precision multiplication on AVR, processors
by a carefully-optimized implementation of Karatsuba’s multiplication method
[13]. Their results demonstrate that the operand length at which Karatsuba’s
approach starts to become beneficial is surprisingly low, namely 48 bits.
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In this paper, we describe a new approach for multi-precision multiplication
and squaring on 8-bit AVR processors and other platforms that feature a large
number of general-purpose working registers. Our main contribution is the Re-
verse Product Scanning (RPS) method for multiplication, which resembles the
basic loop structure of Gura et al.’s hybrid technique [9], but computes subsets
of the partial products in the inner loop in reverse order, i.e. from more to less
significant positions. Furthermore, the RPS method uses two so-called “carry-
catcher” registers to minimize the number of adc instructions executed in the
inner loop. The RPS method for AVR processors we present in this paper aims
for a practical trade-off between performance, code size and scalability instead
of “pure speed” as most other implementations. Achieving such a trade-off is a
very challenging task since, for example, high performance and small code size
usually contradict each other. Before presenting our contributions in detail, we
first explain why fast execution time, small code size, and high scalability are
all important requirements for multi-precision arithmetic software.

Requirements

Achieving fast execution time has been a major goal of virtually all implemen-
tations of multi-precision arithmetic described in the recent literature, and the
present work is no exception. As stated before, the efficiency of multi-precision
multiplication and squaring has a clear and direct impact on the performance
of higher-level operations like exponentiation or scalar multiplication, which, in
turn, determines the overall processing time of key establishment mechanisms
and signature schemes. Besides reducing the delay of public-key primitives and
protocols, fast multi-precision arithmetic is crucial for another reason, namely
energy efficiency. In general, the energy consumption of cryptographic software
executed on a microprocessor increases proportionally with the execution time
[7]. This, together with the fact that a large portion of embedded systems are
battery powered, makes a good case for minimizing execution time, even if the
target application does not impose stringent delay constraints on cryptographic
primitives. While the importance of high performance is unanimously accepted
in the cryptographic community, the situation is not so clear when it comes to
code size and scalability since both were often ignored in previous work.
Paying attention to code size is important since the binary executable im-
age of an application (which includes the object file containing the arithmetic
functions) needs to fit into the available program ROM or flash memory. Many
embedded microcontrollers are quite restricted in code space; for example, the
Atmel ATmegal28 [2] provides only 128 kB of programmable flash memory to
store program code. In light of such constraints, it is often unattractive (and in
some cases even impossible) to apply certain code-size-increasing optimization
techniques like (full) loop unrolling. The operand-caching method for AVR, as
described in [12], serves as a good example to make this more clear. A fully un-
rolled implementation of operand-caching multiplication for 1024-bit operands
has a binary code size of about 150 kB, which exceeds the flash capacity of the
ATmegal28 by more than 20 kB. But even for smaller operands typically used
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in ECC (e.g. 256 bits), full loop unrolling can be infeasible since, depending on
the code size of the operating system, networking stack, security protocol, and
the actual application, only a tiny fraction of the 128 kB flash memory may be
available for multiple-precision arithmetic. And, of course, the smaller the code
size of the cryptographic primitives and underlying arithmetic operations, the
more code space remains for the actual application.

In the context of cryptographic software, the term scalability relates to the
ability to process operands of arbitrary size without the need to re-write or re-
compile the software. A scalable implementation of multi-precision arithmetic
is parameterized, which means that the operands (or, more precisely, pointers
to the operands in RAM) are passed as parameters to the arithmetic function
along with an additional parameter specifying the length of the operands. The
function body executes the arithmetic operation in a “looped” fashion, where-
by the operand length determines the number of loop iterations. Virtually all
cryptographic libraries of practical relevance contain a scalable implementation
of multi-precision arithmetic, and also the multiplication/squaring routines we
describe in the following sections are scalable. The importance of scalability is
best explained by taking RSA [18] as example. Private-key operations, such as
decryption and signature generation, can exploit the Chinese Remainder Theo-
rem to perform an n-bit exponentiation through two (n/2)-bit exponentiations
using the prime decomposition P, @ of the modulus N. On the other hand, all
operations involving a public key (e.g. encryption, signature verification) have
to be performed on full-length (i.e. n-bit) operands. A scalable implementation
of multiple-precision modular arithmetic is able to accommodate both operand
lengths, which simplifies the software development process as only one function
for multiplication and modular reduction has to be written. Scalability makes
it also very easy to adapt an RSA implementation to larger key sizes, e.g. from
1024 to 1536 or 2048 bits.

Contributions

We present the RPS method for multi-precision multiplication and squaring on
processors featuring a large number of general-purpose registers. As mentioned
before, our RPS approach has the same loop structure as the hybrid technique
and, consequently, employs the column-wise strategy (i.e. product scanning) as
“outer algorithm.” However, the byte-level multiplications in the inner loop are
(partly) executed in reverse order, i.e. some more-significant byte-products are
calculated before less-significant ones. Furthermore, the RPS method uses two
so-called carry-catcher registers to reduce the propagation of carries (which, in
turn, reduces the number of adc instructions), similar to the optimized hybrid
method of Scott and Szczechowiak [19]. We also describe how to apply the RPS
approach for multi-precision squaring and introduce an optimized technique to
calculate the byte-level squares in the “main diagonal” that appear only once
in the final result. Last but not least, we combine our RPS multiplication and
squaring with Karatsuba’s algorithm [13] to further reduce the execution time
for large operands (i.e. > 512 bits) such as used in RSA.
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Table 1. Comparison of AVR implementations of multi-precision multiplication and
squaring with respect to code size, scalability, and whether the implementation was
evaluated in the original paper for operand lengths used in ECC or RSA (the letters
U, L, P indicate whether an implementation is unrolled, looped, or parameterized)

Implementation ‘ Code size ‘ Scalable ‘ RSA ‘ ECC ‘ Speed record
Multi-precision multiplication on 8-bit AVR processors:

Gura et al. [9] n/a v v

Hutter et al. [11] 3.1-7.6kB v v (U)
Hutter et al. (L) [12] |1.5-1.9kB v v

Hutter et al. (U) [12] | 3.7-151kB v

Liu et al. [16] n/a v

Scott et al. [19] n/a v

Seo et al. [21] 3.6-10kB v

Uhsadel et al. [23] n/a v

Zhang et al. [24] n/a v v

This work (RPS mul) | 914 B v v v v (L,P)
Multi-precision squaring on 8-bit AVR processors:

Liu et al. [16] 1.5kB v

Seo et al. [22] 3.2-9.1kB v v (U)
This work (RPS sqr) | 844 B v v v v (L,P)

We implemented the proposed RPS multiplication and RPS squaring in As-
sembly language, and “karatsubarized” versions thereof in portable C using the
Assembly functions as sub-routines. Our prototype implementations satisfy the
requirements mentioned before; in particular, they are scalable and, thus, able
to support operands of (essentially) arbitrary length. Both RPS multiplication
and RPS squaring have a code size of less than 1 kB, which is small compared
to other implementations described in the literature (see Table 1). Despite its
scalability and compact size, our RPS multiplication for AVR is faster than the
bulk of previous work, beaten only by the three fully unrolled implementations
[11,12,21]. Most notably, the RPS technique we propose outperforms the looped
variant! of the operand caching approach (see Sect. 4 for details).

2 Multiplication Techniques

In this section, we give a brief overview of standard algorithms and techniques
for fast execution of multi-precision multiplication on a w-bit general-purpose
processor. We assume that A and B are n-bit operands represented by arrays

L A looped implementation has “rolled” loops [12], but in contrast to a parameterized
implementation, the number of iterations is “hard-coded” and, hence, fixed. Looped
implementations are smaller, but also slower, than their unrolled counterparts.
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of s = [n/w] single-precision (i.e. w-bit) words a; and b;, which means we have
A= (as—1,...,a9) and B = (bs_1,...,bp) with 0 < a;,b; < 2% for 0 < i < s.

2.1 Operand Scanning Method

A simple and easy-to-implement technique for multi-precision multiplication is
the operand scanning method [10], also known as schoolbook method [7]. The
operand scanning method, as specified in [7, Algorithm 1], has a characteristic
nested-loop structure with an outer loop iterates through the s words b; of the
operand B, starting with the least-significant word by. In the inner loop, b; is
multiplied with a word a; of operand A and the 2w-bit product is added to the
intermediate result obtained so far. More precisely, the operation performed in
the inner loop is a special Multiply-Accumulate (MAC) operation of the form
(u,v) < a-b+ c+ d, whereby (u,v) represents a double-precision (i.e. 2w-bit)
quantity and a, b, ¢, and d are all single-precision words.

When implemented for an 8-bit ATmegal28 processor, the MAC operation
consists of a mul, two add, and two adc (i.e. add-with-carry) instructions. The
operand scanning method is fairly easy to program in a high-level language like
C or Java [7], but is generally less efficient than the product scanning method
(described below) if both are written in Assembly language. In summary, when
multiplying two s-word operands, the operand scanning method has to execute
s? mul, 452 add (resp. adc), 252 + s 1d (i.e. load), as well as s> + s st (store)
instructions [7].

2.2 Product Scanning Method

An alternative way of performing multi-precision multiplication is the product
scanning method, sometimes credited to Paul Comba [6], who was the first to
describe an efficient implementation of this method on an Intel processor. The
product scanning method (specified in [7, Algorithm 2]) comprises two nested
loops; one computes the lower half of the result and the second contributes the
upper half. As the name suggests, the two outer loops of the product scanning
method move through the product itself, starting at the least significant word
[6,7]. More precisely, the product is obtained one word at a time, whereby the
i-th word contains all partial products a; - by with j 4+ k = ¢. A graphical rep-
resentation of the product scanning method (see e.g. [8, Fig.1]) shows that the
partial products are processed in a column-wise fashion, whereas the operand
scanning technique outlined above follows a row-wise schedule. The inner loop
of the product scanning method executes a simple MAC operation of the form
(t,u,v) < (t,u,v) + a- b, which means two w-bit words are multiplied and the
2w-bit product is added to a cumulative sum held in three w-bit registers.

An AVR Assembly implementation of the inner-loop operation consists of a
mul, an add, and two adc instructions. Hence, the product scanning technique
executes one add instruction less in the inner loop than the operand scanning
method. Furthermore, the product scanning technique performs memory-write
(i.e. store) operations exclusively in the outer loop(s), which means the overall
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number of st instructions grows linearly with s instead of quadratically. When
multiplying two s-word operands, the product scanning method has to execute
52 mul, 3s? add (resp. adc), 2s% 1d, and 2s st instructions [7].

2.3 Hybrid Method

Both the operand scanning and the product scanning method require (at least)
252 14 instructions if the two operands consist of s words. The hybrid method
aims at reducing the number of 1d instructions on processors with a large reg-
ister file by processing d > 2 words of A and B at once in each iteration of the
inner loop. From an algorithmic point of view, the hybrid method combines the
two techniques described in the previous subsections, which means it employs
the product scanning approach as “outer algorithm” and the operand scanning
approach as “inner algorithm” [9]. In each iteration of the inner loops, d words
of A and d words of B are loaded from memory, multiplied together and added
to a cumulative sum held in 2d 4+ 1 general-purpose registers. By doing so, the
number of loop iterations and, hence, the number of 1d instructions is reduced
by a factor of d. The speed-up achievable through the hybrid method depends
on d, which, in turn, is determined by the number of available registers.

Most hybrid implementations for AVR processors with 32 working registers
use d = 4, which means the hybrid method has to execute just a quarter of the
1d instructions of the straightforward product scanning method. However, this
saving usually comes at the expense of an increased number of add (resp. adc)
or mov (resp. movw) instructions.

2.4 Operand Caching Method

The operand caching technique, introduced in [12], is currently the fastest qua-
dratic-complexity multiplication method for 8-bit ATmega processors. Thanks
to a sophisticated caching of operand bytes, it held the speed record for looped
multi-precision multiplication until now. The operand caching method follows
the basic approach of product scanning, but divides the calculation into several
row sections. By reordering the execution of inner and outer row sections, the
operand caching method can reuse the operands that have already been loaded
into working registers to generate the next partial product(s). In this way, the
overall number of memory access operations, in particular 1d instructions, can
be massively reduced. The actual performance of the operand-caching method
depends on the size of a row, i.e. the number of words of one operand that can be
kept (i.e. “cached”) in working registers. In total, the operand caching method
performs 3s%/e + s memory access operations, whereby e denotes the row size
[12]. Among these memory accesses are 2s%/e loads and s%/e + s stores.

On an ATmega processor, e can be as high as 10 when the operand caching
method is implemented in a completely unrolled fashion, or 9in the case of a
looped implementation. Since e > d, the operand caching method outperforms
the hybrid method by approximately 15 % on average [12].
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2.5 Karatsuba Multiplication

The most important multiplication method with sub-quadratic complexity was
introduced by Karatsuba in the early 1960s [13]. Karatsuba’s approach reduces
a multiplication of two operands consisting of s words to three multiplications
of (s/2)-word operands and a couple of additions. The half-size multiplications
can be performed with any multiplication technique, including the conventional
operand-scanning and product-scanning method. Alternatively, it is possible to
apply Karatsuba’s idea recursively until the operands consist of just one single
word, in which case the asymptotic complexity becomes 6(s'°92(3)),

There exist two variants of Karatsuba’s multiplication technique, namely an
additive form and a subtractive form [11]. Both require the s-word operands to
be split up into a lower half consisting of the k = [s/2] least significant words
and an upper half comprising the |s/2] = s — k most significant words, i.e. we
have A = Ay - 2% + A; whereby A;, = A mod 2F* and Ay = A div 2¥*. The
additive variant of Karatsuba’s method obtains the product A - B through the
following equation.

ApBy - 2°% 4 [(Ay + AL)(By + Br) — AyBp — ALBr] - 2" + A B, (1)
On the other hand, the subtractive variant computes A - B as follows.
A By - 2" + [AgBy + ALBr, — (Ag — Ar)(Bg — Br)] - 2" + ALBr  (2)

Consequently, Karatsuba’s method performs a multiplication of size s via three
multiplications and eight additions of size s/2 (plus a potential carry propaga-
tion). In 2009, Bernstein [3] refined Karatsuba’s technique to save an addition
of size s/2, which slightly improves performance. Hutter and Schwabe describe
in [11] a carefully optimized AVR implementation of the subtractive Karatsuba
technique for operands of up to 256 bits that currently holds the speed record
for multi-precision multiplication on an 8-bit processor.

3 Owur Implementation

In the next two subsections, we describe the RPS technique for multi-precision
multiplication and squaring on 8-bit AVR processors in full detail, whereby we
first present the “big picture” (i.e. the algorithm itself) and then concentrate on
the inner-loop operation.

3.1 Loop Structure

From an algorithmic point of view, our RPS multiplication method is similar to
Gura et al.’s hybrid technique [9] since both resemble the basic loop structure
of the classical product-scanning approach [10]. Consequently, the RPS method
computes the product A - B through two nested loops one word at a time. The
first nested loop produces the s least significant words, while the second nested
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Algorithm 1. Multiple-precision multiplication
Input: Two s-word operands A = (As—1,...,A1,A0) and B = (Bs—1,...,B1,Bo)
Output: 2s-word product R = A x B = (Ras—1,...,R1, Ro)

1: 7 «— A() X B()

2: Ro«— Zmod2¥; Z — Z/2%

3: for i from 1 by 1 to s — 1 do
4 k—i+1

5.  for j from 0 by 1 to i do

6: k—k-—1

7 Z — Z+ Aj X By

8 end for

9: R, — Zmod2¥; Z — Z /2%
10: end for

11: for ¢ from s by 1 to 2s — 3 do
12: ks

13:  for j from¢— (s—1) by 1to s—1 do
14: k—Ek-1

15: Z<—Z+Aj><Bk

16:  end for

17: Ri—Zmod2V; Z — Z/2"
18: end for

19: Z — Z +As_1 X Bs_1

20: Ros—2 «— Zmod2¥; Z — Z /2%
21: RQS_l «— Z mod 2w

22: return (R2s—1,...,R1, Ro)

loop yields the upper half of the 2s-word product. When following the original
product-scanning approach (as described in e.g. [7]), the bitlength w of a word
is normally chosen to match the native word-size of the processor, which means
w = 8 in the case of AVR, i.e. each word consists of a byte. However, since we
process d = 4 bytes at a time, similar to the hybrid technique described in the
previous section, our word-size is w = 32 (i.e. four bytes) despite the fact that
we work on an 8-bit processor. To distinguish between words and bytes, we use
from now on indexed capital letters to represent words, and indexed lowercase
letters to denote the individual bytes a word is composed of. Consequently, an
n-bit integer A consists of s = [n/32] words A; € [0,232 — 1], each of which, in
turn, contains four bytes, i.e. A; = (a4i+3, Q4it2, agi11,a4;) for 0 <i < s.
Algorithm 1 specifies the RPS multiplication technique using said notation
for the w-bit words. The algorithm has the characteristic nested-loop structure
of the classical product-scanning method and computes the product A x B in a
column-wise fashion, one word at a time [7]. In each iteration of one of the two
inner loops, a conventional Multiply-ACcumulate (MAC) operation of the form
Z «— Z + A; x By, is executed, i.e. a w-bit word A; of operand A is multiplied
by a w-bit word By, of operand B and the 2w-bit product A; x By, is added to
a cumulative sum Z. In our case, both A; and B}, contain four bytes, while the
sum Z is nine bytes long. Operations of the form R; « Z mod 2% simply write
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Algorithm 2. Multiple-precision squaring
Input: An s-word operand A = (As_1,..., A1, Ao)
Output: 2s-word square R = A2 = (Ras—_1,...,R1, Ro)

1: Z—0; Ro—0

2: for ¢ from 0 by 1 to s — 1 do

3: k—i+1

4:  for j from 0 by 1 to k — 2 do
5: k—k-—1

6: Z — Z+Aj x Ay

7 end for

8 Ri— Zmod2V; Z—Z/2%
9: end for

10: for ¢ from s by 1 to 2s — 3 do

11: k«—s

12:  for j fromi— (s—1) by 1 to k— 2 do
13: k—k—1

14: Z<—Z+AJ><Ak

15: end for

16: R; — Zmod2¥; Z — Z /2%
17: end for

18: Ros—2 «+— Z mod 2¥; Ras—1 < 0
19: Z 0

20: for i from 0 by 1 to s — 1 do

21: Z — Z+ A X A; +2(Raiq1 - 2% + Ras)
22: Ry; — Zmod 2¥; Z — Z /2%
23:  Roit1<— Zmod2¥; Z — Z/2¥
24: end for

[\~)
at

: return (Ras—1,..., R1, Ro)

the w least significant bits (i.e. the four least significant bytes if d = 4) of Z to
the destination R;. The divisions of Z by 2% (e.g. in line 2, 9, 17, and 20) are
nothing else than simple w-bit (i.e. 4-byte) right shifts of Z. A further common
characteristic between our RPS technique and the product-scanning method is
that the words A; of A are loaded in ascending order, starting with the least-
significant word Ag, whereas the words By of operand B are loaded in opposite
order, i.e. from more to less significant words.

Algorithm 1 differs from the straightforward product-scanning approach as
described in e.g. [7,10] in a few details. First, we “peeled off” the very first and
the very last MAC operation (in which Ay x By and As_; X Bs_; are formed)
from the nested loops and execute them outside the loop body. In this way, we
do not need to initialize the sum Z with 0 and can replace the very first MAC
operation by a simple multiplication. Also the last MAC operation allows for a
special optimization to reduce execution time. Namely, after the very last MAC
operation, we can directly write the eight least significant bytes of S to the two
result words Ros_o and Ros_1 in one pass without shifting S. Finally, the two
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loop counters j and k are updated such that one can take full advantage of the
automatic pre-decrement and post-increment addressing modes of AVR.

Algorithm 2 shows our implementation of multiple-precision squaring based
on the product-scanning method. It is well known that the square R = A? of a
long integer A can be computed much more efficiently than the product of two
distinct integers due to the “symmetry” of partial products [10]. Namely, when
a normal multiplication algorithm is used for squaring (e.g. Algorithm 1 if we
set B = A), then all partial products of the form A; x Ay with j # k are com-
puted twice because A; x A, = Ay x A;. Dedicated squaring algorithms avoid
such unnecessary overheads by calculating these partial products only once and
then doubling them through a left-shift. Also the partial products in the “main
diagonal” (i.e. the partial products of the form A; x A;) appear exactly once in
the final result and have to be treated separately. Algorithm 2 is based on this
approach; it first computes the partial products A; x A with j # k and sums
them up in a similar way as in product-scanning multiplication. Thereafter, the
result obtained so far is doubled and the main diagonal containing the partial
products of the form A; x A; is added.

The two nested loops of Algorithm 2 (i.e. line 2 to 17) compute the partial
products A; x A to be doubled and have a very similar structure as the loops
of Algorithm 1. In fact, there are only two minor differences, namely that the
very first and the last partial product are not peeled off from the nested loops
anymore (since they form now part of the third loop) and that the inner loops
are iterated fewer times. For example, the first inner loop (starting at line 4) is
iterated while the condition 7 < k — 2 is true; in C-like programming languages
this for-loop would be written as follows.

for (j=0;j<=k—2;j++)

As j is incremented and k decremented in each iteration of the inner loop, the
overall number of loop iterations in roughly halved compared to the inner loop
of the RPS multiplication in Algorithm 1. This is also the case with the second
inner loop starting at line 12. Because of these modifications of the loop-termi-
nation conditions, the total number of (w X w)-bit multiplications (resp. MAC
operations) performed by the two loops is reduced from s? — 2 (Algorithm 1) to
(s> — 5)/2. In the third loop (line 20), the intermediate result produced by the
two nested loops is doubled and the s partial products of the form A; x A; are
added. Putting all three loops together, Algorithm 2 executes (s + s)/2 MAC
operations to obtain the square of an s-word integer, which is almost 50 % less
compared to the s> MAC operations (or multiplications) of Algorithm 1.

3.2 Inner-Loop Operation

The two nested loops of both Algorithms 1 and 2 execute basic MAC operations
of the form Z <« Z + A; x By, in their inner loops. As mentioned in the pre-
vious subsection, the two w-bit words A; and Bj, consist of d = 4 bytes each.
Consequently, in each iteration of the inner loop(s), four bytes of operand A
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Fig. 1. Inner-loop operation based on Scott et al.’s carry-catcher method (left, taken
from [19, Fig.1(ii)]), our RPS method using two carry-catcher registers (middle), and
our SBS technique for computing the square of a 4-byte word (right)

are multiplied by four bytes of operand B and the 8-byte product is added to
a cumulative sum Z consisting of nine bytes. The (4 x 4)-byte multiplication
can be carried out in various different ways; for example, Gura et al. used the
operand-scanning technique in their seminal paper [9]. Alternatively, it is also
possible to apply the product-scanning method; Scott et al.’s implementation
from [19] (depicted on the left side of Fig. 1) serves as a good example for this
approach. If d = 4, a total of 16 byte-products needs to be computed, which is
done from top to bottom, i.e. ag - by is generated first and ag - b is the last one
to be processed. A particular issue when using the product-scanning technique
in the inner loop is the propagation of carries; for example, the addition of the
byte-product ag - by to the two least significant bytes (21, z9) of the cumulative
sum Z can produce a carry, which, in the worst case, may propagate up to the
most significant byte of Z. To limit such carry propagation, Scott et al. intro-
duced so-called carry-catcher registers, shown in red in Fig. 1. For d = 4, there
are eight registers for the cumulative sum Z (which we denote as accu registers
zo to z7) and seven carry-catcher registers (co to ¢g). A carry generated by the
addition of e.g. ag - by to (21, 20) is not propagated along the z; registers (up to
z7 in the worst case), but simply added to ¢p. In this way, only an add and two
adc instructions need to be performed to accumulate a byte-product. After the
last iteration of the inner loop, the six carry-catcher registers are added to the
accu registers to yield the correct Z, and then they are cleared.

Our approach of implementing the inner-loop operation is also based on the
product-scanning technique and depicted in the middle of Fig. 1. In contrast to
Scott et al., we have nine accu registers (zp to zg), but only two carry catchers
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(co and ¢1). To aid the explanation of our approach, we split the computation
of the 16 byte-products up into four groups, indicated by four dashed boxes in
Fig. 1. For example, the first group consists of a1 - by, ag - b1, ay - by, as well as
ag - bg. Compared to Scott et al., we compute the byte-products within a group
in opposite order (see Fig. 1), and also the processing of the second and third
group is reversed. The reversed-order computation of byte-products inspired us
to call this approach Reverse Product Scanning (RPS). Our main idea is to use
the byte-products themselves to catch carries, which allows us to minimize the
number of carry-catcher registers and speed up the computation.

The RPS method performs an iteration of the inner loop as follows. At the
beginning, the four bytes b3, ba, b1, and by of a 32-bit word By, are loaded from
memory into four registers using the automatic pre-decrement addressing mode
of the AVR architecture. Furthermore, we load the first two bytes of the word
Aj, namely ao and a1, taking advantage of post-increment addressing. Now, we
multiply a; by b; and copy the 16-bit byte-product to two temporary registers
to and t; with help of the movw instruction. Register ¢y, holds the “lower” byte
of the product and ¢; the “upper” byte. Next, we form the product ag - by and
add the product to accu register z; and the temporary register ty. A potential
carry from this addition can be safely added to the temporary register t; with-
out overflowing it. Thereafter, we multiply a; by by, add the product a; - by to
z1 and tg, and propagate the carry from the last addition to ¢;. As before, it is
not possible to overflow ¢1, not even in the most extreme case where the bytes
ag, by, a1, b1, as well as the involved accu byte 21, have the maximum possible
of 255. After computation of the last byte-product of the first block (which is
ap - bp), we add it together with the content of the temporary registers tg, 1 to
the four accu registers zg, 21, 22, 23, and, finally, propagate the carry bit from
the last addition to the carry-catcher register ¢y. Overall, the processing of the
first dashed block in the middle of Fig. 1 takes four mul, one movw, and a total
of 11 add or adc instructions, respectively.

The second and third block are processed in essentially the same way as the
first one; the only difference is the loading of the remaining two operand bytes
of Aj, i.e. as and as. Again, we use a carry-catcher register, namely c;, to deal
with the carry that may be generated when adding the last byte-product along
with the content of the temporary registers ¢ty and ¢; to the four accu registers
2o, 23, 24, and z5. The two operand bytes as and ag are loaded right after the
computation of the second block, since ag and a; are not needed anymore. We
load as into the register holding a¢ and as into the register of ap, thereby over-
writing ap and a;. In summary, the second and third block execute exactly the
same number of instructions as the first block. The fourth block, in which the
final four byte-products are generated and added to the accu registers, differs
slightly from the former three because no carry-catcher register is needed. Once
as has been multiplied by b2, we add the concatenation of ag - bo with the tem-
porary registers tg, t; to the four accu registers z4, z5, 26, and z7. However, the
carry from the last addition is directly propagated to the most significant accu
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register zg. Consequently, the fourth block of byte-products executes the same
number of add/adc instructions as the first three blocks, namely 11.

Putting all blocks together, the MAC operation for d = 4 comprises a total
of eight 1d (i.e. load), four movw, 16 mul, and 44 add or adc instructions. On an
ATmegal28 processor, these instruction counts translate to an execution time
of exactly 96 clock cycles [2]. The overall execution time of one iteration of the
inner loop (including incrementation of a loop counter and branch instruction)
amounts to 99 clock cycles.

The first two nested loops of our RPS squaring technique (Algorithm 2) are
very similar to that of RPS multiplication (Algorithm 1), only the termination
conditions of the inner loops differ. In particular, the MAC operation executed
in the two inner loops is exactly the same and can be implemented in the same
way as discussed before. The third loop (line 20 to 24 in Algorithm 2) is unique
in the sense that it is only needed for squaring. It is a simple (i.e. “un-nested”)
loop and squares a w-bit (i.e. 4-byte) word A; in each iteration. Furthermore, a
2w-bit quantity of the form Rg;11 - 2 + Ra; is doubled and then added to the
2w-bit square A; x A;. The 2w-bit quantity Rg;+1 - 2% + Ra; is made up of two
w-bit words that form part of the intermediate result of the first two loops; in
our case it is simply a 64-bit word of which Rg;41 is the upper half and Ry, the
lower half. Since we have d = 4, any w-bit (i.e. 4-byte) word A; can be squared
by computing (d? + d)/2 = 10 byte-products; six of these have to be doubled
and the remaining four not. Therefore, it makes sense to split the computation
of A; x A; up into blocks and separate the computation of the byte-products to
be doubled from the ones that are not doubled. This technique, which we call
Separated Block Scanning (SBS), is illustrated on the right of Fig. 1.

When using the SBS approach for the third loop, the computation of byte-
products for a square A; - A; is organized in three blocks, indicated by dashed
boxes in Fig. 1. At the beginning of an iteration, the four bytes of word A; and
eight bytes of the intermediate result R are loaded from RAM into 12 registers
labeled with ag to asz and zg to z7, respectively. Next, the register zg is copied
to carry-catcher register ¢y and then cleared. After multiplication of the bytes
a1 and ag, the product ag - ag is moved to the temporary registers ty and 1. In
the next step, the byte-product as - ag is computed and moved to t3, t3. Once
as - az has been produced, we add all three byte-products to the accu registers
z1 to zg and propagate the carry generated by the last addition up to zg. The
second block starts with the multiplication of a3 by a¢ and a movw instruction
to copy the upper byte of a3 - ag to t; and the lower byte to ty. Thereafter, we
multiply as by a1, add the byte-product to the accu register pair (z4, 23), and
propagate the carry into ¢;. Finally, the byte-product as - ag is computed and
added along with the content of (¢1,%9) to the four accu registers zs to z5. The
carry from the last addition is again propagated up to zg, which concludes the
second block. Now, the nine accu registers 2y to zg are doubled by executing an
add and eight adc instructions. The third block contains all the byte-products
that are not doubled, namely a; - a; for 0 < [ < 3. First, we compute the byte-
product ag - ag, add the carry-catcher ¢y to it, and move the result to the two
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Table 2. Execution time (in clock cycles) and code size (in bytes) of different multi-
precision multiplication and squaring implementations for operands ranging from 160
to 512 bits on an ATmegal28 (the letters U, L, P indicate whether an implementation
is unrolled, looped, or parameterized; results marked with * are estimated results)

Implementation ' Metric | 160 bit | 192 bit | 224 bit | 256 bit | 384 bit | 512 bit
AVR implementations of multi-precision multiplication:

Hutter et al. (U) [11] | Time | 2030 2987 n/a 4961 n/a n/a
Size 3106 4492 n/a 7616 n/a n/a
Hutter et al. (U) [12] | Time | 2396 | 3470 | 4694 | 6124 | 13702 | 24318
Size 3778 5436 7340 9558 21350 | 37884
Seo et al. (U) [21] | Time | 2346 | 3437 | n/a | 6128° | n/a | 24205"
Size 3662 n/a n/a n/a n/a n/a
Hutter et al. (L) [12] | Time | 2693 3861 5267 6871 15457 | 27503
Size 1562 1866 1538 1766 1614 1544

Liu et al. (P) [15] Time | 2778 4004 5398 7000 15488 | 27304
Size 940 940 940 940 940 940
RPS Mul. (P) Time | 2690 3831 5170 6707 14835 | 26131

Size 918 918 918 918 918 918
AVR implementations of multi-precision squaring:
Seo et al. (U) [22] Time | 1456 2014 n/a n/a n/a n/a
Size 3204 5678 n/a n/a n/a n/a

Liuet al. (L) [16] | Time | 2375 | 3270 | 4305 | 5480 | 11580 | 19920
Size n/a n/a n/a 1542 n/a n/a
RPS Sqr. (P) time 1795 2457 3218 4078 8508 14522

size 844 844 844 844 844 844

temporary registers tg, t1. Thereafter, the byte-products a1 - a1 and as - ay are
moved to to, t3 and t4, t5, respectively. Finally, we compute as - ag and add all
four byte-products in one pass to the eight accu registers zg to z7, whereby the
carry from the last addition is propagated into zg.

The operation performed in the body of the third loop has a total execution
time of 116 clock cycles (excluding counter update and branch instruction).

4 Performance Evaluation and Comparison

In this section, we report implementation results of the proposed RPS method
for multiple-precision multiplication and squaring, including execution time (in
clock cycles) and code size (in bytes). All timings were obtained by simulation
with AVR studio version 4.19 using the ATmegal28 [2] as target device.
Table 2 summarizes our results for different operand lengths (ranging from
160 to 512 bits) and compares them with execution time and code size figures
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of related work. The first three rows show the best previous results for unrolled
implementations of multiplication [11,12,21], while the fourth and fifth row in
Table2 contain the fastest looped [12] and parameterized [15] version, respec-
tively. Thereafter, the results of our parameterized RPS method are given. The
main conclusion that can be drawn from these results is that the RPS method
is slightly faster (and much smaller) than the looped variant of Hutter et al.’s
operand caching method [12]. While the difference is merely three clock cycles
for 160-bit operands, it increases to about 5% when the operands are 512 bits
long. Our RPS technique sets new records for “not-fully-unrolled” (i.e. looped
or parameterized) implementations of multiple-precision multiplication, beaten
only by the fully unrolled implementations [11,12,21] at the cost of very large
code size. For example, the unrolled operand caching technique for 512 bits has
a code size of roughly 37.9 kB, which is almost 30 % of the flash memory of the
ATmegal28 processor [2]. For comparison, our parameterized implementation
of RPS multiplication and squaring occupies less than 1 kB in flash each. RPS
squaring is between 33.3 % (160-bit operands) and 44.3 % (512 bits) faster than
RPS multiplication. In accordance with common practice, the timings given in
Table 2 do not include the function-call overhead and the push/pop of “callee-
saved” registers to/from the stack. Both together amounts to 89 clock cycles in
the case of RPS multiplication and 85 cycles for RPS squaring.

We combined our RPS multiplication/squaring with Karatsuba’s algorithm
to further improve performance. More precisely, we implemented a subtractive
Karatsuba variant as described in [11, Sect.3] to get a regular execution profile
and constant execution time. Part of this effort was to implement a “constant-
time conditional negation,” which we did as proposed in [11]. However, unlike
[11], we decided to not merge all sub-operations of a Karatsuba multiplication
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Fig. 2. Execution time (in clock cycles) of different implementations of multiplication
and squaring for “large” operand sizes ranging from 384 to 1024 bits
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into a single function, but execute them by calling low-level functions (such as
subtraction, RPS multiplication, negation) to minimize code size. A graphical
comparison of the execution times of our “karatsubarized” RPS multiplication
(KRPS multiplication in short) and squaring (i.e. KRPS squaring) is shown in
Fig. 2. Since the KRPS multiplication calls 12 low-level functions (which intro-
duces a total function-call overhead of several 100 cycles), Karatsuba’s method
starts to become beneficial only for relatively large operands, namely 384 bits
for multiplication and 640 bits in the case of squaring. When the operands have
a length of 512 bits or more, our KRPS variant even outperforms the unrolled
operand-caching approach. To give two concrete results, a KRPS multiplication
needs 85k cycles for 1024-bit operands, while a squaring takes 48k cycles.

5 Conclusions

In this paper we advanced the state-of-the-art in multiple-precision multiplica-
tion and squaring on 8-bit AVR processors. We first presented some arguments
in favor of parameterized implementations of multiple-precision arithmetic and
pointed out that, besides execution time, also scalability and code size deserve
consideration. Our main contribution is the RPS technique multiplication and
squaring, which follows the basic approach of Gura et al.’s hybrid method from
CHES 2004, but optimizes the execution of MAC operations in the inner loops
by reversing the order of the byte multiplications. Experimental results show a
clear advantage of our RPS technique over a looped realization of the operand
caching approach; we are not only faster, but also smaller in terms of code size
(e.g. 51 % for 192-bit operands). Combining our RPS method with Karatsuba’s
idea allowed us to achieve record-setting execution times for multiplication and
squaring of operands of a length of 512 bits and beyond. In summary, our work
shows that high performance does not necessarily have to come at the expense
of poor scalability and/or large code size.
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Abstract. Identity-based encryption (IBE) is an advanced form of pub-
lic key encryption and one of the most important cryptographic primi-
tives. Of the many constructions of IBE schemes, the one proposed by
Boneh and Boyen (in Eurocrypt 2004) is quite important from both
practical and theoretical points of view. The scheme was standardized as
IEEE P1363.3 and is the basis for many subsequent constructions. In this
paper, we investigate its multi-challenge security, which means that an
adversary is allowed to query challenge ciphertexts multiple times rather
than only once. Since single-challenge security implies multi-challenge
security, and since Boneh and Boyen provided a security proof for the
scheme in the single-challenge setting, the scheme is also secure in the
multi-challenge setting. However, this reduction results in a large secu-
rity loss. Instead, we give tight security reduction for the scheme in the
multi-challenge setting. Our reduction is tight even if the number of chal-
lenge queries is not fixed in advance (that is, the queries are unbounded).
Unfortunately, we are only able to prove the security in a selective setting
and rely on a non-standard parameterized assumption. Nevertheless, we
believe that our new security proof is of interest and provides new insight
into the security of the Boneh-Boyen IBE scheme.

1 Introduction

1.1 Background

Identity-Based Encryption. Identity-based encryption (IBE) is an advanced form
of public key encryption. It differs in that it enables one to encrypt a message
for any string (or identity). A user possessing a private key corresponding to the
string can decrypt the ciphertext.

The notion of IBE was first proposed by Shamir [37]. The first realization
of a concrete IBE scheme was proposed in [10] (and independently in [36]).
This scheme uses a bilinear map on elliptic curves. The notion of hierarchical
IBE (HIBE), in which hierarchical key generation is possible, was first proposed

N. Attrapadung—supported by a JSPS Research Fellowship for Young Scientists.

© Springer International Publishing Switzerland 2015
L.C.K. Hui et al. (Eds.): ICICS 2014, LNCS 8958, pp. 176-190, 2015.
DOI: 10.1007/978-3-319-21966-0_13



New Security Proof for the Boneh-Boyen IBE: Tight Reduction 177

in [29]. Later, the first HIBE scheme was proposed in [25]. The IBE scheme
proposed by Boneh and Franklin [10] as well as the one proposed in [25] have
been proven secure under the random oracle model. However, there are sev-
eral criticisms of the security proof under the random oracle model [13]. Thus,
a construction proven secure without the random oracle model (i.e., the stan-
dard model) is desirable. The first construction of an (H)IBE scheme proven
secure under the standard model was proposed in [14]. Later, a more efficient
construction was given in [7]. While they were proven secure without using the
random oracle model, they were only proven selectively secure. Subsequently,
(H)IBE schemes with adaptive security in the standard model were proposed in
[8,22,23,32,38,39].

Importance of Tight Security Reduction. When proving the security for a cryp-
tographic scheme, we often have to rely on a number theoretic assumption. In
the security proof, first, an adversary who can break the security of the scheme
with probability € is assumed, and then an algorithm that has access to the
adversary A and breaks the assumption with probability ¢ is constructed.! If €’
is only polynomially smaller than e, €' is negligible assuming e is negligible. The
latter is true as long as the number theoretic assumption holds. If it is, we can
claim that the scheme is secure. However, this claim is somewhat conditional.
Even though the scheme is secure in an asymptotic sense, the scheme instanti-
ated with specific security parameters would be broken in the real world. This is
because it is possible that € is very small while €’ is not very small. We only have
that € is polynomially larger than ¢, and this polynomial could be very large
(e.g., e =272 =27128 ¢ = \152=A = 2723 and \ = 128). Thus, a tight security
proof, in which € = ¢, is desirable.

Previous Works on Tightly Secure IBE. In the case of IBE, security loss caused
by a reduction is measured using two parameters: the number of challenge queries
to the encryption oracle (= ¢.) and the number of key generation queries issued
by an adversary in a security game (= gi). Since it is shown by the standard
hybrid argument that single-challenge security (¢. = 1) implies security for the
general case, only single-challenge security was considered in most of the previous
work. However, this reduction incurs a security loss of O(g.). Multi-challenge
security captures security against an adversary in the real world who chooses
weak ciphertext as the target to attack from a large number of ciphertexts.
Since g. could be very large, this would lead to significant security degradation
in the real world, as shown by example in [5]. It is thus desirable to construct an
IBE scheme with tight reduction in terms of ¢. (and of course in terms of ¢y).
Constructing an IBE scheme for which the reduction cost of the security proof
does not depend on g, and g is an important remaining challenge. Several IBE
schemes with tight reduction in terms of ¢ have been proposed and thus provide
partial solutions to the problem. Attrapadung et al. [4] proposed an IBE scheme
with tight reduction in terms of g in the random oracle model. Gentry [22]
showed such construction in the standard model, but he relied on a less standard
parameterized (or ¢-type) assumption. Chen and Wee [17] recently proposed an

! Here, we ignore running time of the adversary and algorithm for simplicity.
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IBE scheme that is almost tightly secure. The reduction cost in their security
proof is a small polynomial in the security parameter and does not depend on
qr. Very recently, Attrapadung [3] showed a security proof for a variant of the
Boneh-Boyen IBE scheme implemented on a composite order pairing group. Its
reduction cost depends only on the number of key extraction queries before the
(single) challenge query. Since all of this previous work considered only single-
challenge security, reductions to fully-fuledged multi-challenge security incurs g,
security loss.

1.2 Owur Contribution

In this paper, we give a new security proof for the Boneh-Boyen IBE scheme
[7] rather than constructing a new IBE scheme. The reduction cost is tight and
does not depend on .. The reason we choose the Boneh-Boyen IBE scheme is
that it is important both from practical and theoretical points of view. First, it
is one of the most practical IBE schemes and has been standardized as IEEE
P1363.3. Second, it is theoretically interesting. The scheme is very simple and
is a base for many IBE scheme with adaptive security [30,32,38] and schemes
based on lattice assumptions [1]. Our new security proof provides new insights
into the security of the Boneh-Boyen IBE scheme and is thus potentially useful.

Unfortunately, we are only able to prove the security in the selective model
in which the adversary outputs a set of challenge identities S* = {ID7,..., ID;}
at the outset of the security game. This is very difficult to avoid since a proof
for adaptive security of the Boneh-Boyen IBE scheme is not known even under
a loose reduction. Even in the selective model, providing a security proof for
which the reduction cost does not depend on the number of challenge identities
|S*| = q is not straightforward. In particular, the original security proof in [9]
for the Boneh-Boyen IBE scheme under the decisional bilinear Diffie-Hellman
(DBDH) assumption does not work without change. The technique used in the
original security proof depends heavily on the “all but one” simulation paradigm
in which information about the challenge identity ID* is embedded in the public
parameter so that a simulator can generate a private key for any ID # ID*.
Furthermore, a simulator can generate the challenge ciphertext only for ID*. For
our setting, we should extend the technique to “all but ¢”. One possible way
to achieve this is to use a (selective) (g, 1)-programmable hash function, which
has been used in previous work [16,27,28]. However, this requires changing the
construction of the IBE. We would like to prove the security without changing
the scheme. Furthermore, such schemes are tightly secure only for an attacker
who outputs S* such that |S*| < ¢, where ¢ is fized at the set up of the public
parameter. We want to prove tight security for an unbounded g¢.?

2 This could be achieved by using a (poly, 1)-programmable hash function, which is a
(g, 1)-programmable hash function for any polynomial q. However, the known con-
struction of the (poly, 1)-programmable hash function [20] uses a multi-linear map
and is thus impractical. Furthermore, there is an impossibility result for construc-
tion of (poly, 1)-programmable hash function for prime order groups with a bilinear
map [26].
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To prove tight security for an unbounded ¢, we use an “individual randomness
technique”, which has been used to prove the security of unbounded attribute-
based encryption and revocation schemes [3,31,33,35,40-42], instead of using the
(g, 1)-programmable hash approach. The use of this technique requires a non-
standard number theoretic assumption. We introduce a parameterized assump-
tion that we call the truncated ¢-RW assumption to prove the security. The
assumption is a weaker variant of the ¢-2 assumption introduced by Rouse-
lakis and Waters (RW) [35] to prove the security of an unbounded key-policy
attribute-based encryption scheme. In our proof, we also require a certain kind
of random self reducibility of the truncated ¢-RW assumption. We show this fol-
lowing an argument similar to that of [34], who proved random self-reducibility
of the DDH assumption.

To make our proof more modular and clearer, we divide it into two steps.
In the first step, we introduce a new assumption that we call the oracle trun-
cated ¢-RW assumption and show that this assumption is tightly reduced to the
(seemingly weaker) truncated ¢-RW assumption. This step essentially shows ran-
dom self reducibility of the truncated ¢-RW assumption. In the second step, we
show that the multi-challenge security of the Boneh-Boyen IBE scheme is tightly
reduced to the truncated ¢-RW assumption. Combining these results, we obtain
a tight security proof for the Boneh-Boyen IBE scheme from the truncated ¢-RW
assumption.

2 Definition of Identity-Based Encryption

2.1 Syntax

Let ZD be the ID space of the scheme. If a collision resistant hash function
H : {0,1}* — ZID is available, then one can use an arbitrary string as an
identity. An IBE scheme is defined by the following four algorithms.

Setup(\) — (mpk, msk): The setup algorithm takes as input a security parameter
A and outputs a master public key mpk and a master secret key msk.

KeyGen(msk, mpk, ID) — skp: The key generation algorithm takes as input the
master secret key msk, the master public key mpk, and an identity ID € ZD.
It outputs a private key skip. We assume that ID is implicitly included in
Sk|D.

Encrypt(mpk, M, ID) — C: The encryption algorithm takes as input a master
public key mpk, the message M, and a ciphertext attribute ID € ID. It
outputs a ciphertext C. We assume that ID is implicitly included in C.

Decrypt(mpk, C,skip) — M or L: We assume that the decryption algorithm is
deterministic. The decryption algorithm takes as input the master public
key mpk, a ciphertext C, and a private key skip. It outputs the message M
or 1 which means that the ciphertext is not in a valid form.

We require correctness of decryption: that is, for all A, all (mpk, msk) pro-
duced by Setup()), all ID € ZD, and all skip returned by KeyGen(msk, mpk, ID),
Decrypt(mpk, Encrypt(mpk, M, ID), ID, skip) = M holds.



180 N. Attrapadung et al.

2.2 Security

We now define the security for an IBE scheme I7. This security notion is defined
by the following game between a challenger and an adversary A.

Setup. At the outset of the game, A outputs a set of identities S* = {ID7, ...,
ID}} € ZD. The challenger flips a random coin coin & {0,1}. The challenger
also runs the setup algorithm and gives mpk to A.

Then, A may adaptively make following two types of queries in arbitrary
order and arbitrary many times.

- Key Extraction Queries. A may adaptively make key-extraction queries.
If A submits ID ¢ S* to the challenger, the challenger returns skp «
KeyGen(msk, mpk, ID).

- Challenge Queries. A may also make challenge queries. If A4 outputs two
equal length messages (Mg, M;) and an identity ID* € S*, the challenger
runs Encrypt(mpk, Min, ID*) — C* and gives challenge ciphertext C* to A.

Guess. Finally, A outputs guess coin for coin. We say that A succeeds if coin =
coin and denote the probability of this event by Pr4 ;7. The advantage of A is
defined as Advi% =|Prang —% . We say that adversary A (¢, q, g, gc, €)-breaks
IT if it runs in time ¢, outputs S* with a size that is at most ¢, makes at most
qr key extraction and ¢, challenge queries, and has advantage €. We say that IT
is secure if € is negligible for any probabilistic polynomial time A.

We call this security game the (selective) multi-challenge security game to
distinguish it from the ordinary selective security game [7,14]. The ordinary
game is captured as a special case of the selective game in that the adversary
obtains only one challenge ciphertext, and the size of S* is restricted to |S*| = 1.
We call this security notion single-challenge ciphertext security.

RELATION TO SINGLE-CHALLENGE SECURITY. Note that multi-challenge secu-
rity is implied by single-challenge security, as shown by the standard hybrid
argument. However, this incurs a security loss of O(g.). See Appendix A for a
sketch of the proof.

3 Number Theoretic Assumptions

In this section, we define number theoretic assumptions that will be used in our
security proof for the Boneh-Boyen IBE scheme. We introduce two assumptions
named the truncated ¢-RW assumption and the oracle truncated ¢-RW assump-
tion. The former assumption holds in the generic group model and is weaker
than the ¢-2 assumption introduced by Rouselakis and Waters [35] although it
is parameterized and a non-standard assumption. The latter assumption is more
complicated, but we will see in Sect. 3.2 that it is implied by the simpler former
assumption. In the next section, we show the (multi-challenge ciphertext) secu-
rity of the Boneh-Boyen IBE scheme using the latter assumption. These results
together imply that the scheme is secure under the first assumption. The reason
we introduce the latter assumption is that it makes our proof clearer and more
modular.
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3.1 Definition of Assumptions

Truncated ¢-RW Assumption. Let z,y,2,b1,...,b, & Z, and g & G*. We
define ¥ as

g
W= | g, gulv gh Vi € [q]
b2 ; /b2 » £ ]
gt g (i g) € (g x [g), i #

We say that an algorithm A (¢, €)-breaks the truncated ¢-RW assumption on
(G,Gr) if it Tuns in time ¢ and 1| Pr[A(¥,T = e(g,9)*¥?) — 0] — Pr[A(¥Y,T =
R) — 0]| > e where R < Gr. We say that the truncated ¢-RW assumption holds
if there exists no algorithm that (¢,€)-breaks the truncated ¢-RW assumption
with polynomial ¢ and non-negligible e.

COMPARISON TO PREVIOUS ASSUMPTIONS. This assumption is weaker than the
g-2 assumption introduced and used by Rouselakis and Waters [35] to prove the
security of an unbounded key-policy attribute-based encryption scheme. In the ¢-2
assumption, compared with the truncated ¢-RW assumption defined above, algo-
rithm A can obtain extra group elements in addition to ¥. This is the basis for
name of the truncated ¢-RW assumption. Since the ¢-2 assumption holds in the
generic group model, the truncated ¢-RW assumption also holds in the generic
group model. In Appendix B, we give a direct proof. If ¢ = 1, this assumption
corresponds to the standard decisional bilinear Diffie-Hellman (DBDH) assump-
tion, which roughly states that, given g%, ¢”, and g7, it is infeasible to distinguish
e(g, 9)*? from a random group element of G, where o, 3,y & Z,,. This can be
seen by observing that (g%, g¥/ b ,g%") is distributed uniformly randomly over
G} and xyz = (xzb1) - (y/b}) - by

Next we define the other new assumption used in our security proof. We
show that the assumption is equivalent to the truncated ¢-RW assumption in
Sect. 3.2.

Oracle Truncated ¢-RW Assumption. Let y,b1,...,b, & Z, and g & G~
We define ¥’ as

g
. 2 o > ) ]
gubilt; V(i,j) € [q] x [q], i #J

We say that algorithm A (¢, g, €)-breaks the oracle truncated ¢-RW assump-
tion on (G, Gr) if it runs in time ¢, 3| Pr[A(¥")% () — 0]-Pr[A¥)°* ) — 0] >
€, and A queries the oracle at most ¢ times. Here, oracle Og(-) for 8 € {0,1} is
an oracle that takes index 7 € [g] as input and returns

(9 9" viel\r), T/ =Rp)
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to A. Here, s < Z,, Rl = e(g, 9)*¥/’, and R} & Gr. We emphasize that s and
R} are freshly chosen every time A accesses the oracle. We say that the oracle
truncated ¢-RW assumption holds if there exists no algorithm that (¢, g, €)-breaks
the assumption with polynomials ¢ and ¢ and non-negligible e.

3.2 Relationship Between Assumptions

Here we show that the oracle truncated ¢-RW assumption can be tightly reduced
to the truncated ¢-RW assumption. Essentially, we prove that the truncated
¢-RW assumption has random self-reducibility in some sense. The proof is similar
to the one used in [34], where random self-reducibility of the DDH assumption
was proved.

Theorem 1. If there exists A that (t,q,e€)-breaks the oracle truncated q-RW
assumption, there exists B that (t',€)-breaks the truncated q-RW assumption
where t' =t + O(q@texp,c) + O(G(texp,Gr + tpair) and € = € — 1/p. Here, texp.G,
texp,Gr > 0Nd toair are the times needed for one exponentiation in G and Gt and
for pairing computation, respectively.

Proof. We construct B that breaks the truncated ¢-RW assumption with advan-
tage € using an adversary A that breaks the oracle truncated ¢-RW assumption
with advantage e. B is given problem instance of truncated ¢-RW assumption
(7, T) where T = e(g, g)*¥**9. Here, § = 0 or § & Z, and B should guess which

is the case. Then, B gives part of the problem instance ¥’ := {g,gy/b?,gbi Vi €
[(I}agybi/b? V(i,7) € [q) x [q],i # j} to A. As k-th query, A would outputs 7 € [q].
To answer the query, B first picks ¢(*), d*) & Z,, and computes

RO

g =y
s(F) 2 Yz 2\ ek 7yd® ]
g* Y= (gt e (g g e [g)\{r ),
O N a0 L

xzbr )c(k) . gd<k)

)

These terms can be efficiently computed from ¥. B gives these group elements
to A. Here, B implicitly sets s*) = ¢ zzb. + d*). At last, A outputs a bit. B
outputs the same bit.

Next, we analyze the view of A. We first observe that ¥’ is correctly distrib-
uted. We also observe that s*) = ¢ zzb,. + d*) is uniformly distributed over
Z, due to d®) for all k € [g]. We remark that (c(*),d®)) is uniformly distrib-
uted over Z2 under the constraint that s = c®zzb, + d®. In particular, all
¢®) is information theoretically hidden from A and uniformly distributed over
Z,. More subtle part of the proof is analysis of the distribution of ') We
have that

T'® = (e(g,9)"* )" - (e(g, 9)?/0)""

= e(g, g)¥/br(@beeV ™) (g gyoe®

(k) (k)
=e(g.9)* V' -e(g,9)° °

)
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for all k € [g]. If & = 0, we have T'*) = e(g,g)s(k)y/bf for 7 € [g] and the
response of B for A’s queries corresponds to that of Oy. On the other hand, in
the case of § # 0 (which is the case with probability 1 —1/p if § & 7Z,), 7' *) is
uniformly distributed over Gr and independent from anything. This is because
¢®) is information theoretically hidden from .A. To sum up, in the case of § = 0,
the distribution of B’s response to the queries made by A corresponds to that
of Oy while it corresponds to O; if § # 0. Thus, we have that

¢ = %\ Pr{B(¥,T = e(g, 9)**") — 0] = Pr{B(¥, T — Gr) — 0]|
- %\ PrlA%0 @) — 0] = Pr[B(¥, T & Gr) — 0[5 # 0] Pr[s # 0]
—Pr[B¥, T & Gr) — 0[5 = 0] Pr[§ = 0]
— LI Pa{A0 @) = 0] = PrLAW@)OO — 0](1 = 1/p)
—Pr[BW,T < Gr) — 0[5 = 0]/p|
> L PHACO W) — 0] - PLA@)O O — 0| = 1/p =~ 1/p

as desired.

4 New Security Proof for the Boneh-Boyen IBE Scheme

In this section, we show a tight security proof for the multi-challenge ciphertext
security of the Boneh-Boyen IBE scheme under the truncated ¢-RW assump-
tion (or equivalently, oracle truncated ¢-RW assumption). We first review the
description of the Boneh-Boyen IBE scheme [7].

Setup(\): It chooses bilinear groups (G, Gr) of prime order p > 2* with g <~ G*.
It also picks u,v & G and o & Zy . 1t finally outputs the master public key
mpk = (g,u,v,e(g,9)*) and the master secret key msk = a.

KeyGen(msk, mpk, ID): To generate a private key for ID, it chooses r < Z, and
outputs skip = (K; = ¢g* - (u'Pv)", Ky = g").

Encrypt(mpk, ID,M): To encrypt a message M for ID, it chooses s <~ Z, and
outputs a ciphertext C' = (Co = e(g,9)** - M, C; = g%,Co = (u'Pv)*).

Decrypt(skip, C): To decrypt a ciphertext, it first computes e(Cy, K1)/e(Ca, K3) =
e(g,9)** and outputs Cy/e(g, g)** = M.

The following theorem establishes the multi-challenge ciphertext security of
the Boneh-Boyen IBE scheme under the oracle truncated ¢g-RW assumption.

Theorem 2. If there is A that (t,q,qk,qc,€)-breaks the Boneh-Boyen IBE
scheme, there is B that (t',q.,€/2)-breaks the oracle truncated q-RW assump-
tion where t' = t + O(¢*qrtexp.c) + O(qqc(texp.G + texp.Gr + tpair)). Here, tepc,
texp,Gr s 0Nd toair are the times needed for one exponentiation in G and Gt and
for pairing computation, respectively.
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Proof. We construct an algorithm B that breaks the oracle truncated ¢-RW
assumption using an adversary A against the Boneh-Boyen IBE scheme. B is
given problem instance ¥’ and has oracle access for Og.

Setup. At the outset of the game, the adversary A declares a set of challenge

identities S* = (ID,...,ID}). B then picks @, &, & <~ Z, and computes
i 2 . 2 1D o & —
u=g" [[ g% v=9¢" T[] (""", elg,9)* =e(g,9)* - [] e(¢”,9*")
i€[q] i€ld] i€d]

Note that B implicitly sets a = & + Zie[ ay /b;. Then B gives master public key
mpk = (g, u, v, e(g,9)*) to A. B also flips random coin coin & {0, 1}.

Key Extraction Queries. During the game, A makes key extraction queries
for ID such that ID ¢ {ID7,...,ID}}. Then, B picks 7 & 7, and implicitly sets

_ b;
rere Z ID_ID;
i€[q]

Since ID ¢ {ID7,...,ID}}, the denominators ID — ID} are non zero and thus
7 is well defined. Notice that r is properly distributed because 7 is uniformly
distributed over Z,. Then, B can computes

Ky=¢g =g - H (gb+)~1/(ID=ID})
i€lq]
and
K, =g (u'Pv)"
— gé‘ . H gy/bi . (galD-H; ) H (gy/b?)lD—DZ)T

i€lq] i€lq]
- o , 20 iy
_ ga . K;IDJrU . H gy/bl . (H (gy/bi)lD ID[)
i€lq] i€lq]
5 ~ > 2~ * .
_ ga . K;IDJrv . H (gy/bi )r(lDlei)_ H gy/bl
i€lq] i€[q]
=@
( H (gy/b,’;‘)lD—m;)— > jelq bi/(ID=ID})
i€(q]
— - H gy/bi . H (gybj/b?)—('D—lDZ)/(ID—ID;*)
i€q] (i,5)€la]x[q]
=&. H gy/bi . H (gy/bi)—('D—lDZ)/('D—lDZ)
i€lq] i€lq]

[T (gvbs/vt)-to-toD/(0-iD))

(i,5)€ld] x[d]
i
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=¢. H (gbe/bf)—(lD—lDZ)/(lD—lDﬁ
(i,5)€la]xal
i#]

where & = g% - KJIP+7. [Licy (gv/¥))"ID=IDY) In the last equation above, prob-
lematic terms g¥/ for i € [q] are cancelled out. It is possible to verify that B can

compute K efficiently from the given terms. Finally, B gives skip = (K7, K2) to A.
Challenge Queries. During the game, A outputs a pair of messages Mgy, M and
an identity ID € S*. B computes challenge ciphertext for ID} as follows. B first

sends 7 to its oracle Og to obtain group elements {gs,gsy/b? Vi e [g\{r}, T =
Rj}. Then B sets C1 = g° and computes

Cy = ( |D:,,U)S
~ID* L 2 * _ID*\ S
— (gu|D7+u. H(gy/bi)lDT ID,i)
i€lq]
’IHD:_-‘,-T) s 2 * _ID*
— Cl . H (g y/bl)IDT IDl.
i€lg\{7}

The problematic term g%/ b7 above is cancelled out. Thus, B can compute Cy
efficiently. B then computes Cj as

Co=elg®9)® [ elo® /") - T" Mcoin
ielg\{r}

and gives (Cp, C1,Cy) to A. If T" = e(g, g)*¥/b, it can be seen that the distrib-
ution of (Cy, C1, Cy) corresponds to correctly generated ciphertext since

) o
Co=re(g"9)* [ eld” g°"")-T" Mcoin
iclg\{r}
= 6(979)8'& : H e(gy/bi’gs) : e(g’g)sy/bT : Mcoin
iclg\{r}
e(g, g)* e V0 ¢(g, g)v/b . M
s.(dJr]_[iE[q] y/bi) . M

coin

e(g,9)
6(97 g)sa : Mcoin-

On the other hand, if 7" & Gy, Cs is uniformly distributed over G and the
distribution of (Cy, C1, C2) is independent of coin.

coin

Guess. Finally, A outputs coin as its guess for coin. B outputs 0 if coin = coin
and 1 if coin # coin. Then, we analyze the advantage of 3. We observe that B
perfectly simulates security game of IBE for A if the oracle is Og. On the other
hand, A’s view is perfectly independent of coin if the oracle is O;. Thus we have

1 1
5| PrBO (@) — 0] — Pr(BO0)(#") — 0]| = S| PrlA outputs coin] —1/2] = %

as desired. This completes the proof of Theorem 2.
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Combining Theorems 1 and 2, we get the following theorem, which states that
the security of the Boneh-Boyen IBE scheme is tightly reduced to the truncated
¢-RW assumption.

Theorem 3. If there is A that (t,q,qk,qc,€)-breaks the Boneh-Boyen IBE
scheme, then there is B that (t', qc, €/2)-breaks truncated g-RW assumption where
t=t+ O(QQthexp,G) + O(QQC(texp,G + lexp,Gr + tpair))- Here, texp,Gs texp,Gps and
tpair are necessary time for one exponentiation in G, Gr, and for pairing com-
putation, respectively.

REMARK. The above proof corresponds to the original security proof for the
Boneh-Boyen IBE scheme given in [7] when ¢ = 1. Recall that the truncated
¢-RW assumption (as well as the oracle truncated ¢-RW assumption, by
Theorem 1) corresponds to the DBDH assumption when ¢ = 1.

5 Discussion

Tightness of Our Reduction. Here, we validate our claim that our proof is tight.
First, we recall a measure called work factor, which was introduced by Galindo
[21] and used in [6]. For an adversary running in time ¢ with advantage €, the
work factor is defined as ¢/e. This quantity can be defined naturally for IBE
and number theoretic assumptions. The work factor can be used to compare the
tightness of reductions. We can say that a reduction is tight if the increase in
the work factor in the security reduction is small.

Theorem 3 says that we can convert an adversary having work factor ¢/e
against the Boneh-Boyen IBE scheme into an adversary against the truncated
¢-RW assumption that has work factor Z(t + O(@Prtexp.c) + O(qqe(texpc +
texp, G + tpair)))/e. If q, q., and ¢; are much smaller than ¢, which would be the
case in the real world since these quantities are related to the number of on-line
queries that the adversary makes, we have t' = t + O(q?qrtexp.c) + O(qqc (texp.c +
texp,Gr + tpair)) = ct for some small constant c. (For example, for ¢ = 2100,
q=qc=qp =23t ~ 2100 4 290 < 2101) Thys, the increase in the work factor
would typically be very small and could be considered a small constant.?

As mentioned in Sect. 2, single-challenge security implies multi-challenge secu-
rity by the standard hybrid argument. Roughly speaking, this reduction converts
an adversary against the Boneh-Boyen IBE scheme with work factor ¢/e into
an adversary against the DBDH assumption with work factor ¢'q./e. Typically,
t' &~ t, so the increase in the work factor is about ¢., which can be very large.
(In the example above, q. = 23°0).

Implications of Our Result. While our result gives tight security reduction for
the Boneh-Boyen IBE scheme, we rely on a non-standard parameterized assump-
tion. It is unclear whether tight reduction from a non-standard assumption such

3 While additive factor O(q*qxtexp,c) in t' is rather large, ¢’ could be much larger than
t for certain parameter choices. However, we believe that our reduction is tight for
most parameters meaningful in the real world.
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as the truncated ¢-RW assumption is better than loose reduction from a stan-
dard assumption such as the DBDH assumption. It is if the truncated ¢-RW
assumption is as hard as the DBDH assumption. Otherwise, it is not. A similar
discussion can be found in [22], where the author compares his IBE scheme,
which can be tightly reduced to a parameterized assumption, with IBE schemes
such as that in [38], which can be proven secure under a standard assumption
(such as the DBDH assumption). There are two differences from his setting.
First, we have two types of security proof for the same scheme rather than
two different schemes. Second, while the security assumption used in [22] (deci-
sional augmented bilinear Diffie-Hellman exponent assumption) is vulnerable to
Cheon’s attack [18], it seems that the attack does not break our assumption,
at least without non-trivial modification. Our result is complementary to the
original security proof given by Boneh and Boyen and would lead to increased
confidence in the security of the scheme.

A Single-Challenge Security Implies Multi-challenge
Security

We briefly show that multi-challenge security is implied by the single-challenge
security. We consider a sequence of games. Let S* = {ID],...,ID7}. We define
qy) as the number of challenge queries for ID. Thus, we have qg) + qu) 4+

qEQ) = ¢c. Game(; j) for i € [¢] and j € {0,1,...,q£i)} is defined as a multi-

challenge ciphertext security game in which an challenge query for ID such that
T € [i — 1] is answered with a ciphertext that is an encryption of My while an
query for 7 > i + 1 is answered with a ciphertext that is an encryption of M.
For a v-th challenge query for IDX such that 7 = 4, the challenger returns a
ciphertext that is an encryption of Mg if 1 < v < jand My if j+1 < wv. A
challenge query is always answered with an encryption of M; in Game(; )y and
with Mg in Game(q.q(q)). We want to show that Pr[A — 0 in Game( )] —Pr[A —

0 in Game is rclegligible for any A. This implies security for multi-challenge

7.4:" )
security. Ir(litiall)y, we have Pr[A — 0 in Game(;_1 4.)] —Pr[A — 0 in Game; )] =
0 since Game(;_1 4.) and Game; ¢y are the same. Thus, it suffices to show that
Pr[A — 0 in Game(; jy] — Pr[A — 0 in Game(; ;)] for all (i, j) is bounded by
the advantage of another attacker B against single challenge security of the IBE
scheme. Here, we briefly describe B. B outputs ID} as its challenge identity and
queries challenge ciphertext for (Mg, M;) to its challenger upon receiving the
Jj-th challenge query for ID} made by A. B can handle key extraction queries
made by A by simply querying the same key for the challenger. Since A makes
only key extraction query for ID such that ID ¢ S*, we have ID # ID}. This
means that B does not make a prohibited key extraction query. Since there are
O(q.) hybrid games, if A’s advantage is €, B’s advantage is O(e/q.).



188 N. Attrapadung et al.

B Justification of the Truncated g-RW Assumption

Here, we briefly show that the truncated ¢-RW assumption holds in the generic
group model. The truncated ¢-RW assumption is an instance of the Gpr-monomial
assumption defined in [35]. The authors of [35] showed that, to prove that the
Gr-monomial assumption holds in the generic group model, it suffices to show
that the pairing result of any two group elements in ¥ does not (symbolically)
give rise to the target element T (Corollary D.4 of [35]). To check this condi-
tion, we have to show that there is no X,Y € & such that ¢(X,Y) = e(g, g)*¥*.
Since the only terms that have z in an exponent are {g***} and {gzyZbi/b?},
X e {g“bi}u{g”Zbi/b?} orY € {g***}u {gzyZl’i/b?} holds. We assume that the
former holds without loss of generality. Since there is no such term as ¢¥/% or

gb?/bi for ¢ # j in ¥, we can conclude that it is not possible to obtain e(g, g)*¥=.
Thus, the assumption holds in the generic group model.
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Abstract. Confidential information might be leaked through electro-magnetic
radiation from a computer display. To detect the electromagnetic radiation that
contains text information, this paper proposed an evaluation method without
reconstructing the displayed image. In this method, sparse decomposition in
wavelet is used to describe the characteristics of electromagnetic radiation sig-
nals contain text information. By using this method, it is easy to detect text
information leakage in electromagnetic radiation from a computer display.

Keywords: Information security * Electromagnetic radiation - Text information -
Wavelet transform - Sparse decomposition

1 Introduction

A wide variety of information technology equipment (ITE) is involved in our daily
activities. Most of ITE devices radiate electromagnetic disturbance unintentionally. If
someone intercepts these electromagnetic waves and reconstructs the information,
confidential information might be leaked [1, 2]. Electromagnetic radiation was men-
tioned in some papers as a computer security risk [3-5]. These topic leads to the
concept of TEMPEST, which is the technology of electromagnetic leaking research.
Electromagnetic radiation from a computer display can be categorized into two types:
radiation that contains text information and radiation that does not. TEMPEST
focus more on text information leaking because most confidential information is text.
The text information has higher risk of secret data leakage than non-text. Thus, it is
important to efficiently and accurately distinguish the two types whether for an attacker
or a protector.

The current researches on electromagnetic radiation detection mostly based on the
harmonic characteristics of electromagnetic radiation signal spectrum, but these
methods can’t distinguish the radiation that contains text information and radiation that
does not [6, 7]. As a direct method, we can reconstruct the display image by using a
special receiver, but not all test houses or manufacturers have such specialized
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receivers. Furthermore, to correctly reconstruct the electromagnetic radiation signal, the
synchronizing information that including the horizontal synchronizing frequency and
vertical synchronizing frequency is essential. However, the computer’s synchronization
information is un-known in the practical non-cooperative attack scenario.

For these reasons, this paper proposed an evaluation method to determine whether
or not text information is contained in electromagnetic radiation without knowing the
synchronization information and reconstructing the display image. First, we found the
“text - space — text” characteristic for electro-magnetic radiation signal containing text
information. Then, we proposed a new method which used sparse decomposition in
wavelet to describe this characteristic. By using this method, we can accurately and
efficiently detect the text information leakage in electromagnetic radiation from a
computer display.

2 Analyzing Display Electromagnetic Radiation Signal
Properties

Video signal produce depend on the combined action of horizontal synchronizing
signal and vertical synchronizing signal [8]. Video signal can be represented as sum-
mation of digital pulses with different amplitude:

S0 =S aglt—nTy) 1)

n=—00

where, g(f) is code pattern of video pulse, and the symbol cycle is T),.

For images that contain text information, there are both information signal and
horizontal synchronizing signal in the received electromagnetic radiation signal as
shown in Fig. 1. At the same time, a text image containing text line and there is a space
between every two lines, so there would be “text - space — text” characteristics of the
text. The characteristics would also reflect in the electromagnetic radiation signal in

Horizontal synchronizing signal

Text information

Fig. 1. Electromagnetic radiation signal with text information of computer display in time
domain



Method for Determining Whether or not Text Information Is Leaked 193

Space

Text
Space

Text
Space

|
NN A

Space Text Space Text Space

Fig. 2. The “text - space — text” characteristics in image and electromagnetic radiation signal

time domain as shown in Fig. 2. This paper provides a way to describe this charac-
teristics of the text to realize text information detection.

3 Evalution Algorithm

In this paper, sparse knowledge is introduced to describe the characteristics of elec-
tromagnetic radiation signals contain text information. The implementation procedures
are shown in a flow chart (Fig. 3).

Firstly, make a sparse decomposition in wavelet domain. The sparse decomposition
procedures can be represented as [9]

XDKT{aL, d]} Threil)mld{aNL7 gj} ID_V}VTS( (2)

where X is the initial electromagnetic radiation signal. Decompose X by wavelet and get
the wavelet coefficient {q;, d;}. Set a threshold and then get the effective coefficient

{aNL, Jj} X is sparse signal through wavelet inverse transformation. The threshold is

used in hard thresh method.

~ = 0, |{awd}|<Thr
R P ®

where,

Thr = ov2InN (4)

where, N is the data length. ¢ is the standard deviation of noise.
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Start

l

Signal sparse decomposition
using wavelet
l n=n+1

Divide the sparse signal into
n equal sub-bands

]

Calculate data sparsity of
each sub-band

I

Calculate autocorrelation
coefficient of the data
sparsity

The signal contains text
information

Fig. 3. Flow chart of the implementation procedure of the proposed algorithm

6 = median|Det1|/0.6745 (5)

where, Det] represents the most detailed wavelet coefficient.
Secondly, divide the sparse signal X into n equal sub-bands. The length of each
sub-band is m.

X = [X1%2%3. . ... Xn—1Xp) (6)

Thirdly, calculate the sparsity of each sub-band. Sparsity is here defined as the

number of non-zero components in the data. Sparsity of sparse signal X is not uniform.
The text part is thick and the other part is thin, so the “text - space — text” characteristic

in image becomes to “thick-thin-thick” characteristic in the sparse signal X. This
structure can be described by Block Sparse [10]. Thus, the X can be redescribed as,

X= [Xl. < Xdy Xdi+1- - Xdy+dr—1 « + - Xn—dy+1- - -Xn] (7)
——

x[1] x[2] x[N]
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where, n = ZJN:1 d;. x[j] is the jth block and its length is d; € Z". Each block has
different sparsity. Corresponding sparsity Y is

Y= [}’l- --Ydy Ydi+1- - -Ydi+dy—1 -+ - Yn—dy+1- - 'yn] (8)
———

y[1] 2] y[N]

Thus, if there is text information in the electromagnetic radiation signal, “text - space —
text” characteristic would make the ¥ present periodic variation. There are many ways
to describe periodic signal, correlation is here used.

Finally, calculate correlation of ¥, and the side lobe peak p; nearest the zero in the
correlation is the period of “text - space — text” characteristic. Thus, the frequency f; of
“text - space — text” characteristic is f; = 1/p;. The correlation t(k) is given as,

N-1

> wwmyn(n+k) ©)

n=0

1
t(k) =—
() =
Considering period would increase with the increase of word size, we set the

threshold rhr is the frequency when the word size is 5. Thus, when f; < tth it can be
concluded that the signal contain text information. For the condition that there is no

side lobe peak in correlation of Y, the p; means zero, f; > thr. Thus, it can be con-
cluded that the signal does not contain text information.

4 Experimental Results

In this section, the proposed algorithm is applied to experimental data and the results
and analysis are given.

The measurement setup is shown in Fig. 4. The resolution of the computer display
was 1024 x 768. A log-periodic antenna was located at 1 m from the front surface of

Computer Antenna

Data collector

n

Fig. 4. Measurement setup for data collection
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the computer, and its height was the same as the height of the computer display center.
An antenna is connected to a data collector, which can be data acquisition card, digital
oscilloscope and spectrum analyzer. Digital oscilloscope was here used.

To prove the feasibility of the proposed algorithm, image with text information,
image without text information and blank image are tested respectively. The sub-band

length m is set to 1000. Through experiment, we got the thr is equal to 5 Khz.
Firstly, for an image with text information, results are shown in Fig. 5. Figure 5(a)
shows the reconstructed image with text information. As can be seen from Fig. 5(b), the
sparsity of signal presents the periodic structure “text-space-text” obviously. The
correlation of sparsity is shown in Fig. 5(c). It can be seen that the peak nearest the zero

is 0.0009081, so f; = 1/0.0009081 = 1.1012 Khz < t/I;’ Thus, the experimental result
is that the signal contains text information.

Secondly, for a blank image, results are shown in Fig. 6. As can be seen from Fig. 6
(a), the distribution of sparsity is chaotic. Figure 6(b) shows the correlation of sparsity.
It can be seen that there is no side lobe peak in correlation of Y. Thus, the experimental
result is that the signal dose not contain text information.

Thirdly, for an image without text information, results are shown in Fig. 7. Figure 7
(a) shows the original image with text information. Its sparsity of signal is shown in

500 1

0.8
400

0.6

(%)
o
o

X:0.0009081

0.4 Y:03117

sparsity

200 02

autocorrelation coefficient

100

0 100 200 300 400 500 ~0.02 -0.01 0 0.01 0.02
number of data

(b) (©)

Fig. 5. Image with text information. (a) Reconstructed image. (b) Sparsity of electromagnetic
radiation signal. (c) Correlation of sparsity for image with text information.
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Fig. 6. Blank image. (a) Sparsity of electromagnetic radiation signal. (b) Correlation of sparsity.

200 300 401
number of data

(b)

100

autocorrelation coefficient

0.8

0.6

X: 2.0026-005
Y: 05187
[ ]

Fig. 7. Non-blank image without text information. (a) Original image. (b) Sparsity of

electromagnetic radiation signal (c) Correlation of sparsity

Fig. 7(b). It can be seen that the distribution of sparsity is chaotic. In Fig. 7(c), the
correlation of sparsity is shown. The peak nearest the zero is 2.004e™>, so

fi =1/2.004¢7 = 49.9 Khz > thr. Thus, the experimental result is that the signal

dose not contain text information.
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To evaluate the clutter detection performance of the algorithm, the probability of
detection (POD) and the false alarm rate (FAR) are computed. The definitions of POD
and FAR are:

POD = TruePositives /(TruePositives + FalseNegatives) (10)
FAR = FalsePositives | (FalsePositives + TrueNegatives) (11)

where, “Positive” labels the location that the detector judges as image with text
information, and “Negative” labels the location that the detector judges as image
without text information; In Table 1, True Positive (TP),False Negative (FN),False
Positive (FP),True Negative (TN) and FAR of the data are summarized for the pro-
posed algorithm.

Table 1. Performance of algorithm based on data

TP FN|FP TN |POD | FAR
195/6 |5 [194(924 % |2.5 %

5 Conclusion

An evaluation method that determines whether or not electromagnetic radiation con-
tains text information is proposed in this paper. First, we found the “text - space — text”
characteristic for electromagnetic radiation signal containing text information. Then,
we propose a new method to describe this characteristic. By using this method, we can
accurately and efficiently detect the text information leakage in electromagnetic radi-
ation from a computer display. In the future, we will analyze the performance of the
proposed algorithm under different parameter setting.

Acknowledgment. This work was supported by the National Natural Science Foundation of
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Abstract. Side-channel distinguishers aim to reveal the secrets used in
crypto devices by utilizing the subtle dependence between some sensitive
intermediate values and physical leakages produced during its executions.
For this purpose, one or more points of interest (POIs) corresponding to
manipulations of one sensitive intermediate value are usually selected and
then fed into distinguishers. However, it turns out in practice that POIs
selected, even they are from the same leakage traces, will have significant
impacts on the key recovery efficacy of distinguishers. Therefore, it makes
a very practical sense to investigate the concrete impacts of POIs selec-
tions on side-channel distinguishers, and then pick out from those POls
selections available the most appropriate one for a certain distinguisher.
In order to address these problems, we propose an evaluation framework
for the analysis of POls selections for side-channel distinguishers. Basi-
cally, our framework consists of two stages: the first stage captures the
validity of points selected, while the second one reflects their quality with
respect to a certain distinguisher. Specifically, on the one hand, in order
to measure the goodness of one POIs selection, we introduce a quanti-
tative metric of accuracy rate, from a perspective of statistics; on the
other hand, we adopt the widely accepted security metric of success rate
proposed by Standaert et al. at EUROCRYPT 2009 to reflect the qual-
ity of the points selected. Eventually, taking five typical POIs selections
and three popular side-channel distinguishers as concrete study cases,
we perform simulated attacks and practical attacks as well, the results
of which not only fully justify our proposed methods but also reveal some
interesting observations.
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1 Introduction

Side-channel attacks aim at revealing the secret information embedded in a cryp-
tographic device from its physical leakages, including execution time [1], power
consumption [2], and electromagnetic emanation [3]. Among them, power analysis
attack which makes use of instantaneous power consumptions of a cryptographic
device is one of the most widely researched side-channel attacks. Therefore, for ease
and simplicity of presentation, we concentrate on power analysis attack ONLY for
illustrative purposes in this paper.

Side-channel distinguisher plays a crucial role in recovering reveal the secrets
in side-channel attacks. It refers to the process during which the adversary uses
some statistical tools to exploit the subtle dependence between one sensitive
intermediate value and its corresponding power consumptions of cryptographic
device. For real-world crypto implementations, one side-channel leakage trace
usually contains multiple samples corresponding to manipulations of one sensi-
tive intermediate value. This is quite natural because the manipulations of the
sensitive intermediate value targeted usually takes more than one instruction
cycle. In addition, according to Nyquist—Shannon sampling theorem, the acqui-
sition rate of the signal acquisition device is always set to be several times faster
than the working frequency of the targeted cryptography device. Those samples
that exactly correspond to the manipulations of one sensitive intermediate value
targeted in one leakage trace are referred to points of interest (POls).

Based on analysis of values and of distributions, side-channel distinguishers
can be divided into two categories. Distinguishers based on values include differ-
ential power analysis (DPA) [2], correlation power analysis (CPA) [4], differential
cluster analysis (DCA) [5], template attack [6], stochastic method [7], and etc.
Mangard et al. showed in [8] that denoted as standard univariate DPA, a num-
ber of these type of distinguishers are in fact asymptotically equivalent, given
that they are provided with the same a priori information about the leakages.
Therefore, in this paper, we choose CPA to be the representative of those distin-
guishers based on values. Distinguishers based on distributions consist of mutual
information analysis (MIA) [9], KS-test based analysis (KSA) [17], MPC-KSA
[10], and etc. Considering their popularity, we choose MIA and KSA to be the
representatives of those distinguishers based on distributions.

Currently, there are several POlIs selections available. In principle, side-
channel attacks themselves could serve as the tools for POIs selection, as is
already done in the field of side-channel attacks. For example, CPA, MIA and
KSA all can be used to select the POIs. In addition, there are also non-attack
based POls selections. Two of them are the Sum Of Squared Pairwise Differences
(sosd) [9] and the Sum Of Squared Pairwise T-Differences (sost) [11]. An impor-
tant observation is that applying different POIs selections onto the same leakage
traces could lead to distinct points selected, even if it is explicitly required that
all POIs selected must correspond to one sensitive intermediate value targeted,
which will have significant impacts on the key recovery efficacy of distinguishers.
Therefore, it makes a very practical sense to investigate the concrete impacts
of POIs selections on side-channel distinguishers, and then pick out from those
POlIs selections available the most appropriate one for a certain distinguisher.
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For comparison of distinguishers, some well-known frameworks were already
proposed. The first one in [13] by Standaert et al. suggests to use a leakage metric
to qualify the maximal chance that an optimal attacker would have to extract
the secrets. For the comparison of different distinguishers, [13] suggests metrics
like o*"-order success rate or guessing entropy. In another framework of [14], the
distance to the nearest rival is suggested. In [15], Maghrebi et al. proposed a
methodology to compare two side-channel distinguishers based on simulations.
In [16], some analyses showed pitfalls in the evaluation methodologies for dis-
tinguisher, including estimation bias, estimation algorithm, success rate error,
and sample errors. To the best of our knowledge, all frameworks known so far
concern distinguishers alone; and none of them take POIs selections themselves
into serious consideration, let alone any comprehensive evaluation work about
concrete impacts of POlIs selections over distinguishers in practice.

1.1 Contributions

The contributions of this paper are threefold. First, we propose an two-stage
evaluation framework for the analysis of POIs selections for side-channel distin-
guishers. Second, in order to measure the goodness of the POlIs selection, we
introduce the notion of accuracy rate. Third, taking five POIs selections com-
monly used and three typical distinguishers as concrete study cases, we perform
simulated attacks and practical attacks. The experimental results not only fully
justify our proposed methods, but also reveal some interesting observations.

The rest of this paper is organized as follows. Sect. 2 briefly recalls three typ-
ical distinguishers and five POIs selections commonly used; Sect. 3 introduces
our proposed two-stage framework; Sect. 4 presents details and results of simu-
lated and practical attacks, together with some useful discussions and interesting
observations; Sect. 5 concludes the whole paper.

2 Preliminaries

This section will briefly recall CPA, MIA, and KSA distinguishers. These three
distinguishers can also be used for selecting POIs. Besides, we will also briefly
introduce sosd and sost POIs selections.

2.1 CPA

CPA identifies the correct key by calculating the Pearson correlation coefficient
between real power traces and hypothetical power consumptions. The adversary
chooses a sensitive intermediate value v} = g (z;, k*), where z; is the ith plaintext
(totally NT traces), k* is a key guess. For every key guess k*, the adversary
predicates the hypothetical power consumption by hf* = f(v), where f is
a hypothetical leakage function. H*  denotes a vector of hypothetical power
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consumptions. L denotes a vector of real power traces. The adversary computes
the Pearson correlation coefficient between H*  and L as

NT

> (HF —HF)(Li - 1I)
p(H* L) = NTZ:1 — 1)
> (#F -H") 3 (Li-T)°
i=1 i=1

where H** and L are the mean of H*™ and that of L. Maximal correlation coef-
ficient indicates the most likely candidate key guess as k = arg max p(H ke L).
k*

In practice, CPA can also be used for selecting POIs. The maximal correlation
coefficient indicates the location of POTs as [k, {] = arg max p(H*", T(t')). Where
k=t

T(t') is point ¢’ column of traces matrix 7. In order to avoid confusion, hereafter
throughout the whole paper, we use CPA-P to stand for CPA for the purpose of
selecting POIs. MIA-P and KSA-P have the same meaning.

2.2 MIA

In MIA, one can compute the mutual information (MI) between the real power
traces L and a hypothetical power consumption H*" as

I(L;HY )= H(L) - H(LIH* ) = H(L) - E_[H(LIH" =h)]  (2)
heHk"
In this paper, for the estimation of the probability density function, we will

use histogram method [9]. The largest MI indicated the most likely key guess as

k = argmax I(L; H*").
k*
Similarly, as is shown in [9], MIA distinguisher can also be used for selecting

POIs (MIA-P) as [k, t] = argmax I(T(t'); H*").
k*,t’

2.3 KSA

The KS test quantifies a distance between the empirical cumulative distribution
function of two samples to determine the similarity of them. The central idea of
KSA distinguisher proposed in [17] is to measure the maximum distance between
the global trace distribution L and the conditional trace distribution L|H*" as

Dis(k*) = E[KS(L||[(L|IH"))] = pebi [KS(LI|(LIHY = h))] 3)
The largest distance indicates the most likely key guess as k =
argmax Dgg(k*).
k*

Similarly, KSA distinguisher can also be used for selecting POIs (KSA-P) as
[k,t] = argmax Dycs(k*) = E[KS(T(t)||(T(t')|H*"))]
k

* 4/
,t
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2.4 Sosd and Sost

Denote hypothesis power consumption by h¥* = f (v}). In Hamming weight
model, h¥* € [0,8]. We partition all traces T according to h¥*, G; = {T;|h¥* =
i} (7=0,1,2,...,8). We calculate the mean m; and the standard deviation o;
of every partition G;. For the sosd, we sum up their squared pairwise differences,
sosd = Z?,j:o (m; —m;)°. The sost is based on the T-Test. n; is the number of
traces in partition G;. The location of POI is where the sosd or sost is biggest.

2

8
m; —m;
sost = E — (4)
2
i,j=0 o L %
ng n;

3 Evaluation Framework

In this section, we will present our framework for analysis of POIs selections for
univariate side-channel distinguishers.

We argue that a real-word side-channel attack consists of two essential pro-
cedures, namely point extraction and key recovery. Unlike in those works of
theoretical analysis, POIs selection really matters in real-world practices and
distinguishers are sensitive to the POIs selected. In univariate case, this means
once a “bad” point is fed into a certain distinguisher, key recovery efficiency of
the attack will lower down, or sometimes even a wrong key guess will be made.
Therefore, it is of great help if there is a method for picking out from those
POlIs selections available the most appropriate one for a certain distinguisher. In
order to do this task, we need to measure the quality of the POlIs selected. For-
tunately, we could use security metric like success rate proposed in [13] to reflect
the quality of POIs selected, with respect to a certain distinguisher. Yet, we have
to notice that in some cases a successful attack using a certain POIs selected
might also be falsity. For example, take for example a CPA attack against an
unprotected AES software implementation. In this case, we choose the output
of Sbox of the first round of AES encryption to the sensitive intermediate value.
The outcome of performing a CPA attack will be the same as that against 4
bytes (i.e. 1st, 5th, 9th, and 13th byte) of outputs of ShiftRow operation. If only
partial success rate is considered, this could lead to misleading results. As what
we really need in real-world practices are those POIs selected that exactly cor-
respond to the sensitive intermediate value targeted, which could be viewed to
be a necessary requirement for a sound POIs selection. This means that success
rate really makes sense only when this requirement holds.

For this requirement, we define the validity of a point with respect to a certain
sensitive intermediate value. One point is said to be “valid” if it fall into the set
of all points corresponding to the manipulations of the sensitive intermediate
value; otherwise, it is said to be “invalid”. Under the condition that two points
are both valid, we say that one point is to have a “better” quality than another
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point, if the success rate of a key recovery attack using this point is higher than
that of using another point, with respect to a certain distinguisher. Now, we can
think of how to measure the goodness of one POIs selection. For this purpose,
we introduce the notion of accuracy rate, from the perspective of statistics.
Intuitively, the accuracy rate is to capture how well one POIs selection method
is capable of extracting from side-channel leakage traces those points that exactly
correspond to manipulations of one sensitive intermediate value targeted. The
formal definition of accuracy rate will presented in Sect. 3.1.

Put above-mentioned ideas together, we put forward our evaluation frame-
work. Basically, our framework contains of two stages. In the first stage, we
measure the goodness of POIs selections through capturing the validity of points
selected. The second stage reflects the quality of points selected, with respect to
a certain distinguisher.

One feature of our framework is that it provides both designers and evalu-
ators a more fine-grained way of examining two essential procedures (i.e. point
extraction and key recovery) of real-world side-channel attacks. Another feature
of our framework is that it could be jointly used in a very natural way with other
well-known frameworks in the field for comparison of distinguishers themselves,
including those of Standaert et al. [13] and Whitnall et al. [14,16]. With the
help of this powerful framework, we can objectively and fairly compare different
POlIs selections, and then find the most suitable one for a certain distinguisher
afterwards.

3.1 Metrics

We will provide the formal definition of accuracy rate of POIs selection, and
then briefly discuss success rate.

Accuracy Rate (AR) of POIs Selection. The accuracy rate of one POIs
selection is a expected probability of event S, if the points selected are in the
POlIs set corresponding to the manipulations of the sensitive intermediate value,
we say event S occurs. It is straightforward that if the points are not in the
POIs set, they are not pertinent to the chosen sensitive intermediate value, and
they are not points we need even though distinguishers can recover the key using
them in some cases. We can use this metric to measure the goodness of POIs
selections. This is independent of key recovery of distinguishers.

Obviously, there is an important prerequisite, i.e. we need to know the POlIs
set. The example scenarios include that one performs POls selection in simu-
lated scenarios where he can control the generation of traces; or one knows all
details about the cryptographic algorithm and cryptographic device, then he can
calculate the positions or range of POIs by clock frequency of device and sam-
pling frequency of oscilloscope. This metric is designed to be used in evaluation
scenarios, because in adversarial scenarios, once we know the POIs set, we need
not perform POIs selection any more.

We define a POls selection adversary as an algorithm Ag, ; with time com-
plexity 7, memory complexity m and g queries to the target physical computer.
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The real POIs set tc is determined by the definition of a function 8, i.e. tc = (k).
In order to select the POIs, we assume that the output of the adversary Ag, 1, is
a sorted points vector tg = [tgy,tgs, ..., tg|W‘], where W is the number of points
in one whole trace. According to the selection result: the most likely POI being
tg,. Finally, we define a POlIs selection of order o with the experiment:

s—ar—o R
Eprp KoL [gHAEK,L;tCZ/B(k");]“_ ﬁ;] (5)

if (tg1,tg2,...,tgo) € tc then return 1 else return 0

The o*"-order accuracy rate of Ag, 1 against known POIs set is defined as:

AR?XSE_;)TL_O(T, m,q) = Pr[EprTE_::_O =1] (6)
Success Rate (SR) of Key Recovery [13]. Let Ex = {E(.)},c, be a family
of cryptographic abstract computers indexed by a variable key K. Let (E, L)
be the physical computers corresponding to the association of Ex with a leakage
function L. In general, the attack defines a function v : K — S which maps each
key k onto an equivalent key class s = y(k), such that |S| << |k|. We define a
side-channel key recovery adversary as an algorithm Ag, 1. Its goal is to guess
a key class s = (k) with non negligible probability. For this purpose, we assume
that the output of the adversary Ag, 1 is a guess vector g = [g1, g2, .., g|5]]
with the different key candidates sorted according to the attack result: the most
likely candidate being g;. Finally, we define a side-channel key recovery of order
o with the experiment:

sc—kr—o R
El'pB kL [g — AE’K,L; s = W(k% ke ’%;] (7)

if s €[g1,..y 9o then return 1 else return 0

The o*"-order success rate of Ag,, 1 against a key class is defined as:
SRZ:;IfTL_O(T, m,q) = Pr[Ea:szc k’ 0 =1] (8)

In this paper, we only consider the 1%¢-order AR and 1%!-order SR.

3.2 Factors

In practice, there are some other factors to affect the key recovery of
distinguishers.

Noise Level. Generally, the higher noise level increases, the worse POIs selec-
tions perform. POIs selections have different ability to adapt various noise level.
We assume that the noise follow the Gaussian distribution with mean 0, and
noise level is measured by standard deviation.
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Leakage Type and Hypothetical Model. Leakage type refers to leakage
model of crypto device. In this paper, we considered four types, i.e. Hamming
Weight (HW) leakage, Hamming Distance (HD) leakage, Unevenly Weighted
Sum of the Bits (UWSB) leakage and Highly Non-Linear (HNL) leakage [12].

In terms of hypothetical model, in this paper, we consider two kind of
adversaries with different characterization ability to the leakage model of
crypto device. An adversary with strong ability uses hypothetical leakage model
(denoted by HL) as same as real leakage type (denoted by RL) to calculate the
hypothetical power consumption, while an adversary with limited ability uses
Hamming weight as hypothetical leakage model. We define a tuple <RL,HL>
to represent a specific analysis or evaluation scenarios.

4 Experimental Evaluation

In this section, we will conduct comprehensive empirical evaluation. Our exper-
iments will carry out in simulated scenarios and practical scenarios.

4.1 Simulated Experiments

In simulated scenarios, we choose the output of the first Sbox of the first round
unprotected AES operation as the target intermediate value. In these scenarios,
we know all details about the cryptographic algorithm and cryptographic device,
and we control the generation of traces. Therefore, we can use the accuracy
rate to evaluate the goodness of five popular POIs selections, i.e. CPA-P, sosd,
sost, MIA-P, KSA-P. Three typical leakage types are adopted, i.e. HW leakage®,
UWSB leakage and HNL leakage.

The simulated traces are composed of the signal part and noise part. Firstly,
we generate the signal part of 10,000 traces which contain five points correspond-
ing to every intermediate value and five independent points. The intermediate
values contains the plaintext, plaintext xor key, the output of Sbox and the result
of Shift-Row. The plaintexts are random, and the key is fixed. Secondly, we add
Gaussian noise varying in standard deviation to the signal part.

Our experiments are carefully divided into two stages in order to justify our
proposed framework. Specifically, stage one, in each of the noise level, five POIs
selections run 500 times using 1,000 and 5,000 random selected traces, and count
the ARs according to definition of it respectively. Stage two, three distinguishers
run 500 times using the points selected by five POIs selections, and count the
SRs according to definition of it respectively.

Hamming Weight Leakage. In this scenario, the tuple is <HW /HW>. The
ARs of five POIs selections are shown in Fig. 1. The quality of points selected
with respect to three distinguishers are shown in Fig. 2. Specifically, we divide

1 HD is another usual leakage types, but it is a linear leakage like Hamming weight.
In simulated scenarios, we took Hamming weight as a typical leakage example.
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(a) 1000 Traces for Selecting POIs (b) 5000 Traces for Selecting POIs
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Fig. 1. ARs of five POIs selections in HW leakage simulated scenario

the results of three distinguishers into three groups according to the standard
deviation of Guassian noise, and denote these groups by A, B and C, respectively.
The standard deviation in Group A, B, C is 4, 8, 16, respectively.

Figure1 shows the ARs of five POIs selections decrease rapidly with the
increase of noise level. When noise level increases highly, all selections fail. How-
ever, the ARs of CPA-P is obviously higher than those of other four selections.
This implies that CPA-P is the relatively strongest capacity to tolerate noise,
while sosd and sost are the poorest. Compared with (a) in Fig. 1, (b) shows that
the ability to tolerate noise of all selections improves.

Figure 2 shows the results of stage two in our framework. In Group A, points
selected by five POIs selections are all “valid” to recover the key, but the SRs
using points selected by five POIs selections for a certain distinguisher have sub-
tle differences. When standard deviation of Gaussian noise is 8, points selected
are still “valid”, but the points selected by CPA-P is much better than those
selected by other four selections. When standard deviation is 16, the point
selected by sosd and sost are “invalid”, CPA-P is still the best one, followed
by KSA-P and MIA-P. The observations above suggest that different points in
POIs set could make different key recovery efficiency.

An Unevenly Weighted Sum of the Bits Leakage. In this scenario, the
least significant bit dominates in the leakage function with a relative weight
of 10 and other bits with a relative weight of 1. An adversary with lim-
ited ability to describe the leakage type of device (i.e. the scenario tuple is
<UWSB,HW>) and another adversary with strong ability (i.e. the scenario tuple
is <UWSB,UWSB>) can get the ARs of five POIs selections. Our experiments
show that the curves of ARs have exactly the same trend as those in Fig. 1.

Highly Non-Linear Leakage. In this scenario, the leakage function of crypto-
graphic device is a highly non-linear function. Without loss of generality, S-box
is used in this leakage scenario [12,20]. An adversary with limited ability to
describe the leakage type of device (i.e. the scenario tuple is <HNL,HW>) can
get the goodness evaluation results of POIls selections. Our experiments show
that five POlIs selections all fail.
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Fig. 2. SRs of CPA, MIA, and KSA using points selected by CPA-P, sosd, sost, MIA-P,
KSA-P in HW leakage simulated scenarios

4.2 Practical Experiments.

In practical scenarios, we perform attacks against AES-256 RSM [18] imple-
mented in software on an Atmel ATMega-163 smart card (Case 1) and unpro-
tected AES implemented in hardware on Xilinx Vertex-5 FPGA (Case 2), and we
use traces from DPA Contest v4 and DPA Contest v2, respectively. Especially, we
ONLY focus on the POIs selection and key recovery against unprotected imple-
mentation in this paper. In Case 1, we converted the traces of protected imple-
mentation into traces of unprotected implementation using the known masks.
In the view of an adversary, we will choose hypothetical model according to
priori knowledge. Specifically, we will use HW model in Case 1, and HD model
in Case 2. In these practical scenarios, we cannot obtain the locations or range of
POIs, the ARs cannot be computed. However, we can follow the second stage of
framework, and utilize the SRs to evaluate the quality of points selected by five
methods. For three distinguishers, we respectively perform key recovery attacks
300 times using every points selected by five POIs selections and count the SRs.

Case 1: Attacks Against an Unprotected AES Software Implementa-
tion. In this scenario, the output of the first S-box of the first round of AES
operation is chosen as the target. The noise level of the traces from software
implementation on the Atmel ATMega-163 smart card is very low. In order to



210 Y. Zheng et al.

Group A: 100 Traces for Selecting POls Group B: 1000 Traces for Selecting POls
(a)
1 1
osf € f
ﬁ ﬁ 08| 1
A 08 —+— CPA-P " / —+— CPA-P
CPA g 0a —&— sosd g —8— sosd
H sost S o6 | sost
0.2 —o— MIAP | —O— MIA-P
—6—KSA-P o —6— KSA-P
olopaameaaaae 04
0 50 100 150 200 0 50 100 150 200
Number of Traces Number of Traces

(b) (e)

2 E}
3 3
x 06 o
P —+— CPA-P P —+— CPA-P
MIA 8 04 —H— sosd 8 —B— sosd
a sost a sost
02 —o— MIAP —o— MAP
O KSAP —S— KSAP
o Py IR e
0 50 100 150 200 100 150 200
Number of Traces Number of Traces
(c) (U]
1
08
2 E
& &
wsa | 2 06 —+— CPA-P P —+— CPAP
8 o4 —5— sosd 8 —5— sosd
a sost a sost
02 —o— MIAP —o— MAP
—©—KSA-P —©&— KSA-P
0 p= S oo o LI =

0 50 100 150 200 0 50 100 150 200
Number of Traces Number of Traces

Fig. 3. SRs of CPA, MIA, and KSA using POlIs selected by CPA-P, sosd, sost, MIA-P,
KSA-P using original traces in Case 1

study the influence of noise level on POlIs selections and distinguishers, we use
additional Gaussian noise. Particularly, we employed five standard deviations of
additional Gaussian noise, i.e. 0, 4, 8, 16, 32, where 0 denotes the original traces.

According to the results on DPA Contest website [19], the number of traces
needed to recover the key in non-profiling attacks is at most 130. In order to
study the influence of the number of traces on POIs selections, we set up two
scenarios i.e. limited (100 traces) scenarios and sufficient (1,000 traces) scenarios.

Using original traces with limited number (100), five POIs selections get three
points. Group A of Fig.3 shows that, CPA, MIA, KSA can achieve 100 % SRs
using the points selected by CPA-P, sost, MIA-P, KSA-P. Three distinguishers
all fail using point selected by sosd. When the number of traces increases to
1,000, Group B shows that, the quality of points selected by all POIs selections
are “good” enough to help three distinguishers achieve 100 % SRs.

When standard deviation of additional Gaussian noise is 4, using 100 traces,
our experiments show that the most obvious change compared with Group A of
Fig. 3 is that sosd and sost both fail to select a “good” point. When standard
deviation 8 (Fig.4) and 16, MIA-P fails, too. However, when 1,000 traces are
used, MIA-P will be “good”. We argue that this is because 100 traces are not
sufficient to get satisfying probability density function, while 1000 traces do.

When standard deviation of additional Gaussian noise is 32, using limited
traces, all POIs selections fail. It is because the noise level is too high and traces
is too little. Using 1,000 traces, MIA-P fails. Possibly, it is because the noise
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Fig. 4. SRs of CPA, MIA, and KSA using POlIs selected by CPA-P, sosd, sost, MIA-P,
KSA-P using traces with additional Gaussian noise of standard deviation 8 in Case 1

level is too high to get correct probability density function. This implies that
MIA-P has weaker ability to tolerate noise than CPA-P and KSA-P.

Comprehensive analysing the experimental observations above, the quality
of points selected by five POIs selections becomes worse with the increase of
noise level. In the overall trend, sosd never has selected an “good” POI, sost
affected by the noise level mostly, followed by MIA-P. The points selected by
CPA-P and KSA-P are relatively more excellent. Moreover, comparing Group
A with Group B, an important observation is that the negative impact of noise
level could be decreased through increasing the number of traces. In addition,
CPA distinguisher needs the least traces to achieve 100 % SR.

Case 2: Attacks Against an Unprotected AES FPGA Implementation.
In this scenario, the input of the first S-box of the last round of AES operation
is chosen as the target. As we known, the noise level of the traces from hardware
implementation on Xilinx Vertex-5 FPGA is relatively high. That can factually
represent a kind of common scenarios, so we will not use additional noise.

According to the results on DPA Contest website [19], the numbers of traces
needed to achieve 80 % SR in non-profiling attacks range from 5,000 to 16,000.
We set up two scenarios, i.e. limited (5,000) traces and sufficient (20,000) traces
for selecting POIs. In this case, the SRs of three distinguishers using points
selected by five POIs selections are presented in Fig. 5.

Group A of Fig.5 shows that, using 5,000 traces, CPA can achieve 80 % SR
by feeding point selected by only CPA-P. Other four POlIs selections fail. MIA
and KSA cannot recover the key using any points selected. Group B shows that,
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Fig.5. SRs of CPA, MIA, and KSA using POIs selected by CPA-P, sosd, sost, MIA-P,
KSA-P in Case 2

when traces for selecting POIs are sufficient, CPA can achieve 90 % SR using
point selected by CPA-P; MIA can achieve 30 % SR using point selected by MIA-
P; KSA can achieve 35 % SR using point selected by KSA-P. The SRs in Group
B are limited with the trace number provided by DPA Contest v2 official.

4.3 Experimental Observations

According to the results of evaluation experiments in simulated scenarios and
practical scenarios, we have the following observations.

1. When evaluations perform in the scenarios RL=HL={HW,UWSB,NL} or
<UWSB,HW>,

— Observation 1: The points selected by five POIs selections are not the
same, sometimes differ greatly. The goodness of POIs selections signifi-
cantly depends on noise level: with the increase of noise level, the goodness
of five POlIs selections decrease. Specifically, when the number of traces is
limited, CPA-P> KSA-P > MIA-P> sosd> sost; when traces are sufficient,
CPA-P> KSA-P> sost> MIA-P> sosd (“A > B” denotes POIs selection
A is better than POIs selection B in a certain scenario).

— Observation 2: In same noise level, the quality of point selected by CPA-P is
the best. Specially, in the scenario <HD,HD>, this conclusion is incorrect.

2. When evaluations perform in the scenarios <NL,HW>,

— Observation 3: All five POIs selections fail.

— Observation 4: When in the scenarios <NL,UWSB or HD>, we guess that
the conclusions are the same to those of Observation 3.

3. When evaluations perform in the scenario <HD ,HD> and noise level is high,

— Observation 5: We guess that the goodness of five POIs selections are the
same to those of Observation 1.
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— Observation 6: An interesting pattern is that the quality of points selected
depend on certain distinguisher. Specifically, if choosing CPA, the optimal
POIs selection is CPA-P; if choosing MIA, the optimal POIs selection is
MIA-P; if choosing KSA, the optimal POlIs selection is KSA-P.

Some Hints. Generally speaking, the adversary usually does not have powerful
enough ability to identify a non-linear leakage. According to the observations
above, we suggest that a crypto device with a highly non-linear leakage might be
more secure. Some possible ways to implement it contain increasing noise level,
making a device with non-linear leakage itself, or some other special methods.

5 Conclusions

In the field of side-channel attacks, POIs selection really matters much more
in real-world practices than it is in those of theoretical analysis. In order to
investigate the concrete impacts of POIs selections on distinguishers, and then
pick out from those selection methods available the most appropriate one for
a certain distinguisher, we proposed a two-stage evaluation framework which
aims to separate the validity of POIs selected and their quality with respect to a
certain distinguisher. This framework equips both designers and evaluators with
a powerful tool to examine, in a more fine-grained way, two essential procedures
(i.e. point extraction and key recovery). For the goodness of the POIs selection
being used, we introduced the accuracy rate. It captures how well one POIs
selection is capable of extracting from leakage traces those points that exactly
correspond to the manipulations of one sensitive intermediate value targeted.
In order to justify our proposed methods, we performed simulated attacks and
practical attacks, taking five typical POIs selections and three distinguishers
as concrete study cases. The results of these experiments also revealed some
interesting observations.
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Abstract. Inorder to minimize the impact of secret signing key exposure
in attribute based signature scenario, we design two attribute based key-
insulated signature (ABKIS) with message recovery schemes for expres-
stve linear secret-sharing scheme (LSSS)-realizable access structures uti-
lizing only 4 bilinear pairing operations in verification process and making
the message-signature length constant. The first scheme deals with small
universes of attributes while the second construction supports large uni-
verse of attributes. The signing key is computed according to LSSS access
structure over signer’s attributes, and is later updated at discrete time
periods with the help of a physically secure but computationally limited
device, called helper, without changing the access structure. A signing key
for some time period is used to sign every message during that time period.
The original message is not required to be transmitted with the signature,
however, it can be recovered during verification procedure. The size of
signing key in the proposed schemes is quadratic in number of attributes.
The (strong) key-insulated security of our ABKIS primitives is reduced
to the classical computational Diffie Hellman Exponent problem in selec-
tive attribute set and random oracle model. We also show that both the
proposed signature constructions provide signer privacy.

Keywords: Attribute based signature + Key-insulation - Message recov-
ery - Linear secret-sharing scheme - Constant message-signature length

1 Introduction

There exist two types of digital signature designs: (1) signature schemes in which
the original message of the signature is required to be transmitted together with
the signature, and (2) signature schemes with message recovery in which the mes-
sage is embedded in a signature and can be recovered from the signature during
verification process. The latter approach reduces the total size of the original
message and the appended signature, hence interesting for applications where
bandwidth is at prime concern. Message recovery signatures are also appropriate
for applications in which small messages should be signed.

Attribute Based Signature (ABS) schemes are broadly categorized as (i) key-
policy ABS [6,12]: the signing key is associated with an access structure and
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a message is signed with an attribute set satisfying the access structure, and
(ii) signature-policy ABS [10,11]: the signing key is tagged with an attribute set
and a message is signed with an access structure (or predicate) satisfied by the
attribute set.

Maji et al. [10,11] proposed signature-policy ABS schemes with formal secu-
rity definitions of existential unforgeability and signer privacy. The signature
leaks no other attribute information about the original signer except the fact that
a single user with some set of attributes satisfying the predicate has generated
the signature. A formal definition and security model for threshold key-policy
ABS are presented in [6,12] together with schemes that support small as well
as large attribute universe. In small universe schemes, the set of attributes used
in the system is fixed during system setup. On the contrary, in large universe
constructions, the size of the attribute universe can be exponentially large in
the security parameter as the attribute parameters are dynamically computed
after the system setup. The signer privacy for key-policy ABS of [6,12] ensures
that the signature of a message for the attribute set W reveals nothing about
the access structure A of the signer except the fact that A is satisfied by W.
Specifically, even a computationally unbounded adversary cannot recognize the
access structure or the signing key used to compute the given signature. ABS
has found several applications like attribute based messaging, attribute based
authentication and trust-negotiation, leaking secrets, etc.

The protection of secret key (decryption key in case of encryption whereas
signing key in case of digital signature) is pivotal to all security guarantees in
any cryptosystem. Standard notions of security cannot protect the system once
its secret key gets compromised. In practice, we cannot assume the secret keys
are kept perfectly secure at all times. For instance, an adversary might learn
secret information from a physically compromised device or from a malicious
user. A variety of frameworks have been proposed in an attempt to mitigate
the potential damages caused by secret key exposure, including forward security
[2], key-insulated cryptography [5] and intrusion resilience [7]. We focus here
on key-insulation mechanism in the context of digital signature design. In this
framework, a physically secure but computationally limited device, called helper,
is involved. Initially, the key generation authority creates a helper key and initial
signing key for every user. The helper key is stored in helper whereas the initial
signing key is issued to respective user. The lifetime of the system is divided
into several discrete time periods. The user can update his initial signing key at
regular time periods with the help of helper without further access to the key
generation authority. This greatly reduces unnecessary burden on the author-
ity. The updated signing keys are called temporary signing keys. In every time
period, the user can obtain the temporary signing key for the current time period
by combining the temporary signing key of the previous time period with the
partial key returned by the helper. The partial key is computed using helper key.
Note also that any temporary signing key can be updated to either future time
periods or past time periods according to user choice. The public key remains
same throughout the lifetime. A temporary signing key for some time period is
used to sign every message during that time period. The signatures are labeled
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with the time period during which they were generated. The exposure of signing
keys for some time periods do not enable an adversary to create signing keys
for non-exposed time periods as long as the helper is not compromised (it is
assumed that helper is physically secure). Thus this framework can minimize
the damage caused by signing key exposure.

Recently, Chen et al. [4] added key-insulation mechanism to the key-policy
ABS of [9] and constructed an attribute based key-insulated signature (ABKIS)
scheme in the key-policy setting. The ordinary ABS schemes are not appropriate
for certain applications. For instance, consider a scenario in which Alice, who is a
bank manager, wishes to take a vacation and wants to delegate her subordinate
Bob to complete her daily business. Clearly, the mere ABS schemes are not
enough to meet such requirements. Using ABKIS frame work, Alice can compute
the temporary signing keys correspond to the time periods of her vacation and
send those keys to Bob. Consequently, Bob can sign on behalf of Alice during
the designated time periods.

There are several limitations of [4]: (a) The scheme handles only threshold
policies, i.e., the signing key is computed according to threshold policy. The
signing and verification attribute sets are essentially the same, i.e., the scheme
reveals the attributes that the signer used to generate the signature. This may
not desirable for certain applications like secret-leaking environments [11]. How-
ever, the scheme preserves signer privacy, a legitimate signer is indistinguishable
among all the users whose access structures accepting the attribute set speci-
fied in the signature verification. (b) The size of the signature and the number
of pairings required in verification are proportional to the number of underlying
attributes. Specifically, the signature includes 4 group elements for each involved
attribute and verification process requires 4 pairing operations for each required
attribute, which could be prohibitively costly. (c¢) The scheme works for small
universes of attributes. We address each of these limitations in this work.

Wang et al. [13] proposed a threshold policy ABS scheme with message recov-
ery based on [8] and an identity based message recovery signature [15]. The size
of the signature and the number of pairings during verification grow linearly
with the number of involved attributes, in [13]. There is no ABKIS with mes-
sage recovery proposed so far. Note that one can extend the ABKIS of [4] to
support message recovery mechanism using the framework of [15], but the above
mentioned limitations (a), (b) and (c) remain unchanged. To the best of our
knowledge, [4] is the only ABKIS scheme (without message recovery) available
in the literature.

1.1 Owur Contribution

In this work, we consider designing key-insulated signatures with message recov-
ery in the attribute based setting to achieve the following three main goals
(i) secret key security: to mitigate the damage caused by the signing key expo-
sure, (ii) communication efficiency: to realize constant message-signature size
and (iil) expressive access policies: to exploit as expressive access structures as
possible.



218 Y.S. Rao and R. Dutta

Table 1. Comparative summary of ABKIS schemes.

Scheme Signature | Verification cost | Access structure | Security | Assumption | Attribute
Size Exp | Pairings Universe
[4] 4.5 ) 4.5 threshold policy | selective | cDH small
SU-ABKIS | 4 - 4 LSSS-realizable | selective | cDHE small
LU-ABKIS | 4 5 4 LSSS-realizable | selective | cDHE large

We propose the first attribute based key-insulated signature, ABKIS, schemes
with message recovery for expressive linear secret-sharing scheme (LSSS)-
realizable access structures in the key-policy framework. Our designs feature
constant number of pairing computations for signature verification and constant
message-signature length. In these constructions, the signing key is computed
according to LSSS-realizable access structure over signer’s attributes. We present
two variants of these schemes, the first for small attribute universe and the sec-
ond for large universe setting.

Small Universe Construction. We construct an ABKIS scheme with message
recovery for small universes of attributes, referred as SU-ABKIS, by adapting
the message recovery technique of [15], in which the whole message is embedded
in a signature and it can be recovered by the verification algorithm. The signer
can update his signing key to any time period without help of the authority
and without changing his access structure by interacting with a helper device (it
holds another secret key called helper key which is user specific). The signature
consists of 4 group elements and a fixed length string (the string is appeared
due to message recovery mechanism), and the signature verification can be done
within 4 pairing executions. These measures are independent of the number of
required attributes.

Large Universe Construction. We also present another ABKIS scheme with
message recovery that can deal with large universe of attributes, referred as
LU-ABKIS. The LU-ABKIS preserves the same functionality as that of SU-
ABKIS except the size of public parameters is linear to the maximum number of
attributes used to sign a message, as opposed to the size of attribute universe in
small universe construction. And, verification needs § exponentiations in addi-
tion to 4 pairings, J is the number of attributes used in signing process. In our
LU-ABKIS, the actual attribute set used to sign a message is hidden inside a
larger attribute set and the verifier is provided with the latter one to verify the
signature. As a result, the verifier cannot recognize the actual set of attributes
utilized in the signing process (see Remark 6 in Sect. 3.1 for details). In contrast,
the ABKIS of [4] needs to reveal the original signing attribute set to verify the
signature. This means the signing and verification attribute sets are equal. In
sum, our LU-ABKIS construction overcomes all the limitations (a), (b) and (c)
of [4] mentioned in the previous section (see Table1).

Both the proposed signature schemes protect signer privacy in the sense
that the distribution of the signature is independent of the signing key used
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to compute it and hence no one can get any information about the signer’s
access structure or attributes involved in the generation of a signature. Conse-
quently, a legitimate signer is indistinguishable among all the users whose access
structures accepting the attribute set specified in the signature verification. The
signing key size in both the proposed constructions is quadratic in number of
involved attributes. However, the number of required bilinear pairing evaluations
is independent of this size. The key-insulated and strong key-insulated security
of our ABKIS schemes are analyzed in selective attribute set and random oracle
model under the computational Diffie Hellman Exponent (¢cDHE) assumption.

Table 1 presents comparative summary of our schemes against ABKIS (with-
out message recovery) scheme [4].

2 Preliminaries

We use the following notations in the rest of the paper.

x|y : concatenation of two strings = and y

® : X-OR operation in binary system

Tyl : first ¢ bits from left

[y]* : first ¢ bits from right

[n)] :{1,2,...,n}, for any positive integer n

s «+—p S : operation of picking an element s uniformly at random from the set S
ab s aby —|—~--+ajbj, if @ = (al,...,aj),b: (b1,...,bj) € Zg]

rd : (rai,ras,...,ra;), where r € Z, and @ = (a1,...,qa;)

Definition 1. We use multiplicative cyclic groups G, G of prime order p with
an efficiently computable mapping e : GxG — Gq such that e(u?,v?) = e(u,v)?®,
YV u,v € G, a,b € Z, and e(u,v) # lg, whenever u,v # lg. Here 1g (or 1lg,)
is identity element in G (or Gp). We denote the bilinear group parameters as
Y = (p, G, Gy, e) in the remainder of the paper. O

adt?2

Definition 2. Given the instance (g, ¢%,... 9% g Y ,g“Qq) € G2, where
a «pr Zp, a random generator g «—r G, the computational g-Diffie-Hellman

Exponent (¢-DHE) problem is to compute g“ﬁl. O

Definition 3. Let U be the universe of attributes and P(U) = {S : S C U}.
Let P(U)* = P(U)\{0}. Every non-empty subset A of P(U)* is called an access
structure. Any access structure A satisfying the condition [A C B and A €
A implies B € A] is called a monotone access structure. An attribute set C
satisfies the (monotone) access structure A (in other words, A accepts C) if and
only if C' € A. In this case, C is called an authorized set in A. Note that C does
not satisfy A if and only if C ¢ A. O

Definition 4. Let A be a monotone access structure. A linear secret sharing
scheme (LSSS) for A over a field Z, is an ¢ x k matrix M with entries in Z,,
along with a row labeling function p which associates each row ¢ of M with an
attribute p(i) in A, that consists of the following two polynomial time algorithms:
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Share (M, p, ) takes as input M, p and a secret o € Z,, to be shared. It samples
as,as,...,ax g Ly and sets ¥ = (a,az,as,...,ax) € Z5. It outputs a set
{06) Ao = Miﬁ}ie[g] of ¢ shares, where M, € Z’; is 7th row of the matrix
M. The share A,¢;y belongs to the attribute p(i).

Recover (M, p, L) takes as input M, p and an authorized attribute set L € A.
It outputs a set of constants {w;},cr C Zp, where I = {i € [{] : p(i) € L},
satisfying Zie]wiMi =(1,0,...,0), ie., D icrwidpe) = a. O

Remark 1. Note that the constants {w; };er can be computed in time polynomial
in the size of the matrix M using Gaussian elimination. We denote A by the LSSS
(M p) and is called LSSS-realizable access structure. O

2.1 ABKIS with Message Recovery Template

Apart from the Trusted Authority (TA), this model employs another device
called helper which is physically secure but computationally limited. The TA
creates a helper key and initial signing key for every user. The initial signing key
is computed according to some access structure over user attributes. An ABKIS
with message recovery is a set of the following six algorithms.

Setup(k). The TA takes as input a security parameter x and generates the
system public parameters params and system master key MK. The public
parameters params include a description of the attribute universe U, time
period index space T and the message space M. Here params are publicly
available to all users and MK is kept secret by TA.

KeyGen(params, MK, A). On input params, MK and an access structure A over a
set of attributes Ly C U, the TA computes a helper key HK, and an initial
signing key SKK associated with A. The helper key HK, is stored in the
helper and the user holds the initial signing key SKK.

HelperUpdate(params, HKy, t1,t2). This algorithm is executed by the helper for
the user holding an access structure A with the input params, HKy, time
period indices ¢1,t2 and returns an update key UKR1 % for A from the time
period 1 to time period ts.

UserUpdate(params, SK!, 1, to, UKL ~'2). Given public parameters params, tem-
porary signing key SKK associated with A for time period t;, time period
indices t1,t2 and update key UKKHQ, the user performs this algorithm and
obtains the temporary signing key SKK associated with A for time period
ty. The user erases the temporary signing key SKK1 for the time period t;.

Sign(params, msg, t, SK, 7). To generate a signature on a message msg € M
with respect to an attribute set W € A at time period ¢, the signer runs this
algorithm with the input params, msg,t,SKR,W and outputs a signature
(t,T") consisting of the time period ¢ and a signature T".

Verify(params, (t,I'), W). Given a candidate signature (¢, I') and an attribute set
W, this algorithm outputs 1 if ' is a valid signature with respect to the
attribute set W in time period ¢t. Otherwise, it returns 0.
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Remark 2. In the above ABKIS, one can update the temporary signing key SK4!
to SKK in one step for any time periods t1, t3. This mechanism is called random-
access key updates. Neither forward secure systems [2] nor intrusion resilience
systems [7] support this functionality. O

2.2 Security Definitions for ABKIS with Message Recovery

Following [4,14], we formalize here the key-insulated and strong key-insulated
security, and signer privacy which are the typical security requirements for
ABKIS schemes.

Key-insulated and strong key-insulated security. In key-insulated security notion,
the exposure of any of the temporary signing keys for some time periods do not
enable an adversary to create a valid signature for the non-exposed time periods
as long as the corresponding helper keys are not compromised. On the other
hand, in strong key-insulated security model, the exposure of helper keys do not
enable an adversary to generate a valid signature for any time period as long
as none of the temporary signing keys are compromised. These security notions
are defined based on existential unforgeability under selective attribute set and
time period index, and adaptive chosen message attack framework, in which the
adversary needs to submit an attribute set and time period index pair before
obtaining the system public parameters and the forgery must be created for that
pair on any message. Formally, we define these security notions as follows.

Definition 5. (Key-insulated Security). An ABKIS scheme with message
recovery is said to be (7, gk, ¢TsK gsign, €)-key-insulated if for any probabilistic
polynomial time (PPT) adversary A running in time at most 7 that makes at
most gkg key generation queries, grsk temporary signing key queries and gsign
signature queries, the adversary’s advantage Advify_ins = Pr[A wins| < € in the
following game (between a challenger C and the adversary A):

1: First C selects a security parameter , and specifies an attribute universe U
and time period index space T. Then A outputs an attribute set W* C U
and a time period index t* € T.

2: C performs Setup algorithm and sends params to A.

3: A is given access to the following three oracles.

e Key generation oracle Okg(A): when A submits an access structure A with
the restriction W* ¢ A, C runs KeyGen algorithm and returns a helper key,
initial signing key pair (HK4, SK?) to A.

e Temporary signing key oracle Otsk(A,t): When A4 submits an access
structure A and time period index t with the condition ¢t # t*, C com-
putes the temporary signing key SK’ for the time period t by executing
HelperUpdate, UserUpdate algorithms and sends it to \A.

e Signature oracle Osign(msg, W,t): On receiving a message msg € M, an
attribute set W C U and a time period index t € T from A, C chooses
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an access structure A such that W € A, computes the temporary sign-
ing key SK} and forwards the signature (t,T') to A that is returned by
Sign(params, msg, t, SK} , ).

4: At the end A outputs (W*, ¢*, msg*, I'*).

We say that A succeeds if Verify(params, (¢*,T*), W*) = 1 and (msg*, W*,¢*)
was never queried to the signature oracle. a

Remark 3. In the foregoing definition, the adversary can obtain the helper key
and initial signing key for any access structure which is not satisfied by the
challenged attribute set W* by issuing key generation queries. So, he can further
compute temporary signing key of that access structure for any time period of
his choice including t*, without accessing temporary signing key oracle because
he knows the corresponding helper key.

On the other hand, the temporary signing key oracle is actually meant for
the access structures accepting W*. Adversary can get temporary signing key of
an access structure accepting W* for any time period except t* by querying the
temporary signing key oracle. The helper keys of such access structures are not
known to adversary. Wlog, we can assume that adversary issues only temporary
signing key queries for the access structures accepting W*. g

In the strong key-insulated security notion defined below, the adversary is
prohibited to request temporary signing keys and hence the challenge time period
index t* is not necessary to submit before receiving the system public parameters.

Definition 6. (Strong key-insulated Security). An ABKIS scheme with

message recovery is said to be (7', kg, gk, sign, €)-strong-key-insulated if for any

PPT adversary A running in time at most 7 that makes at most gk key gener-

ation queries, guk helper key queries and gsjgn signature queries, the adversary’s

advantage Adv¥°"6 ™ = pr|

challenger C and A):

1: First C selects a security parameter x, and specifies an attribute universe U.
Then A outputs an attribute set W* c U.

2: C performs Setup algorithm and sends params to A.

3: A is given access to the following three oracles.

A wins] < e in the following game (between a

e Key generation oracle Okg(A): Same as Definition 5.

e Helper key oracle Opk(A): when A submits an access structure A, C runs
KeyGen algorithm, obtains the helper key HK, and returns it to A.

e Signature oracle Osign(msg, W, t): Same as Definition 5.

4: At the end A outputs (W*, t*, msg*, T™*).

We say that A succeeds if Verify(params, (t*,T*), W*) = 1 and (msg*, W*,t*)
was never queried to the signature oracle. O

Remark 4. In Definition 6, temporary signing key queries are not explicitly pro-
vided for the adversary. However, the adversary can derive temporary signing
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keys for the access structures A such that W* ¢ A through key generation ora-
cle Okg(+). Hence the adversary can compromise a temporary signing key in
any time period for the access structures not accepting the challenged attribute
set W*. On the other hand, he can obtain helper key of any access structure
independent of such restriction by querying helper key oracle Opx (). a

Signer Privacy. This property ensures that the distribution of a signature is
independent of the temporary signing key that is used to generate it. This means
that one cannot get any information about the access structure A held by the
signer from a signature for the attribute set W in time period ¢, other than
the fact that W satisfies A. Precisely, the actual signer is indistinguishable from
all the users whose access structures accepting the attribute set specified in the
signature. Formally, this security notion is defined as follows.

Definition 7. An ABKIS scheme is said to provide signer privacy if for any
message msg € M, all (params, MK) « Setup(k), all signing access structures
A and A’, all time periods ¢, all signing temporary signing keys SK4 and SK},,
all attribute sets W such that W satisfies both A and A’, the distributions of
Sign(params, msg, ¢, SK, W) and Sign(params, msg, t, SK},, W) are equal. O

3 Proposed ABKIS with Message Recovery

3.1 ABKIS Scheme with Message Recovery for Small Universe

In this section, we present an ABKIS scheme with message recovery for small
universes of attributes, referred as SU-ABKIS, that supports fixed length mes-
sages. We adapt the key updating technique used in [3] where the keys are
randomized by means of pseudorandom function (PRF). A simple randomness
is not adequate because the same attribute might held by several users and a
user may derive the random exponents for other time periods from the current
time period. Hence the randomness introduced in the key update process must
be the time period as well as the attribute specific. To this end, we use a PRF
family F = {PRF; : s < {0,1}*}, where PRF; : {0,1}?* — {0,1}* such that
given a k-bit seed s and 2x-bit input ip, the PRF PRF; outputs x-bit string
PRF(ip). We treat each time period index as an element in Zj, i.e., T' = Z; and
the message space is M = {0,1}%1. Let U = {1,2,...,n} = [n] be the attribute
universe. Our SU-ABKIS is composed of the following six algorithms.

Setup(k): The TA carries out the following steps.

1. Choose ¥ = (p, G, Gy, e) according to the security parameter .

2. Select four collision resistant hash functions H : {0,1}* — G, H; : {0,1} —
{0,1}*2, Hy : {0,1}*2 — {0,1}** and H' : {0,1}* — {0,1}*+*2 where {1, (5 €
N, the set of all natural numbers.

Sample a < g Z,, a random generator g «<—r G and set Y = e(g, g)*.

4. Pick wy,ws < g G. Define a function F : Z, — G by F(t) = wjwb.

@



224 Y.S. Rao and R. Dutta

5. Select v «—g G. For each attribute k € U = [n], choose vy, g G.

6. The system master key is MK = « and the system public parameters are pub-
lished as params = <Ea 9, Yv v, W1, Wz, {vk}ke[n]a Ha H17 HQ; Hla F’ U= [Tl], T =
Zy, M = {0, 1},

KeyGen(params, MK, (M, p)): To compute a helper key HKnyg ) and an initial
signing key SK?M p) associated with an access structure (M, p), the TA performs

as follows. Each ith row Mi of the LSSS matrix M of size v x 7 is associated
with an attribute p(i) € [n]. We assume that the time period index is 0 for initial
signing key.

1. Pick hkay,py < r {0,1}" and choose PRFy,, = € F.

2. Sample z,...,2; <pr Zp and set ¥ = («, 22, ..., 2,).

3. For each row i € [v],

e compute A,y = = M;¥ and ¥i,0 = PRFhi,,, (0] (7))
(if the length of each input string for PRF is less than «, then we add
required number of 0s on the left side of the string to make 2x-bit long),

e pick r; g Z, and set
d?1 = gy = gh0 )y = gNO (Vv TF(0)0, &Yy = {dY,,, =
3 e\ {p()} -

. The initial signing key is SK(M o = (M, p), {d?,,d5,d 5,d 4 - i € [V]}).

. The helper key is HK g ) = (p, hkqar,p))-

Ot

HelperUpdate(params, HKy ), 1, t2): To construct the update key UK’EIIMTJ)Q for
(M, p) from the time period t; to time period to, the helper carries out the

following steps.

1. For each row i € [v],
e compute v; ¢, = PRFhk(M,p) (tal(i))? Vit = PRFhk(M,p) (tQHP(i))’
o set UK(YT™ = F(ty) iz - F(ty) 7on, UKD = glice,

2. The update key is UKy = {UKfll_’tQ UK?;“‘ i€ v}

UserUpdate(params, SK(M oy b t2, UKEM_Z)Q) : The user computes the temporary

signing key SK(M ») for time period t5 from the temporary signing key SKtM )

t1—to

for time period ¢; by using update key UK(M by s follows.

1. Parse the temporary signing key for (M, p) at time period t; as SK! (M,p) =

<(M’ p)’{df,lhd:,l%df,l&df,lzl NS [V]}’>7 where dz,ll = gnvdf,l = gVt df,l
g0 (00,00 F (t1) 0, diYy = {dPy o = Vi bkem\ (o)} -

2. The update key UKtl_)t2 is parsed as UKEM_HE)Q {UKE}?”, UKE}Q_"&2 i€ v}

3. The user sets the temporary signing key for (M, p) and time period ty as
SKE?\/JI p) = <(M7p)7{df?hdf,z%df?dadf,i S [V]}>’ where df,zl = df,lpdf?z =
UK, ™™, di% = diy - UKD and df24 k= iy Yk € (0] \ {p(0)}-

4. The temporary signing key SK for the time period t; will be discarded.
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Note: At time period to, it can be seen that dt2 = ”,dﬁ’g = g'”w”z,df?3 =
90 (00" F(t2) 2, % = {2 = v heepoio)-

Sign(params, msg, t, SKEM’p), W): The signer with a temporary signing key SK’EM”O)
for LSSS access structure (M p) and time period ¢ generates the signature on
a message msg € {0,1}*1 for the attribute set W satisfying (M, p) as follows.
The temporary signing key SKEM p) for the time period ¢ is parsed as SK’EM,p) =
(ML p), {d} 1, df 5, di 5, dE 2 € [V]}).

1. Compute 8 = H'(t|[W]|Y),m = Hi(msg)||(Hz(Hi(msg)) ® msg) and ¢ =

B m.
2. Obtain a set of constants {w; € Z, : i € I} «— Recover(M, p, W), where

I={ic[v]:p(i) e W}, satisfying .., w;M; = (1,0,...,0). This is possible
since W satisfies (M, p).
3. Choose zy, ..., 2, < g Zp and define 2= (0, 25, ..., 27).

4. Foreachie[] plckr blt —Rr Zy andcomputedtl—d 1 g ,dz2 df o -

b dts _dz3 g (Wp()) F( )Pt dt = {dz4k d14k vk }ke (n]\{p(i)}-
5. Sample9 &,( <R Z, and set 0 = ¢, 01—95]_[ ( D)o =g TI ( 372)%’
el
~ Wi 5
os =T (A5 T d4s)" (0 I v Hcllollonlloalitl )7 - (1)
el keW,k#£p(i) kew
6. The signature is I' = (¢, 0, 01,02, 03) and finally outputs (¢,T').

Verify(params, (¢t,T'), W): Given a signature (¢t,I' = (c¢,0,01,09,03)) and an
attribute set W, the verifier performs in the following way.

1. Check validity of the following equation

6(037 g) ; Y (1)
e(vvew vk 01) - e(H(cl|ollon||o2|[t]|[W), o) - e(F(t), 02)

If it is not valid, output 0. Otherwise, proceed as follows.

Compute 8 = H'(t||W|]Y) and m = c® (.

Recover the message msg = [m]“ @ Hy(2[m]).

4. Return 1if 2[m] = H;(msg) and accept I as a valid signature of the message
msg in time period . In this case, the message msg € {0,1}%* is recovered.
Otherwise, output 0.

W

Remark 5. We can modify the above construction for messages of fixed length
¢ to deal with messages of any length, i.e., msg € {0, 1}*. To sign a message of
length less than ¢, one can pad spaces after the message until /; and can use
the foregoing scheme. If message size is larger than ¢1, a part of the message
of length ¢; is embed in a signature and can be recovered in verification phase
and the other message segment is sent together with the signature. Specifically,
divide the message msg into two parts as msg = msg,||msg, such that size
of msg; is ¢;. In the corresponding scheme, replace msg with msg;, compute
B = H'(t||W]|Y||msg,) instead of 8 = H'(¢||WW||Y) and everything else remains
the same. In verification phase, recover msg; and pad with the available msg,
as msg; ||msg, in order to obtain msg. O
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Remark 6. In signing process, W satisfies (M, p) means there exists an attribute
set W C W L,y Lw,p) is the set of attributes assigned to the rows of the

matrix M, such that the rows of M corresponding to the attributes of 1% (the
row set [ in the construction) spans the vector (1,0, ...,0). The signer computes
the signature using the signing key components corresponding to the attributes
appeared in W. The set W is completely hidden in the process (i.e., hidden
in W) and the verifier is given the attribute set W. In verifier or adversary
point of view, the signer can use any subset of W. Consequently, the verifier
cannot identify the subset of signer attributes which has originally been used to
generate a signature from the set P(W)* of all non-empty subsets of W. But, he
can verify the signature using the whole attribute set W. In contrast, the signing
and verification attribute sets are same in existing ABKIS [4], i.e., the signer
needs to expose the attributes used to create a signature. O

3.2 Large Universe ABKIS Scheme with Message Recovery

We present here an ABKIS scheme with message recovery for large universes
of attributes, which we denote as LU-ABKIS. In this construction U = Z; be
the attribute universe. We impose a bound, say N, on the size of attribute set
used in signing algorithm. Note that one can extend our small universe ABKIS
construction to support large universe by using a collision resistant hash function
to compute the attribute values after system setup. However, the signer needs to
reveal his attributes used to create a signature as in ABKIS scheme of [4], which
is not desirable. To preserve signer attribute anonymity as well as to realize
constant-size signature like our small universe ABKIS scheme, we change the
signing key generation process using the technique of [1].

Setup(k): Given a security parameter s, the TA executes the following steps.

1: Choose suitable ¥ = (p, G, Gy, €) according to k.

2: Select four collision resistant hash functions H : {0,1}* — G, H; : {0,1}"* —
{0,1}%, Hy : {0,1}* — {0,1}** and H' : {0,1}* — {0,1}17%2 where {1, (5 €
N.

3: Choose a PRF family F = {PRF, : s < {0,1}*}, where PRF; : {0,1}** —
{0,1}".

4: Sample a «—pg Z,, a random generator g <—r G and set Y = e(g, g)*.

5: Pick wy,wy g G. Define a function F : Z, — G by F(t) = ww}.

6: Pick Vo, V1,..., VN «—pr G. Where N is a bound on the size of signing attribute
set used in signing algorithm below.

7: The system master key is MK = v and the system public parameters are
params — <E,N,Q,KW1,WQ,%, {Vk}kE[N]vHa Hl,HQ,H,,F, U = Z;,T =
Zy, M = {0, 1},

KeyGen(params, MK, (M, p)): The TA performs as follows. Each ith row M; of
the matrix Ml of size v x 7 is associated with an attribute p(i) € Z.
1: Pick hkay, p) «—r {0,1}" and choose PRFhk ., € F-
2: Sample 29, ...,2, «<—g Zp and set ¥ = (o, 22, ..., 27).
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3: For each row i € [v], compute A ;) = M;7 and ;0 = PRFhk .,y (01]p(7)). Pick
ri Ly and set dY | = g™, d0, = g¥0,d) g = MO VIIF(0)700,
k— r
d?4 {dz 4.k = = o IV’C) 1};::2'
4: The initial signing key of (M,p) is SK?wa) = (M, p),{d?,,d,,djs,

d?,4}ie[u]>-
5: The helper key is HKuy, ) = (p, hku,p))-

HelperUpdate(params, HKy ), t1, t2): Same as SU-ABKIS construction.
UserUpdate(params, SKE;W Jt1, to, UKtl*h) Same as SU-ABKIS construction.

Sign(params, msg, t, SKEwa ,W): Here msg € {0,1}** and W satisfies (M, p)

The signing key SK(y; ,) is parsed as SK{y; ,) = (M, p), {d! |, d} ,,d! 5,d}, i €
v]}). Note that [W| < N.

1: Compute 8 = H'(t||W||Y),m = Hi(msg)||(H2(H1(msg)) & msg) and ¢ =
8@ m.
2: Choose 25,. .., 4. «r Z, and define 2 = (0, 25, ..., 2.).

3: For each row ¢ € [v], pick 7},b;y <—r Z, and compute d = dj, -

g diy = diy - g, d§,3 =dis- g ﬂVO F( )bt dt4 = {dz,4,k =diyp-
o ()E1 AN
(Vl p(3) Vk) [}k:Q'

4: Obtain a set of constants {w; € Z, : i € I} — Recover(M, p, W), where
I={iec[v]:p(i) € W}, satistying >, ; w;M; = (1,0,...,0). This is possible
because W satisfies (M, p).

5: Compute (y1,¥2,...,yn) such that
Py (X) = Hwew( —w) = YWy, - X971 Note that if [W] +1 < N,
then set yjp |42 =+ = yn = 0. So, Py (X) = Zj RTED. Ch

6: Sample 0,&,( < Z, and set 0 = g, 01 = g° [] (d;l)w ,o9 = g% [1 (d§72)wi,

i€l iel
N w;
-~ -~ 7 E
o3 = T (@ T1 (@0)") " (Vo T1 V™) Hcllolonloal HW)° - F (1)
icl k=2 ke[N]

7: The signature is T = (¢, 0,01, 09, 03) and output (¢,T').

Verify(params, (t,T'), W): Given a signature (¢,I' = (c¢,0,01,02,03)) and an

attribute set W with |W| < N, the verifier executes the following steps.

1: Compute (y1,¥2,--.,yn) such that

Py (X) = [Tpew (X —w) = Ypcin - X* 1 as above.
2: Check validity of the following equation

6(0379)

Vo T Vi 1) - e(H(cllollolloall), ) -e(F Do) )

If it is not valid, output 0. Otherwise, proceed as in a manner similar to that
of our small universe construction SU-ABKIS.



228 Y.S. Rao and R. Dutta

3.3 Security Proof of SU-ABKIS and LU-ABKIS

Theorem 1. Suppose the attribute universe U has q attributes (resp., N =
q is a bound on the size of signing attribute set used in signing phase), the
hash function H is modeled as random oracle, the hash functions Hy, Hy, H'
are collision resistant and F = {PRF; : s «pg {0,1}*} is PRF family. Assume
the computational qg-DHE problem is (T',€)-hard in G. Then, our SU-ABKIS
(resp., LU-ABKIS) scheme is (T, gk, GTsK; GSign, €)-key-insulated in the random
oracle mOdel; where T =T' — O(q2 (QKG + qTSK) + gSign + qH)/Temp - 2/Tpair~ H6T67
gn s number of H hash queries allowed during simulation, Teyp is cost of one
exponentiation and Tpqir 15 cost of one pairing computation.

Theorem 2. Suppose the attribute universe U has q attributes (resp., N =
q is a bound on the size of signing attribute set used in signing phase), the
hash function H is modeled as random oracle, the hash functions Hy, Hy, H' are
collision resistant and F = {PRF; : s «pg {0,1}*} is PRF family. Assume the
computational qg-DHE problem is (T, €)-hard in G. Then, our SU-ABKIS (resp.,
LU-ABKIS) scheme is (T ,qxG, gHK, Gsign, €) -strong-key-insulated in the random
oracle model, where T =T’ — O(q2 “ QKG + GSign + qH)’Z;mp — 2T qir-

Theorem 3. Both the proposed SU-ABKIS and LU-ABKIS schemes provide
stgner privacy.

Due to page restriction, the proofs will be given in full version of the paper.
4 Some Possible Extensions

Constructions Without Random Oracles. We can further extend our
ABKIS schemes to realize security reduction in standard model as follows. The
hash function H is redefined as H : {0,1}* — {0,1}¢. Pick wg, w1,...,w, < r G
and define F : {0,1}¢ — G by ﬁ(xl,...,xg) = wow(! - w,y®. In signature
component o3, replace H(c||o||o1||os||t]|W)? with ﬁ(H(c||01||o'2|\tHW))9 and
change the verification tests accordingly.

Schemes Supporting Negative Attributes. We can extend our construc-
tions to support negative attributes by treating the negation of an attribute as
a separate attribute. This doubles the total number of attributes used in the
system. However, the resulting schemes attains the same efficiency as that of
our monotone access structure primitives.

5 Conclusion

We presented the first ABKIS schemes with message recovery for expressive
LSSS-realizable access structures that feature constant number of pairing com-
putations required for signature verification process and constant message-
signature length. The (strong) key-insulated security of ABKIS schemes are
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reduced to the computational ¢g-DHE problem in selective attribute set and
random oracle model. Both the proposed constructions provide signer privacy.
The signing key size in our constructions is quadratic in number of involved
attributes.

Acknowledgement. The authors would like to thank the anonymous reviewers of
this paper for their valuable comments and suggestions.
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Abstract. X OR-based visual cryptographic schemes for non-monotonic
(k,n)-threshold access structures deviate from the fact that the superset
of any collection of k+ 1 or more participants may not get the secret back
while providing their shares together. In this paper, we generalize this
access structure to non-monotonic ¢-(k,n)*-access structure in which ¢-
essential participants along with any other (k — t) participants can reveal
the secret, 0 < ¢t < k and 2 < k < n. This notion is a generalization
of the non-monotonic (k,n)-threshold access structure in the sense that
if we take t = 0, we get the non-monotonic (k, n)-threshold access struc-
ture. Visual cryptographic schemes for ¢-(k, n)*-threshold access structure
based on Boolean “OR” operations are available in the literature. However
the contrast of the reconstructed image is very poor, resulting a very bad
recovery of the secret image visually. In this paper we study the same sce-
nario for the “XOR” based model which provides much better relative con-
trast for the reconstructed secret image. We provide an efficient technique,
based on simple linear algebra, to construct the basis matrices realizing the
XOR-based non-monotone (k,n)-VCS with ¢t many essential parties. The
contrast of the scheme is significantly better than the existing OR-based
schemes. Finally, for some restricted ¢-(k, n)* non-monotonic access struc-
tures, we provide a scheme which not only achieves the optimal relative
contrast but also achieves the optimal pixel expansion.

Keywords: Non-monotone Threshold Access Structure - Essential par-
ticipants - Pixel expansion - contrast - Linear algebra

1 Introduction

A Visual Cryptographic Scheme (VCS) for a set of n participants P =
{1,2,...,n} is a variant of secret sharing, that encodes a secret image ST into
n shares which are distributed by the dealer among n participants in the form
of transparencies on which the shares are photocopied. Such shares have the
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property that only “qualified” subsets of participants can visually recover the
secret image by carefully stacking the tranparencies. A monotone (k, n)-threshold
visual cryptographic scheme consists of two phases:

1. Sharing Phase: During this phase, the dealer D shares the secret among
the n participants. In this phase the dealer sends some information, known
as share, to each participant.

2. Reconstruction Phase: In this phase, a set of parties (of size at least k)
pool their shares to reconstruct the secret.

In the sharing phase dealer wants to share the secret in such a way that satisfies
the following two conditions:

1. Correctness: Any set of k or more participants can reconstruct the secret
by pooling their shares.

2. Secrecy: Any set of k—1 or less participants can not reconstruct the secret.
Moreover, for perfect secrecy, any set of k — 1 or less participants will have
no information regarding the secret.

The first threshold VCS was proposed by Naor and Shamir [11]. This concept
has been extended in [1,2,4,5] to general access structures. In the literature of
(k, n)-threshold VCS most of the constructions are realized by constructing so
called basis matrices. In 1996 Droste [8] gave a brilliant algorithm to construct
basis matrices of any (k,n)-threshold VCS and used linear program for finding
the lower bound of the pixel expansion.

The mathematical operation that lies beneath the physical implementation
of the above mentioned schemes is the Boolean operation “OR”. However the
major problems for any OR-based visual cryptographic scheme are the huge
share size (pixel expansion) and very poor contrast of the reconstructed image.
Several papers have been published to minimize the pixel expansion and to
maximize contrast. One may refer to [6,13] for a quick and detailed survey of
these problems.

Arumugam et al. [3] introduced a VCS for a special type of access structure,
called a (k,n)*-VCS, to address the scenario where one participant is “essential”.
Guo et al. [7] generalized this concept of (k,n)*-VCS by considering (k,n)-VCS
with ¢ essential participants.

1.1 An Alternative for “OR” Based VCS

As pointed earlier, OR based visual cryptographic schemes suffer from the low
quality of the reconstructed image. To improve upon the quality (contrast) of the
superimposed image, several attempts were made. Tuyls et al. [14] gave a VCS
based on polarization of light where the underlying mathematical operation was
the Boolean “XOR” operation. The polarization of light is done by inserting a
liquid crystal layer into a liquid crystal display (LCD). The advantange is two-
fold. First, the liquid crystal layer can be driven in an LCD. Secondly, since the
voltage applied to the liquid crystal layer makes it possible to rotate the polar-
ization of light entering the layer over a certain angle, it facilitates a practical
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updating mechanism. Thus unlike OR-based schemes where a participant has to
carry a number of transcripts to update the shares, in a XOR~based VCS a party
has to carry just one dedicated trusted device that has a display. For recover-
ing the secret image the shares i.e., the liquid crystal layers are to be stacked
together. Moreover, due to the rapid advancement of technology these devices
are getting cheaper. It is a reasonable expectation that polarization based visual
cryptographic schemes will be implemented in every light-weight cryptographic
situation. In [15] the authors constructed a XOR based (n,n)-VCS and proved
that a XOR based (2,n)-VCS is equivalent to a binary code. Further research
were carried out and several papers have been published. One for further stud-
ies, may refer to [9,10,16]. All these papers have the common property that all
of them are non-monotonic in nature, i.e., superset of the minimal qualified set
may not get the secret back if all of them stack their shares.

1.2 Owur Contribution

In this paper, we not only generalize the notion of XOR-based non-monotonic
(k,n)-threshold access structure to the XOR-based non-monotonic t-(k,n)*-
threshold access structure, but also provide efficient construction of the scheme
for the latter one with significantly better relative contrast than the existing
OR-based VCS. The rational thinking behind the non-monotonicity is that for
most of the practical scenarios, the access structure is generally a public infor-
mation. That is, the participants have complete knowledge of the qualified sets
and forbidden sets. Therefore if a qualified set of participants come together
then any minimal qualified subset of it may produce the corresponding shares
to reconstruct the secret image. Thus it is sufficient to restrict ourselves to the
collection of all minimal qualified sets corresponding to the access structure.
Based on this observation, we come up with a new XOR-based VCS for the
non-monotone t-(k,n)*-threshold access structure which is a generalization of
the non-monotonic (k,n)-threshold access structure in the sense that if we take
t = 0, we get the non-monotonic (k, n)-threshold access structure. For the sake of
better presentation and clarity we will denote the VCS for the above mentioned
access structure by t-(k,n)*-NM-XVCS from now onwards. Here, “NM” stands
for non-monotone and “X” stands for the operation XOR. We define the entire
model for the ¢-(k, n)*-NM-XVCS in terms of basis matrices. We provide an effi-
cient technique, based on simple linear algebra, to construct the basis matrices
realizing the t-(k, n)*-NM-XVCS achieving significantly better relative contrast
than the existing OR-based schemes. Finally, for some restricted ¢-(k,n)* non-
monotonic access structures, we provide a scheme which not only achieves the
optimal relative contrast but also the optimal pixel expansion.

2 The Model and Construction for t-(k,n)*-NM-XVCS

We follow standard notations and symbols through out. For the sake of complete-
ness we discuss some of the basic notations and tools needed for this paper. Let
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P = {1,2,3,...,n} denote a set of participants. Without loss of generality, let
the first ¢ participants, namely, 1,2, ...t denote the essential participants whose
shares are necessary to reconstruct the secret image. At this point we want to
emphasize that we work with all those triplets (¢, k, n) which are meaningful. For
example, if kK = n then it does not make much sense to talk about a XOR based ¢-
(n,n)*-VCS. Henceforth, we only consider meaningful triplets (¢, k,n). The case
t=0withn > k > 1 is the XOR based (k,n)-threshold VCS where no par-
ticipant is essential and any k of them can recover the secret. Let 27 denote
the set of all subsets of P. Let @ C 27 and F C 2%, where QN F = 0,
respectively denote the set of all qualified sets and the set of all forbidden sets.
The pair (Q, F) constitutes an access structure on P. In this paper, we consider
Q= Qnin ={X CP:12...,t € X and |X| = k}, the collection of all
minimal qualified sets of participants. The collection of forbidden sets is denoted
by F, where Y € F if and only if there exists i € {1,2,...,t¢} such that i ¢ Y or
|Y'| < k—1. Note that in this paper, we do not care about any subset Y € 27 such
that X C Y, for some X € Q,,,;.. This makes the access structure non-monotone.

Ezample 1. If P = {1,2,3,4,5,6}, t = 2 and k = 4 then Q,,;, consists of
the following minimal qualified subsets of participants By = {1,2,3,4}, By =
{1,2,3,5}, By = {1,2,3,6}, By = {1,2,4,5}, Bs = {1,2,4,6}, Bg = {1,2,5,6}.
Note that {1,2,3} and {2,3,4,5,6} are some of the members of F.

Notations: Let S be an n x m Boolean matrix and let X C P. By S[X] we
denote the matrix obtained by restricting the rows of S to the indices belonging
to X. Further, for any X C P the vector obtained by applying the boolean XOR
operation “+”, to the rows of S[X] is denoted by Sx. The Hamming weight of
the row vector which represents the number of ones in the vector Sx is denoted
by w(Sx).

We are now in a position to give definition of a ¢-(k,n)*-NM-XVCS and then
the definition of the basis matrices realizing it.

Definition 1. Let P = {1,2,3,...,n} be a set of participants among which
the first t participants are essential. A t-(k,n)*-NM-XVCS on P is a visual
cryptographic scheme such that the following two conditions hold:

1. Any minimal qualified set of participants can recover the secret.
2. Any forbidden set of participants does not have any information about the
secret 1mage.

Definition 2. (via Basis Matrices) A t-(k,n)*-NM-XVCS is realized using two
n x m binary matrices S° and S* called basis matrices, if there exist two sets of
non-negative real numbers {ax}xco,,,, and {tx}xeco,,. such that the following
two conditions hold:

1. (contrast condition) If X € Quin, then S%, the “XOR" of the rows indezed
by X of S, satisfies w(S%) < tx — ax - m; whereas, for S* it results in
w(S}() Z tx.
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2. (security condition) If Y = {i1,ia,...,is} € F then the two s X m matri-
ces SO[Y] and S'[Y] obtained by restricting S° and S* respectively to rows
i1,132,...,1ts are identical up to a column permutation.

The number m is called the pixel expansion of the scheme. Also ax and ax -m
respectively denote the relative contrast and contrast of the recovered image
reconstructed by the minimal qualified set X.

We now describe an efficient method to construct the basis matrices realizing
a t-(k,n)*-NM-XVCS. We maintain the same notations described above.

2.1 The Construction

We associate a Boolean variable z; to each participant ¢ for all+ = 1,2,... ,n. If
X € Qpin then X must contain 1,2,...,t and | X| = k. Thus | Qmin| = (Z :i

We arrange the elements of Q,,;, in lexicographic order, say By, Bo,..., B,
where r= (Z :i . We now pair the consecutive subsets, except for the last

subset B, if r is odd, to form | %] groups. For odd r, the last group consists of

only one set, B, itself. Hence for any r, we have [5] many groups.

The groups for 2-(4,6)*-NM-XVCS as in Example 1 are as follows:
Group 1: (B, B2); Group 2: (Bs, By); Group 3: (Bs, Bg).
In general, the i-th group can be described as follows:

(Bai—1,Ba;), for 1 <i < [7’52]7 and any n > 2;
ith Group = (By-1,B), for even r > 2 and i = Z;

(B;), for odd r > 2 and i = [§]

Let fp, = 0 and fp, = 1 respectively denote the linear equations Z zp =0

keB;
and Y wp =1 Fori=12...7 let C; = {ir,is,... i1}, where
keB;
P\ (Bai—1U By;), for 1 <i < [%52], and any n > 2;
C; = P\ (Br—1UB,), for even r > 2 and i = g;

P\ B, for odd r > 2 and i = [5].
Note that C; may be empty for some 7. Further, let ¢, = 0 denote the following
system of linear equations:

5172'1:07 ZL'Z'2:07...7 Z;

=0

t

We consider the following systems of linear equations over the field Z,:
For 1 < i < [%52] and for any r > 3,

fBZifl =0 fB2i—1 =1
fBzi 0p--- (Z) and fBzz' =1 e (Z/)
Fo, =0 Fo, =0
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For i = § and for even r > 3,
fBr—l = O r fBr—l = 1 T/
fp, =0 o(0) and  fp =14 ()
Fec, =0 Fc, =0

For i = [§] and for odd r > 3,

;.Z;zg}...([;}) and j,i_iz(l)}(fgb

Let forany r >3 and 1 <i < [7;2], S? denote the Boolean matrix whose
columns are all possible solutions of the system (i). Also, let S} denote the
Boolean matrix whose columns are all possible solutions of the system (i'). Sim-

ilarly, for any even (odd) r > 3, S% <SP%1) and S%%] (S%g]) denote the Boolean

matrices corresponding to the systems (5) (([5])) and ( %/) ([%]) respectively.

Let (SY,S1) denote the pair of Boolean matrices obtained by the concatena-
tions:
SO=SPIISl- 1150, and S'=SH|SH] - (15T

Fact 1: It is a very well known fact from linear algebra that if we consider two
systems of linear equations Ax = 0 and Ax = b where b # 0, then all possible
solutions of the second system can be obtained by adding (i.e., addition of solu-
tion vectors) one particular solution of the second system to each solution of the
first system. For more details one may refer to [12].

Observation 1: The way we have constructed S° and S* it is now easy to see
that each block S} can be obtained from SY by adding a particular solution of
the system (i’) to each column of S.

Theorem 1. The pair of matrices (S°,S') obtained by the above algorithm,
constitutes basis matrices of the t-(k,n)*-NM-XVCS.

Proof: Let m denote the number of columns of the matrices S or S* (i.e.,
m denotes the pixel expansion). In light of Definition 2 we need to prove the
following:

1. If X € Qunin then w(S%) —w(S%) > ax - m.
2. If Y C P is a forbidden set of participants, i.e., if Y € Q, then S°[Y] and
S'Y] are identical upto column permutation. Let us denote [5] by p.

First we prove the second condition viz., the security condition. Let
Y = {i1,i2,...,is} be a forbidden set. We want to show that S°[Y] and S*[Y]
are identical upto a column permutation. Thus it is sufficient to prove that S?[Y]
and S}[Y] are identical upto a column permutation, for all i € {1,2,...,p}.

We will prove only for S?[Y] and Si[Y]. Rest of them follow in the same
manner. Recall that each column of SY and S was a solution of the systems
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(1) and (1”) respectively such that the variables that are not present in any of
the equations are all set zero. Therefore, if we can prove that there exists a
particular solution of the system (1'), say ¢ = (¢1,¢2,...,¢y,) such that ¢; =0
for j = iy,i2,...,is then by Observation 1, the restricted matrices S°[Y] and
S1[Y] are identical upto a column permutation. Now, since Y is a forbidden set
of participants therefore B; Y for i = 1,2 because otherwise, ¥ would contain
a minimal qualified set and would itself become a qualified set. Suppose p and
o be two such indices (that is, participants) such that 4 € B; and o € By but
w0 ¢ Y. If f = o then ¢, =1 and ¢; = 0 for all ¢ # u, admits a particular
solution to (1’). On the other hand if 4 # o then ¢, = ¢, = 1 and ¢; = 0 for
all @ # p,0 gives rise to a particular solution to (1’). In both cases ¢; = 0 for
j =11,%2,...,1s and hence the proof follows.

In the same manner we can prove that SY[Y] and S}[Y] are identical upto a
column permutation for all i = 1,2, ...,p. Hence the matrices S°[Y] and S![Y]
are identical upto a column permutation.

To prove the first condition that is, the contrast condition let X € Q,n.
Then X = B; for some 1 < j < r, where the symbols have their usual mean-
ing. For S°[X] let us break it up in S?[X]||S9[X]||-- - |SP[X] and for S*[X], in
SHXS3X) - spLx)

Without loss of generality, let X = By = {1,2,3,...,t,t + 1,...,k}. Let
us now consider S°[X] and S'[X] that is, we restrict ourselves on the first k
rows of the matrices. It is not hard to see that each restricted column cy say,
(e1,c2,...,ck)t of S°[X] is a solution of the system (1) and hence ¢; + co +
oot e+ 1+ oo+ e = 0 where “+” denotes addition modulo 2 which is
essentially XOR. Thus it follows that w(S?[X]) = 0 and similarly we can prove
that w(S%[X]) = 2F=1 Now since X # Bj, j # 1, therefore we argue in a similar
manner as for the security condition to get that S?,,[X] and S}, [X] are
identical upto column permutation and hence w(SJQ[ X]) — w(Sjl.[ X]) = 0 for all

j # 1. Taking ax = QK% it is not hard to see that w(S%) —w(S%) > ax -m =
2k=1_ The above technique works for any X € Qin- This completes the proof
of the theorem. 0

Remark 1. Note that, the difference value for the above case is 25~1 but it will
vary for different X depending upon the number of independent variables present
in the corresponding system of equations. It is easy to see that the number of
independent variables in each of the system is at least £ — 1. This is illustrated
in Remark 2.

Corollary 1. Let (t,k,n) be a meaningful triplet. Then there exists a t-(k,n)*-
NM-XVCS with contrast at least 2°1.

Example 1 (continued..). The basis matrices for the 2-(4, 6)*-XVCS following
the above construction rule are given by
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[« Col1to8 — « Col9to24 — « Col 24 to 32 — |

00001111 0000000011111111 00001111

00110011 0000111100001111 00110011

S0 = 01010101 0011001100110011 00000000 and
01101001 0101010101010101 01101001
01101001 0101101010100101 01101001
00000000 0011110011000011 01010101 l

—Collto8 — «— Col9to24 — « Col 24 to 32 — |
11110000 1111111100000000 11110000
00110011 0000111100001111 00110011
01010101 0011001100110011 00000000
01101001 0101010101010101 01101001
01101001 0101101010100101 01101001
00000000 0011110011000011 01010101

Sl

Remark 2. The contrast for X = By is 23, while the contrast for X = Bj is 2%.

3 On the Contrast of t-(k,n)*-NM-XVCS: Achieving
Optimal Relative Contrast

In the last section we have seen that the construction of basis matrices of a
t-(k,n)*-NM-XVCS via linear algebraic method admits better contrast, more
precisely at least 28! times more than the contrast of OR-based t-(k,n)*-VCS as
in [3,7]. Like OR-based VCS, the basic aim for XOR-based VCS is also to reduce
the pixel expansion and to increase the relative contrast. However, one thing that
we must note that the maximum achievable relative contrast for OR-based VCS
is %, while the same for XOR-based VCS is 1 which is the maximum for any
VCS. As a result, for XOR-~based VCS, the qualified set of participants may
get the secret back with maximum possible contrast. Next we put forward two
scenarios where such optimal relative contrast is achieved for XOR-based VCS.

3.1 (k— 1)-(k,n)*-NM-XVCS

Let us consider a (k — 1)-(k,n)*-NM-XVCS having k — 1 essential partici-
pants. Here the minimal qualified sets are {1,...,k—1,k}, {1,...,k—1,k+1},
{1,..., k=1L k+2}...{1,....k—=1,n—1}, {1,...,k — 1,n}. In this case we
need not restrict ourselves in taking two equations at a time to form groups
of linear equations. We may take all the equations at a time forming only one
group and the values of the variables x1, 2, ... ,x;x—1 determine the values of
the rest of the variables. With an essentially same argument as in Theorem 1 we
can prove that the solutions of system of equations admit the basis matrices of
the (k — 1)-(k,n)*-NM-XVCS. In this case the pixel expansion is 2¢~1 and the
contrast is also 271, Hence we have the following theorem.
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Theorem 2. For a meaningful triplet (k—1,k,n), there exists a (k—1)-(k,n)*-
NM-XVCS having pizel expansion 2¥~1 and optimal relative contrast 1.

Ezample 2. Let us consider 3-(4,6)*-NM-XVCS. Here, Qpnin = {{1,2,3,4},
{1,2,3,5}, {1,2,3,6}}. To construct the basis matrices of 3-(4,6)*-XVCS, we
consider only the following system of linear equations over the binary field Zs:

T1+ 22+ 23 +724=0
T1+x9+23+25=0 (1)
r1+ax2+2x3+26=0

T1+Tot+x3+T4=1
.Z‘1+£172+173+1‘5:1 (2)
$1+(E2+CE3+ZL’6:1

Solutions of the above systems admit the following basis matrices

00001111 11110000
00110011 00110011
01010101 01010101

0 _ 1 _

7= 101101001 | 245" = | 01101001 |
01101001 01101001
01101001 01101001

The pixel expansion is 8 and the relative contrast is 1.

3.2 (n,n)-XVCS

As we have mentioned before that the case when ¢ = 0 gives rise to the simple
threshold XOR-based VCS. Let us consider the (n,n)-XVCS. Here the only
minimal qualified set is {1,...,n — 1,n}. In this case also we may take all the
equations at a time forming only one group and the values of the variables x1,
To, ..., Tn_1 determine the values of the remaining variable. We can prove that
the solutions of system of equations admit the basis matrices of the (n,n)-XVCS.
In this case the pixel expansion is 27! and the contrast is also 2”~!. Hence we
have the following theorem.

Theorem 3. There exists a (n,n)-XVCS having pizel expansion 2"~ and rel-
ative contrast 1.

4 Reducing Pixel Expansion

We have already seen that given any meaningful triplet (¢, k,n) there exists a t-
(k,n)*-NM-XVCS with contrast at least 2¥=1. Section 3.1 describes the method
of construction for the basis matrices by taking two equations at a time. Observe
that there are at least k& — 1 independent variables in each system of equations
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n—t
and thus the pixel expansion becomes at least 2F~1 . [5] where r = < ) for

k—t

a t-(k,n)*-NM-XVCS.

We now describe a method that reduces the pixel expansion. The idea is to take
more than two equations at a time whenever it is possible, such that each system
of equations has exactly k—1 many independent variables. The resulting matrices
whose columns are the solutions of the corresponding systems of equations satisfy
the conditions for basis matrices realizing the underlying ¢-(k, n)*-NM-XVCS.
Let us consider the following example to illustrate the method.

Ezample 3. Let us reconsider the 2-(4,6)*-NM-XVCS from Example 1. Then
the collection of minimal qualified sets is given by Qi = {B1,Ba,...,Bs},
where B;s are arranged in the lexicographic order with B; = {1,2,3,4} and
Bs = {1,2,5,6}. Now we form the groups as follows:

G1 = {B1,B2,Bs}, Go = {B4,Bs}, Gs3 = {Bg}. Solving the corresponding
systems of equations we get the following as the basis matrices:

[« Col 1 to 8 — « Col 9 to 16 — « Col 16 to 24 — |
00001111 00001111 00001111
00110011 00110011 00110011
S0 = 01010101 00000000 00000000 and
01101001 01010101 00000000
01101001 01101001 01010101
| 01101001 01101001 01101001 |
[+ Col 1 to 8 — « Col 9 to 16 — « Col 16 to 24 — |
11110000 11110000 11110000
00110011 00110011 00110011
Sl = 01010101 00000000 00000000
01101001 01010101 00000000
01101001 01101001 01010101
| 01101001 01101001 01101001 |

Now it is easy to see that the pixel expansion for this scheme is 3 - 2471, If
we follow the method described in Sect. 3.1 the pixel expansion is 32 which is
strictly bigger. Thus the pixel expansion is significantly reduced.

We further see that the following columns are common to both S°
and S!' and they may be deleted to reduce pixel expansion further.

SO13 |5 [10[11]13]16]18]24 , . .
ST161015 24118 3 11311 The resulting matrices, after deleting the common

columns, still satisfy the conditions for basis matrices with pixel expansion 16,
a significant reduction in pixel expansion.

5 Achieving Optimality for both Pixel Expansion and
Relative Contrast

We are now going to describe another XOR-based non monotone VCS model in
which we shall put forward some restricted access structure for which our proposed
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XOR-based VCS not only achieves the optimal relative contrast, namely 1, but
also achieves the optimal pixel expansion, namely 1. As a result, the qualified set
of participants will get the exact secret back while putting their shares together
which is impossible for any classical OR-based VCS. The method that we have
described so far constructs the basis matrices realizing all possible ¢-(k, n)*-NM-
XVCS. For some restricted access structures the pixel expansion can be minimized
to its optimum value. In this regard we need to introduce the following definition.

Definition 3. (via Collection of Matrices) Let P = {1,2,3,...,n} be a set of
participants. Let (Quin, F) be the access structure corresponding to t-(k,n)*-
NM-XVCS defined on P. Let m and {hx}xeco,,,, be non-negative integers sat-
isfying 1 < hx < m. Two collections of n x m binary matrices Cy and Cy realizes
t-(k,n)*-NM-XVCS , if there exists {ax > 0: X € Qpnin} such that

1. For any S € Cy, the “XOR" operation of the rows of S[X] for any minimal
qualified set X results in a vector vy satisfying w(vy) < hx — ax - m.

2. For any T € Cy, the “XOR" operation of the rows of T[X]| for any minimal
qualified set X results in a vector vy satisfying w(vy) > hx.

8. Any forbidden set’Y € F has no information on the shared image. Formally,
the two collections of |Y| x m matrices Dy , with t € {0,1}, obtained by
restricting each n X m matrixz in Cy to rows indexed by Y are indistinguishable
in the sense that they contain the same matrices with the same frequencies.

We now describe an algorithm for one black/white pixel that works for both
the cases (k — 1)-(k,n)*-NM-XVCS and (n,n)-XVCS. Let (5%, S1) and (T°,T1)
respectively denote the basis matrices obtained by the method described in
Sects. 3.1 and 3.2.

Algorithm of share generation for optimal (k — 1)-(k,n)*-NM-XVCS:

1. The Dealer constructs the basis matrices (5%, S1) as described in Sect. 3.1.

2. If the secret pixel is white then the dealer chooses randomly a column say
w1 from S and gives to the i-th participant, the i-th entry of the column
Wpx1-

3. If the secret pixel is black then the dealer chooses randomly a column say
b,x1 from S! and gives to the i-th participant, the i-th entry of the column
bn><1~

Thus the pixel expansion becomes 1 and it can be proved that the pair
(Wrx1,bnx1) admits (K — 1)-(k,n)*-NM-XVCS in the sense of Definition 3.

The algorithm for (n,n)-XVCS is the same as described in the above algorithm.
The dealer chooses randomly one column each from 79 and 7' and distributes
the shares to the participants.

We now have the following theorem.
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Theorem 4. There exists (k — 1)-(k,n)*-NM-XVCS that achieves optimality
both in terms of pizel expansion and relative contrast for any 2 < k < n. Also,
there exists (n,n)-XVCS achieving optimality both in terms of pixel expansion
and relative contrast for any n > 2.

6 Conclusion

In this paper we have defined a (Black and White) XOR-based model of the
(k,n)-VCS with multiple essential participants and given a construction method
based on linear algebraic tools to efficiently compute the basis matrices realizing
the XOR-based scheme. The contrast of the XOR-based model is 2/?/=1 times
larger than that of the existing OR-based schemes for Q) € Q.. We showed
that for certain restricted access structures the optimality in terms of both pixel
expansion and contrast have been achieved. The method described in Sect. 4 to
reduce the pixel expansion can be developed further by deleting the columns
which are present in both SY and S*, as shown in Example 3. It is an interesting
problem to find the exact value of pixel expansion that can be obtained by this
method.
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Abstract. The use of passwords for user authentication has become
ubiquitous in our everyday lives. However, password theft is becoming a
common occurrence due to a variety of security problems associated with
passwords. As such, many organizations are moving towards adopting
alternative solutions like one-time passwords, which are only valid for
a single session. Nevertheless, various one-time password schemes also
suffer from a number of drawbacks in terms of their method of genera-
tion or delivery. This paper presents the design of a challenge-response
visual one-time password authentication scheme that is to be used in
conjunction with the camera on a mobile device. The main purpose of
the proposed scheme is to be able to send a challenge over a public
channel for a user to obtain a session key, while safeguarding the user’s
long-term secret key. In this paper, we present the authentication pro-
tocol, the various design considerations and the advantages provided by
the scheme.

Keywords: Authentication + One-time password - Mobile device -
Visual cryptography

1 Introduction

In this day and age, passwords are widely used in everyday life for user authentica-
tion on the Internet. Despite having been used for many years, text passwords are
still the most dominant form of web authentication due to its convenience and sim-
plicity [26]. However, the use of passwords has been shown to be plagued by various
security problems [2,3]. In addition, over the years many security attacks, such as
spyware and phishing attacks, have been used to extract sensitive information from
computers, emails, fraudulent websites, etc., resulting in password theft becoming
a common occurrence.
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For this reason, many business companies and organizations are moving
toward adopting alternative solutions to the traditional static password app-
roach. Static password approaches are particularly vulnerable as these passwords
can easily be stolen by an adversary via a variety of means (e.g. keyloggers, phish-
ing attacks, Trojans, etc.), and used without the password owner’s knowledge.
This has led to the increasing popularity of One-Time Password (OTP) schemes,
where a password is only valid for a single session. For example, Google’s authen-
tication framework using two-step verification employs an OTP approach [7]. In
Google’s two-step verification, the first step involves the user using the tradi-
tional username and static password authentication. In the second step, the user
will be asked for a six-digit verification code (the OTP) which the user can
obtain through a number of different means, for example, via a Short Message
Service (SMS) text message, a voice call to a preregistered phone number, a list
of pre-generated one-time codes, or an offline application pre-installed on the
user’s smartphone [7].

There are a number of common ways in which OTPs can be generated and
distributed. However, it has been contended that a number of these methods
suffer from various drawbacks. For instance, it has been observed that sending
an OTP via SMS to a user’s mobile phone cannot be considered to be secure [18].
For one thing, the security of SMS OTP relies on the confidentiality of the SMS
messages and the security of the cellular networks, which cannot be guaranteed
as there are already several potential attacks that can be conducted on these
services. Furthermore, specialized mobile phone Trojans have been created that
compromise the security of SMS OTP approaches [18]. Moreover, this approach
can be problematic to use if the user is in a location with poor mobile phone
reception.

An approach that is commonly used by banks and financial institutions, is
to supply the user with a security token which generates OTPs. One technique
to generate OTPs on a security token is to use a time dependent pseudo-random
algorithm. This approach relies on accurate time synchronization between the
token and the authentication server, as the OTPs generated using this approach
are only valid for a short period of time. As such, this approach suffers from
synchronization issues and the potential for clock skew [23]. Another approach
of generating OTPs on security tokens is to use a one-way function in the form of
a hash chain. However, hash chains are known to have storage and computational
complexity issues [24].

In this paper, we propose a challenge-response visual OTP authentication
scheme that uses the camera on a mobile device to obtain the OTP. The purpose
of the scheme is to be able to send a challenge over a public channel for a user
to obtain a session key, while safeguarding the user’s long-term secret key. Our
approach is based on the concept of visual cryptography and as such does not
rely on mobile phone network reception, or having to establish a network link
between a computer and a mobile phone. This paper presents the authentication
protocol along with various practical issues that had to be considered in the
design of the visual OTP scheme.
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Our Contribution. This paper presents the design of a visual one-time pass-
word authentication scheme. The proposed scheme is a challenge-response app-
roach that relies on a camera on a mobile device to receive the challenge and
to present the response on the mobile device’s display. The advantage of this
approach is that it does not suffer from common OTP issues concerning mobile
phone reception, hash chain complexities or time synchronization mechanisms.
In addition, unlike SMS-based approaches, our approach is not restricted to
mobile phones and can be used on any mobile device with a camera and display,
including tablet computers. In the proposed scheme, the challenge can even be
sent on printed media instead of via electronic means.

2 Related Work

Over the years, researchers have proposed a variety of different authentication
approaches. In this section, we review the research in the area of authentication
that is relevant to our work.

2.1 Visual Authentication

The notion of using human-computer cryptographic approaches for identifica-
tion and authentication have been around for many years. These approaches
typically rely on a challenge-response mechanism that requires a human user to
interact with a computer in some manner in order to perform authentication.
For example, Matsumoto [16,17] investigated human-computer cryptographic
schemes that presented challenges to users in the form of visual images. The
approach that was examined in his study relied on the human ability for memo-
rizing and processing to solve the simple challenges. Since then, other researchers
and practitioners have also proposed and developed various graphical password
schemes. Graphical passwords attempt to leverage human memory for visual
information with the shared secret being related to images [1]. This capitalizes
on the natural human ability to remember images, which is believed to exceed
memory for text [3]. However, graphical passwords are not immune to secu-
rity attacks. For example, graphical password schemes may suffer from shoulder
surfing attacks where credentials are captured through direct observation of the
login process, or by recording the process using a recording device [1].

Other schemes that have been proposed in this area are based on using the
human visual system to solve the challenge. Naor and Pinkas [19] proposed an
authentication and identification approach that is based on visual cryptography.
Visual cryptography was introduced by Naor and Shamir [20] as a means of using
images to conceal information. The main idea behind visual cryptography is to
divide a secret image into a set of shares, each to be printed on a separate trans-
parency. Individually, the shares look like random black and white pixels that
reveal no information about the secret image. When the appropriate number
of shares are stacked together, the human visual system averages the black and
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Fig. 1. Example of Naor and Shamir’s visual cryptography scheme. (a) Secret image;
(b) Share 1; (c) Share 2; (d) Result of superimposing shares 1 and 2.

white pixel contributions of the superimposed shares to recover the hidden infor-
mation. Thus, the concealed information can be decrypted by the human visual
system without any need of a computer to perform decryption computations [4].
Figure 1 depicts an example of Naor and Shamir’s visual cryptography scheme.
The secret image, shown in Fig. 1(a), is divided into two shares, which are shown
in Fig. 1(b) and (c) respectively. The secret can be recovered by superimposing
the two shares, as shown in Fig. 1(d).

In the scheme proposed by Naor and Pinkas [19], the user is required to
carry a small transparency, small enough to be carried in a wallet, and the
authentication and identification process simply involves the user overlaying the
transparency on the message sent by an informant in order to view the con-
cealed information. However, in their scheme, unless the user carries a stack of
transparencies, which would be impractical, a single transparency will have to
be used for multiple authentication sessions. It has been highlighted that since
basic visual cryptography schemes are equivalent to one-time pads, an observer
can eventually learn the user’s secret by repeated observation [3]. In addition,
Naor and Shamir’s visual cryptography scheme suffers from the pixel expansion
problem, as illustrated in Fig. 1, where each pixel in the secret image is split into
four sub-pixels in the shares and the recovered image. As such, the shares are
four time the size of the secret image.

To overcome a number of drawbacks with this scheme, Tuyls et al. [27] pro-
posed a scheme where every user was to be given a small decryption display. Their
approach was similarly based on visual cryptography where the small decryption
display was used to replace the need for transparencies. The small decryption
display required very limited computing power to perform authentication and
security and since the user was required to carry his/her own trusted decryp-
tion display, it would be impossible to be contaminated by Trojans or viruses.
However, this approach requires the user to use a special authentication device.

A commercially available scheme called PassWindow [22] uses a similar app-
roach where a small transparent display is embedded in an ID card or some form
of payment card. The pattern on the transparent display changes periodically
based on a pre-generated sequence of patterns. To perform authentication, the
user has to overlay the transparent display of the card over a patterned image
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sent from the server and to visually identify the digits that form as a result of
superimposing the card’s display onto the image. However, it should be noted
that an image on screen can potentially appear at different sizes depending on
the user’s display settings. This approach requires that the size of the image that
is displayed on screen be exactly the same as the size of the card’s transparent
display.

2.2 Authentication Using a Personal Device

A number of other authentication approaches that have been proposed make
use of personal devices that a user usually carries around (e.g. a cellphone). In a
study on how to provide a user with authenticated communication when using
an untrusted computer, Clarke et al. [5] proposed a method of using a trusted
personal device equipped with a camera to monitor the screen of the untrusted
computer. All communication is then authenticated by a trusted proxy. This
approach is quite costly in terms of computational resources required to monitor
the communication.

Mannan and Oorschot [15] proposed a protocol that they called MP-Auth
(Mobile Password Authentication), which uses a mobile device to protect user
passwords from easily being recorded. In their approach, the mobile device is
assumed to be free from malware as the user will enter the password into the
mobile device rather than into an untrusted computer. In another approach
proposed by Jeun et al. [11], the user uses an application to store his encrypted
password in his smart phone and that application program is used to send the
password from the smart phone itself, instead of requiring the user to enter his
password via a computer’s keyboard.

Phoolproof is another scheme that uses mobile phones for authentication.
Phoolproof is a mutual authentication protocol used to prevent phishing using
a trusted mobile phone [21]. To use the system, the user must establish a shared
secret with the server using an out-of-band channel. This long-term secret is
stored on the mobile phone. In order to use this protocol, the mobile phone must
establish a secure Bluetooth connection with the web-browser where mutual
authentication occurs between the mobile phone and the website.

2.3 One-Time Passwords

To overcome some of the problems associated with static passwords, OTP
approaches are increasingly being used for authentication. There are various
techniques for generating and distributing OTPs. In addition, several approaches
were devised to use OTPs in conjunction with mobile devices.

Paterson and Stebila [23] examined an approach of using OTPs in conjunc-
tion with one-time Password Authentication Key Exchange (PAKE) protocols
in order to ensure more secure use of OTPs. In a scheme called oPass proposed
by Sun et al. [26], a trusted cellphone is used to communicate with the web
server (via SMS) and the web-browser (via Wi-Fi or Bluetooth). The user does
not input his password into the web-browser, but rather is required to enter his
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long-term password into the oPass program which will generate an OTP that
will be sent by way of an encrypted SMS to the server.

Mulliner et al. [18] investigated attacks against SMS based OTPs and state
that attacks against cellular networks and mobile phones have shown that SMS
messages cannot be deemed to be secure. They proposed a virtual dedicated
OTP channel inside the mobile phone operating system to secure OTP SMS
messages from being intercepted by Trojans by removing these messages from
the general delivery process and redirecting them to a special OTP application.

Instead of using a mobile device, Huang et al. [9] proposed a scheme where
the OTP is delivered via an instant messaging service. This approach assumes
that the website which adopts the OTP authentication method must join an
instant messaging network and use the network to communicate with the users.

3 Model and Definition of the Visual One-Time Password
Authentication System

In this section, we will first define the visual one-time password authentication
system and its scenario, and then we will propose a visual authentication pro-
tocol. We extend this definition from the visual authentication scheme proposed
by Naor and Pinkas [19].

Visual OTP Authentication Scenario. Without losing generality, we assume
that there are three entities involved, namely H (Henry), S (Sandra) and an
adversary E (Evan). H is a human and therefore H has human visual capabili-
ties. The purpose of the visual OTP authentication system is to enable Sandra
to attest whether Henry is present in the protocol in the presence of Evan. Note
that Evan can observe the channel used between Henry and Sandra. The security
parameter k is involved, such that storage capacities and computing power of
Sandra and Evan are polynomial in k.

There are two main stages in the visual OTP authentication scenario. The
first stage is the initialization stage, where Sandra can communicate with Henry
in an offline private initialization channel, which is inaccessible to Evan. In the
second stage, Sandra communicates with Henry via a public channel, in which
Evan can also access.

In the first stage, Sandra issues a long-term secret key, lk, to Henry, where its
size is polynomial in the security parameter k. In the second stage, Sandra tests
to ensure that Henry has acquired [k by producing a random number r, which
is sent via a public channel. Henry will then construct a shared visual secret,
which is a function of Ik and r. For simplicity, this visual share is denoted as S7.
Subsequently, Sandra produces a short-term secret key, sk, and constructs its
visual version, Sgx. Then, Sandra will construct another visual share S5, where
Sy = S5 — 51 (an example of an algorithm that can be used to generate S; and
S is provided in Algorithm 1 below). Subsequently, S5 is presented to Henry via
a public channel. Evan has access to the public channel, and therefore, he has
access to both r and S;. Nevertheless, Evan does not have access to S;. Using
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his visual observation capability, Henry can acquire the short-term key, sk, from
Sl and Sg.

Visual OTP Authentication Protocol. S would like to communicate to H
to test whether H can reproduce a short-term secret key, sk, in the presence of
an adversary E.

— S chooses a random 7.

— S generates the short-term key sk and its visual representation Sgg.

— S produces the first share S, which is a function of Ik and r.

— S computes the second share S5, which is computed from S, — Sy.

— S sends (r,S2) to H via a public channel.

— H needs to reproduce Sy from [k and r.

— H wuses his visual capability to acquire Sy from S; and Ss, and hence,
obtains sk.

We note that the public channel is accesible to E. In addition, only S can
generate a valid So. F will not be able to generate a valid So without knowledge
of lk.

Definition 1. Security. A visual OTP authentication protocol is called secure
if E cannot retrieve sk after observing the public channel used by S and H to
communicate.

4 Proposed Visual OTP Scheme

4.1 Design

The overall design of the proposed visual OTP scheme is described as follows.

Initialization Stage. H registers with S, in which S will issue a long-term
secret key, [k, which has a polynomial size in the security parameter k. [k will
be transmitted to H via a secure and authenticated channel. In practice, S can
make use of either a traditional public key cryptography (assuming H is equipped
with a public key) or an identity-based encryption (assuming the identity of H
is known - in a smart phone scenario, this could be via the phone’s International
Mobile Station Equipment Identity (IMEI) or phone number).

Challenge-Response Stage. In this stage, S selects a random number r, which
has a polynomial size in the security parameter k. Then, S will conduct the
following:

— Produce a Quick Response (QR) code that contains r, QR,..

— Generate a short-term secret key sk, and its visual representation Sgy.

— Generate the first share Sy, which is derived from lk||r, where || denotes
concatenation.

— Generate the second share Sy = Sy — S7.

— Present QR, and S; to H via a public channel.
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Upon receiving the challenge (QR,., S2), H conducts the following:

— Scan the QR code to retrieve r.

— Use the long-term secret key, [k and r to produce S;.

— Use H’s visual capability to retrieve sk from S; and Ss.
— Output sk.

Note that the value of sk is obtained visually and is never stored anywhere.

Figure 2 depicts an example of a practical scenario where the visual OTP
scheme can be implemented for conducting an online transaction. The figure
gives an overview of the communication between the different components
involved in the overall process. In the scenario, the user must first register his
mobile device with the authentication server via a secure private channel. The
server will in turn generate [k and send this to the user’s mobile device. Registra-
tion only happens once for the server and mobile device to establish a long-term
secret key. Subsequently, whenever the user initiates an online transaction from
a web-browser, the server will generate and send (QR,, S2) (i.e. the challenge)
which will be displayed on the web-browser. Upon receiving (QR,., S2), the user
will use the camera on his mobile device to scan QR,.. With the value of [k and
r, the user’s mobile device will be able to generate S7. On the mobile device’s
display, Sq will be overlaid on Sy to produce SZ,, (i.e. the visual reconstruction of
Ssk on the mobile device’s display), and the user will be able to visually obtain
sk (i.e. the response/OTP). Only the server can generate a valid Ss, and only
the user can obtain sk using S; which is generated on the mobile device.

4.2 Practical Issues

In the proposed scheme, r has to be sent to H over a public channel. While it is
not necessary to encode and transmit r within a QR code, we find that this is
the most appropriate and convenient method of delivery. The QR code is a two-
dimensional code that was invented by the company Denso Wave [6]. These days,
QR codes are ubiquitous on the Internet and the information contained within
a QR code can easily be scanned by a mobile device with a camera. In addition,
QR codes have a inbuilt error detection and correction mechanism that can be
used to correctly decode corrupted QR codes, which may contain certain errors.
Furthermore, QR codes contain a number of patterns to determine rotational
orientation and alignment. Since (QR,., S2) is sent to H as a single image, QR,
can be used to facilitate the alignment of S; and Ss.

It is well known that traditional visual cryptography suffers from the align-
ment problem, in that when stacking shares, it is difficult to align the shares
[14,30]. Practical approaches typically suggest the use of some reference frame
to align the transparencies [19]. However, unlike traditional approaches that
use physical transparencies or tokens, our approach relies on the use of a mobile
device like a smart phone or a tablet. As such, using the camera’s video stream
to capture (QR;,S2), this can be used in conjunction with image processing
techniques to overlay S7 over Ss5. This is akin to techniques using in augmented
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Fig. 2. Overview of the communication between the various components in the visual
OTP scheme.

reality to overlay virtual content onto elements of the real world [28]. Adopting
this method will allow the mobile device to appropriately scale and rotate S in
order for it to align with Ss.

Another problem with traditional visual cryptography when displaying a
share on a computer screen and trying to place the corresponding share, which
is printed on a transparency, on top of the screen, is that monitors can differ
greatly and the computer can be set to different display settings. As such, the
image of the share on screen may not be displayed at the same size as the share
printed on the transparency. This will prevent the shares from being correctly
superimposed, and thus the secret cannot be recovered. In the approach proposed
in this paper, we rely on the mobile device to virtually overlay S; over Ss. This
means that it does not matter what size S, is displayed at, as long as the mobile
device can accurately capture the image of Sy, because the mobile device can
scale S to the appropriate size. To facilitate this, the size of the squares in S3’s
image should not be too small.

As previously shown in Fig. 1, traditional visual cryptography suffers from
the pixel expansion problem which significantly increases the size of the resulting
shares. While there are a number of size invariant visual cryptography schemes
like the probabilistic approaches proposed by Ito et al. [10] and Yang [29], these
schemes do not produce the ideal visual quality required for the visual OTP.
Therefore, for the purpose of generating S; and Ss, a random grid visual cryp-
tography approach was deemed to be the most suitable approach. Random grid
visual secret sharing was first proposed by Kefri and Keren [12], and over the
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years a number of random grid approaches have been investigated [8,25]. Using
a random grid visual cryptography scheme, it is possible to produce shares with
no pixel expansion.

In the proposed visual OTP scheme, the shared image S; will be generated
from [k||r and a pseudo-random number generator. Thus, S; is a random grid.
S1 can be used in conjunction with the secret image S to generate the cor-
responding challenge image So. Algorithm 1 gives an example of a random grid
visual secret sharing method that was adapted from Shyu [25], which can be
used in the proposed visual OTP scheme. In this approach, black pixels in S
are reproduced at 100 % in S’, and white pixels (i.e. transparent pixels) are
reproduced at 50 %. Figure 3 shows the results of using Algorithm 1 on a secret
image. The secret image, shares 1 and 2, along with the reconstructed image are
shown in Fig. 3(a), (b), (¢) and (d) respectively.

Algorithm 1. An algorithm for generating S; and Sy from S,y

function GENERATESHARES(Ssx, Lk, T)
imgWidth «— Ss width
imgHeight «— Ssi height
for i = 1 to imgWidth do
for j =1 to imgHeight do
/* Generate S; as a random grid */
S1[i, j] < randomPixel(lk||r) /* randomPixel() outputs 0 or 1 */
/* Generate Sa */
if Sex[i,j] = 0 then
52[7'7.7} - Sl [7'7]]
else
SQ[iv.ﬂ — _‘Sl[ivj]
end if
end for
end for
end function

Another practical issue to consider when implementing the visual OTP
scheme is how clearly the user will be able to perceive the OTP in the visual
reconstruction of the secret image. For this we should consider the color of the
text and the background. There are two possible variations as depicted in Fig. 4,
where Fig. 4(a) shows the reconstructed secret using black text on a white back-
ground and Fig. 4(b) shows the reconstructed secret using white text on a black
background. It has been argued that using white contents on a black background
gives rise to better perceived visual quality in the reconstructed image for images
with thin lines [13].
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VK7M3S|z
(a)

Fig. 3. Random grid visual cryptography approach. (a) Secret image; (b) Share 1; (c)
Share 2; (d) Result of superimposing shares 1 and 2.

Fig. 4. Text and background color. (a) Black text on a white background; (b) White
text on a black background.

5 Discussion

5.1 Advantages of the Visual OTP Scheme

The fundamental purpose of the proposed visual OTP scheme is to be able to
send a challenge over a public channel for the user to obtain a session key that
can be used as an OTP, while safeguarding the user’s long-term secret key. In
this scheme, the user also does not have to remember any passwords.

As mobile devices are ubiquitous in this day and age, the proposed approach
does not require the user to carry around a specialized authentication card or
device, or a printed list of OTPs. In addition, unlike authentication schemes
like SMS OTP based approaches, authentication in the proposed method does
not require any form of communication with a mobile phone network. As such,
mobile phone network reception is not an issue. This also means that the visual
OTP scheme can be applied to any mobile device which has a camera and is not
restricted to only be usable on smart phones. The user simply has to install the
visual OTP software and register it with the authentication server.

While the OTP can be used to authenticate the user, another feature pro-
vided by the scheme is that the user can also verify that the message containing
the challenge was sent by a legitimate party. This is because in the proposed
scheme, without knowledge of the long-term secret key an adversary cannot
generate a valid challenge. This also prevents an adversary from tampering with
the challenge image, as changing Q R, will mean that the mobile device will not
be able to generate the correct visual pattern (i.e. S7) to solve the challenge,
and changing Se will not produce a valid result when overlaying S; over S,.
Furthermore, such an event would raise the suspicion of the user, as it would
indicate that the challenge may have been tampered with.
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Another advantage of the proposed scheme, is that the challenge does not
have to be transmitted via electronic means. For example, if a bank wants to send
a letter to an individual who has registered with the bank, the bank can send
the person a letter with the challenge printed on paper. The person can verify
that the letter was indeed sent from the bank (as only the bank can generate a
valid challenge) and also receive the OTP which can be used for authentication
purposes with the bank.

In other authentication approaches that involve the user having to overlay
a transparency or an authentication token on top of another pattern, the size
of the patterns have to perfectly match. Otherwise the user will not be able
to recover the secret by superimpose the different sized patterns. This is not
an issue in the proposed approach as the mobile device will be responsible for
scaling and aligning the patterns. Therefore, the challenge can be displayed in
any size as long as it can be captured by the mobile device’s camera. The mobile
device will then use augmented reality techniques to overlay the virtual pattern
onto the image of the challenge pattern.

It should be noted that the OTP is obtained by the human user via the visual
channel and the OTP is never stored on any device. This prevents malicious
software like keyloggers or even software designed to monitor the user’s activities
from obtaining the OTP. Furthermore, the one-time password is only valid for
a single use. Additionally, the video stream on the mobile device will be used to
overlay the visual patterns and present this to the user in real-time. If there is
any software designed to monitor the user’s activities, this will require a huge
amount of information to be streamed to the adversary, which will significantly
degrade the system’s performance and alert the user of suspicious activity.

In addition, unlike traditional graphical passwords, which may suffer from
shoulder surfing attacks, this is not an issue in the proposed visual scheme.
Shoulder surfing attacks are where an adversary standing behind the user, and
possibly even recording the user’s interactions, maybe able to observe and detect
some pattern in the image or from the user’s interactions, which will compromise
the security of the visual password. In the proposed visual OTP scheme, the
visual pattern generated on the mobile device to solve a challenge can only
be used for that particular challenge. The mobile device will generate different
visual patterns for different challenges.

5.2 Limitations

In this section we discuss some of the limitations of the propose visual OTP
scheme.

As with all visual challenges or passwords, the proposed scheme relies on the
human visual system. This means that it does not cater for the blind or visually
impaired, and cannot be used by an individual with a visual disability. Another
potential disadvantage is that the challenge image will have to be displayed at
a certain size in order for the mobile device’s camera to be able to accurately
capture the information contained within the challenge image. While this is not
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seen as a major problem, it may adversely affect the layout or aesthetics of a
message, document or webpage.

It should be noted that the proposed scheme does not deal with man-in-the-
middle or similar attacks. To handle such attacks, the scheme can be combined
with other security protocols that are designed to handle man-in-the-middle
attacks. In addition, this approach also does not address the situation where the
authentication server is hacked. The server is responsible for its own security
and it is assumed that all the necessary security mechanisms are in place.

In the proposed scheme, the mobile device captures the challenge image using
its video stream and is responsible for overlaying the virtual image on top of the
challenge image. As such, it is assume that the mobile device has the computa-
tional capabilities required to process augmented reality techniques in real-time.
Additionally, since the mobile device has to be used to visually present the solu-
tion to the challenge, a separate means of displaying the challenge has to be
employed. In other words, if the user wants to conduct an online transaction via
a web-browser, this cannot be done using the mobile device’s web-browser as the
mobile device itself will have to be used in conjunction with the challenge’s dis-
play to obtain the OTP. However, this requirement is no different from several
other authentication schemes that were previously presented in Sect.2 of this
paper, which also require the use a web-browser and a separate mobile phone to
perform authentication.

6 Conclusion

In this paper, we presented the design of a challenge-response visual OTP
authentication scheme. Using this scheme, a challenge is sent to a registered
individual, this can be via a web-browser or even printed media, and the user
can use the camera and display of his mobile device to obtain the solution to the
challenge. This approach can be implemented on a variety of mobile devices, such
as mobile phones and tablets, with the main requirement being that the device
must have a camera. The challenge itself can be transmitted over a public chan-
nel without the threat of it being compromised by an adversary, as the adversary
can neither correctly generate nor solve the challenge. As such, the scheme does
not suffer from the common issues affecting the generation and delivery of OTPs
such as mobile phone reception, hash chain complexities or time synchroniza-
tion mechanisms. In addition, this scheme does not suffer from security issues
like shoulder surfing attacks or keyloggers, as the mobile device will generate the
specific visual pattern required to solve a particular challenge and will generate
a different visual pattern when presented with a different challenge.
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Abstract. A proxy signature scheme enables a signer to transfer its
signing rights to any other user, called the proxy signer, to produce a
signature on its behalf. Multi-proxy signature is a proxy signature prim-
itive which enables a user to transfer its signing rights to a group of
proxy signers in such a way that every member of the authorized group
must “participate” to sign a document on behalf of the original signer.
We propose an efficient and provably secure identity-based multi-proxy
signature scheme from bilinear map based on the hardness of the compu-
tational Diffie-Hellman problem. The proposed scheme is proved secure
against adaptive chosen message and adaptive chosen-ID attack in ran-
dom oracle model under the computational Diffie-Hellman assumption.
Moreover, we do an efficiency comparison with the existing identity-based
multi-proxy signature schemes and show that our scheme is upto 56 %
more efficient in computation than the existing schemes.

Keywords: Identity-based cryptography - Digital signature - Bilinear
map *+ Multi-proxy signature - Provably secure - CDHP

1 Introduction

Digital signature is a cryptographic primitive to guarantee data integrity, entity
authentication and signer’s non-repudiation. A proxy signature scheme enables
a signer, O, also called the designator or delegator, to delegate its signing rights
(without transferring the private key) to another user P, called the prozy signer,
to produce, on the delegator’s behalf, signatures that can be verified by a verifier
V under the delegator O’s public key. Multi-proxy signature is a proxy signa-
ture primitive which enables a user to transfer its signing rights to a group of
proxy signers in such a way that every member of the authorized group must
“participate” to sign a document on behalf of the original signer. For example,
the director of a company may authorize a certain group of deputy directors or
heads of various departments to sign certain messages on his behalf during a cer-
tain period of his absence. Proxy signatures have widespread applications since
delegation of signing rights by a user (or process) to its proxy (or subprocess(es))
is quite common in many applications including distributed systems [17,22], dis-
tributed shared object systems [11], global distribution networks [2], grid com-
puting [7] and e-cash systems [18].
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1.1 Related Work

The notion of proxy signature was introduced by Gasser et al. [8] but it took
almost seven years for the first construction of a proxy signature scheme [14] to
be proposed. Since then many variants of the proxy signature have been proposed
and many extensions of the basic proxy signature primitive have been studied.
The formal security model of proxy signatures was first formalized by Boldyreva
et al. [3] and later extended by Herranz et al. [9] to analyze fully distributed
proxy signatures. Malkin et al. [13] extended the model for hierarchical proxy
signatures and Schuldt et al. [21] further strengthened the security model for
proxy signatures and also extended it to the identity-based setting.

The primitive of multi-proxy signature was introduced in 2000 [10]. An ID-
based multi-proxy signature (IBMPS) scheme was proposed in 2005 [12] but this
scheme did not have a security proof. The first provably secure IBMPS scheme
was proposed in 2009 [4] and a security model was defined based on the work
in [3,23] but the scheme was shown to be insecure [24]. In 2011, an ID-based
directed multi-proxy signature scheme [19] was proposed but the scheme is very
expensive and cost inefficient. In the same year, an efficient IBMPS scheme
based on the k-plus problem was proposed [16] but the proposal lacks a formal
proof of security. Recently, an efficient and provably secure IBMPS scheme was
proposed [20] which too was shown to be insecure in [1,25]. Reference [1] also
observes some security pitfalls in general for any multi-proxy signature scheme.

1.2 Owur Contribution

To the best of our knowledge, almost all available IBMPS schemes are either too
inefficient to be practical or have not been proved to be secure or whose security
is based on non-standard assumptions. In view of the growth and advantages of
grid computing, distributed systems, and mobile computing, construction of an
efficient and provably secure IBMPS scheme is much desired.

We propose an efficient and provably secure IBMPS scheme from bilinear map
based on the hardness of the computational Diffie-Hellman problem (CDHP).
The proposed scheme is proved secure against adaptive chosen message and
adaptive chosen-ID attack in random oracle model. Moreover, we do an efficiency
comparison with existing IBMPS schemes [4,12,19,20] and show that our scheme
is upto 56 % more efficient in computation in view of overall operation time than
the existing IBMPS schemes.

1.3 Outline of the Paper

The rest of this paper is organized as follows. In Sect. 2, some related mathemat-
ical definitions, problems and assumptions are described. In Sect. 3, we present
the formal definition of IBMPS scheme and describe the security model for such
schemes. Our proposed scheme is presented in Sect.4. In Sect.5 we prove the
security of our scheme. Section 6 includes efficiency analysis of our scheme.
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2 Preliminaries

In this section, we introduce some relevant definitions, mathematical problems
and assumptions.

Definition 1 (Bilinear Map). Let G; be an additive cyclic group with gen-
erator P and G2 be a multiplicative cyclic group with generator g. Let both the
groups are of the same prime order q. Then a map e : G; x G; — G4 satisfying
the following properties, is called a cryptographic bilinear map:

L. Bilinearity: For all a,b € Z;, e(aP,bP) = e(P, P)?_ or equivalently, for all
Q,R,S €Gy,e(Q+R,S) =e(Q,S)e(R,S) and e(Q, R+S) = e(Q, R)e(Q, S).

2. Non-Degeneracy: There exists @, R € Gy such that e(Q, R) # 1. Note that
since G; and G4 are groups of prime order, this condition is equivalent to the
condition e(P, P) # 1, which again is equivalent to the condition that e(P, P)
is a generator of Gs.

3. Computability: There exists an efficient algorithm to compute e(Q, R) € G,
for any Q, R € G;.

Definition 2 (Discrete Log Problem). Let G; be a cyclic group with gen-
erator P.

1. Given a random element ) € G, the discrete log problem (DLP) in Gy is to
compute an integer n € Z; such that Q = nP.

2. The discrete log assumption (DLA) on G states that the probability of any
polynomial-time algorithm to solve the DL problem in G is negligible.

Definition 3 (Computational Diffie-Hellman Problem). Let G; be a
cyclic group with generator P.

1. Let a,b € Z; be randomly chosen and kept secret. Given P,aP,bP € Gy, the
computational Diffie-Hellman problem (CDHP) is to compute abP € G.

2. The (t,¢€)-CDH assumption holds in Gy if there is no algorithm which takes
at most ¢ running time and can solve CDHP with at least a non-negligible
advantage e.

3 IBMPS Scheme and Its Security

In this section, we give the formal definition and the security model for an IBMPS
scheme.

3.1 Definition of IBMPS Scheme

In an IBMPS scheme, an original signer delegates its signing rights to a group
of proxy agents to make a signature on its behalf, where the public keys of
original and proxy signers can be computed from their identities by anyone and
their private keys are generated using their corresponding identities by a trusted
authority, the private key generator (PKG). Let O be the original signer with
identity IDp and P;, © = 1,...,n, be the proxy signers with corresponding
identities I Dp,. Precisely, an IBMPS scheme consists of the following phases:
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1. Setup: For a security parameter 1* as input, the PKG runs this algorithm and
generates the public parameters params of the system and a master secret.
The PKG publishes params and keeps the master secret confidential to itself.

2. Eztraction: This is a private key generation algorithm. By this algorithm, the
PKG outputs private key Syp, for the given identity I D, public parameters
params and a secret key. Finally, the PKG provides private keys through a
secure channel to all the users.

3. Proxy key generation: This is a protocol between the original signer and all
the proxy signers. All participants input their identities /Dy, IDp,, private
keys So, Sp, (for 1 < i < n) and the message warrant (or simply, warrant) w
which includes some specific information regarding the message as restrictions
on the message; time of delegation, identity of original and proxy signers,
period of validity etc. After the successful interaction, each proxy signer P;
for 1 <14 < n outputs its partial proxy signing key say dp,.

4. Multi-proxy signature: This is a randomized algorithm, which takes the proxy
signing key of each proxy signer, a message m and a warrant w and outputs
an IBMPS say op.

5. Multi-proxy verification: This is a deterministic algorithm. This algorithm
takes input the identities IDop,IDp, (for 1 < i < n) of all the users, a
message m, a warrant w, and the IBMPS op. The algorithm outputs 1 if the
signature op is a valid IBMPS on message m by the proxy group on behalf
of the original signer, and outputs 0 otherwise.

3.2 Security Model for IBMPS Scheme

In this model an adversary A tries to forge the multi-proxy signature working
against a single user, either against the original signer say O or against one of
the proxy signers P;. The adversary A can access polynomial number of hash
queries, extraction queries, delegation queries, proxy key generation queries and
multi-proxy signature queries. Consider that response to each query is provided
to A using the random oracle. The goal of adversary A is to produce one of the
following forgeries:

1. An IBMPS op for a message m on behalf of the original signer, where user 1 is
one of the proxy signers, such that either the original signer never designated
user 1, or m was not submitted to the multi-proxy signing oracle.

2. An IBMPS op for a message m by the proxy signers on behalf of the user
1, where user 1 plays the role of original signer, and the proxy signers were
never designated by the user 1.

Definition 4. An IBMPS scheme is said to be existential unforgeable against
adaptive chosen message and adaptive chosen-ID attack if no probabilistic poly-
nomial time adversary A has a non-negligible advantage against the challenger
C in the following game:

1. Setup: The challenger C runs the setup algorithm and provides the public
parameters params to the adversary A.
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2. Hash queries: On hash query of adversary A, challenger C responds through
random oracle and maintains lists say Ly, and Lg, for the hash queries.

3. Eaxtraction queries: On key extraction query by A for an identity I D, C pro-
vides the corresponding private key SKp to A.

4. Delegation queries: A produces a warrant w’ and receives its corresponding
delegation value S, from C.

5. Proxy key generation queries: A produces a valid warrant w’ with respect to
an adaptively chosen identity 1D and receives its corresponding proxy signing
key d]D from C.

6. Multi-proxy signature queries: A produces a message m’, a valid warrant w’
corresponding to the message m’ and identity ID and receives from C an
IBMPS o, on the adaptively chosen message.

After the series of queries, A outputs a new IBMPS o on message m* under
a warrant w* for identities /Dy and IDp, for 1 < ¢ < n, where — A has not
requested the private key for at least one of the n+1 users IDp and IDp,,
i = 1,...,n, in extraction queries; A did not request a delegation query on
warrant w*; A did not request a proxy key generation query including warrant
w* and identity I De; A never requests a multi-proxy signature query on message
m* with warrant w* and identities I Dp,. The adversary A wins the above game
if it is able to provide a validity proof of IBMPS 0% on message m™* under the
warrant w*.

Definition 5. An adversary A (t,qu,,qH,, 9B, Gds ok, Gmps, N+ 1, €)-breaks an
(n+1)-user IBMPS scheme by adaptive chosen message and adaptive chosen-ID
attack, if A wins the above game with probability € within time ¢ and makes at
most g, Hi queries, qu, Ha queries, g extraction queries, ¢4 delegation queries,
gpk Proxy key generation queries and ¢,ps multi-proxy signature queries.

Definition 6. An IBMPS scheme is (¢, ¢u, , GHy s 4B 4d» Gpks Gmps, N1, €)-secure
against adaptive chosen message and adaptive chosen-ID attack, if no probabilis-
tic polynomial time adversary can (t, gu, , ¢H,, 9E, 4d> Gpk, Gmps, N+1, €)-break it.

4 Proposed Scheme

In this section, we present our IBMPS scheme and its correctness. Our scheme
consists of the following phases: setup, extraction, proxy key generation, multi-
proxy signature and multi-proxy verification.

4.1 Setup

In the setup phase, the private key generator (PKG), on input security parameter
1%, generates the system’s master secret key s and the system’s public parameters

params = ()‘aG17G27q367H17H23P397PUb) )

where G is an additive cyclic group of prime order ¢ with generator P; G5 is a
multiplicative cyclic group of prime order ¢ with generator g; e : G; X G1 — Gs
is a bilinear map defined as above; Hy : {0,1}* — Gy and Hy : {0,1}* <Gy — Z;
are two hash functions; and Pub = sP € (G is system’s public key.
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4.2 Extraction

Given an identity ID, the PKG computes the hash value H;p := H1(ID) € G,
and returns the public and private keys for I D as follows:

public key: PKp := e(Hp, Pub) € G2; and
private Key: SK;p := sHp € G;.

Thus the original signer O has his private key SK» while anyone can compute
the corresponding public key PK . Similarly, for the n proxy signers P; (for
1 <i < n), the public keys are PK p, and corresponding private keys are SKp,.

4.3 Proxy Key Generation

Make Warrant: In this phase, the original signer O delegates its signing capabil-
ity to the n proxy signers through a signed warrant w. The warrant w includes the
identity of original signer O, the identities of the proxy signers P;, i =1,...,n,
the time of delegation, the period of validity, the nature of messages that can be
signed etc.

Sub Prozy Generation: The original signer O randomly chooses zo € Z; and
computes

- Up =x20P € G,
- Vo = xpPub € G and appends to the warrant w,
h= HQ(wHVo, U@) S ZZ, and

_ _ SKo
So = v

Finally, the original signer O publishes 0 = (w||Vo, So,Un) to the group of
proxy signers with So as a delegation value.

Sub Proxy Verification: Each proxy signer P;, 7 = 1,...,n, accepts the delegation
value Sp on warrant w, if the equality

e(So,Qo0) = PKo

holds, where Qo = Up + hP. Otherwise, they ask for a new delegation value or
terminate the protocol.

Proxy Key Generation: After receiving the (correct) delegation value, each proxy
signer P; (for 1 <14 < n), generates their proxy private key

dp, = So + SKp,.

4.4 Multi-proxy Signature

In this phase, one of the proxy signers in the proxy group acts as a clerk. The
task of the clerk is to combine all the partial proxy signatures generated by each
individual proxy signer and to generate the final multi-proxy signature.
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Partial Proxy Signature Generation: In this phase each proxy signer P; (for
1 <i < n), randomly chooses z; € Zj, and computes

- Up, = z;Qo € Gy,
— hi = Hy(m,Up,) € Z;, and

The proxy signer P; then broadcasts (m, Sp,, Up,) to the group of proxy signers
with (Sp,,Up,) as its partial proxy signature.

Partial Proxy Signature Verification: A proxy signer P; accepts a partial proxy
signature (Sp,,Up,), j = 1,...,n, on message m, if the equality
€(S’Pj,Qj) = PKoe(Hpj Vo + hPub)

holds, where Q; = Up, + h;jQo and Hp, = H1(IDp,). Otherwise, P; asks P;
for a new signature or terminates the protocol.

Multi-prozy Signature Generation: EachP; then computes Rp, = (zi+h;) ;5P
and broadcasts it to the group. The designated clerk, who too is one of the proxy
signers, verifies all the partial proxy signatures valid, and finally generates the
multi-proxy signature on message m as op = (w||Vo, ', Sp, Rp,Up) where

W= Z;ilu and Sp = Z”:is*p and Rp = Z;{%ﬂ and Up = Z;Upi.

4.5 Multi-proxy Verification

Getting a multi-proxy signature op = (w||Vo, ', Sp, Rp,Up) and message m,
the verifier proceeds as follows:

1. Checks the validity of message m with respect to the warrant w. Continue, if
it is a valid one. Rejects otherwise.

2. Checks the authorization of the n proxy signers by the original signer. Stop
the verification, if all or any one of the proxy signers is not authorized by the
warrant. Continue otherwise.

3. Finally, accepts the multi-proxy signature if the equality

e(S'PaQP) = PK?Q C(HP,VO +hPU’b) e(vaQO)

holds, where Qp = Up+h'Qo and Hp = Y| Hp,, where Hp, = H,(IDp,).

5 Correctness and Security Proof

5.1 Proof of Correctness of Our IBMPS Scheme

To verify the correctness of our scheme, first note that

e(Sp, Qp) = e(Sp, (3. Up)+ Qo) =e(Sp, > (Up, +hiQo))
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= e(Sp, Y (@Qo +hiQo)) = e(Sp, Y (#:Qo +hiQo))
=e(Sp, > (@i+h)Qo) =[] e(Sp, (z: + hi)Qo)
:Hjlezz; o (i + hi)Qo) H Hf1 (Sp,, (zi + hi)Qo)
=TI (e(Sm @i+ m)Qo) [T TT, e(Smy: (@i + Qo). (1)
Now,
[T I, etsp,. i+ h)Qo) =TT, I, (@i + h)Sr,. Qo)
=3 IZ (w: + hi) Sp;, Qo)

=e€ Zi:l RPinO) = e(RP7QO)7 (2)

e(Sp;, (xi + hi)Qo) = e((wi + hi)Sp;, Qo) = e(dp;, Qo)
= e(So + SKp,,Qo) = e(So,Qo)e(SKp,,Qo), (3)

e(SKp;,Qo) =e(sHp,,Qo) = e(Hp,,sQo0) = e(Hp,,sQo) = e(Hp,,s(Uo + hP))
=e(Hp,,sUo + shP) = e(Hp,,stoP + hsP)
= e(Hp,;,z0Pub+ hPub) = e(Hp,, Vo + hPub), (4)
and
SK
e(So, Qo) = e(So,Uo + hP) = e( +Oh7
=e(sHo,P) = e(Hp,sP) = e(Hp, Pub) = PKo . (5)
Combining (1), (2), (3), (4) and (5), we get
e(5p,Qp) = [[_ (e(Sp. (@i +-h)Qo) [T 1, e(Sr,. (@i + hi)Qo))

=TI, (e(S0,Qo)e(sKp,, Qo) ], [, e(Sp,. (@i +h)Qo0))

2oP + hP) = e(SKo, P) =

(Hizl(PKoe(Hpi, Vo + hPub)))e(Rp, Qo)

= PKg(H’;l e(Hp,, Vo + hPub))e(Rp, Qo)

= PKoe(Zn Hp,, Vo + hPub)e(Rp, Qo)

= PKpe(Hp,Vo + hPub)e(Rp, Qo) (6)

3

5.2 Proof of Security of Our IBMPS Scheme

In this section, we prove the security of our scheme against existential forgery
on adaptive chosen message and adaptive chosen-ID attack in the random oracle
model. We allow the adversary A to adaptively select the identities and the
message on which it wants to forge the multi-proxy signature.
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Theorem 1. If there exists an adversary A which (¢,qm,,9H,,9E:9d,dpk dmps
n+1,¢)-breaks the proposed IBMPS scheme in time ¢ with success probability e,
then there exists an adversary B(t',€’) which solves CDHP with success proba-
bility at least € > (1 —1/q)M/(qr + qia + 2qpr + (N + 1)gmps +n+ 1) in time at
most ¢ >t + (qu, + 95 + 394 + 4qpk + (61 + 5)¢mps + 4)Cq, where Cg, denotes
the maximum time taken for scalar multiplication in Gfj.

Proof: Let, for a security parameter 1*, the adversary B is challenged to solve
the CDHP for {(q,G1, P, sP,bP) where G is an additive cyclic group of prime
order ¢ with generator P and s,b € Zj. The goal of B is to solve CDHP by
computing sbP € G using A, the adversary who claims to forge our proposed
IBMPS scheme. B simulates the security game with A as follows:

Setup: B chooses a multiplicative cyclic group G2 = (g) of prime order ¢ and
constructs a bilinear map e : G; X G; — G5 and generates the systems public
parameter params = (\,G1,Ga,q, e, Hy, Ha, P, g, Pub := sP) for security para-
meter 1* where the hash functions H; and Hs behave as random oracles and
respond to hash queries as below.

Hi-queries: When A makes an Hy query for an identity ID € {0,1}*, B
responds as follows:

1. B maintains alist Ly, = ((ID, h1, a,c)) and if the queried I D already appears
on the list Ly, in some tuple (ID,h,a,c) then algorithm B replies with
h1 = H.(ID).

2. Otherwise B picks a random integer a € Zj, generates a random coin ¢ €
{0, 1} with probability Pr[c = 0] = 7 for some 7, and

— If ¢=0, B sets hy = a(bP).
—Ifc=1, B sets hy = aP.

3. Algorithm B adds the tuple (ID, hq,a,c) to the list Ly, and replies to A with

H[D = hl.

H,-queries: When A makes an Hy query for a warrant w’ € {0,1}* and
U', V' € G1, B responds as follows:

1. B maintains a list Ly, = ((w||V, U, h)) and if the queried (w’||V’,U’) already
appears on the list Ly, in some tuple (w]|V, U, h) then algorithm B replies to
A with Ho(w'||[V',U") := W

2. Otherwise B picks a random integer h" € Z; and replies to A with Ha(w'[[V’,
U’) := k' and adds the tuple (w'||V’,U’,h’) to the list Ly, .

Similarly when A makes an Hs query for a message m’ € {0,1}* and U’ € Gy,
B picks a random integer h' € Z; and replies to A with Ho(m',U’) := h’ and
adds the tuple (m’,U’, h’) to the list Ly,.

Extraction Queries: When A makes a private key query on identity ID, B
responds as follows:
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1. B runs the above algorithm for responding to H; query on I D and computes
hy = H,(ID).

2. Let (ID, hy,a,c) be the corresponding tuple on the list Ly, .
— If ¢ =0, then B outputs ‘failure’ and terminates.
— If ¢ =1, then B replies to A with SKp := aPub.

Recall that Hyp = Hy(ID) = hy = aP. So, aPub = a(sP) = s(aP) = sHyp is
a valid private key of the user with identity I D. Hence, the probability that B
does not terminate is (1 — 7).

Delegation Queries: When A requests a delegation of a warrant w’ € {0,1}* by
the original signer with identity I D to the proxy signers P; as in the warrant, 5
responds as follows:

1. B runs the above algorithm for responding to H;j-queries to obtain H;p =
H{(ID) =aP € Gy. If ¢ =0 in the corresponding tuple (ID, hy,a,c) on the
list Lg,, B outputs ‘failure’ and terminates. Otherwise it proceeds to next
step.

2. B selects randomly 2" € Z; and sets U’ = ' P and V' = 2’ Pub. If U’ already
appears in some tuple (m,U, h) in the list Lg,, B picks another 2’ € Z; ran-
domly and repeats this step. B then runs the above algorithm for responding
to Ha-queries for the input (w'||V’,U’) and outputs Ho(w'||V',U’) = h'.

3. B computes S’ := aPub/(z' + k') and replies to A with o’ = (v'||V’, 5", U").

Recall that Hyp = H1(ID) = aP and SKp := aPub. So, e(S',Q’) =

aPub
' +h’

asP

U +h'P) = el

e( ' P+ h'P) = e(aP,sP) = e(Hrp, Pub) = PK1p.

Thus o/ = (w'||V’, 5", U’) is a valid delegation of the warrant w’. Also note that
the probability that B does not terminate is (1 — 7).

Proxy Key Generation Queries: Note that in our scheme, the proxy signing
key dp, of any proxy signer P; is just the sum of the delegation value So of the
warrant and the private key SK Dy, of the proxy signer. So when A queries for a
proxy signing key of a proxy signer P;, BB runs the above algorithms for extraction
query and delegation query and responds accordingly. Since the probability that
B does not halt during each of those queries is 1 — 7, the probability that B does
not halt in this query is (1 — n)?.

Multi-proxy Signature Queries: When the adversary A requests for a multi-
proxy signature on a message m’ satisfying a warrant w’ from an original signer
O = Py to a group of proxy signers Py, ..., P,, B responds as follows:

1. B runs the above algorithm for responding to Hy, query on P;, ¢ =0,1,...,n,
and computes hy; = Hi(P;). Let (P;, h14,a4,¢;) be the corresponding tuples
on the list Ly, . If ¢; = 0, for any ¢ = 0,1,...,n, B outputs ‘failure’ and
terminates. Otherwise it proceeds to next step.
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2. B selects randomly zi, € Zj and sets U, = wpP and V), = x,Pub. If
U, already appears in some tuple (m, U, h) in the list Ly,, B picks another
T € Zy and repeats this step. B then runs the above algorithm for responding
to Ha-queries for the inputs (w’||V{), U/,) and adds the tuple (w'||V, Up, b')
to the list Lg,.

3. B computes Sy, = wiﬁc,’l, = ggﬁ%’, and sets dp =S¢y + SKp, = Si + a; Pub
fori=1,...,n.

4. B selects randomly z; € Z; and computes Up = x;P. If Uy already appears
in some tuple (m, U, h) in the list Ly,, B picks another z} € Z; and repeats
this step. B then runs the above algorithm for responding to Ha-queries for
the inputs (m’, Up, ) and adds the tuple (m’,Up , h;) to the list Lg,.

d/
5. B computes Sp = Wﬂh’ fori=1,....,n, K" =>" kA, Up=>", Up, and
6. B then computes R = (zj + h})(Sp — Sp,) for each i = 1,...,n and sets

7. Finally B replies to A with the IBMPS o, = (w'||V, h", Sp, R, Up).

Note that the probability that B does not halt in this query is (1 — 7)™ *!. Also,
B follows all the steps correctly and one can check that replies to A with a valid
delegation and that the verification step equality

e(Sp, Q%) = PK{ e(Hp, Ve + W' Pub) e(Rp, Qp)

holds, where Qp, = U, + W'P = (z, + V)P, Q% = Up + h'Q» and Hp =
>y Hp, = 350 aiP.

Output: The probability that B does not abort during the above simulation is

(1 _ 77)¢IE+qd+2qpk+(n+l)qmps (7)

and in that case, let A outputs a valid IBMPS o5 = (w*||V{§, S5, Ry, Up) on
message m* which satisfies

e(Sp Qp) = PK{ e(Hp, Vi + h* Pub) e(Rp, Qp)

If A does not query the three hash functions, Hy(ID), Ha(w*||[V*,U*) and
Hy(m*,U*), then the responses to these hash functions are picked randomly so
that the probability that verification equality holds is less that 1/q. Hence A
outputs a new valid IBMPS o}, = (w*||V3, S5, R5, Uj) on message m* with the

probability
(1 — l/q)(l _ n)qE+qd+Qka+(n+1)qmps'

Case 1. A interacts with B as a proxy signer, say P;. A did not request the
private key of IDp,, A did not request a delegation value for warrant w*, A did
not request the proxy signing key for S, and A did not request a multi-proxy
signature for (m™*, w*).
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Let Hi(IDo) = apoP, Hi(IDp,) = ap,P for 2 < i < n, and H;(IDp,) =
ap, (bP), which happens with probability (1 —n)(1 —n)" "y =n(1 —n)".

B has V{y = xp Pub, ' = Ha(w'||[V(5,Up) and S5, = 371 % and proceeds
to solve CDHP using the equality:

(Sp. Qp) = PKpe(Hp. Vo + W Pub)e(Rp. Q)
= PK%@(Z lrlrleiaif/OPUbJr W Pub)e(Rp, Qo)
=1

e(Ho, Pub)"e(Y _ Hipy, , (o + h') Pub)e(Rp, Q)
1

1=

= e(ap P,nPub)e({ap, + -+ + ap, } P, (xp + h') Pub)
(I ) (e 1 W Pub)e( R (e 4 1)P)
= e(nao Pub, P)e({ap, + - + ap, } (v + h') Pub, P)

e(H1(IDp,), (xp + h')Pub)e((xy, + ') R)p, P)
= c([nao + {ap, + -+ ap, } &l + K Pub + (el + W) R, P)
e(Hy(IDp,), (sl + 1) P
We have

Qp =Up 4+ h'Qb _ZUP + ' {Up + h' P} —Zx P+h'{zpoP +h P}

i=1 =
= {Z z, +xoh” + AP,
=1
Let Z = [nap +{ap, +---+ap, }(xpn + 1')|Pub+ (x;n + ') R). Then by above
equality, we have
e(Sp, Qp) = e(Z, P)e(H\(IDp, ), (xo + h') Pub)
e(Sh, {Z; @)+ b + WR'YP) = e(Z, P)e(ap, (bP), () + h') Pub)
e(Sp{d_ @+ ph” + W'} = Z,P) = e(ap, (bP), (zp + ') Pub)
Let S5 = Sp{>"" | @} + ok + W'R"} — Z . Then,

e(S%, P) = e(ap, (bP), (xp + h') Pub)

= e(ap, (zp + h')(bP), Pub)

e(C(bP), Pub) {where C = ap, (v, + h')}
e(C(bsP),P).

Hence S7, = C(bsP) so that bsP = C~'S%. Thus, using algorithm A, B can
solve an instance of CDHP and the probability of success is n(1 —n)™.

Case 2. A interacts with B as the original signer O. A did not request the
private key of 1Dy, A did not request a delegation value for warrant w*, A did
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not request the proxy signing key for S, and A did not request a multi-proxy
signature for (m*,w*). As the above case we can show that B can derive sbP
with the same success probability n(1 — 7)™. Hence the success probability €
that B solves the CDHP in the above attack game is at least:

(1 _ 1/q)77(1 _ n)qE+qd+2qpk+(n+1)qmps+ne_

Now the maximum possible value of the above probability occurs for

1
= qE+Qd+2ka+<n+l)qmps+n+1

Hence the optimal success probability is

(1-1/q9)M .
qE + qa + 2qpk + (N 4+ D) gmps +n+ 1

so that
S (1 - 1/Q)M

€
- qE+Qd+Qka+(n+l)qmps+n+1

where M is the maximum value of

€

(1— n)QE+qd+2qu+(n+1)QMps+"

which occurs for

1
n_qE+qd+2qpk+(n+1)qmps+n+1'

Now taking care of running time, one can observe that running time of algorithm
B is same as that of A plus time taken to respond to the hash, extraction,
delegation, proxy key generation and multi-proxy signature queries i.e. g, +
qH, + 9B + g4 + Gpk + @mps- Hence the maximum running time is given by ¢’ >
t+(qu, + 95 +390+4qpk+ (6n+5)¢mps +4)Cq, where Cg, denotes the maximum
time taken for scalar multiplication in G, as each H; hash query requires one
scalar multiplication in G, extraction query requires one scalar multiplication
in GG1, delegation query requires three scalar multiplications in G1, proxy key
generation query requires four scalar multiplications in G1, multi-proxy signature
query requires (6n+5) scalar multiplications in G; and, to output CDH solution
from A’s forgery, B requires at most four scalar multiplications in G;. Hence
t' >t + (qu, + g5 + 3qa + 4qpr + (61 + 5)gmps +4)Ca, .

6 Efficiency Comparison

Here, we compare the efficiency of our IBMPS scheme with that of the existing
IBMPS schemes [4,12,19] and [20] and show that our scheme is more efficient
in the sense of computation and operation time than those schemes. For the
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Table 1. Efficiency Comparision

Proxy key generation: Multi-proxy Verification:

Scheme P|H|E [SM|OT (ms) Scheme P | H | E [SM|OT (ms)
Lietal. [12] 310(|1]6]| 103.71 Lietal. [12] 310|112 78.19
Caoetal.[4] |3 ]2|0] 3| 8534 Caoetal.[4] |4 |2]0] 2| 99.00
Raoetal.[19] | 3| 2|2 ]3| 95.96 Raoetal.[19] |3 | 1] 2] 0| 73.78
Sahuetal.[20]] 2 | 0|0 | 5| 71.98 Sahuetal.[20]| 2 |0 | 0 | 4 | 65.6
Our scheme| 1*| 0| 0 | 4 | 45.56 Our scheme| 3 | 1 |0"| 2 | 75.92

* PKo = e(Ho,Pub) is a one-time * The quantity PKp is a one-time com-
computation and can be pre-computed putation and can be pre-computed so
so does not contribute to the operation does not contribute to the operation
time. time.

Multi-proxy signature generation: Overall Time:

Scheme P[H][E [SM[OT (ms) Scheme P H|E|SMOT (ms)
Lietal.[12] |3 |0 | 1|3 | 8457 Lietal.[12] | 9| 0| 3 | 11| 266.47
Caoetal.[4 |5 1|1|2] 12131 Caoetal.[4] |12] 5| 1| 7| 305.65
Raoetal. [19] | 4 | 1 | 3| 4 | 124.65 Raoetal. [19] [10| 4 | 7| 7 | 294.39
Sahuetal.[20][ 2| 0| 0 | 6 | 78.36 Sahuetal [20]| 6 | 0 | 0 [ 15| 215.94
Our schemel| 2 | 17 0| 5 | 75.02 Our scheme| 6 | 2 | 0 |11 196.50

1 We have followed the exact same convention as in [5,6] to count the number of
bilinear pairings (P), map-to-point hash functions (H), modular-exponentiations (E),
scalar multiplications (SM) and the consequent operation time (OT)

computation of operation time, we refer to [6] where the operation time for vari-
ous cryptographic operations have been obtained using MIRACL [15], a standard
cryptographic library, and the hardware platform is a PIV 3 GHZ processor with
512M bytes memory and the Windows XP operating system. For the pairing-
based scheme, to achieve the 1024-bit RSA level security, Tate pairing defined
over the supersingular elliptic curve E = F, : y> = 23 + z with embedding
degree 2 was used, where ¢ is a 160-bit Solinas prime ¢ = 2'% + 217 + 1 and
p a 512-bit prime satisfying p + 1 = 12¢r. We note that the OT for one pair-
ing computation is 20.04 ms, for one map-to-point hash function it is 3.04 ms,
for one modular exponentiation it is 5.31 ms, for one scalar multiplication it is
6.38 ms and for one general hash function it is < 0.001 ms. To evaluate the total
operation time in the efficiency comparison tables, we use the simple method
from [5,6]. In each of the three phases: proxy key generation, multi-proxy sig-
nature generation and multi-proxy verification, we compare the total number
of bilinear pairings (P), map-to-point hash functions (H), modular exponentia-
tions (E), scalar multiplications (SM) and the consequent operation time (OT)
while omitting the operation time due to a general hash function which is neg-
ligible compared to the other four operations. Further, across all the compared
schemes, in the computation tables, we take into consideration the computations
of only one of the n proxy signers following the methodology of [5,6].

For example, during the multi-proxy signature generation phase of our scheme,
each proxy signer computes 2 pairings, 1 map-to-point hash, 0 modular
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exponentiation and 5 scalar multiplications, hence the total operation time can
be calculated as: 2 x 20.04 +1 x 3.04+0 x 5.31 +5 x 6.38 = 75.02ms. The OT
for each phase of all the schemes has been computed similarly.

From the efficiency comparison Table 1, it is clear that our scheme is compu-
tationally more efficient and having less operation time than the schemes given
in [4,12,19,20]. In particular, our scheme is 56 %, 50 %, 36 % and 10 % more
efficient than the schemes given in [4,12,19] and [20] respectively.

Acknowledgement. The authors acknowledge the Cryptology Research Society of
India and DST-CMS project SR/S4/MS:516/07 for the financial support towards pre-
sentation of this paper at ICICS 2014.
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Abstract. Attribute-Based Encryption (ABE) offers fine-grained
decryption policy such that users can do decryption if their attributes
satisfy the policy. Such flexibility enables it applicable in various appli-
cations in government and business. However, there are two issues that
should be solved first before it is deployed in practice, namely user revo-
cation and decryption outsourcing. In this paper, we adopt the slightly
modified Lewko et al.’s fully-CCA-secure Ciphertext-Policy-ABE (CP-
ABE) combining with Boneh et al.’s idea of mediated cryptography to
propose a CP-ABE with SEcurity Mediator (SEM) supporting imme-
diate user revocation. At the same time, by the introduce of SEM, we
intendedly outsource most of the computation workload in decryption
to SEM side and leave only one exponentiation and one division at user
side for decryption. It is proved fully-RCCA-CCA-secure in random ora-
cle model.

Keywords: CP-ABE - Decryption outsourcing - Dual encryption sys-
tem - Security mediator - User revocation

1 Introduction

In a traditional Identity-Based Encryption (IBE) system, data is encrypted by a
certain identity which can be decrypted by the corresponding secret key. Cipher-
text encrypted by the identity can only be decrypted by the secret key. How-
ever, in many cases, it is required for any user (with a certain set of attributes)
who satisfies a policy can decrypt the corresponding data. For example, the
head agent may specify that people satisfying ((PuBLIC CORRUPTION OFFICE
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AND (KNOXVILLE OR SAN FrANcISCO)) OR (MANAGEMENT-LEVEL > 5) OR
NAME=CHARLIE) to decrypt documents [4]. We call the encryption scheme
achieving the above requirement Attribute-Based Encryption (ABE).

ABE can be divided into Key-Policy ABE (KP-ABE) and Ciphertext-Policy
ABE (CP-ABE). In KP-ABE [1,2,6,15], secret key is associated with access
policy P. And ciphertext is associated with user’s attribute set S. The secret
key can decrypt the ciphertext if the attribute set S satisfies the policy P. In
CP-ABE, ciphertext is associated with policy P, while secret key is associated
with user’s attribute set S [4,5,11,13].

Access STRUCTURE. ABE is proposed for fine-grained access control on
encrypted data. The simplest access structure is Threshold. The user will wish
to encrypt a document to all users that have a certain set of attributes. For
example, in a department of computer science, the chairperson might want to
encrypt a document to all of its systems faculty on a hiring committee. In this
case it would encrypt to the attribute set hiring-committee, faculty, systems. Any
user who has these attributes could decrypt the document [1]. Access structure
with AND and OR gates can be represented by an access tree using 2 of 2 and
1 of 2 Threshold gates as root nodes, respectively. Recall the head agent case in
[4] as an example. Such monotone access structure can be further extended to
the non-monotonic structure supporting NOT gate [5,6].

SELECTIVE AND FULLY SECURITY. A security model is called selective if the
adversary is required to announce the intended target before Setup is executed
in the game. This is a limited model as the adversary is not necessary to decide
the target at the very beginning of the game. There are a list of ABE schemes
achieving selective-attribute security [1,2,4-6,11]. The model can be improved
to fully secure if such limitation is removed such that the adversary will decide
the intended target at any time during the game [13-15].

CPA, CCA anD RCCA. To prove an ABE is Chosen-Plaintext-Attack
(CPA) secure, we first construct the security game describing the interaction
of an adversary A and challenger C (i.e., the attacks A launches), as well as the
goal of A by successfully guessing b from the challenge ciphertext CTj. Achiev-
ing the goal means A wins the game. We say an ABE is secure if A wins the
game with negligible probability e. Furthermore, we say an ABE is CPA-secure
if A is not allowed to ask for plaintext of his chosen ciphertext. On the contrary,
it is Chosen-Ciphertext-Attack secure(CCA-secure). If A can launch decryption
queries on any chosen ciphertext C' except the challenge ciphertext Cj (i.e.,
C # C}p).The most recent research on ABE is a fully-CCA-secure CP/KP-ABE
with monotonic access structure [13]. Replayable CCA (RCCA) was proposed
[24] that allows modification to the ciphertext provided they cannot change the
underlying plaintext in a meaningful way. Green et al. [16] proposed to outsource
the decryption of ABE which is selective-RCCA secure.

USER REVOCATION. Boldyreva, Goyal and Kumar proposed Identity Based
Encryption with Efficient Revocation which supports user revocation in IBE [7]
in 2008. Then user revocation has been taken notice in many practical ABE
systems. User revocation is an essential mechanism in many group-based appli-
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cations, including ABE systems, because users may leave their group. Revocation
of any single user would affect others who have the same attribute with him. An
intuitive way is to append to each of the attributes a date for when the attribute
expires [4]. It not only degrades the security in terms of Backward and Forward
Secrecy, but also has the scalability problem [18]. Another way is to use ABE that
supports NOT gate [6]. Particularly, one can append a NOT gate of the revoked
users identity to the previous formula with an AND gate. However, it is very
inefficient and does not support immediate revocation. Yu et al. proposed a CP-
ABE scheme with attribute immediate revocation [19]. However, it depends on
a curious-but-honest proxy server to update secret keys for all unrevoked users.
The third method is to re-encrypt the affected ciphertexts, and then updates the
decryption keys for unrevoked users. The last method is to introduce a mediator
who maintains a real-time RL, which is used in our construction.

As discussed above, user revocation is one of the obstacles for ABE into prac-
tice. The other obstacle is the efficiency of ABE. As most of the ABE decryption
algorithms involve several paring operations, it is a significant challenge for users
using light-weight devices for decryption. Therefore, an ABE scheme supporting
decryption outsourcing would be a better solution.

Mediated cryptography was designed by Boneh et al. [20] as a method to allow
immediate revocation of public keys. The basic idea when deployed in ABE is
to introduce an on-line SEcurity Mediator, SEM, for the check of user validity.
Once SEM is notified that a user is to be revoked, it can stop the decryption by
the user immediately. To this end, SEM is given a partial decryption key with
a real-time revocation list (RL). All encrypted data will be sent to SEM first
for checking the validity of the corresponding user in RL. SEM executes SEM-
Decrypt if and only if he passes the check, and sends the partially decrypted
data to the user for User-Decrypt [21]. Therefore, deploying SEM between the
data owner and the data user is a promising solution for ABE. Ibraimi et al.
combined this idea with Bethencourt et al.’s selective-CPA-secure CP-ABE [4]
to propose a selective-CPA-secure mediated CP-ABE to support immediate user
revocation with application in Personal Health Records (PHR) management [25].
In addition, SEM can act as an outsourcing server to do partial decryption [16].
In other words, if we consciously leverage most of the decryption computation
to SEM, we can achieve a practical ABE scheme in User-Decrypt.Therefore, the
introduction of SEM can solve both the user revocation and decryption outsourc-
ing problems, which directly makes an ABE with SEM to practical applications.
However, with the introduction of SEM (a new role in the security game), it
changes the original security model. We also need to prove its security although
the underlying ABE has been proved fully-CCA secure.

1.1 Our Approach

We are able to obtain a fully-RCCA-CCA-secure CP-ABE with mediator.
Firstly, to achieve immediate user revocation, we adopt the slightly modified

Lewko et al.’s fully-CCA-secure CP-ABE [13] as the ABE building block combin-

ing with Boneh et al.’s idea of security mediator [20] to propose a CP-ABE with
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mediator (SEM). In this scheme, SEM is given a partial decryption key (SKjy)
and a real-time Revocation List (RL). Any ciphertext for user decryption should
be sent to SEM for user revocation check first. Only passed ciphertext will be
partially decrypted using SEM’s SK ;. The output will be further sent to user
for final decryption. If some users are revoked, SEM will not send the partial
decryption result, named CT);, to the revoked users.

Secondly, to achieve decryption outsourcing, we employ Green et al.’s idea
by moving most of the decryption from user side to SEM side (Suppose SEM
has strong computational power in cloud). Specifically, raise user’s each part of
secret key by 1/2(z €r Z;;) to get the partial decryption key for SEM (SKpy).
Redefine user’s secret key as SK = (SKy, z). SEM-Decrypt executed by SEM
using S K s will include all pairing operations. But SEM cannot finally decrypt it
due to the absence of z. At last, user is only required to execute 1 exponentiation
and 1 division to get the plaintext.

1.2 Related Work

ATTRIBUTE BASED ENCRYPTION. Sahai and Waters [1] proposed fuzzy identity-
based encryption in 2005, which was also called attribute-based encryption when
it is applied in the case that an encrypted document can only be decrypted by
the user who have a certain set of attributes. In other words, a message encrypted
by a set of attribute S can only be decrypted by a private key for another set of
attributes S’, if and only if |SNS’| > d, a Threshold.

Goyal et al. [2] classified it into key-policy attribute-based encryption (KP-
ABE) and cipher-policy attribute-based encryption (CP-ABE), and further pro-
posed a small universe KP-ABE supporting a more general access structure,
monotonic access tree. Any policy/formula with AND and OR gates can be trans-
formed to such access structure. It is selective-attribute CPA secure without
random oracle. They also proposed a large universe KP-ABE which is selective-
attribute CPA secure in random oracle. They for the first time proved that it
is CCA secure by leveraging the delegation property of their large universe KP-
ABE and applying the method in [3]. In 2007, Bethencourt et al. [4] gave the first
construction of CP-ABE with monotonic access tree, which is selective-attribute
CPA secure with random oracle. They also argued that with delegation property,
their scheme is CCA secure. They implemented the ABE scheme using the Pair-
ing Based Cryptography library [17]. In the same year, Cheung and Newport
[5] proposed a CP-ABE scheme with access structures of AND gates on both
positive and negative attributes. Ostrovsky et al. [6] extended Goyal et al.’s
scheme [2] to support non-monotonic access structure, i.e., the Boolean formula
involving AND, OR, NOT, and Threshold operations.

In 2011, Waters [11] proposed a selective-attribute CPA secure CP-ABE
under DPBDHE assumption with ciphertext size, encryption, and decryption
time scales linearly with the complexity of the access formula. Lewko et al. [14]
proposed the first fully secure CP-ABE under 3 assumption by adapting Waters’
dual system encryption technique in proof model [12]. Okamoto and Takashima
[15] proposed a fully secure KP-ABE under DLIN assumption in the same year.
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Yamada et al. [13] clearly defined the two properties, delegatability and verifia-
bility in ABE, and argued that any CPA-secure ABE can be transformed to a
CCA-secure ABE as long as it has either property above. They also instantiated
the variation of Lewko et al.’s CP-ABE, which is fully CCA-secure.

ABE wITH REVOCATION. Bethencourt et al. [4] and Pirretti et al. [26,27]
respectively realized coarse-grained attribute revocation by revoking attribute
itself using timed rekeying mechanism, which was implemented by setting expi-
ration time on each attribute. Attrapadung and Imai proposed ABE with user
revocation [8] within similar method as described in [7]. Liang etc. proposed
CP-ABE with revocation and it is proved secure under standard model [9]. Qian
and Dong proposed Fully Secure Revocable ABE, combined dual encryption and
user revocable ABE together to get fully secure ABE with user revocation [10].
However their schemes don’t allow immediate revocation. For fine-grained user
revocation, Ostrovsky et al. [6] proposed to add conjunctively the AND of nega-
tion of revoked user attributes. Yu et al. [19] achieved a CP-ABE scheme with
immediate attribute revocation which is selective-CCA-secure. Hur and Noh
[18] proposed attribute-based access control with efficient revocation without
formal security proof. Sahai et al. [28] proposed a fully secure revocable key-
policy ABE scheme without concerning Forward Secrecy. Ibraimi et al. combined
Bethencourt et al.’s selective-CPA-secure CP-ABE [4] with Boneh et al.’s medi-
ated cryptography [20] to propose a selective-CPA-secure mediated CP-ABE to
support immediate user revocation with application [25].

ABE wiTH DECRYPTION OUTSOURCING. Green et al. [16] proposed a new
paradigm by outsourcing the main decryption computation workload of Waters’
CP-ABE [11], and proved it secure in Replayable CCA model, followed by imple-
menting it using PBC library [17].

2 Preliminaries

We review Bilinear maps, decisional ¢ — parallel Bilinear Diffie-Hellman Expo-
nent problem and linear secret sharing scheme.

2.1 Bilinear Maps

We review some facts related to groups with efficiently computable bilinear maps
in [11] and then give our number theoretic assumptions. Let G and G be two
multiplicative cyclic groups of prime order p. Let g be a generator of G and e be
a bilinear map, e : G X G — Gp. The bilinear map e has the following properties:

1. Bilinearity: for all u,v € G and a,b € Z,, we have e(u®,v®) = e(u,v)®.
2. Non-degeneracy: e(g,g) # 1.

We say that G is a bilinear group if the group operation in G and the bilinear
map e : G x G — Gr are both efficiently computable. Notice that the map e is
symmetric since e(g%, g*) = e(g, 9)® = e(g”, g%).
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2.2 Decisional Parallel BDHE Assumption

We review the definition of decisional ¢ — parallel Bilinear Diffie-Hellman Expo-
nent problem in [11] as follows. Choose a group G of prime order p according to
the security parameter A. Let a,s,b1,...,by € Z, be chosen at random and g be
a generator of G. If an adversary is given y =

q q+2 2q
g7gs’ga""7ga 77ga "_*_'2".901 Py
v1<j<qgs.bjuqa/bj>' .. ’gaq/ij ,ga‘? /bja s ’ga /b
== .5:by. /b 9.5.b, /b;
Vi<jahgig® o0, gt o b

it is hard to distinguish e(g, g)“ﬁls € Gp from a random element R in Gr.
An algorithm B that outputs z € {0, 1} has advantage € in solving decisional
g-parallel BDHE in G if

|Pr(B(y,T = e(g,9)™" *) = 0] — PriB(y,T = R) = 0]| >

Definition 1. We say that the (decision) g-parallel-BDHE assumption holds if
no polynomial time algorithm B has a non-negligible advantage in solving the
decisional g-parallel BDHE problem.

2.3 Linear Secret Sharing Schemes

We review the definition of linear secret sharing scheme (LSSS) in [11] as follows.

Definition 2. (Linear Secret-Sharing Schemes (LSSS)) A secret-sharing scheme
over a set of parties P is called linear (over Z,) if

1. The shares for each party form a vector over Z,.

2. There exists a matriz an M with £ rows and n columns called the share-
generating matrix for I1. For all i = 1,...,¢, the i’th row of M, we let the
function p defined the party labelling row i as p(i). When we consider the
column vector v = (s,1a,...,1y), where s € Zy, is the secret to be shared, and
T2,...,Tn € Zyp are randomly chosen, then Mv is the vector of £ shares of the
secret s according to 1. The share (Mwv); belongs to party p(i).

It is shown in [11] that every LSSS according to the above definition also
enjoys the linear reconstruction property, defined as follows: Suppose that II is
an LSSS for the access structure A. Let S € A be any authorized set, and let
I C{1,2,...,¢} be defined as I = {i : p(i) € S}. Then, there exist constants
{w; € Zp}ier such that, if {A;} are valid shares of any secret s according to II,
then Y w;A; = s. Furthermore, it is shown in [11] that these constants w; can

il
be found in time polynomial in the size of the share-generating matrix M.
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3 Definition of CP-ABE with SEM

We review the definition of CP-ABE with SEM in [25] here. Let S represent a
set of attributes, and A an access structure. We defines A and S as the inputs to
the encryption and key generation algorithm, and the function f(S,A) outputs
1 iff the attribute set S satisfies the access structure A, respectively.

Definition 3. CP-ABE with SEM, CP — ABEggn; consists of five algorithms:

(PK,MSK) « Setup(A\,U). This algorithm takes security parameter A and
universe U as input. It outputs public parameters PK and master key
MSK.

CT «— Encrypt(PK,m, A). This algorithm takes as input public parameters PK,
a message m and an access structure A. It outputs ciphertext CT'.

(SKy,SKy) «— KeyGen(MSK,S). This algorithm takes as input master key
MSK and an attribute set S. It outputs secret key SKy and SEM’s key
SKIW.

CTy +— SEM-Decrypt(SK s, CT). The mediated decryption algorithm takes as
input SEM’s key SKj; for S and a ciphertext CT that was encrypted
under A. It outputs the partially decrypted ciphertext CTyy if f(S,A) =
1. Otherwise, the error symbol L is returned.

M/ L User-Decrypt(SKy,CTyr). The decrypt algorithm takes as input SKy
for S and C'T); that was originally encrypted under A. It outputs the
message m if f(S,A) =1 and (SKy, SK)s) were created together. Oth-
erwise, the error symbol L is returned.

Some Terminologies. We define some terminologies and properties related to
access structures here. Any monotonic (resp., non-monotonic) access structure
A can be represented by a corresponding Boolean formula (resp., with negation),
which we denote by ¢(A), over variables in U. This is naturally defined in the
sense that f(S,A) = 1 holds iff the evaluation of ¢(A) with the assignment that
sets all variables in S to 1 and other variables outside S to 0 yields the value 1.

Consider the case where A is a monotonic access structure over U.
If we denote a minimal representation of A by min(A) = {f(S,A) =
1| there exists no B € Asuch that f(B,A) = 1}. Then, it is straightforward to
see that ¢(A) = Vgremin(a)(Apes P).

For simplicity, we will use the access structure A and its corresponding
Boolean formula ¢(A) interchangeably when specifying a policy.

3.1 Fully-RCCA-CCA Security Model for CP-ABE with SEM

Consider a multi-party ABE with SEM system, where there are a lot of registered
users and a mediator with real-time revocation list. An adversary A of time
complexity of polynomial has the following capabilities.

1. A can corrupt users as his wish in the system to obtain their user secret keys
S Ky and the corresponding SK)j; from the mediator.
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2. A can make SEM-Decrypt queries to get partially decrypted ciphertext CThy.
3. A can make User-Decrypt queries to get plaintext m.

The goal of the adversary A is either of the two following outputs.

— A partially decrypted ciphertext CT); for user key SKy to decrypt although
A has no knowledge of the corresponding SK ;. In particular, the user with
S Ky has been revoked by SEM. So SEM will not help to partially decrypt
ciphertext C'Ty; for the user. A tries to calculate CT); without knowing SEM’s
S K. If it is the case, A can further decrypt CT); successfully.

— A plaintext m decrypted from a partially decrypted ciphertext CTy; by SKy.
In particular, the user is valid and SEM helps to get CTys. A tries to success-
fully decrypt C'Tys to get m without knowing SKy .

To clearly define A’s capabilities and goal, we formally define two games.

Definition 4 [Security of a CP-ABE with SEM]. Let CP-ABEggy =
(Setup, Encrypt, KeyGen, SEM-Decrypt, User-Decrypt) be a CP-ABE with SEcu-
rity Mediator scheme, A4 an adversary, A € N a security parameter. We associate
to CP-ABEgsgMm, A and A an experiment Expg\}jlj_jq%%Sg;CCA()\) including the
following two games.

In this definition, “RCCA-CCA” means security against users is RCCA while
security against SEM is CCA. Now two Games are defined.
In Game-1, A’s target is user.

Game-1

Setup. The challenger C runs Setup and gives PK to the adversary A.
Phase 1. C initializes an empty table 77, an empty set D; and an integer
j = 0. Proceeding adaptively, A can repeatedly make any of these queries:

e Create(S). C sets j := j + 1. It runs KeyGen on S to obtain the pair
(SKy,SKys) and stores in table T the entry (4,5, SKy, SKys). It then
returns to A SEM’s key SK ;.

Note: Create can be repeatedly queried with the same input.

e Corrupt(). If there exists an *" entry in table 7}, then C obtains the
entry (4,5, SKy,SKy) and sets Dy := Dy U {S}. It then returns to A
user’s secret key SKy . If no such entry exists, then it returns L.

o Decrypt(i, CTy). If there exists an i*" entry in table T}, then C obtains
the entry (i,S5,SKy,SK)) and returns to A the output of the decryp-
tion algorithm on input (SKy,CTyr). If no such entry exists, then it
returns L.

e Challenge. A submits two equal-length messages mg and m;. In addition,
A gives a value A* such that for all S € Dy, f(S,A*) # 1. The challenger
flips a random coin b, and encrypts m; under A*. CT™* is given to A.

Phase 2. Phase 1 is repeated with the restrictions that A cannot

e trivially obtain a secret key of user for the challenged ciphertext. That
is, it cannot issue a Corrupt query that would result in a value .S which
satisfies f(S,A*) =1 being added to D;.
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e issue a trivial decryption query. That is, Decrypt queries will be answered
as in Phase 1, except that if the response would be either mq or mq, then
C responds with the special message test instead.
Guess. The adversary A outputs a guess b’ of b.
The advantage of A in this game is Adv game.1(A) = |[Prob(b=1b") —1/2|.

In Game-2, A’s target is SEM.

Game-2

Setup. The challenger C runs Setup and gives PK to the adversary A.
Phase 1. C initializes an empty table T3, an empty set Do and an integer
j = 0. Proceeding adaptively, A can repeatedly make any of these queries:

o Create(S). C sets j := j + 1. It runs KeyGen on S to obtain the pair
(SKy, SKyr) and stores in table T5 the entry (4, S, SKy, SKpr). It then
returns to A user’s secret key SKy.

Note: Create can be repeatedly queried with the same input.

e Corrupt(). If there exists an *" entry in table 75, then C obtains the
entry (4,5, SKy,SKyr) and sets Dy := Dy U {S}. It then returns to A
SEM’s key SK ;. If no such entry exists, then it returns L.

Challenge. A submits two equal-length messages mgy and m;. In addition, A
gives a value A* such that for all S € Ds, f(S,A) = 1. The challenger flips a
random coin b, encrypts m;, under A* and gives ciphertext CT* to A.
Phase 2. Phase 1 is repeated, except CT™* can not be queried.

Guess. The adversary A outputs a guess b’ of b.

The advantage of A is defined as Advgame.2(A) = |Prob(b=1b") —1/2|.

The adversary A wins with advantage Advgame1(A)+ Advgame2(A).
A CP-ABE with SEM scheme is RCCA-CCA-secure if Adv Game.1(A)+ Adv
Game2(A) < €, where ¢ is negligible. O

4 Our Construction of CP-ABE with SEM

We now give our main construction of CP-ABE with SEM. Setup(A,U). This
algorithm takes as input the security parameter A\ and the attribute universe
description U = {0, 1}*. First we need to utilize a set W of dummy attributes,
which is disjoint from U. A set of dummy attributes will then be associated
to a verification key vk of a one-time signature scheme used in Encrypt algo-
rithm. Set W = {P1o, P11, P20, P21,...,Pr0,Pe1}, where £ denotes the num-
ber of the rows in the LSSS matrix and F;; are dummy attributes. Then
choose the dummy attribute set S,, C W for all vk € {0,1} by setting
Svk = {P1,vky» P2wkss - - - Pouk, ;- Then the algorithm chooses a bilinear group G
of order N = p1paps (3 distinct primes). Use Gy, to denote the subgroup of order
p; in G. Then it chooses random exponents «, a € Zy, a random group element
g € G,, and two hash functions H; : {0,1}* — Z, and H, : {0,1}* — {0,1}*.
For each attribute i € {U U W}, it chooses a random value s; € Zy.



Fully Secure Ciphertext-Policy Attribute Based Encryption 283

The public parameters PK are N,g,9%e(g,9)* T; = ¢*Vi, Hy,Hy and a
generator X3 of Gp,. The master secret key M SK is g°.

KeyGen(MSK, S, PK). This algorithm takes as input the master secret key
MSK, public key PK and an attribute set .S, where S C U. It outputs the user’s
key SKy and SEM’s key SK}EI/ for the attribute set S’ where S’ = S UW. The
algorithm chooses a random ¢ € Zy, and random elements Ry, R, R; € Gy,.
Let SK' = (PK,K' = g°g™ Ro, L' = g' Ry, {K}, = T! R;}scs). Then choose
z €g Z;, as user’s secret key SKy. Let t = t'/z and set SEM’s key as

/z

SK}\S’/I' _ (PK,K :Kll :ga/zgatl/z _ ga/zgat,L _ L’l/z :gt//z _

11/z
gt, {Kx}mes’ = {Kg, }xES’)-

Encrypt(PK, A = (M, p), m € {0,1}%). It takes as input an LSSS access struc-
ture A = (M, p), the public parameters PK and a message m to encrypt, where
M is an £ xn LSSS matrix and the function p associates each row M; to attribute
p(i). Let the dummy policy A’ = A A (Apes,,p). The algorithm outputs the
ciphertext encrypted under policy A" = (M’,p’), where M’ is an ¢’ x n’ LSSS
matrix and the function p’ associates each row M) i to attribute p’(). The algo-
rithm chooses a vector v €p ZZ', denoted v = (s,v9,...,v, ). For each row
of M’ i.e., the vector M, calculate \; = v - M. Then choose r; €r Z, for
i=1,---,¢. Then it selects a random R € Gr and computes s = H;(R,m) and
r = Hy(R). An attribute parameter can be derived into an element in the group
G by a function F : {0,1}* — G. The ciphertext CT is shown as

(C = Re(g,9)**,C" = ¢°,C" =m@r,Ci= g™ - F(p'(i)) ™", D; = g" Vi),

and CT implicitly contains the access structure A’ = (M’, p’).

Let ¥ = (G, S,V) be a one-time signature scheme. The algorithm creates a
one-time signature key pair by running G — (vk, sk). It then runs S(sk,CT) —
o. And the algorithm outputs CT’" = (vk,CT, o).

SEM-Decrypt(PK,CT’,SK¥%,). Tt takes as input a ciphertext CT' for a
linear access structure A’ = (M’ p), PK and SEM’s key SK%, =
(PK,K,L,{K;}secs’) for a set S’, where S’ = SUW. It parses the ciphertext
CT’ as (vk,CT, o). If V(vk,CT, o) = 0, then it outputs L.

Otherwise, the mediator can get SKy~ % as (PK,KSUSw [SUSur
{K5Y9} ,c5) for the set S U S,; within the method Delegate described in
[13] as follows. Since S, is a subset of W, S U S, is a subset of S’. The algo-
rithm random chooses v € Zy and random elements Ry, Ry, R; € G,,, and
computes

(PK, K5V = g™ Ry, LS9 = Lg"Ry {K79*},cs = KT R;, Vi €
SUSyk) as SK}E}JSU’“.

Let I C {1,2,---,¢} be defined as I = {i : p(i) € S U Sy} Then, let
{w; € Zp}ier be a set of constants such that if {)\;} are valid shares of any secret
s according to M, then ), ; w;A; = s. Then SEM computes
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e(C'. 55y (e [L O 1595) - TLeD K55))

el el
=e(g®,9*/7g" g™/ e(IT 9***, g'g") - T] (T3}, 9'9") TL(e(g™ Ty)
i€l ier PO i€l p()
—e(gs,ga/z)e(gﬂg“t)e(gﬂg““)/( (9%, 9'g )H e(T\.9'9 ) I eg™ T/f?z)))
S
=e(y, g)as/z

and sends the partially decrypted ciphertext CTy = (C, ¢, e(g,9)**/*) to user.
User-Decrypt(CTh, SKy). It takes as input a partially decrypted ciphertext
CTy for a linear access structure (M, p), user’s secret key SKy for a set
S. It parses CTy as (CTy,CTy,CTs), and computes R = CTy/CT§, m =
CTy ® H2(R), and s = Hi(R,m). If CTy = R - e(g,9)* and CTy = e(g, g)‘“/z
it outputs m; otherwise, it outputs the error symbol L.

In our construction, if a user has appropriate attribute set S to match the
access structure A on the ciphertext CT), i.e. f(S,A) = 1, the user can decrypt
the partially decrypted ciphertext C'Th; correctly and get the plaintext.

User Revocation. In our construction, Security Mediator holds a revocation
list (RL), which records the revoked users. The mediator can add a user into the
revocation list or delete a user from RL. When execute SEM-Decrypt algorithm,
SEM will check the revocation list first. If a user is revoked, Security Mediator
won’t pass the partially decrypted ciphertext CT); to the user, and the revoked
user cannot finish the User-Decrypt algorithm to get the plaintext.

4.1 Security Proof

Theorem 1. Let I be a Waters’ scheme in [11] and ¥/ is our CP — ABEsg
scheme. If 11 is a CPA-secure CP-ABE scheme, then our scheme CP—ABEgsgn
is fully-RCCA-secure.

Theorem 2. Let II be a Waters’ scheme in [11] and ¥ is a one-time sig-
nature, ¥’ is our CP — ABEgsgy scheme. If 11 is a (7,€apE,q) CPA-secure
CP-ABE scheme, ¥ is (1,eors) secure, then our scheme CP — ABFEgsgy
is(t —o(7),eaBE + €ors, qp, qr) fully-CCA-secure where ¢ > qp + qE.

Proof 1. Suppose there exists a polynomial-time adversary A, who can break
our scheme in our new fully RCCA-security model with non-negligible advantage
€, Then we can build a simulator B for A who can break Waters’ scheme in [11]
in the selective CPA-secure model with advantage ¢ minus a negligible amount.
However, in [11], Waters’ scheme has been proven secure under the decisional
parallel BDHE assumption. That is a contradiction.

Setup. B obtains the public parameter PK = (g,e(g,9)%, 9% F), where F is a
hash function from Waters’ scheme. B initializes the empty tables T, Tx, , TH,,
an empty set D, and an integer j = 0. It sends PK to A as the public parameter.

Phase 1. B answers A’s queries as follows.
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e Random Oracle Hash Hy(R,m). B checks the table Ty, first. If there exists
an entry (R,m,s) in Tq,, returns s to A. Otherwise, B chooses s €r Z,,
records (R, m, s) in Ty, and returns s to A.

e Random Oracle Hash Hy(R). B checks the table T4, first. If there exists an
entry (R,r) in Ty,, returns r to A. Otherwise, B chooses r €g Z,, records
(R,r) in Ty, and returns r to A.

o Create(S): B sets j := j + 1 and proceeds one of two ways.

— If S satisfies A* = (M*,p*), i.e., f(S,A*) = 1, B chooses a fake key pair
(SKy,SKy): choose d €g Z, and run KeyGen(g?, S, PK) to obtain SK’

SK' = (PK,K' = ¢%¢" | L' = ¢", {K; _ F(:c)t’} V)
TE

Set SKy; = SK'. Let d = «/z, replace d by a/z and we have SK); =

(PKv goc/zgat/7 L'= gt/’ {F(ﬁ)t/}zeS) =
(PK,K = K'"/* = (¢°g"")V/* L = L'"V* =

o Ko = K = (@) ) )

By the replacement, S K, is properly distributed.

— Otherwise, B calls Waters’ key generation oracle on S to obtain SK’' =
(PK,K', L' {K},cg)- Then, it chooses z €r Z, and sets

x

SKy = (PK,K =K"* L=1},, {Kz - K;l/Z} ) SKy ==
xTE
Finally, B stores (4,5, SKy,SK)s) in the table T and returns SKj; to A.

e Corrupt(i): If no such entry exists (i.e., i > jmaz), or if S in the i*" entry
(i,S,SKy, SK)) satisfies A*, B returns L. Otherwise, B returns SKy to
A.

e Decrypt(i,CTr). Let CTy = (CTy, CTh,CTs) be associated with an access
structure A = (M, p). Let jma. denote the currently maximum j of the
table T

If i > Jmaa, there is no satisfactory entry (i,S5,SKy,SK)y) exists. Then
returns L. If there exists the i*" entry (i, S, SKy, SKy) in T while f(S,A) # 1,
B returns L, too. Then B proceeds one of the following two ways.

— If the *" entry (i,S,SKy,SKys) does not satisfy the challenge structure
A* = (M*, p*), it proceeds as follows.

1. Compute R = Cy/C3.
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2. Obtain the records (R, my, s;) from T4, . If no such record exists, return L.
If there exists indices x1 # x2 such that (R, my,, Sz, ) and (R, my,, Sy, ) are in
Ty, , and my, # my, while s;, = s,, B aborts. As s,, and s, are randomly
chosen in Z,, the probability B aborts is (1 — p!/((p — gm,)! - p?1)).

3. Obtain the records (R,r) from Ty,. If no such record exists, return L.

4. Test if CTy = R(e(g,9)*)%,CTy = m @ r,CTy = e(g,g)**/*, for each i in
the records (R, my, s;) in step 2.

If there is an x passes the above test, return m, to A. Otherwise return L.
- If the i" entry (i, S, SKy, SKyr) satisfies (M*, p*), it proceeds as follows.

1. Compute 8 = C;/d.

2. For each record (R,,my, s;) in table Ty, , test if 5 = e(g,g)%.

3. If no match is found, B returns L.

4. If more than one match are found, B aborts the simulation.

5. Otherwise, let (R, m, s) be the sole match. Obtain the record (R, ) in table
Th,. If it does not exist, B returns L.

6. Test if OTy = R-e(g,9)**, CTy = m@r and CT, = e(g, g)%. If all tests pass,

output m; else, output L.
Challenge. A submits two messages (mg, m}) € {0,1}2*. B acts as follows.

1. B chooses random (Rg, R1) € G2 and passes them onto Waters’ challenger to
obtain ciphertext CT}, = (C,C",{Ci, Di};cyy ... o) under (M, p*), b € {0,1}.

2. B chooses a random value C” € {0,1}*.

3. B sends the ciphertext CT" = (C,C’,C", {Ci7Di}i€[1,~~- ,z]) to A.

Phase 2. B continues to answer queries as in Phase 1, except that if the response
to a Decrypt query would be either mf or mj, then B answers test.

Guess. Eventually, A must either output a bit or abort, either way B ignores
it. Rgp and R; are never revealed to A except in the challenge ciphertext. A
necessary condition for A4 to win is to query the hash of the value it obtained
from the challenge ciphertext. Since the advantage for A to break the scheme is
€, the probability for A to query to either or both Ry and R; should be at least
e. (If A does not make the query, it can only win by random guessing.) Next,
B searches through tables Ty, and Tq, to see if Ry or Ry appears as the first
value in any entry (i.e., A once issued a query of the form H;(Rp)or Ha(Ry).)
B’s advantage in Game 1 is obviously negligible, and Theorem 1 is RCCA
secure within this negligible advantage. The proof of Theorem 1 is complete. [

Proof 2. Assume we are given an adversary A which breaks CCA-security of
our scheme ¥/ with running time 7, advantage €, ¢g key-extraction queries, and,
qp decryption queries. We use A to construct another adversary B which breaks
CPA-security of the ABE scheme 3. Describe the game 2 as follows:

Setup. The challenger runs Setup(A,U U W) — (PK,MSK). Then B is given
PK and gives it to A. B also runs G(\) — (vk*, sk*).

Phase 1. A may adaptively make queries of the following types:
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e Key-extraction query. When A submits S, 5 submits SUW to the challenger.
B is given SK°“W for S UW and chooses a random z € Zy. B calculates
SKPW = (SKSYW)Y/% and SKy; = 2, then gives them to A.

e Decryption query. When A submits (CT”,S) such that CT' = (vk,CT, o),
B first checks whether V(vk,CT,o) holds. If it does not hold, then B
returns L. If it holds and vk* = vk, then B aborts. Otherwise, B sub-
mits S U Syx to the challenger and is given SKgug,,. Then B rerandom-
izes it by SKSYSv « Delegate(PK,SK®Y5* S U Sy, S U Sy) and cal-
culates SKJ‘SV}JS“’“ by randomly choose z € Zy. It returns output of SEM-
Decrypt(PK,CT, SK37°"") to A.

Challenge. A declares two equal length messages m§, m} and A*. Then B declares
the same messages mj, m; and A’ for the challenger, where A’" is an access
structure such that ¢ (A”") = ¥(A*) A (Apes,, P). The challenger flips a random
coin b € {0, 1}, runs Encrypt(PK, Mg, ¥ (A”™) — CT* and gives CT* to B. Then
B runs S(sk*,CT*) — o* and gives CT"™* = (VK*,CT*,0*) to A as challenge
ciphertext. B also choose a random z € Zy as SKy and gives it to A.

Phase 2. B answers A’s query where f(S,A*) # 1,CT # CT* as in Phase 1.

Guess. Finally, A outputs a guess b’ for b. Then B outputs b’ as its guess.

Let Win denote the event that A guess b correctly, Abort denote the
event that B aborts. If Abort does not occur, B’s simulation is perfect. So,
B’s advantage for guessing (3 is estimated as Pr[B correctly guess ] — %
Pr[Win|Abort] Pr[Abort] — > € — Pr[Abort]. Since Pr[Abort] < eorg holds due
to the unforgeability of the one-time-signature, Theorem 2 holds. Thus the proof
is completed. [l

According to the proofs of Theorems 1 and 2 above, our scheme CP — ABEggn
is a fully-RCCA-CCA-secure CP-ABE with SEM scheme.

5 Conclusion and Discussion

User revocation and decryption outsourcing are two issues for Attribute-Based
Encryption scheme apart from practice. To solve them, we propose a fully-
ReplayableCCA-CCA-secure Ciphertext-Policy-ABE with SEcurity Mediator,
CP-ABE with SEM for short. It introduces SEM for checking the validity of user
immediately with a real-time revocation list, and partially decrypting the cipher-
text if the user is unrevoked. One interesting future work is to further reduce
the computation overload by using prime-order cyclic group without composite-
order one. Another direction is to construct a fully-CCA-secure ABE with SEM.

Acknowledgments. The paper is funded by the National Natural Science Foundation
of China under Grants 61402136 and 61240011, Shenzhen Development and Reform
Commission [2012]720, Shenzhen Development and Reform Commission [2012]900,
Shenzhen Basic Research JC201104210032A and JC201005260112A, and the Seed
Funding Programme for Basic Research, HKU 201311159040.



288

Y. Chen et al.

References

10.

11.

12.

13.

14.

15.

16.

17.

18.

. Sahai, A., Waters, B.: Fuzzy identity-based encryption. In: Cramer, R. (ed.) EURO-

CRYPT 2005. LNCS, vol. 3494, pp. 457-473. Springer, Heidelberg (2005)

Goyal, V., Pandey, O., Sahai, A., Waters, B.: Attribute-based encryption for fine-
grained access control of encrypted data. In: 13th ACM Conference on Computer
and Communications Security (CCS 2006), pp. 89-98 (2006)

Canetti, R., Halevi, S., Katz, J.: Chosen-ciphertext security from identity-based
encryption. In: Cachin, C., Camenisch, J.L. (eds.) EUROCRYPT 2004. LNCS, vol.
3027, pp. 207-222. Springer, Heidelberg (2004)

. Bethencourt, J., Sahai, A., Waters, B.: Ciphertext-policy attribute-based encryp-

tion. In: IEEE Symposium on Security and Privacy (SP 2007), pp. 321-334 (2007)
Cheung, L., Newport, C.: Provably secure ciphertext policy ABE. In: 14th ACM
conference on Computer and communications security (CCS 2007), pp. 456-465
(2007)

Ostrovsky, R., Sahai, A., Waters, B.: Attribute-based encryption with non-
monotonic access structures. In: 14th ACM Conference on Computer and Commu-
nications Security (CCS 2007), pp. 195-203 (2007)

Boldyreva, A., Goyal, V., Kumar, V.: Identity-based Encryption with Efficient
Revocation. In: ACM conference on Computer and communications security (2008)
Attrapadung, N., Imai, H.: Attribute-based encryption supporting direct/indirect
revocation modes. In: Parker, M.G. (ed.) Cryptography and Coding 2009. LNCS,
vol. 5921, pp. 278-300. Springer, Heidelberg (2009)

Liang, X., Lu, R., Lin, X., Shen, X.: Ciphertext policy attribute-based encryption
with efficient revocation. Technical report, University of Waterloo (2010)

Qian, J., Dong, X.: Fully secure revocable attribute-based encryption. J. Shanghai
Jiaotong Univ. (Sci.) 16, 490-496 (2011)

Waters, B.: Ciphertext-policy attribute-based encryption: an expressive, efficient,
and provably secure realization. In: Public Key Cryptography (PKC 2011), pp.
53-70 (2011)

Waters, B.: Dual system encryption: realizing fully secure IBE and HIBE under
simple assumptions. In: Halevi, S. (ed.) CRYPTO 2009. LNCS, vol. 5677, pp. 619—
636. Springer, Heidelberg (2009)

Yamada, S., Attrapadung, N., Hanaoka, G., Kunihiro, N.: Generic constructions for
chosen-ciphertext secure attribute based encryption. In: Catalano, D., Fazio, N.,
Gennaro, R., Nicolosi, A. (eds.) PKC 2011. LNCS, vol. 6571, pp. 71-89. Springer,
Heidelberg (2011)

Lewko, A., Okamoto, T., Sahai, A., Takashima, K., Waters, B.: Fully secure
functional encryption: attribute-based encryption and (hierarchical) inner prod-
uct encryption. In: Gilbert, H. (ed.) EUROCRYPT 2010. LNCS, vol. 6110, pp.
62-91. Springer, Heidelberg (2010)

Okamoto, T., Takashima, K.: Fully secure functional encryption with general rela-
tions from the decisional linear assumption. In: Rabin, T. (ed.) CRYPTO 2010.
LNCS, vol. 6223, pp. 191-208. Springer, Heidelberg (2010)

Green, M., Hohenberger, S., Waters, B.: Outsourcing the Decryption of ABE
Ciphertexts. In: USENIX Security Symposium (2011)

Lynn, B.: The Stanford Pairing Based Crypto Library. http://crypto.stanford.edu/
pbc

Hur, J., Noh, D.K.: Attribute-based access control with efficient revocation in data
outsourcing systems. IEEE Trans. Parallel Distrib. Syst. 22(7), 1214-1221 (2011)


http://crypto.stanford.edu/pbc
http://crypto.stanford.edu/pbc

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

Fully Secure Ciphertext-Policy Attribute Based Encryption 289

Yu, S., Wang, C., Ren, K., Lou, W.: Attribute based data sharing with attribute
revocation. In: Proceedings of the 5th ACM Symposium on Information. Computer
and Communications Security (AsiaCCS 2010), pp. 261-270 (2010)

Boneh, D., Ding, X., Tsudik, G.: Fine-grained control of security capabilities. ACM
Trans. Internet Technol. (TOIT) 4(1), 60-82 (2004)

Chow, S.S.M., Boyd, C., Gonzéalez Nieto, J.M.: Security-mediated certificateless
cryptography. In: Yung, M., Dodis, Y., Kiayias, A., Malkin, T. (eds.) PKC 2006.
LNCS, vol. 3958, pp. 508-524. Springer, Heidelberg (2006)

Gennaro, R., Gentry, C., Parno, B.: Non-interactive verifiable computing: outsourc-
ing computation to untrusted workers. In: Rabin, T. (ed.) CRYPTO 2010. LNCS,
vol. 6223, pp. 465-482. Springer, Heidelberg (2010)

Chung, K.-M., Kalai, Y., Vadhan, S.: Improved delegation of computation using
fully homomorphic encryption. In: Rabin, T. (ed.) CRYPTO 2010. LNCS, vol.
6223, pp. 483-501. Springer, Heidelberg (2010)

Canetti, R., Krawczyk, H., Nielsen, J.B.: Relaxing chosen-ciphertext security.
In: Boneh, D. (ed.) CRYPTO 2003. LNCS, vol. 2729, pp. 565-582. Springer,
Heidelberg (2003)

Ibraimi, L., Petkovic, M., Nikova, S., Hartel, P., Jonker, W.: Mediated ciphertext-
policy attribute-based encryption and its application. In: Youm, H.Y., Yung, M.
(eds.) WISA 2009. LNCS, vol. 5932, pp. 309-323. Springer, Heidelberg (2009)
Pirretti, M., Traynor, P., McDaniel, P., Waters, B.: Secure attribute-based sys-
tems. In: ACM Conference on Computer and Communications Security, pp. 99-112
(2006)

Pirretti, M., Traynor, P., McDaniel, P., Waters, B.: Secure attribute-based systems.
J. Comput. Secur. 18(5), 799-837 (2010)

Sahai, A., Seyalioglu, H., Waters, B.: Dynamic credentials and ciphertext del-
egation for attribute-based encryption. In: Safavi-Naini, R., Canetti, R. (eds.)
CRYPTO 2012. LNCS, vol. 7417, pp. 199-217. Springer, Heidelberg (2012)

Yang, K., Jia, X., Ren, K., Huang, L.: Enabling efficient access control with
dynamic policy updating for big data in the cloud. In: Proceedings IEEE on INFO-
COM 2014, pp. 2013-2021 (2014)



MOVTCHA: A CAPTCHA Based on Human
Cognitive and Behavioral Features Analysis

Asadullah Al Galib®9 and Reihaneh Safavi-Naini

Department of Computer Science, University of Calgary,
2500 University Drive N.W., Calgary, Alberta T2N 1N4, Canada
{aagalib,rei}@ucalgary.ca

Abstract. We propose a new approach to Captcha which estimates
human cognitive ability, in particular visual search ability, to differentiate
humans from computers. We refer to this Captcha as Movtcha (Matching
Objects by Visual Search To Tell Computers and Humans Apart). The
design of Movtcha takes into account the analysis of human behavior to
minimize noise during cognitive feature estimation. Our empirical results
suggest that Movtcha can provide accuracy and usability comparable to
other established Captchas. Our system is suitable for large scale applica-
tions since image selection, challenge generation and response evaluation
are automated. Movtcha, unlike other Captchas, surpasses language and
experience barriers by presenting both challenge and response in clear
form and therefore can be used by people all across the world.

1 Introduction

Captcha (Completely Automated Public Turing test to tell Computers and
Humans Apart) [1] exploits the difference in the ability of humans and computers
in performing a task to tell the two apart. The task is designed such that it cannot
be solved by computers using the state-of-the-art computing technologies but can
easily be solved by human users. The most commonly encountered Captchas rely
on distorted alphanumeric string. The advent of image-based Captcha offered an
alternative approach with promising usability and security. However, eventually
schemes based on image recognition such as [2,3] were compromised. Captchas
exploiting semantic relationships between images [4,5] or between images and
words [6], usually claim high security and usability but fail to auto generate the
challenge (secret) database, resulting in scalability issues.

Another challenge while designing Captchas which is seldom explored, is the
issue of Captcha being language, culture or experience dependent. Text/audio
based Captchas are entirely language dependent. Some image-based Captchas
[4,7] though language independent, rely heavily on user’s past experience or
exposure to certain things Sect.7. One way to remove these dependencies is to
present both the challenge and response in clear form and use behavioral or
cognitive features to differentiate human from machine. We define clear form
as a scenario where the response is not concealed by the challenge somehow,
e.g. through distortion. This means that both the challenge and response are

© Springer International Publishing Switzerland 2015
L.C.K. Hui et al. (Eds.): ICICS 2014, LNCS 8958, pp. 290-304, 2015.
DOI: 10.1007/978-3-319-21966-0_21



MOVTCHA: A CAPTCHA Based on Human Cognitive 291

available to the users as well as the computers. Clear form allows both human
and machine respond to the challenge with ease. However, such scenario clearly
violates the current pre-requisite for security of Captcha systems [1,8]. Movtcha
presents both challenge and response to a user in clear form and is still able
to maintain high security. Another important security challenge in Captcha is
preventing relay attack where the attacker (the bot) relays/sends the Captcha
challenge to a human user who in turn solves the Captcha [9]. Movtcha prevents
such relay attacks.

Movtcha is presented as a Cognitive Task. It estimates cognitive ability of a
human, in particular visual search ability. An individual’s capacity in carrying out
any cognitive task (a task requiring a mental process such as perception, thinking
and reasoning [10]) is referred to as the cognitive ability of that individual. We
consider serial visual search [11] where each item is inspected in turn in a search
set to determine if it is a target or not. For example, consider searching through
a list of 100 unsorted names until the desired one is found (or the search self-
terminates [12]). The unsorted list aids in sequential search unlike a sorted list
where users could have skipped some names. In a serial self-terminating search, if
it takes a constant amount of time to inspect each item in turn until the desired
one is found then the visual search time is found to have a positive linear rela-
tionship with the position of the target item inside the search set [13,14].

We design a game-like Cognitive Task (CT) that takes advantage of this
observation. The cardinal notion is to conceal the size of the list or search set
containing target item from the bot but keep it visible/comprehensible to a
human user. For example, consider Bob and a machine. Both are presented with
a list of 10 unsorted names and challenged to find “Alice” which appears at the
9" position. Bob somehow acquires a knowledge which says “Alice” does not
appear in the first 5 entries. As a result Bob searches from the 6" position and
continues until he finds “Alice” at the 9** position. If it takes 1 second to inspect
each name in the list, Bob will spend 4 seconds to find “Alice”. On the other
hand the machine being deprived of the knowledge searches from the 1%¢ position
until it finds “Alice” at the 9*" position. The machine searches faster than Bob
and both the challenge (“Alice”) and response (“Alice”) are in clear form but it
fails to mimic the search time of Bob without the knowledge. That is, although
the bot can add delays and increase its search time, it does not know how much
delay needs to be introduced. Movtcha has a similar design principle where the
knowledge is conveyed only to a human user.

Movtcha consists of a carefully tailored image and a challenge tile. An
image is first divided into 6 items (cells) by superimposing a grid like structure.
A subset of cells 5, C 6 is modified (the knowledge) such that, (1) a bot is not
able to differentiate them from other cells and (2) the modification process cre-
ates random artifacts, conveying no meaning in current context to a human user
[11] (Appendix A, Fig. 1(a)). A target tile ¢, is then selected randomly from the
search set, 0,5, and an exact copy of ¢, is presented to the user as the challenge
tile ¢.. Dragging and dropping t. (challenge) onto ¢, (response) inside 0y is
equivalent to a correct visual search task. A human instantly distinguishes and
separates out these exotic tiles, 0s,p, from the context of the image via parallel
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search and then performs serial search on the subset, 05y, to find ¢, [15]. There-
fore, his search time will vary according to |9§Zg| i.e. the number of ezxotic tiles
that need to be inspected before encountering ¢,.. On the other hand, a bot is
not able to figure out the knowledge i.e. 64,,. Therefore, it will not be able to
mimic the search time of a human user.

We do not consider the actual visual search time. In fact, we look for trends. If
the search time grows linearly (roughly, possibly with a few outliers) with | iig
then the system authenticates the user as a human. Our contributions in a nut-
shell, (1) Movtcha estimates a cognitive feature to make authentication decision.
Our design takes into account human behavioral analysis to eliminate noise dur-
ing feature estimation. (2) It bypasses traditional pre-requisite for the security
of Captcha by presenting both the challenge and response in clear form. This
makes it language and experience independent. (3) It is resistant against ran-
dom, automated and static relay attacks. (4) Movtcha is an automated system.

Paper Organization. Section 2: Design of Movtcha, feature estimation and
authentication mechanism. Section3: Search set and challenge generation.
Section 4: Security analysis. Section 5: Experiments & results. Section 6: Relay
attacks. Section 7: Related work. Section 8: Conclusion.

)

2 The Cognitive Task as MOVTCHA

Movtcha is a simple and intuitive object matching game. This section provides
details on the (1) design of Movtcha (2) extraction of cognitive and behavioral
features and (3) the authentication mechanism.

2.1 Design and Execution of Movtcha

An image of size x X y pixels, (width x height), is first broken into a grid, g,
containing ¢ pieces of square tiles of size k x k indexed as c1, ca,..., cjg from
left to right and then top to bottom, |0] = %5%. The random set of tiles that is
systematically modified, to look exotic to a human user is referred to as the search
set sy The game starts with the user being challenged with a tile . at position
P,.. The objective of the human user is to drag and drop ¢. onto the corresponding
target tile, ¢,, inside g. We call this search action/response A,¢sp. On a correct
visual search task, the user is rewarded with a star, s,., superimposed on t,.. The
user then performs action A,.,,, where he drags and drops the rewarded star s,
back to P;,. One instance of the game is thus completed. The user is required
to play certain number of instances in a Movtcha and each time the image, the
number of ezotic tiles |fsyp|, and the position of the target tile is varied.

Constraints and Helpers. The game must invoke serial self-terminating visual
search of a human user after the parallel stage. In order to guarantee (1) its
invocation (C1, C2 & H2) (2) its correct measurement under non-laboratory
conditions with the aid of human behavioral analysis (C2, C3, C4 & C5) and
(3) facilitate the visual search process (H1 & H2), certain constraints éhelpers
have been placed throughout Movtcha.
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C1. At the beginning of each instance, as the user hovers over a bounded region
P, the tile holder and grid “pop up”. The tile holder moves randomly within R,
and the tile is only visible when the user hovers over the tile holder. This ensures
no prior exposure of the challenge tile or search set which can bias the search
time [11] and ensures a drag and search action from user. Appendix A Fig. 1(a).

C2. Consider the pixel co-ordinate system. As the tile is dragged, if the y-
coordinate of the drag event, €’ is in between the minimum and maximum
y-coordinate of the j** row in the grid, g, then that row is highlighted by two
red lines. If €% during A, s, crosses the maximum y-coordinate of target tile ¢,,
then ¢, is highlighted signifying a failed search. The user is then presented with
a new instance. This constraint ensures that user does not skip over and misses
t, while performing serial search from top to bottom and from left to right.
Therefore, visual search time, V.ST collected from a skipped search is avoided
similar to [13].

C3. If the time taken in A,.sp, crosses some experimentally set threshold A
(Sect. 5.1), the user immediately receives a new instance. This discards abnormal
VST caused due to loss of attention by the user and encourages user not to get
distracted while completing an instance.

C. A,e action demands smooth movement of star, s,., since no cognitive think-
ing in particular, visual search, is required to execute A,.,. Large number of
pauses during the movement of s, signifies that the user was distracted. If the
amount of pauses crosses some experimentally set threshold ¢ (Sect.5.1) during
dragging s,., then it moves back to ¢, inside g.

C5. On dropping t. anywhere other than on ¢, inside g, the challenge tile ¢,
moves back to P, signifying a mismatch. The user immediately receives another
new instance.

H1. We allow some tolerance on the placement of the tile/star. This means that
the user does not need pin-point accuracy when dropping t./s,.

H2. A grid is drawn on the image for establishing finer distinguishability among
the tiles and forming a structured visual field. This helps in invoking serial search.
It also aids in resisting automated memory attacks (Sect. 4).

2.2 Cognitive and Behavioral Feature Extraction

We refer to features collected during the execution of a cognitive task as cogni-
tive features. Human behavior do not necessarily invoke any particular cognitive
process. We refer to features collected through the observation of human behavior,
such as in behavioral biometrics (while browsing, typing), as behavioral features.

Visual Search Time Estimation, VST. The time required for the user to visu-
ally search, detect and match t. onto t,, is referred to as the visual search time
VST. The VST is a cognitive feature, calculated by the subtraction method [16].
The subtraction method is an established technique in cognitive psychology that
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involves subtracting the amount of time information processing takes with the
process (MTa,,,, + thy) from the time it takes without the process (MTy,,,, ).
Therefore, VST = (MT4y,.,, + thy) — MTa,.,, where MTy, = time elapsed
during Ayesp, MT4,.,, = time elapsed during A,ey, tﬁ%T = (reaction) time elapsed
between the appearance of the stimulus (¢.) and the user picking it up (responding).

rew’?

Pause Time, PT. This feature is required to enforce almost smooth movement
during dragging the star and in turn to provide better estimation of V.ST'. If user
remains at the same pixel for more than 0.1 seconds we refer to it as a pause. We
measure the number of pauses and derive the total paused time, PTy, . The
A,e action does not involve any cognitive process. PT4,. . should be zero in an

ideal condition. In practice, if PTy _  crosses some experiymentally set threshold
¢ then constraint C4 is activated.

rew

2.3 Telling Computers and Humans Apart

We use an accuracy metric A{lg, in order to differentiate between a human and
a bot. Let s and s represents the two series of observations (V. ST) at instances
(1, 2, ..., n) from human user and bot respectively. The two series are first
arranged according to decreasing order of search set sizes. A series of plus points
s?‘L and s;’” are then obtained from s? and s7*. A plus point p is awarded to an
element s, at index i, of the sorted sequence s, if s, is greater than p elements
with indices more than i.. An accuracy metric A{} or 1s then calculated as the
ratio of the summation of the plus points s* and the summation of a strictly
decreasing series. If the V.ST's follow a strictly decreasing trend with decreasing
set sizes then the resulting accuracy metric A“‘} ¢r = 1 and vice versa. A human
or a machine is then authenticated based on two conditions (1) the A{} g must
cross some certain threshold a.. (2) VST —MT}y,,,, must be least when the search
set size [Osup| = 1.

We provide an example, here, to show how plus points and Aé g are cal-
culated for n = 6 instances for a human user and a bot. The bot makes ran-
dom guesses on the position of the target tile P, inside g, and generates
VST. The VSTs, s" = (3.8,3.3,1.7,3.4,1.4,0.3) and s™ = (2,3,3.5,4.5,4,1)
are first arranged according to decreasing order of |9§E = (33,26,15,12,5,1).
Plus points s"* = (5,3,2,2,1,0) and s™* = (1,1,1,2,1,0) are then used to

s

figure out A(}ST = % A(}ST = 0.867 for human and A{}ST = 0.4 for
bot. Experimentally the value of the authentication threshold « is set. In this
scenario, setting « to some values less than 0.867 allows some tolerance with
few observations being out of place for a human user. Increasing such tolerance
increases the success probability of the bot. Appendix A Fig.2(a) shows how the
success probability varies with the amount of tolerance or A{ g A condition(2).

3 Nuts and Bolts of Our System

Movtcha consists of the following stages: (1) Selecting the appropriate images to
be tailored, (2) Generating the search set and displaying the challenge and (3)
Telling computers and humans apart (as described in Sect. 2.3).
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3.1 Selecting Images to Be Tailored

The goal is to have some portion of the image look ezotic to a human e.g. consider
the rectangular half of a book being modified to a cone. This modification needs
to be done in such a way s.t. (1) the human can distinguish the ezotic tiles in the
parallel stage and then perform a serial search to find the target, (2) the machine
is not able to figure out the exotic tiles. We use images containing pencil or
pen sketches/drawings. All images in our setting are first converted to grayscale.
Uncontrolled colors generally hinders serial search and can make some tiles more
conspicuous or obscure than others [11,17]. Sketches have traversing edges, or
pencil strokes, which can be easily mimicked/modified by new random strokes.
We refer to an edge/object that flows across a tile as a traversing edge/object
of that tile. The images are first cropped to suitable sizes x X y. For most tiles
if the number of traversing edges is outside some certain interval the image is
discarded. This image selection process guarantees that most of the tiles contains
at least some traversing edges so that any of them can be modified to form some
random shapes. Any image surviving such constraints is then referred to as the
candidate image I¢.

3.2 Generation of Search Set and Displaying an Instance

At each instance of Movtcha, an I is selected to be tailored to generate . For
each instance, we randomly choose a search set size from an interval [LL,UL].
This interval is determined by the parameter AmountOfSeperation, AOS, which
ensures that search set sizes differ by some random amounts at each instance.
Larger offsets ensure sparser estimated V ST's, and result into higher A# ¢ by
eliminating outliers (Sect. 5.1). We then randomly select a subset of tiles 65, € 6.
We refer to the boundary of each tile ¢; in 64, as b;,. We find the continuity

points b;{iP} of the traversing edges at the boundary b;, by applying Canny. If a
pair of tiles {t;,t,} € 04y share the same boundary by,, i € {x,y}, then they also

share the same edge continuity points b;{ip}, 1 € {x,y}. Once the edge continuity
points are found, some of the traversing edges in each tile are almost dissolved by
minimizing the intensity gradient difference. We then draw strokes connecting
those points randomly. These strokes are approximation curves drawn across
{pt, p;}, with varying number of control points randomly set in the vicinity
of the center of the exotic tile ¢;. As a result each time a stroke is drawn, a
random shape is formed. A stroke might also end abruptly midway without
connecting the points. Details in Appendix A. The grayscale intensities of all the
tiles @ = {c1, ca2,..., cjg} are then randomly changed. And finally a grid like
structure is drawn on the image I. When presented to the user the image size is
scaled with a nonlinear bicubic interpolation and by adding some random noise.
At this stage, the candidate image I is referred to as the processed image Ip.

Displaying an Instance. If there are n instances in a Movtcha, n

processed images {I},, I%,..., It} are formed from n candidate images,
with {6!,, 62, ..., 07,} as their corresponding search sets, where
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60},,1<162 1< ... <]67,,]. From each of these search sets the corresponding .. are

selected s.t. [ e |<|6% e |<...<|0 Fer |. A random permutation 7 : [n] —

sub sub sub
[n] is selected and applied to the processed images <I}7;(1)7 I;(Q), ey I;(")> and
the challenge tiles (. ., , tc ), +s term)- At the i*" instance of Movtcha, a

processed image I;(i) and target tile t is selected and displayed to the user.

Cr (i)

4 Security Analysis

We analyze the success probability of an attacker in random guessing attack and
automated attack. Section 7 provides a discussion on static relay attack.

We consider that an automated attacker uses a framework f specially
designed to attack our system. It can (1) separate out the background and the
foreground objects and identify moving challenge tile and grid tiles centroids in
negligible time, and (2) perform A,es, and A, action at a desired speed while
mimicking human user’s mouse dynamics (such as addition of jitters). At each
instance, the attacker matches the tiles using f and generates VST by guessing
the concealed |9§Z’I; . In such scenario for n instances there should be n! ways
of varying the V. ST. The probability for a successful attack thus becomes %
Movtcha involving 8 instances results in 0.0025 % success rate, much smaller
than the target probability for a practical Captcha system security of 0.6 % [7].
However, in real settings, we allow some tolerance on the VST trend and sub-
sequently on A(}ST to accept trends with possibly a few outliers. Appendix A,
Fig. 2(a) shows a simulation of how the success probability varies with Afqr
for varying number of instances. In practice, f needs some processing time (such
as separating the background and foreground objects). This and other similar
processing time can also be upper bounded based on condition(2) (Appendix A,
Fig.2(b, ¢)). On the other hand, a random guessing attacker drags and drops ¢,
onto t, randomly. Since the grid size is €, the success probability of a random
guessing attack, without tolerance, is very small ﬁ. Even with tolerance this
probability remains small.

The current challenge in Movtcha is always independent of the past chal-
lenges. Since object type (exotic tiles) are randomly generated, object recogni-
tion or classification is apparently a hard problem in Movtcha. Ideally, the same
tile could have produced infinitely many random shapes, as it is processed each
time. Movtcha presents unique image at each instance, making the challenges
independent of each other. The attacker is then left to exploit the low level cues
in order to identify the exotic tiles. We discuss in details the possible attacks
and the associated empirical results.

Attack Using Low-Level Cues. The ezotic tiles in 64, might differ in
grayscale intensity from its neighboring tiles due to the modifications applied.
Considering there is no grid like structure, the attacker can therefore, use off-the-
shelf edge detection algorithm such as Sobel or Canny to figure out the bound-
aries of the exotic tiles. A simple approach of hindering such naive attack is to
introduce false tiles boundaries by randomly changing the tile intensities across
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the grid. With the grid structure in position such gradient-based methods detect
the whole grid (Appendix A, Fig. 1(b)). So we sought to a customized boundary
detection approach similar to [7]. The image is first smoothed by a 5x5 Gaussian
filter in order to reduce noise. We consider squares for each location, along the
tile boundaries. The squares are then divided into halves at 0°, 45°, 90°, 135°.
The goal is to have a large enough square so that any pair of halves covers por-
tions of the neighboring tiles pixels (grid pixels being symmetric on both halves).
The difference in the gray-scale intensity between the two halves of the square

is then estimated by calculating A(hy, hs) = %Zfiﬁ"s %, where hy
and ho represents the gray-scale intensity histogram of the two halves respec-
tively. Gradient direction and magnitude of a location are set as the direction
with the maximum grayscale intensity and the maximum intensity respectively.
We then apply non-maximum suppression and threshold the resulting image
incrementally until the candidate tile set size, |Cr| converges to |0syp|, at which
point if Cp = gy, the attack would be considered effective. Any ¢;;, € Cp
has a boundary edge weight of w; > p;/2 (p; is the shared perimeter of ¢,
with other tiles). Attacks on 100 I¢’s with |0s,,| = 10, |#| = 48 resulted into

[CTNOsup|
‘asubl
remains almost similar due to the false traversing edges constructed randomly

among the edge continuation points. Any local artifacts at the tile boundaries,
that would have been exploited by an edge traversing algorithm, are concealed
by the grid structure (3-pixel width). Besides, finding out the edge continuation
points at the processing stage, using Canny edge detection algorithm minimized
the distance between actual edges in the image and the edges found. Appen-
dix A, Fig. 1(c) shows a contour plot of an Ip where intensity depth varies across
0 providing no useful information to an attacker. On the other hand, scaling and
adding random noise before the image is presented prevents the attacker from
exploiting any noise or quantization patterns.

) = 0.039(average). Edge density on opposite side of the boundaries

Attack Using Memory. We define memory as an accumulation of low level
features from more than one instance. However, since unique images are used
for each instance the current challenge is always independent of the past chal-
lenges, resulting into absolutely mo accumulation of memory. We now look
into another attempt of acquiring such memory using a Context-Based Image
Retrieval (CBIR) system Sc, s.t. S¢ retrieves the original image I¢ from Ip.
However, the amount of irreversible distortion added to the processed image Ip
by the grid g, cut-and-scale, random strokes essentially thwart a CBIR system
like [18] in retrieving the original I (as tested on 100 Ip’s).

5 Experiments and Results

We carried out three experiments to evaluate Movtcha in terms of (1) Design
and presentation, (2) & (3) Accuracy, efficiency and usability. The first exper-
iment was carried out in a controlled condition to ascertain some parameters
and design of Movtcha. While the second and third were carried out in a non-
controlled condition, mimicking a real life Captcha solving scenario. We obtained
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approval from the Research Ethics Board of our Institution for the experiments.
All experiments were divided into three phases (1) Phase-I, where participants
agreed to the consent information. (2) In Phase-II, they were instructed to solve
Movtchas. (3) And in Phase-III, participants were required to fill up an exit
survey consisting of the standard SUS (Simple Usability Scale) questions [19]
and a few other related questions Sgqn,.

5.1 Experiment I: Design and Presentation

The goals of the first experiment were to figure out (1) how the intra-accuracy,
A{}ST varies with the size of the grid and (2) the parameters A for C3 and ¢
for C4. C3 & C'4 were therefore not set in this experiment. The goals required
human users to solve Movtcha in a laboratory condition i.e. in a non-distracting
environment using a single platform. The experiment consisted of a pool of 24
students comprising of equal number of males and females aged between 21-36.
All of them used a PC with 2.10 GHz Intel i3, 4 GB RAM and an wireless optical
USB mouse. They used Google Chrome on a screen of resolution 1366 x 768 (96
PPI) in Windows 7 SP1 OS.

Setup. A short video showed how the game is played at the beginning. Partici-
pants received no further instructions. Each participant was required to solve 15
Movtchas (My, Ms,..., Mis) each comprising of a fixed number of instances
(#instances = 8). The 15 Movtchas were divided into three groups. The group
G1 consisted of images divided into 5 x 5 = 25 (Row x Column) tiles each of
size 60 x 60 pixels. Similarly, Go and G35 consisted of the same size tiles with
images divided into 6 x 6 = 36 and 8 x 6 = 48 tiles. ¢, holder moved randomly
inside the bounding box at 0.1 pixels/frame @60 FPS i.e. 6 pixels/s.

Results. It is observable from Table1 that the average A{lg,, increased with
increasing grid size. AmountOfSeperation increased with grid size, resulting into
VST with increasing standard deviation. Noise fail to affect the A{} ¢, when
V ST's are sparser. Similar results can be observed in Neisser [13] where sparser
target positions P, results into V.ST with larger offsets. Therefore, in order
to have larger A{} o7+ Experiment-1I & III were carried out using images with
8 X 6 tiles. GG3 has the highest A{} o and a relatively longer completion time,
Tcom- Toom decreases with decreasing |0 as expected. E. is the average error
rate per click and refers to the ratio of number of times user missed picking up
or dropped midway t. or s, during A,esp or Arew to the total number of actual
(Aresp + Arew) actions in a Movtcha. The observed E, suggested that users felt
comfortable with the moving speed of the tile. I; refers to the ratio of number
of instances discarded (due to C2, C3, & C5) to the total number of instances.
Although the average E. remained almost unchanging among the groups, the
average I, dCQ was relatively higher in (1, an implication that as the users get
familiar with Movtcha, they tend not to skip targets during search. Further
analysis of data from G1, showed that I dc 2 was highest for the 15 Movtcha, M,
for 79.17% of the users. The average I$® remained as low as 0.052 suggesting
comfortable visual search task performance in the current visual field.
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Fixing Parameters. In an ideal condition PTy, ,, is supposed to be zero, since
dragging the star, A,.., action, does not involve any cognitive process. As can
be observed from Table 1, the average PT4, , is <100 ms, implying an almost
smooth non-distracted movement during A,.,,. We set { = 0.2 s of C'4 to possible

extreme outliers using interquartile range PTfﬁiw +(3x PTiiE), to allow some
Py,

tolerance in non-controlled condition. The ratio of VST to |0,.7| is the true
inspection time, I PT, for each exotic tile. The average inspection time of all
the participants throughout the 3 sessions was 102.1ms. The parameter A of
(3 is similarly set to extreme outliers values for non-laboratory conditions s.t.
A= (|0 * IPT") + MT!,,, where IPT" = IPT? + (3 x IPT'9F) ~ (.27 s and
MT!,, = MT%? + (3 x MT!QE) ~ 2.0 s for all instances with varying |‘93121: .
Therefore, A provided comfortable time span while searching at any instance
and only triggered C3 when the user is distracted (or “lazy” searching) for a

relatively long time.

w

5.2 Experiment II: Accuracy and Efficiency

The goal of this experiment was to determine (1) how the intra-accuracy, A"‘} ST
and inter-accuracy, /Yy, varied with the number of instances and (2) the effi-
ciency or completion time of a Movtcha. Inter-accuracy is the ratio of number
of solved Movtchas to the number of Movtcha challenges. Unlike, experiment-I,
this experiment was carried out in a non-controlled condition.

Setup. The users were emailed to solve Movtcha on 3 occasions. At each occasion
the users were required to complete 5 Movtchas with (1) fixed image size, 8 x 6,
(2) fixed parameters ¢, A. They can make a maximum of 3 mistakes happening
due to C2 — C5 while solving a Movtcha. For each occasion, #instances is varied
from 6-8. They completed the exit survey as well.

Results. We collected complete submissions from 42 participants/workers. It
can be observed that the average A{t¢ in all three cases is around 80 %.
However, considering the success probability of a bot is tuned to a particu-
lar value, the allowable decrease in A{tgp is larger for increasing #instances
(Appendix A, Fig. 2(a)). This resulted into higher A4, for increasing #instances.
The average I; is higher relative to Experiment-I. Activation of C4 led to rel-
atively higher click error, E.. These increases were expected in non-controlled
condition. Furthermore, it implies that the constraints proved to be useful in dis-
carding abnormal VST and MTly,,,, that might have resulted from distractions.
Table2 shows A%, when Agr > 80%. Even when A{l g is set at > 82.14 %,
limiting bot success to 0.85% for #instance = 8, the inter-accuracy Aﬁ is
around 81 % (Gmail’s Captcha accuracy rate 82.8% [7]). Mouse type statis-
tics from exit survey include wireless/wired mouse (61.9%), laptop touchpad
(38.1%). Recall, VST is calculated using subtraction method [16] which allows
VST to self adjust for the user’s specific environment.
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Table 1. Results from Experiment-I Table 2. Results from Experiment-II
A or I$? | Toom(Std) |E. | PTa,.y, inst| AL g (Std) | AL | Toom (Std) |12
G1/67.94(4.81)|0.110{17.19(1.89) |0.058 | 76.8 6 80.22(4.76) |67.14|21.57(5.02) |0.21
G278.40(4.28) |0.078 | 21.90(2.08) | 0.051 | 40.1 7 179.97(7.40) |71.9 |26.43(7.58)|0.29
G3/85.10(4.43) |0.073 | 24.96(2.52) | 0.062 | 44.2 8  [82.90(6.77) |80.96 |28.11(6.03) |0.24

5.3 Experiment III: Accuracy and Efficiency

The goal of this experiment was to observe how random users from different
parts of the world perform on Movtcha through Amazon Mechanical Turk [20].
A single HIT was created with 70 assignments to have 70 unique workers. The
workers were directed to the website hosting Movtcha. After watching the video,
they were required to solve one Movtcha and collect 8 stars (complete 8 instances
successfully) and in the process can make a maximum of 3 mistakes. Afterwards,
they completed an exit survey. There was one demo instance at the beginning
which was not considered in accuracy calculation. Workers were then required
to copy-paste a code (generated on our website) back to Amazon to get paid
$0.3. The average intra-accuracy, N g, is 78.2% (std 6.03 %). When Ao is
set at > 75, limiting the success probability of bot to 2.38 % the inter-accuracy
is A4 = 78.9%. The average time to complete Thopm, is 38.045 (std 8.63s).
We highlight that these results are reported from unique users solving just one
Movtcha for the first time. The average time required to complete each assign-
ment was 5.4 min. Workers participated from 7 different countries (based on IP)
with 84.3 % using mouse and rest touchpad (user-claimed).

5.4 User Experience

The average SUS score for all the experiments were within the user-friendly
industrial software ratings [21]. The average SUS score for Amazon workers was
66.17. The Sy, questions asked the user to rate the game in (1) “fun to play”
(2) “easy and intuitive” (1-5, “5” signifying “Strong agreement” and vice versa).
SUS and Sp,, rating was relatively higher in Experiment-I. This might be the
result of users being more “polite” under a supervised condition. Considering
Experiment-IT & III, 57.1 % & 67.14 % of the participants agreed that the game
was fun to play and 71.4% & 74.2% felt it was easy and intuitive respectively.
This demonstrates that Movtcha is a user-friendly system.

6 Relay Attacks

We consider attacks, where the bot takes snapshots of instances, send it to
a human solver and subsequently uses the responses to solve Movtcha [8]. In
such attacks, the bot needs to consider four time intervals for each instance, (1)
The communication delay between the bot and the human solver’s machine A¢,
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(2) the time taken by the human solver to perform the visual search task and

provide P;, and \Gig . (3) the time taken for the bot to match the tile. (4) the
time taken to move the star back to P, .

Captchas with dynamic challenge objects are generally resistant against relay
attacks because the object co-ordinate sent by the human solver, C;,, at time
t mismatches with that of P;, of the moving object at ¢t + k, k > 0 [8]. The
probability that C;, = P, at t + k can be given as the ratio of the object
area and the bounding box area where it randomly moves. In our setting, there
is roughly 1/5 chance that the bot correctly picks up t.. Such chance should
produce relatively higher E. and I; in relay attacks. We carried out a small
scale experiment with 10 users from the 1°¢ pool to examine our hypothesis. We
considered a strong relay attack scenario where Al = 0. Therefore, the task of
the human solver is to respond with |0§jg\ and Cy,. To setup the experiment,
snapshots (s1, 82, ...Sp) at time (71,72, ...,7,) of the HTML5 canvas were
taken along with the co-ordinates of ¢, for 3 Movtchas. During the experiment,
users were provided the snapshots one by one along with a beeping sound (audio
stimulus) for a ready alert, similar to [8]. As soon as s; is presented with the
stimulus the user performed search and clicked on ¢, and then C}, consecutively.
If P, # C,, then the user is presented with the same s, and were required to
provide only a new Cp . There was a significant increase in E, = 2.81 (avg)
resulting into longer VST and C3 activations. None of the users were able to
authenticate in the 3 Movtchas, with a maximum of 3 mistakes. In a real setting,
where A{ # 0, constraint C'3 puts an upper bound on the distance between the
relay bot and the human solver.

7 Related Work

May be the work closest to ours, which claims to consider human behavioral
analysis is the dynamic game Captcha owned by a startup company called “Are
you a Human” [22]. The company claims to differentiate human and machine
based on behavioral data such as mouse events [8,22]. Their system challenges
the user to drag-drop semantically related objects such as “baby” & “milk”. Clear
form Captchas are supposed to be inherently language and culture independent,
because the response to a challenge is basically the challenge itself. Semage [4]
claims to surpass the boundaries of languages but fails to auto-generate the chal-
lenge database. IR such as Cortcha [7] can automatically generate the image data-
base. However, it also requires prior knowledge on the relationship between the
decoy object and the inpainted image. On the other hand, our system demands
the user to have the minimum ability of distinguishing the exotic tiles, conveying
no meaning, from the original image. And this can be done with apparent ease
and without establishing any form of semantic relationship [15].

Visual Search in Cognitive Psychology. Neisser [13] carried out an exper-
iment where users were instructed to find the absence of letter Z in a list. The
list contained 49 items like JZTXVB, DQFJHZ, ZXLSMT and one target item
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VXRLFH arranged in a column. 15 such lists (with random target item position
and random strings of letters) were given to each human user. It was observed
for each user that the visual search time has a positive linear relationship with
the position of the target item inside the list of 50 items.

8 Conclusion

We have provided a new approach to Captcha by estimating a cognitive feature.
Human behavioral analysis was used to eliminate noise in the feature estima-
tion process. Our empirical results suggest comparable accuracy, efficiency and
usability to existing Captcha systems. We have discussed how image selection,
challenge generation and response evaluation are automatically accomplished by
our system. Movtcha maintains real world security while presenting clear answers
to challenges. This attribute makes Movtcha language, culture and experience
independent.

Acknowledgments. This research is in part supported by Alberta Innovates Tech-
nology Futures and Telus Mobility Canada.

A Generation of Search Set

We refer to the boundary of each tile ¢; (to be made ezotic) as b;,. We find the
continuity points bi{ip} of the traversing edges at the boundary b, by applying
Canny. The gray values of t; is changed to be within [a, 8], until the number of
traversing edges fall below b‘tfp} /24 is set to the min and [ to max gray value
of t;. At each step j, (a++, B — —) any pixel value > § and <« is set randomly
to (e, + 6] and [8 — 6, B) respectively until bltfp}‘ decreases to bEPH/Q. d is set

s.t. bEP}lj_l > bLEP}‘j. For each pair of edge points {py,py} obtained from b;{ip}

VRN o (a)

Fig. 1. Best viewed in soft copy. (a) An instance of Movtcha where user has collected 6
stars and made 2 mistakes. The search set size, |#s45| = 6, and the position of target tile

Por | = 4. (b) Edges of Ip using Canny edge detection algorithm.

sub

inside the search set, |0
(c) Contour plot of Ip.
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Fig. 2. (a) Simulation of the attacker’s success probability for #instances =5-9. Dot-
ted line represents 0.6 %. (b) Shows the maximum MT4,.,, of successful Amazon users
out of all the instances they played (c) Shows VST when |04 = 1. If we restrict
MTa,., and VST (|0sus] = 1) to 1.4s and 2.5 s respectively as a constraint, we can
upper bound the computation