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Abstract. Due to plenty of cloud-based applications emerging and
booming recently, data owners always store their data in cloud and share
them to data consumers through cloud servers. For security equirements,
data owners are often asked to provide authentication tags to the corre-
sponding data. Data consumers obtain the authenticated data from the
cloud and expect the computation on the authenticated data. However,
it is impractical for the mobile data owners to be online all the time and
provide the authenticated computing results according to various data
consumers’ request. To tackle this issue, we propose an efficient and
secure delegated multi-authentication protocol for mobile data owners
in cloud, which enables the mobile data owners to conditionally delegate
signing right to specified cloud servers without exposing the secret sign-
ing keys. The cloud servers provide the authentication services when data
owners are not available. The security is built on an identity-based multi-
proxy signature (IBMPS) scheme, which depends on the cubic residue
assumption, equaling to the factorization assumption. Furthermore, our
protocol is efficient compared to the pairing based schemes and the over-
head is almost independent of the number of cloud servers.
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1 Introduction

With the development of cloud computing techniques, a number of cloud-based
applications have been emerging and booming recently [1,2]. In particular, appli-
cations focusing on the outsourced computation in cloud have been paid much
attention due to the powerful computation and storage capability of cloud. Dif-
ferent from the conventional computation in which the users have fully con-
trolled their data, cloud computing enables servers to manage the physical
machines and the data on these workstations while the cloud users only retain
the control over the virtual machines [3]. As a result, the outsourced compu-
tation performed on those untrustworthy cloud has been restricting the further
progress of the cloud computing.

In the scenarios, the data owners store their own collected data into cloud
servers and share with the data consumers. For the security requirement, the data
owners need to provide an authentication tag with the corresponding data to show
the valid of the data to the cloud. Related work tried to add authentication tags
[4,5] along with the data in order to keep the integrity and authentication in the
cloud servers. Signature often provides authenticity and non-repudiation in the
communication networks. Data consumers not only want to get the authenticated
data from the cloud, but also need to compute on the authenticated data [6] with
the help of the powerful computation capability of the cloud servers. In some sce-
narios, the data owners can not be online all the time such as 24 hours a day due
to their mobile characteristics [7]. Moreover, they can not afford the data compu-
tation overhead for a large number of the computation request. As a result, they
need to delegate the authentication rights (signing rights) to the cloud [8].

There are some straightforward solutions to overcome this obstacle. One
solution is that if the data consumers just request the original data, the data
owner could pre-store all the authenticated tags in the cloud servers. However,
the data owner can not pre-store all kinds of the authenticated data in the cloud
before since he/she can not foresee the different data computation requests.
In most cases, the demand is that the stored data need to be calculated or
taken transforms from the original data according to the data user’s requests.
Another solution is that all the request must be sent to data owner for further
authentication, which leads to lots of computational overhead for the data owners
and considerable delay by the offline of the data owners.

To cut down the communication cost and delay, another solution is that the
data owners hand out their secret signing keys to the cloud and share them
by cloud servers. In this case, the authentication service could be accompanied
without the help of the data owners since the cloud servers could finish the data
authentication dependently, which achieves the outsourced authentication. How-
ever, some of the remote cloud servers may be compromised by the attackers and
the secret keys may be revealed, which results in a worse consequence since the
data authentication service might be out of control and be misused by malicious
cloud servers.

When it comes to the data computation, ordinary signature may not be
well available since it violates the existential unforgeable property of signature.
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Some essential variations of ordinary digital signature schemes have been pro-
posed. Homomorphic signature [9,10] seems a feasible solution to this problem
since homomorphic signature achieves either additional homomorphic or multi-
ply homomorphic. However, for some complicated operation such as data com-
parison results and SQL based query [11], the homomorphic signature can not
achieve the target. In addition, homomorphic signature always bring in consid-
erable extra overhead to the authenticated data.

In this work, we aim to address the above challenges and propose an efficient
and secure data delegated multi-authentication protocol for mobile data owners
in cloud. Our proposed protocol is feathered by delegated authentication to a
number of cloud servers and high efficiency on both the data owner side and the
data consumer side. Thanks to the novel identity based multi-proxy signature
scheme, the data owners can delegate the signing rights to a number of cloud
servers which need to collaborate to carry out the authentication tags generation
and aggregation instead of the data owners. Moreover, our protocol allows the
data owners to conditionally delegate to the cloud servers and the data consumers
could easily verify the authentication tags and alert to the system authority when
they find the misusing of the cloud servers. Last but not least, our protocol is
quite efficient compared to pairing based protocols.

To the best of our knowledge, this work is the first effort towards considering
delegated authentication among mobile data owners and cloud servers in order
to provide authentication service for data consumers. The contributions can be
briefly summarized:

— Firstly, we propose an identity-based multi-proxy signature scheme which is
proved secure under the hardness of integer factorization assumption in the
random oracle model.

— Secondly, we propose a secure delegated multi-authentication protocol, based
on our efficient multi-proxy signature schemes, to provide authenticated com-
puting results for mobile data owner in cloud environment.

— Thirdly, in contrast to previous solutions, our protocol achieves a conditional
delegation with traceability that is malicious cloud servers can be caught and
accused of misusing by data consumers.

The rest of the paper is organized as follows. Section 2 describes our system
architecture, security models, designed goals, and formal definition of framework
for identity-based multi-proxy signature scheme. Section 3 introduces some nec-
essary mathematic preliminaries. In Sect.4, we propose a detail construction,
which is proven secure in the random oracle model in Sect. 5. Section 6 sees the
performance comparison of the related work. Finally, Sect. 7 makes a conclusion.

2 System Architecture and Design Goals

2.1 System Architecture

As shown in Fig. 1, we consider a general cloud system, which is composed of four
major entities: system authority, cloud servers, data owners and data consumers.
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Fig. 1. A delegated multi-server authentication architecture in Cloud.

— System Authority (SA). In our scenario, the system authority is the admin-
istrator of the system and independent with other roles, which is in charge of
system initialization and secret key generation of each parties in the system.
We also assume that the system authority can not be compromised by the
adversary.

— Cloud Servers (CSs). The cloud system is constituted of a number of cloud
servers, named as Si,So, ...,S,, with plenty of computation resources and
storage resources and controlled by cloud service provider, like the general
cloud model. The cloud servers provide the data storage and data computation
service and response to the data consumers’ requests.

— Data Owners (DOs). The mobile data owners obtain the data through the
wireless collecting devices and store them into the cloud when the data owners
encounter to connect to the networks. We assume that the data owners are not
always online (ex. 24-hours) due to the mobile characteristic. For the security
requirement, the data owners add the tags to the data. The tags should be
unforgeable achieved by digital signature. Thus, the data owners upload the
data as well as the tags.

— Data Consumers (DCs). Each data consumers queries the data and asks
for the data computation from cloud servers. For the security requirement,
the data consumers need get the data and authenticated tags for keeping the
authenticity of the source.

2.2 Design Goals
The protocol is expected to achieve the following goals:

— Authentication Delegation. The data owners can conditionally delegate
the signing rights to cloud servers without leaking its own secret keys.

— Data Authentication. The data consumers can get the authenticated data
from the cloud servers which can not forge such authentication tags.
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— Security. The delegation should be secure that the cloud servers can not
forge the invalid authentication tags without being caught.

— Efficiency. The computational overhead of the scheme should be at a low
level and be better to meet the minimum.

2.3 Security Models

We assume the following factors that may impact data authentication. Firstly,
the adversary knows the identities of both the data owner and cloud servers as
well as the other public information. Secondly, some of the cloud servers might
be compromised by the adversary. To maximize harm to the system, we model
an extreme case in which the adversary compromises totally n — 1 cloud servers
and works against one single honest cloud server to forge invalid authentication
tags and find out the secret key of the data owners. In addition, we assume that
there is no secure channels between cloud servers and data owners.

2.4 Framework of IBMPS

In an IBMPS scheme [12,13], there exists an original signer @ and a group of
proxy signers Pi, Ps, ..., P, who provide the signing service delegated by original
signer. We denote the identity of the original signer as I D» and the proxy signer
P; as I1Dp,, respectively.

Definition 1 (Framework). Our delegated authentication protocol is a collec-
tion of the following algorithm based on an identity-based multi-proxy signature
scheme: Setup, Extract, Sign, Verify, MPGen, MPSign, and MP Verify.

3 Preliminaries

To further explain our schemes, we introduce the necessary concepts in our
scheme construction and security proof.

3.1 Mathematical Preliminaries

We introduce the definition of cubic residue and the following lemma [14,15].

Definition 2. For an integer N =1 (mod 3), a € Z}; is a cubic residue modulo
N if X3 =a (mod N) for some X € Z.

Lemma 1. The integer factoring problem becomes easy if we find two different
cubic roots s1, sa of a cubic residue a modulo N, where s3 = s3 = a (mod N)
and s1 # £s2 (mod N).

Note that the 3-th root pairs satisfying s; = +ss (mod N) do not help to
factor V.
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4 Protocol Construction

We construct our delegated authentication protocol based on our designed
identity-based proxy multi-signature scheme. Our protocol consists of five
phases: System initialization, Tag generation and verification, Authentication
delegation, Multi-server authentication, Verification.

4.1 System Initialization
The system initialization phase is to set up globe parameters and generate each
entity’s secret key.

Setup. Taking the security parameters A, this algorithm can be done as follows.

(1). SA generates two random secure prime numbers p, g such that p = 2
(mod 3) and ¢ =4 (mod 9) or ¢ =7 (mod 9) and computes their product

N=p-q.
(2). SA computesn = [¢g—1 (mod 9)]/3, \ =7 (mod 2)+1, and 8 = (¢—1)/3.
(3). SA chooses a non-cubic residue a such that g) = —1 and sets ¢ = a"%
(mod q).

(4). SA picks up five hash functions Hy, Ho, Hs, Hy, Hs, where Hi, H,
{0,1}* — Z%, Ha, H3, Hs : {0, 1}* — {0, 1}*.

Finally, SA finishes Setup algorithm by outputting master secret keys msk =
(p,q,B) and public parameter pp = (N, Hy, Ha, Hs, Hy, Hs,a,m, \). SA keeps
msk secretly.

Key Generation. For each entity in the system , on input the identity 1D,
SA computes the corresponding private key d as follows.

(1). SA computes w = h1(ID)*? (mod q).
(2). SA computes

0,iffw=1
c=1 1lifw=¢
2, ifw = €2

and sets H(ID) = a¢- H1(ID) (mod N). It is easy to show that H(ID) €
CRy.
(3). SA computes

27" Yp—1)(¢=1)-3
9

drp = H(ID) (mod N) (1)
and sends the secret key dyp to entity with a tag ¢ through a secure channel.
Note that d3,, - H(ID) =1 (mod N). After that, every entity can compute
H(ID) since the ID and ¢ are in public.
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4.2 Tag Generation and Verification

Tag Generation. The data owner could generate the authentication tags for
the data m as follows.

1. The data owner O chooses a random number r € Z% and computes R = 73
(mod N).

2. O obtains the hash value hy = Ho(m||R) and computes V = r - d?2 using its
secret key d,.

Finally, the authentication tag tag = (R, V') combined with the data m are sent
to the cloud servers Py, Pa, ..., Pp.

Tag Verification. When the cloud servers receives the data m and the corre-
sponding authentication tag, they should verify the tag by checking the Eq. (2).

V3. H(ID,)" £ R, (2)

where hy = Ha(m||R). The cloud server accepts the data if it has a valid authen-
tication tag. Otherwise, it requests a new valid authentication tag from data
owners, or terminates the protocol.

4.3 Authentication Delegation

To delegate the signing capability to the cloud servers as proxy signers
P1,Pa, ..., Pn, the data owners, as a original signer O, does the following three
steps to make the valid warrant w, which specifies the necessary delegation
details, such as the identity of the data owners and the cloud servers (the original
signers and the proxy signer), the expiry time of delegation, etc.

Delegation Generation. The data owner confirms the warrant w by signing it.

1. The data owner O chooses a random number 7, € Z% and computes R, = r3.

2. O obtains the hash value hy = Ha(w||R,) and computes V,, = 1, - d"? using
its secret key d,.
3. O broadcasts the delegation information o = (w, R,, V,) to the cloud servers

P1, P2, ..., Pn.

Delegation Verification. After receiving the delegation requests, every cloud
server P; first confirms o = (w, R,, V,) by checking the Eq. (3).

V3. H(ID,)" < R,, (3)
where ho = Ha(w||R,). Every cloud server accepts the delegation if it is a valid

delegation; otherwise, it requests a new valid delegation from O, or terminates
the protocol.
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Proxy Signing Key Generation. After accepting the delegations, every cloud
server computes its new proxy signer key by Eq. (4).

skp, =V, - d®, (4)

where hsy = Hs(w||R,).

4.4 Multi-server Authentication Generation

Each cloud server P; signs the message m under w on behalf of the data owner
O as follows:

. P; chooses a random number 7; € Zy and computes R; = r?. P; computes

1). P; ch d b Y/ d tes R 3. P t
t; = H4(R;) and broadcasts t; to other cloud servers.

(2). After receiving t;, P; broadcasts R; to other cloud servers.

(3). After receiving R;, P; check each t; < Hy(R;). If any of above equation does
not satisfy, the algorithm aborts. P; computes R = H,:.l:l R; and gets the
hash hs = Hs(w||m||R) and computes v; = r; - sk?’;f* and broadcasts v; to
other proxy signers.

(4). After receiving v; from other cloud servers, P; first checks each Eq. (5).

U? . H(IDpi)hshs ; R; - Voh57 (5)

where hg = H3(w||R,) and hs = Hs(w||m||R). If any of above equation does
not satisfy, the algorithm abort. After that, P; computes V =[]\, v;.

Once all partial signatures are correct, the multi-server authentication of message
m can be generated as po = (w,V,,V, R)

4.5 Authentication Verification

After receiving the message m and the multi-authentication tag po =
(w,V,,V, R), the data consumer operates as follows:

(1). checks whether or not the message m conforms to the warrant w.

(2). checks whether or not the n cloud servers Py, P, ..., P, are authorized by
the data owner O in the warrant w.

(3). accepts the multi-server authentication tag if and only of the following Eq.
(6) holds:

Ve H(ID,)"" T H(ID,,)"" £ R- V] (6)

i=1

where hy = H3(w||R,) and hy = Hs(w||m||R).
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5 Security Analysis

5.1 Correctness
The delegated multi-authentication protocol is correct since

V:ﬁvz Hrz k")_HTZ dh3

=1

=1
= H o dl2)hs . ghahs = Hri cpls - dhahs . ghahs (mod N).  (7)

Thus, we have

n

HR Vh d3)h2h (dii)h3h,5 =R- Vohs . (dg)ths . H(dfn)hg’hs

i=1
=RV} - (H(ID,)" )" - [[(H(ID,,)™")"*"* (mod N). (®)
i=1
From Eq. (8), we can find out the correctness proof since
n
V3. H(ID,)"" - [[H(ID,)"™" = R-V}* (mod N). (9)

=1

5.2 Security Proof

Theorem 1 (Main Theorem). Our scheme is (t,qg,qs,qm,n,€)-secure
against existential forgery on the adaptively chosen message attack and chosen
identity attack in the random oracle model if the factoring problem is hard.

Due to space, we refer the reader to the full version for the proof of this theorem.

6 Performance Comparison

In this section, we compare our protocol with related work, which are prov-
able security based on different hardness assumptions in the oracle model.
From [16], we can find the major operation times for one bilinear pairing
operation (P,20.01 ms), map-to-point hash operation (H,3.04 ms), modular-
exponentiation (F,11.20 ms), normal scale multiplication (M, 0.83 ms), pairing
based scalar multiplication (Psm, 6.38 ms). Though every large integer multipli-
cation takes little time, considering the number of cloud servers n, it is necessary
to add a reasonable time in MPSign and MP Verify algorithm.

From the Table 1, it is obvious that our protocol is quite efficient since we do
not use the bilinear pairing technique compared to [12,13,17].
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Table 1. Comparison of computation cost and running time.

Schemec |MPGen Time |MPSign Time MPVerify Time |Assumption
LCO05 [17] |3P+6Psm 103.71 | 3P+1E43Psm 84.57 |4P+1E+43Psm |78.19 |CDH

CCO09 [12] |3P+2H+3Psm| 85.34| P+4+3H+1E+2Psm |127.39 |4P+2H+3Psm |99.0 CDH

SP15 [13] |2P+5Psm 71.98| P+5Psm 71.98 |2P+4Psm 65.6 CD

Ours 3E+7TM 39.41 |3E+(n+6)M 38.58* | 3E+(n+4)M 36.92* | Factorization

7 Conclusion

In this paper, we have built an efficient and secure delegated multi-authentication
protocol in cloud, which enables the mobile data owners to conditionally delegate
the signing right to multiple cloud servers without exposing the signing keys.
The security of our protocol is based on an identity-based multi-proxy signature
scheme, which depends on the factorization assumption.

In our future work, we consider three aspects to improve efficiency and secu-
rity. Firstly, our protocol needs three round interactions in the multi-proxy sig-
nature generation, which leads to considerable communication overhead. We
suggest to reduce the interactive rounds by constructing commitment schemes
under cubic residue assumptions like that in [18]. Secondly, it is possible to
propose general constructions of identity based signature schemes under cubic
residues and even higher residues such as 2F-th power residues [19]. Thirdly, we
suggest to consider reliability of the cloud system and design a threshold multi-
proxy signature scheme which allows authentication service not stopping even
though a part of the cloud servers have been compromised.
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