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   Foreword to the Fourth Edition   

 In the previous edition of  Healthcare Information Management Systems  (2004), the 
late Morris F. Collen, MD, FACMI (1914–2014), Director Emeritus of Kaiser 
Permanente Medical Care’s Division of Research and pioneer/historian of health-
care informatics, noted that “the hospital and its associated information system is 
the most complex organizational structure created by people.” He concluded it 
should be no surprise that healthcare information management systems lagged those 
used in non-healthcare industries and cited the continual advances in care and tech-
nology, the “vicissitudes of healthcare legislation,” and the need for intensive train-
ing and re-training of healthcare professionals who use information systems as 
contributors to that lag. Still, he fi rmly believed that effi cient information manage-
ment systems are essential for high-quality, cost-effi cient patient care. 

 A decade later, the US healthcare industry fi nds itself redesigning healthcare to 
achieve the Institute for Healthcare Improvement’s Triple Aim of:

•    Improving the patient experience of care (including quality and satisfaction)  
•   Improving the health of populations  
•   Reducing the per capita cost of healthcare    

 These, and the goal of building a continuously learning healthcare system, rein-
force Dr. Collen’s belief that effi cient and effective information management sys-
tems are necessary to implement effective and effi cient care. 

 Convergent with this vision is the growing, diffusing ecosystem of pervasive 
data, analytics and Big Data techniques, and personal/social technologies for cap-
turing and managing electronic health data:

•    Increasing adoption of electronic health records and health information exchange  
•   Common use of wearable and mobile technologies and infrastructures that gen-

erate, collect, store, and share many forms of personal and exogenous data  
•   Active research, development, and deployment of platforms, analytics and cog-

nitive computing for processing and visualizing population data for prediction 
and planning  
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•   Focus of standards development organizations and regulatory agencies on 
improving interoperability to connect systems and measure outcomes    

 The turbulent confl uence of healthcare redesign and IT innovation is forming the 
foundation for achieving the Triple Aim. The chapters of this book provide current 
snapshots of active work in this process from many facets: technical, organizational, 
workfl ow, and policy. 

 To quote computer scientist Alan Kay, “The best way to predict the future is to 
invent it.”  

    Shahram Ebadollahi, PhD
Vice President 

Innovation & Chief Science Offi cer
IBM Watson Health

New York, USA              

Foreword to the Fourth Edition
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  Pref ace   

 This is the 4th edition of  Healthcare Information Management Systems , a book that 
started in 1991 as a practical guide to preparing clinicians and healthcare organiza-
tions for electronic health record adoption. With each edition, the scope has evolved 
and broadened to include other health information technologies, with shared experi-
ences of healthcare redesign and the role of IT from multiple perspectives. The 3rd 
edition (2004) included descriptions of comparative experiences from Sweden, 
Malaysia, Australia, and France. The 4th edition refocuses its scope to the United 
States, with the aim of capturing a bold and honest description of the current state of 
electronic health record (EHR) technologies in acute and primary care settings. In 
the decade since the 3rd edition, EHRs have achieved widespread US adoption in 
response to legislation and regulatory policy that linked meaningful health IT use to 
payment incentives and reimbursement penalties. As the country has reached a “tip-
ping point” in EHR adoption under Meaningful Use, agencies, healthcare organiza-
tions, and clinicians have not found anticipated gains in effi ciency, quality, and costs. 
Rather, there has been frustration, dissatisfaction, and growing concerns regarding 
the impact of IT use on patient safety and health outcomes and a not-so- quiet rebel-
lion in the ranks of frontline clinicians. Many informaticists and clinicians suggest 
that a technology sea change is needed with a second generation of EHRs developed 
on twenty-fi rst century architectures that more closely match the fl exibility and 
power of mobile and web-based applications available in the general marketplace. 
And a number of these new technologies and solutions are included here. 

 Interoperability and data sharing has become another hot topic that has spilled 
over into the political and public arenas. Starting in 2014, it became not unusual to 
fi nd stories in the New York Times or Wall Street Journal on the limitations of data 
sharing of EHR systems, as the lay public have also become engaged users of these 
medical record systems. This increasing involvement of consumers and other key 
stakeholders in healthcare is a major theme threaded throughout this 4th edition. 
Payers, clinicians, the quality and safety, community, the federal government, and 
consumers are all mobilizing the healthcare industry to achieve the Institute of 
Healthcare Improvement’s Triple Aim: to improve the experience of care, to improve 
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the health of populations, and to reduce the per capita costs of care. The impact of 
this active engagement has been the steady growth of health IT development/adop-
tion to standardize and connect care and to capture data on healthcare performance, 
quality, and safety. 

 Given the growing turmoil over these EHR usability issues, the editors of this 
book saw an imperative to focus on this current state of health IT as a starting point 
for renewed dialogue and discourse on health IT as a vital component to enabling 
healthcare redesign in the United States. Accordingly, as we planned this 4th edi-
tion, we made the decision not to keep any of the chapters from the 3rd edition, but 
rather to build an entirely new book; and thus, in comparing the 3rd and 4th edi-
tions, the reader will not fi nd any chapter topics or authors the same. This decision 
is a testament to the profound changes that have occurred over the past decade in 
technology and its use and place in every citizen’s daily life throughout the world, 
the economic imperatives for reduction in healthcare costs, and the impact that these 
two forces have had on healthcare systems. And specifi cally for the United States, 
as the sole industrial country that has a “fee-for-service” (FFS) reimbursement 
structure for its core healthcare commerce, there are unique and singular challenges. 
At the heart of this structure is the misalignment of incentives, paying on the basis 
of the more that you do, the more you are paid. However, as many of these chapters 
detail, this payment structure is on the threshold of changing. As the payer of over 
50 % of medical bills in the United States, the Centers for Medicare and Medicaid 
Services (CMS) is driving fundamental change by linking payment to quality mea-
sures, termed “value-based payment” models. Under these new models, health out-
comes, preventative care, and population health are fi nancially rewarded. Many 
project that these payment changes will be in place as early as 2018. And in fact, the 
partnerships that are happening today under the banner of Accountable Care 
Organizations are all pilots for this new world of risk-based, value-based, bundled 
payment models that shift care to wellness and prevention, and away from costly 
acute care and out into community and home. 

 The 4th edition is organized into four parts. Part I focuses on the current state of 
health information technology with respect to its historical evolution. In Chap.   1    , 
McCallie looks at clinical decision support; In Chap.   6    , Koppel traces the journey 
and consequences of Meaningful Use implementation; and in Chaps.   7     and   8     
Edmunds, Peddicord and Frisse provide masterful expositions on why interopera-
bility and data sharing are diffi cult and on the history of key health IT policies. 
Sittig and colleagues map out the functionality that clinicians have the right to 
expect from EHR systems in Chap.   2    , while Ingram presents the vendor developer’s 
perspective in Chap.   3    . Payne provides a view of the CMIO’s role in an academic, 
multiple-site setting that uses multiple EHR systems; Kim, Hudson, and Miller out-
line a multidisciplinary, clinical team perspective on EHR system functionality 
needed for patient care and its coordination. 

 Part II, “the evolving state of health IT: reinventing care, roles and connections,” 
builds on this current state with solutions and strategies emerging from new care 
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delivery models of care, new leadership roles, and IT infrastructure needed to sup-
port these care delivery changes. Unertl, Holden, and Lorenzi (Chap.   9    ) map out 
their approach to building in usability throughout systems lifecycle; Danis  references 
human factor engineering science in usability for wellness system design (Chap. 
  10    ). New care delivery models are addressed in Chaps.   11    ,   12    ,   15    ,   16    , and   17     draw-
ing from examples from Kaiser-Permanente (O’Brien and Mattison); Grundy and 
Hodach on the patient centered medical home (PCMH) initiative; Care Partners 
Plus (Minniti and colleagues); and Johns Hopkins (Gibbons and Shaikh). We are 
indebted to Reynolds and Jones for taking on the thorny issue of how healthcare 
gets paid for (Chap.   14    ); Andrew Watson for giving his perspective as a practicing 
surgeon on how technology has digitized every aspect of his work. 

 The go-forward perspective is introduced in Part III with chapters that explore 
new areas in the science of patient safety (Rosen et al., Chap.   18    ); new virtual train-
ing environments for healthcare professionals and students (Parvati, Chap.   19    ); 
standards, architecture, and infrastructure needed to support a viable and usable 
Personal Health Record (Yasnoff, Chap.   20    ); and the new emerging technologies 
and care delivery models that support person-centric care (Hsueh, Chang and 
Ramakrishnan, Chap.   21    ; Zhu and Cahan, Chap.   22    ); and consumers’ choice in care 
utilization (Yuen-Reed and Mojsilović, Chap.   23    ). Part III’s chapters report on cur-
rent innovative initiatives in the early conceptual stages of development and testing 
that are directed at key areas of transformative change. 

In Part IV, we look to the future of health information management systems. We 
are honored to have Dr. Lawrence Weed (and son) (Chap.   26    ), longtime pioneer and 
innovator in medical records, provide a guidepost for transforming medical educa-
tion and the patient record through the use of information technology to couple 
knowledge to assessment and treatment decision making. 

In Chap.   28    , McCallie presents the new and emerging technologies for clinical 
decision support (CDS) with case study examples that offer hope that we will soon 
have trustworthy and helpful support tools at the fi ngertips for clinicians. Fackler 
(Chap.   29    ) brings his experiences as a pediatric intensivist and vendor developer to 
present examples of new application programming interface (API) technologies and 
applications that are just entering today’s marketplace. Silva and Ball describe a 
CAS (Complex Adaptive System) architecture that holds promise for health IT in 
Chap.   27    . And in Chaps.   30    ,   31    , and,   32    , a powerhouse of IBM scientists and clini-
cian researchers look at uses of new technologies that are being tested within the 
IBM laboratories that include wearable sensors for patient-generated health data, 
data-driven analytics, and cognitive computing to create an active patient-centered 
learning healthcare system. The book closes (Chap.   33    ) with a look ahead by Robert 
Greenes, a leader in the fi eld of informatics, detailing how new architectures for 
health information technology, management and disruptive technologies, can and 
will help to overcome current constraints to transform healthcare. 

 The authors contributing to this book have all done so in the spirit of wanting to 
help improve upon the current state challenges. The informatics fi eld is made up of 
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committed and dedicated souls that have made this their life’s work with the goal of 
improving the patient’s experience, helping the helpers, and taking waste and error 
out of our healthcare system. We offer this 4th edition of Health Information 
Management with that same commitment and hope that it will contribute to taking 
us into a healthcare system that delivers value, is a pleasure to work within, and 
relieves the taxpayers’ burden.  

    Atlanta ,  GA ,  USA      Charlotte     A.     Weaver   
    Baltimore ,  MD ,  USA      Marion     J.     Ball   
 Baltimore, MD, USA     George     R.     Kim    
   Pittsburgh ,  PA ,  USA      Joan     M.     Kiel       

Preface



xiii

  Acknowledgments  

 This 4th edition emerged from conversations with numerous clinical and informat-
ics colleagues throughout 2014, but most notably from the opportunity to partici-
pate in the SHARP-C Project Advisory Board and engage in the many critical 
discussions that ensued over 2012–2014. So a big thank you to Ted Shortliffe for 
ensuring broad disciplinary representation in the SHARP-C Advisory Board, and 
for the excellent leadership and open-mindedness of Jaijie Zhang as SHARP-C’s 
project leader (www.sharpc.org). Across these past four years, the general themes in 
these discussions focused on the failed promise of electronic health record systems 
as adoption levels by healthcare organizations reached ubiquitous levels throughout 
acute and ambulatory care providers. Many of the participants in these conversa-
tions are contributing authors in this book. We owe a special thank you to Dr. 
Andrew Watson, Director of the Center for Connect Medicine at the University of 
Pittsburgh Medical Center, who hosted a 2-day think tank session for the planning 
of this book. 

 We owe a particular debt to Gentiva Health Services, and specifi cally, Rod 
Windley and Tony Strange as its executive leaders, who fully supported Charlotte 
Weaver in her undertaking of this book. Many colleagues behind the scenes also 
contributed their time, mentoring and critical ideas. We are indebted to, Dr. Shahram 
Ebadollahi whose inspiration and challenge helped bring about this volume, Dean 
Linda McCauley for her insightful critiques, and Dr. Robert Herrera who gave us an 
insider’s view of the primary care physician’s average day. We also greatly appreci-
ate Jane Snowdon for her professional coaching, advice, and guidance; to Krysia 
Hudson and Teresa Hancock, who were always standing by to help in any way!! 

 Most importantly, we thank the authors and co-authors of the chapters that make 
up this 4th edition book for their hard work, critical thinking, and commitment to 
capturing the realities of our current state and the promise of the new emerging 
technologies and policy changes that are erupting on the present-day scene. Their 
collective voices bring optimism that we will yet see the promise of information 
technology more fully realized in our healthcare system. 



xiv

 We cannot close these acknowledgments without a warm salute to Grant Weston 
our editor from Springer-Verlag for his unfl inching support of this 4th edition of the 
Health Information Management series. And to Tracy Marton, our developmental 
editor, we thank you for your unfl agging help in managing all the details, permis-
sions, authors’ forms, and for being a partner with this editor team every step of the 
way! 

 Charlotte A. Weaver 
 Marion J. Ball 

 George R. Kim 
 Joan M. Kiel  

Acknowledgments



xv

               Contents 

   Part I  The Current State of Health Information Management 
in the United States

  1      Clinical Decision Support: History and Basic Concepts . . . . . . . . . . . . .  3    
    David   P.   McCallie Jr.    

     2      Electronic Health Record Features, Functions, and Privileges 
That Clinicians Need to Provide Safe and Effective 
Care for Adults and Children  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21    
    Dean   F.   Sittig    ,     Christopher   A.   Longhurst    ,     Elise   Russo    , 
and     Hardeep   Singh    

     3      The Journey to Usability: A Vendor’s Perspective  . . . . . . . . . . . . . . . .  39    
    James   T.   Ingram    

     4      Snapshot at Mid-stride: Current State of EHRs and Their Use 
by Clinicians from a CMIO’s Perspective  . . . . . . . . . . . . . . . . . . . . . . .  59    
    Thomas   H.   Payne    

     5      The Evolution of EHR-S Functionality for Care 
and Coordination  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  73    
    George   R.   Kim    ,     Krysia   Warren   Hudson    , and     Colette   Ann   Miller    

     6      Great Promises of Healthcare Information Technology 
Deliver Less . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  101    
    Ross   Koppel    

     7      Ten Reasons Why Interoperability Is Difficult . . . . . . . . . . . . . . . . . . .  127    
    Margo   Edmunds    ,     Douglas   Peddicord    , and     Mark   E.   Frisse    

     8      The Evolution of Health Information Technology Policy 
in the United States . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  139    
    Margo   Edmunds    ,     Douglas   Peddicord    , and     Mark   E.   Frisse    



xvi

   Part II  The Evolving State of Health IT: Reinventing Care, 
Roles and Connections

  9      Usability: Making It Real from Concepts to Implementation 
and End-User Adoption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  165    
    Kim   M.   Unertl    ,     Richard   J.   Holden    , and     Nancy   M.   Lorenzi    

     10      Incorporating Patient Generated Health Data into Chronic 
Disease Management: A Human Factors Approach . . . . . . . . . . . . . .  177    
    Catalina   M.   Danis    

     11      Transformed Roles for a Transformed Healthcare System: 
Where Do Clinical Informaticists Fit in Now? . . . . . . . . . . . . . . . . . . .  189    
    Mark   Hagland    

     12      Emerging Roles in Health and Healthcare . . . . . . . . . . . . . . . . . . . . . .  199    
    Ann   O’Brien     and     John   E.   Mattison    

     13      Impact of the Digital Age on Transforming Healthcare . . . . . . . . . . .  219    
    Andrew   R.   Watson    

     14      Health Information Crossroad: An Opportunity 
to Deliver Real Measurable Outcomes for Better 
Health and Well Being  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  235    
    Harry   L.   Reynolds Jr.     and     Christopher   A.   Jones    

     15      Health IT’s Essential Role in the Patient- Centered Medical 
Home and Practice-Based Population Health Management . . . . . . . .  243    
    Paul   H.   Grundy     and     Richard   J.   Hodach    

     16      Patient-Interactive Healthcare Management, a Model 
for Achieving Patient Experience Excellence . . . . . . . . . . . . . . . . . . . .  257    
    Martha Jean   Minniti    ,     Thomas   R.   Blue    ,     Diane   Freed    , 
and     Sasha   Ballen    

     17      The Patient of the Future: Participatory Medicine 
and Enabling Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  283    
    Michael   Christopher   Gibbons     and     Yahya   Shaikh    

    Part III  Looking Forward: Near Future Initiatives 
to Make Things Better

 18      Data Driven Patient Safety and Clinical 
Information Technology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  301    
    Michael   A.   Rosen    ,     Grace   Tran    ,     Howard   Carolan    ,     Mark   Romig    , 
    Cynthia   Dwyer    ,     Aaron   S.   Dietz    ,     George   R.   Kim    ,     Alan   Ravitz    , 
    Adam   Sapirstein    , and     Peter   J.   Pronovost    

     19      Simulation: A View into the Future of Education . . . . . . . . . . . . . . . .  317    
    Parvati   Dev    

Contents



xvii

     20      The Health Record Banking Model for Health Information 
Infrastructure  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  331    
    William   A.   Yasnoff    

     21      Next Generation Wellness: A Technology Model 
for Personalizing Healthcare . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  355    
    Pei-Yun   Sabrina   Hsueh    ,     Henry   Chang    , and     Sreeram   Ramakrishnan    

     22      Wearable Technologies and Telehealth in Care Management 
for Chronic Illness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  375    
    Xinxin   Zhu     and     Amos   Cahan    

     23      The Role of Big Data and Analytics in Health Payer 
Transformation to Consumer-Centricity  . . . . . . . . . . . . . . . . . . . . . . .  399    
    Gigi   Yuen-Reed     and     Aleksandra   Mojsilović    

     24      Interoperability: E Pluribus Unum . . . . . . . . . . . . . . . . . . . . . . . . . . . .  421    
    David   L.   Meyers    

     25      Privacy and Data Security: HIPAA and HITECH  . . . . . . . . . . . . . . .  437    
    Joan   M.   Kiel    ,     Frances   A.   Ciamacco    , and     Bradley   T.   Steines    

   Part IV Looking Towards the Year 2025  

 26      Building a Reliable and Affordable System of Medical Care . . . . . . .  453    
    Lawrence   L.   Weed     and     Lincoln   Weed    

     27      Engineering the Next Generation of Health Systems  . . . . . . . . . . . . .  461    
    John   S.   Silva     and     Marion   J.   Ball    

     28      Emerging Clinical Decision Support Technology 
for the Twenty First Century . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  477    
    David   P.   McCallie Jr.    

     29      Beyond Current HIMS: Future Visions and a Roadmap . . . . . . . . . .  493    
    James   Fackler    

     30      Big Data Analytical Technologies and Decision Support 
in Critical Care . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  515    
    Daby   M.   Sow    

     31      Data Driven Analytics for Personalized Healthcare  . . . . . . . . . . . . . .  529    
    Jianying   Hu    ,     Adam   Perer    , and     Fei   Wang    

     32      Cognitive Computing for Electronic Medical Records . . . . . . . . . . . .  555    
    Murthy   V.   Devarakonda     and     Neil   Mehta    

     33      Health Information Systems 2025 . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  579    
    Robert   A.   Greenes      

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  601

Contents



 



xix

  Contributors 

     Marion     J.     Ball  ,   Ed.D       Healthcare and Life Sciences Institute, IBM Research , 
 Johns Hopkins University  ,  Baltimore ,  MD ,  USA     

      Sasha     Ballen  ,   MS       Advanced Comprehensive Care Organization, LLC  ,  Yardley , 
 PA ,  USA     

      Thomas     R.     Blue  ,   BS, PhD       Research, CarePartners Plus ,  LLC  ,  Horsham ,  PA ,  USA     

         Amos     Cahan  ,   MD       IBM T.J. Watson Research Center  , 
 Yorktown Heights ,  NY ,  USA     

      Howard     Carolan  ,   MPH, MBA       Armstrong Institute of Patient Safety and 
Quality, Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA     

      Henry     Chang  ,   PhD       Healthcare Informatics Group ,  IBM T.J. Watson 
Research Center  ,  Yorktown Heights ,  NY ,  USA     

      Frances     A.     Ciamacco  ,   BS, MS, RHIA       Offi ce of Ethics and Compliance, UPMC    , 
 Pittsburgh ,  PA ,  USA     

      Catalina     M.     Danis  ,   PhD       Health Informatics Research ,  IBM T.J. Watson 
Research Center  ,  Yorktown Heights ,  NY ,  USA     

      Parvati     Dev  ,   PhD       Innovation in Learning, Inc.  ,  Los Altos Hills ,  CA ,  USA     

      Murthy     V.     Devarakonda  ,   PhD       IBM T.J. Watson Research Center  , 
 Yorktown Heights ,  NY ,  USA     

      Aaron     S.     Dietz  ,   PhD       Armstrong Institute for Patient Safety and Quality, 
Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA   

        Cynthia     Dwyer  ,   BSN       Armstrong Institute for Patient Safety and Quality, 
Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA   

  Surgical Intensive Care Unit/Intermediate Care Unit,   The Johns Hopkins Hospital  , 
 Baltimore ,  MD ,  USA     



xx

    Shahram     Ebadollahi  ,   PhD         IBM Watson Health  ,  Yorktown Heights ,  NY ,  USA     

      Margo     Edmunds  ,   PhD       Department of Evidence Generation and Translation , 
 AcademyHealth  ,  Washington ,  DC ,  USA     

      James     Fackler  ,   MD       Pediatric Anesthesiology and Critical Care Medicine , 
 Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA     

      Diane     Freed  ,   RN, MSN       Department of Quality, CarePartners Plus ,  LLC  , 
 Horsham ,  PA ,  USA     

      Mark     E.     Frisse  ,   MD, MS, MBA       Department of Biomedical Informatics , 
 Vanderbilt University Medical Center  ,  Nashville ,  TN ,  USA     

      Michael     Christopher     Gibbons  ,   MD, MPH       Medicine, Public Health and 
Health Informatics ,  Urban Health Institute, Johns Hopkins University  , 
 Baltimore ,  MA ,  USA     

      Robert     A.     Greenes  ,   MD, PhD       Department of Biomedical Informatics , 
 Arizona State University and Mayo Clinic  ,  Scottsdale ,  AZ ,  USA     

      Paul     H.     Grundy  ,   MD, MPH, IBM       IBM Industry Academy, IBM Corporation ,    
 Armonk ,  NY ,  USA   

  Department of Family and Preventive Medicine ,  University of Utah  ,  Salt Lake 
City ,  UT ,  USA     

      Mark     Hagland  ,   MS Journalism       Healthcare Informatics Magazine  , 
 Chicago ,  IL ,  USA     

      Richard     J.     Hodach  ,   MD, MPH, PhD, FACMQ       American Board of Medical 
Quality  ,  Tacoma Park ,  MD ,  USA     

      Richard     J.     Holden  ,   PhD       Department of BioHealth Informatics ,  Indiana 
University School of Informatics and Computing  ,  Indianapolis ,  IN ,  USA     

      Pei-Yun     Sabrina     Hsueh  ,   PhD       Healthcare Informatics Group , 
 IBM T.J. Watson Research Center  ,  Yorktown Heights ,  NY ,  USA     

      Jianying     Hu  ,   PhD       Healthcare Analytics Research Group ,  IBM T.J. Watson 
Research Center  ,  Yorktown Heights ,  NY ,  USA     

      Krysia     Warren     Hudson  ,   DNP, MSN, RN, BC       Department of Acute 
and Chronic Care ,  Johns Hopkins University School of Nursing  ,  Baltimore , 
 MD ,  USA     

      James     T.     Ingram  ,   MD, FACS         Greenway Health, Inc.  ,  Carrollton ,  GA ,  USA     

      Christopher     A.     Jones  ,   MHA       Quality and Informatics ,  Wake Forest Baptist 
Hospital, Area Health Education Center  ,  Winston-Salem ,  NC ,  USA     

Contributors



xxi

      Joan     M.     Kiel  ,   PhD, CHPS, MPhil, MPA       HIPAA & HMS Departments , 
 University HIPAA Compliance, Health Management Systems, 
Duquesne University  ,  Pittsburgh ,  PA ,  USA     

      George     R.     Kim  ,   MD       Division of Health Sciences Informatics and Armstrong 
Institute for Patient Safety and Quality,   Johns Hopkins University School 
of Medicine  ,  Baltimore ,  MD ,  USA     

      Ross     Koppel  ,   PhD, FACMI       LDI Wharton School ,  University of Pennsylvania  , 
 Philadelphia ,  PA ,  USA   

  Department of Sociology, and Center for Clinical Epidemiology 
and Biostatistics,   University of Pennsylvania  ,  Philadelphia ,  PA ,  USA     

      Christopher     A.     Longhurst  ,   MD, MS       Division of Systems Medicine, 
Department of Pediatrics ,  Stanford University School of Medicine  , 
 Stanford ,  CA ,  USA   

  Information Services,   Stanford Children’s Hospital  ,  Menlo Park ,  CA ,  USA     

      Nancy     M.     Lorenzi  ,   PhD, MA, MS       Department of Biomedical Informatics , 
 Schools of Medicine and Nursing, Vanderbilt University  ,  Nashville ,  TN ,  USA     

      John     E.     Mattison  ,   MD       Kaiser Permanente Southern California Region  , 
 Pasadena ,  CA ,  USA     

      David     P.     McCallie     Jr.  ,   MD       Medical Informatics ,  Cerner Corp  ,  Kansas City , 
 MO ,  USA     

      Neil     Mehta  ,   MBBS, MS       Department of Education and Department of Medicine , 
 Cleveland Clinic, Cleveland Clinic Lerner College of Medicine of Case Western 
Reserve University  ,  Cleveland ,  OH ,  USA     

      David     L.     Meyers  ,   MD, FACEP       Department of Emergency Medicine , 
 Sinai Hospital of Baltimore  ,  Baltimore ,  MD ,  USA     

      Colette     Ann     Miller  ,   MSN, RNC-Nic       Baccalaureate Program ,
 Johns Hopkins University School of Nursing  ,  Baltimore ,  MD ,  USA     

      Martha Jean     Minniti  ,   RN       Department of Product Development , 
 CarePartners Plus  ,  Horsham ,  PA ,  USA     

      Aleksandra     Mojsilović  ,   PhD, EE       Data Science, IBM T.J. Watson Research 
Center  ,  Yorktown Heights ,  NY ,  USA     

      Ann     O’Brien  ,   RN, MSN, CPHIMS       Information Technology and National 
Patient Care Services ,  Kaiser Permanente  ,  Oakland ,  CA ,  USA     

      Thomas     H.     Payne  ,   MD       Information Technology Services and Department 
of Medicine, University of Washington  ,  Seattle ,  WA ,  USA     

Contributors



xxii

      Douglas     Peddicord  ,   PhD       Washington Health Strategies Group  ,  Washington , 
 DC ,  USA     

      Adam     Perer  ,   PhD       Healthcare Analytics Research Group ,  IBM T.J. Watson 
Research Center  ,  Yorktown Heights ,  NY ,  USA     

      Peter     J.     Pronovost  ,   MD, PhD       Armstrong Institute for Patient Safety and Quality, 
Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA   

  Department of Anesthesiology and Critical Care Medicine, Johns Hopkins 
University School of Medicine, Joint Appointment in the School of Nursing, 
School of Medicine  ,  Baltimore ,  MD ,  USA   

  Johns Hopkins Medicine  ,  Baltimore ,  MD ,  USA   

        Sreeram     Ramakrishnan  ,   PhD (Industrial Engineering)       Wellness Ecosystems 
and Analytics ,  Taiwan Colloboratory, IBM T.J. Watson Research  ,  Hawthorne , 
 NY ,  USA     

      Alan     Ravitz  ,   MS       Healthcare, Research and Exploratory Development 
and Human Factors/Systems Integration ,  Applied Physics Laboratory, 
Johns Hopkins University  ,  Laurel ,  MD ,  USA     

      Harry     L.     Reynolds     Jr.,       Health Industry Transformation, 
IBM Global Healthcare and Life Sciences Industry  ,  Durham ,  NC ,  USA     

      Mark     Romig  ,   MD       Armstrong Institute for Patient Safety and Quality, 
Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA   

        Michael     A.     Rosen  ,   PhD           Armstrong Institute for Patient Safety and Quality, 
Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA   

  Bloomberg School of Public Health, Johns Hopkins University  , 
 Baltimore ,  MD ,  USA     

      Elise     Russo  ,   MPH       The Section of Health Services Research, 
Department of Medicine ,  Houston Veterans Affairs Center for Innovations 
in Quality, Effectiveness and Safety, Michael E. DeBakey VA Medical Center  , 
 Houston ,  TX ,  USA     

      Adam     Sapirstein  ,   MD       Division of Adult Critical Care Medicine , 
 Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA   

  Armstrong Institute for Patient Safety and Quality, Johns Hopkins University 
School of Medicine  ,  Baltimore ,  MD ,  USA     

      Yahya     Shaikh  ,   MD, MPH           Department of General Preventive Medicine , 
 Johns Hopkins University School of Medicine  ,  Baltimore ,  MD ,  USA     

Contributors



xxiii

      John     S.     Silva  ,   MD, FACMI       Silva  Consulting Services  ,  Eldersburg ,  MD ,  USA     

      Hardeep     Singh  ,   MD, MPH       The Section of Health Services Research, 
Department of Medicine ,  Houston Veterans Affairs Center for Innovations in 
Quality, Effectiveness and Safety, Michael E. DeBakey VA Medical Center  , 
 Houston ,  TX ,  USA     

      Dean     F.     Sittig  ,   PhD       University of Texas Health Science Center at Houston’s 
School of Biomedical Informatics and the UT-Memorial Hermann Center for 
Healthcare Quality & Safety  ,  Houston ,  TX ,  USA     

      Daby     M.     Sow  ,   PhD       Exploratory Clinical Analytics and Systems, IBM 
T.J. Watson Research Center  ,  Yorktown ,  NY ,  USA     

      Bradley     T.     Steines  ,   JD       Corporate Services Division ,  Offi ce of Ethics and 
Compliance/Offi ce of Patient and Consumer Privacy, UPMC  ,  Pittsburgh ,  PA ,  USA     

      Grace     Tran  ,   MS       Applied Physics Laboratory, Human Factors/Systems 
Integration ,  Johns Hopkins University  ,  Laurel ,  MD ,  USA     

      Kim     M.     Unertl  ,   PhD, MS       Department of Biomedical Informatics , 
 Vanderbilt University School of Medicine  ,  Nashville ,  TN ,  USA     

      Fei     Wang  ,   PhD       Computer Science and Engineering ,  University of Connecticut  , 
 Storrs ,  CT ,  USA     

      Andrew     R.     Watson  ,   MD, MLitt, FACS       Department of Surgery, Division of 
Colorectal Surgery ,  University of Pittsburgh Medical Center  ,  Pittsburgh ,  PA ,  USA     

     Charlotte     A.     Weaver  ,   RN, PhD, FAAN          Atlanta ,  GA ,  USA     

       Lawrence     L.     Weed  ,   MD       Department of Medicine, University of Vermont  , 
 Underhill ,  VT ,  USA     

      Lincoln     Weed  ,   MD, JD          Axiom Resource Management Inc., Oakton ,  VA ,  USA     

      William     A.     Yasnoff  ,   MD, PhD, FACMI       NHII Advisors  ,  Arlington ,  VA ,  USA     

      Gigi     Yuen-Reed  ,   PhD       Data Science, IBM T.J. Watson Research  ,  Yorktown 
Heights ,  NY ,  USA     

      Xinxin     Zhu  ,   MD, PhD       Department of Healthcare Informatics ,  IBM T.J. Watson 
Research Center  ,  Yorktown Heights ,  NY ,  USA      

Contributors



   Part I 
   The Current State 

of Health Information Management 
in the United States 



2

                Introduction 

 The fi rst section of the book presents perspectives on the current landscape of 
 information management systems in United States’ healthcare. The authors provide 
historical and contemporary views of the technical, adaptive, organizational and 
political aspects of “where we are and how we got here” with respect to health IT. In 
doing so, they lay a foundation for articulating and describing some of the persistent 
and recurring barriers and problems in implementing and deploying sustainable 
information systems to improve care and health of individuals and populations. 

 An inevitable result of the increased uptake of electronic health records and other 
health IT has been the discovery and identifi cation of new problems, in addition to 
a better understanding of why progress in health IT can be diffi cult. Thus, the 
 current landscape is part of a long journey that started before the fi rst edition of this 
book (1991) and will continue into the future.

•    Chapter   1     by David McCallie, (Cerner Corp) presents a historical and 
 environmental scan of clinical decision support tools and systems developed 
over the past 35+ years, and provides an clear picture of the limitations of those 
embedded in the EHR systems in use in today’s marketplace  

•   Chapter   2     by Dean Sittig, (Univ Texas) and colleagues provide an grounded view 
of the EHR functionality that every clinician has a right to expect as they use 
these systems in the care of adults and children; and list as well the obligations 
that providers carry in their use of these EHR systems.  

•   Chapter   3     by James Ingram MD (Greenway Health) discusses the challenges of 
meeting the fast pace of regulatory and reimbursement changes, balanced with 
usability of health IT development from the dual perspectives of a vendor 
 developer for ambulatory systems and as a clinician.  

•   Chapters   4     by Thomas Payne (Univ Washington) provides a CMIO’s view of 
electronic health record (EHR) evolution in a multiple-site setting that uses 
 different EHR systems across facilities; while Chapter   5     by Kim, Hudson and 
Miller, (Johns Hopkins) gives clinicians’ perspectives on EHR functionality 
development for direct care and care coordination  

•   Chapter   6     by Ross Koppel (Univ Pennsylvania) provides a medical sociologist’s 
view of the shortcomings of current health IT policy, impact and consequences 
of Meaningful Use implementation, with recommendations for go-forward 
efforts.  

•   In Chapter   7    , Edmunds, Peddicord and Frisse (AcademyHealth, Washington 
Health Strategy Group, and Vanderbilt Univ respectively) take on the perplexing 
and convoluted reasons why we do not have interoperability in today’s EHR 
systems; and follow this expose in Chapter   8     with a timeline review of critical 
health IT legislation, policy and (Offi ce of the National Coordinator) ONC 
Directors as the factual context needed to understand the current state and 
 political landscape.              
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    Chapter 1   
 Clinical Decision Support: History and Basic 
Concepts       

       David     P.     McCallie     Jr.      

    Abstract     From the earliest implementations of electronic health records (EHR,) 
clinical decision support (CDS) has been seen as a key benefi t of the move to com-
puterization. This chapter will review many of the advances in EHR-based CDS, but 
will also note where CDS has not yet fully lived up to its promise. Included in this 
chapter’s overview are: the various types of CDS (patient safety, clinical reminders, 
guidance towards best practice, etc.); the main approaches used for encoding of the 
clinical knowledge that drives CDS (scripts, rules, guidelines, algorithms, etc.); the 
different technologies currently used to manage and deliver CDS advice (Arden 
MLM, expert systems, etc.); as well as aspects of clinicians’ user experience of the 
clinicians who interact with the CDS (alert fatigue, etc.). Understanding where we 
have come from can help set the stage for the innovations that will be needed to 
deliver on CDS’s full potential, which will be the focus of Chapter   28    .  

  Keywords     Clinical decision support   •   Diagnostic decision support   •   Standardizing 
CDS knowledge   •   GELLO   •   Arden syntax   •   Medical logic modules   •   Expert rules 
systems   •   vMR   •   Rules scripting languages   •   Arden’s curly brace   •   CDS rules main-
tenance   •   Alert fatigue   •   Health eDecisions   •   Guideline execution engines  

1.1         The Early Promise of Clinical Decision Support 

 Early implementers of computer-based medical record systems recognized the 
value of embedding clinical decision support (CDS) into their designs. The rational 
was simple – computers, unlike busy or tired clinicians, are good at remembering 
things, and don’t lose concentration. Including CDS for important items such as 
patient safety alerts and health maintenance reminders was a key goal of early com-
puter patient record systems. 

        D.  P.   McCallie   Jr. ,  MD       
  Medical Informatics ,  Cerner Corp. ,   Kansas City ,  MO ,  USA   
 e-mail: dmccallie@cerner.com  
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 Howard Bleich’s acid-base interpretation system [ 4 ] represents one of the fi rst 
uses of a computer to help clinicians with decision making. His hard-coded algo-
rithm did the complex math necessary to properly interpret blood-gas and blood 
chemistry results. By instantly performing the classifi cation of the patient’s results, 
the clinician was relieved of the need to get out a calculator and spend precious time 
re-keying data. 

 Infl uenced by the then burgeoning artifi cial intelligence (AI) movement, the 
healthcare application, MYCIN [ 48 ], emerged as another pioneering attempt to let 
the computer augment human decision-making. MYCIN was based as an “infer-
ence engine” (expert system) and consisted of approximately 600 rules that were 
used to make antibiotic treatment recommendations, based on input of facts about 
the patient and culture results. Each MYCIN rule captured a specifi c fact about 
common diseases, the likely causative organisms, as well as knowledge about how 
to treat specifi c types of infectious organisms. By combining these facts under the 
control of the inference engine, MYCIN was able to match human experts in 
selected test cases [ 56 ]. 

 Clem McDonald’s work on the Regenstrief Medical Record System, developed 
for the Wishard Memorial Hospital in Indianapolis (now Eskenazi Health,) typifi es 
another key phase in the use of computerized CDS. In the mid-1970s, McDonald 
implemented an extensive series of computer-based clinical reminders and alerts. 
He recognized that the number of necessary clinical reminders and alerts would 
quickly grow. So instead of hand-crafting each alert deep into computer code, 
McDonald created one of the fi rst CDS Rule Languages, which he called CARE 
[ 32 ]. The CARE language allowed non-programmer, clinical experts to structure 
the if-then-else logic of the alert using a simple but fl exible scripting language that 
was then interpreted by the underlying patient record system. The use of a scripting 
language to capture the clinical logic increased the number of rules that could be 
authored by experts without requiring programmers. CARE rules grew to be quite 
sophisticated, and included drug-drug interactions, drug-dose safety alerts, best 
practice care suggestions, aids for problem list management, as well as preventative 
reminders. McDonald also performed one of the fi rst randomized trials of the effec-
tiveness of computer decision support, demonstrating that the computer-delivered 
reminders led to improved care [ 33 ]. 

 As computer patient records systems began to spread in other academic centers and 
as commercial electronic health record (EHR) markets emerged, it became clear that a 
standard way to replicate the decision logic of alerts and expert systems would help 
disseminate this new type of clinical knowledge to other medical centers. For a number 
of reasons, the CARE style of “if-then-else” scripting language approach saw more 
uptake than the more complicated expert system approach of MYCIN. In the late 1980s, 
a group of informaticists at Columbia led an important attempt to standardize CDS 
scripting languages that resulted in the creation of the Arden Syntax [ 24 ]. The goal of 
the Arden Syntax was to encode if-then-else rules in such a way that the rules could run 
on different EHR systems, regardless of the vendor or the location of the EHR. 

 Arden Syntax logic modules, often called “Medical Logic Modules” (MLM), 
consist of several standard sections, known as Categories. Each category contained 
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several “slots” that captured the rule logic. One important slot in the Knowledge 
Category is the “evoke” slot that determines the triggering event that initially causes 
the rule to be evaluated. The “logic” slot contains the actual clinical logic, and the 
“action” slot defi nes the message that the rule sends to the clinician when triggered. 
Most modern EHR implementations of rule-based alerting systems follow these 
general design principles, even if the full Arden Syntax is not followed. Vendors 
generally apply numerous optimizations to ensure that CDS systems running large 
numbers of rules do not get bogged down by constantly evaluating potential rules. 
For example, the number of synchronous “evoke” trigger points is usually limited to 
specifi c actions in the clinical workfl ow, so that rules get evaluated during important 
clinician actions. Trigger points typically include events such as: open and close of 
the electronic chart; add diagnosis or problem; add or sign order; or, administer 
medication, etc. When the clinician’s workfl ow reaches a trigger point, the rule 
system is invoked and quickly evaluates all of the rules that have been attached to 
that trigger point. Full evaluation of the deep clinical logic is only performed on the 
rules that pass an effi cient evoke-logic “screening test,” in order to minimize need-
less computation. If the screening test is passed, the rule’s full “logic” slot is then 
evaluated. Such evaluation may involve multiple accesses to the clinical database, a 
potentially time-consuming event if the rule’s logic is complicated. Some rule sys-
tems cache data from the database to speed future evaluations, but many systems 
fetch the data freshly each time the rule is evaluated.  

1.2     Some Problems Emerge 

 In the mid-1990s, CDS rules encoded using the Arden Syntax model began to 
spread to numerous academic centers and to some commercial systems, but early 
dissemination was limited by diffi culty in getting rules written in one facility to run 
at a different facility. The “logic” slot component of an Arden rule contained 
machine executable if-then-else code that could be made to run against any system. 
However, the “curly brace” part of the syntax only contained a textual description of 
the database action that was necessary for the rule to be able to access EHR data. 
The text inside the curly braces was not executable code, since there was no stan-
dard data model or database language to base it on. This meant that all Arden-based 
rules had to be hand-coded to the local database system before the rule could be 
applied. This barrier to implementation was so signifi cant that it came to be called 
the “ curly brace problem ”. The challenge to achieve complete rule portability across 
environments persists in many rule languages to the current day, as will be dis-
cussed below. 

 Several other core CDS challenges emerged as experience was gained with 
Arden and other alerting systems. In addition to this  rule portability  problem, early 
implementations of alert-based CDS began to generate complaints of “ alert fatigue ” 
due to the growing number of pop-up messages that would interrupt the clinician’s 
workfl ow.  Accuracy and relevance  of alerts became as issue, as it became clear that 

1 Clinical Decision Support: History and Basic Concepts



6

much more patient data was necessary than originally realized to ensure that alerts 
were both sensitive and specifi c to the clinical situation. For example, a very sick 
patient in an Intensive Care Unit (ICU) setting should not generate the same alerts 
that might be expected from a patient in a non-ICU setting, even though the exact 
same lab results or medications were present in the two patients. In addition, early 
experience with alerts that had hard-coded if-then-else logic with specifi c thresh-
olds lead to the realization that selection of the threshold value had a dramatic effect 
on whether or not a particular alert would fi re – this characteristic is referred to as 
 brittleness . The result was inconsistent with the gradual variation of human biology 
that clinicians experienced in clinical settings. For example, a serious alert that 
would fi re with a potassium level of 2.5 mmol/L might remain silent with a level of 
2.6. This didn’t match clinician’s expectations. As more sites tried to use script- 
based (Arden-like) alerting systems, it was realized that simple if-then-else rules 
were unable to capture the logic of more complex clinical decisions, leading to the 
need for advances in techniques of  knowledge modeling and representation . In 
addition, as the speed of knowledge advances in medicine grew, the  maintenance  of 
deployed CDS systems became an issue if CDS rules were allowed to get out of 
synch with new science knowledge. We will address these core issues in the remain-
der of this chapter.  

1.3     Alert Fatigue and Workfl ow Interruption 

 The earliest CDS systems followed a simple paradigm of interrupting the clinician’s 
workfl ow with a pop-up alert. These alerts were typically triggered in response to 
some action the clinician had taken, such as prescribing a medication, adding a 
problem to the problem list, or ordering a procedure. These  synchronous alerts  were 
attention-grabbing but led to clinician irritation as the number of alerts grew, espe-
cially if the alert forced the clinician to choose some action to dismiss the alert. The 
irritation was especially severe if the accuracy or relevancy of the alert was inade-
quate. Alert fatigue has been well documented [ 12 ,  31 ,  41 ,  43 ,  53 ] to frustrate pro-
viders and to cause providers to sometimes dismiss an alert without adequate 
consideration, or to even disable the entire alerting system.  

1.4     Efforts to Improve Arden-Like Rules 

 A number of approaches have emerged to reduce alert fatigue. A key consideration 
is to  improve the accuracy and relevance  of the alerts, reducing the number of false- 
positive interruptions, while hopefully not increasing the false-negatives. To achieve 
improved accuracy, the alert’s logic model will often need to be more sophisticated 
to ensure that the alert only fi res when absolutely necessary [ 14 ]. For example, a 
simple drug-lab alert that makes good sense in an ambulatory setting would fi re far 
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too frequently in an ICU setting. Typically alerts are tailored to the patient, but a 
more robust logic model might allow the alerting system to take into account the 
provider as well, adjusting the alert to refl ect the provider’s expertise and prefer-
ences. A cardiologist may not need to see the same alerts as a general practitioner. 
Some studies suggest that even with these additional factors, it is diffi cult to avoid 
generating too many alerts [ 8 ]. 

 Another way to address alert fatigue is to use  smart alert routing  to deliver the 
alert to a different clinician who may be in a better position to deal with the alert’s 
message than the bedside clinician. For example, a medication-dose alert could be 
routed to the pharmacologist assigned to the care team instead of to the ordering 
physician [ 42 ]. Additionally, smart routing can be supplemented by  alert prioritiza-
tion  systems that use the clinical data to refi ne alerts into categories of urgency. These 
urgency categories might range from high-priority “stop now” alerts that would be 
allowed break into the immediate workfl ow, down to the lowest category of “FYI” 
alerts that might be queued to the provider’s message center for reading at a later 
time. Recent work at Regenstrief allows for a provider to use a simple confi guration 
tool to customize both the alerts and their personal alert delivery preferences [ 15 ]. 

 Synchronous alerts cause many of the alert fatigue problems, but not all alerts 
need to be triggered in tight synchronization with clinician activity. A major class of 
alerts, known as  asynchronous alerts , can be triggered by background system activ-
ity that is unrelated to the clinician’s workfl ow. Asynchronous alerting systems are 
sometimes known as  clinical event monitors , [ 28 ] because they monitor clinical 
activity such as the availability of a new lab result, the activation of an order, or an 
unexpected change in vital signs in the background, as data fl ows in or out of the 
EHR. Since asynchronous alerts can be triggered outside any particular clinician’s 
workfl ow, the resulting message needs to be routed to an appropriate recipient. This 
requires that EHR systems understand provider’s roles, and how care teams are 
structured. Ideally, the alerting system knows provider call schedules to avoid sur-
prising a clinician who has just left his shift. However, even with this knowledge of 
personnel, roles, and schedules, it may be challenging to ensure delivery of the alert 
to someone empowered to react appropriately.  Notifi cation escalation  techniques 
[ 26 ,  50 ,  55 ] should be employed to ensure that any critical alerts are responded to in 
a timely fashion. If no response occurs in a specifi ed time, the alert can be escalated 
to a fallback target. The process repeats until someone eventually responds. In some 
systems, workfl ow engines have been used to manage the complexities of alert 
delivery and escalation [ 26 ]. 

 Asynchronous alerts can also be triggered by elapsed time. These  expectation - 
tracking     alerts will fi re unless something satisfi es or cancels the alert. Expectation- 
tracking alerts can be used to ensure that certain types of follow-up occur. A generic 
form of expectation tracking can be used to implement a  health maintenance 
reminder  system [ 17 ], which keeps track of long-term health maintenance issues 
such as advising colonoscopy in patients over age 50, etc. Due to the long-term 
nature of health maintenance issues, specialized systems that are optimized to track 
the state of the expectations over long periods of time are often used rather than 
traditional Arden-like medical logic modules. 
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1.4.1     Ambient Alerts: A Better Approach to Delivering Alerts? 

 A relatively new approach to the alert fatigue problem is the deployment of  ambient 
alerts  [ 44 ,  47 ] to the healthcare setting. An ambient alert is delivered to the clini-
cian’s attention, but in an less intrusive and non-interruptive way, typically off in a 
sidebar or down at the bottom of the screen. The provider’s attention is not immedi-
ately distracted from his current activity, but the alert’s message is still visible. 
Ambient alerts can come from synchronous or asynchronous triggers. Ambient 
alerts can be context-aware, and may even be triggered by specifi c details of what 
the provider is doing, at a level of granularity that can be more precise than tradi-
tional MLM triggers [ 15 ]. For example, if the provider is authoring a history and 
physical exam, an ambient monitoring system could have access to the actual note 
being entered, with the ability to use real-time natural language parsing (NLP) to 
extract specifi c symptoms and fi ndings to support an ambient differential diagnosis 
display, without requiring that fi ndings be double-entered into the differential diag-
nosis engine. 

 Cerner is one of the commercial EHR vendors planning to use ambient alerting. 
Information such as non-urgent traditional alerts, risk scores from real-time predic-
tive analytics, real-time differential diagnosis, cumulative radiation doses, and nar-
cotic risk alerts from a local PDMP program (Prescription Drug Monitoring 
Program) will be displayed in the “smart zone” of the screen. Initial response to the 
use of ambient alerting has been positive, but it is too early to know what effect 
these ambient alerts will have on the care process. Some have suggested that utiliza-
tion of the ambient approach could lead to overlooking of critical messages (Personal 
communication, Lisa Harris MD, February, 2015).   

1.5     Expert Systems as Alternative to Arden-Like Rules 

 Many CDS systems in use today rely on fairly simple Arden-like “if-then-else” 
Medical Logic Modules (MLMs) to encapsulate the clinical knowledge necessary 
to drive the decision support. From the developers’ perspective the appeal of simple 
if-then-else MLMs is clear – such rules are easy to create, easy to understand, and 
easy to implement. However, as the need for greater clinical sophistication increased 
and the MLMs became more complicated, informaticists have explored alternate 
ways to represent the clinical knowledge and logic. One such important alternative 
is the use of  rule - based expert systems , the approach fi rst pioneered by the MYCIN 
project, described above. 

 Rule-based expert systems work as follows: The rules engine (“inference 
engine”) manages a set of independent rules, consisting of simple if-then declara-
tive statements that capture components of the clinical knowledge. The rules engine 
also manages a “working memory” that contains “facts” which have been asserted 
by one or more of the rules that have been evaluated as true. Every time new data is 
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made available to the engine, the full set of rules is re-evaluated to fi nd any rule 
whose “if” condition now matches the newly arrived data. If there is a match, the 
rules’ “then” clause can assert a new fact into the rule engine’s working memory. At 
that point, the process repeats – the new fact is checked against all the other rules to 
see if any rule matches the new fact, and if so, these rules fi re as well. Eventually the 
cycle reaches a steady state where some new conclusion may have been reached. 
This new conclusion becomes the output of the system [ 16 ]. 

 Some CDS systems have adopted the MYCIN strategy of using expert system 
technology to encode much more complex knowledge models, and then to reason 
against the model as new data arrived. One theoretical advantage to an expert sys-
tem based system as compared to a large if-then-else MLM is that complex decision 
logic can be represented with simple statements that can be maintained more or less 
independently of each other. In contrast, a large MLM may require that the entire 
clinical logic be maintained as a deeply nested, executable script. An expert system 
can also separate the clinical facts (the information model) from the procedural 
knowledge to apply the facts to a specifi c clinical situation [ 49 ]. Because of this 
scalability of knowledge capture using declarative rules, some CDS implementers 
believe that expert-system approaches are better for highly complex decision sup-
port. However, the “knowledge engineering” process to create a comprehensive 
knowledge model for non-trivial clinical domains can be diffi cult. When engineer-
ing an expert system, it can be diffi cult to guarantee that any given rule-base can 
account for all the cases that the logic needs to cover. An incomplete rule base can 
lead to gaps in coverage that are hard to detect. Thus, many of the published uses of 
expert system CDS have focused on complex use-cases for specifi c disease states, 
for example tuberculosis diagnosis [ 38 ], heart failure [ 46 ], liver disease [ 30 ], and 
lung disease [ 29 ]. 

1.5.1     Using Guideline-Based CDS to Expand the Breadth 
of Clinical Coverage 

 Another Arden-based approach to simplifying complex clinical models is to lever-
age a  guideline - based  technique that separates the clinical problem into a series of 
linked clinical decisions. The overall guideline can be arbitrarily long and complex, 
but each specifi c decision can be relatively straightforward. Guideline Interchange 
Format (GLIF) [ 6 ,  40 ] is an example of an early standard that was proposed to 
implement this approach. GLIF utilized a fl ow-chart metaphor that strung decisions 
together using branching logic that captured the sequence of necessary decisions. 
Arden MLMs defi ned the clinical logic for each decision node. Of course, the use 
of Arden Syntax brought forward the “curly brace” problem described elsewhere. 

 Several other guideline-modeling languages have been developed, including 
PROforma [ 9 ], SAGE [ 52 ], and GEM [ 18 ]. These approaches to guideline modeling 
also decompose complex clinical scenarios into simpler steps. Some of these tools 
(e.g., SAGE and PROforma) included “guideline execution engines” as part of their 
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design. These tools were designed to incorporate the guideline’s logic directly into 
the clinical workfl ow, addressing the limitations of Arden-based GLIF by using the 
guideline engine itself to “execute” the decision logic. This might have solved the 
“curly brace” issue, but did not solve the harder problem of the lack of standards to 
integrate the guideline engine itself into the EHR. 

 Another problem is that a typical clinical guideline might naturally evolve over 
long periods of time, crossing multiple encounters, and involving numerous provid-
ers. For this to work in an EHR, the current state of the guideline would need to be 
preserved for future encounters, and the EHR would need some way to ensure that 
the treating clinicians are aware that the patient is being managed under one or more 
“active” guidelines. This level of integration is diffi cult to achieve within typical 
EHR workfl ows that tend to be driven by ad hoc navigation, in which the clinician 
has full control over the next decision and actions. Also, long-running guidelines 
can be brittle – they often don’t account for patients that “fall off the path” or have 
co-morbidities that might generate confl icting recommendations. For these reasons, 
delivering a comprehensive guideline execution engine remains a challenge for 
CDS experts and for EHR vendors. 

 New approaches are being taken by a number of developers to address these limi-
tations and move towards the vision of comprehensive guideline engines by deploy-
ing what might be called “ mini - guidelines ”. In this approach, specifi c isolated steps 
of an overall guideline can be independently invoked based on patient context, using 
triggers such as admitting diagnosis, recent lab results, or algorithmic risk predic-
tors. These mini-guidelines can assist with a series of more or less independent 
high-value decisions, even in the absence of a more coordinated guideline fl ow. 
Informaticists at Vanderbilt were among the fi rst to build this type of focused guide-
line support into their “Wiz Order” computerized provider order entry (CPOE) sys-
tem [ 36 ]. In a similar fashion, Cerner deploys a venous thromboembolism (VTE) 
prophylaxis mini-guideline that is triggered when a patient has data that suggest 
high risk for VTE. The mini-guideline is triggered by a traditional CDS rule, but 
instead of a simple alert, the mini-guideline engages the provider in a short conver-
sation to ensure that the right prophylaxis is chosen. The conversation (see Fig.  1.1 ) 
occurs in a pop-up window, and can capture additional data before pushing sug-
gested orders into the provider’s order-entry workfl ow.

   Intermountain Healthcare (Salt Lake City) has developed a large set of evidence- 
based clinical guidelines that they call “care process models (CPM)” [ 10 ]. These 
CPMs were initially deployed to the bedside using paper forms, which succinctly 
described the key decisions that needed to be made and captured the parameters that 
drove the provider’s decision. The resulting data was fed into a continuous quality 
model that then informed revisions of the CPM logic. These paper-based processes 
have made signifi cant improvements on system quality, while simultaneously con-
trolling costs [ 27 ]. Cerner is now working with Intermountain to convert these paper 
CPMs into a series of EHR-based mini-guidelines, each of which will be triggered 
by specifi c patient contexts. The data captured by the CDS conversations will be 
used as input to a continuous quality process to ensure that the decision advice stays 
current and robust.   
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1.6     Diagnostic Decision Support 

 Not all CDS is related to alerts and reminders. Historically CDS alerts have focused 
on treatment issues, but it can be equally valuable to focus decision support on the 
diagnostic process that comes before treatment –  diagnostic decision support . The 
problem being addressed is that the optimal workup of a complex problem may be 
as much of a cognitive challenge to the clinicians as the treatment and management 
of the problem itself. 

  Differential diagnosis  systems have been a favorite target of informatics research 
from the earliest days of computer patient records. Differential diagnosis decision 
support starts with information about the current patient and produces a list of 
alternate diagnoses that might account for the patient’s presentation. One of the 
very fi rst such tools was the INTERNIST-1 system [ 35 ], developed at the University 
of Pittsburgh. Other notable differential diagnosis systems include QMR [ 34 ], 
DxPlain® [ 2 ], PEPID™, and Isabel© [ 54 ]. These systems start with facts about the 
patient, potentially including patient history, physical fi ndings, and diagnostic test 
data. They use a variety of algorithms to sift through a large database of diseases to 
see which diseases best explain the fi ndings of the targeted patient. For example, 
the INTERNIST-1 algorithm included three parameters that linked fi ndings to 

  Fig. 1.1    Screenshot from venous thromboembolism mini-guideline       
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diseases: IMPORT (the importance of the fi nding in the abstract,) EVOKS (the 
evoking strength between the fi nding and any particular disease,) and FREQ (the 
frequency of the fi nding given the presence of a particular disease.) Typically these 
systems are able to rank the choices that best explain the presenting patient’s data, 
and most can prioritize the diseases that would be most dangerous to 
misdiagnose. 

 Until recently, a problem shared by most of these systems is that they required 
the clinician to manually enter the relevant history, fi ndings and lab data. With the 
availability of natural language processing systems, it has recently become pos-
sible for the EHR to automate the extraction of this data from the provider’s note, 
making it much easier to invoke the differential tool. In general, these systems 
appear to be well accepted by students and doctors in training, who can test their 
growing skills against the computer’s knowledge. However, more experienced 
clinicians have observed that the systems are brittle, in that sometimes a small 
change in the fi ndings input can have a surprisingly large effect on the diseases 
presented in the differential. For example, in one system that this author evalu-
ated, the difference between entering a fi nding of “fever” versus “high fever” had 
a dramatic affect on the differential presented (McCallie, personal observation, 
June 2000). 

 Numerous formal assessments of differential diagnostic systems have been per-
formed. A recent study [ 5 ] evaluated 23 systems capable of some type of diagnosis 
support, but found only four systems considered robust enough for general use. 
The best of the four scored moderately well (case score 69 out of a possible 100) 
on a set of diffi cult cases. Viewing a list of alternate diagnoses may help prevent 
premature closure of the physician’s thought process, but some evaluations have 
raised concerns about the potential for diagnostic confusion introduced by seeing 
a large list of alternatives [ 3 ]. Since most of the displayed alternatives will be 
incorrect, the large list of diseases could trigger unnecessary additional workup, 
resulting in higher expense or even harm. Nonetheless, fi ndings-driven, differen-
tial diagnosis systems are enjoying a renaissance and may well fi nd a routine place 
in the CDS toolkit. 

 Another growing use of diagnostic decision support involves  appropriateness 
screening  where CDS is used to recommend the most cost-effective diagnostic 
strategy. These rules are usually applied to high-cost diagnostic tests, such as 
expensive or invasive radiologic studies. The rules seek to ensure that the clini-
cian starts a workup using the least expensive, least invasive test, before escalat-
ing to more costly or dangerous tests. Much of the initial work in this area has 
been applied to radiology procedures, resulting in creation of the ACR 
Appropriateness Criteria (ACRAC), developed in the mid-1990s by the American 
College of Radiology [ 13 ]. Initially, the criteria were presented as reference 
text, but numerous computerized versions have been deployed that can intervene 
in the CPOE process. The ACR now offers ACRAC as a web service [ 1 ] that can 
be embedded into any EHR. The approach has been so successful that the 
Centers for Medicaid and Medicare (CMS) recently announced that reimburse-
ment for radiologic procedures would require appropriateness screening, start-
ing in 2017 [ 45 ].  
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1.7     Knowledge Portability: Standards for Clinical Decision 
Support 

 Due to the inherent limitations of Arden Syntax, early CDS systems were usually 
deployed inside locally created EHR systems, with the consequence that most of the 
knowledge content tended to be developed and deployed by the same team that created 
the EHR software. Many early CDS systems used proprietary knowledge representa-
tions that were tuned to the local system’s database engine and to the EHR’s workfl ow. 
However, as the history of Arden System shows, informatics researchers have put sub-
stantial effort into creating standard formats to encode and share clinical knowledge. 
The task of developing such standards is decidedly non-trivial. As noted earlier, adop-
tion of the Arden Syntax was stymied by the “curly brace” problem. Different EHR 
systems have idiosyncratic database models and use different databases (SQL, 
MUMPS, etc.) Additionally, even if the same database engine was used, implementa-
tions usually built locally developed, non-standardized clinical vocabularies to repre-
sent the clinical facts about the patient. Absent national vocabulary standards, it was 
common for different organizations to use different codes for the same lab tests or 
medications, for example. Only recently have widely accepted standards for lab test 
names – LOINC® [ 25 ], and medications – RxNorm [ 39 ] emerged. Adding to the chal-
lenge is the fact that there is no standard clinical workfl ow that different EHRs follow. 
Each vendor implements workfl ows that fi t their assumptions about their customers. 
This means that rules that work well in one vendor’s workfl ow might be unhelpful or 
have poor usability in a different organization’s implementation of the same EHR, or in 
a different vendor’s product. Nonetheless, the informatics and standards communities 
have continued to seek appropriate standards for encoding “executable knowledge” in 
a vendor neutral way. It has been estimated that an average, academic medical center 
will deploy as many as 2,000 MLM-like rules [ 19 ]. The work of developing and main-
taining such a comprehensive set of rules can be very expensive. If standard libraries 
were available, costs would diminish and best practices could be more widely shared. 

 One approach to standardizing CDS knowledge has been to focus on standards 
for encoding the specifi cation of the clinical knowledge itself, as a precursor to stan-
dardizing an “executable” form of the knowledge. For example, GEM [ 18 ] is a stan-
dard for using XML to encode human-readable guidelines. Guidelines that follow 
the GEM encoding are theoretically more readily translatable to computerized form. 
Work done by the multi-stakeholder CDS Consortium [ 11 ] took a similar layered 
encoding approach to CDS rule specifi cations [ 7 ]. The CDS Consortium defi ned a 
4-layer model, where the top layers focused on human readable specifi cation and the 
lower layers focused on executable forms of the value sets and rule logic.  

1.8     Standard Development Organizations’ Efforts 

 HL7 has a long history of developing candidate standards for various aspects of 
CDS. HL7 took over maintenance of the Arden Syntax standard in 1998 [ 20 ]. 
HL7 experts found the “curly brace” problem to be unsolvable using the existing 
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Arden approach, and so began efforts to create new CDS standards that were 
based on the HL7 Version 3 Reference Information Model (RIM) [ 21 ]. By build-
ing CDS standards on top of the V3/RIM model, HL7 believed that it could cre-
ate a more comprehensive CDS approach that addressed the “curly brace” 
problem. 

 One HL7 V3-based attempt was the GELLO Expression Language [ 51 ]. GELLO 
is an object-oriented expression language that was designed to access and compute 
clinical data. GELLO logic and data access is expressed in terms of the abstract 
information model that underlies the V3 RIM. The RIM is based on six “backbone” 
classes from which the broad array of healthcare concepts is to be derived: Act, 
Participation, Entity, Role, Act Relationship, and Role Link [ 21 ]. Since the RIM is 
intended to represent all clinical data, the belief was that GELLO expressions could 
access and manipulate any necessary clinical data via the RIM. However, since the 
RIM itself was not suitable for direct manipulation via GELLO expressions, an 
abstract “virtual medical record” (vMR) was defi ned. The vMR sits above the RIM, 
and expresses aggregates of commonly used clinical data via a template mechanism 
defi ned to represent common clinical entities, such as “all active problems” or “rea-
son for admission”. The complexities that underlie the RIM are intended to be hid-
den behind the vMR defi nitions. 

 The RIM and the vMR templates are by defi nition expressed in a vendor- 
independent way – they propose a universal abstraction of the data model. By 
 defi ning the data access logic in GELLO using the constructs of the vMR, the 
expression logic capturing the clinical goal can remain vendor and database inde-
pendent. In theory, a medical logic rule encoded in GELLO could run against the 
clinical data in any vendor’s system as long as the vendor is able to express propri-
etary data models in terms of the vMR. 

 In essence, the GELLO/vMR approach moves the “curly brace” problem out of 
the Arden-style expression logic and puts the work onto the mapping of the vMR to 
the actual clinical database in use. This should make GELLO-encoded clinical deci-
sion rules a vendor independent way to share clinical knowledge bases. However, 
the RIM has not proven to be a very effi cient or practical representation of the com-
plexity of real-world clinical data as evidenced by the small number of vendors who 
have deployed RIM-based native databases or have implemented a vMR mapping 
over non-RIM EHR databases. Since the vMR templates are defi ned in terms of the 
RIM, the dearth of RIM-based EHRs has caused the original vision of the CDS 
encoded with GELLO and the vMR to remain unproven.  

1.9     Government Initiated Standards Efforts 

 In part due to the absence of widespread uptake of GELLO and the vMR, the Offi ce 
of the National Coordinator for Health IT (ONC) launched Health eDecisions 
(HeD) as a major Standards & Interoperability (S&I) project in 2013. The goal of 
the Health eDecisions project was “to defi ne and validate standards that enable CDS 
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sharing at scale” (ONC [ 37 ]). The HeD group’s work focused on two main use- 
cases. The fi rst use-case, “CDS Artifact Sharing” aimed to address and refi ne stan-
dards for encoding CDS logic that could be imported into vendor products. The 
second use-case, “CDS Guidance as a Service” focused on invoking remote CDS 
services, and is discussed in more detail in Chapter   28    . Health eDecisions evaluated 
several existing CDS standards and decided to retain the vMR approach, but to 
replace GELLO with a new expression language known as ECA, which stands for 
“Event, Condition, Action” (ONC [ 37 ]). An ECA expression is an XML data struc-
ture that captures the if-then-else logic of any particular rule in the form an Abstract 
Syntax Tree (AST) representation of the logic. The ECA elements use XML query 
expressions to connect to the vMR for access to the necessary data elements. The 
HeD team believed that an AST representation of the decision logic would be rela-
tively easy for vendors to parse and execute as part of their native (proprietary) rule 
systems. 

 Despite a few successful pilots, vendor enthusiasm for HeD has been muted. In 
part, this is because few vendors are able to provide vMR mappings over their own 
data models, for the reasons noted above. Perhaps a more important issue is that the 
HeD/ECA approach does not address the complexities of workfl ow, trigger logic, or 
the other aspects of usability that lead to “alert fatigue.” This means that most ECA- 
encoded rules would probably have to be re-written in terms of the vendor’s native 
rules engine anyway, which defeats many of the goals of the HeD vision of a 
 universal CDS standard that vendors could automatically import into their client’s 
systems. 

 Notwithstanding the lack of initial uptake of the HeD approach, several HL7 
standards teams are moving to re-defi ne the vMR and ECA approaches to better 
align rule logic with the standards used to defi ne clinical quality measures (CQM.) 
The approach is based on the assumption that CDS rules are often used to prompt 
clinicians towards achieving higher clinical quality outcomes, so it makes sense to 
use a similar knowledge specifi cation standard to defi ne the quality measures and 
the rules that support attainment of the quality outcomes. To that end, work is 
underway at HL7 to defi ne QUICK – the QUality Improvement and Clinical 
Knowledge model [ 22 ]. QUICK has replaced the vMR with a new abstract data 
model that harmonizes the vMR with an existing quality standard known as the 
Quality Data Model (QDM.) QUICK also proposes to replace ECA with a new 
expression language known as Clinical Quality Language (CQL), which attempts 
to capture lessons learned from previous attempts at encoding decision logic such 
as Arden, GELLO, and ECA. This new set of standards will be able to use HL7’s 
emerging data access Application Programming Interface (API) standard known as 
FHIR – Fast Healthcare Interoperability Resource [ 23 ] as a way to specify a more 
direct access to an EHR’s clinical data, without requiring the overhead of a RIM 
mapping. FHIR specifi es a library of standard clinical “resources” that can be read-
ily mapped to existing EHR data models. FHIR resources roughly correspond to 
the data content of vMR templates, but avoid the complexity of mapping through 
the RIM intermediary. The potential role of FHIR in CDS is discussed in more 
detail in Chapter   28    .  
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1.10     Discussion 

 In this chapter, we have described the more common approaches in use by mainstream 
vendor products to deliver routine CDS. These systems are dominated by Arden-like, 
script-based “if-then-else” alerts and reminders, with occasional use of expert-system 
tools and other specializations. We described a number of CDS standardization efforts, 
yet most CDS knowledge is still being coded to vendor- proprietary formats, especially 
for data access to the EHR record. Despite noted limitations, the major vendor systems 
do cover signifi cant clinical ground, especially around well-understood areas such as 
drug-drug and drug-lab interactions, best practice notifi cations, and health mainte-
nance reminders. As we have seen, the cognitive burden of “alert fatigue” remains a 
challenge, though some of the burden can be reduced by careful attention to alert deliv-
ery. Some best practices for alert management discussed and summarized here are:

•    Maximize alert accuracy by using a robust clinical decision model, minimizing 
false-positive interruptions.  

•   Prioritize the alert for urgency and importance, to ensure that the most important 
data is noticed.  

•   Route the alert to the optimal target, which may not be the currently active user.  
•   Deliver the alert in the least disruptive way, ranging from:

 –    “Full-stop” interruptive alerts for critical messages.  
 –   Ambient alerts, delivered in a non-interruptive way for medium priority 

knowledge relevant to the current workfl ow.  
 –   Asynchronous reminders delivered outside the current workfl ow for messages 

that are suitable for non-urgent follow-up.       

 The process of standardizing CDS knowledge artifacts is complex and remains unfi n-
ished. The efforts described in this chapter fall into what might be called the “Arden era” 
because the most widely used CDS knowledge models are specifi ed using the if-then-else 
logic described by the Arden Syntax. As noted above, a major limitation of the Arden 
Syntax approach is the inability to specify a standard way to defi ne access to the clinical 
data in the EHR. To address this, informaticists have tried to specify data access standards 
using data intermediaries based on the HL7 V3 RIM, most notably the vMR. For the most 
part, these approaches have not enjoyed widespread vendor support. Chapter   28     intro-
duces what might be called the “FHIR era” in which clinical data access can be defi ned 
in terms of a simplifi ed resource- oriented model, accessed via the vendor-neutral FHIR 
API. In addition, Chapter   28     introduces some innovative approaches including CDS as a 
service, cloud-based delivery, knowledge models based on statistical techniques such as 
machine learning, as well as CDS delivered via standards-based plug-in “SMART apps.”     
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    Chapter 2   
 Electronic Health Record Features, Functions, 
and Privileges That Clinicians Need to Provide 
Safe and Effective Care for Adults 
and Children       

       Dean     F.     Sittig      ,     Christopher     A.     Longhurst      ,     Elise     Russo      , and     Hardeep     Singh     

    Abstract     This chapter will describe and discuss key requirements to enable 
clinician- users of electronic health records (EHRs) to deliver high-quality, safe, and 
effective care. We frame these requirements as “rights” and “responsibilities.” The 
“rights” represent not merely desirable, but also important EHR features, functions, 
and user privileges that clinicians need to perform their job. Each “right” is accom-
panied by a corresponding clinician duty or “responsibility,” without which the 
 ultimate goal of improving healthcare quality might not be achieved. The issues 
discussed are generalizable to clinicians who care for adults and children using elec-
tronic health records across the globe. We recognize that healthcare presents com-
plex and often unique challenges for the design and operation of health information 
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technology-related facilities and EHRs worldwide. Addressing these rights and 
responsibilities comprehensively will be challenging, but we need to make the care 
delivered using electronic health record systems safer and more effi cient.  

  Keywords     Electronic health records   •   Physicians/ethics   •   Social responsibility   • 
  Decision support systems, clinical   •   Electronic health records/ethics   •   Electronic 
health records/standards   •   Health care quality   •   Medical informatics   •   Information 
systems  

2.1        Introduction 

 Over the last 10 years the governments of Australia [ 1 ], Canada [ 2 ], United Kingdom 
[ 3 ], Belgium [ 4 ], Denmark [ 5 ], and most recently the United States of America [ 6 ], 
have all made long-term, multi-billion dollar investments in health information 
technologies (HIT), including electronic health records (EHRs). The primary goal 
of these initiatives is to transform the collection, display, transmission, and storage 
of patient data with the aim of improving citizens’ health, while a secondary goal is 
to use this data to design improvements in their health care delivery systems. 
However, each of these initiatives has experienced signifi cant challenges, including 
the poor fi t between technology and clinical workfl ow that often leads to larger than 
expected disruptions in usual clinical processes [ 7 ]. These disruptions often result 
in safety concerns that are now emerging in several countries and for which there 
does not seem to be an immediate solution [ 8 – 11 ]. Several studies have also raised 
concerns about reduced clinician productivity and increased workload related to 
processing electronic information [ 12 ]. Moreover, the guaranteed costs of EHRs 
borne by clinicians (e.g., monetary or required changes in workfl ow) appear to out-
weigh the direct benefi ts to clinicians, while both patients and payers appear to 
benefi t greatly [ 13 , 14 ]. Thus, EHR-enabled healthcare must facilitate the provision 
of features and functions that clinicians require to provide high-quality, cost- 
effective care, and the regulatory environment must support these provisions [ 15 ]. 

 Based on emerging literature and our experiences in clinical informatics-focused 
health services research [ 16 – 23 ], we propose recommendations on a variety of topics 
to overcome many challenges faced by clinician EHR users. If adopted, these recom-
mendations will provide assurances to clinician EHR users that EHRs will deliver the 
features and functions they require for safe and effective healthcare. In the second 
half of the chapter, we also take into account and propose a separate set of recom-
mendations for children because of the differences involved in using an EHR when 
caring for children as opposed to adults. EHRs are often introduced as part of system 
redesign initiatives to improve safety and effi ciency of long standing work processes, 
and thus some degree of workfl ow disruption is necessary. However, our recommen-
dations address problem areas that are not easy to manage or may have long-term 
unintended consequences. The areas addressed here arise directly from our recently 
developed eight-dimension socio-technical model of safe and effective EHR use [ 24 ]. 

 To encourage debate about these recommendations between clinicians and other 
stakeholders involved and to ensure that the regulatory environment will support them, 
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we propose these recommendations as clinician-oriented, “professional rights.” The 
“rights” represent not merely a desirable, but also an important set of EHR features, 
functions, and user privileges that clinicians need in order to provide the highest qual-
ity, safest, and most cost-effective care. Practicing clinicians are often at a relative dis-
advantage when negotiating EHR-related issues with other stakeholders, for example, 
healthcare administrators, HIT vendors, governments, insurance companies, other pay-
ers, or policy makers. A set of “rights” for clinicians is also essential to “level the play-
ing fi eld” so that EHRs, or the governmental or institutional policies that result from the 
aggregate data collected by them, do not restrict the freedom and ability of clinicians’ 
to practice medicine in an open and safe manner [ 25 ]. Nevertheless, each “right” is 
accompanied by a corresponding clinician duty or responsibility, without which the 
ultimate goal of improving health care quality might not be achieved [ 26 ]. While these 
“rights” are clearly not of the same magnitude or universal importance as the United 
States Constitution’s fi rst ten amendments [ 27 ] or the Hippocratic Oath [ 28 ], these 
“rights” can reduce the potential impact of unintended adverse consequences on patient 
care and clinicians’ livelihood [ 29 ]. We propose that these “rights” should be a founda-
tion upon which HIT designers, developers, implementers, policy makers, and most 
importantly, users, can co-create a new age of computer-assisted healthcare [ 30 ].  

2.2     Recommendations for Professional “Rights” 
and Responsibilities 

2.2.1     Uninterrupted EHR Access 

 As clinicians and healthcare organizations begin to rely on computer-based patient 
records, extended EHR outages can pose a signifi cant risk to their patients’ health as 
well as the operation of the organization itself [ 31 ]. Therefore, clinicians have the right 
to access a certifi ed EHR via a secure, network-attached device 24 hours-per-day, 
7 days-per-week, 365 days-per-year. While no device can be 100 % reliable, EHR 
vendors, institutions, and clinicians must work together to design, implement, and use 
fail-safe equipment and downtime processes to protect data. 

 Clinicians have the responsibility to review all EHR data pertinent to their 
patient’s medical history [ 32 ] (such as previously abnormal test results that might be 
buried in the EHR) while ensuring that EHR use does not replace the time-honored 
tradition of observing, listening to, and examining patients [ 33 ].  

2.2.2     Ability to See All Data Required to Provide Safe 
and Effective Care 

 Unavailable or missing clinical information is a fertile ground for medical errors 
[ 34 ]. Thus, clinicians have the right to see all electronically captured clinical data 
pertaining to their patients in order to provide safe and effective care [ 35 ]. Amid 
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concerns about patient privacy, some have argued that patients, or clinicians, should 
be able to “hide” specifi c data such as, alcohol/drug treatment or psychiatry notes 
[ 36 ], or even to “opt-out” of having their data available,   www.thebigoptout.com     
[ 37 ]. However, this practice of limiting full access to patient data introduces addi-
tional, and we believe, unnecessary ambiguity and liability [ 38 ]. 

 Clinicians have the responsibility to routinely use multiple strategies to protect 
the integrity of sensitive data such as creating strong passwords, logging off the 
system when done, and accessing only records of patients under their care.  

2.2.3     Access to a Succinct Patient Summary 

 Current EHRs contain a wealth of clinical data, and as more Accountable Care 
Organizations (ACOs) are created and organization- or EHR vendor-specifi c, 
community- wide Health Information Exchanges come on-line, the amount of data 
available for review will grow exponentially, creating a potential for relevant infor-
mation to be overlooked [ 39 ]. Clinicians thus have the right to EHRs that provide 
succinct summaries of their patients’ medical problems, medications, laboratory 
test results, vital signs, and progress notes [ 35 ]. Some EHRs currently have “sum-
mary” views that arrange data by type: for example, all laboratory results in one 
place, and time-organized data displayed on different screens that show most recent 
data followed by previous data [ 40 ]. However, problem-oriented summaries that 
combine data from different sources related to a specifi c problem on one screen 
should also be tested and implemented because they might facilitate better informa-
tion processing and exert a lower cognitive load [ 41 , 42 ]. 

 To facilitate appropriate information gathering by other health care providers and for 
aggregate data collection, clinicians have the responsibility to maintain accurate, up-to-
date problem lists using a controlled clinical terminology (e.g., SNOMED-CT) and to 
link them with corresponding diagnostic and treatment elements through the EHR [ 43 ].  

2.2.4     Ability to Override Computer-Generated Alerts 

 Clinicians receive an excess of computer-generated alerts, many of which are con-
sidered unnecessary [ 44 ], causing fatigue, and some of which disrupt workfl ow 
because they cannot be overridden [ 45 ]. Clinicians have a right to override, but not 
permanently disable, any computer-generated clinical alert, except those prohibit-
ing events that should never occur (e.g., ordering promethazine as intravenous push 
by peripheral vein [ 46 ]). Disallowing overrides, except in extreme circumstances, 
implies that computers have access to more accurate data and greater medical 
knowledge and expertise than clinicians. In reality, computers are often not able to 
interpret or convey the clinical context for many reasons: unavailable or inaccurate 
data; errors in logical processing (e.g. software bugs); situation-specifi c clinical 
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exceptions, as when a user’s request for blood transfusion is denied by Clinical 
Decision Support (CDS) intervention that did not capture active bleeding since last 
hemoglobin result [ 47 ]; and, user-interface limitations, such as in limited screen 
space available to show most recent laboratory results near medication order [ 48 ]. 

 To prevent the possibility of critical information being ignored, clinicians have 
the responsibility to justify overrides and be accountable for decisions by  agreeing 
to have their actions reviewed [ 49 ]. Clinicians also have a responsibility to 
 participate on CDS oversight committees and work with other stakeholders to 
review, redesign, test, re-implement, or remove CDS interventions judged 
 ineffective [ 50 ].  

2.2.5     Explanation of Computer-Generated Clinical 
Interventions 

 A multitude of advanced CDS interventions are necessary if EHRs are to generate the 
improvements in healthcare quality, safety, and effectiveness that everyone expects 
[ 51 ]. Nevertheless, clinicians have the “right” to a clear, evidence-based rationale for 
all computer-generated clinical alerts or reminders at the point of care. For instance, it 
is insuffi cient to remind a clinician that a patient is due for a screening mammogram 
without also displaying the date and result of the previous test and a link to the clinical 
logic, as in,  all women over age 50 should have a mammogram every 2 years  [ 52 ]. 

 Clinicians have the responsibility to consider computer-generated clinical inter-
ventions encountered in the EHR and use clinical judgment to assess their 
 appropriateness in the patient’s clinical context [ 53 ]. Either blindly following or 
ignoring CDS interventions can lead to errors [ 15 ].  

2.2.6     Compensation for Technology-Mediated Care 

 With the widespread adoption of new technologies such as e-mail, personal health 
records, and video conferencing, clinicians are being asked to provide clinical con-
sultations in ways for which reimbursement mechanisms are not well developed. 
Clinicians, therefore, have the right to receive compensation or workload credit for 
provision of healthcare mediated by HIT, be that through secure messaging or non- 
visit consultations based on EHR review, regardless of their or the patient’s geo-
graphic location [ 54 ]. 

 Clinicians have the responsibility to use state-of-the-art hardware, software, and 
procedures to ensure that communication remains confi dential [ 55 ] and that all 
interactions are accurately documented for medico-legal purposes [ 56 ]. In addition, 
they should clarify their availability and policies regarding expected response times, 
so patients are not misled into expecting real-time responses to asynchronous com-
munication [ 57 ].  
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2.2.7     Ability to Review Discrepancies in Performance- 
Measurement Data 

 EHR-based performance measurement is inevitable. Current data collection and 
measurement methods are not fail-safe and often measure what is easy to measure 
[ 58 ]. To correct discrepancies, clinicians have the right to review all EHR-based 
processes used to generate reports that further inform policy decisions or 
performance- measurement. All computer-based measurements should have unam-
biguous exclusion criteria and allow clinicians to identify patients for whom the 
measure does not apply; for example, no diabetic foot exams on patients with bilat-
eral below-the-knee amputations [ 59 ]. Often, the fi rst iterations of these computer- 
generated quality reports have errors which can lead to questions of the validity of 
the measures [ 60 ]. If needed, clinicians should be able to work with data analysts 
who have access to queries, data extracts, and statistical methods used to generate 
measurement reports. In addition, proactive collaboration with stakeholders such as 
the organizational leadership will help ensure that calculation, interpretation, and 
application of these performance measures are valid. 

 To ensure continuous quality improvement, clinicians have the responsibility to 
review the feedback they are provided on their performance and act on valid 
feedback.  

2.2.8     Freedom to Report Errors 

 There are increasing reports of errors created by HIT (e-iatrogenesis) [ 61 – 63 ]. 
However, vendor contract clauses might prohibit error-reporting, at least in the US 
[ 64 ]. Clinicians must have the right to report EHR-related errors to the vendor and 
the organization that implemented the system, as well as to external organizations, 
such as AHRQ-approved Patient Safety Organizations (PSOs), and to expect errors 
to be investigated and resolved in a timely manner [ 65 , 66 ]. EHR errors can lead to 
substantial harm because of the large number of patients potentially affected; thus, 
error reports should be publically available so that others can learn from them as 
well [ 67 ]. 

 Clinicians also have the responsibility to report, help investigate, and learn from 
these EHR errors.  

2.2.9     Appropriate Access to Training and Assistance 

 State-of-the-art EHRs are complex tools designed to facilitate the entry, storage, 
review, interpretation, and transmission of patient data. Clinicians have the right to 
receive training in all EHR features that enable these processes, and to access online 
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instruction and real-time assistance via telephone and remote computer support 
while caring for patients. Training should include refresher courses to meet evolv-
ing functionality. 

 Clinicians have the responsibility to maintain a high level of user profi ciency 
with the same level of diligence as other clinical skills. To improve effi ciency and 
safety, clinicians must learn to type, complete EHR training, and demonstrate com-
petence in use of all functions required to care for patients (e.g., enter orders, add 
problems to the problem list, initiate referrals). Finally, clinicians are responsible 
for asking for help when they reach limits of their profi ciency, for example elec-
tronically entering a complex steroid taper [ 68 ].  

2.2.10     Access to EHRs That Fit Routine Clinical Workfl ows 

 Embedding EHRs with computer-based provider order entry and real-time, point-
of- care clinical decision support interventions fundamentally changes the way cli-
nicians coordinate their work activities, communicate, and collaborate to deliver 
high-quality, safe, and effective healthcare [ 69 ]. Clinicians have the right to a safe, 
effective, and usable EHR that contains evidence-based, problem- and task-spe-
cifi c order sets and documentation templates designed to fi t their clinical work-
fl ows [ 70 ]. 

 Clinicians have the responsibility to ensure that they have done everything their 
partially automated documentation shows they have done. For instance, to generate 
new notes, they should avoid copying and pasting previous notes that are not rele-
vant. Furthermore, clinicians have a responsibility to work with EHR vendors and 
local information technologists, in much the same way as they have successfully 
worked with various pharmaceutical manufacturers, medical device, and monitor-
ing companies, to design, develop, and implement data entry, review, and CDS tools 
and to modify previous paper-based workfl ows to overcome limitations of EHRs 
[ 71 ]. Clinicians should either be compensated or given some type of educational or 
certifi cation credit for their time spent working with information technology profes-
sionals to optimize these EHR systems.   

2.3     Children and Neonates 

 As mentioned earlier, establishing a safe and effective electronic health record- 
enabled healthcare delivery system is complex and challenging. In addition to 
support from executive leadership, a robust EHR from a reputable vendor, and 
access to knowledgeable and committed information technology professionals, 
clinician support is instrumental in overcoming the challenges. While there is an 
increasing breadth of knowledge about good clinical practices needed to address 
EHR implementation and use in the general population, including the ten “rights” 
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described above, clinicians responsible for the care of neonates, children, and 
adolescents face a unique set of additional challenges. For example, children have 
unique EHR requirements related to dosing of medications, as well as specifi c 
needs related to their growth and development that the EHR needs to facilitate 
[ 72 ]. 

 Because of the unique circumstances involving the safe and effective care of 
children and the fact that most children are not cared for in facilities where the EHR 
has been designed exclusively for children, we propose these “pediatric amend-
ments” to the above “Rights and Responsibilities of Users of EHRs” [ 73 ]. All previ-
ously identifi ed rights and responsibilities still apply, along with these new 
pediatric-specifi c items discussed below. 

2.3.1     Support for Medication Prescribing in Children 

 The epidemiology of harm associated with medication prescribing for neonates and 
children is very different from that of adult patients. Both hospitalized and ambula-
tory pediatric patients are at higher risk of harm from drug dosing errors than from 
drug-drug interactions [ 74 , 75 ]. Clinicians seeing pediatric patients have the right to 
both inpatient and ambulatory electronic prescribing systems that are safer and 
more effective for children and include weight-based dosing recommendations, age 
appropriate dosing calculators, dose-range checking, and pediatric-specifi c drug- 
drug interaction alerts [ 76 , 77 ]. 

 Clinicians seeing pediatric patients have the responsibility to consistently and 
reliably document patient weights and should maintain familiarity with medication 
dosing guidelines, for example, to mitigate the “propensity of [clinicians] to over 
rely on automated advice” [ 78 ]. Several studies have documented that incorrect 
clinical decision support recommendations can cause clinicians to change from a 
correct to an incorrect course of action. These so-called “negative consultations” are 
one way to demonstrate “automation bias” [ 79 ].  

2.3.2     Electronic Display of Growth Charts 

 Visual display of patient information is an important decision support tool. Clinicians 
should have the right to view their young patients’ anthropometric data using growth 
charts [ 80 ] that display age-based percentiles for weight, height, head circumfer-
ence, and body mass index (BMI) within their EHR [ 81 ]. 

 All of these age-appropriate displays require up-to-date, accurate data capture; 
therefore, clinicians have the responsibility to record or facilitate the recording of 
patient’s height, weight, and head circumference. Additionally, they should use this 
information to apply the appropriate age-specifi c clinical guidelines and provide 
copies of these charts to parents.  
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2.3.3     Child-Friendly, EHR-Equipped Exam Room 

 While not a specifi c feature or function of the EHR, clinicians caring for children 
have the right to an EHR-equipped exam room that is designed using appropriate 
human factors principles [ 82 ]. For example, rooms should have a layout that pro-
vides adequate room for the patient, a parent, and the clinician to move around [ 83 ]. 
In addition, keyboards and touchscreens should be cleaned and disinfected on a 
regular basis [ 84 ]. Finally, the computer, if wall-mounted, should be sturdy enough 
to withstand a child swinging from the support arm. 

 Clinicians have the responsibility for positioning the monitor so that he/she, as 
well as the parent and the patient, can see the screen simultaneously. This is particu-
larly important in pediatrics, as children cannot rationalize the use of a computer in 
the exam room and may unintentionally misinterpret the intention [ 85 ].  

2.3.4     User Interface That Supports Correct Identifi cation 
of Patients 

 Several studies have suggested that pediatric patients in general and neonates in 
particular are at higher risk for misidentifi cation because of naming issues during 
the newborn period and siblings being treated simultaneously at pediatric visits 
[ 86 ]. Clinicians who see these patients have a right to an EHR user interface which 
minimizes wrong-patient errors. Such functionality may include limiting users to 
one open chart at a time, availability of patient pictures within the EHR, and includ-
ing additional patient verifi cation processes with computerized order entry systems 
[ 87 , 88 ]. 

 Electronic systems themselves may actually carry the unintended consequence 
of increasing the risk for “wrong-patient” type errors [ 89 ]. Users of these systems 
have a responsibility to ensure that processes are setup to capture patient photo-
graphs in the EHR so as to stay timely and current, and that misidentifi cation errors 
are appropriately reported and fi xed.  

2.3.5     An EHR That Supports Adolescent Confi dentiality 

 Although exact legal requirements vary, most countries acknowledge that adoles-
cents have the right to keep mental, behavioral, and sexual healthcare confi dential 
from their parents or guardians. Unfortunately, many commercial EHR’s do not yet 
provide the functionality needed to respect these legal and ethical positions [ 90 ]. 
Pediatric users have the right to EHR software which includes default settings for 
adolescent privacy, customizable point-of-care privacy controls for clinicians, clear 
on-screen labeling of confi dential data elements, patient-adjustable proxy access 
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capabilities for patient portals, and suppression capabilities for specifi c items on 
post-visit summaries, bills, and post-visit surveys. In addition, adolescent privacy 
standards must be built into health information exchange data sharing agreements. 
These privacy standards should not limit any authorized clinician from seeing 
patient information; rather they are intended to help adolescents maintain their right 
to privacy as they make the diffi cult journey from being cared for by their parents to 
independent adulthood. 

 Clinicians seeing adolescent patients have the responsibility to understand local 
adolescent confi dentiality regulatory requirements. They should also review the 
entire patient experience from registration to post-clinic surveys to ensure that the 
adolescent’s confi dentiality is maintained in light of these requirements.  

2.3.6     EHR Content That Supports Pediatric Practice 

 To deliver appropriate preventive well-child care, pediatricians have the right to an 
EHR with content that supports the care of children. This includes appropriate deci-
sion support rules for timely preventive care, such as administration of immuniza-
tions and linkages to immunization registries, as well as content for pediatric 
normative values (e.g. laboratory test values) that frequently change with age [ 91 ]. 
Furthermore, EHRs must be optimized to support recording of quality measures for 
pediatrics. 

 Pediatricians have the responsibility to review decision support rules (e.g. do 
they match local vaccination schedules) and record key data that would lead to the 
generation of appropriate decision support.   

2.4     Setting the Groundwork for Future Debate 

 Although this chapter lays the groundwork for future debate, it has several limita-
tions. First, we do not specifi cally outline who might enforce these clinician 
“rights” and responsibilities or what alternatives could be pursued if these condi-
tions are not met. However, we believe it is premature for us to do so at this con-
ceptualization stage without further debate and agreement amongst clinical 
stakeholders, researchers, and policymakers. Second, we focus only on rights and 
responsibilities of users, but other EHR-related stakeholders might have different 
sets of rights and responsibilities which we did not cover in this chapter. Third, 
we recognize that even with consensus regarding the necessity of these “rights,” 
delivering them in the next 3–5 years will be diffi cult using today’s technology 
and in today’s socio-political and economic environments. For example, two 
authors (DFS and HS) recently developed recommended practices for safe and 
effective EHR use in the form of the Safety Assurance Factors for EHR Resilience 
(SAFER) guides [ 92 ] with support from the US Offi ce of the National Coordinator 
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for Health Information Technology (ONC) [ 93 ]. Following their release in 
January 2014, the Electronic Health Record Association published a 27-page 
document [ 94 ] detailing their concerns that many of the recommendations are 
“beyond the current capabilities of HIT.” Our goal, however, for putting forth 
such recommendations and for proposing EHR users’ rights and responsibilities 
is to lay the foundation for a long-term agenda, that must begin now, to provide 
clinicians access to safe, effective, and easy to use EHRs that support their cogni-
tive and physical work processes. Furthermore, the care of children and neonates 
presents complex challenges for the design and operation of healthcare facilities 
and EHRs worldwide. Similarly, for clinicians to provide the highest quality, 
safe, and effective care to children, EHRs providing care to children must be 
properly designed and confi gured, and clinicians must use them correctly. Finally, 
we recognize that achieving high-quality and affordable healthcare is a complex, 
socio-technical endeavor. Thus, these clinician rights might not be the perfect 
solution because there are many competing and often opposing views of the best 
way to accomplish this endeavor; however, most of the recommendations in this 
chapter represent basic EHR functionality that every EHR should provide. 
Moreover, safety requires innovation, and the current status quo will not improve 
standards of safety unless new functionalities evolve over time. The goal of these 
rights and responsibilities is to create a starting point to bring stakeholders 
together to discuss what’s best for our patients, and not create regulation, policy, 
or guidelines. Therefore, we strongly recommend that EHR vendors, healthcare 
organizations, and clinicians come together and begin working to make them a 
reality, as soon as possible. 

 In addition, other stakeholders in this debate, including payers, administrators, 
policy makers, and patients, are also entitled to an equally important and valid set 
of “rights.” Payers, administrators, and/or policy makers, for example, have the 
right to mandate use of EHR-related functions that promote patient safety (e.g., 
order entry); prohibit use of EHR-related functions that jeopardize patient safety 
(e.g., use of a non-secure, web-based calendar to facilitate clinician workfl ow [ 95 ] 
or use of text messaging for order entry [ 96 ]); enforce specifi c rules and regulations 
(e.g., reprimand users for unauthorized access to patient data); create new CDS 
interventions to encourage effi cient, effective, evidence-based care; and evaluate 
clinicians’ performance using EHR data. Likewise, patients have the right to access 
their data, have any data entry errors corrected, obtain a list of everyone who has 
viewed their data, confi dentially communicate electronically with their providers, 
and request that certain data not be used for purposes other than research or public 
health benefi t without their written consent [ 97 ]. In the event that one group’s rights 
infringe upon those of another group, we are optimistic that organizations and the 
constituents they represent will participate in an open, constructive debate on these 
“rights” and reach consensus [ 98 ]. Following ratifi cation, relevant stakeholders 
(e.g., EHR vendors, EHR implementers, professional boards, hospital committees, 
users, patients, and government agencies) can work together to design and imple-
ment EHRs and the corresponding policies, procedures, and regulations required to 
ensure these “rights.”  
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2.5     Summary 

 We have developed a draft set of professional “rights” and responsibilities for clini-
cian EHR-users in an effort to unite clinicians on key challenges they are currently 
facing while using EHRs. We make no claims regarding the prioritization of these 
“rights,” rather we believe that taken together they form an important set of EHR 
features, functions, and user privileges that clinician users need to enable them to 
practice high-quality, safe, and effective medicine. These recommendations are 
generalizable to many clinicians and EHRs across the globe, and if turned into real-
ity, can stimulate EHR adoption and use in a more effi cient and safe manner. 
Moreover, organizations that provide their clinicians with state-of-the-art EHRs and 
grant them the professional “rights” identifi ed along with the additional “pediatric 
amendments” could see dramatic improvements in clinician usage of their EHRs. 
This will lead us closer to the ultimate goal of improving the quality, safety, and 
effectiveness of care delivered to adults and children. 

 We acknowledge that our recommendations do not specifi cally outline who will 
enforce these “rights” and responsibilities or what alternatives will be pursued if 
these conditions are not met. However, we believe that healthcare organizations 
should begin working with their EHR vendors to implement these recommenda-
tions. In addition, clinicians must begin to accept their “responsibilities,” which 
may add to their already over-extended workload. Therefore, we recognize that fur-
ther debate and agreement is needed to fi gure out who should make these changes 
and how they will be implemented. We recognize that high-quality, affordable 
healthcare is a complex, socio-technical problem and that there are many competing 
and often opposing views of the best way to accomplish this task. In addition, we 
recognize that there are other stakeholders in this debate, most importantly, patients 
who are also entitled to a set of “rights” which may confl ict with one or more of the 
clinicians’ “rights.” In that event, we are optimistic that medical societies and the 
clinicians they represent will participate in an open, constructive debate on these 
“rights” and reach consensus. Following ratifi cation, relevant stakeholders (e.g., 
EHR vendors, EHR implementers, professional boards, hospital committees, users, 
patients, and government agencies) can work together to design and implement 
EHRs and the corresponding policies, procedures, and regulations required to 
ensure these “rights.”     
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    Chapter 3   
 The Journey to Usability: A Vendor’s 
Perspective       

       James     T.     Ingram     

    Abstract     To successfully utilize the full functionality of a mission-critical applica-
tion such as an electronic health record (EHR), it is imperative to be fl exible, intui-
tive, feature-rich and scalable. On a foundational level, having access to an application 
running with high-speed connections and fast processing speeds with an easily 
accessible network on a device suitable to the clinicians’ choice and for the environ-
ment desired is the expectation of most users. But when it comes to usability, can the 
subjective become a science? Vendors, certifi cation bodies, insurance payers, federal 
policy organizations and the Institute of Medicine think so, and have been working 
to reconcile the two-way street of adherence to training and implementation with 
design and workfl ow best practices. The additional challenge for the EHR software 
vendors has been the interoperability of all the components within a clinical setting 
to achieve optimal effi ciency and results. Continued challenges grow as care coordi-
nation, quality reporting and more detailed coding lead to user options in the areas 
of data recognition and/or sophisticated voice recognition that capture discrete codi-
fi ed information. For those of us in the medical Information Technology (IT) space, 
ensuring that the parallel tracts of hardware, communications, networks, browsers 
and software applications lead to an effective EHR requires constant balance. Users 
must reconcile the reality of “clicks” with the need for availability of data without 
becoming overwhelmed. Together, the challenge of advancing mutually benefi cial 
solutions in a highly regulated and standards-based environment has truly been mon-
umental. This review looks at the past leading up to our current status and what is on 
the near and far horizon of gains in EHR usability.  

  Keywords     History of ambulatory EHR   •   Usability impacted by hardware   • 
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3.1         Introduction 

 To fully grasp the usability issues within an EHR system, you must have an under-
standing of the developmental history of an EHR. There have been many changes 
over the past two to three decades within the United States (US) healthcare system. 
The Institute of Medicine (IOM) called for paperless medical records in 10 years in 
a publication in 1991 [ 13 ]. President George W. Bush, in the State of the Union 
address in January 2004, announced, “By computerizing health records, we can 
avoid dangerous medical mistakes, reduce costs, and improve care. To protect the 
doctor patient relationship and keep good doctors doing good work; we must elimi-
nate wasteful and frivolous medical lawsuits” [ 4 ], the goal being to provide every 
citizen in the US with a personal electronic medical record. The intensity of that 
effort was accelerated by President Obama in February of 2009 when he signed into 
law the American Restoration and Recovery Act and Health Information Technology 
for Economic and Clinical Health (HITECH) Act, which provided fi nancial and 
technical assistance to practices implementing an EHR [ 2 ]. 

 Since then, there has been a signifi cant, if not dramatic, change in the develop-
ment and implementation of electronic health records. For many years there was a 
mounting frustration for healthcare workers dealing with a paper-centric world 
while many other industries had learned to function effi ciently and effectively in an 
electronic environment. This only heightened the desire for a modernized approach 
for complete patient management within a software application. 

 In the 1980s and early 1990s, the business tools used in physicians’ offi ces on a 
daily basis had become highly sophisticated, but our patient clinical documentation 
lagged behind and still was still paper-based. Some physicians began to embrace 
some basic forms of electronic document capture for direct patient care. It became 
obvious to many that expanding to a more sophisticated system that allowed the 
clinical side of the practice to be as effective as the practice management was desir-
able. But most clinicians had concerns as to how an EHR was going to capture all 
the details of a highly variable patient documentation environment. 

 As physicians became more exposed to other industries that were embracing 
internet based applications, they were developing an increased interest in having 
similar applications in clinical medicine. The securities and banking world led the 
way towards web browser-based applications; the world of clinical medicine, how-
ever, was lacking that ability to modernize for a variety of reasons. So, the idea of 
having an internet accessible application where the practice records, both fi nancial 
and clinical, were housed at a remote server and therefore out of the direct control 
of the practice was concerning for physicians and administrators. This was new for 
practices and initially a major concern because the practice would literally come to 
a standstill if the access stopped. Additionally, all the practice data were in the 
hands of someone else, which left physicians very uncomfortable. However, as 
more practices became comfortable with companies that offered remote applica-
tions, the resistance was been much less. Currently, the trend is towards a distribu-
tive network of servers or Cloud technology. If those other business institutions 
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could effectively deal with the security and privacy issues, then it seemed reason-
able for healthcare to be able to do the same. 

 But to achieve a highly usable EHR application within a practice, a major basic 
need is having an IT workforce that understood medical practice workfl ow and 
requirements. How to get the EHR application at the point of care without interfer-
ing with the delivery of care was paramount. Early on, the networking and wireless 
capabilities were very limited and the cost in many ways was especially challenging 
for smaller practices. For some small practices, it was just cost-prohibitive to imple-
ment an EHR. 

 With the introduction of tablets and portable laptops, many practices saw the 
advantages of these tools. But these devices were bulky and heavy with a short bat-
tery life, which made them a challenge to use at the point of care. Also, their func-
tion was compromised by generally poor wireless connections within the physical 
plant of a practice. Many traditional paper-based practices had a physical layout that 
was not conducive to good wireless communications or having adequate workspace 
for the larger desktop computers near the exam rooms. Even when hard wired to 
their internet service, the internet service provider (ISP) were not reliable, requiring 
practices to invest in a higher-speed, more expensive T1 connection. 

 In addition, the software was primarily designed for desktop PC use, so having a 
smaller-form tablet caused more usability issues. Issues like font size, scalability 
and page loading over the wireless caused many users to become frustrated. So early 
on, only the committed, tech-savvy users embraced the new world of EHRs. Despite 
frustrations, these early adopters saw the advantages of the electronic health record. 

 Additionally, regulatory elements such as Health Insurance Portability and 
Accountability Act (HIPAA) were and continue to be a signifi cant force in how an 
EHR potentially handles privacy and security in the protection of personal health 
information. And above all, patient safety is paramount in the EHR world – we need 
to protect, validate and act on reliable medical information to provide the utmost in 
patient care. 

 As a physician, my natural focus within my practice was to fi nd an effi cient 
workfl ow to handle the needs of my patients and at the same time provide a usable, 
functional document for my patient visits. Documentation requirements and needs 
have exploded over the last few decades. Initially the main focus of a clinical docu-
ment was to provide a “note” for future reference about the patient’s condition. But 
we all know this has been expanded to deal with coding and billing needs as well as 
medicolegal needs and payer audits. And now, there is an increased need for dis-
crete data for Meaningful Use and other quality analytics. So the physician in the 
trenches fi nds himself and his staff documenting a variety of things that are not 
considered germane to the care of the patient. 

 My, and many of my colleagues’, criticism of the early experience with an EHR 
has been that the technology did not allow me to be as effi cient as I thought I was in 
the paper world. It has been hard for clinicians to straddle the proverbial EHR fence 
when adopting an EHR, still having one foot in the paper world and one foot in new 
the EHR world. EHRs seemed restrictive and infl exible when it came to the demands 
within a clinical practice. So the challenge seemed to be that an EHR had to have the 
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same fl exibility as a paper record. That seemed reasonable until one realized that paper 
records had their own challenges in that not only were they bulky and disorganized, 
but only one person could have access to them at a time. Additionally, they often got 
misplaced, took up signifi cant space and had to be maintained for at least 10 years by 
law, and there was a high paper/resource cost to “open” a chart on a new patient. 

 Despite the general frustration with EHRs over the years, many clinicians, when 
asked, would not return to paper. As of 2013 according to a National Center for 
Health Statistics (NCHS) Data Brief [ 8 ], nearly 80 % of physician practices in the 
US had at least a basic EHR. Acute care hospitals by 2013 have a 59 % adoption rate 
of a basic EHR, with 94 % being a certifi ed EHR, according to an Offi ce of the 
National Coordinator (ONC) Data Brief in May, 2014 [ 5 ]. 

 The goal of this chapter is to explain how the components of an EHR interact to 
impact usability and how they have changed over time. As with most changes that 
occur within an industry, demand, regulations, law, and technology drive the inno-
vation and improvements. No user wants to use, and no vendor wants to design and 
build, an unusable product. The over-arching desire is to have a fully functional 
EHR that incorporates the features needed to join the patient and providers in a 
comprehensive care record.  

3.2     The Journey Up Until Now 

 So, how has usability been impacted over the years? There are multiple forces 
impacting the world of EHRs. Reviewing the developmental history of electronic 
medical records over the previous two to three decades gives us a better understand-
ing of the complexity of the topic of usability. 

 When EHRs, formerly known as EMRs (electronic medical records) and before 
then, CPRs (computerized patient records), started gaining popularity in the early 
1990s, their focus was obviously much more rudimentary than it is now. Practice 
management (PM) systems had existed for approximately a decade and fi lled a sig-
nifi cant need for most ambulatory practices. The PM applications were growing in 
sophistication with the enhanced requirements for billing and claims management. 
The realization that the clinical side of practice was still in a paper world provided 
a strange dichotomy as the clinicians became more knowledgeable about 
computers. 

 The challenge has always been based on the argument that it is hard to capture 
the amount of variability within a clinical visit in an electronic format. However, at 
the same time, many ambulatory practitioners used some types of forms to capture 
information, and others dictated their visit encounters. As I took a more critical 
view of this argument, I began to realize there were many things I did in my practice 
that were very repetitive on a daily basis. When conditions such as the Flu or sinus-
itis, gallstones or a routine health visit are the concern, then a narrative can easily be 
repeated with relatively little variation from the previous patient with the same 
issue. This situation lends itself nicely to having a symptom- or diagnosis-based 
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template to easily compile the patients’ medical history information and their cur-
rent complaints along with a standard set of orders and instructions for that patient. 
However, for a certain percentage of patient visits, depending on the specialty, an 
argument can be made that there are situations in which a more detailed and com-
plex narrative is needed to capture the nuances of the patient’s problems. Many 
clinicians still used commercial or self-made forms, or used a set of dictation tem-
plates that their transcriptionists inserted into the documentation. Despite the docu-
mentation purists in the medical world, a ubiquitous statement in medical training 
was “common things happen commonly, so when you hear hoof beats, don’t always 
think of zebras.” Using this argument, many EHRs have focused on some type of 
template-based application for the clinical side. Build a system that allows common 
frequent tasks to be performed effectively and effi ciently, but leave enough fl exibil-
ity for the exceptions in documentation and workfl ow. 

 In the paper world, trying to get information out of the collective set of medical 
records in a practice was a signifi cant, laborious challenge. Individual records had 
to be “pulled,” then meticulously reviewed and the expectant data elements com-
piled in order to get a view of a group of patients. So most physicians only had a 
supposition of how they effectively practice on a population basis. How did their 
management of a diabetic patient compare to that of their peers? With an EHR, now 
clinicians have the ability to understand practice patterns and treatment of a popula-
tion of patients. Population health management now becomes more likely in the 
EHR world. 

 More physicians could see the advantage of making the clinic side as effi cient as 
the practice side had become. A good example of this was when a drug named 
Vioxx by Merck became available in May, 1999, a non-steroidal anti-infl amatory 
drug, Vioxx became a very popular prescription for patients with discomfort from 
musculo-skeletal problems, such as arthritis. There were studies, such as VIGOR, 
that raised concerns about the increased incidence of heart attacks and deaths 
directly related to the drug [ 10 ]. Greener stated that there were an estimated 88,000 
heart attacks and 33,000 deaths from Vioxx [ 6 ]. Using this example, if more physi-
cians were able to compile their information, perhaps the fact that Vioxx was a 
dangerous drug could have been verifi ed earlier. In a paper-based practice, the phy-
sicians had no clear understanding of which patients were on this drug. Someone 
within the practice would have had to literally look through each patient’s paper 
record to identify and verify whether the patient had received Vioxx. Now in an 
EHR, a report can quickly be run on those patients. This feature alone has without 
a doubt improved patient safety. This example only illustrates the usefulness of 
being able to extract valuable information out of an EHR; the challenge is still the 
inputting of data into a system. But this will slowly resolve as more systems are 
interoperable through the sharing of discrete codifi ed data. 

 Additionally, outside of the offi ce or clinic, there was no access to patient infor-
mation. So, many decisions when dealing with a patient afterhours were made by 
memory or inadequate feedback from the patient or a relative. This was especially 
true when one was covering for a large number of colleagues and had never met or 
cared for the patients previously. Certain physicians, such as obstetricians, were 
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forced to have paper charts available for their near-term pregnant patients at the 
hospital’s labor and delivery department. The potential of losing the charts or hav-
ing them compromised in some way was real. 

 With more discrete data being accumulated, there is a perception, if not a demand 
from outside agencies that these data should be readily accessible to them. This has 
put an increasing demand on clinicians and staff to record even larger amounts of 
data that may not directly impact or improve patient care. The incentive payments 
vortex draws practices and physicians into an ever increasing requirement for 
advanced reporting. Grant-based programs, such as Federally Qualifi ed Health Care 
(FQCH) clinics and Community Health Clinics (CHC), add another layer of demo-
graphic data collection and reporting that is usually not part of most practices’ infor-
mation needs. Unfortunately, there may be an unrealistic expectation that the 
potential availability of all these data implies some level of clinical effectiveness. 
So, are EHRs more uniformly able to provide clinically relevant data with which to 
accurately assess the effectiveness of treatment of a patient and the level of compe-
tence of medical staffs? 

 PM systems became the fi rst obvious step on practices’ electronic journeys. There 
were many data points to capture regarding demographics, insurance plan details, 
scheduling, coding and billing for claims. Electronic claims fi ling requirements made 
an electronic PM system mandatory for practices while the clinical side still maintained 
a paper record, but we still had PM needs within the paper record also. To the casual 
observer, it was apparent that there were two worlds in the ambulatory practices. 

 For the most part, employees in the front offi ce were stationary and could easily 
use a desktop computer to effectively do their work. However, the clinical staffs 
were constantly on the move between exam and procedure rooms. They needed 
mobility in the computer systems that just wasn’t available at that time. Additionally, 
there were external elements in our world: payers, legal, hospitals, medical consul-
tants and regulatory agencies still needed or required a paper document. 
Communication among medical environments was all paper-based, with mail and 
fax as the only electronic link. 

 Early EMRs were focusing on documenting the visit. But it became obvious 
early that a computer could perform additional functions such as Evaluation and 
Management (E&M) coding and alerts/reminders. So within a short time it became 
obvious that there are multiple other needs within a clinical setting that a computer 
could facilitate. At the same time, hospitals were exposed to a variety of systems 
that allowed electronic capture of information in various departments. Inventory 
control was the principal need, followed by pharmacy needs and laboratory as well 
as clinical documentation needs. Once the hospitals entered into the era of comput-
erized physician order entry (CPOE), the demands on the IT infrastructure increased 
as a result of patient care needs and safety. All of us who lived through those transi-
tions remember the challenge of CPOE. What now came to the forefront was the 
development of IT shops within the acute care situations. Hospitals, as they added 
more modules to their software, were requiring more sophisticated IT staffs. 
However, in the ambulatory environment, there was a paucity of local IT companies 
that could help practices with their computer and network needs. 
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 As the IT infrastructure moved from individual PCs to a local network, there 
became an added level of expertise that many practices did not have or did not want 
to develop. Many locales around the country did not have expertise in the surround-
ing vicinity to assist the practices in establishing a good IT strategy. 

 Wireless (Wi-Fi) standardization started in 1997 with the IEEE (Institute of 
Electrical and Electronics Engineers) version 802.11. The most common version 
was 802.11b, but it had limited use in clinics because bandwidth was small, so most 
EHR applications required more bandwidth to be useful. However, several upgraded 
versions were needed to get to the level at which the EHR requirements could be 
handled. Wireless technology started to provide the mobility and, along with the 
development of tablets, gave the clinician staff some workfl ow fl exibility. With 
improving communications speeds and more convenient mobile devices, there was 
more interest in EHR adoption. 

 Another important need was to be able to visualize radiographic imaging outside 
of the radiology suite and within the ambulatory clinic. DICOM (Digital Imaging 
and Communications in Medicine) and PACS (Picture Archiving and Communication 
System) systems were developed and provided a signifi cant advantage in handling 
patients’ radiographic imaging. This opened the door to telemedicine, whereby 
radiologists could be in remote locations from where the imaging was performed 
and still render a specialist interpretation. Now, other areas are expanding in the 
telemedicine fi eld, with online consultations with peers as well as commercial ven-
tures in providing online medical consultation to consumers. 

 As most of our world has become very mobile, the demand for increased mobil-
ity in the medical world has developed. For the most part, most of the legacy EHR 
software was not web browser-type technology. There was a signifi cant reliance on 
Remote Desk Top (RDP) for connecting clinic sites remote from the main offi ce or 
for use by clinicians at home while on call; this was mostly a PC-based, DOS to VB 
script-type software development, which was not as compatible with the mobile 
environment that users wanted. There are many factors at play at this point in the 
journey. The rudimentary networks; weak, evolving wireless networks; and early 
browser-based software with early tablet hardware all had an impact on the user’s 
experience. 

 Most of the practice management systems in early 1980s were DOS-based with 
a slow evolution to Windows-based technology. When my company approached the 
problem in the early 2000s, we were dealing with early browser-based functionality. 
It had many of the looks of a typical Internet application of the time, but lacked a lot 
of the functionality that Windows products were able to deliver. Users were becom-
ing more comfortable with surfi ng the internet but still wanted some of the Window 
functionality. 

 It became obvious to some of us as vendors that a browser-based approach was 
able to provide an effective solution for the future with increased mobility to the 
user and increased fl exibility to the practices. As more upgraded versions of 
Hypertext Markup Language (HTML) became available, the enhancements of capa-
bilities increased dramatically for application. Today, many EHR applications are 
HTML-based, with more becoming Cloud- focused. With a more cloud-based 
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approach, updating applications becomes much more reasonable and timely. With 
less dependence on a Thick Client-based application, the hardware infrastructure 
for a practice becomes much more cost-effective and more fl exible in the type of 
form factors that are available for a user. So it becomes much easier for smaller 
practices to keep current with the most recent version and features of their EHR 
product. 

 When looking at the path of the journey of usability over the course of the matura-
tion of the EHR, there should be an appreciation of the multifactorial impact on the 
EHR development. Perhaps a train analogy would be representative of this. As the 
engine and caboose starts off, multiple cars get added, such as the Certifi cation 
Commission for Healthcare Information Technology (CCHIT) certifi cation, eRx, 
patient portal, claims eligibility, alerts and reminders, quality reporting, Meaningful 
Use (MU) reporting, etc. The vendors fi nd themselves constantly trying to add a 
more powerful engine to pull the weight of all these “cars” so we can deliver every-
thing in an effi cient, timely fashion. In short, we want to build an application that is 
as perfect as can be, in which a caregiver can deliver medical care to the patient with 
the utmost effi ciency and effectiveness and with the most value at the least cost to the 
payer.  

3.3     The Hardware/Communications 

 The continued challenge for EHR vendors with a variety of hardware options is that 
the program have the ability to scale to size as well as deal with different device 
operating systems. With the different form factors increasingly available to the end- 
user comes the challenge for the user to fi nd the appropriate use for their device in 
the current setting. Trying to use a smart phone inside a clinic when you would be 
looking up the results, or reading documentation or relying on point and click func-
tionality is very diffi cult. However at the same time, the increasing capacities and 
changing size options constantly impact how vendors and users are expecting to use 
the device and EHR application in different environments. Improved speech tech-
nology is making voice documentation of a patient document much more effective. 
The smart phone’s best use appears to be outside the clinic for limited functions 
such as coding visits for rounds in the hospital, dictating messages for the staff or 
memos for the chart, or eRx prescribing. 

 Basically there are four options for putting clinical information into an EHR – 
typing, handwriting recognition, point-and-click and dictation via speech recogni-
tion or transcription. Since many clinicians over the years have used dictation, there 
is an interest in continuing that for speed and capturing the essence of the patient 
encounter. The challenge with speech recognition over the years has been that it is 
purely speech-to-text. When the speech was translated to text, the computer systems 
could only store as text. When there is a need for discrete data, text alone is not a 
viable option. The text must be processed through a Natural Language Processing 
(NLP) engine. This is a reasonable option when the data can be obtained after the 
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fact, for instance when looking at a large number of documents and searching for 
certain textual elements. 

 The challenge is using speech recognition, and then having it run through a 
speech-understanding engine to produce an Extensible Markup Language (XML) 
document, which can be processed by different engines for evaluation and manage-
ment (E&M) coding and alerts and reminders. M*Modal’s speech recognition tech-
nology [ 7 ] allows speech to be rendered as a text document, but also with a CDA/
XML document in the background. This functionality can make signifi cant impact 
on future EHR functionally with regards to discrete data. Then a clinician can focus 
on the patient’s management. The documentation is created by importing historical 
medical information and dictating the elements of the visit that are specifi c to the 
patient’s complaint, compiling this into a readable document; and exporting compo-
nents of the document to the super bill, laboratory test orders, prescriptions, corre-
spondence and as responses to alerts and reminders. This will signifi cantly enhance 
the usability of EHRs and the discrete data capture for clinical analytics. 

 Now with RFID (radio frequency identifi cation), Bluetooth and Near Field 
Communication (NFC), device-to- device interoperability is becoming an emerging 
area in medicine. Passing medical information between devices when a patient pres-
ents to a physician’s offi ce or hospital and pulling that information into a practice 
EHR would be of great value in keeping medical records current and portable. 

 Even with the most current hardware capabilities within the clinic, network 
design, internet speeds, wireless speed and connectivity add another layer to the 
usability challenge. Wireless devices within the ambulatory space require excellent 
connectivity to avoid loss of critical information. Wireless routers have markedly 
improved over the last decade, but the demand for handling higher speeds and more 
bandwidth is also growing. Also, cell phone carriers are often hampered by the 
volume of local calls in high peak times as well as user access to cell connections. 
There is a movement in some areas of the country to allow the higher cellular band-
width emergency frequencies to be open for medical use. This comes at a time when 
more sophisticated home healthcare is being provided with demands to have an 
always-on connection through which to access images and lab results when Wi-Fi 
connections are not feasible or available. 

 In the hardware world, specifi cally in the hand-held devices, the rapid design and 
functional changes over recent years have been aggressive. New and faster tablet 
designs are providing greater usability options for the mobile user. Much of this 
change has come out of the environment of human factor design and ergonomics. 
The computer hardware world deals with ergonomics in a very obvious way. The 
human-computer interface makes a huge difference in the comfort and acceptance 
of a user. This obviously extends to the software application used on the device. 

 So, the reality is that future medical practices will be limited by a variety of ele-
ments such as devices, connectivity, security, software and input issues. Although 
adoption of an EHR has been hindered at times as a result of these limitations, medi-
cine has continued to move forward with EHRs. When there is a fundamental 
change in a well-embedded process, such as there is in medicine, there will be defi -
nite challenges of adoption and utilization.  
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3.4     Software Development 

 EHR vendors have had signifi cant challenges in this area. With the last 20–30 years 
the advancement of software programs has been tremendous. As new vendors enter 
the EHR world utilizing the newest software languages, the older applications are 
challenged to keep their relevance with respect to design and look. Vendors have 
faced real challenges in dealing with rapidly changing software languages. Moving 
from client-based to browser-based software as well as cloud-based options has 
kept the industry on its toes. At the same time, hospitals and practices have been at 
the mercy of the vendors’ capabilities to update their software. There are well-
known applications based on MUMPS software developed out of Massachusetts 
General Hospital (MGH) in the mid 1960s that have been popular and are still 
effective. However, more user-friendly and modern designs are gaining strength 
and popularity. 

 Web browser maturity has opened up the EHR environment to move from 
the premise based, older code-based systems to a cloud-based, internet-con-
nected environment. With this option comes concern over protection of PHI 
(patient health information) and basic security issues as a whole. More and 
more experience to date with cloud technology has decreased the privacy and 
security concerns regarding electronic health records, but hasn’t completely 
eliminated the concern. As Microsoft became more dominant in the software 
world, VBScript became a more commonplace code base for healthcare 
applications. 

 Applications that can take advantage of Application Program Interfaces (APIs) 
are showing up on the radar in greater numbers. This expands EHR vendors’ capa-
bilities by opening up the environment for development compatible focused appli-
cations by others that can connect with the parent EHR and share information in a 
bi-directional way. This way, the primary application can control and certify the 
applications to be included in a software marketplace to fi t the need of the users. 
The best of breed of these applications rise to the top in popularity, similarly to the 
way the Apple or Google stores function. 

 The extension of the API approach improves interoperability between EHR 
applications, which is a signifi cant need in dealing with patient’s medical informa-
tion and portability. Interoperability has been a signifi cant obstacle, and several 
approaches have been tried, including health information exchange (HIE) and health 
internet service provider (HISP). The Agency for Healthcare Research and Quality 
(AHRQ) at HHS had contracted with a group of scientists, the JASON group, which 
published a report in April 2014 entitled “ A Robust Health Data Infrastructure ” – 
commonly called the JASON report – with a revision November, 2014 [ 1 ]. 

 In conjunction with the software coding world is another component related to 
effective use of the application. An area that has developed over the years is the 
environment of human factor design and ergonomics.  
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3.5     Usability 

   What is Usability? 
 Usability is the effectiveness, effi ciency and satisfaction with which specifi c users can 

achieve a specifi c set of tasks in a particular environment. [ 11 ] 

   Usability has been a major issue in the EHR industry, with opinions on the topic 
being varied. In reality, this is no different than with any software application. Many 
EHR users in various roles have felt that many applications have failed to achieve 
the goal of a highly intuitive application that a physician and staff can implement 
and use to achieve the highest usability in the shortest time frame. This goes for both 
inpatient and ambulatory applications. There are so many different types of users 
with varying capabilities, training, and needs and expectations using EHRs, it is no 
wonder at this point in EHR development history that a complex application fails to 
achieve the ultimate usability goal. Regardless of whether it is a pure inpatient or an 
ambulatory application, or a combination of both, there are just too many variables 
involved in the pursuit of a “perfectly usable EHR.” Despite this environment, the 
user expects a highly usable application that works on any device, anywhere at any 
time with the highest speed. This is a highly desirable goal, however it is impractical 
in common practice environments of the day. 

 When you look at the variety of medical and surgical specialties, as well as allied 
health specialties, there are an overwhelming number of workfl ows needed, not 
counting the different medical environments such as acute care hospitals, nursing 
homes, hospice, ambulatory surgical centers, clinics and more. The workfl ows can 
be highly variable, even within the same practice. So when EHR designers are 
working on a particular feature, for instance ePrescribing, there can be some real 
consistency obtained because the workfl ow is generally similar for most physicians 
writing for medications. However, when looking a feature like Tasking, there is 
such variability in how clinics handle passing information/tasks to each other that it 
becomes a huge challenge to design a facile feature that works well for everyone 
who touches it. 

 In product design, sometimes there are options in the application for a less rigid 
workfl ow, allowing some short cuts or alternate paths toward the same end. But at 
the same time, patient safety concerns or possible quality reporting concerns may 
very rigidly require a single path to completion of a task. In the transition to an EHR 
for seasoned physicians and other healthcare workers, the restrictions are often con-
sidered a feature of poor usability. To the EHR vendor, there is a lack of consensus 
on the workfl ow and necessary elements needed within the feature for it to be an 
effective tool. 

 To understand usability from the vendors’ perspective, you need to take into 
account the process of software development in the healthcare space. The vast 
majority of EHR companies started as small, agile development shops on a mission 
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to build an application that would interface with a practice management application, 
generally built by another company. Many times, the clinical expertise had great 
intentions in providing subject matter expertise, but often there was some 
 misinterpretation of the needs or workfl ow requirements. Then, more features were 
added as the demands and needs from the user community grew. 

 Practically, there is no uniform industry standard tool that the product team could 
run the application through that gave them feedback on usability. Because of this, 
most companies relied on the user stories to develop an application and UAT (User 
Acceptance Testing). The UAT generally came once the application feature was 
nearly complete. Experienced users, for the most part, would be asked to perform 
defi ned test-case scenarios primarily to fl ush out bugs in the application. This process 
at times would expose a suboptimal, but acceptable workfl ow in the users’ hands. The 
goal of UAT was to fi x bugs and get the applications into general release, and not 
necessarily to change the workfl ow, especially if it markedly impacted the release 
date. Unfortunately, with the best of intentions, more issues were often identifi ed 
once the application came into general release, when many more different types of 
users started working the application in different clinical situations. Perhaps nowhere 
has this been more obvious than in the compressed stages of Meaningful Use. Again, 
usability is impacted and distracts from the user’s experience with the application. 

 In 2009, the AHRQ published a monograph on “Electronic Health Record 
Usability: Interface Design Considerations” [ 3 ]. Their concerns about EHR adop-
tion were in part focused on usability and informational design issues. Perhaps at 
the time of the publication, a challenge for EHR designers and developers was the 
lack of effective usability tools for testing as well as the inexperience of the industry 
in understanding workfl ows in both hospitals and clinics. Personal experience in 
this area only highlighted a translational gap between the development team and the 
clinicians. Often a feature or need that I thought was effectively relayed to the devel-
opment team was misconstrued and potentially became an ineffective workfl ow. 
Other times, different teams worked on components of a complex workfl ow that 
when merged together became an awkward process. 

 In many of the earlier EHR products, the resources for the master design and archi-
tecture of a product just weren’t available. Some of the products included both prac-
tice management and clinical (EHR) either as an interfaced or an integrated application. 
The original scope of the earlier EHR systems was primarily focused on documenta-
tion. The overall product development mindset was that of build-as- you-need-it or 
build-as-requested. Soon the EHR took on increased complexity because practices 
started to appreciate the level of integration and sophistication of features and capa-
bilities they wanted. This soon led to many vendors having backlogs of customer-
desired features. When you add the interest by the EHR user world, the governmental 
agencies of Centers for Medicare and Medicaid (CMS) and ONC, requirements-based 
groups like SureScripts and First Data Bank (FDB), and the ancillary interest groups 
such as Institute of Medicine (IOM), NQF and others, the demands for features and 
requirements on the EHR vendors becomes immense. The noise, so to speak, of the 
demands from so many different users, practice types and outside partnered vendors 
added many layers of complexity to an EHR that could not help but impact usability. 
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 There has been no major formula for usability in the EHR industry. As the com-
plexity and the sophistication of needs increased along with expansion of features 
to include patient-centric needs, the usability issues have increased with EHRs. 
Vendors on their own have dealt with trying to improve their usability with staffs 
that are designers, focus-user groups and general feedback from their users. But 
again, challenges surrounding feature priorities and regulatory demands often push 
some of the little usability items to the back of the line. 

 When EHRs were increasing in numbers, there were two issues starting to play 
out. First, each vendor was developing their approach to the EHR environment, 
therefore there was an inconsistency between the features and functions. Second, 
trying to interact with each other or with a common third party such as clinical labo-
ratories was a challenge for vendors owing to a lack of standards. Since the federal 
government had a vested interest in promoting EHRs, there was move to help 
develop standards and certifi cations. 

 CCHIT became active as an organization granted by the ONC. More than 250 
volunteers provided expertise in setting up the requirements for an EHR. The goal 
was to set up minimal standards for an EHR; subsequently, a certifi cation process 
was set in place for vendors to obtain. In the early phases, usability was left to the 
design of the EHR vendor. Towards the end of CCHIT certifi cation era, a usability 
score was given to applications that went through the process. Although this was a 
reasonable fi rst step towards trying to emphasize usability, it really did not have an 
impact. 

 Additionally, The Healthcare Information Technology Standards Panel (HITSP) 
[ 9 ], a private and public collaborative, was formed to develop and harmonize stan-
dards for sharing information in the healthcare ecosystem, and was disbanded in 
April, 2010. Its areas of interest covered a wide range of the interoperability needs 
for EHR. These recommendations covered the information-handling requirements 
of all types of stakeholders. Again, this was all reasonable, but expanded the scope 
and requirements for an EHR. 

 The mission is to not to delve deeply into the science of usability, as far as spe-
cifi c testing modalities, but to give a broad understanding of all the components that 
impact the usability of an EHR. The areas of heuristic evaluations, UAT-User accep-
tance testing, cognitive walkthroughs and other modalities are well documented 
elsewhere along with the challenges in their utilization in the EHR industry. 

 The next phase of usability focus came with the Strategic IT Advanced Research 
Projects (SHARP) grants funding by ARRA and administered by the ONC. Fifteen mil-
lion dollars in grants in four specifi c domains were awarded, one SHARP-C was Patient-
Centered Cognitive Support, focus in areas of Clinical Decision Support and Usability 
centered at the University of Texas-Houston in the National Center for Cognitive 
Informatics and Decision Making in Healthcare, headed by Jaijie Zhang, PhD. 

 Some of the focus of the grant was on work by Dr. Zhang and his team of 
researchers from numerous universities in a usability lab, along with the develop-
ment of tools for EHRs to run testing on while in development. Efforts by vendors 
have always had usability as a major emphasis, but many challenges have compli-
cated these efforts over time. 
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 There are a variety of options for usability testing. In recent years, more defi ni-
tive work has been done in a variety of academic labs with a focus on how to auto-
mate testing. Traditionally, in the EHR realm, the focus was on an internal review of 
usability, perhaps followed by focused user testing moving on to Beta testing. A 
challenge for vendors has been the impossibility of testing in all of the varied envi-
ronments available to users, whether thick client, thin client, multi-tenet, third party 
hosting, RDP or Citrix, to name a few. Many companies have tried to limit the envi-
ronment to one, such as a hosted solution, but then there are challenges there. 
Usually it is the connection of devices that has posed the problem, most commonly 
scanners and printers but also clinical devices such as ECG and lab devices. 

 An enhanced usability lab was available to focus on workfl ow designs for enhanced 
usability in both acute care and ambulatory environments. Over the course of the proj-
ect, software tools were developed specifi cally to help in measuring and improving 
usability, and are now available for the EHR vendor community. The TURF (Toward a 
Unifi ed Framework) Project project was an approach to develop EHR usability guide-
lines and standards [ 14 ]. From this project, an application is now available for compari-
son testing of workfl ows within an EHR. 

 Most vendors of sophisticated, complex software applications would probably 
agree that usability is always a challenge. Limitations in the native software coding 
environment, forms factors, and operating systems, to name a few, restrict options 
and workfl ow design. 

 Don Norman, PhD, has been a prominent force in the world of design. His user- 
centered design concept has had a major impact on a variety of products and indus-
try. He played a prominent role on the SHARP-C advisory panel. His books,  The 
Design for Everyday Things  and  The Invisible Computer  have been a model for any 
designer in all types of disciplines and fi elds. The tendency in many software com-
panies is to focus more on the development side and less on the design side when it 
comes to usability constraints. The lack of an overall design methodology often 
leads to less than optimal usability features. 

 Trying to wrap your hands around the usability needs of an EHR user can be 
very challenging. Often users tend to focus on a very particular action within an 
EHR that is causing them angst in their daily use. When you combine this com-
plaint with those of other users, you may see a signifi cant variance in the issues and 
how users prioritize them. An action’s role within a practice as well as the fre-
quency of its use also has an impact. Sometimes usability issues center around a 
rarely used feature that nevertheless plays a signifi cant role in the workfl ow and or 
patient safety. 

 EHR vendors certainly focus on their users’ needs for features and usability. It’s 
the challenge that comes with the turf and has its ups and downs for all EHR com-
panies. But the real issue when thinking about usability is that it is a process that 
occurs over time. We tend to focus on a specifi c action, but it really is a process. As 
a feature is enhanced or matured, there are changes that can make it more usable. 
Usability at times is like looking at a piece of art – the person looking at it can tell 
you that its good or bad, but there tends to be a spectrum from good to bad. Often 
the vendor leaves certain features at a state or stage that needs further work. The 
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minimal requirements are in place, but a more mature design or added components 
can make the feature much more usable to the end user. 

 Perhaps one thing that may not come into view in the usability spectrum is training. 
As with any commercial software application, especially a complex EHR application, 
whether hospital or ambulatory, the users must have a clear understanding of the appli-
cation and the feature that takes them through an effective workfl ow. When an experi-
enced practice or clinical worker begins his or her exposure to a new EHR application, 
the issue is not his or her business or clinical capabilities. The issue is his or her will-
ingness to learn a new system. It is easy to criticize a system which forces a user into 
a workfl ow that is different from what they are used to, particularly in a practice com-
ing from a paper-based system. Many practices have not clearly documented their 
workfl ows, so often there is noticeable disagreement within the business or clinical 
areas as to how they can do “best practice” on a certain task, whether it be something 
like scheduling on the practice side or perhaps clinical tasking on the clinical side. So, 
when the implementation starts with an EHR, the trainers may have a challenge in 
getting the users on the same page for a particular feature. The practices that manage 
the change effectively become much more successful in their implementation. 

3.5.1     Change Management 

 The one area involving the human factor that impacts all of us in our daily lives, and 
certainly has become a huge factor in implementing an EHR effectively, is change 
management. If we lived in a perfect practice world with an EHR application beyond 
reproach, clinicians as well as staff would still have to deal with change effectively, 
inside and outside of the practice walls. 

 When you are introducing a sophisticated application into an active practice, a 
couple of important points become very apparent early. First and foremost, how 
effective is the practice leadership in guiding their team through the change? Have 
they engaged the team in the necessary training and preparation well before “go- 
live” to ensure as successful an implementation as possible? There have been vari-
ous vendor options for training both in the mechanisms of training, such as 
web-based, on-site, on-page training, off-site and conference type, as well as cost 
and mixtures of training. This only means that there is not a perfect way to train a 
user that sticks for every user. 

 Much has been written and discussed over the years about change management 
in different environments, but I would argue that the medical world, which is very 
experienced with change, is not as accepting or prepared for effective change. The 
resistance to change can be signifi cant when egos, ownership and attitude come into 
play. In part, it could come from the attitude that anything to do with treating patients, 
such as a new medication regime or a procedure, is reasonable to learn about, but if 
it involves the business of medicine, then it is best left up to the staff to fi gure out. 

 Basic human nature has a signifi cant impact on the success of an EHR imple-
mentation. Inquisitiveness and fl exibility and an eagerness to learn, regardless of the 
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type of user, have a huge impact. But this is no different than in other situations, like 
sports teams. When practices focus on success through effective leadership, it will 
follow – especially in implementation. 

 Being part of the vendor world now, I became aware of this when two practices 
of the same specialty, in nearby locations with similar provider and staff numbers, 
went “live” on an application in the same week. They had on-site training by two 
experienced trainers. However, they had two different outcomes: one had embraced 
the change and prepared effectively and became very self-suffi cient in a short time, 
while the other practice struggled and took much longer and felt that their experi-
ence was not good. Regardless of an EHR vendor’s efforts in their design of the 
application features, users within a practice still require adequate training and sig-
nifi cant understanding of their roles and tasks to get the most out of an application. 
Practice users must understand that there is a continuum of learning for an EHR 
because requirements change and features are added or enhanced all the time. 
Vendors have learned that once practices are on-boarded to an application, it’s a 
must that they maintain the most current upgrade, because being orphaned on a ver-
sion or not keeping up with the new features just handicaps the practice in so many 
ways. 

 This perspective on usability may be getting a little beyond what most readers 
would consider when speaking of usability, but it is worth mentioning. Practices, as 
well as any vendor in the EHR space, face this challenge. Change is inevitable, so 
how we handle it does impact usability in many ways. Usability in its purist sense 
may be at the atomic level, concerning the location of an icon, the color of a section 
of a page, or how to make a choice by point and click. I would argue that usability 
is so much broader, and involves so many things that impact the user’s experience. 

 Change management is a challenge for vendors also, so the point is that it impacts 
whether the end user can effectively use the application in a meaningful way. 
Awareness of change is a major concern in developing an application and training 
its users successfully.  

3.5.2     Challenges and Destination 

 So far the discussion has included the expected issues in any software application 
development with some particular needs and requirements within the healthcare 
space. The most challenging and somewhat unpredictable are the external forces that 
play an instrumental role in the impact on the doctor-patient relationship, for exam-
ple the Social Security Act of 1965, two amendments to which launched Medicare 
and Medicaid and brought the government into the mixture as a payer. As medicine 
expanded its capabilities in providing more sophisticated treatments and procedures 
through the next decades, it also caused an increase in the cost of care. Obviously, 
the advancement of medicine prolongs the wellness and the health of the patient 
population. We are touching on this to highlight the challenge of addressing the 
needs in a software application of all three groups – patients, caregivers and payers. 
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 The shift of fee-for-service model to a value-based model is certainly gaining 
momentum as the payers start rewarding caregivers for delivery of quality care to 
the patient. Pulling the providers together as a care team, as in Patient Centered 
Medical Home (PCMH) and Accountable Care Organization (ACO) model, or ear-
lier quality data gathering programs like Provider Quality Reporting Initiative 
(PQRI) and Provider Quality Reporting System (PQRS) or the Comprehensive 
Primary Care Initiative (CPCI), are all attempts to communicate between the care-
givers for the betterment of the patient. What this means for vendors is that a signifi -
cant amount of resources, expertise and time is spent trying to stay ahead of the 
curve on the programs and requirements mandated by the payers. Often they are in 
confl ict to the types of information they want. This impacts usability in two ways; 
fi rst, it often changes the priority of projects that the vendor wants to include or 
modify in the application to enhance usability, and secondly, the requirements may 
require a redesign, re-factoring to potentially accommodate a small segment of 
caregivers. 

 The healthcare IT space has ballooned with a host of specialty applications that 
provide a specifi c need for the practice. So, as most of the major EHR vendors focus 
on core required and needed functionality, there are ancillary needs that may start 
off as a “nice to have,” but may become “must have.” Looking back, one remembers 
that being able to have prescription writing capability within an EMR was a “nice to 
have.” Subsequently, alerts and reminders, followed by clinical decision support 
(CDS), and the feature sets have continued to explode in popularity. 

 CDS was interesting to me, since everyone felt the need for it, but there were so 
many fl avors and strengths of decision support that it was hard to compare apples to 
oranges. Caregivers were complaining about “alert fatigue,” and there was little 
option to stratify the alerts by role so that an individual user got the type of alerts he 
or she needed to care for the patient. There were attempts by different medical asso-
ciations to do a best practice approach and recommend certain CDS, but those 
sometimes ran counter to other associations’ thoughts. Also, content vendors were 
becoming more common with increased interest in and capabilities for connecting 
with an EHR. In order to facilitate pulling in medical and patient-related education, 
features like the “Info button” and the “blue button” became part of the EHR experi-
ence or the purpose of linking to CDS materials. 

 Because of the disparity of techniques and need for linking EHR and CDS-type 
features, there was an increasing demand from vendors to standardize the access to 
CDS. Certain agencies, like the NQF, have worked diligently to pull all this together. 
Trying to get to a universally available CDS electronic format (XML) so that con-
tent vendors can publish and EHR applications can consume CDS content is still 
much needed. This has become even more of a problem with Meaningful Use 
because of the inconsistency in the quality measures required for incentive 
reporting. 

 There has been an outcry from physicians and other healthcare workers who do 
not like EHRs. This is understandable when you take the whole development, scope 
and breadth of the EHR into consideration. Modern medicine is a complex, chal-
lenging system to work in. So many forces come into play and impact the user at the 
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point of care that it’s not hard to be frustrated with most EHRs in their current state 
of functionality. 

 While great strides have been taken to continually improve the experience, at the 
same time it has been extremely challenging for vendors to “keep it between the 
ditches,” so to speak. The vast majority of healthcare workers are in a similar posi-
tion of not wanting to return to a paper medical record. There is a light at the end of 
the tunnel. Usability will improve across the board with newer technologies, devices 
and design. More systematic software organization and development processes, 
early coordinated User Acceptance Testing, usability tools for automated testing, 
and better design considerations are all becoming a necessary focus for vendors. 

 On the other hand, users have a responsibility to fully engage in the implementa-
tion process, train themselves on the software and learn to give constructive criti-
cisms by working with their vendors. Practices need to have both practice 
management and clinical advocates in the leadership. The certifi cation agencies and 
standards organizations also need to aggressively work with the vendors to acceler-
ate work in the interoperability arena. Many of these organizations have found 
themselves being outrun by the needs and demands within the EHR user world. 

 Allowing the medical world to be part of the National Broadband Plan [ 12 ] pro-
moted by the Federal Communications Commission (FCC) would benefi t our 
healthcare delivery. With this expansion of broadband coverage into medical eco-
systems, there could be better delivery of care into ancillary facilities such as nurs-
ing homes, remote clinic locations and home healthcare, allowing higher speeds and 
a higher volume of data transfer. 

 Hopefully, the essence of the challenges within the EHR has been captured in 
this chapter. Just like any ecosystem, EHRs have been impacted by myriad forces 
from many directions which, without a doubt, has in turn impacted usability at the 
point of care for the healthcare worker. The industry recognizes this, and is working 
diligently to improve the experience. 

 The future looks bright for modernizing the US healthcare information technol-
ogy world, which will have a signifi cant impact on the delivery of high-quality and 
good-valued medicine with improved patient safety and outcomes for our 
population.      

   References 

    1.   A Robust Health Data Infrastructure. JASON Group for AHRQ, April, JSR-13-700; 2014.  
    2.   American Recovery and Reinvestment Act of 2009, Public Law 111-5, Feb. 17, 2009.  
    3.    Armijo D, McDonnell C, Werner K. Electronic health record usability: interface design con-

siderations, AHRQ Publication No. 09(10)-0091-2-EF. Rockville: Agency for Healthcare 
Research and Quality; 2009.  

    4.   Bush GW. Address before a joint session of the Congress on the State of the Union. 2004.  
    5.   Charles D, Gabriel M, Furukawa M. Adoption of electronic health record systems among U.S. 

non-federal acute care hospitals: 2008–2013, ONC Brief, No. 16, many 2014, 1–9.  

J.T. Ingram



57

    6.    Greener M. First do no harm. Improving drug safety through legislation and independent 
research. EMBO Rep. 2008;9(3):221–4. doi:  10.1038/embor.2008.17    .  

    7.   Handler J. Creating smarter healthcare IT: putting the doctor back in the driver’s seat. M*Modal 
Communication. 2013.  

    8.   Hsiao C, Hing E. Use and characteristics of electronic health record systems among offi ce- 
based physician practices: United States, 2001–2013, NCHS Data Brief, No. 143, 1–7 Jan 
2014.  

    9.   The Healthcare Information Technology Standards Panel (HITSP)   http://www.hitsp.org/    .  
    10.   Prakash S, Valentine V. Timeline: the rise and fall of Vioxx. 2007.   http://www.npr.org/tem-

plates/story/story.php?storyId=5470430    .  
    11.    Schoeffel R. The concept of product usability. ISO Bull. 2003;34:6–7.  
    12.   The National Broadband Plan. 2010. FCC 17 Mar 2010.  
    13.    Wolfe A. Institute of Medicine report: crossing the quality Chasm: a new health care system 

for 21st century. Policy Polit Nurs Pract. 2001;2(3):233–5.  
    14.   Zhang J, Walji MF. TURF: toward a unifi ed framework of EHR usability. J Biomed Inform. 

2011;44(6):1056–67. /jbi.2011.08.005.    

3 The Journey to Usability: A Vendor’s Perspective

http://dx.doi.org/10.1038/embor.2008.17
http://www.hitsp.org/
http://www.npr.org/templates/story/story.php?storyId=5470430
http://www.npr.org/templates/story/story.php?storyId=5470430


59© Springer International Publishing Switzerland 2016 
C.A. Weaver et al. (eds.), Healthcare Information Management Systems: 
Cases, Strategies, and Solutions, Health Informatics, 
DOI 10.1007/978-3-319-20765-0_4

    Chapter 4   
 Snapshot at Mid-stride: Current State 
of EHRs and Their Use by Clinicians 
from a CMIO’s Perspective       

       Thomas     H.     Payne     

    Abstract     Electronic health records (EHRs) are now approaching mainstream in 
healthcare, after years in which their use was limited to academic centers and 
early adopters. We’ll begin by defi ning terms and setting the context, and then 
describe design, functionality, advantages and challenges to EHRs from the per-
spective of the IT Medical Director of a large academic medical center with 
multiple facilities and multiple EHRs. Though the transition from paper to elec-
tronic records is diffi cult, in this chapter we’ll review why we believe it is worth 
the effort: current and potential advantages to EHRs over paper are substantial 
and are very likely to grow. We’ll also review some of the story of adoption of 
technology in aviation, and lessons this holds for healthcare information tech-
nology: improvements in fl ight deck design, checklists, and other innovations 
contributed to the unparalleled safety record in aviation to which healthcare can 
aspire.  

  Keywords     Electronic health records (EHR)   •   Electronic medical records (EMR)   • 
  CPOE (computerized practitioner order entry)   •   Usability   •   Aviation  

4.1         Introduction 

 Like Muybridge’s nineteenth century stop action photographs of a galloping horse, 
viewing the current state of EHRs is a snapshot in a period of rapid change. Adoption 
of EHRs has risen dramatically since 1999, changing care processes with it. We 
work with electronic records as never before, using almost exclusively commercial 
EHR vendor products. 
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 The reception to this change has been mixed. Not surprisingly, early adopters 
and technologically-avid providers fi nd much to like. But the transition from paper 
records to commercial EHRs extends far beyond early adopters to those in the rest 
of the bell-shaped curve, many of whom are unenthusiastic. This refl ects in part the 
diffi culty faced by EHR vendors in matching electronic tools to highly complex and 
varied healthcare workfl ows, but also this mixed reception by providers exposes 
weakness in EHR usability, time requirements, and altered interaction between 
patient and provider. Commercial EHRs largely show their design origins in the 
paper medical record: using a chart tab metaphor seen in paper charts, and an orien-
tation around laboratory, radiology and other sources of data, rather than a problem- 
oriented medical record [ 1 ]. Most EHRs are oriented around encounters as required 
by payers rather than around the continuous life of a person. Drop-down menus and 
radio buttons from 1990s are the norm, and typing skills are expected. Use of voice 
to create notes is rising, and some have adopted the ultimate user-interface aid: 
another human being (scribe) who handles interaction with the EHR while the clini-
cian interacts with the patient [ 2 ]. What does the use of scribes tell us about the user 
interface of the current generation of EHRs? 

 Should it be surprising that this transition is diffi cult? The history of adoption of 
technology of other industries is instructive: Aviation struggled mid-century to 
improve safety, but over decades adapted fl ight deck design to human strengths, 
developed checklists, refi ned teamwork, and adopted blameless reporting of near- 
misses before achieving the unparalleled safety we experience today. 

 Yet despite these challenges we have largely made the diffi cult transition from 
paper to EHRs and laid the foundation for the promise of EHRs. ‘Promise’ is the 
best word, for in early efforts at clinical decision support such as avoiding drug-drug 
interactions, alerts are mostly overridden; widespread exchange of information isn’t 
here yet; and the goal of liberating patient and provider from duplicate data entry 
and excessive time requirements are all ahead of us. 

 Before we can exchange electronic information our information must be in elec-
tronic form. Decision support tools rely on accurate electronic information to be 
credible and useful. We can now share the record among the provider team, and 
increasingly with people who come to us for care. 

 In this chapter we will cover these themes in greater detail: EHR design and 
functionality, advantages to EHRs and their current problems, and what we might 
learn from other industries to help us in this work.  

4.2     Background 

 Let’s begin this review of the current state of EHRs with defi nitions and an under-
standing of the context. The term EHR is most commonly applied to the collection 
of functionality and computing systems used to create a record of a person’s health 
and illness and to assist health care providers in delivering care. In this sense EHRs 
go beyond a record, and become a means to order, schedule, arrange and 

T.H. Payne



61

communicate care. So an EHR is a system or collection of systems, to do all this and 
more. Other terms have been applied to these systems, beginning (at least in my 
career) with computer-based medical record systems, followed by the computer-
based patient record and electronic medical record. Why ‘health’ instead of ‘medi-
cal’ as the middle term? Most people are healthy and not hospitalized nor in a clinic. 
Some feel there are other differences between EMRs and EHRs, that the latter rep-
resents the record collected from all locations of care while the former is institution-
based, but in my experience EHR and EMR are used to mean the same thing. In this 
paper I will use EHR since it is more common today. 

 Since the American Recovery and Reinvestment Act (ARRA) was passed in 
2009, [ 3 ] there has been rapid growth in adoption of EHRs in US ambulatory and 
hospital care settings where Americans receive care as a result of Meaningful Use 
incentives programs [ 4 ]. Adoption of EHR systems in hospitals has more than dou-
bled since 2009. Attesting to Meaningful Use requirements carries substantial 
fi nancial benefi t—up to $44,000 per eligible provider and far more for eligible hos-
pitals. This is a period of enormous change in use of EHRs, particularly in the 
US. Other countries, notably the United Kingdom, made such a transition in pri-
mary care long ago [ 5 ]. 

 The process of certifi cation of EHRs has accelerated from early efforts such as 
Certifi cation Commission for Healthcare Information Technology (CCHIT) [ 6 ]. To 
receive ARRA incentive payments, eligible hospitals and providers must use a certi-
fi ed EHR. Some have argued this presents a diffi cult barrier to use of highly func-
tional EHRs, while others feel the barrier is not high enough. This has introduced a 
government role of infl uencing EHR functionality in a new way, in providing guid-
ance on what EHRs should offer to users. Again, some argue the government role is 
too great and others see greater need for government involvement in oversight of these 
tools which are so important in infl uencing how care for Americans is delivered.  

4.3     Current EHR Design Paradigm 

 As mentioned above, EHR design has converged around a traditional representation 
of medical charts familiar to those who have used paper charts. Information is 
arranged largely by source, such as imaging, laboratory, and notes, using a tab meta-
phor. The term ‘skeuomorphism’ means that design elements are derived from ear-
lier forms to achieve the same objective, such as the leather rim to a calendar that 
has appeared in electronic calendaring applications. In EHRs, the tab metaphor 
mimics what was found in traditional paper charts and so stands as a classic skeuo-
morphism example. Designing the EHR to look like the paper chart has the advan-
tage of greater familiarity to new clinician users accustomed to paper charts; the 
transition to the electronic replacement is therefore more familiar and possibly sim-
pler. Among the disadvantages are that applying the old design paradigm may limit 
possible improvements that are possible when it is no longer necessary to bind 
paper pages of a chart together. 
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 Familiar paradigms used in EHRs are drop down menus, radio buttons, and other 
visual designs that date back to early graphical user interfaces in the 1990s. It is 
remarkable how similar these design elements are between EHRs from different 
vendors. Vendors have been careful not to copy designs from competitors nor to 
make their designs easily available to others who may be tempted to copy them; 
nevertheless what vendors produce is surprisingly similar with the consequence that 
the strengths, limitations and weaknesses of our current major EHR design para-
digms are shared. 

 Another design element shared by EHRs in the United States (US) is orientation 
around an encounter and the tasks, procedures and/or tests performed within that 
encounter, [ 7 ] because that is how payment is organized in the US, rather than 
around the continuous record of a patient’s care and it’s outcomes. Features to 
address billing requirements permeate both ordering and documentation 
functionality. 

 The navigational designs of EHRs are different enough that it can be confusing 
for clinicians who have to move from one EHR to another across the range of EHRs 
that are used in clinics, hospitals and different healthcare organizations [ 8 ]. Renting 
a car or borrowing a friend’s bike is a simple matter for most because the fundamen-
tals of operating a car or bike are very similar from one model to another. Not so 
when going from one vendor EHR to another. Finding scanned images, writing 
admission or transfer orders, creating and saving a progress note, dictating an opera-
tive note can be profoundly different when moving from one EHR to another. And 
this navigational confusion can remain even after clinicians have completed the 
(usually mandatory) training for each vendor’s product. Interestingly, here is another 
example where aviation can teach us: Once pilots are certifi ed to fl y one Boeing 
aircraft (767), certifi cation to fl y a different one (757) required hours, not days of 
pilot training, because the fl ight decks were deliberately designed to be similar [ 9 ]. 

 The current marketplace EHRs are commonly developed with graphical user 
interface presentation layer tools available for the Microsoft Windows operating sys-
tem, resulting in a ‘Win32’ application. (This dependence on Win 32 severely limits 
screen design, navigation and presentation of data back to clinicians. User friendly 
and more powerful options from web technologies aren’t refl ected in the graphical 
interfaces and screens unless user is taken out of the EHR.) However in large organi-
zations this Win32 application is delivered to the device used by the bedside clinician 
using terminal servers such as Citrix which avoid the need to install several applica-
tions and supporting fi les on hundreds or thousands of end- user devices [ 10 ]. 

 Not all commercial EHR products are the same, however, and some are very dif-
ferent. In some EHRs, the workstation screens with which the clinician interacts 
most often are web applications that do not require Citrix. This means they can be 
accessed as easily as web applications, without the extra effort required to log in to 
Citrix, and to confi gure the device to use Citrix. Some EHRs have dramatically dif-
ferent designs that do not follow the tab metaphor, and which use touch screens and 
other alternatives to the mouse and keyboard. But market penetration of these newer 
systems is modest at the moment, and they tend to be in the ambulatory/clinic mar-
ket rather than acute care.  
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4.4     EHR Functionality 

 EHR functionality is broad, spanning those high level functions listed in Table  4.1 . 
Table  4.1  list reinforces the point that an EHR is more than a record, though serving 
as the medico-legal record for hundreds of millions of people remains an extremely 
important role. EHR functionality as listed in Table  4.1  is roughly divided into three 
categories: reviewing and understanding patient data and the story; assisting clini-
cian workfl ow; and, entering data and orders into the record. Clinicians spend most 
of their time entering information and so these are the areas of functionality that 
receive the most attention. Writing notes, entering data, and entering orders are an 
essential part of care delivery, and these areas largely depend on use of the mouse 
and keyboard at present. The time required to do so varies by aptitude and computer 
skill of the clinician, skills that do not overlap closely with clinical skill.

   Doctors, nurses and pharmacists sometimes are not skilled at using computing 
devices and are sometimes embarrassed by this as though it represents a failing on 
their part rather than a natural variation in aptitude for various tasks. Skills that 
characterize excellent clinicians–judgment, the ability to listen, empathize, reason, 
interact with others, and procedural skill–are far more important than typing speed 
and facility with mouse and screen. 

4.4.1     Reviewing Information 

 Reviewing patient information is an important foundation for decision making, but 
it is increasingly complex given the enormous rise in information stored in EHRs, 
and what is becoming available from other medical devices and data generating 
sources [ 11 ]. We are reaching or surpassing our ability to absorb this information 

     Table 4.1    EHR functionality *    

 Message box (proprietary names vary but 
functionality similar) 

 Billing 
   Professional fee 
   Facility fee 

 Results review (lab, path, imaging, notes)  Quality metrics, dashboards 
 Documentation (direct entry, structured/
unstructured, dictation, mixed) 

 Electronic communication 
   With team 
   With patients 

 Order management  Patient monitoring review 
 Patient summary displays  Patient support 
 Medication administration record  Population health 
 Bar code medication administration  External resources 
 Patient lists, schedule, rounding/handoff tools  Administrative 

   * Each of these areas of functionality can offer decision support, and should address security and 
compliance with law and regulation  
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[ 12 ] and so results review functionality is more important than ever. The advantages 
of EHRs come into play here: search can be more sophisticated than it used to be, 
graphical representations and summarization of data can potentially aid and speed 
comprehension and pattern recognition. And one of the holy grails of EHRs to sup-
plement human decision-making with computerized clinical decision support is 
possible on a small scale, and more complex support seems within reach.  

4.4.2     Workfl ow 

 Workfl ow in healthcare is highly complex, in part because the healthcare setting is 
many times unpredictable and chaotic. The irregular and sometimes unpredictable 
nature of workfl ow surprises those new to healthcare and those from outside 
healthcare who study it. Thirty minutes on hospital rounds with interruptions, code 
blues, families arriving, interpreters not being available, and unexpected emergen-
cies—all of these make the task of matching EHR functionality to workfl ow 
extremely diffi cult. Add to this the multitude of specialists, bedside clinicians, 
therapists, and technologists involved in a patient’s care and requirements of work 
hour limitations for residents so care is transferred from one person to another 
more often, and the need to help with workfl ow has never been greater. Functionality 
to help support workfl ow includes: rounding and sign out applications; [ 13 ] patient 
lists, messaging and telephony functionality; scheduling and referral applications; 
and, importantly a rapidly growing sets of tools to help manage collections (popu-
lations) of patients with common conditions and attributes. Developing applica-
tions to support workfl ow is a fruitful area for advance, and though it is related to 
other functionality such as documentation, order entry, and results review, it is 
growing separately too.  

4.4.3     Order Entry and Documentation 

 Clinicians, and especially physicians, spend more time using documentation and 
order entry than any other functions. These are special cases of EHR functionality 
because clinicians spend more time in these activities than in others [ 14 ]. 
Computerized practitioner order entry (CPOE–sometimes the P is for physician, 
provider, or prescriber) is defi ned as the entry of orders into an electronic system by 
the person responsible for the order [ 15 ]. This is in contrast to writing the order on a 
piece of paper which is then transcribed into an electronic system by someone else. 
The main driver for the move to CPOE is the potential to guide ordering at the 
moment the order is formulated. If you are alerted that the person is allergic to peni-
cillin just when you are about to order penicillin, you can change the order immedi-
ately. Similarly when a new drug requires monitoring, you can respond to automated 
prompts to order that monitoring too—so called corollary orders [ 16 ]. These 
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advantages are harder to achieve if you write an order on paper or communicate your 
order verbally, and expect someone else to transcribe the order into the computer 
system for you. Errors can result in the transcription step and the availability of clini-
cal decision support (CDS) is reduced. The time required to enter orders is an impor-
tant barrier to broad acceptance of CPOE, especially when single, simple orders are 
entered frequently, such as in the outpatient setting. But it may be there is a middle 
ground that preserves both safety and effi ciency and so CPOE is under scrutiny. 

 Designing functionality to enter orders is highly complex and carries higher risk for 
harm than other functionality. Systems to enter orders for medications that can be both 
life-sustaining but also toxic requires extremely careful design, which must give oppor-
tunities for double- or triple-checking before the drug reaches the patient. The act of 
ordering must be as rapid as possible while remaining safe, because it will be used for 
tens of thousands of orders on thousands of patients each day, every day of the year. 
CPOE design is highly complex. There are no shortage of ideas on how to improve this 
process from users, but each enhancement must meet the same exacting safety standards 
as the original application, and each change in design must be learned and used by clini-
cians who may be fatigued and distracted. Designing safe, effi cient CPOE is diffi cult. 

 Clinicians, and especially physicians, spend a large part of their day documenting 
care [ 17 ]. There are many ways to enter notes into an electronic system, including 
dictation, typing, using a template or using a scribe. Each has its advantages and 
disadvantages, including time spent, cost, training requirements, how easily the notes 
are understood by others, and whether their contents can be used to support decision 
support. Tools to create notes comprised of separate, selectable codes are used fre-
quently, an approach known as  structured documentation . Some prefer to create 
notes using narrative text rather than structured documentation, or a combination of 
the two. Fortunately advances in natural language processing [ 18 ] make it increas-
ingly possible to extract the meaning contained in narrative text, so that use of struc-
tured documentation tools to create a note—awkward for some—is not required for 
all purposes. The transition from paper to electronic documentation is often quite 
diffi cult and involves workfl ow and technical barriers that must be addressed [ 19 ]. 

 There is much more functionality to be created, including better tools to help 
manage care of populations, to coordinate care across the health maintenance, acute 
care, post-acute care, and in home and community settings. 

 Health information technology beyond EHRs has grown as other healthcare pro-
cesses and workfl ows adopt IT, such as imaging, pharmacy, personal health records, 
[ 20 ] and including the very visible diffi culties in public enrollment in healthcare 
coverage [ 21 ].   

4.5     Advantages Achieved 

 The most obvious and likely most important advantage of EHRs is that the contents 
of the medical record and EHR functionality is in electronic form rather than paper. 
This means that it can be available to more than one person at the same time, in 
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geographically distant locations. This is referred to as multiple simultaneous access 
and may seem a self-evident and minor point to those who have not wasted time 
looking for a paper chart or waited until a colleague was fi nished with it before 
beginning your work. And once you use the electronic chart, penmanship no longer 
obscures content. 

 When information is in electronic rather than paper form, it is possible to lever-
age computing technologies to analyze, supplement, summarize and display it in 
ways not possible with paper. When the record is in electronic form, we can ride the 
enormous wave of computer science technology in which computing power doubles 
every 18 months to do important and useful things with the information in the 
EHR. Finding patterns, looking for risks for heritable disease, trending hematocrits 
and serum creatinine, use natural language processing to fi nd markers of care qual-
ity or tap the clinician on the shoulder when needed, all these things and more are 
available today and are progressively improving. None of this could happen easily 
with a paper record. 

 Alerts and reminders have been an early and remarkable success of EHRs. Since 
the 1970s the value of reminders based on simple rules has been recognized [ 22 ]. 
Preventive and chronic care is more reliably delivered with these aids [ 23 ]. 
Medication safety is improved: CPOE was associated with a 55 % reduction in seri-
ous adverse medication events in a frequently-cited 1998 JAMA study [ 24 ]. 

 With the transition from paper to EHRs, we now can have simultaneous access 
that includes patients who have growing interest and ability to access their record 
[ 25 ,  26 ]. Though possible with the paper record, it might require several weeks’ 
wait and considerable cost to do so. Early efforts to measure quality are based on 
electronic information [ 27 ]. 

 Perhaps the most important advances made possible by EHRs are those that 
could not in any practical sense occur with a paper record. Given the life long data 
captured over time for a population, it is now possible to gather information on 
thousands of people to better understand their health and health needs, and in some 
sense to “manage” the population. The cost to pull a paper record and review it to 
gather information would make following a million people to assess preventive care 
impossible. With big data analytics, health service research such as, projecting costs 
of care and designing alternative reimbursement strategies based on risk and health 
status of the population are now possible. While improving population health does 
not require large health IT and EHR investments, the information gathered from 
EHRs can help target resources and use them more effi ciently.  

4.6     Clinician Complaints, and the Potential to Address Them 

 These advantages make it very rare that once institutions have moved from paper 
records to EHRs that they go back to paper. However the rich functionality of EHRs 
and its effect on workfl ow is profound. Change of any kind—let alone change this 
dramatic—is usually not without problems. Is it surprising that clinicians fi nd fault 
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with the current generation of EHRs? Complaints are sometimes vociferous and 
impassioned to match the emotion-laden process of delivering health care [ 28 – 30 ]. 
The major theme is that using an EHR to do the tasks of documentation and orders 
takes longer than it used to using a paper chart, [ 31 ] where an order could be quickly 
written or given verbally, and documentation could be dictated or quickly written. 
With the EHRs, time in the exam room or at the bedside that previously could be 
used to listen and talk with a patient is now spent clicking, typing and addressing 
endless requirements to capture more information or click buttons attesting that you 
have met some requirement. The most touching example of what effect this can 
have is a child’s diagram of her doctor facing the computer rather than her [ 32 ]. 
Clinicians will often express their frustration in statements such as, “This is not why 
I went to medical school/nursing school.” The user interface is almost always criti-
cized as being unintuitive and complex, and recommendations for improving usabil-
ity abound [ 33 ]. Speed in refreshing screens or accepting orders is of the 
essence—there is no such thing as too much speed or performance. Popup alerts are 
not helpful and can lead to missing one important alert in a string of 100 that are not 
helpful—so called alert fatigue [ 34 ]. Training occupies much more time than it 
seems that it should yet most clinicians learn only a small fraction of the functional-
ity of their EHR and many of their requests for new functionality are already in 
place in the application they are using. 

 Clinician users provide lots of feedback, some of which fi ts the term complaint, 
but more of which is in the form of a suggestion, proposed enhancement, or idea for 
a change. The challenge for anyone who has received this feedback is the diversity 
of opinion, some of which is diametrically opposed to what others want, and the 
challenge in deciding which improvements to undertake is enormous. This must 
also be balanced with the understanding that users may not really know what they 
want; sometimes the best new design is not reactive to user feedback but rather 
based on carefully observing what users do. And improvements take time which 
may be better spent addressing performance problems or fi xing true problems, the 
cause of which may run more deeply and require more effort than those who dis-
cover the problem appreciate. 

 Structures to address the user suggestions dilemma include user groups, confer-
ences, wikis, web application suites, and personal relationships with key opinion- 
leader users. Of course the effort to incorporate these proposed improvements and 
enhancements needs to be balanced against the need for developers to meet regula-
tory and mandatory changes such as Y2K, ICD-10, and to address requirements of 
government incentive programs such as Meaningful Use and changes in reimburse-
ment structures such as Accountable Care Organizations. 

 CDS’ potential to aid care greatly exceeds what has been achieved today. CPOE 
alerts for drug-drug interactions are overridden with high frequency and this has not 
yet changed [ 35 ]. The rules that trigger many CPOE alerts are often too simple and 
do not include data—such as patient kidney function, age and other characteris-
tics—that could mean the difference between helpful CDS and an annoying popup 
that is overridden [ 36 ]. Diagnostic decision support, an early area of promise in 
artifi cial intelligence, [ 37 ] has not yet been carefully integrated into most EHRs 
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despite high frequency of diagnostic errors [ 38 ,  39 ]. One of the barriers to greater 
use of CDS is dispersion of data needed for accurate advice, sometimes in different 
EHRs or in scanned or narrative text content not yet available for accurate 
extraction. 

 Much of the data that is needed to simplify search, CDS, and quality measure-
ment is within the record, but in narrative text. For example, in a note, a clinician 
may list diseases being considered in the differential diagnosis and CDS could be 
invoked to propose other diseases to be added to that list. But these data are not 
‘computable’ in their narrative text form. Natural language processing (NLP) is 
used increasingly to make this natural, narrative content accessible to automated 
tools so that the computing system ‘understands’ what is contained in the narrative 
text [ 18 ]. Since early work in applying NLP to small section of the note, it is fi nding 
application for identifying problem statements [ 40 ], assisting in billing rule compli-
ance [ 41 ], and identifying need for further action in radiology reports [ 42 ]. Today 
uses of NLP in EHRs are not common, but much more can be done by unlocking the 
information within narrative text and using it to make CDS more useful, and mea-
surements of quality more detailed. 

 Are vendors villains or angels? Of course they are neither. Some make enormous 
profi ts, usually years after they have assumed large risks and devoted herculean 
effort to achieve a toehold in the marketplace. Dissatisfaction with those profi ts 
does not always take into account that early effort nor the technical, interpersonal 
and organization skill required and nurtured to achieve what the vendor now enjoys. 
We should also remember that those who think they have a better idea are free to 
develop EHRs to compete, just as current vendors did. 

 Most Americans receive care from providers who use commercial EHRs. Very 
few organizations use EHRs they developed and maintain themselves, though such 
examples still exist [ 43 ]. The wide marketplace has also begun to consolidate, with 
some vendors subsuming others.  

4.7     Learning from Other Industries. The Case of Aviation 

 Healthcare is complex, involves highly variable patient circumstances and charac-
teristics, is unpredictable and involves highly trained and experienced professionals. 
Another risk-prone, high stakes, highly technical fi eld is aviation, from which many 
claim there are lessons for healthcare. But every fl ight is about the same, the argu-
ment goes, every plane is the same, and what happens on a fl ight is the same—trans-
porting people from one runway to a nearly identical runway somewhere else. For 
these reasons other industries, including aviation, have few lessons for health 
IT. Thus runs the narrative used to argue against learning from other industries. 

 The trouble with these arguments against learning from aviation is that they are 
not accurate. Aviation had a diffi cult history beginning with an accident rate that we 
now know only from history books and articles. Planes are highly complex and 
were from the beginning. Pilots have been very intelligent for the most part. An 
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inspection of a single summary statistic, shown in Fig.  4.1 , introduces an interesting 
story. Something, or many things, happened between the left and the right ends of 
this curve resulting in a state that we hope for healthcare today: dramatic rise in 
safety to the point where it is sometimes taken for granted today. Think about your 
local airport: planes land and take off every hour of every day. Do you recall seeing 
an accident? A fatal accident?

   The aviation system includes more than the plane. It is the people in the plane, 
the thousands of other planes in the air around it, barely predictable and powerful 
weather patterns, and physical forces that pose high risk to human life: speed, thin 
air, and highly fl ammable materials. How has aviation done it? It is not a miracle 
and it is (and was) not simple. Aviation has adopted standardization, reporting and 
careful analysis not just of fatal accidents, but of all accidents, and also near misses. 
Aviation uses central repository to gather all reports of near misses and accidents, 
and to share about these events across proprietary and national boundaries. There is 
cooperation between competitors where cooperation makes sense for safety benefi t-
ing all, but there is fi erce competition in other areas leading to a tough marketplace 
and many consumer options. Sharing safety data does not impair competition. 
Designing a fl ight deck includes psychologists, engineers, standards organizations 
and regulators [ 44 ,  45 ]. Checklists in aviation are refi ned and their use ingrained. 
Regulators are empowered with substantial power—including the ability to halt 
fl ights and ground aircraft—because governments and their citizens realize this can 
improve safety. 
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  Fig. 4.1    Number of yearly fatalities due to air transport crashes and billions of passengers-Km, 
1918–2009 (Dr. Jean-Paul Rodrigue, Dept. of Global Studies & Geography, Hofstra University, 
New York, USA. Used with permission. Data source: Aircraft Crashes Record Offi ce, Geneva 
(  http://www.baaa-acro.com/    ))       
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 Contrast this with the highly variable EHR user interface seen by a physician 
who may move from offi ce to hospital, to ICU, or to a different hospital. In general 
in healthcare there is voluntary and so spotty reporting [ 46 ] and collected results not 
widely shared and there is no national central collection. Designs that can impact 
safety are regarded as proprietary and sometimes contractually precluded from 
being shared with others. How did check lists begin? Answer: with a fatal accident 
[ 47 ]. It seems we have much to learn from the aviation history and this is just one 
example of human endeavor that has latent lessons for our new fi eld [ 48 ].  

4.8     Summary 

 Healthcare organizations and practitioners have largely made the transition from 
paper to EHRs. Ahead of us is enhancement, maintenance, new approaches and 
paradigm shifts and careful gentle refi nement of what seems to work and where the 
risk of change must be balanced against the likelihood of new harm that change 
might introduce. 

 EHRs are complex systems, with diverse functionality, woven into the even more 
complex fabric of the process of maintaining and improving health. From the early 
efforts to develop EHRs decades ago, we now see them applied to the care of most 
Americans and broadly across the globe. The transition to using EHRs is almost 
always diffi cult, but we persist because of their potential to achieve our hopes for 
them: That they can address those parts of information management at the limits of 
human ability, leaving us to concentrate on what humans do best. At this snapshot 
in our longer story, those hopes are not yet achieved. Perhaps those reading these 
words will move us closer.     
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    Chapter 5   
 The Evolution of EHR-S Functionality 
for Care and Coordination       

       George     R.     Kim      ,     Krysia     Warren     Hudson      , and     Colette     Ann     Miller     

    Abstract     The purpose of electronic health record systems (EHR-S) functionalities is 
to improve patient safety by reducing medical errors that lead to harm and to facilitate 
the measurement of care quality by providing access to process and outcomes data. 
Through collaborative standards development, the defi nition and translation of health-
care work into specifi c system functionalities for improving clinical data capture, 
communication and coordination has evolved from technical “wish lists” into com-
mercially available products that meet the needs of multiple stakeholders: patients, 
clinicians, managers, systems developers, payers and regulatory agencies. Important 
technical drivers in the development and adoption of EHR-S functionalities have 
been: (a) progressive regulatory requirements for reporting quality measures and (b) 
lessons learned from deployment of EHR systems and other health information tech-
nology. A growing area of attention and challenge for health IT functionality develop-
ment is in supporting longitudinal care coordination for patients with complex and 
chronic disease across time, providers and resources. Work in this domain has focused 
on (a) aligning and connecting Patient Centered Medical Homes and Medical 
Neighborhoods via data/communication standards to facilitate health information 
exchange (HIE) and (b) building the information infrastructures to facilitate the col-
lection and reporting of quality measures related to care processes and outcomes.  

  Keywords     Electronic health record systems   •   Health information technology   • 
  Standards development   •   Clinical information functionalities   •   Meaningful use   • 
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  Certifi ed electronic health record technology   •   Patient centered medical home   • 
  Medical neighborhoods   •   Health information exchange   •   Care coordination   • 
  Analytics   •   Quality measurement   •   Patient safety   •   Healthcare redesign  

5.1         Introduction 

 The functionalities of electronic health record systems (EHR-Ss) and other health 
information technologies are determined by clinical and regulatory needs: to stream-
line and standardize care delivery, to facilitate access to information across the con-
tinuum of patient care and to provide measures of care quality. Rooted in patient 
safety, EHR-S functionalities have been articulated and realized through standards 
development processes and guided by the requirements of diverse clinical practice. 
They have also been shaped by lessons learned from implementation and from the 
evolution of healthcare science, practice, business and regulation. An important area 
of ongoing in developing EHR-S and health IT functionality is in care coordination 
through the Patient Centered Medical Home. 

 The goals of widespread adoption of electronic health record systems (EHR-S) 
and other health information technology (health IT) are:

•    Assurance of reliable and consistent high-quality (i.e., safe, effective, patient- 
centered, timely, effi cient and equitable) patient care delivery and  

•   Access to accurate and timely clinically-based measures of the quality and out-
comes of care    

 Together, these support the overall Triple Aim [ 52 ] of redesigning and optimizing 
health care into a highly-reliable [ 18 ], continually learning [ 23 ] collaborative system. 

 As the availability of electronic clinical information has grown, health IT func-
tionalities have evolved to meet the needs of multiple stakeholders. Clinical data 
functionalities have grown from possibilities (what systems can do) to user needs 
(what they should do) to requirements (what they must do). As the scope of patient 
care continues to expand to include continuity of care over time and multiple stake-
holders (including patients as partners in their own care), EHR system functional-
ities must also continue to evolve to assure and measure care.  

5.2     History: EHR System Functionality, Patient Safety 
and Standardization 

 In 2003, the Institute of Medicine (IOM) Committee on Data Standards for Patient 
Safety recommended key capabilities for EHR systems to promote patient safety, 
care quality and effi ciency [ 22 ]. They recommended categories of functionalities 
(Health Information and Data, Result Management, Order Entry/Management, 
Decision Support, Electronic Communication and Connectivity, Patient Support, 
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Administrative Processes and Reporting, Reporting and Population Health 
Management) that provided a framework for software development, with the goal of 
increasing reproducibility, completeness and accountability of health services. 

 The IOM identifi ed overall aims of EHR-S functionalities as:

•    Improving patient safety  
•   Supporting the delivery of effective patient care  
•   Facilitating chronic disease management  
•   Improving effi ciency  
•   Feasibility (to be available within a reasonable period of time for purchase/

implementation) [ 22 ], pp. 5–6.    

 The IOM recommendations were incorporated into Health Level Seven’s EHR-S 
Functional Model (HL7 EHR-S FM, Fig.  5.1 ), with an eye to increasing primary use 
(Care Provision, Care Provision Support) and reuse (Population Health Support, 
Administrative Support) of health data, incrementally. The FM serves as a base on 
which to extend functionality recommendations.  

 Since the 2003 report, the evolution and progressive availability of functional-
ities for EHR-S and other health IT have been the subject of ongoing collaboration 
and negotiation among clinicians, systems developers and regulatory agencies to 
defi ne a framework for clinical IT functionalities and roles within the healthcare 
infrastructure. This has led to the development of:

•    Functional profi les (shepherded by Health Level Seven [ 43 ] and other clinical 
and technical organizations (Integrating the Healthcare Enterprise (IHE) and the 
Health Information Management Systems Society (HIMSS), among others)) for 
EHR systems, championed by physician groups, to translate unmet clinical needs 
into usable technical requirements for implementation and evaluation  

•   Certifi cation for EHR technologies and products to provide recognition and 
assurance in meeting clinical, administrative and regulatory functions  

•   Financial incentives (with subsequent penalties for non-participation) for eligi-
ble providers (and hospitals) through the enactment of the Health Information 
Technology for Economic and Clinical Health (HITECH) Act (of 2009) for 
adoption and Meaningful Use (MU) of Certifi ed Electronic Health Record 
Technologies (CEHRT)  

Overarching (OV)

Care provision (CP)
Care provision support (CPS)

Population health support (POP)
Administrative support (AS)

Record infrastructure (RI)

Trust infrastructure (TI)

  Fig. 5.1    The HL7 Electronic Health Record System Functional Model (EHR-S FM) (HL7 EHR- 
System Functional Model, Release 2, April 2014; copyright and used with permission from HL7 
International. All rights reserved)       
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•   Accountability programs in the form of incremental electronic measures for HIT 
adoption, performance and clinical outcomes, linked to regulatory reporting 
requirements, quality/safety reporting and remuneration  

•   Communications and interoperability standards and networks to connect and 
coordinate care and information providers  

•   Collective quality improvement initiatives to measure, support and control care 
processes and outcomes on patient, service and population levels  

•   Recognition of the importance of incorporating the adaptive, organizational and 
teamwork components of care and coordination in safety and quality assurance 
and improvement and into the development and successful deployment of health 
IT systems     

5.3     Drivers of EHR System Functionality in Patient Care 

 Health IT functionality is the result of ongoing negotiation among multiple stake-
holders: clinicians (physicians and nurses), system developers/vendors, administra-
tors, payers, standards development organizations, regulatory agencies, safety 
offi cers, researchers and patients. Success in negotiations requires active leadership 
and collaboration by the stakeholder groups to manage feasibility, viability and sus-
tainability of health IT development (See [87 plus its associated textbook] for an 
example). In general, the progression of realizing health IT functionality requires:

•    Articulation and specifi cation of what user needs into technical (system and 
workfl ow) requirements for design and implementation. This requires organiza-
tion of and active input by clinicians/users and informed analysis by developers 
who understand the needs of clinical information work  

•   Design and implementation of technical solutions into available products for 
purchase/incorporation. This requires mutual prioritization by customers (prac-
tice leaders/clinical users), vendors/developers and other stakeholders (payers, 
regulatory agencies) to evaluate and make products available for clinical use  

•   Adoption and incorporation of products/tools into clinical work. This requires 
acceptance and active use by users/customers, continuous support by developers 
and systems and reinforcement by organizations and regulators/payers    

 The negotiation and prioritization of specifi c functionalities are informed and 
infl uenced by:

•    Unmet clinician needs  
•   Experience and lessons learned from implementation    

5.3.1     Unmet Clinician Needs 

 Basic EHR-S functionalities empower clinicians to:
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•    Organize care

 –    Identify patients correctly and link the right patient to the right information  
 –   Create work lists for session-based clinical tasks     

•   Document care

 –    Capture and store records for reference, communication and coding  
 –   Provide a reliable legal record of care     

•   Order and manage therapies and tests

 –    Prescribe, dispense and deliver medications/tests correctly and safely  
 –   Track, review and respond to results (test results, consultations) in a timely 

and facilitated fashion     

•   Make informed decisions

 –    Use evidence and data to support timely choices, decisions and actions  
 –   Implement evidence-based guidelines and protocols       

 Expanding the HL7 EHR-S FM, a growing number of clinician groups and other 
stakeholders have articulated additional information functionality needs for spe-
cialty-based clinical workfl ows. Some of these needs have been translated into func-
tionalities that have been incorporated into the HL7 model, while others are varying 
stages of development. In some cases, vendors have implemented special function-
alities into standalone “niche” products. 

 Specifi c EHR-S functionalities that go beyond the HL7 EHR-S FM have been 
articulated for different specialties, with each effort being led by a coalition of phy-
sicians, IT developers, standards development organizations and regulators. These 
include:

   Behavioral Health: 
 The HL7 Behavioral Health Functional Profi le [ 46 ,  62 ] supports mental health-

specifi c templates that integrate with the medical electronic record to allow doc-
umentation and attestation by different provider types (psychiatrists, 
psychologists, social workers) for full psychiatric (Axis I-V) diagnosis (accord-
ing to the Diagnostic and Statistical Manual (DSM)) with robust support for 
coding and billing.  

  Child Health: 
 EHR-S functionalities for child health were fi rst articulated in 2001 and updated in 

2007 [ 82 ] with incorporation into the HL7 EHR-S FM as the Child Health 
Functional Profi le [ 42 ] with implementation as a Children’s Electronic Health 
Record Format (as part of the Child Health Insurance Program Reauthorization 
Act (CHIPRA)). Specifi c functionalities include:

•    Immunization management (point-of-care decision support and forecasting, 
tracking aids for lapsed vaccines, linkage to offi ce and regional immunization 
information systems),  
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•   Growth tracking (special charts (such as for premature infants), graphical rep-
resentation and calculations of body parameters such as BMI)  

•   Universal weight/surface-area based medication dosing (with pediatric dos-
ing options for age and school-day regimens) for inpatient and ambulatory 
prescribing  

•   Standards for handling patient identifi cation at the beginning of life (prenatal 
and newborn identifi ers and clinical data, linkage to mother, name changes, 
ambiguous gender)  

•   Connection of EHR-S data among medical homes, hospital nurseries, school 
health offi ces, health information exchanges (immunization registries, hear-
ing screening registries) and other child health care stakeholders     

  Adolescent Medicine: 
 Adolescent medicine health information functionalities focus on control and main-

tenance of privacy and confi dentiality of encounter data while retaining advan-
tages (tracking, billing, health information exchange) of EHR systems. Inherent 
confl icts in achieving this include:

•    Recognition and preservation of the legal status of adolescents’ health infor-
mation vs. parental rights to access knowledge of services rendered (billing 
functionality)  

•   Customization of confi dentiality (and access to patient information) accord-
ing to local jurisdictional law according to patient status (such as for emanci-
pated minors)  

•   Electronic sharing of adolescent health information and confi dentiality issues 
regarding sensitive health issues (sexuality and pregnancy, sexually transmit-
ted infections, HIV, mental health and substance abuse) and when data must 
be shared among different services [ 6 ,  13 ]    

 These confl icts present barriers in articulating needs as technical requirements and 
pose continuing challenges in successful implementation of adolescent-appro-
priate EHR-S functionalities [ 9 ].  

  Obstetrics and Gynecology: 
 Obstetrics and gynecology, characterized as both a medical and surgical specialty and 

as both hospital and offi ce-based, “requires data fi elds and image displays unlike 
any other…discipline…” An effort by the American Congress of Obstetricians and 
Gynecologists to articulate its special needs [ 96 ] has included functionalities for:

•    Pregnancy-specifi c immunization management  
•   Fetal development tracking with normative growth and laboratory data  
•   Medication management: Gynecologic oncology dosing  
•   Patient identifi cation: Assisted reproductive technology (tracking sperm, egg 

donors) and multiple gestations  
•   Privacy: reproductive history and choice, contraception, abortion  
•   Flow sheets:

 –    Pregnancy management with trimester-specifi c screening, medication 
requirements, laboratory testing and counseling and decision support  
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 –   Chemotherapy management  
 –   Clinical documentation  
 –   Guideline-based clinical decision support  
 –   Displays for fetal age, biophysical profi les and imaging (still, video) man-

agement, fetal heart rates, non-stress testing     

•   Interoperability with specifi c electronic clinical tools: (biopsies, hysteros-
copy, colposcopy, urodynamics, ultrasound, cystoscopy)  

•   Support for genetic, pre-pregnancy and assisted reproductive technologies, 
cord blood banking  

•   Medico-legal records management    

 As incentives increase the adoption of EHR-Ss in obstetrics-gynecology practice, 
there are still barriers to implementation of some of these functionalities.  

  Geriatrics: 
 The medical care of older adults poses vulnerabilities to errors that may lead to 

harm for this population of patients. Risks include:

•    Multiple chronic and acute conditions of varying complexity and duration 
with input from multiple providers and caregivers  

•   Complex care and care transitions [ 89 ] related to hospitalization  
•   Polypharmacy and its co-morbidities [ 29 ]  
•   Functional (cognitive, communication, depression, nutrition, social) status 

issues that impact on health [ 16 ,  32 ,  33 ] and that put patients at risk for inpa-
tient readmission and increased morbidity/mortality  

•   Hospitalization in settings where expertise in geriatric needs is scarce    

 Many of these functions are served by previously articulated EHR-S functionality, 
with the principal issue/barrier/problem being the implementation of existing 
guidelines. Screening tools, such as EHR-S checklists/templates and other deci-
sion support can help to identify patients at risk to guide appropriate care and 
link human expertise as needed [ 63 ]. Health IT supports for care coordination 
may help address geriatric care challenges.  

  Oncology: 
 Clinical Oncology Requirements for the EHR (CORE) is a 2009 document created 

collaboratively between the American Society of Clinical Oncology (ASCO) 
and the National Cancer Institute (NCI) (who lead in the effort to improve all 
aspects of oncology care and its safety). A consensus statement outlined oncol-
ogy needs of EHR-S technology, which includes support for:

•    “A treatment plan to be shared with patients and other care providers;  

•   A treatment summary to be shared with patients and their care teams;  
•   The use of calendars that patients and their care teams can use to organize the 

care process;  
•   Safe chemotherapy administration [ 94 ,  95 ]  
•   Use of decision support tools, such as ASCO and National Comprehensive Cancer 

Network (NCCN) guidelines” American Society for Clinical Oncology [ 5 ]    
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 Oncology-specifi c functionalities include:

•    Common core data elements to support oncology care and research  
•   Detailed analysis of functions to support chemotherapy and drug management.

 –    Facilitation of electronic chemotherapy orders  
 –   Interface with pharmacy systems  
 –   Redundancy of nursing and pharmacy electronic safety checks of chemo-

therapy orders     

•   Standardized order sets with dose calculators with clinical decision support 
based on patient height, weight and test results  

•   Special features to support patient safety and comfort  
•   Coordination of care

 –    Scheduling functions for physician visits, laboratory and radiology testing, 
patient education and training, infusions and injections  

 –   Calendar and reminder functions for patients  
 –   Patient portals  
 –   End-of-life care management tools     

•   Oncology practice and research support

 –    Inventory control and billing functions linked to operational bar-coding/RFID  
 –   Patient matching to prescribed medications and samples  
 –   Tools for summarization, communication and reporting [ 5 ], p. 5–6.        

  Anesthesiology: 
 Adoption of anesthesia information management systems (AIMS) has increased 

because of increased functionality and decreased costs of available systems, but 
also because of increased regualtory reporting requirements. AIMS are usually 
standalone systems that must interoperate with monitors, anesthesia machines 
and hospital information systems. Systems must also be ergonomic with respect 
to available working space of the operating suite. In addition, anesthesia EHR-S 
functionalities should include:

•    Structured collection and sharing of preoperative data for assessment and 
risk-stratifi cation  

•   Manual intraoperative charting and automatic transcription from monitors 
and ventilators  

•   Continual real-time access to and organized display of accumulating anesthe-
sia data  

•   Reminders for intraoperative tasks (drug dose times)  
•   Provision for tracking performance and practice data for quality and safety 

improvement [ 30 ]     

  Ophthalmology: 
 Clinical ophthalmology, as a medical and surgical discipline, is centered on the 

anatomy and physiology of the eyes (and brain). Clinical assessments are fre-
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quently graphical and photographic: anatomic drawings, diagrams and images. 
Vital signs are ophthalmology-specifi c: intraocular pressure, visual acuity and 
examinations are performed by teams, in sequences that employ specialized 
imaging and measurement tools with unique and sophisticated graphical outputs 
not used elsewhere. The high level of clinical graphical data requires the use of 
picture archiving and communications systems (PACS, requiring Digital Imaging 
and Communication in Medicine (DICOM) standards). 

 Because care is rendered in parallel by teams, a patient record must be simultane-
ously accessible by all team members when a patient receives care. The American 
Academy of Ophthalmology (AAO) promotes best practices (“Preferred Practice 
Patterns”) as templates for clinical data collection and management. The AAO 
has articulated desired ophthalmologic EHR-S functionalities to guide purchas-
ers and to promote the standardization process. Specifi c functionality for oph-
thalmology EHR-S technology includes:

•    Seamless linkage and integration of the EHR-S to ophthalmologic instru-
ments and devices using defi ned standards (i.e., DICOM)  

•   Standards for interoperability of ophthalmologic and other health data within 
EHR systems  

•   Representation of ophthalmologic concepts within a reference terminology  
•   Summarization of ophthalmologic data for pre-visit review in high-volume 

practices  
•   Tools (other than a mouse) that facilitate the creation and annotation of clini-

cal drawings for the record [ 20 ]     

  Dermatology: 
 Dermatology is also characterized as both a surgical and medical subspecialty with 

a heavy reliance on clinical images (photographs and diagrams). Its practitioners 
interact closely with other specialists, such as pathologists and surgeons. 
Dermatology- specifi c EHR-S functionalities form an adjunct to larger profi les 
and include: tools that:

•    Facilitate the management and annotation of visual documents (photographs 
and diagrams)  

•   Connect the EHR-S to tools that can import such data (dermatoscopes)  
•   Permit rapid structured communication of skin lesion descriptions and clas-

sifi cations (to surgeons, as in Mohs procedures)  
•   Allow simultaneous access to records by multiple personnel (such as scribes) and  
•   Streamline work via connectivity to mobile technology such as tablets [ 56 ]     

  Dentistry and Oral Health: 
 The information technology needs for dentistry and oral care have been described 

[ 11 ,  75 ] and several themes which distinguish this fi eld have emerged:

•    Dentistry provides primary care to patients of all ages. Payment for services 
is typically separate from other forms of health insurance which all patients 
may not have.  
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•   Dental records are separate from medical record, in paper and electronically. 
There may be other separated documents of care, such as orthodontic records. 
In addition, data for consultations for some oral surgical procedures may be 
contained in the medical (non-dental) record in some institutions.  

•   Dental radiographic technology and the documentation of oral anatomy and 
pathology have special technical needs and terminologies that are not found 
or used elsewhere.  

•   Special relationships exist between dental care and chronic disease (such as 
diabetes mellitus) that require incorporation into longitudinal care 
protocols.  

•   There is variable integration of dental and medical electronic records when 
both exist.     

  Emergency Medicine and Trauma Care: 
 The information technology needs of emergency medicine have been long articu-

lated within the HL7 functionality framework, with a focus on patient 
throughput:

•    Patient tracking and registration  
•   Task and order management  
•   Clinical documentation and all stages of patient management  
•   Management of roles of different workers [ 44 ].    

 The care of trauma patients requires special information workfl ows that bridge 
emergency departments to fi eld settings. Use of tools in low-resource settings has 
been explored to support:

•    Checklist generation  
•   Clinical scoring (for trauma severity)  
•   Wireless data transfer to electronic registries (i.e., trauma databases) [ 92 ].     

  Other Medical Subspecialties: 
 Cardiology [ 90 ] and gastroenterology (in particular GI endoscopy [ 58 ,  91 ]) are 

two domains in which clinicians have identifi ed specifi c workfl ows, data ele-
ments and vocabularies for use in EHR-S and other health IT to meet the needs 
of practitioners in care, quality assurance and research. With the increasing 
dependence of patient care on technology to standardize clinical information 
workfl ows and to collect information for quality/safety and remuneration of 
services, the articulation of information functionality needs will continue to 
expand and evolve.     

5.3.2     Experience from Implementation 

 Standards-based system functionalities are silent as to their implementation. As 
electronic functionalities are implemented and deployed, they change workfl ows 
and may create competing priorities which in turn may require redesign of those 
workfl ows or system re-implementation (at additional cost, effort and time). 
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5.3.2.1     Workfl ow Confl icts 

 The standardization of tasks may create non-alignments between user goals and/or 
organizational performance. Examples include:

•    Security practices versus user convenience (timed lockouts after periods of non- 
use requiring re-entry of credentials)  

•   Safety practices versus provider effi ciency (opening records on multiple patients 
for parallel work during care) [ 15 ]  

•   Technology versus workspace needs (pharmacy tracking (medication cabinets) 
may crowd anesthesiologists and nurses occupying the same operating room 
space around a patient)  

•   Attention needed for technology versus clinical needs (requirement of clinician 
to enter orders into a system [ 34 ] vs the use of scribes [ 2 ]  

•   Mobile technology used for portable charting that also introduces a vector for 
nosocomial infections     

5.3.2.2     Nursing Workfl ows 

 Nursing activities involve direct care and interaction with patients. Workfl ows are 
information-intensive, parallel and highly interruptive. In general, health IT func-
tionality, design and implementation do not match nursing tasks well, resulting in 
unexpected (and frequently unresolved) workarounds [ 79 ].

•    Patient handoffs ideally are individualized, nurse to nurse and patient by patient, 
with time for questions and refl ection. However, busy units, changing patient 
loads, time constraints, cross-coverage and management needs make centralized 
unit reports (away from the patient) the norm.  

•   Nursing work lists within most EHR-S products omit informal information and 
tools: nursing assessments, patient summaries, scheduling functions and/or cus-
tomization (i.e., level of detail of tasks, according to the nurse’s experience).  

•   Bar-coding medication administration (BCMA) decreases nursing errors [ 74 ], 
but increases the number of steps in the process [ 8 ]. Workarounds have been 
observed, such as duplication of patient bar-codes to a common location that 
reduce the number of steps [ 26 ].  

•   Mobile devices (cell phones and pagers) are used by nurses to reduce noise 
(overhead paging) on fl oors, but are not used to their full clinical potential 
because of institutional constraints and concerns for misuse.     

5.3.2.3     Patient Safety 

 Inpatient patient misidentifi cation rates are an indicator of hospital quality [ 50 ] and 
its reduction is a current (2015) National Patient Safety Goal [ 54 ]. The problem of 
assurance of patient identifi cation becomes more complex as data from multiple 
electronic sources are combined for direct care and care coordination. The Offi ce of 
the National Coordinator has a set of recommended safety practices [ 40 ] that include 
adaptive and behavioral practices by users.  
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5.3.2.4     Clinical Documentation 

 EHR-S enhanced documentation has resulted in “note bloat” (superfl uous negatives 
and copy-pasting/copy-forwarding) and in increased time spent by clinicians in 
documenting care. The American College of Physicians has published a position 
paper that outlines the problems and suggested system functionalities and practices 
(including physician leadership and user education specifi cally for electronic docu-
mentation) [ 59 ]. 

 The implementation of ICD-10 for coding will bring higher specifi city to diag-
noses, and may further increase the time needed for provider documentation, and 
pushback by providers and care organizations has delayed its implementation 
requirement in the US. Recently the Centers for Medicare and Medicaid Services 
(CMS) stated it would help make the ICD-10 transition less disruptive by not deny 
claims solely on the basis of insuffi cient specifi city for up to a year to help facilitate 
implementation of ICD-10 [ 98 ]. 

5.3.2.5  Integration and interoperability 

 Integrated (defi ned as combined “software components, hardware components, or 
both into an overall system” [ 51 ], p. 41) single-vendor systems may limit function-
ality implementation, resulting in failure to meet the needs of some users. Standalone 
systems may provide solutions, but depend on interoperability (defi ned as “the abil-
ity of two or more systems or components to exchange information and to use the 
information that has been exchanged” [ 51 ], p. 42) with enterprise and business sys-
tems. Some institutions may combine the enterprise and standalone systems with 
one tradeoff being that clinicians may need to master multiple EHR systems and 
their interfaces. Governance may be complex with differential impacts on organiza-
tional culture [ 87 ].

  A 2014 KLAS report revealed that 25 % of polled ambulatory practices are con-
sidering replacement of current systems due to fi nancial, regulatory or political 
(hospital affi liation) issues [ 57 ]. Although there are efforts to reduce the time and 
cost of interoperability among systems [ 45 ], challenges persist [ 3 ]. 

5.3.3         New Needs 

5.3.3.1     New Data Types 

 In addition to EHR-S functionalities for rendering image and signal data, systems 
will need to manage genetic/genomic and pedigree data, which pose technical, 
administrative, legal and ethical issues. EHR-S functionalities for handling personal 
genomic data include the ability to: (a) store and share it in a clinically computable 
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and usable format, (b) link to phenotypic information and (c) display and link fi nd-
ings and test results [ 64 ] to patient-directed information and decision tools. These 
functionalities are needed in several clinical domains: obstetrics/gynecology, pedi-
atrics and oncology, among others. 

 Another challenge (and opportunity) lies in how patients can report and share 
their personal health data. Stage 3 Meaningful Use will incorporate patient-generated 
health data (PGHD) [ 86 ] into standard healthcare information fl ows which will pose 
many implementation challenges: technical, operational, legal, cultural and educa-
tional [ 78 ,  80 ]. Such “patient-facing” technologies hold great promise in increasing 
patient engagement for improving care quality, research and policy [ 27 ,  47 ].  

5.3.3.2     Emergent/Adaptive Clinical Systems 

 A persistent problem of systems functionality development processes is that they 
are locked into a standards/contracts based “task-artifact” (clinician-to-developer- 
to-user) cycle which creates a continual lag in meeting user needs in the face of 
rapidly changing clinical (and regulatory) demands [ 88 ]. This results in persistent 
dissatisfaction and pushback from clinicians and physician groups on meeting ini-
tially specifi ed regulatory deadlines for implementation (ICD-10 for example, and 
Meaningful Use Stage 2). 

 A recent development has been the pilot of an emergent clinical information 
system, the design approach that gives clinicians complete control over Web-based 
systems by providing

•    Design tools that do not require programming  
•   Automatic real-time conversion of designs into executable clinical information 

systems  
•   Real-time iteration to facilitate problem identifi cation and solution [ 12 ].     

5.3.3.3    Usability and Patient Safety 

 Growing recognition of the importance of cognitive and usability of EHR-S and 
health IT in clinical workfl ow, system design and error reduction (especially in criti-
cal care [ 73 ]) has led to research and new approaches in design, implementation and 
deployment. Workfl ows that have been studied include: clinical summarization, 
problem list management and clinical comprehension [ 93 ]. 

 New hazards posed by poorly designed or deployed health IT within the already 
complex delivery of care has been a concern of the health and regulatory commu-
nity [ 53 ], with the consensus that even with regulation and standardization, safety 
of health IT is multi-factorial and dependent on human users (i.e., beyond function-
ality alone) [ 55 ]. Unsafe health IT and unsafe use of health IT persist, with barriers 
to detecting and reporting on such problems [ 67 ].  
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5.3.3.4    Information Assurance 

 The progressive dependence of healthcare practice on EHR systems and other 
health IT has made information assurance (confi dentiality, integrity and availabil-
ity) of data, interfaces, applications and networks essential to maintaining health-
care operations:

•    Tradeoffs between convenience and security persist as theft/loss of laptops and 
removable media with protected health information (PHI) remains the leading 
cause of data breaches [ 84 ] with a recent report that the root cause of health 
care breaches are shifting from accidental to intentional [ 97 ]. Concerns for 
cybercrime involving health data has led to progressive requirements for health 
data security training for all users and to proactive institutional risk assessment 
and management [ 39 ] as standard practice [ 31 ] which may be overwhelming to 
some organizations [ 61 ].  

•   Poor documentation practices (copy-pasting, over-documentation, etc.) threaten 
the integrity of clinical content and require training and monitoring.  

•   The interplay between sociotechnical health information infrastructures and 
high-reliability IT networks have created lowered tolerances to prolonged sys-
tem crashes that may paralyze institution-wide clinical work fl ow [ 10 ] (and cre-
ate additional burdens of data recovery).       

5.4     EHR System Functionality in Care Coordination 

 Care coordination has been identifi ed as a national strategy priority for improving 
healthcare quality [ 85 ]. A 2012 cross-sectional study of US offi ce-based physicians 
revealed that measures of care continuity (completion rates of consultation requests, 
hospital discharge summaries and consultant reports) were low, even when practices 
had an EHR-S. Over a third did not routinely receive needed patient information, 
with over half not receiving it electronically. EHR-S technology only slightly 
improved receipt of needed information [ 48 ]. 

 Care coordination is defined as “a function that helps ensure that the 
patient’s needs and preferences for health services and information sharing 
across people, functions, and sites are met over time…[maximizing] the value 
of services delivered to patients by facilitating beneficial, efficient, safe, and 
high-quality patient experiences and improved healthcare outcomes” [ 49 ]. 
From a management perspective, it is “the organization of…activities between 
two or more participants involved in a patient’s care to facilitate…appropriate 
delivery of health care services…marshalling of personnel and other resources 
needed to carry out all required patient care activities and…managed by the 
exchange of information among participants responsible for different aspects 
of care” [ 66 , p 6]. 
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5.4.1     Framework for Care Coordination 

5.4.1.1    The Medical Neighborhood 

 Care coordination (described in the AHRQ Care Coordination Measures Atlas 
(Fig.  5.2 )) bridges gaps between providers (services, goods, participants, informa-
tion) and requires pragmatic and proactive organization of resources and services 
with respect to the patient. Centered on the  health care home  (aka “medical 
home” or “patient-centered medical home” (PCMH) [ 69 ]), the  medical neighbor-
hood  includes “the constellation of…clinicians providing health care services to 
patients within it,…community and social service organizations and State and 
local public health agencies” [ 83 ] that connect and communicate with each other 
(Fig.  5.3 ).
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  Fig. 5.2    Conceptual structure of care coordination [ 66 ] (Reprinted with permission of the Agency 
for Healthcare Research and Quality)       
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    High functioning medical neighborhoods encourage collaboration through well- 
defi ned (via formal agreements) and shared infrastructures, resources and informa-
tion (Fig.  5.3 ) with “regular communication, collaboration, and shared 
decision-making across various actors in the system” through effective use of infor-
mation and communication technologies [ 68 ]. Care coordination is characterized by:

    1.     Individualized   management  by teams and centralized in the healthcare home, 
with   

   2.     Specifi c   plans  for tracking and follow-up,   
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  Fig. 5.3    Information Flows in a Medical Neighborhood [ 83 ] (Reprinted with permission of the 
Agency for Healthcare Research and Quality)       

 

G.R. Kim et al.



89

   3.     Well  -  defi ned   transitions of care ,  communication ,  coordination and collabora-
tion  inclusive of clinicians, patients, families and others involved in ongoing care 
of the patient, and   

   4.     Strongly  -  linked   community services and resources  that align and facilitate care    

  Expected outcomes of high-functioning medical neighborhoods include 
improved patient safety and satisfaction with reduced costs and utilization and 
improved population health [ 83  pp. 7, 9.].  

5.4.1.2    The Medical Home 

 To support the IHI Triple Aim (Improve the patient experience, Improve popula-
tion health, Reduce the cost of healthcare [ 52 ]), and other HIT functionalities 
must support the medical home. Functions that Patient Centered Medical Homes 
(PCMHs) must provide include: 24/7 access and continuity to care and medical 
advice by patients, team-based care, population health management, care plan-
ning/management (including medication management/prescribing), test and 
referral tracking and performance measurement and improvement (Fig.  5.4 ). 
PCMHs must facilitate communication and collaboration with other members of 
the medical neighborhood (Fig.  5.3 ) and with health information exchanges 
(HIE).

   NCQA provides certifi cation to PCMH organizations that meet stringent criteria 
and to EHR-S and other health IT products aligned to their needs [ 70 ]. 

 Still, availability of an EHR-S and patient infrastructure are not enough. 
Health homes and their medical neighborhoods must themselves be high func-
tioning with dedicated case management in partnership with engaged primary 
care providers [ 76 ]. For patients with complex and chronic health problems, 
comprehensive periodic needs assessments with updated individualized plans/
summaries by a knowledgeable care team that uses HIT optimally are essential 
[ 76 ], pp. 11–12. A framework for coordination support has been described [ 77 , 
 81 ] for:

•    Coordination within care teams

 –    Documentation using structured (and searchable) clinical data for decisions  
 –   Summarization tools to view and share patient data and trends over time  
 –   Comprehensive care plan tools to provide accountability over different aspects 

of care     

•   Coordination across care teams

 –    Interoperability to handle data from multiple sources, reducing the need for 
multiple entry  

 –   Tools for medication reconciliation  
 –   Tracking and loop closure functions for test results, referrals and 

consultations     
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•   Coordination between care teams and community resources

 –    Tracking patient use of community resources  
 –   Facilitated communication with community resources     

•   Continuous familiarity with a patient across time

 –    Listing of all members of the care team  
 –   Ability to share information with the patient and the team simultaneously     

•   Continuous proactive and responsive action between visits

 –    Disease/condition specifi c decision support (reminders/alerts)     

•   Patient-centered care

 –    Patient portals and personal health records       

 Other factors important to care coordination success are:

•    Active engagement of patients in their own care with direct communication 
among patients, providers and specialists  

•   Dedicated teams with stratifi ed approaches dependent on the complexity of care 
required  

•   Business models with incentives that support and reward care coordination 
eHealth Initiative [ 49 , p. 6].     

  Fig. 5.4    Patient Centered Medical Home Criteria (Reproduced with permission of the National 
Committee for Quality Assurance (NCQA) [ 99 ]        
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5.4.1.3    The Care Coordinator 

 The designated individual or team responsible for identifying a patient’s care plan 
goals, coordinating services and providers and helping the patient to navigate the 
medical system is essential. Ideally, coordination is an integrated multi-disciplin-
ary team that includes one such designee who works in close partnership with the 
patient, the provider and services [ 24 ]. A major aim is to engage the patient in all 
aspects and decisions of care. The American Nurses Association promotes the 
training and essential role of registered nurses in providing excellence in care coor-
dination [ 4 ].   

5.4.2     Health IT to Support Care Coordination 

 EHR systems and other health IT form the information infrastructure and mecha-
nisms by which:

    1.    Care coordination activities are documented, communicated, managed and tracked   
   2.    Performance measures are defi ned, collected and managed     

 The roles of EHR and other health IT systems are to: (a) assure, simplify and 
reduce the burden of data collection and sharing, (b) provide access to  clinical  
details not available otherwise for care and quality and performance measures and 
(c) generate views of aggregated longitudinal patient data over time and providers 
[ 66 , p. 28]. At the PCMH (practice) level, this translates into EHR-S 
functionalities:

•    Decision support (condition-specifi c reminders, alerts) for clinicians and care 
coordinators to manage and track tests, results, referrals and consultant reports 
for individual patients  

•   Dashboards that facilitate care coordinators to follow up on the care of individu-
als and groups of patients (completion of prescriptions, testing, referrals, com-
munications, patient reports, seasonal care (i.e., immunizations))  

•   Report specifi cation and generation tools for multiple users and uses: clinical 
tracking, practice monitoring and improvement, patient outreach, regulatory 
measures and research.    

5.4.2.1    Health Information Exchange (HIE) and Early Notifi cation 

 HIE refers to (a) electronic sharing of healthcare information across and among 
organizations and (b) an organization that provides this functionality to stakehold-
ers. The goal of HIE is to provide timely access to data for high-quality patient- 
centered care that prevents unnecessary duplication and to prevent abuses. 

 For defi nition (a), there are currently three standards [ 41 ]:

•    The Direct Standard: for secure electronic transfers between providers for care 
coordination [ 38 ]  
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•   The NHIN CAQH CORE X12: for providers to query and request electronic 
clinical information about a patient between providers [ 35 ]  

•   Consumer-mediated exchange: an example of which is the Blue Button Initiative 
[ 21 ,  37 ] to empower patients to access their medical information securely from a 
Web portal.    

 For defi nition (b), one example is a collaborative Early Notifi cation System 
(ENS) Program which provides notifi cation of an admission/transfer/or discharge 
about patients in Maryland and Delaware [ 19 ,  28 ] to enrolled providers. This pro-
gram supports transitional care management (TCM) to reduce hospital readmis-
sions [ 7 ]. Another example is Maryland’s Prescription Drug Monitoring Program 
(PDMP) [ 25 ] using its CRISP HIE (  http://crisphealth.org/    ). The PDMP helps to 
identify patients seeking controlled substances by prescription from multiple pro-
viders, preventing morbidity and promoting appropriate services to patients in 
need.  

5.4.2.2    Care Plan Documentation Standards 

 Much work has been done by several standards development organizations (HL7, 
IHE, HITSP) to defi ne a structure for an interoperable electronic document for Care 
Coordination (the Care Plan, a shared, consensus-driven, comprehensive blueprint 
of concerns and interventions by multiple providers and the patients). The Care Plan 
formalizes data fi elds and values (Fig.  5.5 ) for use in electronic records and 
transactions.

5.4.2.3       Performance Measurement Tools 

 The National Quality Forum (NQF) has endorsed a Care Coordination 
Framework [ 71 ] that identifi es an evolving set of coordination measures that 
includes (but is not limited to): (a) the healthcare home, (b) a proactive plan of 
care and follow-up, (c) communication, (d) information systems and (e) transi-
tions/hand-offs. In addition, NQF has developed the Quality Data Model (QDM) 
[ 17 ], a formal, standardized framework for enabling structured authoring (via 
its Measure Authoring Tool,   https://www.emeasuretool.cms.gov/    ) of logically 
consistent electronic eMeasures (or eCQM). The QDM defi nes categories of 
information, their context of use and relationships to other information to allow 
automated capture of data from HIT such as EHR-Ss Health [ 36 ,  65 ];   http://
public.qualityforum.org/hitknowledgebase/Pages/Knowledge%20Base%20
Home.aspx    . 

 EHR-based measures, some with formal (QDM) specifi cation, have been identi-
fi ed in Meaningful Use (of Certifi ed Electronic Health Technology) core and menu 
objectives (Stages 1 and 2) and clinical quality measures [ 66 ], pp. 31–34. Current 
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Meaningful Use objectives for which eMeasures are currently specifi ed (although 
not implemented) include Clinical Quality Measures:

•    Closing the Referral Loop: Receipt of a Specialist’s Report  
•   Follow-Up Care for Children Prescribed ADHD Medication  
•   Diabetic Retinopathy: Communication with the Physician Managing Ongoing 

Diabetes Care  
•   Home Management Plan of Care: Document Given to Patient/Caregiver      

5.4.3     Challenges 

5.4.3.1    Inclusion of External Care 

 As more patients receive care in “nontraditional settings” (retail clinics, urgent care 
centers, school and work clinics), a question that has arisen is: “What is the capacity 
for these settings to connect with the medical home?” This forms a basis for a recent 
initiative by NCQA to assess these sources of health care as “visible” parts of the 
medical neighborhood [ 72 ].  

  Fig. 5.5    Conceptual Workfl ow of a Care Plan (Reproduced, courtesy of HealthIT.gov, Offi ce of 
the National Coordinator) [ 100 ]       
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5.4.3.2    Management of Inherent Complexity 

 The challenges of care coordination are long-standing. Even with new approaches, 
infrastructures and information tools [ 14 ], there are inherent complexities in coor-
dinating and optimizing care and health that make success elusive:

•    Accountable care organizations’ (ACOs’) call to engage patients in their care  
•   Changing patient behaviors  
•   Medication reconciliation [ 60 ] and problem list management [ 1 ].       

5.5     Conclusion 

 EHR systems and other health IT technologies are now a part of mainstream health-
care. The evolution of system functionalities has resulted from ongoing negotiations 
among clinicians and systems developers to meet the growth of clinical information 
workfl ow needs. Two important drivers that have increased adoption of EHR-S 
technology and stimulated development of functionalities are federal regulations 
(quality measures reporting and Meaningful Use incentives/penalties) and lessons 
learned from implementation. 

 Care coordination, as a means to improve transitions and longitudinal care of 
patients across time, providers and resources, is a national healthcare strategy goal. The 
management of care trajectories through a medical neighborhood by Patient Centered 
Medical Homes (PCMHs) requires dedicated nurse-led multi-stakeholder teams and 
appropriate business models to sustain them. The development of EHR-S and health IT 
functionalities for care coordination have focused on (a) tools to assure completion of 
tasks, (b) interoperability standards for health information exchange (HIE) among 
stakeholders and (c) infrastructures to measure care processes and outcomes. 

 The starting point and the fi nal arbiter in any functionality of health information 
tools is how it impacts on the quality of patient care: its safety, effectiveness, effi -
ciency, equity and patient-centeredness.   
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    Chapter 6   
 Great Promises of Healthcare Information 
Technology Deliver Less       

       Ross     Koppel     

    Abstract     Healthcare Information Technology (HIT) continues to hold immense 
promise for reducing medical errors, collecting instant and vast data from across medi-
cal providers, increasing effi ciency, improving clinician and patient satisfaction, shar-
ing data, guiding clinicians with up-to-date fi ndings, and facilitating teamwork within 
and across professions. Yet, almost everywhere clinicians fi nd this technology frustrat-
ing and falling short of its promised benefi ts. In this chapter I examine the reasons for 
this chasm between promises and reality. In doing so, I review the many benefi ts of 
healthcare Information Technology (IT), the origins of electronic health records in both 
academic and commercial settings, government policies intended to spur the economy 
and encourage implementation of healthcare IT, the forces infl uencing those policies, 
vendor contracts, in addition to the role of the Offi ce of the National Coordinator of 
Healthcare IT and of other offi ces in the Bush and Obama administrations. I also 
explore the barriers to establishing data standards, interoperability, full and transparent 
evaluations of EHRs and similar technologies, sharing of problematic EHR screen 
shots, and rapid remediation of healthcare IT-linked diffi culties. Healthcare IT, despite 
its problems, provides many and essential benefi ts, and will continue to improve. To 
that end, I offer suggestions for bringing the promise and reality closer together.  

  Keywords     Healthcare IT   •   EHRs   •   Usability   •   Healthcare policy   •   Regulation  

6.1         Introduction 

 Healthcare IT was conceived in hope of reducing errors, increasing effi ciency, 
improving clinician and patient satisfaction, sharing data, improving patient safety, 
guiding clinicians via evidenced-based medicine, and facilitating teamwork within 
and across professions [ 1 ,  3 ,  5 ,  8 ,  12 ,  24 ,  31 ,  39 ,  46 ,  53 ]. Yet, everywhere clinicians 
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often complain that HIT fails to provide these benefi ts and even creates barriers to 
achieving these benefi ts [ 1 ,  3 ,  5 ,  8 ,  12 ,  14 ,  15 ,  22 ,  24 ,  31 ,  39 ,  40 ,  46 ,  53 ]. How could 
HIT fall so short of its promises? In this chapter, we seek to explore the reasons for 
this disparity between hope and reality, and to offer suggestions for bringing the two 
closer together. 

 Healthcare IT (HIT) includes Electronic Health/Medical Records (EHR/EMR), 
Computerized Provider Order Entry (CPOE – usually a part of EHRs/EMRs) 
Barcoded Medication Administration (BCMA), Pharmacy IT, Computer Decision 
Support (CDS), radiographs and image transfer, and electronic prescribing (eRx), 
among other technologies. Collectively and individually HIT offers advantages that 
include:

•    Freedom from unreadable and confusing handwriting  
•   Speed and instant access to and from the pharmacy, other record systems, labs, 

everywhere  
•   The ability to compare prescriptions that might interact in unwanted ways  
•   Reductions in duplicate orders, tests, and procedures  
•   Order formats that require specifi cation of patient, route, dose, schedule/time, 

and formulation  
•   Facilitating continuity of care  
•   Ubiquity – immediate sharing of all information across the hallway and the 

nation  
•   Multiple and simultaneous access  
•   Ability to incorporate natural language processing, and  
•   Ability to mine the vast oceans of data generated by digital data, which could advance 

medical knowledge in ways that would otherwise take decades to accomplish.    

 Computerization was to provide all of these benefi ts – not only as improvements 
to the former paper-based systems that dominated medicine for a few hundred 
years, 1  but, more important, with the myriad functions and features only possible 
with computerization. This distinction between improvement and new develop-
ments is worth exploring. For example, one could improve paper-based medication 
ordering by structuring a computer template to “require” the physician to specify 
the medication’s route, schedule, dose, et cetera. In contrast, a computer can list all 
of the available doses, formulations, routes, and ensure all relevant information is 
specifi ed according to the patient’s weight, age, pregnancy, comorbidities, drug 
allergies, and other medications (drug-drug interactions) before the order is submit-
ted. Another comparison may be helpful: one could type a medication order rather 
than handwrite it, thus alleviating the handwriting problem, but even with many 
carbon copies, instant and ubiquitous transmission and access across the institution 
or the nation is not possible without computers, nor are the aforementioned checks 
for weight, age, pregnancy, etc.  

1   We note that paper-based systems were themselves essential and valuable efforts to improve the 
practice of medicine and the safety of patients. 
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6.2     Understanding the Gap Between Potential and Real 

 So how did this extraordinary technology generate the level and range of disap-
pointments experienced by so many clinicians and healthcare IT scholars? [ 3 ,  5 ,  12 , 
 14 ,  24 ,  25 ,  30 ,  31 ,  34 ,  36 ,  39 ,  47 ,  53 ]. To answer this question, we start with a very 
brief look at the genesis of these software systems, and important, at the recent 
governmental efforts to require their use. There are two interwoven roots. 

6.2.1     Enterprise-Wide HIT: For Hospitals and Healthcare 
Systems 

 Most EHRs (a term we use to include EMRs) were either developed by clinician- 
informaticists or were substantially modifi ed from billing systems to form the soft-
ware that combines orders, notes, lab reports, etc. Some of the diffi culties we now 
face are a result of software’s origins in transaction-based foci and reporting sys-
tems for payments or for governmental needs. 

 Most early infl uential systems were:

•    Octo Barnett’s COSTAR (COMPUTER-STORED AMBULATORY RECORD) 
system, started 1971 – with the Harvard Community Health Plan  

•   Stead and Hammond’s TMR (The Medical Record) at Duke, started as GEMISCH 
(Generalized MIS for Community Health) started in 1969  

•   Clem McDonald’s RMR (Regenstrief Medical Record) at Regenstrief Institute 
of Health Care and the Indiana University’s School of Medicine, from 1973  

•   Homer Warner’s HELP system at LDS in Salt Lake City Utah, earlier the Kaiser 
Permanante (KP) system developed by Morrie Collen and started in 1963 with 
IBM 1440s  

•   Shepard and Levy Simborg and Blum’s Johns Hopkins Hospital (JHH) system  
•   Also there were many single-specialty as well as general-screening systems 

developed as in the 1950s, such as Don Lindberg installing IBM terminals for 
capturing nursing data at the University of Missouri (~1954) (C. Kulikowski, 
personal communication. February 26, 2015) [ 7 ].    

 Very few systems were built de novo by commercial fi rms .  An example of one of 
these “exceptions” is the early commercial system by Technicon, called TDS, intro-
duced at El Camino Hospital in Mountain View, CA in the mid-1970s. Indeed, most 
of the pioneering enterprise-wide systems have been bought or absorbed by com-
mercial vendors who sell them to hospitals for considerable sums, ranging from 
several million dollars to several hundred million dollars. Those amounts do not 
include the cost of implementation, linkages to other systems, consultants, custom-
ization, building order sets or computer decision support rules, and the hundreds of 
other steps needed to make the systems function within a hospital or healthcare 
system. Implementation, in fact, costs three-to-fi ve times the price of the software. 
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Thus, an EHR vendor selling a system to a very large hospital complex – for exam-
ple a system for a complex of four hospitals plus clinics, labs, pharmacy IT, et 
cetera – might charge $350 million for the software, and then the hospital complex 
will spend $1.3 billion in implementation costs, for a total bill of almost $1.7 billion 
just to implement. Ongoing software maintenance fees, hardware, networks, staff 
resources and training all add to the total cost of ownership and these EHR costs 
runs into the multimillions of dollars annually. 

 There are only a few remaining, homebuilt pioneer systems at major academic 
centers (e.g., Beth Israel -Deaconess, Vanderbilt), but almost all healthcare institu-
tions have implemented or are implementing commercial systems that were proba-
bly created years ago at major academic medical centers or from billing software. 
The days of homebuilt enterprise-wide systems, so essential to the development of 
medical informatics, have largely disappeared.  

6.2.2     Small Practice EHRs 

 There is a common joke that every doctor who had a brother-in-law with a garage 
and with knowledge of  vis-i-calc  (an early spreadsheet software program) built an 
EHR. There are in fact over 6,000 certifi ed EHRs or EHR modules listed with the 
federal government’s Offi ce of the National Coordinator of Healthcare IT and with 
the Centers for Medicare and Medicaid (CMS). However, very few of these are 
actually in use by more than one physician or practice. 

 No matter how the HIT systems came to be, a key concern is: do they do what we 
need them to do? Do they improve care and all of the other benefi ts they promise? 
How much to they succeed in that effort? And if not as successful as anticipated, 
why not? 

 As we shall illustrate, the HIT systems, although dramatically superior to paper 
in so many ways, are not what clinicians hoped they would be, nor what they cer-
tainly could be. Below we explore the reasons for these diffi culties, from creation of 
vendor-friendly policies, to reluctance to agree on data standards, to refusal to allow 
public review of usability, to use of inadequate workarounds on interchange of data, 
to pricing, to lack of transparency on screenshots involving patient safety dangers, 
to the myriad of other factors.   

6.3     Policy Creation and Capture 

 The horror of medical error is so great, the complexities of care so daunting, the 
need to train clinicians in new rotations so constant, and the vulnerabilities of aging 
and sick patients so challenging, that we have sought solutions in computational 
technology. What other mechanisms can help move, sort, track, analyze and com-
pare the quantities of data? None! It is that need and hope that inspired the founders 
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of HIT, and that then empowered the sellers of that technology to request and 
receive: (1) A regulatory-free environment from the FDA, leaving only the CMS/
ONC leaders who were aggressively promoting HIT as an essential panacea for 
healthcare’s ill; and (2) Subsidies, mandates and encouragements that quickly 
became a crusade fl ying with the banners of effi ciency, patient safety, cost reduc-
tions, speed, improved measurement, up-to-date guidance, and provider control. 
That these magnifi cent goals were either unproven or profoundly contested never 
impeded the ardor of HIT’s supporters, nor the dollars in subsidies, nor the demands 
that healthcare providers and hospitals purchase these systems. We developed poli-
cies based on faith in the technology absent empirical evidence of the policies’ 
wisdom or effi cacy. 

 One consequential event in the formation of policy – and an example of the 
assumptions and uncurious faith that distorted perceptions and research – was the 
seminal article by Jha et al. [ 21 ] that found United States’ hospitals required subsi-
dies for HIT purchases, incentives to continue HIT use, certifi cation of HIT sys-
tems, better IT departments, and fewer technophobic physicians. A review of the 
survey instrument on which that New England Journal of Medicine paper was writ-
ten, however, reveals the authors asked no questions about usability, data standards, 
interoperability, unfriendly user interfaces, clunky software, irrational choices in 
menus, lost laboratory results, and non-responsive vendors. The only options the 
hospital respondents were offered were about the needs for subsidies, incentives, 
certifi cations, better IT departments, and fewer technophobic physicians. While not 
intentionally biased, it nevertheless assumed HIT is benefi cial, and that any impedi-
ments must be found among users and their institutions. Interestingly, the senior 
(“anchor”) author of that paper was David Blumenthal, who would soon become 
the head of the agency, Offi ce of the National Coordinator of Healthcare IT (here-
after, ONC) that created the regulations and oversaw the HIT industry. The ONC 
implemented the policies that were supported by the fi ndings of Jha et al.’s [ 21 ] 
research. 

 In 2008, it’s also true that one of the major goals of the Obama administration at 
that time was to thwart the rampant recession inherited from the previous adminis-
tration by infusing America with money for the purchase of HIT. Helping imple-
mentation of HIT was perceived as a double win: (1) helping to save the economy, 
and (2) saving lives and healthcare dollars with the miracle of computerization and 
digitization of healthcare information. It is also true that the $24–34 billion in stim-
ulus and incentive spending – and, far more important, the trillions of dollars 
required of hospitals and clinicians to buy and install the systems – was benefi cial 
to the economy. But another side of that equation is unresolved and even more 
essential: would it have been better to require data standards, interoperability and 
usability standards as part of the incentive and subsidy package? Was there a way of 
supporting purchase of HIT systems while also encouraging interoperable and use-
ful HIT? And could this be done in a way that would neither stifl e innovation nor 
require usability metrics not responsive to the needs of clinicians or to other stake-
holders? I argue that it would have been possible to achieve far more than we real-
ized from the existing policies. How?
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    1.     Data Standards  – the format one uses to record the collected medical informa-
tion: There were several available ontologies and data standards for defi ning 
almost all of the measures used in medicine in 2009. We could have chosen one 
and insisted that any system that could receive incentives and subsidies had to 
use that data standard. Without data standards, interoperability becomes almost 
impossible. Of course, there could have been a fl exibility built into that process. 
For example, any system could be installed in 2009–2010 but that system had to 
incorporate the unifi ed data standards within a year. 

 Perhaps worse, without unifi ed data standards we cannot share information 
across systems; we fail to achieve real interoperability. The systems create tow-
ers of Babel and those towers become isolated from each other; a noisy but deaf 
city.   

   2.     Interoperability:  sending information from one system to another – has been 
mastered in electronics and almost every other industry for over 40 years, often 
for several hundred. The major barrier in HIT was the aforementioned lack of a 
unifi ed standard and the refusal of vendors to select a method of data transmis-
sion. Again, selecting any of the available methods in 2009 would have enabled 
the transmission and collection of medical information – a core, but still missing, 
virtue of HIT. Several arguments are offered for the industry’s inability or refusal 
to create its own interoperability protocols or for its lack of agreement on exist-
ing interoperability protocols:

•    Vendors benefi t from sales of entire suites of products, e.g., the linked soft-
ware programs of CPOE, pharmacy IT, the electronic medication administra-
tion recording systems (eMARs), etc. By not allowing a vendor’s software 
and/or hardware to interact with other vendors’ systems, a vendor ensures 
sales of a combined package.  

•   A related argument: by selling one system, say, the CPOE, to a hospital, ven-
dors can be assured that additional purchases will be in their same product 
lines.  

•   Because these systems are so expensive, because implementing them is three 
to fi ve times more than just the initial software and hardware costs, and 
because the implementation process takes 3–5 years, opportunities for buyer 
remorse is limited or made unacceptable. The buyer is locked in; often wed to 
that system for a decade. The vendors thus seek to capture market share as 
soon as possible, and are encouraged to rush HIT products to market before 
they are suffi ciently tested. Aggressive marketing and subsidies also obscured 
or prevent objective discussion of HIT’s merits and challenges. The vast funds 
involved, and the consequential career implications of those participating in 
HIT purchases enhance intimidation of critics and those who report problems 
with the technology [ 36 ]. The general faith in technology and the sincere 
desire to see HIT improve medical workfl ow encourages so many to defi ne 
critics as technophobes, incompetents, and non-team players.  
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•   Data loss threats: lack of interoperability makes switching HIT systems peril-
ous, with dangers of massive data loss, which would be a catastrophic failure 
for healthcare institutions. A variant of this is when a current vendor offers to 
sell you your own data in non-machine readable formats, i.e., as millions of 
PDF pages. (This is a true case.) They thus add injury to insult by demanding 
the hospital or practice pay for this printing function when it could obviously 
be sent via a digital medium, and therefore more usable in the next HIT 
system.    

 As with data standards, the ONC could have offered fl exibility in the tim-
ing of an interoperability requirement. Thus, for example, any system would 
be acceptable to purchase in 2009–2010, but all systems would have to be 
able to use an agreed-upon exchange protocol within a year of installation.   

   3.     Usability : defi ned as ease of use, ability to learn, effectiveness, effi ciency, error 
tolerant, engaging, and responsive [ 35 ]. As we discuss below, usability is mea-
surable and the rules for better vs. worse usability are well known [ 23 ,  29 ,  35 ]. 
In fact, the National Institute of Standards and Technology (NIST) was appointed 
by the enabling law in 2008–2009 to conduct usability testing, but was circum-
vented, or rendered toothless by the then ONC leadership and others who were 
primarily focused on encouraging implementation of EHRs. This circumvention 
(discussed below) was extended to allow bypassing the ONC-funded University 
of Texas at Houston’s usability program, even after it was anointed as a major 
program for the HIT industry. Submission of HIT software to UT Houston’s 
evaluation labs was not mandated and UT Houston’s offer of assistance for 
usability measurement and improvement was not integrated into any of the 
ONC’s or CMS’ core requirements.     

  Regulatory Creation and Capture with Enforced Markets:  One reason for the 
continuing disappointing performance of HIT systems is found in what economists 
call “regulatory capture” – where the enterprises (businesses) that are theoretically 
regulated by an agency gain control of the regulatory agency or processes. 
Sometimes this is called “the foxes guarding the henhouse”. Although with HIT, it 
might better be called, the foxes are architects of the hen house.  

6.4     Certifi cation and Testing Processes 

 Vendors secured the best of both worlds for themselves. Healthcare providers and 
hospitals were required to buy the HIT systems to receive subsidies and incentives 
(worth billions), and would be penalized in reduced payments for Medicare and 
Medicaid services if they failed to use the HIT systems. This created a captured 
market where vendors competed to scoop up market share and were often protected 
from competitive pressures to make the software responsive to healthcare providers’ 
needs once the sale was made. In addition, “certifi cation,” a process whereby EHRs 
or their components were “certifi ed” to complete specifi c functions, was designed 
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in such a way that all vendors found a process that almost always resulted in 
approval. For example, although the reality of medical care is that providers have 
little time to order a medication or a lab test, the certifi cation process is conducted 
without time constraints. Thus, to continue this not so hypothetical example, a cer-
tifi cation “test,” that might involve modifying a medication order schedule, which 
should ordinarily take a few seconds, would nevertheless pass even if it took several 
hours and required the assistance of a team of the vendor’s engineers. 

 Perhaps more disconcerting is the in vitro unrealities of these tests. That is, they 
are conducted apart from the organization in which these programs will operate. 
And the context, as the vendors are quick to remind all when discussing usability, 
can be all important in determining how a program will function. Nevertheless the 
tests are in isolated test beds with none of the usual interferences or contextual reali-
ties in which they must eventually work.  

6.5     Scaling Back the Functionality 

 Vendors were instrumental in creating the legislation and regulations under which 
they were supposed to operate. Consider the following: The requirements that HIT 
vendors’ software had to meet were consistently scaled back from the time that 
functional requirements were fi rst suggested to their eventual publication with full 
regulatory authority. Often the vendors would insist that they were iteratively seek-
ing to minimize their software’s regulatory requirements (called “Meaningful Use,” 
or “MU”) on behalf of their clients, claiming that the providers did not have the 
skills or capability to meet the requirement. But in almost all cases, the underlying 
reason was that the software was insuffi ciently robust or so poorly designed or 
infl exible such that meeting the requirements was impossible [ 43 ]. 

 For example, time lines for meeting criteria were repeatedly pushed back or 
eliminated from the upcoming deadline. Lists of requirements were cut from 20 to 
16, and then made “fl exible” via revisions that required only meeting, a modest por-
tion of the several original requirements. 

 Three examples illustrate this constant retreat from functionality: Although sub-
ject to CMS audits ,  providers are not required to show proof of their use of the HIT, 
but rather to only “attest” to the fact that their software could perform those func-
tions and that they were using those functions for a given percent of the actions, e.g., 
they “attested” that their software could send out digital prescriptions (eRx) and that 
they were sending at least 50 % of their prescriptions via eRx [ 6 ]. 

 The use of attestation rather than submission of direct proof that the stated func-
tion was used in X percent of cases was necessitated by the diffi culties of sending 
even the digital information to the government – in itself an indication of the prob-
lems with the software. As noted CMS has the right to back up the attestation pro-
cess with audits. Moreover, the government has found cases where vendors’ 
software accidently exaggerated the functionality or exaggerated the number of 
patients for whom the functionality was claimed; [ 6 ,  41 ,  43 ,  52 ] or where providers 
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were inaccurately – for reasons other than software errors – claiming cases where 
they had not in fact met those requirements [ 41 ]. Another issue of required function-
alities’ reductions is seen in this example about negotiations over what an EHR 
must do. Specifi cally, this situation emerged over whether or not the ONC should 
require EHR software to allow a user (e.g., an MD or nurse) to search a patient’s 
 entire  record for some needed information, or should just require the software to 
only search the one screen currently displayed to the user? One would assume that 
a clinician would want to be able to search the entire record, not just the one screen 
in front of him or her. However, in this instance, the legacy software employed by 
the EHR vendor apparently made the more complete search function problematic. 

 Rather than improve or conform the software to make such (full) searches pos-
sible, the vendor sent a note to all its clients that asked them to request only limited 
searches. That is, the vendor asked the clients to demand regulations that would 
hobble their own abilities and EHR systems rather than fi x the systems to allow a 
full search. How do we know this? Because several providers sent in the vendor- 
suggested text to the government but failed to remove the vendor’s stage directions 
(as in, “remove these instructions and insert your name here.”) Thus, because these 
documents were fi led with the government, we could see them in the public record. 
The relevant section read:

   “Informational Comments for Organizations Using Epic (remove before submitting to 
ONC)”  [emphasis added] “…your requests for a chart search feature, and our desire to see 
this certifi cation criterion removed does not mean we don’t want to develop such a feature. 
In a future version of Epic… However, if this criterion stays in the Final Rule, we worry 
we’ll have to divert attention from future chart search features you’ve requested to focus on 
a simplifi ed, less valuable version of the feature to meet certifi cation”.  [ 19 ] 

6.6        FDA Exemption for EHR Vendors 

 Our last example of regulatory non-oversight is observed in the recent requests of 
the Federal committee that oversees policies about HIT. Some historic context is 
needed: In 1997, the HIT industry, via its trade association, Healthcare Information 
and Management Systems Society (HIMSS), plus several other organizations 
including the American Nursing Association and the American Medical Informatics 
Association (AMIA) – but not the American Medical Association – met with the 
FDA to request that the HIT industry be made effectively exempt from FDA over-
sight. The industry and its partners argued that FDA oversight might retard innova-
tion by the vendors. Vendors were therefore not required to submit their products for 
examination a priori or for post-market analysis, and no clinical trials were needed 
either before use or during use. Vendors could report known errors to the FDA’s list-
ing of medical device problems, the “Manufacturers and Users Facility Device 
Experience” (MAUDE) data base, but no testing or other requirements were 
demanded. In contrast, for example, pre- and post-market analysis is required for 
even an electronic stethoscope – which is a stethoscope that amplifi es the sound, a 
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trivial technology compared to the millions of lines of computer code in an EHR or 
the EHR’s myriad connections to other IT systems. 

 Then, recently, at the end of 2014, the industry and its allies on the Health IT 
Policy Committee and Health IT Standards Committee of the ONC asked for further 
reduction of oversight from the FDA, again urging greater “fl exibility” and, criti-
cally here, a view that HIT is “low risk.” To me, what is surprising about this request 
is that the industry feels it necessary to ensure continued non-regulation because it 
has achieved an effective regulation-free environment since 1997. As one wag 
asked: “What’s less regulation than zero?” 

6.6.1     Hold Harmless and Non-disclosure Clauses in Vendor 
EHR/CPOE Contracts 

 In 2009, Koppel and Kreda [ 28 ] published an article in JAMA about two clauses 
found in vendor HIT contracts. One clause prohibited clinicians from publicly dis-
playing screen shots of EHRs or CPOEs even if they felt those screen shots illustrate 
a danger to patient safety, e.g., illustrated how a medication listing was confusing or 
wrong, or how a drop-down menu continued beyond (below) the screen but that the 
fact that the menu continued below was not evident (thus leading clinicians to make 
an inappropriate choice) or that a drug name was truncated and misleading. This 
offered vendor protection against display of vendor screen images even if they 
involve patient safety. A part of that clause also prohibited clinicians from speaking 
pejoratively about the vendor’s product. The second clause, “hold harmless,” said 
that the vendor was not responsible for any errors committed because of their prod-
ucts even if the vendor had been repeatedly informed that the product was defective 
in some way. For example, if the software displayed a wrong weight for a child 
patient because of some software glitch, the vendor was not responsible – the ven-
dor was “held harmless.” The legal logic of the clause is that the vendor merely 
creates a “tool” used by a learned intermediary – a physician, nurse, pharmacist, 
physical therapist – who has both immediate bedside knowledge of the patient and 
has esoteric medical knowledge. Therefore that learned intermediary has the author-
ity to take whatever information is shown and make a considered professional judg-
ment, including realizing that the information shown to him or her via the software 
is incorrect. To be clear, the medical professional/user can inform the vendor of the 
error, and can inform the vendor and fellow users via its customer chat rooms or 
Listservs. The professional can also show the possibly faulty screen shot to his/her 
fellow professionals standing next to her. But if she/he were to send that screen shot 
to a publicly available website, say, for example, a blog, then both that professional 
and his/her hospital or practice would be liable for massive monetary compensation 
to the vendor. 

 Since the publication of JAMA 2009 article, the IOM, the JASON report spon-
sored by the government, and the ethics committee of AMIA have called for removal 
of those clauses [ 2 ,  13 ]. In contrast, the ONC, CMS, and HIMSS have never 
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demanded that those clauses be removed. In fact, some key staff members of the 
ONC and HIMSS insist that the clauses do not exist even though HIMSS’ EHRA 
(EHR Association…a HIMSS subgroup comprised of the largest manufacturers of 
EHRs) say they exist but are only found in a few vendors’ contracts. (Note: there is 
good reason to believe that those “few” vendors represent a large proportion of all 
EHRs sold.) No vendor has published their contracts to allow public review of their 
documents by attorneys. We also note that vendors receive many thousands of 
reports about their software and have mechanisms for classifying those reports into 
various categories. Generally reports involving patient safety are addressed with all 
possible dispatch; and nothing here should be interpreted to suggest that vendors are 
inattentive to patient safety issues. That’s not the issue here. Rather, we are discuss-
ing the vendors focus on their liability for any problems their software may cause. 
The non-disclosure clause, while separate from the hold harmless clause, perpetu-
ates healthcare professionals’ inability to learn about possibly faulty software and to 
engage in speedy accommodations to their workfl ow processes, software custom-
izations, or other steps that could facilitate patient safety and clinician security. The 
non-disclosure language in vendor contracts works against the full exposure of 
potentially harmful software.  

6.6.2     The Offi ce of the National Coordinator 

 I argue that the ONC, from its very beginning, has viewed its primary role as encour-
aging the purchase and use of HIT. It routinely publishes data cheering the number 
of EHRs sold and focuses on extolling the virtues of HIT via its publications, pro-
grams, funding, and reports. It actively solicits stories of successful implementa-
tions even though there are data to suggest that up to 70 % of software implementations 
are failures [ 50 ]. Indeed, the ONC often funds HIT-enthusiasts but has been far less 
generous to those who are less-than-enthusiastic about the software – as if we only 
learn from our successes and not from our diffi culties. In its several publications 
that discuss HIT-related errors, it often focuses on technophobic clinicians or on 
problematic implementations [ 27 ]. Even when it supports work on patient safety 
and HIT, it has worked to avoid regulation and to concentrate on the almost infi ni-
tesimal proportion of errors that are more accessible and reported [ 42 ,  48 ]. This 
approach contrasts to the majority of HIT-related errors that pertain to medication 
ordering errors, which are extraordinarily diffi cult to determine because patients are 
often old, sick (sic), suffering from 3 to 5 comorbidities, and are on another 10 to 13 
other medications. In addition, the patients’ homeostatic systems are trying to keep 
them alive or are failing at that task. Good things happen to patients when we do 
many things incorrectly and bad things happen to patients when we do everything 
correctly. Last here, we note that if physicians or others realize they’ve ordered the 
wrong drug, they quickly act to stop that order [ 32 ]. It is by defi nition only the 
unknown errors that are most at risk of causing patient harm. 
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 The ONC commissioned the JASON group to study HIT and patient safety. 
JASON issued a report based on the 2013 meetings [ 16 ]. In 2014, the ONC’s Health 
IT Policy Committee and Health IT Standards Committee published its recommen-
dations based on the 2014 JASON report. The ONC’s committee rejected those 
JASON recommendations that directed the ONC to focus their MU efforts primarily 
on interoperability. The ONC’s committee also did not address the JASON recom-
mendation to demand removal of the two clauses – hold harmless and non- 
disclosure – discussed above. (Full disclosure: JASON was again commissioned in 
2014 by the ONC, AHRQ and The Robert Wood Johnson Foundation to issue another 
report. I was among the academics who briefed the JASON group on the topic.)   

6.7     Usability as a Contentious Reality in EHR Development 

 For many years, vendors insisted usability was a subjective and unmeasurable con-
cept. Vendors accepted some of the usability literature, such as agreeing that usabil-
ity is dependent on:

    1.    The training and skill of the user   
   2.    The implementation of specifi c systems in specifi c settings   
   3.    The history of HIT use in any setting and by any user   
   4.    The relationship of a specifi c system to the other IT systems with which it must 

interact   
   5.    The physical environment (e.g., lighting, noise levels, quality of display screens).     

 One might add that vendors would probably accept other usability factors, such 
as: the frequency and degree of changes made by the host organization and by the 
vendor; and, the degree of data interoperability with IT systems that are both exog-
enous to the host organization and to the IT systems within the host organization. 

 All of these factors absolutely infl uence usability, often profoundly. But none of 
them should be allowed to obscure the reality that usability is intimately dependent 
on the  design  of the system. Moreover, none of these factors means that usability is 
not measurable. Indeed, there are well-documented scientifi c methods for measur-
ing usability, including measures that incorporate and acknowledge the other factors 
that affect use [ 17 ]. As a thought experiment consider automobile safety. No one 
would deny that a car’s performance and braking ability are infl uenced by road 
conditions, the driver’s skill, and the driver’s alertness. Yet it would be absurd to 
insist that basic automobile design decisions do not seriously affect a car’s stability, 
safety and braking effectiveness. In contrast to the automobile analogy, HIT vendors 
have, until recently, defended their lack of focused attention on usability by reiterat-
ing the mantra that usability is subjective, too theoretical, or essentially unmeasur-
able. Some vendors have claimed that there is only scant proof of the relationship 
between usability and safety. At the same time, and apparently without irony, sev-
eral vendors also note they have employed usability experts and that their own tests 
fi nd their systems to be very usable. 
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 The issues here are several fold: you can’t add usability to a poorly designed 
EHR or CPOE system; usability must be baked in from the beginning; testing 
usability (and iteratively improving usability) is an expensive, extensive, and ongo-
ing process. One can’t test an EHR in one environment with a limited set of clini-
cians, and then call it fi nished. True tests would involve several environments plus 
scores, or even hundreds, of clinicians of the variety that must use the system. 
Moreover, and more important, improvements and testing of usability are never 
“done” [ 23 ,  35 ]. The systems must interact with other IT systems that are constantly 
changing as well as new environments, e.g., patients with differing diseases, new 
clinicians with different training, new equipment, and new requirements. 

 The EHR vendor association, (EHRA), a subsection of HIMSS discussed above, 
and HIMSS itself, admits that usability is the primary challenge and the major bar-
rier to wider acceptance of EHR systems [ 9 ]. The frequent complaints by clinicians 
about clunky, slow, unfriendly systems has become undeniable. And blaming physi-
cians as hopeless technophobes is no longer a fully viable strategy. All vendors now 
pay homage to the importance of usability, but few appear to be willing to address 
the steps needed to consider redesigns based on usability essentials [ 9 ]. 

 For one example, consider evaluations of EHR usability. When the current legis-
lation subsidizing and incentivizing the purchase of EHRs was formulated 
(HITECH), the law appointed the National Institute of Standards and Technology 
(NIST) as the agency that would test EHRs usability. Vendors were to submit their 
systems to NIST. However, by the time the regulations were enacted: (1) vendors 
were allowed the option of submitting their systems or not submitting their systems 
for evaluation, and (2) vendors are not required to inform the public whether or not 
they did so. Also, (3) NIST is prohibited from telling the public if or if not a vendor 
has submitted their system for usability evaluation, and (4) NIST is not allowed to 
show their evaluations to other vendors, but can only show the evaluation to the 
vendor who submitted its system. In other words, neither vendors nor, more impor-
tant, clinicians have the ability to compare usability across systems – and can’t even 
see the usability testing results of any system nor can they even know if a system 
was evaluated.  

6.8     Is HIT’s Development or Use Based on Evidence? 

 In this section we explore an intriguing question, but one usually avoided, ignored, 
or assumed. We ask: Is healthcare information technology (HIT) evidence-based? 
To what extent is HIT designed, built/or implemented on a foundation of evidence 
derived from systematic evaluation of what works and what fails to work, or of 
where HIT may be more or less effective, or of the necessary conditions for HIT to 
work at all [ 27 ]? 

  Structure:  The section has three parts: First, we ask what types of evidence 
would be needed for HIT to be “evidence-based.” Second, we briefl y note the 
absence of evidence and provide a list of reasons and rationales frequently 
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offered for or assumed when purchasing and implementing systems. We also 
note that a general  absence of hard evidence  of effi cacy does not mean HIT is 
without support. There are many studies by advocates and others attesting to its 
value; and some devotes insist HIT’s benefi ts are self-evident. One major prob-
lem is that HIT’s effectiveness is wickedly hard to measure. Indeed, the third 
section enumerates the many diffi culties in trying to measure HIT’s impact and 
costs. 

6.8.1     Is HIT Evidence-Based? To Answer the Question 
We Must Unpack It: Evidence of What? 

•     Is the  design  or  construction  of HIT based on evidence of what is most effi cient 
and effective in practice?

 –    Is navigation within and among software screens evaluated and modifi ed to be 
the least burdensome and most intuitive? Are clicking and scrolling reduced 
to the minimum? Do clinicians know “where they are” and how to get to 
where they are going, or at least, how to get back?  

 –   Is usability of the systems – as measured via human factors research – tested 
and progressively improved?  

 –   Are displays of information in graphic and textual form carefully assessed? 
Are they tested on a wide range of users in many real-life settings?  

 –   Are observations of clinicians’ use of HIT systematically analyzed as to how 
information can be amassed and analyzed with minimum distractions and 
minimum unnecessary cognitive burdens?     

•   Are differing systems evaluated when  implemented  in situ across similar set-
tings? Or are implementations of the same system evaluated in dozens or hun-
dreds of various medical settings, also, by defi nition, in situ? If such comparisons 
are available, are they routinely provided to potential purchasers?

 –    Are we assessing various methods of implementation, incorporating facility 
design, number of clinicians, number of intersecting offi ces, expertise of the 
IT team, etc.?  

 –   At what point is an implementation fairly evaluated? Six months after the “go 
live” date? A year after the “go live” date? After the third upgrade? After each 
patch or version is installed?  

 –   In light of HIT vendors’ reasonable statements that each implementation is 
an essential element of that system’s safety and effectiveness, is it sensible to 
evaluate HIT systems independent of their implementations? And given that 
concern, is “certifi cation” of an “isolated” HIT system a futile exercise?     

•   Are evaluations based on Randomized Controlled Trials (RCT) or double blind 
RCTs? Is RCT possible with “evidence” from HIT use?  
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•   Are clinical decision support (CDS), order sets, disease protocols, or dosage 
alerts built on the latest medical knowledge? Is CDS examined to ensure it 
achieves:

 –    Reduced alert fatigue by careful titration of alerts to only the most essential?  
 –   Presentation of alerts in ways that align with clinical workfl ow and 

thought-fl ow?  
 –   Presentation of information in alerts that is relevant to the user at the point-of- 

care and the time of decision?  
 –   Easy access to additional information on how the alerts are determined?     

•   Are there evaluations of the connections among the many IT systems that are 
linked to the CPOE or EHR systems? Not only is each connection a vulnerability 
to the overall system, but because many of the other IT systems interact with 
each other separately from the EHR, there are factorial interactions and vulner-
abilities. The core HIT systems are embedded in a network of other systems, 
each of which potentially affects many other elements of the network. Is the 
network evaluated synergistically? Is there evidence of one of HIT’s most basic 
promises: Interoperability, or proof that HIT is capable of interoperability – shar-
ing information in usable formats with interpretable data? Do HIT systems per-
mit sharing data across a region, across town, across the hallway, or across the 
room?  

•   Is there a reliable calculation of the return-on-investment (ROI) in HIT? Are 
there savings in time, in staff, in avoided errors, and in fewer repeated tests and 
laboratory orders? Is the ROI the basis of the decision to use HIT or is it a  post 
hoc  justifi cation? Implicit in this question is that one knows the cost of HIT and 
its implementation. As we shall see, this is a wickedly diffi cult fi gure to 
determine.  

•   Is there evidence of improved patient safety from HIT? Improving patient safety 
is one of the central claims of HIT; are there consistent and systematic data to 
support this claim?  

•   In the evaluations, are there statistical controls for:

 –    Training of clinicians – a critical issue, because of the role of teaching hospi-
tals, “voluntary” attendings, clinicians who practice in different hospitals or 
offi ces with differing EHRs and CPOE systems?  

 –   Patient loads and acuity?  
 –   History of technology use in each institution and by each clinician user?        

6.8.2     Alas, Usually Missing 

 Answers to all of these questions are usually missing. Why they are missing is dis-
cussed below. But understand,  “missing” or” not provided” data does not mean 
that HIT programs and implementations are without value or that purchase deci-
sions are uninformed or wrong. “Missing”  also does not mean that compelling 
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evidence is not forthcoming .  What “missing” means, rather, is that much of HIT’s 
development, selection, and implementations are based on:

•    Legacies of earlier systems  
•   What others tell us may have worked elsewhere  
•   What we think makes sense  
•   What we can afford  
•   What vendors recommend  
•   What many – usually differing clinicians and leaders within our institutions –

have compromised upon  
•   What customers have told vendors  
•   What we’ve read  
•   Subsidies and incentives by governments  
•   Regulations  
•   Decisions of larger institutions with which we are affi liated  
•   How much time and energy we have to customize the systems  
•   The legal and technical limits of customization  
•   Other IT systems with which we must currently connect, and  
•   On our best judgments as problems emerge.    

 Many of the decisions involving development, selection, and implementation are 
made with great thought and consideration, with earnest debate, with careful reading 
of the available literature, and with the advice of consultants. But few are evidenced- 
based in the way we conceptualize serious evaluation or the scientifi c method. 

  Also, the lack of evidence in building or implementing HIT does not mean these 
systems are ineffective . Although there is little  systematic  research, many HIT sys-
tems appear to work for several functions: As pointed out above, EHRs can enable 
physicians and patients to maintain a complete, and omnipresent medical record. 
CPOE systems allow physicians and other health care professionals to enter medi-
cation orders directly into a computer system, avoiding handwriting or transcription 
errors, and speeding orders to pharmacies and laboratories. CDS provides 
 information to physicians or nurses when they order or administer medications, for 
example, warning that the proposed dose exceeds the normal range or that the 
patient is listed as being allergic to a proposed drug. These systems help physicians 
and nurses to order and administer medications in a timely fashion. Many of these 
technologies, also, may reduce redundant tests and procedures. 

 So, lack of scientifi c evidence [ 8 ,  12 ,  24 ,  31 ,  39 ,  46 ,  53 ] and the mountain of 
confl icting evidence [ 1 ,  3 ,  5 ,  14 ,  15 ,  21 – 25 ,  35 ,  47 ] for the many HIT features and 
elements noted above do not negate HIT’s benefi ts to patients and healthcare pro-
viders. Humans built bridges before trigonometry and calculus. We covered wounds 
before the germ theory of disease. Moreover, just as much of all-but-modern medi-
cal practices were based on theories we now hold as absurd (e.g., humors, blood 
surfeit, and demonic possession) and were “supported” by dubious evidence of effi -
cacy, physicians nonetheless often achieved successful outcomes. We shall continue 
to invest trillions in HIT systems because they are usually better than paper, because 
we so dread medical errors, and because the complexity of medical care is so 
daunting.   
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6.9     Why Do We Not Yet Have Evidenced-Based HIT? 

 There are many reasons we lack consistent and valid evidence of HIT’s efficacy. 
Measurement of HIT’s efficacy is hard; its measurement in situ is even harder. 
Consider the messy reality of medical practice. In general, the real world appli-
cability of evidence-based medicine (EBM) is frequently overstated. Our 
research model is the clinical trial, where studies are conducted with carefully 
selected samples of patients to observe the effects of the medicine or treatment 
without additional interference from other conditions. Unfortunately, the clini-
cal trial model differs from actual medical practice because hospitals and doc-
tors’ waiting rooms are full of elderly patients suffering from several 
co-morbidities and taking about a dozen or more medications, (some unknown 
to us). It is often a great leap to apply findings from a study under “ideal condi-
tions” to the fragile patient. So physicians must then balance the “scientific 
findings” with the several vulnerabilities of real patients. Clinicians are obliged 
to constantly deal with these messy tradeoffs, and the utility of evidence-based 
findings is mitigated by the complex challenges of the sick patients, multiple 
medications taken, and massive unknowns. This mix of research with the messy 
reality of medical and hospital practice means that evidence, even if available, 
is often not fully applicable.  When applied to HIT , very similar factors come 
into play. No two hospitals or practices are the same; every CPOE system must 
be installed into an existing network of other IT systems, workflows, clinician 
experience, etc. 

6.9.1     Evidence for HIT’s Effects 

 Added to these limitations of EBM just discussed, are additional challenges of 
measuring HIT’s  impact  independent of the many other factors that co-vary 
with it. The number and complexity of variables involved in medical settings 
and in medical care are staggering and each HIT implementation is unique. (As 
the saying goes, “you’ve seen one EHR implementation, you’ve seen one EHR 
implantation.”) HIT training among interns, senior physicians, nurses, and the 
myriad of other clinicians varies dramatically. There are constant flows of pro-
fessionals and students. Medical practice is also a teaching practicum. The 
number and criticality of interactions with other systems (within an institution 
and across the globe) is usually unknown and often far more nuanced than any-
one suspects de novo. A list of factors that affect HIT’s influence in any institu-
tion, while not infinite, is beyond most users’ comprehension [ 15 ,  22 ,  25 ,  36 , 
 47 ]. 

 Moreover, this list does not begin to include the promised outcome measures 
(e.g., reduced errors, effi cient billing, ward acuity measures, nursing personnel 
needs, cost and time savings, inventory control), which are certainly as complex and 
varied as the context, patient types, and users.  
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6.9.2     Randomized Controlled Trials 

 The gold standard of research is the randomized controlled trials method (RCT). 
Even better is the double-blind study, where neither subjects nor researchers know 
which is the test intervention and which is the placebo or standard intervention. Such 
research designs are impossible to imagine for HIT. Double-blind, or even single- 
blind research designs would require all of the participants’ active involvement in not 
examining the type of system they would be obliged to use for a year or two. Also, 
can anyone believe that a large hospital system and its clinicians can spend 300 mil-
lion dollars and 4 years (plus a billion dollars) implementing an EHR about which 
the clinicians are not fully informed? Then one also must assume the implementation 
is followed by a few years of evaluation of the EHR-in-use while also keeping every-
one in the dark? More basic, for the reasons enumerated in the two paragraphs 
directly above (on obtaining similar settings, linkages, staff, IT, etc), the research 
design requirements for RCT are extremely diffi cult to enact in the real world. 

 In what amounts to “an act of faith”, we have assumed that  more  HIT generates 
 better  and safer healthcare. This assumption has been assisted by massive efforts by 
vendors, vendor trade associations, lobbyists, legislators, policy experts, business 
groups, governmental agencies charged with encouraging HIT use, insurance carriers 
hoping HIT will reduce costs, academics, and many healthcare providers [ 4 ,  9 ,  11 ,  18 , 
 20 ,  22 ,  25 ,  30 ,  34 ,  36 ,  47 ]. The lobbying and marketing budget of vendors is many 
millions of dollars. As with any faith, expressing doubts about HIT’s benefi ts is 
viewed as heretical [ 37 ] and possibly career limiting.  

6.9.3     Evidence for CDS 

 While few doubt the eventual value of CDS, most CDS alerts are generally ignored 
or overridden because they are viewed as useless or just annoying. Override rates 
are as high as 97 % [ 26 ,  44 ,  45 ] – a reality that makes the evaluation of CDS inher-
ently problematic. Does one count only actions based on the small percent of alerts 
that generate change, and ignore the vast bulk of alerts that generate only annoyance 
or rage? And even then, does one count only those actions that are associated with 
benefi cial change, and discount those CDS-inspired actions that result in new or 
additional errors (a non-trivial occurrence). Any evaluation, moreover, should 
refl ect the distractions, interruptions in work fl ow, cognitive burden, and errors 
associated with the many overridden/ignored alerts and recommendations. CDS 
alerts are in fact, the most hated feature of HIT. Measuring their effi cacy is therefore 
challenging and efforts at systematic assessments are disappointing. In one major 
study, Metzger and colleagues [ 38 ] found that CDS detected only 53 % of all medi-
cation orders that would have resulted in fatalities and caught from 10 to 82 % of 
orders that would have caused serious adverse events. Drugs prescribed for a wrong 
diagnosis were caught only 15 % of the time (that is, in ideal cases in which the 
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computer already had the patient’s record and could “know” that the drug was inap-
propriate), and drugs that were wrong for a patient of a given age were intercepted 
only 14.1 % of the time. Nevertheless, CDS remains on everyone’s list as a central, 
critical feature of HIT benefi ts.  

6.9.4     Data Standards 

 We discussed data standards above. Here with note only that another problem with 
lack of unifi ed data standards and data formats limits or prevents creation of evidence 
of HIT’s effi cacy across differing facilities and HIT systems. Proprietary interests, 
legacy systems, and existing capital investments make agreement on standards dif-
fi cult. But without unifi ed data standards and data formats, we create a tower of 
Babel within each medical facility, and we severely attenuate the utility of HIT.  

6.9.5     Customization 

 Customization is a double-edged sword. On the one hand, each institution and each 
clinician is promised with (and fl attered by) the ability to make signifi cant modifi ca-
tions to the system(s). And indeed there are excellent reasons why customization is 
needed. On the other hand, customization is used as a marketing ploy, and creates 
massive problems. It makes upgrades and patches far more diffi cult than they need 
be, it attenuates systematic collection of evidence of HIT’s effi cacy, and it endan-
gers patients and healthcare when clinicians must practice across differing HIT sys-
tems, each with different ways of viewing data, ordering medications, arranging 
problem lists, etc. Customization is thus often a perverse benefi t: a workaround for 
integration of IT systems that should be but are not designed for interaction; per-
petuating a laissez faire digital environment of autonomous silos when interopera-
bility is the absolute requirement for better care and patient safety.  

6.9.6     Return on Investment 

 To calculate return on investment (ROI), one needs to know the cost of the invest-
ment and the economic value of the “return.” With most of HIT, we have neither, or 
at least neither with reliable estimates. In 2013, the RAND corporation published a 
report that seriously questioned the economic savings from HIT they previously 
estimated [ 25 ]. In addition, the new publication brought to light the fact that their 
previous RAND report of 2005, so effective for HIT promoters, was in fact sup-
ported by HIT vendors Cerner and GE. Vendors and system developers have long 
provided favorable analyses of ROI [ 25 ,  36 ]. But these are generally self- justifi cation, 
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incomplete arithmetic, marketing, or acts of faith transubstantiated into numbers [ 8 , 
 12 ,  24 ,  31 ,  53 ] because:

    1.    One has little idea how much these systems cost in total   
   2.    There will be unknown additional needed personnel in IT, in medical, nursing, or 

pharmacy informatics   
   3.    Each hospital HIT upgrade requires about 40,000 person hours to implement and 

test [ 22 ]   
   4.    Few if any organizations predict such costs [ 49 ,  51 ]   
   5.    As outlined above, we seldom know the outcomes of HIT’s use;   
   6.    The cost of the systems is not disclosed and often obscured or modifi ed via joint 

marketing agreements, reductions on future upgrades or add-ons, fees for dem-
onstrations to other potential clients;   

   7.    Healthcare providers suffer dramatic productivity losses when the HIT is newly 
implemented; and many of those losses continue for years [ 30 ,  45 ].    

6.10        Conclusion 

 Evaluation of HIT is often hard to measure, always nuanced, and profoundly com-
plex. Unintended side effects (both good and bad) as well as intended effects are 
often discovered slowly, and only with vigilance, thoughtful examination, and open-
ness to surprises. Policymakers, health care executives, and clinicians must gain a 
balanced understanding of the powers, problems, and implications of the technology 
if they are to assess evidence of its effi cacy. But as daunting a challenge as that is, 
there are no viable alternatives. The often oversold technology – a belief assiduously 
nurtured by an HIT industry with much to gain – does not negate the signifi cant 
benefi ts HIT offers. And as HIT evolves, it will be of even greater value to patients, 
clinicians, and budgets. Ironically, the extravagant hype, the rush to market, and the 
reluctance to measure its problems and effects may be more of a danger to its contin-
ued growth than are its multifaceted failures. The continuing, and well-orchestrated, 
chorus of promises may deafen the industry’s ability to hear its customers and to 
recognize their needs. Patient safety, which has so much to benefi t from good HIT, 
will suffer until the healthcare experts and the HIT industry are willing to carefully 
evaluate the evidence of these systems, and then use that evidence to improve them.  

6.11     Recommendations for What Healthcare Institutions 
and Clinicians Should Do? 

 At last, we come to an opportunity to suggest positive actions. Clinicians and health-
care IT staff should not accept HIT vendors’ assessments of their own HIT without 
independent investigation. Even though systematic evaluation of HIT is remarkably 
diffi cult, it is not impossible. A recent study by Duke et al. [ 10 ] compared the 
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effi cacy of two types of CDS alerts using a randomized study of physicians. 
Although the fi ndings showed no improvements with either method, the work illus-
trates rigorous evaluation methodology in a circumscribed but potentially valuable 
area of EHR functionality. However, there are several new studies (supported by 
ONC) that show serious advantages to CDS, including important safeguards in dos-
ing and avoidance of several drug-drug interactions [ 42 ]. 

 These recommendations are offered with reservations about their probability of 
implementation. Nevertheless, we should at least try.

    1.    Establish clear metrics for HIT’s core functions. This will require separate 
examinations for CPOE, EHRs, pharmacy IT, etc. The tests must include time-
at- task as well as completion of the task. In the United States, the HIT certifi ca-
tion process has been an open-book test with unlimited time, making it 
remarkably dissimilar to real clinical environments. Unlike testers, clinicians 
do not have an hour to enter each medication order.   

   2.    If, as vendors insist, HIT is dramatically altered once implemented, then the 
testing must be conducted  both  in vitro (in laboratory settings) and in situ (in 
actual fi eld conditions – a hospital, clinic or offi ce). 

 If we need interim test-bed settings (e.g., a “standard” set of hospital link-
ages to other IT systems, a “standard” workfl ow environment), than this should 
be established. At least a realistic test bed is a better guide than only an abstract 
and isolated test.   

   3.    Recognize the need for multi-method testing procedures: Discovering how HIT 
works in reality requires the full range of research techniques and data sources  
[ 30 ]. Koppel et al.’s study of CPOE [ 31 ] employed surveys, observations, focus 
groups, shadowing of physicians and nurses, one-on- one interviews with many 
different kind of staff, expert interviews (with IT and hospital leaders), and 
shadowing of pharmacy personnel as they used the system. Koppel and col-
leagues’ study of medication barcoding administration [ 33 ] used all of these 
methods plus analysis of almost half a million scans of patient IDs and medica-
tion IDs, vendor interviews, review of vendor specifi cations, and interviews 
with dozens of hospital and IT leaders from throughout the nation.   

   4.    Require data standards. Without unifi ed data standards and data formats, 
achieving interoperability is nearly impossible. Without both, HIT’s utility – 
and the ability to evaluate HIT’s utility – is profoundly attenuated. Note that 
several organizations and groups are actively involved in providing data stan-
dards and semantic interoperability. The need for data standards does not mean 
there is a need for new standards. Some of those standard-setting organizations 
include the association publishing this chapter, The International Medical 
Informatics Association, along with others: HL7, the International Health 
Terminology Standards Development Organization, which owns and adminis-
ters the rights for SNOMED CT, etc.   

   5.    Establish consistent usability tests for every major screen and function. These 
should include careful examinations of system navigation, way fi nding, and 
ability to determine where in the system one is. Improvement of HIT will only 
be achieved if it is based on careful and unbiased evaluation of HIT design, 
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implementation, training, and use. While acknowledging evaluations cannot 
reach the level of RCTs, they will still be far better than the current slate of 
marketing hype, ad hoc testimonies, and self-analyses. We must listen to the 
frustrations of clinicians and of local IT personnel, and then act constructively 
to address those problems. Denying those frustrations, or failure to examine 
HIT’s fl aws, is counterproductive and will condemn patients to unsafe care and 
condemn clinicians to unnecessary burdens and stress.   

   6.    Evaluate graphic presentations of data. HIT offers extraordinary abilities to 
convert numeric data to easily viewed formats. But confusing and poorly anno-
tated graphic displays are worse than none at all.   

   7.    Use the tests to help vendors improve their products and to help healthcare 
providers select the best products for their needs. Do not allow proprietary 
interests to infl uence the assessment process or the distribution of fi ndings. 
However, vendors should have the ability to annotate and dispute any reports 
offered by clinicians and testing services.   

   8.    Make these evaluation processes transparent.   
   9.    Publish the fi ndings.   
   10.    Do not allow hidden contractual agreements, (e.g., joint sales agreements, fees 

for demonstrating a product, or fees for attesting to the excellence of a product) 
to distort colleagues’ judgments. It’s permissible to reimburse hospitals and 
clinicians to talk with potential customers, but those customers must know if 
money or goods are being provided as compensation [ 2 ]. Transparent pricing 
and clear reporting of implementation and training costs would help providers 
make better informed judgements about these expensive systems. The vast 
funds and personnel involved and the patient safety consequences demand 
nothing less.         
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    Chapter 7   
 Ten Reasons Why 
Interoperability Is Diffi cult       

       Margo     Edmunds      ,     Douglas     Peddicord     , and     Mark     E.     Frisse    

    Abstract     In this chapter, we defi ne interoperability simply as the electronic shar-
ing of information among systems. We describe ten barriers to interoperability, 
including technical, fi nancial, organizational, legal, and cultural factors that affect 
information-sharing, and provide a perspective on the policy and practical chal-
lenges of building infrastructure under the Health Information Technology Clinical 
Health Act (HITECH). We close by making some observations about what has been 
learned and how those lessons might apply to future policy goals.  

  Keywords     Health information technology (Health IT)   •   Health Insurance Portability 
and Accountability Act (HIPAA)   •   Health Information Technology Clinical Health Act 
(HITECH)   •   Interoperability   •   Meaningful use   •   Public-private collaboration  

7.1         Introduction 

 The Health Information Technology and Clinical Health Act (HITECH) was enacted 
as part of the American Recovery and Reinvestment Act of 2009 (ARRA), more 
commonly known as the stimulus package. It provided $30 billion in fi nancial 
incentives for clinicians and hospitals to adopt electronic health records (EHRs). 
HITECH was also described as a down payment on healthcare reform, because it 
was hoped that the “meaningful use” of EHRs by providers would help to improve 
care coordination, quality, and safety; make it easier for patients to access their own 
health information; and also would improve population and public health. 
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 The Patient Protection and Affordable Care Act (ACA), signed into law in March 
2010, provided comprehensive health reform, with health coverage expansions, 
insurance market reforms, and provisions to develop national strategies to improve 
quality and patient engagement and reduce disparities. The ACA assumed that 
EHRs or Health IT (health information technology) more broadly were being 
adopted so that information could easily fl ow across clinical settings and organiza-
tions and drive quality improvement, improve the availability of data for research, 
and improve administrative effi ciencies. 

 The two pieces of legislation – HITECH and ACA – were the largest investment 
in healthcare in the nation’s history, and they were intended to stimulate technology 
evolution and innovation. And while their combined intent and goal was to use 
information technology to enable improvements in the quality of care and fl ow of 
information to the right person at the right time, in reality their implementation 
unfolded separately, on parallel and independent tracks, with different federal agen-
cies and stakeholder groups, different sources of support and resistance, and vastly 
different media coverage. 

 Policies can either stimulate technology evolution in proactive ways, or arise as 
a reaction to emergent changes in the market [ 1 ]. For example, when the photocopy 
machine and the Internet reached the market, Congress reacted to protect copyrights 
and intellectual property through laws such as the 1998 Digital Millennium 
Copyright Act [ 2 ]. 

 In contrast, the massive HITECH investment might be seen as Congress being 
proactive about stimulating the market toward electronic information exchange. 
There was no great demand for EHRs among healthcare providers at the time, 
although some early adopters, professional societies, and policymakers were raising 
alarms about the quality and ineffi ciencies of a paper-based system. After the Institute 
of Medicine released the  Quality Chasm  report in 2001 calling for EHRs and tech-
nology-supported quality improvements, there had been discussion in policy and 
clinical circles about the importance of coordinating care because that was better for 
patients. But there was no corresponding market demand for interoperability among 
clinical systems or settings to allow care coordination to take place more easily. 

 This chapter is being written during the comment period for the draft nationwide 
interoperability roadmap released by the Offi ce of the National Coordinator for 
Health IT (ONC). Given that interoperability refers to the generation and fl ow of 
electronic health information, and electronic health records (EHRs) are a key source 
of that information, we think it is useful to ask the following question:

   Why did it take more than 20 years (from the 2001 IOM  Quality Chasm  report) and 
a $30–40 billion dollar investment in 2009 by the Federal government in 
 “meaningful use” (MU) to fi nally reach a “tipping point” in the last year or two, 
where a majority of physicians and hospitals had deployed some type of EHR?    

 The use of check image capture for deposits went from less than 5 % of banks in 
2004 to 95 % in 2015. Why is it taking so long for clinicians and healthcare delivery 
systems to achieve interoperability? We suggest the following reasons.

M. Edmunds et al.



129

    1.     Healthcare information is complex.      

 The vision and promise of HITECH are that clinical information from patient 
records will be shared electronically among clinicians from different specialties, 
organizations, and geographies in real time, at the point of care, to improve the qual-
ity of care and make it safer for patients. Moreover, the electronic clinical data will 
be aggregated and “reused” by clinical and health services researchers, public health 
offi cials, and other third parties in a way that preserves patient privacy but also 
makes it possible to accelerate the learnings from comparative effectiveness research 
(CER) and patient-centered outcomes research (PCOR), improve population health 
planning, and improve consumers’ access to their own personal health information 
for self-management. 

 Some have likened the HITECH investments to the early days of automating 
fi nancial services in the 1980s and have compared the public’s initial resistance to 
ATMs to the provider community’s challenges in implementing EHRs. While there 
are many organizational, philosophical, technology literacy, usability, and other 
challenges to clinicians using EHRs, there is also exquisite complexity in clinical 
data. Computer processing requires data to be structured, complete, unambiguous, 
and validated [ 3 ]. Clinical data rarely meet those criteria. 

 In 1999, the California Healthcare Foundation issued a 5-year forecast on the 
future of the Internet in healthcare, aiming to “sift through the hype” and focus on 
the expectations of consumers to fi nd health information online and “change the 
balance of power” in the practice of medicine as well as encouraging practitioners 
to share information about clinical practice and individual patients [ 4 ]. Since the 
time of that forecast, clinicians are using EHRs but they are not routinely sharing 
information with other clinicians. In addition, the balance of power has not shifted 
to patients, and the majority still do not have ready access to their own personal 
health information. No one has talked about the hype cycle in a long time, but the 
underlying cultural issues about provider-to-provider and provider-patient informa-
tion sharing still have not been addressed.

    2.     Financial incentives were not aligned for EHR adoption.     

  Notwithstanding the argument that EHRs could, among other things, reduce 
duplicative tests and procedures and thereby reduce health care costs, it made little 
sense for a physician to spend $50,000 or a hospital several million dollars, when 
such savings would accrue to insurers and health plans – the payers, in other words – 
and not to the provider organization that made the investment in the EHR. In fact, 
the physician practice or hospital would likely lose revenue when duplicative tests 
or procedures were avoided. The MU provider incentives helped somewhat to offset 
the costs of the investment, but did not cover the actual costs. 

 Policy infl uencers like the Institute of Medicine (IOM) and leaders in academic 
medical centers took the position that EHR adoption was rather like a social respon-
sibility, something that physicians and hospitals would do for the good of patients 
and of the health care system, if not for themselves. This turned out to be a very big 
ask, not unlike expecting banks to install ATMs for customer convenience, but 
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expecting them to also keep personal tellers available. The balance shifted when the 
United States Congress, while saving the economy with an economic stimulus, 
invested in the future of health care with HITECH. In effect, it took Federal dollars 
to do what misaligned fi nancial incentives and inaccurate policy assumptions could 
not – actually drive EHR adoption. Since another stimulus is not likely, it is diffi cult 
to foresee what incentives will move health systems and providers to share health 
information with patients and with each other.

    3.     Health care delivery does not function like a free market.      

 Again, the fi nancial incentives in the health care system are not aligned in ways 
that encourage the sharing of health data between and across physicians, hospitals, 
plans, payers, researchers and patients. Today hospitals and doctors vie for business 
in an extremely competitive marketplace and they are loathe to “lose” patients to 
other providers or plans. As with EHR adoption, the burden (of creating health data 
that is structured, standardized and computable, and systems that can exchange data 
electronically) falls on providers, while the “benefi ts” of data exchange to any 
stakeholder other than the payer, and perhaps the patient, are intangible. 

 Unlike a true market, patients have almost no ability to encourage (or force) 
information exchange that might benefi t them. For a variety of reasons, patients do 
not – and cannot – behave like consumers in a competitive marketplace. For exam-
ple, the selection of health plans is largely made by employers, and the choice of 
hospitals for procedures depends on where the health plan has a contract and the 
insured individual’s physician has privileges, not on where the patient would prefer 
to go. Consumer choice might apply to healthy individuals preferring to go to pro-
viders who have converted to EHRs, but that opportunity is still relatively rare.

    4.     No one was in charge of change management.      

 Anyone who has been involved in rolling out an IT system knows that delays and 
failure to achieve objectives are common. The scale and complexity of the national 
infrastructure goals were unprecedented in healthcare, and so was the vision of hav-
ing every clinician adopt an EHR that would be interoperable with other clinicians 
and health systems. 

 As mentioned above, it was assumed that fi nancial incentives to adopt EHRs 
would move the market, but it was not acknowledged that healthcare does not func-
tion like free markets. The enormity of behavioral and organizational changes 
needed from bedside to administrative systems were not only underestimated, but 
largely ignored until providers began to complain about the poor design and quality 
of software and the amount of time required to do normal clinical activities, 
 particularly documentation of clinic visits. This series of events was often described 
as a failure to make the business case for interoperability, but the use case for having 
a patient’s information follow the patient across the system out into the community 
and home to improve the quality of care was also never clearly articulated. 

 From a policy perspective, ONC is more policy executor than policy maker, and 
as the title of the offi ce indicates, its principal function is to coordinate. Congress, 
not ONC, has the power of the purse, and it is instructive to go back and look at the 
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funding amounts in the stimulus package again. While hospitals and other providers 
were targeted with $30-plus billion in EHR incentives, ONC received only $2 bil-
lion for HIT infrastructure and standards development, workforce programs, 
research and demonstration projects, and the like. It was as though the infrastructure 
required to launch the ambitious healthcare overhaul was an afterthought. 

 While the ONC budget sounds like lot of money, it was passed through quickly 
to providers and other stakeholders and by FY 2015 ONC’s budget had shrunk back 
to $60 million, about one-seventh as much as was allocated to the Agency for 
Healthcare Research and Quality (AHRQ.) Meanwhile, AHRQ’s Health IT portfo-
lio was continuing to fund research and build and disseminate evidence about the 
value of health information exchange to improve quality [ 5 ]. 

 In short, the National Coordinator has a bully pulpit but has neither the money 
nor the authority to incentivize interoperable information exchange in a meaningful 
way. And Congress, whose members understood the need for a massive fi scal incen-
tive to drive EHR adoption in 2009, now seem increasingly impatient with the fact 
that MU requirements in and of themselves will not be enough to ensure the interop-
erable exchange of health information [ 6 ].

    5.     User-centered design is not a key part of IT industry culture.     

  Every clinical specialty has its own views and approaches to patient care, but this 
complexity was not well understood or appreciated by the developers of what are 
now known as legacy EHR systems. In most healthcare systems, purchasing deci-
sions were made by operations and administrative leadership, and rarely involved 
clinical leadership and end-users of the systems for patient care. This disconnect has 
been one of the most vexing in the adoption of health IT, even among those who see 
the potential for Health IT to reduce harm and errors and improve patient quality. 

 Because the early health information systems developed from administrative 
billing systems, they were largely transaction-based. Interoperability means that the 
senders and recipients of data in each transaction understand the same data in the 
same way. The number of transactions in healthcare systems is unimaginably vast, 
and the original notion of health information exchange was largely confi ned to 
internal fl ow among departments within hospitals or health systems. Thus, vendors 
provided proprietary non-standardized systems to early adopters, and it was not 
unusual for departments within the same health system to acquire their own depart-
mental systems that were incompatible with the EHR system. 

 It is perhaps easiest to see this disconnect among developers and users through 
the example of the EHR, the most ubiquitous tool for practicing clinicians. While 
some EHR vendors have taken a user-centered design approach, there are seemingly 
endless variations in screen layout, controls, color, and application fl ow for different 
EHR products. At the very least, this means that residents and other clinicians who 
are working in different settings must take time to learn each new software product. 
In time-sensitive circumstances, the differences in EHR layout and functionality 
can lead to preventable errors, which can have serious consequences for patients. 

 Recently, an AMIA task force recommended that an industry coalition develop a 
common user interface style guide for selected EHR functionalities [ 7 ]. A minimum 
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set of design patterns could be shared among vendors to reduce the end-user burden 
and ultimately benefi t patients. Human factors research could support the selection 
process, using an evidence-based approach to design, and best practices for system 
implementation and ongoing management could be learned from implementation 
research and evaluation. 

 A similar approach has been used successfully by the Continua Health Alliance, 
a global, non-profi t open-industry association of healthcare and technology compa-
nies. Continua’s mission is to promote interoperable personal connected health 
solutions that connect products of diverse vendors, supported by a product interop-
erability certifi cation program developed in collaboration with government regula-
tory agencies. Continua’s end-users include clinicians and health systems as well as 
individual patients and caregivers, who use interoperable devices for remote moni-
toring of their chronic healthcare conditions and other telehealth applications. The 
Continua business case for interoperability is that products by different vendors are 
being used together in the marketplace, and it is in every company’s best interest for 
their products to be interoperable with products made by competitors.

    6.     Technology literacy in healthcare has lagged behind other industries.      

 From the perspective of the IT industry, health informatics education is vital 
because “most end users are technically unsophisticated, do not understand the 
development life cycle, and are simply unable to perform the sort of scrutiny that is 
demanded of them” [ 3 ]. With the exception of a very small number of clinician 
informaticians, some of whom developed “home-grown” information systems in 
their own institutions and many of whom were trained by the National Library of 
Medicine, the majority of clinicians have viewed Health IT as something that inter-
feres with patient care rather than supporting it, in part because most EHRs do not 
match the usability and functionality of other consumer software 

 The recent implementation of meaningful use has had a profound impact on the 
adoption of EHRs and discussion of the goals and potential value of interoperable 
systems. Vendors and providers have generally felt that meaningful use criteria have 
been too diffi cult to meet, while patient groups and payers have tended to push for 
faster adoption. Some have been concerned that the focus on meaningful use criteria 
has diverted attention from quality improvement and effi ciency agendas of their 
own institutions. 

 Meanwhile, continuing education training efforts for providers, such as AMIA’s 
10 × 10 program, will add to the number of informaticians who are experienced 
users of EHR systems and who understand the underlying infrastructure issues. 
Taking an optimistic view, the increasing attention to user-centered design criteria 
will help to improve the EHR products available and begin to reduce the user- 
developer gap.

    7.     The business case for RHIO’s and local health information exchange was 
not appreciated.      

 At the time ONC was created, the terms RHIO (Regional Health Information 
Organization) and HIE (Health Information Exchange) were used interchangeably. 
The work of David Brailer at the Santa Barbara County Data Exchange had drawn 
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national attention, along with work in Indianapolis and a few other communities 
that had been building information infrastructure for several years. The national 
preoccupation was with building a national infrastructure comprised of “a network 
of networks,” and it led to an assumption that the only way to bring aggregated data 
to the point of care was to have a hierarchical system in place [ 8 ]. 

 Recognizing the essential need for EHRs and other devices to communicate with 
one another as patients move from setting to setting, HITECH had followed the 
precedent of Medicaid legislation four decades earlier and provided grants to states 
to implement health information exchange infrastructures. At the time, these tech-
nologies were immature in most states, and both the low levels of funding and the 
many cultural and technical challenges presented by HIE led to disappointment. 

 However, the infrastructure implementation problems eventually made it appar-
ent that most clinical information fl ows within a geographically-defi ned market, 
based on the referral patterns of local providers, and not at the state level. In practice, 
the majority of health information is exchanged in “point-to-point” transactions as 
part of the process of providing clinical care to individuals. We now know that there 
are signifi cant geographic variations in how care is provided, in terms of practice and 
referral patterns and adoption of Health IT. We also have learned that organizational 
commitment and clinical leadership to transform clinical workfl ow and provide deci-
sion support have a more direct effect on practice patterns than national policy goals. 

 In general, HITECH chose a “push” effort that imposed detailed criteria for EHR 
use rather than a market “pull” mechanism based on accountable care organizations, 
bundled payments, and other approaches from the Affordable Care Act that are 
helping lead to standards harmonization and new industry alignments. However, the 
legislation’s shortcomings with respect to health information exchange have led to 
a more distributed set of secure messaging standards to allow at least point-to-point 
communication. 

 Thus, well-intentioned as it may have been, the early view of interoperability 
was highly complex, unrelated to clinical incentives to improve quality of care, and 
ineffective in building support for health information infrastructure. Only the later 
introduction of fi nancial incentives and guidelines and the promise of improved 
effi ciencies and cost reductions were able to pique interest in further investments.

    8.     HIPAA privacy requirements are so complex that their interpretations vary 
signifi cantly across settings.      

 It is indeed ironic that the Health Insurance and Portability and Accountability 
Act (HIPAA) regulatory framework has made information exchange diffi cult when 
the primary goal of HIPAA’s Administrative Simplifi cation provisions was to facili-
tate an electronic information environment. 

 HIPAA permits Covered Entities, and Business Associates working on their 
behalf, to use and disclose protected health information for purposes of “treatment, 
payment and health care operations.” It could be argued that such discretionary uses 
and disclosures allow for the routine exchange of health data across Covered Entities 
for purposes including: consultation and coordination of care; outcomes evaluation, 
quality assessment and improvement activities; aggregation of health data to permit 
data analyses; and, a variety of other purposes. 
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 But too often, the HIPAA rules are understood to mean that such uses and disclo-
sures of health data can occur only within the walls of or under the clear control of 
a specifi c Covered Entity. In other words, the rules allow the use and disclosure of 
health data by a given hospital or doctor but do not allow the exchange of the data 
with another hospital or doctor, absent an authorization by the patient. Also, in the 
face of confusion on HIPAA rules, the common tendency is for organizations to 
deny legitimate patient data requests. 

 As a result, the achievement of interoperable data exchange is generally under-
stood to require the consent of every individual whose protected health information 
is going to be exchanged, or asking an Institutional Review Board (IRB) to provide 
a waiver of individual consent. If we add in inadequate guidance on the topic of 
information exchange from the Offi ce for Civil Rights, which enforces the HIPAA 
rules, it is no surprise that State and regional health information exchanges have had 
to devote enormous resources to the development of consent and governance mod-
els before they have even attempted to actually exchange data. 

 Given the experience of the HIEs, can we really expect that providers and other 
Covered Entities would over-ride their own risk-averse legal counsel and ignore the 
lack of fi nancial incentives to exchange health information and invest in interoperabil-
ity at this point? Fortunately, some multisite clinical data researchers are investing in 
HIE infrastructure for rapid-cycle innovation in care delivery and payment [ 9 ]. These 
innovative data stewardship and governance models eventually may lead to further 
innovations in the exchange of clinical data in real time as different health systems 
build trust in the value of HIEs to improve quality of care and the patient experience.

    9.     Health IT is a “team sport,” but team members don’t agree on strategy.     

  We have already discussed the disconnect between developers and end-users, 
inertia and vested interests involved in maintaining data siloes, and other barriers to 
interoperability. But the evolution of Health IT policy also is affected by differences 
of opinion about the role of government and the market in advancing the fl ow of 
health information. 

 In a few cases, notably e-prescribing, federal policy goals to improve quality and 
safety were aligned with industry trends to improve effi ciency and reduce costs. By 
the mid-1980s, pharmaceutical manufacturers, wholesalers, retail stores, and payers 
had computerized their business model and by the early 1990s, 95 % of drug stores 
were submitting electronic claims [ 10 ]. Arguably, one of the reasons the e- prescribing 
incentive program was passed into law was that industry had already paid to develop 
an information infrastructure, and policymakers recognized that fi nancial incentives 
could be effective in changing provider prescribing behavior. 

 Many observers and participants have noted that meaningful use planning was 
out of phase with the broad provider community and was led predominantly by 
vendors with technical expertise. The shortcomings of the vendor community in 
using common standards to promote interoperability have also been noted. Others 
have found that the actions of the Health IT Policy Committee and its approach to 
balancing policy goals with market trends and provider perceptions have repre-
sented the best possible leadership under very challenging circumstances. 
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 Over time, the ability of healthcare systems to provide the right information at 
the right time in the right place will depend on fi nding agreement and alignment 
among policy-makers, healthcare providers, the software and medical device indus-
tries, payers, and other stakeholders. We hope that the alignment occurs around the 
goal of putting patients at the center of care, using technology to accelerate quality 
improvement and accountability.

    10.     The Health IT community does not communicate clearly with Congress, 
the policy community, and the public about the goals of Health IT and 
interoperability.      

 For many years, the Health IT community – informaticians, EHR users, product 
developers and vendors, health plans and payers, and others – made the argument 
that government needed to invest in the national health information infrastructure. 
For example, in 1991, the Institute of Medicine released a report on Computer- 
Based Patient Records and provided a blueprint for transitioning to EHRs. In 2001, 
the National Committee on Vital and Health Statistics (NCVHS) estimated the need 
for a 10-year $14 billion investment [ 11 ]. But notwithstanding the common belief 
that “HIT is bipartisan” and the vocal support of Congressional leaders ranging 
from Newt Gingrich to Tom Daschle, why did it take such a long time before the 
commitment of major dollars in the HITECH Act? 

 The short answer might be because the Health IT policy “campaign” was, like 
health care itself perhaps, uncoordinated and lacking in planning. While the policy 
target might have been an improved and more effi cient electronically-enabled health 
care system, providers and vendors tolerated, if not actively encouraged, data silos 
by medical specialty, health system, geography, and other factors. In messaging to 
Congress, too often vendors have lobbied for vendors, hospitals for hospitals, and 
each physician specialty group for itself. There has never been a single unifi ed voice 
representing the health care system, perhaps because it is not actually a system. 

 The current challenge for the HIT community is to talk clearly about the barriers 
to achieving interoperability and to provide positive answers to the question being 
posed by Congress: what has been accomplished with the HITECH funding? Where 
are the successes around the country, and why are some markets more amenable to 
health information exchange than others? It would be helpful, as well, to provide a 
clear vision of HIT policy goals and priorities in the interim period before broad 
implementation of ACOs and payment models in which information exchange not 
only makes economic sense but becomes a bedrock of care delivery.  

7.2     Conclusions 

 It is important to remember that many EHRs are built on top of legacy systems with 
architectural platforms from the 1980s and mid-1990s. Thus, the go-forward plans 
for EHRs were being defi ned just as the Internet, mobile phones and web technolo-
gies were becoming a part of everyday life for the American public, including 
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policy- makers and providers themselves. The tensions of developing fl exible 
 standards that meet expectations for accountability for public spending while 
encouraging innovation are signifi cant, and we think they will continue to play out 
for some time. 

 The coupling of a fi nancial stimulus effort with a highly prescriptive agenda 
emphasizing EHR adoption was a unique product of the economic recession and the 
new Obama Administration. To some extent, ARRA can be seen as an “arranged 
marriage” between a Keynesian stimulus effort designed to put more money into the 
economy quickly and a massive, comprehensive introduction of technology that 
signifi cantly underestimated the degree of cultural and organizational change that 
would be required. From this perspective, the technology adoption goals of HITECH 
were overwhelmed by ARRA’s overall requirement to expend funds quickly [ 12 ]. 

 At the time HITECH passed, critics of federal intervention in the health IT mar-
ket were vocal about their opposition to government spending for fi nancial incen-
tives on ideological grounds from the very beginning. Others later criticized the 
dominance of large technology fi rms and their creation and installation of proprie-
tary systems that were not interoperable, making it diffi cult to meet the MU criteria 
even for those systems that were willing to exchange health data with their 
competitors. 

 Other implementation problems included small hospital systems and small group 
practices purchasing software from start-up fi rms that went out of business, lack of 
implementation and change management plans after software systems were 
installed, and the degree of customization of proprietary software making routine 
upgrades more costly than anticipated. Many of these problems refl ected the extreme 
and quite mutual lack of understanding on the part of IT vendors and healthcare 
system leaders. 

 The consequences of coupling HITECH with a short-term economic stimulus 
required rapid introduction of “top down” detailed requirements that of necessity 
has led to “leaders and laggards.” Well-fi nanced, large care delivery organizations 
have been able to achieve goals relatively easily, although at great expense, and 
some early adopters have exceeded the national goals. The pace of adoption and 
transformation in smaller practices and rural environments has proven insuffi cient 
to protect providers from HITECH’s initial penalties, but there is still time to 
encourage them to participate and support their participation. 

 We see many reasons why interoperability is hard to achieve, despite the good 
intentions of hundreds of people working on implementation. There are technical, 
organizational, and fi nancial reasons it is taking a long time. Healthcare information 
is highly complex and unstructured, so it is very diffi cult to share across settings and 
systems even when providers want to share information. Many providers are reluc-
tant to share data they view as proprietary. Financial incentives have not been 
aligned in a way that has encouraged many providers to adopt and implement EHRs, 
because they have to invest in systems that will make it easier for others to achieve 
cost savings (e.g., standardized electronic claims data reduces costs for payers). 

 While there is much to criticize, a case can also be made that we have learned a 
lot about what works and what doesn’t work, and that we are closer to achieving 
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interoperability than ever before. We hope that enlightened self-interest on the part 
of all public and private stakeholders will lead to the kind of innovation and trans-
formation that will give us the healthcare system we want for ourselves and our 
families.     
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    Chapter 8   
 The Evolution of Health Information 
Technology Policy in the United States       

       Margo     Edmunds      ,     Douglas     Peddicord     , and     Mark     E.     Frisse    

    Abstract     The potential of Health Information Technology (Health IT) to transform 
the nation’s healthcare system can only be realized through a realignment of com-
peting priorities and interests in the public and private sectors. Consumers, clini-
cians, and health systems will benefi t when health information fl ows more freely 
and is available at any point of care, but it has taken longer than anticipated to 
implement policies that develop Health IT infrastructure and operationalize the fl ow 
of health information. This chapter provides an overview of the development and 
implementation of Health IT policy, describing relatively recent federal laws, regu-
lations, and other policies created to realize a federal information infrastructure 
consistent with a diverse array of federal, state, and private-sector priorities. We 
review the accomplishments of the Directors of the Offi ce of the National 
Coordinator for Health IT (ONC) to illustrate the broad set of challenges faced by 
public-private sector collaboration and provide a narrative summary and timeline of 
key legislation that has created the current Health IT ecosystem. We conclude by 
identifying major trends and challenges that Health IT and health policy profession-
als will face in the years ahead.  

  Keywords     Health Information Technology (Health IT) policy   •   Health Insurance 
Portability and Accountability Act (HIPAA)   •   Health Information Technology for 
Economic and Clinical Health (HITECH)   •   Interoperability   •   Meaningful use   • 
  Offi ce of the National Coordinator (ONC)   •   Public-private collaboration  

        M.   Edmunds ,  PhD      (*) 
  Evidence Generation and Translation ,  AcademyHealth , 
  1150 17th Street, NW, Suite 600 ,  Washington ,  DC   20036 ,  USA   
 e-mail: margo.edmunds@academyhealth.org   

    D.   Peddicord ,  PhD    
  President, Washington Health Strategies Group ,   Washington ,  DC ,  USA     

    M.  E.   Frisse ,  MD, MS, MBA    
  Department of Biomedical Informatics ,  Vanderbilt University Medical Center , 
  Nashville ,  TN ,  USA    

mailto:margo.edmunds@academyhealth.org


140

8.1         Introduction 

8.1.1     Background and Policy Context 

 Policies are courses of action that may be expressed through laws, regulations, pub-
lic statements, budgets, position papers, actions, and other ways of communicating 
values. They may be voluntary, infl uenced by moral persuasion, or enforced through 
the rule of law, or by economic incentives and penalties. Policies may be created 
either as a response to a perceived need or as proactive measures that anticipate 
emerging needs. For example, administrative policies governing payment of medi-
cal claims were a reaction to the need for a national consensus on standardized pay-
ment when Medicare was introduced. Early pioneering work in the 1970s by Ed 
Hammond, Clem McDonald, Donald Simborg, and others served as a proactive 
foundation for subsequent widespread standards efforts. 

 The Health IT policy development process in the United States (US) is highly com-
plex and poorly understood by most because it involves multiple stakeholders, includ-
ing federal, state, and local government; private provider systems; academic institutions 
and professional organizations; independent research and policy organizations; phi-
lanthropies; standards development organizations; software and telecommunications 
industry associations; consumer organizations; and the media. Together with the num-
ber of players, the sheer size of the Health IT market is diffi cult to fathom, and there 
are many opinions on the role of government intervention in the market. 

 That said, we believe that the pace of Health IT adoption and the evolution of 
policies and regulations about interoperability of health systems can be better 
understood and appreciated when the policy and regulatory context is understood. 
This understanding will require an unmasking of some of the underlying infrastruc-
tures and tensions that come from shared power of different branches of govern-
ment, the role of the private sector in policy development and implementation, and 
differences of opinion about what constitutes the public interest. 

 Individuals and organizations who seek to apply new technologies must navigate 
a complex and often incompletely understood array of binding and non-binding 
policies that may impact their own course of action. Encountering challenges or 
opportunities, these same individuals or organizations may seek to change policies 
to accommodate their concerns or interests. These pressure points are of particular 
concern as Health IT is both transformed and becomes more pervasive in traditional 
health care settings, in the home, in public places, and through wearable personal 
devices. 

 In this chapter we detail out the interrelations and interdependencies of the vari-
ous public entities and policy bodies that have infl uenced Health IT legislation and 
its interpretation through regulations. We illustrate the interplay between public and 
private sectors through describing Health IT policy leaders, including the National 
Coordinators for Health IT, and by providing a timeline of key legislation and 
closely related policy-relevant events. We hope that a better understanding of the 
policy process will encourage citizen engagement in the policy process through 
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position statements of professional societies, voluntary workgroups, public com-
ments on draft regulations, and other means to contribute to policy decisions about 
legislation and regulation.  

8.1.2     Overarching Health Policy Goals 

 There are many diverse and even polarized opinions about how the US healthcare 
delivery and payment systems can be transformed and improved. But there is gen-
eral agreement on the national goals for access and quality as articulated by the 
Institute of Medicine (IOM) report  Crossing the Quality Chasm : care should be 
safe, timely, effi cient, effective, equitable, and patient-centered [ 18 ]. The IOM 
report viewed developments in information and communications technology as an 
integral component in achieving all six of these policy goals. At the time the  Quality 
Chasm  report was issued, the quality of existing, paper-based medical records was 
described as “embarrassing” and their redesign as a tool for care and information 
exchange was described as a “moon shot” [ 5 ]. 

 In part, the emphasis on safety in the IOM report was a reaction to highly publi-
cized deaths due to preventable medical errors [ 25 ], as well as a growing body of 
data demonstrating inexplicable geographic variations in clinical practice. For many 
policy-makers, early adoption of EHRs and automated clinical decision support sys-
tems brought the promise of safer care in hospitals and clinics by using evidence- 
based guidelines to standardize practice and reduce the “uneven and unpredictable 
quality of care provided at even the ‘best’ American institutions” [ 15 ]. 

 Within months of the IOM report’s publication, the September 2001 terrorist 
attacks and the anthrax attacks in Washington, DC and New York City accelerated 
Congressional interest in funding a health information infrastructure that could be 
used to improve healthcare quality and patient safety as well as support the more 
urgent goals of biosurveillance, emergency preparedness, and rapid response. The 
same information infrastructure that supports the fl ow of secure clinical information 
was envisioned to also generate future benefi ts to population health, by helping to 
aggregate standardized data for analytics and forecasting, targeting of resources, 
and research. Through a number of studies published by the IOM and elsewhere, 
policymakers and the public began to take note of geographic and other variations 
in access, quality, and cost of healthcare. 

 Not surprisingly, geographic and other variations also were found in the maturity 
of clinical information systems, the availability of broadband communications 
infrastructure, and attitudes toward sharing data electronically. However, with the 
exception of a few individuals, many of whom were members of the IOM, the 
“quality movement” in health policy and the movement promoting Health IT adop-
tion diverged and became almost completely independent by the time the Affordable 
Care Act was passed in 2010. 

 Taken in a larger policy context, the current intense focus on adoption of elec-
tronic health records (EHRs) to promote patient safety and quality is a necessary but 
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by no means suffi cient component of information infrastructure and interoperabil-
ity. In this chapter, our defi nition of infrastructure includes not only hardware and 
software, but also the regulatory environment and standards that promote interoper-
ability, defi ned technically as the electronic exchange of health information within 
a secure computer network or more simply as the electronic sharing of information 
among systems. Infrastructure also includes organizations and people who develop, 
implement, evaluate, and use information systems and promote their use, or who 
choose to delay for fi nancial, technological, or other reasons.   

8.2     Policy Development in Public and Private Sectors 

 Under the United States Constitution, the Congress makes laws, the President and 
executive branch implement the laws, and the judicial branch interprets the laws. 
Because of the chapter’s focus on implementation, we begin with a description of 
the executive branch. 

8.2.1     Organization and Authority of the Federal Executive 
Branch 

 The President heads the executive branch of government, which has the responsibil-
ity to administer and implement laws. Executive branch activities include writing 
regulatory guidance to enforce the laws; developing budgets to support program 
activities and other policy priorities; and providing programmatic oversight. 

 The executive branch is organized into 15 Cabinet-level departments, including 
the Department of Health and Human Services (HHS), whose FY 2015 budget 
totaled $1 trillion [ 11 ]. HHS is the principal department that protects the health of 
all Americans, and it is organized into eight agencies or operating divisions that all 
have some responsibilities related to Health IT: the Agency for Healthcare Research 
and Quality (AHRQ); the Centers for Disease Control and Prevention (CDC); the 
Centers for Medicare and Medicaid Services (CMS); the Food and Drug 
Administration (FDA); the Health Resources and Services Administration (HRSA); 
the Indian Health Services (IHS); the National Institutes of Health (NIH); the 
Substance Abuse and Mental Health Services Administration (SAMHSA): and the 
Offi ce of the Secretary (OS), where the Offi ce of the National Coordinator for 
Health IT (ONC) is administratively housed. 

 Many HHS agencies collaborate with the Veterans Health Administration (VHA), 
part of the U.S. Department of Veterans Affairs (VA), and the largest integrated 
healthcare system in the U.S. The VA was an early adopter of electronic health 
records (EHRs) and developer of the consumer web portal known as Blue Button, 
which is being widely adapted by Medicare and many other programs. 
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 Other agencies with responsibilities for information infrastructure and con-
sumer protection include the Federal Communications Commission (FCC), 
which has invested in rural broadband infrastructure and which recently issued a 
joint report with the FDA and ONC on regulation of mobile health [ 16 ]; the 
Federal Trade Commission (FTC), which enforces the Health Breach Notifi cation 
Rule for web- based businesses that are not covered by Health Insurance Portability 
and Accountability Act (HIPAA); the National Institute for Standards and 
Technology (NIST), a non-regulatory part of the U.S. Department of Commerce 
that advances measurement science to support technology innovation; and the 
President’s Council of Advisors on Science and Technology (PCAST), adminis-
tered by the White House Offi ce of Science and Technology Policy, which advises 
the President and issues reports on policy issues, including Health IT. 

 In addition to these fully federal agencies, Congress has created two statutory 
agencies to advise the Secretary of HHS on health data and Health IT. They are the 
National Committee on Vital and Health Statistics (NCVHS) and the Health IT 
Policy Committee. 

8.2.1.1     National Committee on Vital and Health Statistics (NCVHS) 

 Since 1949, the National Committee on Vital and Health Statistics (NCVHS) has 
been the statutory body advising the Secretary of HHS on key health data issues, 
including statistics, privacy, national health information policy, and policy imple-
mentation, including ways to facilitate interoperability and networking. The major-
ity of NCVHS meetings are open to the public and most include invited testimony 
and presentations. Advice refl ecting this public input is conveyed to the Secretary 
through letters that are posted on the HHS web site. The 18-member committee 
members include statistical and research experts from the private sector, including 
academia, delivery systems, foundations, and industry. Key federal staff come from 
the Assistant Secretary for Planning and Evaluation (ASPE) and the National Center 
for Health Statistics (NCHS), which is part of the Centers for Disease Control and 
Prevention (CDC). 

 Before HITECH created the Health IT Policy Committee, NCVHS was the pri-
mary source of national guidance on health information policy. In November 2001, 
NCVHS issued a strategy document for building the national health information 
infrastructure (NHII). The report identifi ed personal health, providers, and popula-
tion health as the three dimensions of health infrastructure and estimated that a 
10-year investment of $14 billion would be needed across existing agencies and 
nongovernmental organizations. The report also called for better coordination of the 
nation’s efforts across government and described its role as follows:

  The Government is called upon to help set the stage for private innovation, to catalyze 
change through visioning and standard-setting, and to help build incentives, in addition to 
performing such traditional governmental functions as providing material support, widen-
ing participation and access, and ensuring privacy and confi dentiality protections. [ 30 ] 
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   Much of the behind-the-scenes support for what became the Offi ce of the 
National Coordinator came from the chairs and leadership of NCVHS, including 
Don Detmer, then the President and CEO of the American Medical Informatics 
Association; John Lumpkin, Senior Vice President at the Robert Wood Johnson 
Foundation; and many others. The NHII report later provided the basis for the 
National Health Information Network (NHIN), which was renamed and became a 
signature initiative of the Offi ce of the National Coordinator (ONC) in 2004 during 
the Bush Administration.  

8.2.1.2     The Health IT Policy Committee 

 Created by HITECH, the Health IT Policy Committee advises ONC on developing 
a policy framework for the development and adoption of a nationwide health infor-
mation infrastructure. It is staffed by ONC and consists of several workgroups and 
subcommittees that hold virtual and in-person public meetings to address many 
issues from a variety of stakeholder perspectives, including provider, industry, and 
consumer views. For example, the Interoperability and Health Information Exchange 
workgroup makes recommendations to support care management and coordination 
through the electronic exchange of information. 

 Members of the policy committee include ex offi cio members from federal agen-
cies as well as private-sector members from academia, delivery systems, EHR sys-
tem developers, provider associations, consumers, caregivers, and many other 
relevant areas of expertise and experience. Similar to the process followed by 
NCVHS, the Policy Committee transmits its advice in formal letters to the National 
Coordinator. 

 The Policy Committee members have played an active role in approving the 
criteria for meaningful use, a security policy framework for EHRs, matching 
patients to their own health information in different systems, public trust in Health 
IT and Health Information Exchange (HIE), and many other key policy issues 
affecting adoption and implementation. All of their policy recommendations and 
transmittal letters are available online at   www.healthit.gov    .   

8.2.2     Role of the Private Sector in Health IT Policy 
Development 

 In addition to the role of Congress in passing legislation and the executive branch of 
government in implementing it, advisory bodies play a major role in Health IT 
policy development. Some, including the National Committee on Vital and Health 
Statistics and the Health IT Policy Committee, are federally staffed and supported 
and have private-sector members who are appointed through a variety of means, 
including public and Congressional input. Others are private and independent, and 
the most noteworthy is the Institute of Medicine. 
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8.2.2.1     Institute of Medicine (IOM) of the National Academy 
of Sciences (NAS)  

 The Institute of Medicine (IOM) was founded in 1970 by the National Academy of 
Sciences, later renamed the National Academies (NAS), to provide independent 
advice to Congress and the executive branch on issues relate to health and science 
policy. Originally created by Congressional charter under President Lincoln, the 
NAS includes the National Research Council, which is an operating branch, along 
with the National Academy of Engineering (NAE), and the IOM. NAS, NAE, and 
IOM are all self-perpetuating elected membership organizations that convene expert 
committees to study and report on health, science, and technology policy issues and 
conduct public educational activities. 

 IOM studies are sometimes congressionally mandated or requested, and may 
also be requested and funded by federal agencies, philanthropies, or other private 
organizations. IOM committees are made up of members and non-members who 
refl ect a broad array of opinions and expertise on the topic being studied. The IOM 
also sponsors roundtables, which convene discussions, organize workshops, and 
write issue briefs in areas of interest to the fi eld, but without making consensus- 
based recommendations. 

 Over the years, IOM’s reports have had a major impact on policy makers, the 
delivery system, and the research enterprise. Among many others, the subjects cov-
ered in these reports include: health care coverage [ 19 ]; patient safety and quality 
[ 23 ]; the role of Health IT in health system transformation [ 22 ]; and e-prescribing 
[ 21 ]. The  Quality Chasm  report mentioned at the beginning of this chapter clearly 
has been one of the most infl uential [ 19 ].  

8.2.2.2     Other Private Sector Advisory Activities 

 Professional organizations such as the American Health Information Management 
Association (AHIMA), the American Medical Informatics Association (AMIA), the 
Alliance for Nursing Informatics (NIA), and the Health Information and Management 
Systems Society (HIMSS), also play a vital role representing their members’ opin-
ions and interests through providing testimony at Congressional hearings, meeting 
with Congressional members and staff to discuss policy issues, and submitting com-
ments on draft reports and frameworks. For example, the 2015 ONC Interoperability 
Roadmap Draft Version 1.0 request for comments, currently open, is likely to 
receive hundreds of comments from stakeholders. 

 Private foundations, particularly The Robert Wood Johnson Foundation (RWJF), 
The California Healthcare Foundation (CHCF), The Commonwealth Fund (CWF), 
The John and Mary A. Markle Foundation, as well as The Aetna Foundation, The 
Kellogg Foundation, and The Kresge Foundation are all key players in health pol-
icy. These foundations have played an important role in Health IT policy develop-
ment by convening advisory groups, funding programs and studies to build the 
evidence base on what works in implementation, and encouraging innovation. For 
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example, the “Blue Button” technology that allows consumers to download their 
health information was jointly funded by a collaborative group involving the Markle 
Foundation and RWJF, and beta-tested and implemented by The Department of 
Veterans Affairs, The Department of Defense, and The Centers for Medicare and 
Medicaid Services (CMS) [ 13 ]. 

 RWJF has funded several infrastructure projects to improve the fl ow of infor-
mation across health care and public health settings. CHCF and Commonwealth 
have funded academic and think tank evaluation teams to learn best practices from 
the implementation of 17 Beacon Communities and the different phases of mean-
ingful use criteria. The Markle Foundation, Engelberg Center for Health Care 
Reform at the Brookings Institution, and the Center for American Progress have 
collaborated on a series of public education events and public comments docu-
ments, and the Bipartisan Policy Center has also held public events as well as 
issued reports on Health IT, with support from health systems and industry 
payers.  

8.2.2.3     Private Industry 

 In Health IT, policies often require adoption of standards for data representation 
and process fl ow. These standards generally arise through the deliberations and 
voluntary practices of industry-led consensus groups and are later embodied into 
law; such standards and policies are therefore a result of a perceived market 
“pull.” When embodied into law, such policies change from a market “pull” 
adopted by some stakeholders to a mandatory “push” enforced on all 
stakeholders. 

 In the United States, the private, non-profi t American National Standards 
Institute (ANSI) serves as a clearinghouse for national and international stan-
dards development efforts. A number of standards development organizations 
(SDOs) also play a critical role. Examples include: the ISO (International 
Organization for Standardization), responsible for many communication stan-
dards; the ASC (Accounting Standards Codifi cation), responsible for many 
administrative transaction standards; HL7 (Health Level Seven), responsible for 
detailed clinical messaging standards; and NCPDP (National Council for 
Prescription Drug Programs), responsible for many standards pertaining to pre-
scription drugs. These SDOs strive to coordinate their often overlapping interests 
to provide a coherent set of standards that have been incorporated into many 
Health IT policies. 

 Another example is Continua Health Alliance, a non-profi t, open industry orga-
nization of technology, medical device, and healthcare industry leaders who are 
developing design guidelines and a certifi cation program to promote interoperabil-
ity among their diverse products. Continua focuses on Health IT that facilitates 
virtual visits or electronic connectivity outside of traditional offi ce visits among 
patients, family members, and providers.   
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8.2.3     Key Legislation Infl uencing Health IT Policy 

 The major pieces of legislation governing Health IT are The Health Insurance 
Portability and Accountability Act (HIPAA) (1996), which was amended in the 
Health Information Technology for Economic and Clinical Health (HITECH) Act 
of 2009; the Medicare Prescription Drug, Improvement, and Modernization Act 
(also called the Medicare Modernization Act or MMA), passed in 2003; the Patient 
Protection and Affordable Care Act (ACA), 2009; and the Food And Drug 
Administration Safety And Innovation Act (FDASIA), which was passed in 2012. 

8.2.3.1     Health Insurance Portability and Accountability Act (HIPAA) 

 In August of 1996, Congress passed the Health Insurance Portability and 
Accountability Act (HIPAA), also known as Kennedy-Kassebaum and then as 
Kassebaum-Kennedy, after two of its leading sponsors [ 4 ]. Title I of HIPAA pro-
tected continuity of care in the group and individual health insurance markets by 
ensuring that individuals could keep their coverage when they changed jobs. There 
was widespread public support for preventing “job lock,” and it was one of two 
remaining issues from the Clinton health reform efforts that still had bipartisan sup-
port in Congress. The other issue was the State Children’s Health Insurance Program 
(CHIP), which was authorized under the Balanced Budget Act of 1997. An 1998 
IOM report on the CHIP program promoted the use of information technology for 
enrollment and clinical purposes as well as public reporting, consistent with other 
IOM reports and the new legislation, but also new for the Medicaid program and 
others in the children’s health community who were implementing CHIP [ 14 ]. 

 Title II of HIPAA, known as Administrative Simplifi cation, required the estab-
lishment of national standards for electronic exchange of transactions relating to 
health care and payment for health care, including such functions as health plan 
enrollment and disenrollment, claims submission and payment, referral authoriza-
tion, and the like. Broadly speaking, the goal was to facilitate the transition of the 
U.S. health care system from antiquated paper records and communications systems 
to an effi cient electronic information environment. 

 The HIPAA legislation also called for promulgation of standards for the privacy 
of individually identifi able health information if Congress did not pass national 
health privacy legislation within 3 years. Accordingly, in 1999, responsibility for 
developing regulations governing health privacy passed to the Department of Health 
and Human Services. 

 In the period from 1999 to 2002, HHS reached out to a broad array of stakehold-
ers, fi rst under the Clinton and later the Bush Administration, for input into the 
health privacy standards that Congress had been unable to produce through the leg-
islative process. These stakeholders included physicians and hospitals, insurers and 
health plans, researchers, pharmaceutical companies, patient groups, and many oth-
ers. The resulting HIPAA Security and Privacy rules [45 CFR Part 164] provide 
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 rights  to individuals (patients) and mechanisms for the exercise of those rights, 
while imposing  obligations  on Covered Entities (and Business Associates perform-
ing functions on their behalf) to protect the security and privacy of individually 
identifi able health information and to facilitate the individual’s rights. Emphasizing 
the fundamental rights granted to individuals by HIPAA, the HIPAA Privacy and 
Security rules are enforced by the HHS Offi ce of Civil Rights (OCR). 

 The Privacy and Security regulations have been modifi ed once, at the direction 
of Congress. The modifi cation was included in the HITECH Act of 2009 provisions 
aimed at strengthening HIPAA’s privacy, security and enforcement requirements 
and broadening the reach of the rules. 

 The Privacy and Security rules have been highly effi cacious in causing “ Covered 
Entities and Business Associates ” to devote signifi cant resources to complying with 
a complex regulatory environment, which includes everything from the obligation 
to post a Notice of Privacy Practices to enormously expensive breach reporting 
requirements if electronic health data is “lost” or improperly accessed. 

 However, the rules appear to have been only marginally successful in making 
information available across providers delivering care and to patients seeking access 
to their own medical records. To some extent, these challenges are the result of 
immature technologies, but to a signifi cant degree, they are also the result of a lack 
of consensus among providers and administrators of exactly what HIPAA requires 
and how it should be implemented. As a result, the achievement of interoperable 
data exchange is generally understood to require the consent of every individual 
whose protected health information (PHI) is to be transmitted, or securing a waiver 
of individual consent from an Institutional Review Board (IRB). Given inadequate 
guidance on the topic of information exchange from the Offi ce for Civil Rights, 
which enforces the HIPAA rules, it is no surprise that state and regional health infor-
mation exchanges have had to devote enormous resources to the development of 
consent and governance models before attempting to exchange data, and that most 
covered entities simply don’t try. As a consequence of the complexity of the rules, 
sanctions, and penalties, some providers are resistant to fulfi lling record requests, 
often on the advice of their attorneys. Thus, HIPAA is often seen by stakeholders, 
including legislators and other policymakers, as a barrier to information exchange, 
rather than the facilitator it was meant to be. 

 Some experts believe that the development of shared governance structures and 
data use agreements for multisite research can open up opportunities to support the 
freer fl ow of information across settings and help create the trust needed for learn-
ing health systems of the future [ 29 ]. From this perspective, it is the signifi cant 
variability in interpretations of HIPAA that poses the main challenge in clinical data 
sharing, not the regulations themselves. 

 Others, however, believe that the “medical records” framework of HIPAA in 
which it is “covered entities” that create, maintain, and are responsible for health 
data, is increasingly outmoded in an era of wearables, patient-generated data, and 
health care-related applications developed outside of the traditional health care sys-
tem and that a broad overhaul of health privacy regulations is called for. As of early 
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2015, it is diffi cult to believe that the current Republican Congress and Democratic 
President could accomplish such an undertaking.  

8.2.3.2     e-Prescribing in the Medicare Modernization 
Act (MMA) 

 In 2003, the Medicare Modernization Act (MMA) included a new prescription drug 
benefi t (Part D) and required drug plans participating in the new benefi t to support 
electronic prescribing (e-prescribing, or e-rx). The e-prescribing provisions were 
designed to improve patient safety by reducing illegible handwritten prescriptions, 
providing alert and warning systems that reduce errors, and making it easier to 
include prescription drug information in electronic health records (EHRs). Sending 
a prescription directly to a pharmacy eliminates phone calls, faxes, and call-backs 
by clinical offi ces, and it was estimated that cost savings from ADEs and workfl ow 
effi ciencies could total approximately $27 billion per year. It was also estimated that 
e-prescribing could eliminate more than two million adverse drug events (ADEs) a 
year, including 130,000 that were life-threatening. These changes also could 
increase patient adherence, by making it easier for patients to fi ll and pick up their 
prescriptions. 

 In 2005, HHS awarded $6 million to fi ve teams for pilot projects [ 2 ] to test and 
evaluate initial standards for e-prescribing (e.g., medication history, formulary and 
benefi ts, prescription fi ll status notifi cation, and others) and their interoperability 
with other standards. The pilot project evaluation found that provider uptake and 
satisfaction were generally good, and that clinical staff played a much larger role 
than prescribers themselves by preparing many of the orders for the prescribers’ 
review and signatures. This fi nding led to an acknowledgement of the need for sig-
nifi cant clinical workfl ow changes to move from paper to electronic order systems 
[ 31 ], although that point was apparently totally missed in the development of 
HITECH. 

 The MMA also authorized the creation of a Commission on Systemic 
Interoperability, charged with “developing a strategy to make healthcare informa-
tion instantly accessible at all times, by consumers and their healthcare providers.” 
In its 2005 report, the Commission provided many examples of individuals benefi t-
ting through “connected healthcare,” and one of its recommendations was ensuring 
“an interoperable medication record for every American,” including access to one’s 
own prescription drug history [ 10 ]. With the growing use of medication data 
exchanges by pharmacies, pharmacy benefi ts managers, and health plans, such a 
goal seemed possible. But that same year, Hurricane Katrina showed the glaring 
weaknesses in infrastructure needed to share prescription drug information across 
pharmacy and clinic locations for thousands of people whose paper records had 
been destroyed by the storm [ 28 ]. 

 In 2005, the Institute of Medicine undertook a Congressionally-mandated 
study of the prevalence of medication errors in order to develop a national 
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agenda to reduce them. The report acknowledged that medication errors are both 
common and costly [ 20 ], and the resulting media attention made it easier for 
CMS to promote and encourage providers to participate in the e-prescribing pro-
gram [ 41 ]. 

 Two years later, an e-Prescribing Incentive Program was created by Congress in 
the Medicare Improvements for Patients and Providers Act of 2008 (MIPPA), autho-
rizing a new fi nancial incentive program for successful e-prescribers. After 5 years, 
providers who did not use e-prescribing for Medicare benefi ciaries would receive 
lower Medicare reimbursements as a penalty. This is the same approach used by the 
Meaningful Use program under HITECH, beginning with incentives and then phas-
ing in penalties for non-participation.  

8.2.3.3     The Health Information Technology for Economic and Clinical 
Health Act (HITECH) 

 The Health Information Technology for Economic and Clinical Health (HITECH) 
Act was part of the $787 billion economic stimulus package passed as The American 
Recovery and Reinvestment Act (ARRA) of 2009. HITECH provided between $25 
and $36 billion in incentive payments to promote the adoption and use of electronic 
health record (EHR) systems to improve healthcare quality, reduce costs through 
improved effi ciencies, and also improve consumers’ access to their personal health 
information. 

 To reconcile the rapidity mandated by HITECH with the concerns that federal 
funds would not be spent wisely, ONC and CMS worked together on a regulatory 
framework to ensure the value of IT investments to providers and patients. They 
named this set of fi nancial incentives, certifi cation requirements, and regulations 
“ meaningful use ” [ 9 ,  32 ]. The program was launched in 2011 and will continue 
through 2016. To receive an incentive payment, providers need to show that they are 
“meaningfully using” certifi ed EHR technology. Eligible providers and organiza-
tions must show through their reporting that they are meeting certain measurement 
thresholds. 

 These measurements have been developed with extensive public involvement 
and comment and refl ect a blend of policy goals and industry and provider readiness 
and capacity. The fi rst round of certifi cation (Stage 1) emphasized basic EHR func-
tionality, and relatively wide adoption occurred. The second round of certifi cations 
(Stage 2) required a greater degree of communication with external entities, and 
these have not yet been as broadly accepted. Beginning in 2015, eligible profession-
als who do not successfully demonstrate meaningful use of EHRs will become sub-
ject to fi nancial penalties, and this transition from incentives to penalties is catching 
some providers without certifi ed systems. The third round (Stage 3) was released in 
March 2015, and it refl ects a new emphasis on data fl ow and fl exibility, refl ecting 
both the successes and failures of the previous two stages [ 24 ]. Recent adoption 
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fi gures show that more than half of physicians and more than 60 % of hospitals are 
using EHRs, which shows signifi cant progress [ 1 ,  12 ]. 

 Five years after HITECH was introduced, the consequences are not yet fully 
knowable. The legislation has led to an unprecedented degree of EHR adoption and 
serves as a critical foundation for future efforts to coordinate care. There is no 
doubt that the implementation of HITECH was hindered by the wide variation in 
the provider community in terms of experience with EHRs and health information 
exchange. However, evidence suggests that within a year of implementation most 
providers have improved workfl ow effi ciency, appreciate the ability to access 
patient information from the offi ce or remote locations, and do not want to return 
to paper [ 26 ]. 

 Overtime, the slow rate of adoption at the state level led to the realization that the 
incentives for interoperability are primarily to support regional exchange within a 
geographic market, following the referral patterns of local providers. This may be 
one of the most important lessons from HITECH: developing a national plan such 
as the National Health Information Network (NHIN) from the top-down makes 
sense from a policy perspective, but in the end, all implementation is local. The 
incentives and business case for providers to invest in Health IT are based on their 
need for clinical information to fl ow between hospitals and other healthcare settings 
to take better care of the same patients as they move through the system, usually 
within a defi ned geographic area or market. The abstraction of a “national network 
of networks” is appealing intellectually but very diffi cult to operationalize. 

 As of spring 2015, concerns about HHS priorities and strategies to promote 
interoperability have been expressed by many, including the Government 
Accountability Offi ce (GAO) [ 42 ], members of the provider community [ 37 ], and 
six US Senators [ 38 ]. All but the most ideological critics recognize the growing 
need for a comprehensive technology infrastructure capable of interoperability and 
information exchange in ways that assure care is both safe and fi nancially account-
able. However, interoperability is not exclusively a technical and legal challenge. 
Hospitals and health care organizations compete with each other for patients and 
staff, and there is no fi nancial or other incentive for them to share information in a 
competitive marketplace. This fact about the healthcare market is rarely raised in 
policy discussions.  

8.2.3.4     Food and Drug Administration Safety and Innovation Act 
(FDASIA) 

 Passed in 2012, FDASIA gives the Food and Drug Administration (FDA) authority 
to continue to collect user fees from the biomedical industry, as well as to regulate 
medical software. By request of the Secretary of Health and Human Services (HHS), 
the Health IT Policy Committee convened a stakeholder group to advise on a risk- 
based framework for regulating software, in collaboration with the FDA and the 
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Federal Communications Commission. A full report from the three agencies was 
released in the spring of 2014 [ 16 ]. 

 The tri-agency report found that EHRs are relatively low-risk, and that full FDA 
regulation would not be helpful and could stifl e innovation. However, the report 
recommended the creation of a new HIT Safety Center to improve the design, devel-
opment, implementation, maintenance, and use of Health IT to prevent any future 
risks to patients. A federal contract is currently providing input about the Center’s 
mandate and goals and a report will be issued later in 2015.    

8.3     The Changing Policy Goals of the Offi ce of the National 
Coordinator (ONC) 

 Earlier sections of this chapter have described federal responsibilities for Health 
IT, the role of the private sector in infl uencing and implementing policy, and the 
importance of the Offi ce of the National Coordinator for Health IT (ONC) in 
serving as the focal point and channel for Health IT policy initiatives, which have 
involved an unprecedented level of public-private collaboration. We have deliber-
ately provided a broad policy context because the complexity of the policy devel-
opment process is poorly understood and often underappreciated, and because it 
continues to evolve under the infl uence of different stakeholders in the Health IT 
space. This section focuses on the Offi ce of the National Coordinator (ONC) as a 
barometer of Congressional support for Health IT and as a refl ection of the value 
of public- private collaborations. As will become clear, ONC leadership has 
played an important role in infl uencing provider and industry engagement, as 
well as informing public opinion and increasing awareness of the value of real-
time information exchange to the clinical enterprise and to patients and 
caregivers. 

8.3.1     The National Coordinators for Health IT (ONC) 

 The position of National Coordinator for Health IT was created by Presidential 
Executive Order in April 2004, and was legislatively mandated in 2009 in the Health 
Information Technology for Economic and Clinical Health Act (HITECH). Even at 
the time of the creation of the Offi ce of the National Coordinator (ONC), it was 
recognized that the primary barriers to implementation of a nationwide health infor-
mation infrastructure were not primarily technological, but were more related to 
leadership and organizational factors. 

 The role of the National Coordinator was seen as essential to the federal role of 
bringing together private and public stakeholders, and all levels of government [ 30 ]. 
It was also partly symbolic at the time it was created, in that the emerging fi eld of 
Health IT began to coalesce once its importance was acknowledged by locating 
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ONC administratively in the Offi ce of the Secretary of HHS. Over the next decade, 
each one of the National Coordinators brought a different leadership style and 
expertise, faced a different set of issues, and had different policy and implementa-
tion priorities that are arguably more visible in hindsight than they were at the time. 

 David Brailer, a physician entrepreneur and economist, was the fi rst ONC direc-
tor or “Health IT czar.” He was appointed in May 2004 and agreed to stay in the 
position for 2 years, after which he planned to return to the private sector. Previously, 
Dr. Brailer had founded CareScience, a spin-off from the Wharton School of 
Business at the University of Pennsylvania and one of the fi rst companies to use 
electronic health information to improve the quality of care. Dr. Brailer’s credibility 
in launching the new federal offi ce came not only from his deep knowledge of 
Health IT, but from his industry perspective and ability to frame the business case 
for Health IT in terms of bringing value from improved effi ciencies and cost sav-
ings. Dr. Brailer was popular with the business media and was interviewed fre-
quently. He often described the history of underinvestment in Health IT, with most 
hospitals spending 2–3 % of their budgets compared to 10 % for other industries, 
and appealed to industry to invest in the new fi eld [ 8 ]. 

 During the time Dr. Brailer served as National Coordinator, HHS formed a 
Federal Advisory Committee known as the American Health Information 
Community (AHIC), which met for the fi rst time in November 2005. HHS also 
issued fi ve contracts to convene a Health IT Standards Panel (HITSP); develop cri-
teria and evaluation processes for certifying EHRs (Certifi cation Commission for 
Health IT, or CCHIT); develop prototype architectures for the National Health 
Information Network (NHIN); identify security and privacy barriers in business and 
state laws; and measure the state of EHR adoption. 

 In September 2006, Robert Kolodner left the Veterans Health Administration 
(VA) to become the Acting National Coordinator, an appointment which was con-
fi rmed in April 2007. Dr. Kolodner, a psychiatrist, was well known in Health IT and 
informatics circles for his leadership in a variety of VA Health IT solutions, includ-
ing My HealtheVet, a Personal Health Record for veterans, and VistA – the fi rst 
successful large-scale Electronic Health Record implementation. Kolodner’s 
appointment was reassuring to the fi eld after Brailer’s departure because he had a 
track record of demonstrating that implementation can be achieved at a large scale 
and that EHRs can improve workfl ow. He worked to continue to build support for 
EHRs among the provider community by appearing at conferences and publishing 
articles in provider journals, and was generally regarded as a good steward of the 
federal investments in the emerging fi eld. 

 Before his appointment, Kolodner had already gone on public record supporting 
the national health information infrastructure [ 39 ], and his knowledge of govern-
ment and years of experience in inter-agency collaboration helped ONC establish 
relationships with the Agency for Healthcare Research and Quality (AHRQ), which 
had been funding Health IT research and implementation projects, and with the 
Centers for Medicaid and Medicare Services (CMS). In retrospect, his most impor-
tant contribution may have been building trust among the private-sector members of 
the American Health Information Community (AHIC) and the federal advisory 
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body formed in 2005 to advise the Secretary of HHS on how to accelerate the adop-
tion of Health IT. He served until the 2008 election and the change of 
administration. 

 After President Obama took offi ce in 2009, David Blumenthal took a leave of 
absence from Harvard University to become the new National Coordinator. A prac-
ticing internist, health policy expert, and effective public speaker, Dr. Blumenthal 
had served as an advisor for the Obama campaign. He came from the highly inter- 
connected environment of Partners HealthCare, the Harvard-affi liated health system 
that was an early adopter of Health IT, and the hallmark of his leadership at ONC 
was his sharing many examples of his fi rst-hand clinical experience in seeing how 
Health IT improved the quality of care. 

 As director of Harvard’s Institute for Health Policy, Dr. Blumenthal had been 
involved in IOM committees and other efforts to promote adoption of Health IT in 
the academic medical community. The tsunami of $27 billion in funding from 
HITECH included $2 billion in direct appropriation for ONC to set up a nationwide 
network of regional Health IT extension centers to provide technical assistance to 
local providers; launch Health IT training programs in community colleges; oversee 
the two Federal Advisory Committees Act committees created by HITECH (the 
Health IT Policy Committee and the Health IT Standards Committee), and establish 
testing and certifi cation criteria for EHR. Also during Blumenthal’s tenure, work 
began on defi ning criteria for meaningful use of certifi ed EHRs, and after an exten-
sive public comment period, the Stage 1 Final Rules were published in the Federal 
Register in July 2010. Through it all, Blumenthal built consensus with AHRQ and 
CMS, and kept the ONC focused on the value of providing quality care in a safe, 
secure environment. He returned to Harvard after his 2-year leave of absence to 
resume his academic appointment there. 

 The fourth ONC Coordinator, Farzad Mostashari, had been serving as a Deputy 
at ONC and was promoted in April 2011. He had come to ONC from the New York 
City Department of Health and Mental Hygiene, where he had served as Assistant 
Commissioner for the Primary Care Information Project and oversaw the adoption 
of Health IT by 1,500 providers in low-income communities. An epidemiologist 
with expertise in developing biosurveillance systems, Dr. Mostashari’s appointment 
shifted the meaningful use discussion to include public health reporting and popula-
tion health, which refl ected the policy priorities of the Affordable Care Act (ACA). 
He was an energetic advocate for the use of “big data” for planning and research, 
and also for direct consumer access to personal health information through Blue 
Button, developed by the VA and adapted by the Medicare program. 

 By this time, the meaningful use incentives were starting to work and the major-
ity of providers were adopting and using EHRs, although interoperability was still a 
long way away. After the American Medical Informatics Association (AMIA) issued 
a report on the unintended consequences of Health IT in terms of patient safety [ 6 ], 
ONC asked the Institute of Medicine to study the issue. The subsequent IOM [ 22 ] 
report suggested that a systems approach was required to monitor the impact of 
Health IT on patient safety, including a user-centered design approach to make soft-
ware improvements that are a better refl ection of workfl ow and use patterns. The 
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IOM also called for the creation of a new Health IT Safety Council to set safety 
standards, and advised against the Food and Drug Administration (FDA) being 
given those responsibilities. After the IOM report on Health IT and patient safety 
was released, ONC released a draft plan on how to make it easier to track and fi x 
Health IT problems due to software malfunctions and systems errors and received 
more than 100 comments [ 35 ]. 

 Dr. Mostashari announced his departure in August 2013 and became a Visiting 
Fellow at the Brookings Institution a few months later to focus on helping small 
clinical practices adopt Health IT. He did not make his reasons public, but HHS 
Secretary Kathleen Sebelius acknowledged his leadership in presiding over the 
enormously complex implementation of HITECH, linking meaningful use to popu-
lation health goals, and increasing the focus on patients and families [ 7 ]. 

 In December 2013, Karen DeSalvo, Health Commissioner from New Orleans, 
became the new National Coordinator, continuing the policy focus on public health 
reporting and population health. After the Ebola outbreak began in West Africa dur-
ing the summer of 2014, Dr. DeSalvo was named the Acting Assistant Secretary for 
Health while continuing as National Coordinator. Industry leaders questioned 
whether it was possible for her to perform both positions and called for a full-time 
replacement at ONC, particularly in light of the recent departures of several senior 
ONC leaders [ 27 ]. As of spring 2015, Dr. DeSalvo was still holding both positions.  

8.3.2     ONC’s Draft Interoperability Roadmap 

 The Version 1.0 Interoperability Roadmap released by ONC for public comment in 
January 2015 [ 33 ] seeks to remedy some of the major criticisms of the meaningful 
use program, which many providers see as overly bureaucratic and burdensome [ 3 ] 
and some policy-makers see as too slow in achieving interoperability [ 40 ]. The stated 
goal of the roadmap is to ensure that individuals and their providers can get accurate, 
electronic health information when and how they need it to make informed decisions 
about healthcare. ONC’s Interoperability Roadmap also calls for public and private 
stakeholders to collaborate around a core set of business and functional requirements 
to achieve a learning health system within 10 years. ONC’s call for collaboration 
represents more of an aspirational goal than a mandate. This goal of collaboration 
would require a major shift in key stakeholders’ willingness to share information for 
the public good as refl ected in the policy goal of improvements in patient care and 
safety while also helping providers achieve cost-saving effi ciencies. 

 Concurrently, ONC released an interoperability standards document to help 
clarify the technical infrastructure requirements for the learning health system. 
“Learning Health System” is a term fi rst used by the IOM to refl ect the use of data 
analytics to generate knowledge that is used to improve the quality and effective-
ness of healthcare. The “open draft” document is non-regulatory and non-binding 
and describes a less prescriptive process for interoperability and implementation 
standards for clinical Health IT. It is intended to “begin a dialogue” with the 
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 provider community, the research community, and industry by supporting areas of 
consensus and agreeing on ways to harmonize standards to allow providers fl exi-
bility while accelerating interoperability and supporting health information 
exchange [ 34 ]. 

 Together, these plans, particularly if coupled with a relaxation of meaningful use 
mandates and other HIT-related penalties, may shift attention back to what provid-
ers and patients think technology should do. And that goal is to promote the fl ow of 
information to the right person at the right time. It remains to be seen how many of 
the currently factionalized stakeholders will be able to work together to achieve this 
common goal.   

8.4     What Lies Ahead? 

 This chapter is being fi nalized during the public comment period for ONC’s January 
2015 Interoperability Roadmap, which covers the next 10 years. From a broad pol-
icy perspective, we foresee that hospitals, physicians and other providers will 
increasingly be part of a “system” that takes on responsibility for the health and 
health care of individuals and groups and populations. These sociocultural shifts 
will happen concurrently as the US moves toward patient-centered and accountable 
care and payment models that reward quality and value and not merely tests and 
procedures. Healthcare organization and all stakeholders – providers, payers, 
patients, caregivers, and healthy consumers – will benefi t from secure but highly 
accessible data exchange. Data exchange will happen at the point of care, as well as 
in other settings where analytics, discovery, health planning, and software systems 
development take place. 

 Many factors contribute to the problem of interoperability, of course, including 
that health data is multi-faceted and diffi cult to digitize, that the complexity of 
HIPAA and other regulatory constraints meant to protect patients have erected bar-
riers to out-of-the-box problem solving, that vendor competition encourages data 
siloes, that basic usability problems are legion, etc. We have referred to these and 
many other obstacles throughout the chapter. 

 From our perspective, however, a key problem is that the ultimate end-users of 
health care – namely, patients and their caregivers – are still “missing persons” in 
the quest for interoperability. Patient advocacy groups are sometimes present during 
policy discussions, but even the Patient Centered Outcomes Research Institute 
(PCORI) created by the Affordable Care Act has not been able to address the prob-
lem of patients’ inability to access their own personal health information. In all of 
the ambitious and even heroic efforts to implement HITECH, the goal of promoting 
patient access through meaningful use has not motivated industry and providers to 
develop systems that “talk to each other” in real time to improve patient care and 
access to their own information. 
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 Other industry sectors – from banking and insurance to automotive and retail 
sales – understand consumer data as an asset, and monetization of such data as a 
part of a business’s revenue stream. Health data is different, of course, not only 
because it may be far more sensitive than other consumer data but because it is 
shared with the business (the health care provider or payer) for a specifi c, confi den-
tial purpose (the delivery of care or payment for such care). There is a general 
expectation that the information will not be further used or shared, except for pur-
poses such as research and public health analytics, which are typically seen as pub-
lic goods. 

 Interoperable data exchange, even within a policy framework that protects confi -
dentiality and individual privacy, represents a fundamental shift to the traditional 
expectations of all the stakeholders: providers, plans, payers and, most importantly, 
patients, families, and caregivers. In fact, interoperability and information exchange 
presume a more communitarian model of care, in which providers, patients, and 
caregivers are engaged in shared, evidence-based decision-making based on per-
sonal and family preferences and understanding of risks. We think that the chal-
lenges of the transformation to patient-centeredness in the provider community may 
be as much or more of a challenge than realigning fi nancial incentives in the policy 
community. 

 The combined impact of federal and private-sector initiatives can make innova-
tion even more likely, but only if goals are more closely aligned. The Blue Button 
initiative is a fi ne example of disruptive innovation that serves the interests of 
patients, families, and caregivers by improving their direct access to personal 
health information. Consumer healthcare is a rapidly growing market, and the 
demand for web portals, remote monitoring devices, and other devices will 
increase if proposed changes in Medicare payment policies for telehealth are 
implemented. 

 HITECH is the most recent and largest single national investment in Health IT, 
and its implementation has been a massive undertaking. There is no comparable 
initiative in the history of US healthcare, and the largely voluntary mobilization of 
private sector entities to engage in enlightened self-interest while serving the public 
interest has been unprecedented, and not without signifi cant challenges. 

 To realize transformational change, health information technology and health 
policy goals must be aligned with industry trends and interests of the private provid-
ers. We recognize that without that alignment, the current state will be maintained. 
We fi rmly believe that those healthcare organizations that will thrive under the new 
reimbursement requirements, will be those early adopters that embrace the ability to 
share patient data with the individual patient and external entities that serve as their 
primary care and community/home care partners. We hope that the learning health 
systems of the future will fi nd that it is to their competitive advantage to focus on 
the common goal of achieving patient-centric systems with interoperability across 
providers and systems. Once this end-point is reached, we will have achieved trans-
formational change that benefi ts all.  
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8.5     Timeline of Key Events in Health IT Policy 

 Given the number of legislative, executive branch, and private-sector initiatives 
that have infl uenced Health IT policy over the years, we developed a timeline of 
events as a reference document. Timelines often illuminate the sequence of events 
in ways that narrative does not, and also illustrate the proverbial saying that 
“change takes time.”

 Timeline of key events in Health IT policy 

 January 1991  Institute of Medicine releases  The Computer - Based Patient Record :  An 
Essential Technology for Health Care , with a blueprint for transitioning to 
CPRs, later known as Electronic Health Records (EHRs) 

 December 
1991 

 Congress passes the High Performance Computing and Communications Act of 
1991, creating the National Research and Education Network (NERN) as a 
partnership of government, industry, and academia and leading to the National 
Information Infrastructure (NII) or “information superhighway” 

 November 
1993 

 The Health Security Act, also known as the Clinton health reform proposal, was 
introduced in Congress 

 1994  HL7 becomes an ANSI-certifi ed Standards Development Organization and the 
global authority on interoperability standards 

 1994  Community-based HIT initiatives (e.g., CHMIS, CHINS) inspired by the 
Clinton health reform proposals, begin to lose momentum with the 
Congressional failure to pass legislation 

 August 1996  Congress passes the Health Insurance Portability and Accountability Act 
(HIPAA), with administrative simplifi cation provisions requiring development 
of standards for electronic exchange of health information 

 December 
2000 

 After a year of comments on the proposed rule, the HIPAA Privacy Rule sets 
national standards to protect individually identifi able personal health 
information used by health plans, health care clearinghouses, and health care 
providers (covered entities) 

 April 2001  Institute of Medicine report “Crossing the Quality Chasm” calls for a national 
commitment to an electronic infrastructure to support sharing of personal health 
information 

 November 
2001 

 The National Committee on Vital and Health Statistics sets out a national 
strategy for health information infrastructure (NHII) 

 August 2002  The HIPAA Privacy Rule is modifi ed and fi nalized, with a compliance date of 
April 2003 for most entities 

 February 
2003 

 The HIPAA Security Rule establishes national standards to protect the 
confi dentiality, integrity, and security of electronic personal health information 

 December 
2003 

 Medicare Modernization Act (MMA) requires pharmacies and health plans to 
follow e-prescribing standards under Medicare Part D 

 April 2004  Presidential Executive Order creates Offi ce of the National Coordinator for 
Health IT in the Offi ce of the HHS Secretary and calls for widespread use of 
Health IT within 10 years 

 May 2004  David Brailer is appointed the fi rst National Health Information Technology 
Coordinator 
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 Timeline of key events in Health IT policy 

 July 2004  Markle Foundation’s Connecting for Health Initiative Issues  Preliminary 
Roadmap for Achieving Electronic Connectivity in Health Care  

 October 2004  Agency for Healthcare Research and Quality (AHRQ) funds $139 million in 
Health IT projects 

 August 2005  Hurricane Katrina strikes Louisiana and Hurricane Rita strikes the Gulf Coast 
25 days later. Ability to provide prescription medication lists and other basic 
health information is limited due to destruction of paper records by the storms 
(Markle Foundation, 2006) 1  

 October 2005  Commission on Systemic Interoperability issues a report recommending a 
prescription medication history for every American 

 November 
2005 

 HHS provides support for regional electronic health record (EHR) adoption in 
Gulf States as part of post-Katrina response, but state legal barriers later prevent 
implementation 2  (HHS 2005) 

 April 2006  A public-private collaborative funded by Markle Foundation releases 
Connecting for Health, a common framework to develop a networked health 
information environment 

 Sept 2006  Dr. Robert Kolodner begins serving as interim National Coordinator for Health 
IT and is appointed to position in April 2007 

 May 2007  ONC releases report on the NHIN Prototype Architecture Contracts, comparing 
the results of four consortia to develop a “network of networks” 

 October 2007  HHS awards $22.5 million to test implementation of nine prototype state-level 
health information exchanges 

 November 
2007 

 Federal Communications Commission provides $400 million to rural areas for 
broadband to promote telehealth 

 September 
2008 

 Government Accountability Offi ce releases a report advising the HHS could 
risk losing public trust unless it creates a comprehensive privacy, confi dentiality, 
and security strategy 

 Feb 2009  Congress passes the Health Information Technology for Economic and Clinical 
Health (HITECH) as part of the American Reinvestment and Recovery Act of 
2009 (ARRA), outlining a “meaningful use” incentive program for adopting 
electronic health records. The bill makes permanent the Offi ce of the National 
Coordinator and creates the HIT Policy Committee and HIT Standards 
Committee to advise ONC 

 March 2009  David Blumenthal is appointed as National Coordinator for Health IT 
 March 2010  The Patient Protection and Affordable Care Act (ACA) is enacted 
 December 
2010 

 President’s Council of Advisors on Science and Technology (PCAST) issues 
report recommending ways to accelerate Health IT adoption and reduce 
healthcare costs 

 April 2011  HHS Secretary Kathleen Sebelius appoints Dr. Farzad Mostashari as National 
Coordinator for Health IT 

 July 2012  The Food and Drug Administration Safety and Innovation Act (FDASIA) expands 
the agency’s regulatory authorities in medical device innovation and launches a 
public debate about its authority to regulate mobile health applications 

 January 2013  HHS releases an “omnibus” Rule that makes changes to HIPAA Privacy, 
Security and Enforcement Rules as required by the HITECH statute 

1   Patton [ 36 ]. 
2   HHS Press Offi ce [ 17 ]. 
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 Timeline of key events in Health IT policy 

 December 
2013 

 Dr. Karen DeSalvo is appointed National Coordinator for Health IT, and 
becomes Acting Assistant Secretary of Health in October 2014 

 April 2014  ONC, FDA, and the Federal Communications Commission (FCC) issue a joint 
report mandated by FDASIA to propose a risk-based regulatory framework for 
Health IT, including mobile medical applications that “promotes innovation, 
protects patient safety, and avoids regulatory duplication” 

 January 2015  ONC releases a draft “interoperability roadmap” to achieve interoperable 
Health IT infrastructure within 10 years, seeking public comments by April 
2015, and also issues a 2015 Interoperability Standards Advisory to highlight 
specifi cations for interoperable clinical Health IT 
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                Introduction 

 The second section of the book bridges the current state of health IT (Part I) to 
emergent information technologies and approaches that are being explored and 
applied in healthcare (Part III). The authors provide perspectives on how approaches, 
roles and tasks in information management are being reinvented and re-fi tted to 
 better meet the needs of healthcare. Collectively, these chapters capture transforma-
tion that is happening in healthcare today through enabling technologies.

•    Chapter   9     by Unertl, Holden and Lorenzi (Vanderbilt Univ and Indiana Univ) 
and Chapter   10     by Catalina Danis (Insights-driven Wellness Services, IBM) 
describe how to effect usability in systems design and implementation using 
 specifi c case examples from their respective organizations. Both chapters discuss 
the new emerging roles in clinical informatics at executive and decision making 
levels, and in turn, how these new roles have infl uenced usability and the 
 changing healthcare delivery system.  

•   Chapter   11     by Mark Hagland (Healthcare Informatics) and Chapter   12     by 
O’Brien and Mattison (Kaiser Permanente) discuss the changing roles of Chief 
Medical Information Offi cer, CMIO, Chief Nursing Information Offi cer, CNIO, 
and Chief Knowledge Offi cer, CKO, and the dramatic evolution of scope and 
breath of responsibilities these roles entail and how they reinvent organizations 
by leveraging information (and other healthcare) technologies to deliver improve 
healthcare delivery.  

•   Chapter   13     by Andrew Watson (Univ Pittsburg Medical Center) continues the 
discussion on healthcare transformation through technology and the  twenty- fi rst 
century telecommunication technologies impacting options on how clinicians 
work, communicate and deliver care.  

•   Chapter   14     by Reynolds and Jones (IBM and Wake Forest Baptist Hospital) 
 discusses the pragmatic issues surrounding fi nancing these efforts.  

•   Chapter   15     by Grundy and Hodach (IBM and Phytel) provide an overview of the 
patient centered medical home (PCMH) model of care, its economic drivers and 
opportunities to link enabling technologies to improve primary care. The PCMH 
focus on the patient at the center of care is carried forward in Chapter   16     by 
Minitti and colleagues, (CarePartners Plus); and in Chapter   17     by Gibbons and 
Shaikh (Johns Hopkins) Both chapters focus on the use of technology to empower 
patients to participate in care, to enable the sharing of plans across venues and 
provider teams, to put the consumer, the patient into the driver’s seat of care to 
improve the care of individuals and ultimately the health of populations.              

Part II The Evolving State of Health IT: Reinventing Care, Roles and Connections  

http://dx.doi.org/10.1007/978-3-319-20765-0_9
http://dx.doi.org/10.1007/978-3-319-20765-0_10
http://dx.doi.org/10.1007/978-3-319-20765-0_11
http://dx.doi.org/10.1007/978-3-319-20765-0_12
http://dx.doi.org/10.1007/978-3-319-20765-0_13
http://dx.doi.org/10.1007/978-3-319-20765-0_14
http://dx.doi.org/10.1007/978-3-319-20765-0_15
http://dx.doi.org/10.1007/978-3-319-20765-0_16
http://dx.doi.org/10.1007/978-3-319-20765-0_17


165© Springer International Publishing Switzerland 2016 
C.A. Weaver et al. (eds.), Healthcare Information Management Systems: 
Cases, Strategies, and Solutions, Health Informatics, 
DOI 10.1007/978-3-319-20765-0_9

    Chapter 9   
 Usability: Making It Real from Concepts 
to Implementation and End-User Adoption       

       Kim     M.     Unertl      ,     Richard     J.     Holden      , and     Nancy     M.     Lorenzi     

    Abstract     The goal of this chapter is to explore usability, beginning with concepts 
and continuing through the application of these concepts to real-world health infor-
mation technology implementations. Throughout the chapter, we present examples 
of usability concepts in practice through a case study of designing, developing, 
implementing, and refi ning an electronic health record at Vanderbilt University 
Medical Center. The case study presented here relates a specifi c implementation of 
a system developed in-house at an academic medical center, However, we offer the 
process and concepts discussed in the case as being transferable to other types of 
institutions and to vendor systems, as practices that extend beyond basic design 
principles to implementation and the outcome of usable and useful technology 
implementations with high rates of adoption.  

  Keywords     Usability   •   Implementation   •   Human-computer interaction   • 
  Sociotechnical systems   •   User experience   •   User-centered design  

        K.  M.   Unertl ,  PhD, MS      (*) 
  Department of Biomedical Informatics ,  Vanderbilt University School of Medicine , 
  Nashville ,  TN ,  USA   
 e-mail: kim.unertl@vanderbilt.edu   

    R.  J.   Holden ,  PhD      
  Department of BioHealth Informatics ,  Indiana University School of Informatics and 
Computing ,   Indianapolis ,  IN ,  USA   
 e-mail: rjholden@iupui.edu   

    N.  M.   Lorenzi ,  PhD, MA, MS      
  Department of Biomedical Informatics ,  Vanderbilt University School of Medicine 
and School of Nursing, Vanderbilt University ,   Nashville ,  TN ,  USA   
 e-mail: nancy.lorenzi@vanderbilt.edu  

mailto:kim.unertl@vanderbilt.edu
mailto:rjholden@iupui.edu
mailto:nancy.lorenzi@vanderbilt.edu


166

9.1         Introduction 

 Over the years of growth and development in the biomedical informatics and health 
information technology fi elds, one refrain is too often heard: “I created fantastic 
technology that solves a pressing problem! Why won’t people use it?!?” [ 1 ,  2 ]. 
Many factors underlie success and failure of technology in healthcare settings. One 
component that helps set the stage for success involves planning for, integrating, 
and evaluating usability. The concept of usability has been defi ned in many different 
ways, drawing on multiple theories, practical experiences, and regulations [ 3 – 6 ]. 

 The Food and Drug Administration in the United States has applied multiple 
standards from groups such as the International Organization for Standardization 
(ISO) and the American National Standards Institute (ANSI) in defi ning the role of 
usability in development and testing of medical devices [ 7 ]. ISO Standard IEC 
62366:2015  Medical devices :  Application of usability engineering to medical 
devices  defi nes usability as “characteristic of the user interface that establishes 
effectiveness, effi ciency, ease of user learning and user satisfaction” [ 8 ]. While 
these technical components of usability are crucial to establishing a standardized 
perspective for regulatory purposes, they omit several components beyond the tech-
nical details that are crucial to achieving overall usability, especially with respect to 
contextual factors (e.g., clinical setting, workfl ow, communication patterns, layout 
of space, number and type of available computers, timing of shift changes) that 
infl uence usability. 

 Zhang and Walji explored additional components of usability focused specifi -
cally on electronic health records in the TURF framework [ 9 ]. Dimensions included 
in defi ning usability in the TURF framework are: useful, usable, and satisfying. 
Each of the dimensions has multiple objective and subjective measures to evaluate 
overall usability. The TURF framework provides a helpful foundation for discus-
sions about usability of health information technology, but incorporates contextual 
factors only in a limited fashion. Sociotechnical systems approaches towards health-
care human factors have a greater emphasis on contextual factors such as workfl ow 
and interruptions in defi ning and assessing usability [ 10 – 12 ]. 

 Case Study 
  Introducing a case study of a path towards usability  

 Annual use statistics of the clinical systems have been maintained for 
years. A review of the 2013 statistics showed that the medical center had 
approximately 50,000 hospital discharges and 1.9 million outpatient visits. 
During that same period on a typical workweek day approximately 11,100 
people connected into the clinical information systems. The electronic health 
record (EHR) system was accessed over 5.2 billion times. Users added 
almost 11.5 million electronic documentation notes to the EHR and a signifi -
cant number of clinical items were scanned into the system in addition. 
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Clinicians wrote approximately 3.6 million orders through the medical cen-
ter’s inpatient clinical provider order entry system. In outpatient areas, physi-
cians wrote more than 1.7 million prescriptions using the outpatient electronic 
prescribing system. Almost 7,000 patients logged in to the patient portal on 
a daily basis. Although usage statistics are not a complete indicator of usabil-
ity, the growth in technology use in this case took place largely without insti-
tutional mandates requiring technology use, making usage a proxy for 
usability. What path did the medical center in the case study take to achieve 
this phenomenal technology usage rate? What were the key steps along the 
path? 

  Back at the beginning  
 Fifteen years earlier, in 1999, patient volumes at Vanderbilt University 

Medical Center (VUMC) began to increase dramatically. Paper-based records 
and processes still dominated care delivery in outpatient clinics. Leadership in 
both the ambulatory clinical area and the informatics operations area decided 
that the time to replace the paper processes with electronic processes was 
now, and that an assertive and concentrated effort was required. 

 Organizational estimates indicated that removing paper processes by 
implementing an EHR in outpatient areas would greatly cut costs. The 
institution also believed that it would have a blank slate to rework proce-
dures, to enable maximum effi ciency. The clinical and informatics leaders 
agreed in 2000 that they would work together to develop or purchase appro-
priate information systems and the E3 project ( E lectronic by 200 3 ) was 
launched. 

 The driving goal behind change became transformation of the healthcare 
system into a model for the future. This included both redesigning outpatient 
clinics and creating enabling technology tools to “ T ransform our  O rganization 
through  P eople and  S ystems” (TOPS). Five interconnected TOPS compo-
nents constituted the transformation goals:

    1.    Delivering the right care and only the right care through clinical guide-
lines, evidence-based medicine, and reduction of process variation.   

   2.    Delivering the right information when and where needed through informa-
tion technology systems.   

   3.    Quality patient interaction including listening to patients, meeting patient 
needs, and involving patients in care.   

   4.    Supporting patient transactions through processes that minimized wait 
times and delays.   

   5.    Having a culture where employees understand and model the science of 
improvement in their daily work.    

  Taken together, these fi ve goals provided a foundation for linked organiza-
tional change and technology development. 
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9.2       Understanding the Product Design Life-Cycle 

 Incorporating usability principles into a software product begins far before software 
developers ever write the fi rst line of code and continues well beyond the day people 
begin using the software. The Product Design Life-Cycle can be described as hav-
ing four main phases, although the names and defi nitions of phases vary: Planning, 
Pre-design, Design and Development, and Post-design [ 5 ,  13 – 15 ]. Considering 
usability across all product life-cycle phases is crucial to development and imple-
mentation of a useful, usable, and satisfying technology. 

 The Planning Phase, illustrated in the case study segment “Back at the Beginning,” 
is an organization and context focused phase. Understanding and modeling existing 
processes provides important input into design decisions [ 16 ,  17 ]. User-centered 
design and human factors engineering approaches to usability are predicated on a 
sociotechnical systems model, rather than viewing technology in isolation from the 
context of use [ 18 ,  19 ]. With this perspective, technology is viewed as serving the 
goals of the individual end users and of the organization, rather than as a neutral 
agent [ 20 – 22 ]. Technology will inevitably interact with processes, requiring funda-
mental choices in design about whether existing processes (a) will be supported “as 
is” and the technology design will be integrated into current processes or (b) will be 
changed in part or whole and the technology will be designed to fi t into new pro-
cesses [ 23 ]. Decisions made in this initial phase will fundamentally infl uence the 
direction of the overall technology design, and may result in concomitant changes 
to processes to ensure a usable process-technology fi t. 

 The next phase of the Product Design Life-Cycle, the Pre-design Phase, involves 
approaches to gather data about the intended users, their tasks, needs, and context 
of use and developing conceptual models based on this data. Methodologies to 
gather and understand contextual data in this phase can include modeling and 
needs assessments. Modeling can take many different formats, including mapping 
of workfl ow, work processes, information fl ow, and multiple other graphical inter-
pretations of the existing context [ 24 ,  25 ]. Needs assessments and development of 
user requirements specifi cations are required for a user-centered perspective on 
technology. Needs can be assessed and requirements developed based on multiple 
types of data collection, including observation of current work, interviews with 
stakeholders and end users, expert analysis, and focus groups. Many different dis-
ciplines can and should be involved in the process of assessing and mapping needs, 
including subject matter experts, human factors engineers, social scientists, engi-
neers, and computer scientists. While there is a tendency to be overly reliant on 
technology expertise in needs assessment, incorporating knowledge from the 
social sciences and sociotechnical systems disciplines is helpful in understanding 
the human elements of technology usage. Usability involves multiple goals, not 
just user satisfaction. As the case study illustrates, these goals may include effi -
ciency and effectiveness, but user requirements can also include other types of 
goals like patient engagement, improved clinical processes, and better information 
fl ow [ 26 ,  27 ]. 
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 The Design and Development Phase is the third phase of the Product Design 
Life-Cycle, and involves iterative cycles of design, Design and Development, test-
ing, verifi cation, and implementation. Design specifi cations are based on the user 
requirements developed in the Pre-design Phase, with the end goal of the seamless 
integration of user requirements into the product design. Design and Development 
can take many formats, including initial “mock ups” of intended technology fea-
tures, to partially or fully functional interactive software versions. Continuous test-
ing and verifi cation of prototypes with end users continues building towards 
development of a usable product. 

 Finally, once a usable version of the software that meets the needs of end users 
has been developed and implemented, the product moves into the Post-design 
Phase. This phase involves evaluating use of the product after implementation and 
continuing to monitor use over time. Post-implementation surveillance of use and 
redesign to fi t changing requirements, such as new organizational policies or shifts 
in responsibilities, are important parts of the user-centered design life-cycle [ 4 ,  13 ]. 

 The Early Phase of E3 
 The E3 effort had three executive leaders representing three distinct groups: 
informatics, outpatient clinics, and nursing. The informatics leader was a phy-
sician with an extensive technology background and led the entire informatics 
group at the medical center. The outpatient clinic representative was the 
Executive Director of all outpatient clinics at the medical center, had an exten-
sive business background, and was trained in psychology and organizational 
development. The nursing representative was the Chief Nursing Offi cer of the 
medical center. The individual hired to lead the E3 effort on a day-to-day 
basis was trained in psychology and sociology, had a doctoral degree in 
Organizational Behavior, and had a reputation for successfully managing 
large-scale change elsewhere. The strength of the leadership team for the E3 
effort established credibility for the importance of the effort to the 
organization. 

 The fi rst action in the E3 effort was to convene a Clinical Visioning Group, 
consisting of 12 respected clinicians from multiple disciplines. The mission 
of the Clinical Visioning Group was to formulate an image of information- 
communication needs for desired patient care in 2004. Effectively, the goal 
was to design what the patient care would look like in the future, with infor-
mation technology support and new processes in place. Members of the group 
were carefully selected with the following criteria:

    1.    High-volume thought leaders   
   2.    Respected quality diagnosticians   
   3.    Experts in his/her respective areas   
   4.    Other opinion leaders     
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9.3       Principles for Good Design and Usability 

 Usability must be a priority and embedded from the start, not added on as an after- 
thought or post-design [ 28 ,  29 ]. User involvement in iterative product design and 
development is crucial. Incorporating the perspective of intended end users into the 

 When the Clinical Visioning Group convened, the goals of the E3 effort 
and the purpose of the visioning exercise were explained. The group was 
asked to walk through the scenario of practicing medicine 4 years in the 
future. Initially, the group compiled a nine-page long wish list for the future. 
In subsequent meetings, the group outlined priorities and established key 
goals from the initial list. The wish list was delivered to the informatics staff 
for assessment of feasibility. The top priority defi ned by the Clinical Visioning 
Group was a user-friendly front-end to unify navigation of multiple available 
technology products. 

 Concurrently, a group called the Informatics Brain Trust was created, com-
prised half of informatics staff and half of technology-savvy clinicians. The 
mission of this group was to develop an integrated picture of existing infor-
matics tools and efforts, current opportunities, and future options – addressing 
the top priority defi ned by the Clinical Visioning Group. The group outlined 
a clinician-friendly front-end user interface design, and commissioned the 
informatics staff to design a screen layout and develop a prototype. 

 The new front-end user interface connected all of the existing multiple 
interfaces and systems. The initial prototype was distributed to seven of the 
clinicians on the Informatics Brain Trust. Usage grew rapidly from the initial 
7 to 12–25, 75, and beyond. Suddenly over 300 people were using the proto-
type, without any offi cial system rollout. At a meeting convened to name the 
product, the main question asked was: “What is the most signifi cant feature of 
the product?” Users responded that it “assembled” all of a clinician’s patients’ 
names and information (i.e., their panel of patients), and so the StarPanel 
product name was created. Usage stories promoted further use of the tool. 
Individuals using StarPanel reported to peers that StarPanel increased the 
“just-in-time” information needed for patient care and made their work easier. 
As more and more people began using the tool, the excitement about StarPanel 
was palpable in the organization. 

 Development of a user-friendly front end was only one of the Clinical 
Visioning Group’s priorities and goals. The group identifi ed user require-
ments related to patient fl ow management, integrated story about the patient, 
actions, capturing information, internal business knowledge, and external 
knowledge. The long-range vision of the group also led them to specify user 
requirements around long-term use of informatics, recognizing that growth of 
information in the EHR would require robust strategies for searching through 
patient records for specifi c types of data and information. 
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design needs to begin before the design takes shape and needs to continue through 
product evaluation and usage monitoring. While physicians and other healthcare 
team members may not have technological skills to contribute to the design, they are 
the experts on the work and on the context that they work within. Finding appropri-
ate ways for end users to contribute to the design process, such as the Clinical 
Visioning Group and Informatics Brain Trust in the case example, is a core usability 
principle. Acknowledging the expertise that end users bring to the table is a helpful 
strategy not just for producing usable products, but also for contributing to overall 
implementation success.  

9.4     Concepts to Consider in End-User Participation 
in System Designs 

 The case study shows that several different groups contributed to the design process 
including clinical leaders, technology-oriented clinicians, and technology experts. 
Incorporating feedback from “super-users” and technology experts can push the 
boundaries of technology, as these individuals may be more aware of cutting-edge 
technology concepts than “average” users. However, working with only these types 
of individuals in the design process has signifi cant implications for usability. 
Technology-oriented clinicians and technology experts may have different perspec-
tives on user needs and system usability than the full range of intended end users. 
These individuals may make assumptions about how people will use technology 
based on their own experiences, which may deviate from how less technology- 
oriented end users will interact with the technology. By incorporating perspectives 
from users with a strong technology orientation and other types of users, the devel-
opment process used at VUMC and illustrated in our case study helped to mitigate 
“designer fallacy” [ 1 ,  30 ]. Incorporating feedback from multiple diverse individuals 
(i.e., physicians, nurses, ancillary care providers) into design of a single system 
helped ensure that the technology was usable for different types of users. Technology 
intended to serve the needs of people in different roles should incorporate feedback 
from those different roles into the design process. For example, a system that both 
nurses and physicians will use should include both groups in the design process. 

 Furthermore, in the case, the designers and developers built on requirements 
specifi ed by different types of end users and from multiple different sources of data. 
Design should be based on needs-assessment gathered from multiple sources [ 5 ]. 
Design based around the needs of highly technology-oriented end users will face 
signifi cant challenges when attempts are made to implement the technology across 
a broader user base. 

 The case study also reviews how the concept of specifi c heuristics for usable 
design, e.g., Nielsen’s [ 3 ] and others, were applied to the case. These heuristics 
promote design strategies such as grouping similar objects, reducing reliance on 
memory, and use of familiar metaphors – all user specifi cations included in the 
Clinical Visioning Group’s prioritized feature list. The case study also demonstrated 
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a variety of usability heuristics that comply with specifi c and general principles of 
design for usability, such as the reduction of excessive workload, combining mul-
tiple related pieces of data in a single place, putting computational burdens on 
machines while allowing human users to perform pattern recognition and commu-
nication functions, and avoiding the automation of decisions and action execution 
[ 3 ,  31 – 35 ]. 

 Finally, in designing and developing usable systems, laboratory-based usability 
testing is a helpful methodology, but needs to be complemented by testing in the 
intended usage environment. Factors that can easily be eliminated in a laboratory 
setting, such as noise levels and interruptions, can have substantial impacts on the 
usability of technology. For example, a technology system with multiple required 
steps and limited ability to save work along the way may perform adequately in a 
laboratory setting. However, in a busy clinical environment with multiple interrup-
tions and sources of distraction, ability to save work incrementally can be a critical 
feature. The sociotechnical systems approach tightly incorporates contextual factors 
into defi nitions and concepts of system usability, and stresses the importance of 
technology as just one element in a larger system of work. The interaction between 
people and technology is the key element of this perspective on usability, not just 
the features and functionality of the technology or the work being done by a person 
separately. Usability is a social process and occurs within a real-world context, not 
with in a closed and experimental setting. 

 Building on Success and Moving Towards the Future 
 With a successful initial prototype, the next critical step was deciding on the 
implementation process. There were two main implementation strategies dis-
cussed. The organization could continue with developing other components 
of the EHR or it could implement this panel component. The fi rst model was 
referred to “an inch wide and a mile deep”. The second model was referred to 
as “a mile wide and an inch deep.” For the fi rst model it would take much 
longer to develop or purchase the products requested and for the second model 
there would be instant benefi ts with practitioners using the panel component 
of the EHR. 

 The organization chose to implement the product in layers of tools and 
technology. The initial implementation focused on the user interface that 
would assemble and present a panel of patients from the underlying core elec-
tronic record. With this core functionality available, later product develop-
ment cycles would focus on additional tools and functions including electronic 
documentation programs, electronic prescription writing, provider-patient 
communication support, and so on. Taken together, these various tools and 
functions, all united within a common user interface front-end, comprised the 
electronic health record technology. 
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9.5       Beyond Usability 

 Although this chapter has focused on usability, as the case study demonstrated, the 
successful design and implementation of usable systems includes multiple compo-
nents beyond ensuring that technology works as needed [ 36 ]. Good project manage-
ment and organizational leadership for technology design and implementation are 
key elements, because of the need for planning and supervision of the overall pro-
cess. Planning for technology implementation through selection of appropriate 
strategies based on evidence is crucial. This planning needs to begin early in the 
design process, and needs to evolve over time and in response to specifi c organiza-
tional considerations. In addition, the timing of the implementation is also crucial, 
including building on momentum within the organization to successfully expand 
use. Whether the scale of the technology implementation is small or large, provid-
ing appropriate levels of support and expertise for both technology and processes 
can assist with achieving successful implementation. While none of these factors 
are explicitly usability principles, they interact with the technology design to infl u-
ence the success of the technology implementation. The most perfectly designed 
software application with empirically proven high usability can still fail to achieve 
intended outcomes if these factors beyond usability are not considered. At the same 

 A cross-functional team of individuals was assembled to manage imple-
mentation of tools across the organization. The Systems Support Team took 
responsibility for continuing the implementation of various features and tools 
across different outpatient clinics. Implementation moved rapidly through the 
organization. While there were setbacks and challenges along the way, the 
organization achieved the goal of establishing a baseline level of “ E lectronic 
by 200 3 ” ( E3 ). This marked a rapid successful expansion in the use of tech-
nology to support patient care across outpatient environments. 

  Brief Overview of the Post  -  Implementation Years  
 During the 10 years from 2003 to the 2013 usage statistics, many organi-

zational and technology changes occurred. Expansion in physical space, 
including a new Children’s Hospital and pediatric offi ce tower, plus the 
expansion to a number of off-site locations led to the continuous expansion of 
the EHR system. Many of the additional technology advances to support 
patient fl ow, such as an electronic outpatient whiteboard and the patient por-
tal, were driven by the initial Clinical Visioning strategic effort. 

 The need to address federal Meaningful Use regulations shifted technol-
ogy development to focus on achieving specifi c metrics, sometimes at the cost 
of developing responsive user-centered technology. Concurrently, the organi-
zation has integrated additional formal expertise in usability and human fac-
tors engineering, building on the original vision of organizational 
transformation supported by processes and technology. 
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time, if usability of the technology is done correctly, then the factors beyond usabil-
ity will be easier to account for and can be more successfully addressed. Past suc-
cess is a driver of future success. As the technology system described in our case 
became more embedded within an organization, demand for additional components 
grew and in turn adoption of the system continued to expand. If usability principles 
are embedded throughout all processes of system design and development, then 
what follows in implementation will fl ow more easily, with higher adoption rates 
and faster uptake. 

 We recommend a two-tiered approach to ensuring that technology is effective, 
effi cient, easy to learn, satisfying to use, acceptable to end users, and sustainable in 
the organization. The fi rst tier involves an iterative process of: fi eld work and needs 
assessments to ensure that design supports users and user performance; design that 
follows the principles for usable interface design; and usability testing with intended 
end users to verify or correct the design. The second tier is an iterative process of: 
scanning the organizational, political, regulatory, technical, and social environments 
to ensure that implementation is compatible with them; creating an implementation 
plan that is appropriately scoped, paced, and resourced; and technology implementa-
tion that is fl exible and attentive to both early wins and emerging problems. If these 
two processes are done in parallel and integrated so that design issues are managed 
during the implementation process and implementation issues are addressed through 
redesign, then an organization can boast both “making it real” and “really making it.”     
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    Chapter 10   
 Incorporating Patient Generated Health Data 
into Chronic Disease Management: A Human 
Factors Approach       

       Catalina     M.     Danis     

    Abstract     Understanding the relationships between technology design and Human 
Factors can help overcome barriers to incorporating patient generated health data 
(PGHD) into the day-to-day management of chronic disease. User Centered Design 
(UCD), a Human Factors approach that frames technology design in terms of users, 
tasks and contexts, can help developers to understand barriers to incorporating 
PGHD into patient and provider workfl ows and into electronic health record sys-
tems (EHR-S). An example of the application of UCD is presented within the con-
text of primary care delivery for a hypothetical patient with Hypertension/Type II 
Diabetes Mellitus (DM2), with a focus on barriers and design issues inherent in 
incorporating PGHD into the EHR and into practice workfl ow. The results of a fi eld 
trial are presented as an application of the UCD methodology in the evolution of a 
mobile application for collecting and using PGHD for patient disease monitoring.  

  Keywords     Patient engagement   •   IT/information technology   •   Human factors   • 
  User centered design (UCD)   •   Stakeholders   •   End-users  

10.1         Introduction 

 Patient generated health data (PGHD) is defi ned as health-related information that 
is “created, recorded, gathered, or inferred by or from patients or their designees” 
[ 39 ]. Its importance in health care has been articulated by the federal government 
through its projected incorporation into Stage 3 Meaningful Use criteria for certifi ed 
electronic health record systems (EHR-Ss). In addition to secure messaging, health 
risk assessments and pre-visit questionnaires, mobile technology (smartphones) 
connected to EHR-Ss and data analytics hold great promise for supporting patients 
in chronic disease management. However, implementation and deployment of 
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usable, successful and sustainable applications in healthcare present challenges for 
realizing the promise. 

 One approach to designing technology that supports the incorporation of PGHD 
into care lies in Human Factors. The focus of Human Factors is to understand users’ 
(that is, patients’ and providers’) capabilities and needs within the contexts (day-to- 
day management of chronic disease) and tasks they must perform (effective man-
agement of PGHD). This approach to design and development has been shown to 
result in technology systems that are successful in achieving user goals and reduc-
ing costs [ 25 ,  46 ].  

10.2     Patient Generated Health Data 

 Clinicians and policy makers have long advocated for active engagement of patients 
with chronic diseases in self-care [ 3 ,  4 ,  21 ,  35 ]. Clinical and population health 
research has demonstrated better outcomes when patients are engaged in at least 
some aspects of their own care [ 4 ,  13 ,  27 ,  28 ,  44 ,  45 ]. Important components of suc-
cessful engagement of patients are:

•     Data collection by patients and its incorporation into ongoing care  
 When combined with traditional clinical data (physical examination, test results, 
etc.) and provider observations, PGHD can provide the physician a fuller picture 
of the day-to-day circumstances that describe patients’ life situations and disease 
trajectories [ 4 ,  5 ,  41 ].  

•    Self - awareness and learning by the patient  
 Patients attending to their health data, on their own but in the context of a 
patient- physician relationship, can learn how to take better care of themselves 
[ 4 ,  5 ,  41 ]. Evidence from the multi-year Project HealthDesign [ 5 ] has shown 
that patients can and do utilize their own “observations of daily living [to] 
draw interpretations about their daily life” and make better health and care 
choices.    

 Design of information systems to realize PGHD management has been challeng-
ing. Self-monitoring (e.g., tracking of one’s behavior through journaling) has been 
recognized as the single most effective technique for bringing about behavior 
change, yet its uptake is modest. Most successful changes in patients’ health behav-
iors are not explained by their use of existing tools, and even when urged by their 
health care providers to use such tools, many patients remain unable to make sus-
tainable health behavior changes [ 12 ]. 

 Paradoxically, healthcare providers, the principal consumers of PGHD, pose 
another challenge to its incorporation into care. In a recent study of physicians from 
13 European countries, participants, when asked about patients’ engagement in their 
own care, reported concerns about the potential impact of PGHD on their (the physi-
cians’) workloads [ 14 ]. 
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 On the US policy level, Stage 3 Meaningful Use (MU) criteria for certifi ed EHR 
technology will focus on specifi c objectives for using PGHD in shared decision- 
making and for clinical quality measures. However, mixed success of implementing 
Stage 2 MU criteria [ 15 ,  43 ] has raised concerns and continuing debate about the 
feasibility of Stage 3 objectives [ 1 ,  41 ]. Nevertheless, interest and momentum for 
incorporating PGHD into care continues and is being increasingly driven by regula-
tory policy and insurance reimbursement decisions that impact on all stakeholders. 

 Given these confl icts, a fruitful approach is to examine them from a Human Factors 
standpoint with User-Centered Design as a tool to study, understand and mitigate the 
barriers and to present approaches that align stakeholders to reach the laudable and 
challenging goal of incorporating PGHD into chronic disease management. Beginning 
with defi nitions, the approach is applied to the primary care fl ow of patients with an 
ongoing chronic condition (Hypertension/Diabetes Mellitus, Type II).  

10.3     A Brief Overview of the Human Factors Approach 

  Human Factors  refers to a group of disciplines that share the goal of designing 
systems that are suited for the abilities, skills and preferences of users (i.e., people) 
and the task to be accomplished.

  The historical roots of Human Factors can be traced back to the early phases of industrial-
ization. As machines replaced work previously done by humans, engineers began to con-
sider the new relationships between man and machine. One concept was that functions 
could be reduced to measurable sequences of inter-related and repeatable tasks, which can 
be optimized and taught to workers with limited skills (known as “Taylorism”) [ 42 ]. Within 
healthcare, productivity can be improved through systematic organization of tasks and pro-
cesses and “good” design. 

    Users  are humans with physical, cognitive and psychosocial capabilities that 
support decision-making

  The term “Human Factors and Ergonomics” originated during World War II. A major impe-
tus that moved the discipline forward was the observation of a large number of human 
errors in aviation [ 20 ]. Analyses found that approximately a third of all deaths were attribut-
able to combat, while two thirds occurred during training and normal operations [ 7 ,  9 ,  20 ]. 
Researchers found signifi cant problems in training, operations and in the design of cockpit 
controls (which affected pilots’ performance on button-pressing sequences under duress, 
work teams’ perceptions of critical messages under noisy conditions and fl ight crews’ work 
coordination during missions. [ 7 ]) 

    Task - analysis  has become a major methodology to understanding workfl ow 
requirements [ 26 ].

  Defi ned as “the study of what an operator (or team of operators) is required to do, in terms 
of actions and/or cognitive processes to achieve a system goal” [ 26 ], task-analysis can pro-
vide a pragmatic understanding of workers as a starting point for a better design and fi t of 
technology [ 22 ,  24 ]. Techniques used in task-analysis include: activity sampling, observa-
tion, critical incident identifi cation, and interviews. [ 26 ] 
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    User - centered design  ( UCD ) focuses on the user, the tasks and the context of 
work that are key factors in contributing to the overall success of system design [ 16 , 
 17 ]. UCD stresses the importance of iterative design for evolving successful sys-
tems. In UCD, users are involved early in the design process, before any implemen-
tation, and then throughout the refi nement of the system through further testing with 
representative intended users.

  As computing has become progressively “horizontal” (general in focus) and platforms have 
broadened from mainframes to personal computers to mobile technologies and smart-
phones, the view of IT user skill sets has changed from “special expertise” (requiring train-
ing to use IT) to average knowledge (requiring little to no training). This change in user 
expectations has required application design and user training to be simpler, more transpar-
ent and easier to master or intuit. 

    Ease of use  has become an important driver of design.

  As sophisticated IT applications, enabled by personal computers and Web-based technolo-
gies, have become available to a wide range of users, there has been reduction/elimination 
of paper instruction/documentation and increase in common design conventions/metaphors 
across interfaces [ 6 ]. Guidelines for interface designs and help systems have been devel-
oped for consistency [ 33 ], with the goal of enabling average users to interact with applica-
tions with minimal training, disruption and error. Such guidelines have been embodied into 
standard reusable design toolkits for new applications [ 31 ] that simplify data entry and 
decrease other errors in data collection. As  discretionary  users (those who are not com-
pelled/forced to use) of a given application, patients consider ease of use as a pre-requisite 
to using it (with the alternative being to abandon the application). This is an important fac-
tor in designing PGHD tools. 

    User engagement  is important to implementing PGHD into IT-driven clinical 
information work.

  Patients must be convinced and assured that providing accurate health data has value to 
them and that it provides positive return on investment (ROI), both initially and over the 
long-term, for management of health and chronic disease. In wellness, frequent abandon-
ment of self-initiated usage of health tracking applications suggests that currently available 
tools do not provide suffi cient value or ROI to the (healthy) patient over the long-term. [ 30 ] 

    Coordination and collaboration  among the multiple users involved in the use of 
PGHD is a major area of concern for developers.

  “Groupware” (collaborative) applications may fail for a number of reasons that go beyond 
the scope of technology [ 18 ,  19 ]. These include:

•     Uneven distribution of costs and benefi ts of the work involved in adoption . In one exam-
ple, a radiology department adopted speech recognition technology that enabled radi-
ologists (physicians) to produce reports without the need of a human transcriptionist. 
The application used discrete speech recognition technology that requires users to mod-
ify their way of speaking (perceived as “unnatural”) in order to be recognized by the 
system. Physicians were required to edit the fi nal report (with a keyboard, something 
they equated with “clerical work” and not in keeping with their job role) (Danis, unpub-
lished manuscript 1992). The department administrators strongly favored the tool 
because of the cost saved on transcription. The distribution of costs and benefi ts is more 
complex in the case of PGHD where both patients and providers are expected to share 
in the costs (and work) and would be expected to derive benefi ts. But, the nature of the 
costs and the benefi ts remains to be further elucidated.  
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•    Differential perceptions in the advantages of sharing personal information . In an exam-
ple of opposing incentives within a consultancy organization, younger consultants 
guarded personally-obtained information they believed gave them a competitive advan-
tage. In contrast, senior consultants, whose positions were secure, saw advantages to the 
free fl ow of information [ 32 ]. This differential perception may be seen clinically 
(regarding privacy in seeking care) with adolescent patients who confi de in their physi-
cians about sensitive health issues and their parents who may wish to be alerted about 
by insurers whenever their teens go to the doctor. [ 34 ]    

   Over time, concerns for Human Factors practitioners have shifted as the nature of 
the machines with which humans interact has changed. Ease of use is important, but 
it is just one concern that potentially determines acceptance of a technology by its 
intended users. Increasingly, the social context in which system use is embedded has 
gained prominence as a factor to be considered in design. With applications that now 
enable multiple users, with differing roles and work incentives (such as EHR sys-
tems), social and organizational structures become an increasingly integral aspect of 
context. For EHR systems and other health IT, added dimensions of context and 
complexity are introduced by policy and regulatory constructs and constraints.  

10.4     An Example of UCD in PGHD for Chronic Disease 

 We present a case of the fi eld use of a mobile reporting application for PGHD to 
illustrate the iterative application of User Centered Design (UCD) to meet the chal-
lenges of designing an application and workfl ow for chronic disease management. 

10.4.1     The Study 

 In a previously described study, a commercially available mobile reporting applica-
tion tool was implemented for collecting PGHD in a primary care practice for a 
6-month fi eld trial. Seventeen patients, each of whom had a primary diagnosis of 
chronic hypertension (HTN) or Diabetes Mellitus, Type 2 (DM2) were enrolled [ 10 , 
 11 ]. Data collected from use of the deployed system plus fi eld study interviews of 
stakeholders provided a more realistic analysis of their needs, concerns, capabilities 
and limitations than possible with an experimental laboratory study. This approach 
also enabled a view into the important organizational and reimbursement contexts 
in which the application must function. 

 In the study, hosted by an urban, primary care practice with a largely college 
educated, adult patient population, the data collected included:

•    Automatically logged PGHD via a mobile application.  
•   Pre-study interviews from a sample of participants prior to the start of PGHD 

collection. Patients were asked to discuss the “three most important things your 
physician has told you to do in regard to your primary health condition”. The 
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interview results provided information about the challenges patients face in put-
ting into practice the medication and lifestyle directives communicated to them 
by their physicians.  

•   Post-study interviews feedback on experiences with using the tool to accomplish 
the task. These provided information on patients’ experiences with incorporating 
the task of data-generation into their daily lives, as well as with actual use of the 
tool.  

•   Questionnaire responses from physicians on attitudes and medical practices 
regarding their patients’ self-care of their chronic medical conditions.    

 During the data collection period:

•    Patients’ tasks consisted of a “check-in” response to an automated daily request 
for his or her status on three health indicators. Questions were sent through a 
secure mobile application each morning with 24 h allotted for a response to be 
counted as meeting the daily requirement. The three questions were:

    1.    Did you take all your prescribed medication for the day before: “Yes” or 
“No”?   

   2.    For HTN, patients were asked to measure and report their morning blood 
pressure. For DM2, patients were asked to measure and report their morning 
blood glucose level.   

   3.    How do you feel: Response on a 5-point scale (1–5), 5 indicating the “best”?      

•   Physicians’ tasks was limited to an expectation that they would respond to alerts 
if a patient-reported blood pressure or blood glucose level exceeded threshold 
levels set by the medical practice. The levels selected to trigger alerts corre-
sponded to clinically dangerous levels that normally require immediate medical 
intervention. The research team failed to convince the medical practice to add 
alerts corresponding to “high normal” (blood pressure or blood glucose) levels, 
which could have been used to trigger a consultation or an instruction for the 
patient. The medical practice defi ned a process whereby alerts would be sent to 
the on-call practice care coordinator for triaging the message according to estab-
lished protocols, including one for passing the alert on to the physician if 
appropriate.     

10.4.2     Initial Findings and Commentary 

  Results.  Seventeen patients/participants generated health data for at least 4 months, 
some for up to 6 months. Only two participants produced daily responses for the 
duration of the study. The modal length of time between responses rate was every 
other day, with the maximum time between responses being as high as 1 week. 
About 80 % of patients who enrolled did not transition to the study phase (that 
included actively reporting data). No alerts were generated based on PGHD, so 
physicians were not contacted. 
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  Patients.  Patients are  discretionary  users of the application, that is, they cannot 
be compelled to use it. To participate in the study, patients had to have a primary 
diagnosis of either HTN or DM2. They were required to own a personal smartphone 
(iOS or Android) and to self-report as meeting a target level of profi ciency with 
using the device for computing tasks. Observations re: lower than expected partici-
pation rates:

•    Usability did not appear to be a barrier. All interview participants gave the appli-
cation the top score on usability. This was not unexpected as the application used 
standard controls and navigation conventions for the iOS and Android systems.  

•   Some patients stated it was not necessary for them to respond every day to get 
value from using the application. Since their data did not vary signifi cantly from 
day to day, they felt that reporting less often was suffi cient. In addition, reporting 
once or twice a week was suffi cient to keep them focused on their health indica-
tors and enabled them to detect changes in their trends, if any occurred.  

•   A few patients reported being disappointed that “no one seemed to be paying 
attention” to their reports and thus they stopped replying to the daily check-in 
request. In fact, the physicians were largely unaware of the day-to-day progress 
of the study because, as we noted above, the medical practice adopted a policy 
that physicians were to be notifi ed only when patient-reported levels reached 
thresholds that required immediate medical attention and reported levels never 
reached these thresholds.    

  Smartphones.  The smartphone ownership criterion disqualifi ed 75 % of the 
patients approached for participation [ 11 ]. Low penetration of smartphone owner-
ship among this population of patients may be temporary as ownership is pro-
jected to increase rapidly over the next 5 years [ 40 ]. Smartphone ownership is 
inversely correlated with age, with current smartphone ownership for those aged 
65+ signifi cantly lower than younger groups [ 36 ,  37 ]. It is unclear if the current 
age related differences will be eliminated in the future due to younger users main-
taining ownership of their phones as they age. Alternatively, they might abandon 
them due to high cost as they age, as has been reported by current seniors on fi xed 
incomes [ 37 ]. 

  Physicians.  Physicians are  indirect  users of the application. The literature indi-
cates a wide range of attitudes among physicians regarding patient engagement in 
self-care, from quite supportive to highly negative. One chief source of negative 
views on some types of patient engagement stems from their concerns about 
patients’ dependence on getting medical information from untrusted sources [ 2 ,  38 ], 
requiring physician time and effort to “un-do” impressions their patients form as a 
result of incorrect or inapplicable information [ 2 ,  8 ]. Physicians in the study were 
found to welcome patient involvement. They believed patient involvement should 
include following physician directives but were less clear on the value of incorpo-
rating PGHD into care practices. 

  The medical practice.  The practice management indicated a commitment to 
exploring integrating PGHD into practice, but their plans for consuming the data 
were constrained by the realities of their reimbursement model. Under the fee-for- 
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service model, the practice could not afford fi nancially to dedicate a member of 
their clinical team to respond solely to the incoming data (as required). Thus, they 
agreed to receive notifi cations of rare cases/reports fl agged as clinically suspicious. 
Awareness of such events would give the medical practice a previously unavailable 
capability and thus it incorporated the alert-handling function into its workfl ow, but 
it was unwilling to incorporate them into the EHR system. Instead, alerts were 
routed to the email of a practice care coordinator at the medical practice who was 
responsible for handling care needs that arose outside of medical appointments.  

10.4.3     UCD in Redesign Considerations 

 In considering design changes, questions from the previously described study 
include:

•    How is it possible to satisfy patients’ desire for feedback (i.e., acknowledgement 
that someone is paying attention, thus motivating them to continue)?  

•   Are there other confi gurations for data fl ow and response that are possible within 
the user-task-context of the practice that will satisfy the constraints (not having a 
full time care coordinator for managing incoming data from the application)?    

 An adaptive part of a possible solution is to use a worker already in the practice: 
the medical assistant (MA) who is paired with a physician to deliver patient care. 
The MA or a licensed practical nurse (LPN), already familiar with history taking, 
taking vital signs and blood glucose measurements, could perform the role of the 
care coordinator, thus providing contact to the patient, supplemented by reports 
generated by data analytics [ 23 ,  29 ]. An example of how this might play out for a 
hypothetical patient, John Smith:

  Mr. John Smith has had DM2 for fi ve years. His HbA1c is at 7.0 and has trended upwards 
over the past year from a level of 6.0. John has agreed, at his physician’s urging, to use the 
mobile check-in application to report his morning blood sugar level, medication adherence 
and “feeling good” score “a few times a week” during the three months leading up to his 
next regular diabetes control appointment. His reports are aggregated at a central server that 
logs his responses and automatically computes analytics from the data in those responses. 
Analyses will have been programmed to categorize glucose measurements as:

    1.    Low   
   2.    Normal   
   3.    Elevated but not critical   
   4.    Critical     

 Critical levels result in an immediate alert being communicated to the MA who follows 
up according to the rule-based protocols in place at the medical practice. Protocols have 
also been instituted to provide the MA with responses to the other new category levels, 
which are designed to:

•    Provide weekly feedback for Mr Smith on how he is doing  
•   Identify opportunities for educating Mr Smith on elevated but not critical levels, and  
•   Generate easily consumable, quarterly reports for his physician to view during the 

Mr Smith’s next appointment.    
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 Each of these new protocols may cover the following issues identifi ed as barriers 
to use in the fi eld study:

    (a)    Weekly feedback satisfi es Mr Smith’s need to know that someone at the prac-
tice is paying attention. If all the reported levels fell within the “normal” guide-
lines, he receives simple feedback noting the “normal” condition and 
encouragement to continue.   

   (b)    If on occasion levels exceed normal, this would be communicated in a straight-
forward manner, as, for example: “Mr Smith, your blood glucose level went to 
190 mg/dL once this past week. Try to keep it below 140 mg/dL each time”. If 
a pattern of elevated levels is detected by the analytics, then an agreed upon 
protocol can be automatically dispatched to him. For example, perhaps elevated 
levels occur during the weekends but are normal for the rest of the week. The 
medical practice might send a message alerting the patient of the pattern, as 
well as directing him to take action to get more information. Perhaps something 
like the following: “This coming weekend, after you send in your numbers, 
we’re going to send you a brief form for you to write in what you ate and drank 
the night before to see if we can fi gure out why you’re having the higher than 
normal blood glucose levels. Is that OK?”   

   (c)    If the pattern persists in spite of the dispatch of the protocol to increase aware-
ness, then the medical practice might recommend a meeting with a diabetic 
educator who will be able to explore issues one-on-one with the patient.      

  The proposed role of automation is to detect conditions that indicate an event for 
which the practice wants to respond. This limits the work required by staff in con-
suming the new stream of data. The MA’s role, when the patient comes into the 
offi ce, is to review with the patient the actions taken over the past 3 months. 

 This scenario is a preliminary sketch of what a follow-up design might include 
in order to address the low participation rates by patient and physician as identi-
fi ed in the fi eld trial. Targeted follow up investigations would be needed to validate 
each of the following components of the proposed solution, which would include:

•    Will data analytics be capable of identifying patterns with the fi delity required by 
the medical practice to map them on to automatic response protocols?  

•   Will the patient accept an automated response as indication that “someone is 
listening”?  

•   How do the summary sheets have to be designed to enable the MAs to effectively 
and effi ciently review the patient’s progress during appointments?  

•   How can an effective summary be designed for the physician to review at the 
time of an appointment?    

 The UCD methodology provides detailed guidance for using prototypes with dif-
ferent degrees of fi delity (from paper sketches, through wire-frame screens, through 
working stand-alone systems) as a means of exploring and refi ning design ideas. This 
is particularly valuable with respect to the introduction of technologies to facilitate 
new processes into contexts already served by other IT systems, such as is the case 
with respect to technology for PGHD, and constrained by real-world conditions that 
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create initial barriers to their adoption. Limited deployments enable all stakeholders 
to begin making necessary adjustments under circumstances where value is clear and 
to identify for themselves additional potential values from the use of the 
technology.   

10.5     Conclusion 

 Designing an application in the area of PGHD requires understanding the context of 
use for the application. Using a Human Factors approach, in particular User 
Centered Design, provides a fruitful approach for sorting and understanding the 
myriad factors that embed users of an application within a clinical context. Clearly, 
understanding these factors does not automatically lead to an optimal design solu-
tion and good design is a continually iterative process. Such an approach (and oth-
ers) will be needed to realize the vision of incorporating PGHD into EHR systems 
and clinical care of chronic disease as will be required in Stage 3 Meaningful Use 
of Certifi ed Electronic Health Record Technology.     
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    Chapter 11   
 Transformed Roles for a Transformed 
Healthcare System: Where Do Clinical 
Informaticists Fit in Now?       

       Mark     Hagland     

    Abstract     Healthcare has a long history; computers being routinely used in 
 healthcare can be traced back to the 1970s when they began to be used in the patient 
billing area, but clinical informaticists only go back to the 1990s. Although a short 
time period, they have evolved many times over. Guided by new technologies and 
new regulations, clinical informaticists are at the forefront of the integration of clin-
ical medicine and information systems given a healthcare industry so dependent on 
data. They also work with many interdisciplinary partners whose roles themselves 
are evolving such as the Chief Transformation Offi cer and Chief Quality Offi cer. 
How will the Informaticist drive the healthcare system into the future as their roles 
evolve? The answer will have an impact on role of data, information technology, 
and information systems on an evolving healthcare delivery system.  

  Keywords     Medical informatics   •   Informatician   •   Nexus leader   •   HITECH  

    When it comes to the forward evolution of clinical informatics functions and of the 
roles of clinical informaticists in U.S. healthcare, one need only look back two 
decades from the present in order to get a sense of how much has changed, and of 
the clear trajectory in this area going forward. 
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 Prior to the early 1990s, only a very small percentage of hospital-based patient 
care organizations had implemented electronic health records (EHRs), and the per-
centage of physicians who had implemented EHRs in their practices was infi nitesi-
mally small. Within hospital-based organizations, most existing information 
systems were contained within fi nance departments and business, admitting, and 
registration offi ces, or scattered across completely siloed individual clinical depart-
ments and services. In “the old days” of the late 1980s and early 1990s, with a small 
number of exceptions, information technology professionals were largely program-
mers, network managers, and, at the highest levels, IT department managers. And 
very, very few clinicians, whether physicians, nurses, or even more rarely, pharma-
cists, had any involvement in information technology at all, except in relation to 
limited, department-specifi c systems, such as early-generation PACS (picture 
archiving and communications systems) and RIS (radiology information systems) 
in radiology departments, etc. 

 But things began to change around 1990 through 1992, and the fi rst individuals 
were promoted to the title of chief information offi cer, or CIO, at the same time that 
more hospital-based organizations began to implement EHRs [ 3 ,  4 ]. 1  

 A great deal of confusion existed early on as to exactly what a CIO was or did; 
but over time, it became clear that a CIO needed to be more than simply a man-
ager of information systems; she or he needed to be a strategic thinker and a high-
level leader. From the early 1990s through the early 2000s, the professionalization 
of the CIO role evolved forward, as patient care organizations’ information sys-
tems, including clinical information systems, became increasingly more compre-
hensive, more interconnected (if still largely not yet interoperable), and more 
complex. 

 Already by the early 2000s, most hospital-based organizations had built larger, 
more organized IS teams, and the vast majority had individuals with the CIO title 
(though some of those individuals still remained in practice high-level IT manag-
ers rather than true CIOs in the strategic sense). But widespread policy, reimburse-
ment, and payer initiatives and mandates, along with a host of other factors, are 
compelling providers forward. Among those initiatives and mandates are broad 
pay-for- performance, outcomes measurement, and care management efforts. 
What’s more, rapid advances in the sophistication of EHRs and the rise of numer-
ous other IT tools such as data warehouses, data analytics tools, sophisticated 
infrastructure and storage capabilities, and the beginnings of real population 
health management and risk assessment analytics tools, as well as the growing 
universalization of mobile devices and the growth of telehealth capabilities, have 

1   HIMSS Analytics, a division of the Chicago-based Healthcare Information and Management 
Systems Society (HIMSS), compiles data on EHR adoption across the United States. According to 
its United States EMR Adoption Model, the leaders at HIMSS Analytics concluded that as of the 
fourth quarter of 2014, 3.6 % of U.S. hospitals had achieved Stage 7 status; 17.9 % had achieved 
Stage 6 status; 32.8 % had achieved Stage 5 status; 14.0 % had achieved Stage 4 status; 21.0 % had 
achieved Stage 3 status; 5.1 % had achieved Stage 2 status; and 2.0 % were still at Stage 1 level, 
according to their model of EHR adoption. 
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made the strategic management of IT assets essential in all but the very smallest 
patient care organizations. 

 Meanwhile, in the early 2000s, patient care organizations began the challeng-
ing work of implementing fi rst- and second-generation EHRs and other clinical 
information systems. At the same time, organizations began to move into clinical 
transformation work, leveraging their IT systems to improve clinical performance 
and patient outcomes, and these trends increasingly brought clinicians into such 
efforts. 

 Fast-forward now to two watershed years in the history of healthcare informatics 
in the United States, 2009 and 2010. In February 2009, the U.S. Congress passed 
and President Barack Obama signed into law, the American Recovery and 
Reinvestment Act of 2009 (ARRA). The ARRA was a massive stimulus bill 
designed to help the U.S. economy recover from the Great Recession through job 
creation and other forms of stimulus, at a cost estimated to be $787 billion at the 
time of passage (and later revised to $831 billion). One piece of the 2009 ARRA 
legislation was revolutionary for healthcare and healthcare IT in the U.S., and that 
was the Health Information Technology for Economic and Clinical Health Act, or 
HITECH Act. 

 The purpose of the HITECH Act was to universalize EHRs and other clinical 
information technology across U.S. healthcare, and to channel efforts already under 
way to help U.S. healthcare evolve into a more connected, interoperable, patient- 
centered, higher-quality, and more cost-effective system. The legislation created the 
foundation for such development through its meaningful use (MU) program. At the 
time of the writing of this chapter, MU was moving forward, albeit with a number 
of complications and setbacks. Still, in contrast to in 2008, in which only a plurality 
of U.S. hospital-based organizations had fully implemented EHRs, and a very small 
minority of physicians in practice had done so, by the end of 2014, the vast majority 
of hospitals had done so, and most physicians had done so [ 3 ]. 

 In that sense, HITECH has been a spectacular success, in its pushing providers 
to fully implement and signifi cantly use core clinical and other information 
technology. 

 And then on March 23, 2010, President Obama signed, after a year-long-plus 
legislative saga, the Patient Protection and Affordable Care Act, widely known as 
the Affordable Care Act (ACA). The bulk of the ACA’s provisions focused on health 
insurance reform, facilitating, as of the date of publication of this book, the access 
to affordable health insurance of well over ten million previous uninsured Americans. 
But while the bulk of the legislation was focused on health insurance issues, a sig-
nifi cant portion of the legislation created new mandates and incentives for what is 
often referred to as “internal healthcare reform”—that is to say, incentives for hos-
pitals, physicians, and other providers, to improve the cost-effectiveness, effi ciency, 
quality, and patient-centeredness of healthcare for healthcare consumers/patients, 
families, and communities. 

 Indeed, mandates for hospital-based organizations to cut avoidable readmis-
sions, and for hospitals and physicians to participate in value-based purchasing, 
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both through the Medicare program, for the fi rst time made clinical performance 
improvement mandatory as a requirement of federal law for any providers partici-
pating in the Medicare program. 

 What’s more, provisions creating accountable care organization (ACO) develop-
ment programs, and a bundled-payment program, though optional, also offered 
another set of channels for the potential transformation of the healthcare system. 

 And so, with the passage of the HITECH Act as part of the ARRA, and the pas-
sage of the ACA, U.S. hospitals and physicians were faced with a constellation of 
federal incentives, some required and some optional, that signaled the federal gov-
ernment’s explicit demand for healthcare system transformation. What’s more, pri-
vate health insurers, which had already been moving forward with value-based 
purchasing, outcomes measurement, and risk-based contracting, programs, moved 
ahead quickly to create programs similar to the federal government’s along a num-
ber of dimensions. Among those dimensions are requirements for readmissions 
reduction and incentives toward the development of accountable care organization 
development, and bundled-payment programs. In addition, payers increasingly 
work with provider organizations on population health initiatives. And, in relation 
to all of these types of programs, health insurers are demanding that providers make 
extensive use of EHR and other clinical information technology to improve out-
comes and effi ciency in healthcare. 

 What’s more, these policy and regulatory mandates are not emerging in a vac-
uum. Indeed, the U.S. healthcare system appears poised to become overwhelmed by 
its own total cost. In October 2014, the actuaries at the federal Centers for Medicare 
and Medicaid Services CMS) announced that they expected total U.S. healthcare 
spending to increase from $3.056.6 trillion in 2014 to $3.207.3 trillion in 2015 to 
$4.042.5 trillion to $5.158 trillion in 2023 [ 7 ]. 

 Furthermore, CMS projected that healthcare spending would rise as a share of 
the nation’s gross domestic product from 17.2 % in 2012 to 19.3 % in 2023. In other 
words, the current cost curve of healthcare in the United States is broadly unsustain-
able (the authors themselves did not use the word “unsustainable,” but it is obvious 
that the healthcare cost curve is unsustainable). 

11.1     Clinical Informaticists as Nexus Leaders 

 With these policy and industry developments, and with healthcare information tech-
nology vendors moving forward to improve their products and services, U.S. patient 
care organizations are under pressure to transform their core patient care and opera-
tional processes as never before. And, not surprisingly, information technology, and 
most especially clinical information technology, is at the center of this swirl of 
activity and demands on the part of the purchasers and payers of healthcare (latter 
part unclear). Given the demands for the transformation of healthcare in the U.S. to 
make it more cost-effective, effi cient, of higher quality, and more patient-centric, no 
real progress is possible without the very strong leveraging of clinical IT to create 
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the clinical transformation needed to fundamentally change health care. Thus, cue 
the clinical informaticists.  

11.2     The Rise of Clinical Informaticist Leaders 

 If the role of the CIO and similar executive-level IT roles (chief technology offi cer, 
or CTO, etc.) have evolved in patient care organizations in a somewhat organic, 
haphazard way over the years, this is doubly true for clinical informaticists. An 
example is CMIOs (chief medical information offi cers, or chief medical informatics 
offi cers; both formulations are employed in the industry). The fi rst CMIOs evolved 
out of very part-time medical informatics work done “on the side” at fi rst, as physi-
cians who enjoyed technology (the so-called “tech-head docs”) were recruited to 
spend a portion of their time helping to select and advise on the implementation of 
the fi rst EHRs, and also systems such as PACS and RIS that at that time were very 
department-specifi c. 

 As information systems and the organizations and processes around them became 
more and more complex, intricate, and interdependent (if not actually interopera-
ble), both physicians and nurses brought into sustained contact and collaboration 
with IT departments gradually moved into more extensive, and then eventually in 
many cases, full-time, positions as clinical informaticists, and their roles and 
responsibilities began to formalize to a far greater extent. 

 For nurses, the process was a bit more straightforward in that many nurses 
quickly began transitioning into full-time nurse informaticist/clinical informaticist 
roles. But because of the lucrative nature of physician practice and because of the 
unique status/stature of physicians in the health care system, the transitioning of 
physicians into full-time informaticist roles has been a more complicated process. 
Nonetheless, by the early 2000s, enough physicians and nurses had been moving 
into full-time or near-full-time status. In the case of physicians, even those working 
as informaticists 80 or more percent of their time often kept a small bit of clinical 
practice active, concretizing and formalizing their roles to a far greater extent. In 
addition, whole teams of clinical informaticists were emerging across the U.S. 
health care system. And, fi nally, some hospital pharmacists joined the physicians 
and nurses in their work implementing systems such as CPOE (computerized physi-
cian order entry) systems, advanced pharmacy information systems, electronic 
medication administration record (eMAR) systems (often incorporating barcoded 
meds administration elements), case and care management systems, and ultimately, 
population health and data analytics systems. 

 Now in the second decade of the twenty-fi rst century, the U.S. health care system 
is encountering the full context of MU, federal healthcare reform, value-based pur-
chasing, and population health. And as it does so, it has become readily apparent 
that haphazard, ad hoc, informal development of teams of clinical informaticists is 
no longer a viable option. Instead, we as a healthcare system are moving into the era 
of “clinical informaticists 2.0.”  
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11.3     “Clinical Informaticists 2.0”: What Does 
the Concept Mean?  

 Just what does that concept mean? Essentially, patient care organizations in the United 
States are transitioning from an early phase focused on the implementation of fi rst-
generation EHRs and other clinical information systems to a more mature phase 
involving the leveraging of those systems to improve clinical and operational perfor-
mance. Increasingly, what is needed across U.S. healthcare are somewhat different 
skill sets and packages of experience, although a hands-on, end-user-savvy knowledge 
base remains important, particularly at the initial clinical informatics position levels. 

 Instead, however, patient care organizations need CMIOs, CNIOs (chief nursing 
information/informatics offi cers), pharmacist informaticists, and increasingly, chief 
health information offi cers (CHIOs). Occasionally, these roles are also called chief 
clinical information offi cers (CCIOs). There is a great demand for individuals to fi ll 
these positions. At the same time, the skill sets and experiences required to success-
fully fulfi ll those roles are ramping up considerably over time. What’s more, these 
senior executives are becoming conveners, strategic planners, and leaders at higher 
and higher levels of activity and higher levels of position within their organizations. 

 This trend for chief clinical informatics offi cer positions with strategic skill sets 
is so important that we, the editors of  Healthcare Informatics  magazine, named 
“Health Care Informaticists 2.0” as one of the Top Ten Tech Trends of 2015 in the 
January–February issue of the magazine. 

 Among those interviewed for the article was David Levin, M.D., who served as 
the Cleveland Clinic Health’s CMIO from 2011 to 2014. Levin explained the for-
ward evolution of the CMIO role in particular in this way: “We as a healthcare 
system have been about implementation the past 5 years, getting the infrastructure 
into place. And we’re not done, but we’re well down the road.” But now, he noted, 
the CMIO role “is starting to converge with the roles of the chief quality offi cer or 
chief medical offi cer, roles that are about performance management, about envi-
sioning a better future and achieving better performance, including around concepts 
of the Triple Aim” [ 5 ]. 2  

 Dr. Levin expressed in the  Healthcare Informatics  interview the belief that what 
has been framed as the CMIO role has begun to morph into roles around strategy 
and performance management. He sees new roles, such as the chief health informa-
tion offi cer, emerging (others have also cited the emergence of the title “chief data 
offi cer”). Dr. Levin also believes that some senior nurse informaticists will inevita-
bly rise into CHIO roles. 

 Dr. Levin was part of a team led by consultant Pam Arlotto, president and CEO 
of the Roswell, Georgia-based Maestro Strategies consulting fi rm, who published a 
white paper entitled “From the Playing Field to the Press Box: The Emerging Role 
of the Chief Health Information Offi cer” [ 1 ,  6 ]. 

2   “Triple Aim” is a set of principles being promoted by the Cambridge, Massachusetts-based 
Institute for Healthcare Improvement, around the improvement of patient care outcomes, the 
improvement of cost-effectiveness and effi ciency, and the enhancement of the patient and com-
munity experience, in the U.S. healthcare system. 
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 The essential idea of the white paper, as expressed in the white paper itself and 
in the  Healthcare Informatics  interview, is that patient care organizations nation-
wide, as they “advance” into more and more extensive levels of fi nancial risk and 
into accountable care organization and population health management-based core 
business-organization strategies, will require senior clinical informaticists in their 
organizations to increasingly integrate informatics and performance and clinical 
quality improvement in order to satisfy the outcomes measure-based requirements 
of their risk-based contracts. 

 Operationally, this means that the integration of care and case management pro-
cesses will need to be integrated into broader population health management pro-
cesses, and very closely dovetailed and integrated with continuous performance 
improvement processes organization-wide. Such efforts will require intensifi ed data 
analytics processes, very strong IT governance development, and above all, execu-
tive leadership capabilities on the part of the clinical informaticists who will need to 
help lead such efforts. 

 The challenge, as those in the trenches know, is this: how do the senior execu-
tives of patient care organizations fi nd the physicians, nurses, pharmacists, and 
other clinicians who are becoming so desperately needed as clinical informaticists 
leaders create professional development paths and ladders for them, and move them 
into supported positions of leadership and infl uence? Increasingly, of course, in 
order to meet the demand for such new-generation leaders, patient care organiza-
tions will need to hire from outside their organizations, as demand is far outstrip-
ping supply. In the meantime, c-suite-level executives and even boards of directors 
of hospitals, large medical groups, and integrated health systems will need to iden-
tify early on those clinicians with informatics ability and skill, mentor them fully, 
and support their professional development into senior executive-level positions 
involving high-level leadership and governance activity. 

 Physician and nurse professional paths remain different along a number of dif-
ferent dimensions. As mentioned above, how to transition a physician in practice 
into full-time medical informatics management, and ultimately perhaps into senior 
executive-level organizational leadership, is a complex issue. The development of 
nurses with clinical informatics aptitude and interest is perhaps slightly more 
straightforward. What remains unknown is the extent to which the following types 
of positions intersect, overlap, and morph in the near future:

•    Clinical informaticist, fi rst-level  
•   Senior clinical informaticists  
•   CMIO, CNIO  
•   CHIO  
•   CIO  
•   Chief Data Offi cer  
•   Chief Quality Offi cer  
•   Chief Transformation Offi cer/similar title  
•   Positions involving senior care management/case management responsibilities  
•   Newer positions involving population health management, data analytics, and 

interoperability    
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 Such overlaps and morphing among the above positions and trends are phenom-
ena that will defi nitely need to be tracked. The following transformational drivers 
will impact the informactists’ roles as they increasingly meet each other and over-
lap. These drivers are: evidence-based care delivery, chronic care management, 
avoidable readmissions reduction, continuous organizational performance improve-
ment (such as Lean, Six Sigma, and Toyota Production System-based efforts), clini-
cal transformation, and risk-based operational effi ciency drives. To illustrate, when 
Health System X’s leaders decide to embrace operational effi ciency optimization, 
clinical transformation, population health management, and expanded risk contract- 
based operations all at once, what does the title “chief quality offi cer” mean? And 
what do the titles chief medical offi cer, chief nursing offi cer, CMIO, CNIO, CIO, 
CTO, and chief data offi cer all mean in relation to one another? And who should fi ll 
those positions? 

 What is clear is that different patterns are emerging in different organizations. 
For example, more and more clinicians are moving into CIO positions over time—
both those with physician and nursing backgrounds. Indeed, some industry observ-
ers believe that, given how urgent and essential clinical transformation is to the 
broader policy and business imperatives facing the U.S. healthcare system, it will be 
inevitable that most CIOs within the next decade will have clinical backgrounds, 
though not everyone agrees on that point. 

 One particularly intriguing aspect of this discussion on executive clinical infor-
matists’ roles has to do with nurse informaticists and nurse leaders in general. What 
is clear is that more and more, individuals with clinical nursing and nursing infor-
matics backgrounds will help to lead teams comprised of individuals with all types 
of clinical backgrounds, including medical ones. As a result, more fully blended 
multidisciplinary teams will increasingly emerge in leadership roles in patient care 
organizations nationwide. In other words, as the entire U.S. healthcare system is 
compelled forward towards ongoing, intensive work to improve core clinical pro-
cesses and demonstrate improved patient care outcomes, effi ciency, cost- 
effectiveness, and patient/consumer/community satisfaction, as well as to 
increasingly participate in risk-based contracting across all sectors (both private and 
public), individuals with clinical knowledge, informatics familiarity and aptitude, 
management skills, and leadership capabilities will become more and more prized 
in all forward-thinking patient care organizations.  

11.4     How Ready Are Today’s Clinical Informaticists 
for the New Challenges? 

 The question remains as to how prepared clinical informaticists are to ramp up their 
participation in management and leadership in their patient care organizations. 
Speaking specifi cally of the evolving CMIO role, Brian Patty, M.D., related that he 
is seeing shifts in dynamics taking place, and he believes that current CMIOs are 
totally caught up in the changes taking place. 
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 In an interview with  Healthcare Informatics , Dr. Patty expressed the perspective 
that CMIOs are increasingly becoming catalysts to action across their entire organi-
zations, helping to lead workfl ow redesign, and other critical efforts. As a result, he 
said, the level of management, leadership, and organizational skills required is ris-
ing dramatically at the present time; and CMIOs will need to continue to advance 
their self-development at a pace at least equal to the demands of change [ 2 ]. 

 As all these trends move forward, it is encouraging to note that some of the sce-
narios that industry observers have been predicting for years are beginning to 
emerge in concrete reality in U.S. healthcare. One integrated health system in which 
the dynamics are beginning to come together is the Falls Church, Virginia-based 
Inova Health, a fi ve-hospital integrated system that serves more than two million 
people across the Washington, D.C. metro area and northern Virginia each year. 

 Ryan Bosch, M.D., Inova Health organization’s vice president and CMIO, and 
Patricia Mook, R.N., M.S.N., its CNIO, are helping to lead their organization 
through its ACO and population health initiatives in a rapidly changing metro mar-
ket. Helping to lead hundreds of colleagues in continuous change at their fi ve- 
hospital, 16,000-employee health system, they fully embrace the “clinical 
informaticists 2.0” concept; indeed, Bosch claims to be one of the earliest clinical 
informaticists to use the phrase in public presentations. 

 In any case, both Bosch and Mook are living the challenges and the opportuni-
ties, as their health system dives more deeply into an expanding ACO relationship 
with Aetna in their market, and intensifi es its population health management, popu-
lation health risk assessment, readmissions reduction, and data analytics work. They 
and their Inova Health colleagues are exemplifying the multidisciplinary team- 
based leadership approach to clinical informatics work and to clinician-driven lead-
ership in integrated health systems. And, based on their experience so far in their 
organization, they agree that they and their fellow CMIOs and CNIOs are going to 
need to ramp up their capabilities to unprecedented levels in order to meet the 
demands of the emerging healthcare system. 

 Senior clinical informaticists are going to need to “understand workfl ow, under-
stand business process redesign and total quality management, in the Lean sense of 
the term,” Bosch told me. And Mook said that, while “You need that baseline 
knowledge of clinical care and some informatics; and you have to understand the 
needs of operations, including the business side of the organization, and be able to 
marry the business and clinical sides.”  

11.5     Evolving Forward into the Future 

 In the end, while many specifi cs need to be worked out within patient care organiza-
tions—such as what positions and titles should be created in order to achieve their 
business and care delivery goals—healthcare systems will need to defi ne who and 
what types of individuals need to be recruited for what roles and positions, what 
skill sets are needed, and how to create career paths and mentoring for internal 
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development to meet the demand. And of course, how to support and fund all the 
people doing the work is a cost of doing business—the broad trendlines and impera-
tives are clear. 

 As mentioned above, the U.S. healthcare system is becoming broadly unsustain-
able in terms of overall cost and proportion devoted to the nation’s gross domestic 
product. What’s more, the public and private purchasers and payers of healthcare 
are increasingly demanding concrete results in terms of improved care quality, effi -
ciency, cost-effectiveness, and patient-centeredness from providers. And the expert 
leveraging of clinical informatics will be absolutely essential to moving the needle 
on any of those goals. 

 Will clinical informaticists—and the organizations that employ them—be able to 
successfully “step up to the plate” to deliver the results that are not only being 
demanded, but that will be vital to the forward evolution of the U.S. economy and 
society? Only time will tell. But there is no question that the next decade will be the 
decade of clinical informaticists in healthcare. And that those organizations able to 
turn the key on transformational change will fi nd themselves better positioned to 
meet the future not only with survival, but with success.     
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    Chapter 12   
 Emerging Roles in Health and Healthcare       
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    Abstract     Healthcare has reached a tipping point where incremental change is not 
achieving the required improvements in healthcare quality, population health and 
affordability. The desired state of hyper-collaboration, team based, person-cen-
tered and health focused care enabled by big data and advanced analytics is 
described. However, gaps currently exist between the current and future states that 
provide opportunities for new roles both within and outside existing healthcare 
professions. The most signifi cant new role will belong to informed, engaged, and 
activated consumers of health and healthcare pursing their desired states of health 
and resilience through strategies that are evidence-based, consistent with their val-
ues, goals, and preferences, and effective in their personal and social milieus. 
Empowered and technology savvy individuals as well as the underserved should 
receive the best evidence based and personalized care across the continuum of 
care. New team based care models require new roles and revision of existing ones 
to improve care and lower costs. Community Connectors, Health Coaches, Mobile 
Health Application Developers, Data Scientists, Informaticians and Care 
Experience roles are described. Virtual reality and avatars will be integrated into 
training and motivation of both caregivers and care receivers, and augment the 
health and resilience of all population segments. The roles of physicians and 
nurses will change in fundamental ways and become increasingly specialized and 
reliant on virtual care. Existing leadership roles will shift to address new values, 
new competencies, emerging trends and demands for consumers as co-designers 
of care.  
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     Healthcare has reached a tipping point where incremental change is not achieving 
the required improvements in healthcare quality, population health and affordabil-
ity. Increasingly, patients demand transparent access to their health information and 
autonomy to determine their health and healthcare. Decades of assertions about 
unsustainable escalations in healthcare costs have not driven signifi cant changes, 
but we have fi nally arrived at the perfect storm for fundamental changes, many of 
which will be driven by consumers and technology. Many current professional roles 
must be transformed, and entirely new roles will emerge as we move from health-
care to health, shifting the focus from treating chronic disease to prevention and 
resilience. To understand future roles, it is helpful to briefl y review the anticipated 
state of health and health care and the broad trends that are coalescing to create 
change. 

12.1     Radical Healthcare Personalization 

 Since James Watson and Frances Crick unlocked the structure of DNA in 1954, it 
has taken many decades to begin unraveling the mystery of the genetic code and 
associated “omics”—a general term for a broad discipline of science and engineer-
ing that seeks to map various biological information objects (e.g., proteins and 
gene), identify relationships among them, and engineer the objects and their net-
worked interactions to manipulate the mechanisms they regulate. Genetic variations 
reveal great diversity within common cancers—and across different clones of can-
cer within the same individual. Genetics also plays a signifi cant role in chronic 
diseases (e.g. diabetes, hypertension, and cardiovascular disease). A complex array 
of genetic variations contributes to the development of these conditions and to the 
way individuals respond to therapies. The emerging fi elds of stem cell harvest, 
genetic alteration, and re-infusion hold wide promise for curing many genetically 
based diseases. These technologies will generate many new roles in the healthcare 
fi eld, and which are heavily reliant on deep analytics. Finally, interplay exists 
between the specifi c genetic array of individuals and their interactions with the envi-
ronment, e.g., diet, exercise, sleep, social health and responses to stress. 

 Genomics is the ultimate science of personalized medicine. Exponential growth 
across many platforms has been necessary to support the application of analytics 
and new knowledge to personalize care for individuals. The long-standing vision of 
personalized medicine is just now within grasp, due to the convergence of three fac-
tors: (1) massive amounts of data in electronic health record (EHR) repositories; (2) 
growing numbers of individuals whose genes have been sequenced: and (3) multi- 
national collaborations for accelerating learning related to omics. Personalized 
medicine clearly supports both patient- and consumer-centric care [ 1 ]. However, 
what we call  radical health personalization  goes beyond personalized medicine [ 2 , 
 3 ] to incorporate emerging concepts such as the  quantifi ed self  in which we can 
know ourselves by measuring ourselves through personal data-recording devices, of 
which fi tness monitors are an early and well-known example [ 4 ]. Another related 
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concept is crowd-sourced  citizen science  that allows us to, for instance, get to know 
our own personal mix of bacteria and compare it to that of others [ 5 ]. 

 Radical health personalization transcends patient and consumer roles to embrace 
the whole person—body, mind, and spirit—as he or she strives for an individually 
defi ned state of health and resilience through strategies that match his or her prefer-
ences, values, and goals and fully engage social determinants of health. Social 
determinants of health are the conditions in which people are born, grow, live, work, 
and age; they are shaped by the distribution of money, power, and resources at local, 
national, and global levels [ 6 ]. Unfortunately, one of the single best predictors of 
health is income [ 7 ], a relatively intractable factor that has relegated many social 
determinants of health to a neglected status within the health care system—a status 
that is now changing. 

 Over the past 8 years, the Institute for Healthcare Improvement (IHI) led the 
pursuit of the Triple Aim; better experience of care, better population health, and 
lower per capita costs [ 8 ]. Following the study of hundreds of communities globally, 
it is now evident that “to truly improve health requires improvement in the many 
determinants of health and well-being that exist outside the walls of the healthcare 
system” ([ 9 ], p. 2). In October 2014, IHI convened a coalition of the most forward- 
thinking and committed leaders in the country, representing healthcare, community 
health, public health, employers, policymakers, funders, patients, and community 
members. The coalition set an audacious shared goal of 100 million people living 
healthier lives by 2020. Patient advocate Cristin Lind defi ned health as “not the 
absence of disease but the addition of confi dence, skills, knowledge, and connec-
tion. It is a means to an end—which is a joyful, meaningful life” ([ 9 ], p. 6).  

12.2     Transition to Person-Centric Care 

 Patient engagement may be touted as the “Blockbuster drug of the 21st Century” but 
the operationalization of engaging and activating patients and families inside and 
outside the walls of the hospital is not as easy as prescribing a drug. The concept of 
centeredness originated from the Institute of Medicine’s 2001 report,  Crossing the 
Quality Chasm: A New Health System for the Twenty-First Century , in which 
patient-centeredness is defi ned as “providing care that is respectful of and respon-
sive to individual patient preferences, needs, values, and ensuring that patient values 
guide all clinical decisions” (p. 6). Patient experience encompasses personal inter-
actions, organization culture, and patient and family perceptions; it crosses the con-
tinuum of care to include clinical encounters and the edges and transition points that 
bind the system together [ 10 ]. Kaiser Permanente recently hosted a patient panel, 
 What Patient Engagement Means to You , attended by a variety of members, from 
healthy members of the millennial generation to cancer survivors to spouses of 
patients with multiple chronic illnesses. A few broadly applicable themes emerged. 
First, every individual wants each health care provider or staff members from admit-
ting clerk to nurse to anesthesiologist to “ know me when I get there ”. With the 
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advent of EHRs, patients experience it as confusing and disheartening to be asked 
multiple times about allergies, preferences, or if they have an advanced directive. 

 Secondly, a closely related theme was “ Ask Me ”. Shared decision making is 
emerging as a critical aspect of care as consumers want more information, options, 
and autonomy. Shared decision making is a collaborative process in which patients 
and providers make health care decisions together, weighing the medical evidence 
for various options against patient values and preferences. It supports the transition 
to a value-driven health delivery system. When patients choose what they want, 
many opt for less intense, less costly treatment and they report higher satisfaction in 
their care [ 11 ]. 

 Our envisioned future state of person-centric care is driven by the values, prefer-
ences, and goals of individuals, draws on advanced science, technology, evidence- 
based medicine, and ancient wisdom, encompasses social determinants of health, 
and gives rise to health and resilience. As health care professionals, we support and 
mentor individuals as they seek higher levels of health and happiness. It is vastly 
different from the Newtonian cause-and-effect understanding in which a set of fi nd-
ings leads to a plan of care; instead, we elucidate, validate, and apply their values 
and objectives within their social and cultural contexts to help them achieve their 
health goals within their personal milieu. We must shift from aspiring to sharing 
decision making with our patients to enabling contextualized options for individuals 
and providing professional mentoring as to how they can choose among options 
arrayed as tradeoffs between their identifi ed goals and values. 

 Our vision of radical health personalization is not immediately obvious in the 
current state of the health care system. Healthcare costs continue to rise in the U.S 
without commensurate improvements in health. Today, 75 % of healthcare costs are 
the direct result of lifestyle disorders, including obesity, diabetes, cardiovascular 
disease, cancer, and dementia [ 12 ]. The current delivery system has become increas-
ingly unable to address prevention. Caregivers are overburdened, often with respon-
sibilities not related to direct patient care, and the experiences of patients have 
deteriorated as a result. Some technologies, such as EHRs add to the work of clini-
cians with the burden of massive data entry [ 13 ,  14 ]. Many professional silos exist 
in healthcare and in sectors addressing social determinants of health. Care delivery 
systems often lack adequate coordination and communication among professionals 
and with patients, and social and health care systems have operated in nearly com-
plete isolation from each other. New roles such as the Community Connector are 
described to rectify these issues.  

12.3     Fully Realized Health Information Technology 

 Radical health personalization and the transition from healthcare to health hinges on 
fully realizing the power of health information technology. Tools such as voice rec-
ognition with natural language processing and natural language understanding can 
facilitate entering and searching EHR and PHR data. Open application 
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programming interfaces (APIs) that allow cross vendor exchange of health data 
across EHR vendors will make full longitudinal health records available. Seamless 
and secure availability of interoperable longitudinal health data, reliable automation 
of identity management, and robust health information exchange will ensure that 
individuals’ decisions are grounded in a comprehensive understanding of their 
health over time. Transparent data about costs and quality outcomes, including pro-
vider profi ciency, will enable individuals to make sound decisions. Decision-making 
supports will include easily understandable graphic displays of tradeoffs between 
individuals’ values and evidence-based options to maintain or improve health and 
resilience. Interactive survey tools will elicit and validate individual’s preferences, 
values, and goals, help care providers understand individual behavioral styles and 
patterns, and identify ways of communication that work best for each individual, 
based on their preferences and evidence-based effectiveness. 

 Personal health records (PHRs) will engage and activate individuals on behalf of 
their own resilience and create a broad evidence base for understanding the infl u-
ence of EHRs and PHRs on health outcomes [ 15 ]. Greater interoperability of data 
and services between EHRs and PHRs will lead to the realization of the value of 
both [ 16 ]. For instance, embedding reliable symptom checkers and motivational 
tools within PHRs will help realize the full potential of information technology. 
PHRs will include broader access to information in the EHR. Ultimately, the bound-
aries between untethered PHRs and EHRs must diminish in a world of shared deci-
sion making and coordination of care across professional and personal care 
networks. The introduction of systems such as Open Notes, in which patients view 
provider notes in the EHR through their PHR, will remove barriers to the fl ow of 
information between patients and caregivers [ 17 ]. 

 Patient-provider communication through pervasive secure video services will 
become as frequent and fl uid as current telephony-based communication is today. 
Attendant issues will be addressed: HIPAA compliance, platforms and processes for 
pre-scheduled and ad hoc video, the evidence base for video enhanced outcomes, 
and the elastic capacity of integrated care and other systems to absorb video-based 
virtual visits within diverse internal incentive models and external reimbursement 
protocols. Sensor technologies will offer individuals personal data, diagnostics, 
decision support, and therapeutic opportunities to make informed healthcare deci-
sions more autonomously; these are currently emerging from venture-funded start-
ups or competitions, such as the Qualcomm Tricorder XPrize to develop a 
consumer-focused diagnostic device [ 18 ]. Sensors will transmit data about markers 
for diseases for which individuals are at risk. Specialized digital tools will allow 
‘carve outs’ of care for those providers who are experts in specifi c problems and 
procedures, and transparent data about provider profi ciency will lead individuals 
toward more specifi c services. Robotics and visual avatars will transform how indi-
viduals interact with the health care system. 

 Effectively analyzing the exponentially growing body of digital data will create 
a learning health system that informs evidence-based approaches. Relevant data, 
combined with advances in Big Data analytics, and data visualization tools will 
generate new hypotheses that can be tested through data interrogation methods and 
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analyses in more ontology-rich conventional databases and to help us understand 
how to innovate and replicate local successes globally. The combination of deep 
learning, fast data optimizations, heads-up displays, robotics and virtual avatars will 
transform how we all interact with the environment. Restorative narratives will 
transform new knowledge into stories that accelerate movement toward health, 
resilience, and happiness at the level of individuals and communities [ 19 ,  20 ].  

12.4     Challenges to Fully Realized Health Information 
Technology 

 The current state of EHRs do not support data transparency and the effective and 
effi cient communication required to effectively coordinate care for both health and 
disease. The most signifi cant impediment to comprehensive personalized care is 
identity management. Effective digital identity management is fundamental to accu-
rately merging records from disparate sources, without which longitudinal EHRs 
and PHRs are impossible. Although current initiatives exist within healthcare to 
create identity solutions, effective identity management is already robust in the 
fi nancial sector, where identity verifi cation for digital payments increasingly inte-
grates physical, logical and biometric components. Technologies such as Apple Pay 
and bitcoin will deliver a superior method for identity management in healthcare 
based on logic and biometrics, such as fi ngerprints and voice analysis. 

 Currently individuals encounter unnecessary barriers to accessing personal 
health information and personalized advice through self-service mechanisms. Many 
individuals are pleading for the opportunity to become more active and involved in 
managing their own health and healthcare (e-Patient Dave, Regina Holliday, etc.). 
There is currently a backlash about the benefi ts of electronic health records, mobile 
healthcare apps, wearable sensors, genomics and big data analytics. Many research-
ers have become skeptical of the real value of EHRs, PHRs, and other technologies, 
such as mobile apps, because of slow progress toward realizing their benefi ts. 
However, full value realization requires extensive integration with workfl ow and 
coordination across technologies, and the transition over time to mature solutions 
can now proceed towards superior outcomes. Open Notes is a major step forward 
into transparent and jointly owned health records and personal health information. 

 Roy Amara, past president of the Institute for the Future, famously said that 
“futurists tend to overestimate the effect of a technology in the short run and under-
estimate the effect in the long run.” We are fi rmly convinced that this aphorism 
applies to health information technology. These challenges will contribute to a more 
powerful and convenient world of sophisticated self-service supporting radical 
health personalization. Moreover, the inherent synergy of these complementary 
technologies assures acceleration toward value realization in the very near future. 

 Each gap between current and future states of radical health personalization and 
fully realized health information technology is a missed opportunity for safer, better, 
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and less expensive pathways to health and resilience. Each gap represents a job to 
be done [ 21 ]. Each can be accomplished through a combination of enhanced roles 
for consumers, health care professionals and leaders, non-licensed health care work-
ers, and community entities and better coordination among health care teams, health 
care agencies and systems, and agencies addressing social determinants of health.  

12.5     Emerging Roles in Health and Healthcare 

12.5.1     Consumers 

 Several forces create a nearly perfect storm for a consumer-led disruption in how 
healthcare will be delivered in the future, driving individuals to take more control of 
their own journeys toward health and wellness. 

 Patient loyalty to a personal physician has been substantially eroded. Workers 
may relocate regularly, resulting in transient relationships with health care profes-
sionals. Employee benefi ts managers seeking to contain costs for their employers 
may change healthcare offerings in ways that require employees to form relation-
ships with new providers. Time pressures in ambulatory care, coupled with an epi-
demic of clinician ‘burn-out,’ may limit the ability of providers to provide mindful 
and empathic care. 

 Advances in information technology and direct-to-consumer decision support 
services are rapidly accumulating. Exponential growth in self-service ranges from 
systems allowing individuals to make informed choices without the advice or 
approval of a health care professional to over-the-counter medications and services 
that previously required physician oversight. Diagnostic services like those in devel-
opment at Theranos (  www.theranos.com    ) promise to provide cheaper and more 
convenient consumer access. Sensing devices that track clinically relevant metrics 
(e.g. glucose, blood pressure, calories burned) can provide consumers with the abil-
ity to more actively participate in managing their own care. In addition, more com-
prehensive and effortless PHR use will blur the boundaries separating EHRs and 
untethered PHRs, providing individuals with more access to their personal health 
information. 

 Increased transparency about costs and outcomes for individual providers and 
teams will allow patients to make value-based decisions and self-refer to providers 
with the highest value according to their individual preferences and goals. Similarly, 
transparency into the volume and risk-adjusted outcomes of procedures will help 
individuals self-select providers for specifi c procedures. Crowd-sourced assess-
ments of providers will enhance the decision-making process for consumers. 

 Transparency will drive consumers to seek the right to obtain better care, even 
when it means crossing network boundaries of insurers, and to self-select a nearby 
specialist with comparable quality outcomes to avoid traveling long distances to 
reach an in-network provider. Increased local access to primary care, such as retail 
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locations for healthcare services, e.g. CVS, Target and Walmart, etc., provide con-
sumers with additional options, and medical tourism allows for off-shoring expen-
sive US procedures, e.g. cardiac bypass, when offshore resources provide 
comparable quality at lower costs (primarily related to labor). Consumers will 
become more adept at self- service health care, more astute about evaluating cost 
and quality outcomes, and more informed and engaged. Together, these characteris-
tics lead to more dynamic and meaningful interactions between individuals and 
members of their healthcare team. 

 Caregivers will need to adapt to a more engaged and informed patient with access 
to their complete personal health information and self-service analytics, diagnos-
tics, prognostics, and therapeutic recommendations. The caregiver of the future 
must be prepared to help individuals match care options to their personal goals and 
values. Together, consumer and caregivers must weigh various options in terms of 
individual values, preferences, and goals.  

12.5.2     Integrated Delivery Team 

 Healthcare leaders recognize that meeting the Triple Aim will require new leader-
ship structures and improved team dynamics. Current work patterns of professional 
silos and fractured communication are primary contributors to preventable medical 
errors, which are now third only to heart disease and cancer as a cause of death in 
the United States. Although much-needed attention has been paid to the processes 
of care to improve safety and quality outcomes over the past 10 years, the job of 
improving care is far from complete. 

 The complexities of patient care and the challenges of information fl ow also 
require a high degree of coordination of care among all health care professionals. 
Care coordination is highly relational and time based. The theory of relational coor-
dination argues that the effectiveness of coordination is determined by the quality of 
communication among participants in a work process, which depends on the quality 
of their relationships, particularly the extent to which they share goals, knowledge, 
and mutual respect [ 22 ]. Relational coordination is most important for achieving 
desired outcomes in settings that are characterized by high levels of task interdepen-
dence, uncertainty, and time constraints [ 23 ]. Improving quality outcomes with 
healthcare will require new ways of working together across disciplines and care 
settings, and new leadership structures and roles are required to foster relational 
coordination and improve care. 

 Integrated delivery networks and progressive accountable care organizations 
already realize that care coordination requires effective team-based care. A collab-
orative approach will become even more critical as care is increasingly fragmented 
by atomic roles of individual specialists. Ideal teams benefi t from a level of stability 
in roles and responsibilities among team members, so the disruptive change ahead 
will challenge the best of teams. Effective leadership of teams requires a culture of 
collaboration and mutual respect, as well as team members who optimize work 
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through coordination and allocation of tasks among themselves. As individuals 
become more empowered, engaged, and activated through radical health personal-
ization and fully realized health information technology, they will become highly 
active team members, with implications for care coordination and leadership. 

 Increasing coordination across all aspects of health, mental health, nutrition, pre-
ventive medicine, and healthy behavioral approaches will result in entirely new 
roles. Increasingly, direct coordination with entities affecting social determinants of 
health in the community will become part of the fabric of achieving higher levels of 
health for individuals and communities. Teams achieving superior outcomes will be 
identifi ed as “positive deviant teams”, sought after as mentors and educators for 
teams addressing similar issues [ 24 ].  

12.5.3     Community Connector 

 To reverse the trends of lifestyle and behavioral disorders, healthcare systems must 
be tightly interwoven with the communities where people live, work, learn, play, 
and worship. Tyler Norris, a 25-year veteran of the healthy communities move-
ment, argues that “health cannot be understood in a silo, somehow independent of 
roads or jobs or education. It is best viewed as the byproduct of a community work-
ing (p. 6)” [ 25 ]. In a review of the healthy communities movement, Norris charac-
terizes the positive changes and innovative approaches of community-based 
programs focused on groups at highest risk. According to Norris, “the most power-
ful long-term lever for ensuring affordable and equitable access to care for all is to 
invest fi rst and foremost in the determinants of health and the factors that reduce 
health disparities. This lever is likely the ultimate contributor to cost containment” 
([ 26 ], p. 7). Using systems thinking, the programs with most support and collective 
impact over time require partnerships and develop strategies that solve multiple 
problems. An example is creating safe walkable communities. Investing in simple 
and practical initiatives to get more people walking (  www.everybodywalk.org    ) and 
more walkable communities can result in synergistic outcomes of promoting health, 
preventing disease, enhancing community economic development, improving com-
munity safety, and improving socially equitable access to resources such as librar-
ies, playgrounds and healthy food. Community Health workers will require 
expertise in the areas of evidence based community interventions and continuous 
learning. 

 As part of the healthcare team of the future, community connectors need to be 
profi cient at matching individuals’ needs with respect to the social determinants of 
health with specifi c resources (programs, people, fi nancial assistance, and institu-
tions) within their local community that can help address their specifi c needs. 
Community connectors will identify the potential for system linkages and coordina-
tion and work to create them. Although linkages may be prompted by the needs of 
specifi c individuals, community connectors will establish and maintain them over 
time for the benefi t of all patients who may need them.  
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12.5.4     Lay Health Worker 

 Another emerging role in the community is the lay health worker/health activator. 
To address health and resilience, lay health workers will link community-based 
organizations that address social and nonmedical needs with care coordinators asso-
ciated with the healthcare delivery system. They will serve one or both of two roles: 
directly supporting the individual and/or directly supporting providers who care for 
that individual. Clear pathways for communication and documentation of this sup-
port will generate entirely new and relevant data that belongs to the individual’s 
health record. The increasing presence of direct care delivery inside retail locations 
within communities may evolve into a major conduit for these community connec-
tor roles, functions, and services. 

 These lay health workers will need four distinct competencies gained through 
formal training: (1) identifying and inventorying formal and informal local 
resources, (2) matching resources to individual needs, (3) connecting individuals 
with resources, and (4) ensuring a continuous improvement cycle of the process 
through monitoring evidence-based benefi ts achieved through resource 
coordination.  

12.5.5     Health Coach 

 Primary care is evolving to include health coaches who, by design, are not trained 
health care professionals. Coaches are individuals from the community who speak 
the language of the people they serve. These individuals may have backgrounds as 
diverse as exercise trainers or motivational coaches. Their essential role will be to 
help individuals navigate the system and proactively reach out when patients need 
preventive services or monitoring. They manage a set of tools and behavioral/thera-
peutic interventions that help achieve individual’s personal objectives within their 
personal, social, and cultural value set. The primary skill set is listening and empa-
thy. Health coaching is a short-term, rather than maintenance, role and is ideally 
orchestrated through communication and coordination with other members of indi-
viduals’ personal and professional care networks.  

12.5.6     Mobile-Health App Developer 

 Mobile applications have changed consumers’ lives in nearly every facet of life 
from airline travel to uber rides. Mobile apps are increasing exponentially in health-
care to improve communication, remote physiologic monitoring, access to EHR 
data, outside reference materials and predictive models. Developers require knowl-
edge of motivational science, persuasive technology science, social/gaming, and 
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avatars, and astute insight into the varying ways that different population groups use 
mobile apps, as well as deep expertise in security and certifi cation standards. 
Operating within highly collaborative teams will provide a collective knowledge 
base and foster innovation and creativity.  

12.5.7     Clinical Informaticist 

 The current state of EHRs adds to the work of the clinician. Improvements in usabil-
ity and knowledge at the point of care are required to decrease information gaps and 
improve highly reliable, best care. Near terms goals will include comprehensive 
biomedical device integration and IT infrastructures that support mobile smart 
devices for voice, secure texting, alarm management, context awareness, EHR doc-
umentation, bar coding for medication administration and patient engagement. This 
Clinical Informaticist role focuses on synthesizing the best evidence about care 
pathways with all available data including a longitudinal EHR, device and sensor 
data, preferences, values, and goals, in support of optimal decision-making for indi-
viduals. The intersection of big data with the quantifi ed self requires new different 
constructs and approaches to quickly identify menus of treatment options for indi-
viduals that are accompanied by supporting rationales and evidence. Visualization 
tools, such as real time, clinician-specifi c graphic displays, will be essential for 
representing complex information in more easily comprehensible way to support 
clinical workfl ow. Rigorous training is required to develop decision support systems 
that encompass knowledge libraries and algorithms and specifi c data about indi-
viduals. Providing full transparency into how these decision support systems oper-
ate is imperative for innovation, continuous improvement, and obviation of onerous 
regulatory requirements. These are each very diffi cult tasks that require a wide array 
of skills that can only be represented in a team of cross-disciplinary expertise.  

12.5.8     Physician 

 Physicians will be increasingly partitioned into technical proceduralists (specialty 
and subspecialty care) and physician partners in radical health personalization (pri-
mary care and some more general specialties; e.g., dermatology, mental health, gen-
eral surgery). Licensure and privileging for specialty and subspecialty care will 
become increasingly restricted with more proof required for recertifi cation and re- 
privileging for specifi c procedures. Transparency will lead to volume- and outcomes- 
based licensing. The net effect will be increasing fragmentation of licensure and 
privileging—and of care, especially in heavily populated areas. In light of the cur-
rent and projected shortage of primary care physicians, an unintended consequence 
will be an increasing reliance on virtual care services, such as video visits and 
remote monitoring. 
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 Due to its lower cost and greater convenience, virtual care will become ubiqui-
tous as an alternative to conventional face-to-face encounters, and privileging for all 
forms of virtual care will develop concurrently. A new specialization in virtual care 
will emerge; developing over time as outcomes analyses reveal the impact of vary-
ing care models across specialties on outcomes and costs. 

 Increasingly, primary care providers will use digital tools to elicit and validate 
individual patients’ values, preferences, and goals. Tools to quickly assess individ-
ual health and technical literacy will help physicians and other members of the care 
team best support the objectives of individual patients. Visualization tools will cus-
tomize the display of diagnostic and therapeutic options to individual patients, high-
lighting varying preference-aligned aspects such as outcomes, risk, and required 
behavior changes. In this digital context, the role of partners in radical health per-
sonalization is to mentor and support patients as they choose between options. 
Emerging models in medical education will include more value-based, person- 
centric, and team-based care and become the norm. Physician training around 
engaging and mentoring patients using visualization tools based on individual val-
ues, preferences and goals will become standard elements.  

12.5.9     Preventive Medicine Specialist 

 Health and longevity are profoundly infl uenced by lifestyle, so prevention will still 
revolve predominantly around lifestyle, healthy habits and social determinants of 
health [ 27 ]. However, a new subspecialty of preventive medicine will emerge, lever-
aging omics to provide radical health personalization as knowledge accumulates 
about which individuals need screening or monitoring for particular diseases. Once 
someone is identifi ed as having a genetic predisposition to a disorder, early detec-
tion will include both conventional signs of disease, such as HbA1c for diabetes, 
and biomarkers, such as proteins in early pancreatic cancer [ 28 ]. Each individual 
will have a unique prescription for monitoring and prevention developed by a per-
sonalized preventive medicine specialist and implemented through an individual-
ized combination of periodic testing and sensor use.  

12.5.10     Chief Clinical Privacy Offi cer (CCPO) 

 While Chief Information Security Offi cers must focus on security and preventing 
breaches, there is an emerging role that must balance the needs for privacy, with the 
benefi ts of openness for optimal care, research, and connectedness. We will con-
tinue to discover the vulnerabilities to privacy and security imposed by rising con-
nectedness and access to data, and one emerging role as a direct result of this will 
be the Chief Clinical Privacy Offi cer (CCPO), who will need to have deep under-
standing of the tradeoffs between technology and personal values. The virtues and 
mechanisms for reciprocal transparency will underpin much of the debate about 
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personal privacy, and practical solutions. The blockchain technology will become a 
major facilitator of providing better security and citizen control over their own per-
sonal information.  

12.5.11     Clinical Researcher 

 Personalized medicine requires segmenting the population of all patients with a 
condition into relevant cohorts, based on clinical, biological and outcomes data. In 
the emerging world of genomics and all the other—omics there will be increasing 
demands to publish the genomics of the cohort associated with individual outcomes. 
Once omics are associated with individual outcomes, a new type of meta-analysis 
will emerge that evaluates more coherent cohorts with more relevant outcomes. 
Researchers will increasingly perform meta-analyses, knowing which combination 
and sequence of analytic tools are best suited to answer specifi c questions using 
varying datasets.  

12.5.12     Medical Detective 

 We are already witnessing the exponential growth of knowledge across numerous 
domains of health and disease, and we also can anticipate exponential growth in the 
number of people who represent “quantifi ed selves”. There are many entrepreneurs 
working on sophisticated clinical decision support (CDS) engines to address the 
mash up of knowledge with personal data, but there are still many individuals with 
complex undiagnosed chronic disease. As the sophistication of CDS tools rise, so 
will the advent of the Medical Detective. These individuals will do mostly ‘virtual 
consults’ of individuals with prolonged undiagnosed, under-diagnosed, or misdiag-
nosed diseases. Initially this genre will represent ‘direct to consumer’ business 
models, but eventually will migrate into the mainstream of medical care.  

12.5.13     Information Strategist 

 Big data analytics hinges on large volumes of diverse data in which new knowledge 
can be discovered. Diverse data types include omics, current clinical data, longitu-
dinal health data, sensor data, the quantifi ed self, social determinants of health, and 
other relevant information. A new generation of information strategists is needed to 
lead clinical informatics teams that build analytic models to improve the care of 
individual patients and large populations. Valuable fi ndings will effi ciently emerge 
through a collaborative team of clinicians, informaticians, and data scientists; no 
single role can mastering both emerging analytics and visualization tools, as well as 
the broad disciplines constituting health and resilience and clinical domains.  
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12.5.14     Nurse 

 With more than three million members, the nursing profession is the largest seg-
ment of the nation’s healthcare workforce. Nurses should be fully engaged with 
other health professionals to assume leadership roles in redesigning care. 
“Producing a health care system that delivers the right care—quality care that is 
patient centered, accessible, evidence based, and sustainable—at the right time 
will require transforming the work environment, scope of practice, education, and 
numbers of America’s nurses” [ 29 ]. In refl ecting on the role that HIT will play on 
the future of nursing, Judy Murphy wrote a seminal article stating that nurses must 
be supported by a health care environment that enables their knowledge-based 
work in nine roles [ 30 ]:

•    Leaders in the effective design and use of EHR systems  
•   Integrators of patient information  
•   Full partners in decision making  
•   Care coordinators across disciplines  
•   Experts to improve quality, safety, effi ciency and reduce health disparities  
•   Advocates for engaging patients and families  
•   Contributors to standardize infrastructure within the EHR  
•   Researchers for safe patient care  
•   Preparing a workforce with informatics competencies    

 In addition, as decision support tools become more effi cient, sophisticated, and 
pervasive and a team-based model becomes ubiquitous in health care, advance prac-
tice nurses (APRNs) will assume more primary care and transitional care roles.  

12.5.15     Nurse Entrepreneur 

 Many inner-city and rural communities have a high prevalence of uninsured, under- 
insured and vulnerable populations with minimal access to local, low-cost primary 
care. Many rural communities may not be eligible for Federally Qualifi ed Health 
Clinics depending on designation as a Medically Underserved Area or proportion of 
the population that is medically underserved. In these communities, the community 
hospital emergency room is the only option for routine care. Emergency rooms are 
neither designed for nor capable of addressing primary care, behavioral health, dis-
orders of lifestyle, or social determinants of health. One positive trend is the increas-
ing numbers of Nurse Practitioner-led Community Health Clinics that manage 
population health in a holistic and inter-disciplinary way. 

 Bambi McQuade-Jones DNP, MSN, FNP-C is President and CEO of Riggs 
Community Health Center (CHC) in Boone County, Indiana. She brings extensive 
leadership expertise to Riggs CHC. Most recently, she led the expansion of the 
Boone County Community Clinic from a small clinic with a few hundred annual 
encounters to a self-sustaining medical clinic with over 4000 visits a year and sig-
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nifi cantly improved health outcomes. Nurse Practitioners with a doctorate in nursing 
practice (DNP) and advanced leadership and business skills are leading inter-disci-
plinary teams that collectively provide a wide array of medical, preventive, mental 
health, social, and educational services in many rural communities across the U.S. In 
addition to managing the health of large vulnerable populations, community clinics 
prevent unnecessary emergency room visits, saving millions of dollars and shifting 
the focus of care to total health. As virtual care becomes more widely available, 
specialist consultations to community clinics will become commonplace.  

12.5.16     Primary Care Nurse Coordinator 

 The renewed focus on primary care and population management is requiring new 
models of care delivery. A comprehensive strategy to improve chronic conditions 
must consider the range of patients within the population. Population management 
tools and big data analytics can divide individuals into risk segments based on num-
ber of chronic conditions, level of health/ disease, functional status, and social needs. 
A lay health worker or health coach as described above can carry a large caseload of 
individuals in lower-risk segments, answering questions, discussing the plan, pro-
viding information, or just listening. Complex patients with multiple chronic dis-
eases are more successfully managed by a registered nurse care coordinator. High 
risk patients and their families should have access to a nurse coordinator for provid-
ing education, case management, medication teaching, and team management. 
Shifting responsibilities require new norms, new processes and a culture change.  

12.5.17     Chief Medical Offi cer (CMO) 

 The Chief Medical Offi cer role is expanding differently across settings. In care deliv-
ery organizations, the CMO will oversee the integration of strategic approaches by: 
(1) shaping organizational values and culture; (2) aligning incentives with the com-
munity served, e.g. for-profi t vs. not-for-profi t, academic vs. community medicine; 
(3) motivating change to adapt to market forces and trends; and (4) defi ning and coor-
dinating other C-suite leadership roles (e.g., Chief Health Information Offi ce, Chief 
Medical Information Offi cer, Chief Information Offi cer, and Chief Innovative Offi cer). 

 In ancillary organizations such as pharmaceutical and medical device enterprises, 
the CMO ensures that organizational resources focus on solving problems relevant 
to customers and maintains a deep understanding of the shifting landscape. He or she 
must have a clear vision of when to invest in new initiatives and when to move away 
from existing initiatives as market forces and opportunities shift. Deep experience in 
four areas is critical: (1) vision for future opportunities; (2) clinical landscape across 
many rapidly evolving domains; (3) operational imperatives of customers; and (4) 
the pervasive shift from provider-centric care to person-centric self-service. 
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 In academic institutions, the most important role for the CMO will be to help 
defi ne the evolving boundaries between academic research, health care professional 
education, and providing clinical services. As advanced analytics and decision sup-
port become ubiquitous, academic institutions will differentiate themselves from 
other health care services providers through a narrowed focus on sub-specialty qua-
ternary services. The CMO must become increasingly astute at recognizing when 
new service differentiations need to be identifi ed and developed.  

12.5.18     Chief Experience Offi cer (CExO) 

 Many health care systems are recognizing that patient experience is about percep-
tion and the emotions it generates; it is central to each organization’s processes and 
culture. It is linked to what the patient and family understand, what they remember, 
and how understanding and memory infl uence behavior and lifestyle decisions 
going forward. Leading a department of operational excellence, the CExO acts as a 
strategic partner to leaders across the health care delivery system to implement and 
evaluate processes monitoring patients’ perceptions of their overall care experience. 
The CExO role embodies the recognition that every in-person or virtual interaction 
in health care impacts the patient’s and family’s perception.  

12.5.19     Chief Health Information Offi cer (CHIO) 

 This emerging role of the CHIO resembles that of the CMO but addresses the 
broader scope of health, community resource integration, coordination of virtual 
care, and effective use of information to improve clinical outcomes and effi ciency. 
This is perhaps the emerging role with the greatest opportunity for creative evolu-
tion and leadership. The CHIO may be a physician or non-physician executive with 
expertise in healthcare strategy or clinical transformation; the Chief Medical 
Information Offi cer and Chief Nursing Informatics Offi cer may report to or have a 
matrix relationship to the CHIO. This role requires strong entrepreneurial and 
change management skills, required to motivate change throughout large organiza-
tions that resist change and change leaders. To be effective, the CHIO must build 
confi dence and trust among all senior organizational leadership.  

12.5.20     Chief Medical Information Offi cer (CMIO) 

 In the past two decades, the CMIO role has fl ourished as digital medicine has 
emerged. The next step in this role is moving beyond initial implementation and 
support of EHRs. Next generation EHRs with open modular architectures that 
enable data liquidity and advanced decision support will replace existing systems 
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but not without great struggle. New and existing products supporting data transpar-
ency, robust PHRs, and self-service tools integrated with longitudinal health records 
will create an urgent imperative to embrace these technologies. How well CMIOs 
embrace virtual care, advanced decision support tools, and radical health personal-
ization will drive their success in this role. Their biggest challenge will be health 
care providers who are weary from the challenges of current generation EHRs and 
a generally perceived lack of control. The CMIO will need to have deep support 
from all senior organizational leaders to successfully drive change, but individuals 
who succeed in this role will shape the future of digital healthcare by providing suc-
cessful exemplars of better outcomes at lower cost.  

12.5.21     Chief Nursing Informatics Offi cer (CNIO) 

 The CNIO is a strategic leadership role that supports the clinical transformation 
vision of the healthcare enterprise. The CNIO partners with the Chief Nurse 
Executive to articulate nurses’ needs and priorities for leveraging technology to 
improve care delivery and effi ciency. Nurses are the largest users of health informa-
tion technology; their role in the design, implementation and evaluation of new tech-
nology is essential. The CNIO also partners with the CMIO to lead enterprise- level 
initiatives, such as the development of evidence-based bundles, design of clinical 
decision support systems, or selection of new technology for data integration, uni-
fi ed communication, virtual care, or analytics. CNIO positions require knowledge of 
clinical practice, profi ciency with health information technology and graduate edu-
cation in the fi eld of informatics with a focus on leadership [ 31 ]. This position will 
grow in importance over the next decade as healthcare organizations build inter-
professional leadership structures that align people, processes, and technology goals.  

12.5.22     Chief Information Offi cer (CIO) 

 Increasingly, CIOs in large institutions have become more external facing, delegat-
ing much of their former role to Chief Technology Offi cers (CTOs). While these 
roles evolve in the digital world, the necessity of greater grounding in both care 
delivery operations, and clinical medicine will invite individuals with clinical expe-
rience into the role of CIO.  

12.5.23     Chief Innovation Offi cer (CInO) 

 The CInO role is perhaps the most muddled in healthcare today. To date, relatively 
few CnIOs have had signifi cant impacts on their organizations because CEOs have 
often appointed inspired individuals who lack broad experience in all requirements 
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of digital innovation. Key expertise in this role includes change management, diffu-
sion, scalability, securability, supportability, and continuous availability of digital 
service. Experience in and focus on the discipline of innovation across its entire life 
cycle will enhance success in this role, regardless of the professional background of 
the individuals assuming it.  

12.5.24     Conclusion 

 Exponential growth in knowledge and technology will enable a far-reaching expan-
sion and revisiting of the science of health and wellness, necessitating new and 
revised roles for many entities from individuals to senior leaders in health care. 
Healthcare will shift from a reactive model of disease care to a proactive model of 
promoting health and resilience at the level of individuals and communities. 
Individuals in many roles, from community connectors and lay health workers to 
bold and creative leaders with inspiring visions, will help shape the future state of 
healthcare we desperately need and seek.      
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    Chapter 13   
 Impact of the Digital Age on Transforming 
Healthcare       

       Andrew     R.     Watson     

    Abstract     Our modern society has been transformed by the arrival of the digital 
era – computers, communication and the impending era of cognitive computing. 
The roots of this digitalization transformation are deep and extensively distributed 
through our United States society, as well as globally. Healthcare likewise has 
evolved and is well launched down this digitalization journey. This chapter is writ-
ten from the perspective of a practicing surgeon with over 25 years of experience, 
based in an academic medical center and who has also been actively engaged in 
EHR adoption locally as well as numerous international telehealth and EHR col-
laborations. The chapter reviews how our modern healthcare system has adopted six 
transformative core competencies – EHRs, communication, telemedicine, analytics, 
data/security, and the virtual point of care (healthcare takes place in the cloud). The 
aggregate result of these forces is immense lever forcing the transformation of 
healthcare far beyond economic reform as envisioned by federal policy changes. 
The digital era is an unstoppable and empowering driver of healthcare that will be 
best seen in the near future through advances in EHR functionality, streaming ana-
lytics, virtual care teams and remote monitoring. In this era of tremendous uncer-
tainty in healthcare it is the digital evolution of our society throwing healthcare a 
proverbial digital lifeline of survival.  
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13.1         Introduction 

 The ability of the human species to evolve and adapt to environmental and techno-
logical changes over the thousands of years of man’s existence is truly a defi ning 
characteristic of our species and the societies that we create. So too is man’s inven-
tiveness and through our new technologies to impact survival, lifespan, our environ-
ment and every aspect of how we live, work and play. To illustrate, just 200 years 
ago the horse was the primary form of transportation and communication relied 
upon the physical delivery of paper from Point A to Point B in the form of a time 
intensive and labor-intensive mail system. Contrast this picture with transportation 
and communication in 2015. Today’s cars are powered by electricity and higher 
intelligence that can auto drive, park and warn against accidents. Electronic com-
munication has made real-time communication possible with anyone, from any-
where and anytime through a number of social media tools, such as email, Twitter, 
or Facebook. With the new technology generation cycle estimated to be 18-months 
to 2 years, the rate at which we experience major new technologies that impact 
every aspect of our lives feels faster today than ever before. 

 Early computers entered our industries by the mid-twentieth century, started to 
be adapted to support healthcare in the 1970s [ 4 ] and made their way into homes in 
the form of personal computers in the mid- 1980s, and by the mid-2000s web con-
nected cell phones were in the hands of most citizens in every country [ 12 ]. As web 
and computing technologies evolved and web-based telephony became ingrained in 
our society, there came a Gladwellian tipping point [ 10 ] where connectivity and a 
stream of electrons brought our society together and hence our patients and health-
care systems together. We saw broadband, in the forms of DSL’s in the 1990s and 
now we are looking at 4G and 5G LTE speeds on cellular phones with pervasive 
computing and communication work as watches. For healthcare organizations and 
clinicians, these profound technology changes have permeated every niche, work-
fl ow process and communication mechanism by which operations and healthcare 
delivery are performed in just a short 35 years. 

 While we may not be able to point to a discrete start of the digital age, as of 2015, 
our society is in the middle of an exponential transformation into the digital age. It 
is important to recognize that over the span of this past 35 years, while we were 
adapting to and shaping healthcare technologies, we have reached the point where 
we are now dependent upon it [ 6 ]. The pressures for healthcare to transform our 
multi-factorial are mostly fi nancial. However, there is no doubt that the digital age 
is applying as much pressure to healthcare transformation as is the economic pres-
sure. Examples of the digital age applying pressure are seen through “electronic” 
health records (EHRs) and video based “tele” medicine. These are technology 
driven channels in healthcare that came from the digital evolution. Another prime 
example is the imminent arrival of analytics that will take the wealth of big data (all 
digital) and create streaming analytics via cognitive computing. The United States 
has implemented “meaningful use” as part of healthcare reform that mandates the 
use of EHRs to receive full reimbursement. In other words, there is no doubt of the 
reliance of healthcare upon technology.  
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13.2     The Introduction of the Digital Age: Setting the Stage 
for Healthcare Transformation 

 As stated above, the digital age is one of the most transformative forces we have 
ever seen in modern society for it links all locations and all individuals and all tech-
nologies in ways we never fathomed as a society and with a potency we are still 
trying to understand. The two main forces that are effecting change in healthcare are 
computational power and communication capabilities. 

 The earliest computers relied upon individuals changing wires to accommodate 
the computation of data. It was John von Neumann who in 1946 created the concept 
of RAM (random access memory), and understood that one dataset could automati-
cally act upon another dataset for desired outcome [ 5 ]. The initial computing efforts 
were directed at solving the complexity of the nuclear age and the ballistics. 
Inadvertently, but nonetheless a reality, this foundation of computing came to be 
applied to medicine as well. As we all have witnessed, in these intervening years, it 
has been developed to handle the extraordinary complexity of the human body, its 
organ systems, the molecules that govern and control it, and the endless variations 
of diseases and derangements that we as physicians and nurses and caregivers 
encounter. Until the late 1970s when the fi rst personal computers began to appear in 
industry, computer systems took up entire rooms and there use was relegated to 
universities and large corporations, and were commonly depicted in science fi ction 
fi lms with functionality that we are just now approaching. Individuals, clinicians 
and patients did not associate computers with healthcare during these latter decades 
of the twentieth century. 

 Over these past six decades, computational power has increased exponentially, 
where by 2015 consumer-grade technology can be purchased at a local store with 
terabytes of storage, gigafl ops of computational power, hundreds of gigabytes of 
RAM multiple core processors, sophisticated multidimensional graphic renderings, 
and come with the ability to link to high-speed communication. Arguably, the com-
putational power necessary to extensively benefi t healthcare was achieved by 2000, 
and now computational horsepower is essential to all aspects of life and death, in 
sickness and health, at home or work, and at birth and death. A hospital today is by 
default a digital hospital and applies to computational processing, always-present 
demands for security, for heating and cooling, for electronic health records (EHRs), 
for telemedicine, and for research. 

 The second component of the digital age is communication and that includes 
both broadband and wireless modalities that came as a direct result of computa-
tional = demands described above. The early Internet2 speeds (  http://www.inter-
net2.edu/    ) seen at the Argonne National Laboratory in Chicago are now 
commonplace at patients’ and caregivers’ homes, and are provided at retail prices 
from multiple vendors to be installed in a matter of days [ 1 ,  14 ]. The communica-
tion component has two parts – bandwidth and the modality. The bandwidth of 
communication expanded with fi ber-optic communication to the homes, dark fi ber 
paths between healthcare delivery facilities, and sophisticated wired infrastructure 
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within healthcare settings that delivered the end result of the computational layer to 
the bedside or physician offi ce. Bandwidth is critically important because health 
care functions and applications require the transmission of large datasets, and imag-
ing data used in diagnostic tools, such as radiology images or digitized pathology 
slides [ 7 ]. 

 Modality in communication refers to rather the tool is connected to a wired cable 
or line as compared to wireless, as in a SMART phone or iPad device. Since 2010, 
the ability of wireless communication to be reliable as well as support the necessary 
bandwidth has become commonplace. We no longer have to be plugged into a wall 
sockets, we no longer have to go to a local store or our homes to receive powerful 
broadband. Today, we are surrounded by high speed, powerful, reliable and capable 
networks that we use for almost every aspects of our lives. Even in rural America 
were service can be intermittent and spotty, broadband is being adopted and 
deployed. This commitment to extend broadband into rural America is highlighted 
in the 2009 Broadband Technology Opportunity Program (BTOP) that is embedded 
in the American Recovery and Reinvestment Act [ 3 ]. Clearly not everybody has 
access to broadband, but today, the vast majority of the US population has access to 
suffi cient bandwidth. 

 This explosion in wireless and broadband capacity means that the endpoints of 
the digital era have become smaller and now fi t in the pockets of patients, students, 
doctors, nurses, or hospital administrators. The initial cell phones were large, heavy, 
had limited battery life, and could dial a cell phone number. A modern smart phone 
will recognize your voice, a battery can last for many days, can handle video calls, 
can be your single source of health information, and serve as a hub for a home glu-
cometer or pulse oximeter. In short, the endpoints are no longer single channel 
devices, but now pocket-sized biospheres of communication and interactions that 
can affect your daily health in real time.  

13.3     Why Healthcare Is Leveraging Video, Small Endpoint 
and Wireless Networks 

 An important part of the digital age that merits special attention is the seamless 
delivery of video. Before video, we used speech and hearing as the staples of non- 
proximal communication, just closing one’s eyes and communicating in this fashion 
gives you the perspective on how limited these two senses are. Try describing a rash 
or an infected wound accurately over the phone. Of the fi ve senses, one could argue, 
vision is perhaps the most important and the most communicative of all. Vision can 
more readily substitute for speech and hearing than speech and hearing can fi ll in for 
an absence of vision. Therefore, the ability to use video around the world and as a 
seamless part of our everyday lives has transformed the fundamental challenge of 
access to healthcare. When a nurse or doctor examines a patient, there are three 
fundamental tenets – auscultation, palpation, and observation. Of the three, it is 
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observation that is the most necessary and the most powerful, and now the most 
available at a retail level on your video-enabled phone. The availability of video has 
been the most important addition to healthcare arguably since the development of 
antibiotics or transplantation. 

 Healthcare is becoming addicted to the miniaturization of high-powered comput-
ers. In either an ambulatory or inpatient setting – where currently the bulk of health-
care is delivered – clinicians have at their desks or on a set of wheels a powerful 
computational healthcare enabler. As we examine and diagnose patients, we are 
looking at multidimensional, reconstructed radiology images (so called 4D imag-
ing), we are looking at laboratory values that are accurately calculated in minutes by 
automated devices, and using speech to text to accelerate communication. We are 
using bar-code scanning to immediately document medication administration and 
prevent drug related medical errors. We can now offer advanced diagnostic and 
therapeutic modalities in our offi ce that in the past would require a whole separate 
team and location. For example, portable ultrasounds that are handheld can image 
the ventricles of the heart, provide deep views of the portal vein, or image deep body 
spaces that are becoming less accessible in this era of obesity [ 13 ]. Another example 
is the use of robotics and procedural spaces that can refi ne and mature gross move-
ments into fi ne-scaled arcs of a needle sewing a vein to an artery on the heart regard-
less of the motion of the heart or the tremor of a surgeon’s hand. 

 The wireless or untethered endpoints means that any patient, or any employee, or 
any caregiver, or any administrator, can watch and interact and prescribe and predict 
and communicate in real time regardless of time and location and disease and state 
of health. The explosive arrival of tablets and cell phones that evolved with the web 
technologies embedded in smart phones allows us to review patient data in a true 
mobile and secure fashion. Pagers are being replaced by mobile devices that support 
secure text messaging and pictures. Providers and patients can securely and pri-
vately communicate on phones and tablets. And furthermore, the care teams and 
caregivers that communicated using paper in the past are making decisions in near 
real-time, leveraging all of the assets of the digital age that gives them immediate 
access to a patient’s medication lists, allergies, problem lists and clinical notes. With 
a focus on genetics, advanced pharmaceuticals and the latest research, perhaps the 
greatest treatment opportunity lies in the near-term future with streaming analytics 
and cognitive computing. Decisions can be double-checked in real time using 
aggregated years of experience to ensure that high-quality care is delivered and 
errors or inappropriate treatment are minimized.  

13.4     Six Core “Digital” Competencies of Healthcare Today 

 There are six core competencies of healthcare that exist today because of the digital 
transformation: EHRs, communication capabilities, telemedicine, analytics, data/
security, and the virtual point of care (healthcare takes place in the cloud). 
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13.4.1     Electronic Health Records 

 EHRs are the most visible and simultaneously instrumental example of the digital 
age impacting healthcare. There are several predominant EHR vendors in the United 
States, with over 200 other companies aggressively positioning themselves and their 
products to work in this mission-critical area of healthcare. Prior to the EHR, the 
currency of healthcare was a combination of oral communication, a provider’s 
memory, hands-on nursing care, and a paper chart. None of these components were 
linked and few were mined for analytics. Furthermore, the paper chart was siloed in 
multiple different physical locations, with multiple different handwriting styles, 
with often challenging fi ling requirements, and represented a physical bulk that 
made it diffi cult to carry them from location to location especially as patients got 
sicker and the charts became heavier. 

 The EHR delivered to healthcare access to information in real time, a document 
archive with structure, the integration of multiple clinical informatics systems, and 
the ability to immediately treat patients without waiting for orders to be taken off, 
or for a chart to be located, or a list of possible medication interactions to be inves-
tigated. ePrescribing allows for accurate, immediate and documented medication 
administration. Digital notes allow nurses on the fl oor to read what happened in the 
operating room only minutes before. Mediation reconciliation is a team activity 
between expert pharmacists and nurses in different locations across a hospital. 
Inpatient and outpatient records can be seamlessly tied together for all to view in 
offi ces, fl oors, homes, or via portals. 

 Despite the end-user interface and confi guration critiques of EHRs, these soft-
ware applications have enabled medicine to make a leap forward towards real-time 
and safer healthcare [ 2 ]. Asynchronous and paper based healthcare will never match 
the fi rst generation of EHR functionality even with all their functionality limitations 
and poor usability and lack of data exchange capabilities.  

13.4.2     Communications 

 Prior to our digitization era, communication between care team members, care 
coordination in acute care settings, and interactions with patients at home were 
extremely limited in features, relied upon a beeper, and were asynchronous hence 
frequently delaying care. Many times, nurses and doctors had to walk down the 
hallway or go between buildings to communicate between each other or amongst 
themselves. This was time-consuming, distracting, and potentially life-threatening 
in the setting of an emergency. During an acute change in a patient status, it is the 
immediacy of resources that can be assembled around the patients to save lives that 
is necessary. The digital age has provided the communication tools to alert and 
meaningfully communicate data in a number of ways. We no longer are sending a 
string of numbers on a disruptive loud pager without context to each other to 
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establish communication. With cellular phones, wireless in-hospital phones, and the 
communication features of smart phones, we have the ability to know who to call, 
when to call them, and how to contact them immediately, or how to text them a criti-
cal message. Many times, we don’t need to talk to a fellow care-giver or patient, we 
just need to get them a piece of information as an update or a reminder. Texting 
provides us that means and is highly appreciated widely across our society as a 
timelier and less distracting means to communicate information than a voice call. 
Therefore, the use of cellular phones and in-house phones for these different com-
munication modes gives us the ability to reach the right provider at the right time 
and in a respectful and appropriate fashion. 

 Communication as described above has been augmented by the ability to send 
secure pictures and secure emails between multiple care providers at the same time. 
Metaphorically speaking, a picture is worth 1,000 words, and therefore sending an 
image of a wound or a rash immediately replaces any sophisticated attempts at 
describing them using words. Communication now has context, immediacy, is less 
distracting, can include high-resolution pictures that when seen in aggregate have 
revolutionized how we conduct every-day healthcare at all locations.  

13.4.3     Telemedicine 

 The next signifi cant example of the digital age impacting healthcare is the growing 
utilization of telemedicine. Telemedicine is a compound word, medicine being the 
root and is effectively unchanged. “Tele” is a reference to the telephone, but it 
should more appropriately be called digital medicine and not telemedicine. Using 
telemedicine providers, payers, and families can reach out to patients in a respect-
ful, convenient fashion and may very well solve the challenge of access to health-
care. In the United States (US), rural telemedicine clinics link specialists to patients 
who may not be able to drive, may not want to drive, and may not be able to afford 
to drive to a clinic visit. At the University of Pittsburgh Medical Center (UPMC), 
we leverage rural telemedicine outreach centers with a regular sub-set of specialists 
and staff to conduct routine clinical work using video-communication technology. 
Patients are spending less money on gas, tolls, parking, child-care and no longer 
have to worry about driving at night on snow-covered roads. Better access to health-
care through telemedicine has signifi cant implications on health, engagement, 
chronic disease management and the cost of care. 

 Telemedicine also functions in a pivotal role in radiology, pathology and oph-
thalmology. Tests are captured as images with metadata and are transmitted in a 
routine or urgent fashion to a specialist, who interprets the results sends them back, 
incorporated into the EHR. This means that specialists can be distributed across a 
broad landscape, making for fewer gaps in clinical service lines at hospitals, and 
providers do not have to waste precious caregiving time with unnecessary travel. 
For example, a rural hospital may have one pathologist who is not able to comfort-
ably interpret a complex neuroendocrine tumor slide, and using digital pathology 
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can transmit a digital slide for an expert to interpret and return a report within 
 minutes. This enables the distribution of sub-specialty expertise, prevents wasted 
time with physicians driving, and helps to educate remote physicians while 
 simultaneously treating patients. 

 Telemedicine has multiple implications for the health care system moving 
 forward, and the fi eld of remote monitoring holds tremendous potential. There is 
little doubt that the use of sensor-based and wearable devices at the home will give 
providers an early warning system to monitor longitudinal care, chronic disease 
management, preventative care, and well care. Importantly also, the fi eld of remote 
monitoring is being driven at the level of the consumer electronics market through 
apps such as, biosensors, wireless scales, activity monitors, and heart-rate monitors. 
Remote monitoring holds promise as being the most powerful early warning system 
based in the home that health care will ever have.  

13.4.4     Data Analytics 

 Analytics is the interpretation of data sets such as EHR structured notes or patient 
registries and the conversion of them into intelligence. With the growth in the 
 computational power of healthcare and the consumer electronics market in general, 
the amount of data being generated within our society is exponentially increasing. 
In a recently published study it is estimated that 90 % of all data generated by our 
society in the past 2 years [ 16 ]. The era of big data is upon us, and this has been 
highlighted in the news and certainly in the healthcare press as well. As a result, the 
complexity of databases is growing, the number of databases is increasing, and this 
speed at which data is fl owing is near real-time. These facts in isolation do not in 
fact improve healthcare, but in many ways hinder it due to the shear volume of data 
generated and its complexity. However, looking at the entirety of data sets and 
understanding the story they tell is critical for making healthcare become proactive 
and more intelligent. For example, we can look at patterns of patient healing based 
on locations within the hospital that may have natural light, decorated in a given 
décor, use music therapy or are simply quieter. We can leverage payer claims-based 
data to evaluate the effi cacy of patient portals to see whether or not they are safe for 
prescribing and cost-effective for insurance companies to have to pay for them. We 
can look at the effect of checklists in the operating room to understand a decrease in 
never events, operative time, and the length of stay after a procedure. In essence, 
analytics makes us better understand what we have done and provides a strong con-
text for what we need to do in the future. Winston Churchill said “history fi rst 
repeats itself as a tragedy, then as a farce.” Analytics gives us the tools to prevent 
poor decision making from happening in many ways in healthcare. 

 Analytics also holds tremendous potential for the fi eld of research, in particular 
genomics. With the vast expanse of a genome and the environmental factors that 
surround it, analytics can help us understand the epigenetics, gene sequences, drug 
effects, and cancer mutations. For clinical outcomes, genetic-based research and 
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pharmaceutical development, our healthcare system can become much more 
 sophisticated through research driven by analytics of large complex data sets. We 
will have the opportunity to learn from our mistakes and successes.  

13.4.5     Data Centers and Security 

 The next core competency of a digital health care system is the rise of data centers 
and security. All analytics, EHRs, telemedicine, patient communication will ride 
over networks and through data centers. Most of this tremendous volume of infor-
mation is stored and contains sensitive personal and fi nancial details. Healthcare 
systems that had terabytes of data in 2005 are looking at data-sets of over 10 pet-
abytes in 2015. Analytics will add an additional layer of information and hence 
volume that needs to be store and immediately accessed as streaming analytics 
evolve [ 11 ]. 

 In many ways, the storage challenges of data in healthcare is the least appealing 
aspect of the digital age and the least visible, but without a doubt data warehousing 
technologies are the most foundational element. Simple pieces of data such as 
where a patient is located, how old are they, what are their allergies, how many 
times they sent a secure email are all small fragments of data that must be stored and 
accessed by the application and communication layers. All caregivers and research-
ers and patients rely upon data and accessibility for safe patient care, for communi-
cation, for the context of their treatment, and for the quality of care. Furthermore, 
this information directly impacts the cost of care as knowledge of a patient’s history 
can reduce critical expensive problems such as catastrophic drug-drug interactions 
or repeating unnecessary and expensive testing. How all of this information is stored 
and the applications virtualized have become an art form inside healthcare in the era 
of big data and transformative computational power. Most recently data centers 
have been challenged by the consumer electronics market and the “cloud” of virtu-
alized information. Computational power and storage no longer have to reside 
within the healthcare campus, and can be distributed and outsourced using cloud 
base technologies such as those by Amazon or Microsoft. Cloud storage is fast 
becoming the store norm for smartphones and therefore will impact healthcare more 
extensively in the near future. 

 Data centers also have the feature of security which brings out some of the best 
and worst aspects of our healthcare system in the era of HIPAA (Health Insurance 
Portability and Accountability Act) concerns, security fraud, data breaches, and 
higher overall accountability. The HIPAA regulations that govern US healthcare’s 
mandate for secured data in an expanding mobile era have never been greater nor as 
feared [ 9 ]. Sensitive patient information needs to be protected from unwanted intrud-
ers, healthcare providers cannot access sensitive data about a neighbor or celebrity, 
and patients are now entering credit cards for co-pays online. In many ways a data 
center in the digital age is as sophisticated as the human body in terms of its com-
plexity, scale, and the security functions that match the human immune system.  
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13.4.6     The Digital and Virtual Point of Care 

 When discussing core competencies within healthcare, where healthcare actually 
takes place is the most important question. Is healthcare located in an offi ce? At 
home? In the hospital? Or is the venue of care a combination of all the above? Today, 
the bulk of US healthcare still takes place in physicians’ offi ces, ambulatory clinics or 
hospital settings and is driven by doctors, nurses and allied health professionals. 
These are the locations where a new diagnoses of diabetes is made, a new medication 
is prescribed, a procedure is performed or a pneumonia is treated. In the past, physi-
cians routinely conducted home-calls and patients’ care was largely home based. 
With the recent increase in the sophistication of medicine, the majority of care 
migrated to hospitals and sub-specialty care to urban settings. These areas have the 
most sensitive diagnostic technology, the largest collection of sub- specialists, and fre-
quently the latest clinical trials. A standard doctor’s offi ce will have a computer, and 
this is as common as having a stethoscope in a provider’s pocket. But the computer is 
also connected to the internet within the building which contains vital signs fl owing 
from wireless thermometers, infusion pumps carrying critical rate and volumes to 
information systems, or telemedicine videos reaching out to a patient at home. 

 Technology advances in video communication, medical device monitoring and 
health policy that emphasize cost effi ciencies are all pushing changes in point of 
care away from acute and ambulatory care and placing care out into the community, 
the primary care doctor’s offi ce and patient’s home. The advent of video, broadband 
and smart phones has raised the potential in healthcare for care to go back to the 
patient at home using vehicles such as telemedicine, ePrescribing or patient portals. 
Using monitoring, video consultations and community based care delivery teams all 
raise the question of where is the “point of care”? Increasingly, the question of 
“where does healthcare delivery truly take place?” is found to be more virtual, more 
community and home based, and using communication tools that change the very 
nature of the provider/patient relationship. 

 The digital healthcare systems and the digital patients they treat are raising the 
real question of where should healthcare take place and can it be done virtually in 
the cloud? Can we afford a health care system that does not leverage the smart 
phone and broadband with a patient at home? Is the ambulatory setting now a hybrid 
of a digital home with sensor devices and the care team in a medical offi ce building? 
These questions remain unanswered, but they represent the fundamental new chal-
lenge and opportunity of a virtual point of care.   

13.5     Transformation of Healthcare 

 The transformation of healthcare is a byproduct of the above six digital competen-
cies and fi nancial reform in the United States under the Affordable Care Act that 
was passed during the Obama administration. The need to transform the United 
States healthcare system and most healthcare systems throughout the world is best 
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recognized as economic reform. There is no doubt that the cost of healthcare in 
almost any country is being driven by over utilization, technology, and the perverse 
healthcare incentives that reward low quality and ineffi cient care. The current rate 
of growth of the United States healthcare system is not affordable, which is why 
“health care reform” in the United States was passed [ 8 ]. 

 There is a much different force behind the transformation of healthcare that tran-
scends economic reform and that is the digitalization of our society and healthcare 
as described above. The digital age in our society goes beyond theoretical construct 
and is played out in real time in the consumer electronics market every day and in 
all aspects of our lives. The digital era is aimed at the individual consumer and 
healthcare is trying to keep pace with the steep slope of innovation. The develop-
ment of advanced computing is not to enable hospitals and EHRs, but rather to 
enable the very citizens and patients that we take care so that they have better lives, 
fi nd new jobs, be more productive, and live in a smarter planet. The communication 
needs of smart phones and cell phones with video calls is satisfying a large gap in 
communication for all citizens of the world. We can video call our families when 
traveling in India, we can email our bosses from airplanes when going to a business 
meeting, and we can call a friend in trouble on a cell phone at night when not able 
to travel through a snowstorm to be with them. The Fortune 500 US technology 
companies know this trend in our society, and are making record profi ts from this as 
was recently seen by the announcement of Apple computers in January 2015 [ 17 ]. 
The implications for this ongoing investment in the digital marketplace is signifi -
cant for healthcare, as it is for industry. Capitalism ensures that the digital trend is 
pushed, not healthcare methodically conducting a clinical trial or evaluating a new 
drug. Therefore it is concerning that healthcare is not leading the transformation of 
the digital age, but it is reacting to it. 

 There are two major trends that come out of this imbalance of evolution of 
healthcare versus the forward thrust of the digital age. The fi rst trend is the expecta-
tion that patients will have of their healthcare systems and providers. As patients 
have real-time access to their friends and families, to data, to purchasing power, and 
transparency within our society, it is only a matter of time that patients hold health-
care accountable at the same level. Should healthcare tweet the latest research fi nd-
ings, or should doctors routinely round on Facebook patients? Currently, the 
economic reform of health care is placing a greater burden on patients to engage and 
pay for their own care; and therefore, patients will demand greater price transpar-
ency and access to care at home. This expectation will place a tremendous burden 
on the healthcare system to accommodate trends such remote data being securely 
integrated and answering video-based communications within minutes. As health-
care struggles to modernize through economic reform, it is quite possible that real 
pressure from the digital patients could signifi cantly hurt or help the evolution of 
our care delivery systems. But it will not be an insignifi cant impact. 

 The second major trend that comes from the consumer electronics market is 
never ending innovation and growth. At this point in time, there is no clear end to 
the innovation and growth of the consumer electronics market and the money being 
put into innovation and marketing it to consumers. Fist sized video cameras that are 
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waterproof to 30 m can be attached to a bicycle and controlled remotely from a 
smart phone. How does this impact telemedicine? If we attached an accelerometer 
to a patient’s walker and wanted to track the progression of their movement disor-
der, how would you import this analyzes within a healthcare system? What if real- 
time, transcutaneous glucose monitoring becomes a reality? Who is responsible for 
that data and who will pay for the storing and interpretation? There are sensors that 
can be worn around your forearm that monitor the contraction of muscles and help 
to guide the controls of a computer or device. If the patient loses their hand from 
sepsis but can still remember how to use their hand that is no longer present, could 
this device replace the hand? The analytics surrounding communication, both voice 
and digital, is to the point where shopping on a website leads to predictive market-
ing and eventually downstream to how retail outlets stock their shelves. Could the 
same be said for patients searching the internet for health care problems predicting 
epidemics or cancer? We don’t know the answer to these questions, but the power 
of the consumer in aggregate as witnessed by the largest technology companies in 
the world is threatening to push healthcare in a direction that the patients will expect 
and the system will be challenged to handle. But, at the same time, this same power 
may offer healthcare new avenues to engage patients, both sick and well, in ways 
that were never imagined and perhaps play a central role in solving many of the 
problems not just adding to complexity.  

13.6     Discussion 

 It is impossible to predict the future of healthcare and it is impossible to predict the 
evolution of a digital society. The pressures on both go beyond any predictive capac-
ity that we currently possess, and therefore a health care system of 2025 is beyond 
the scope of any reasonable confi dence intervals and description. But, the digital 
age has taken us to the fi rst steps of modernizing our healthcare system; and there-
fore we are able to see with a reasonable degree of certainty the next 5 years of our 
transformation. 

 As stated above, the health care system is under tremendous pressure to change 
due to the computational and communication capacity of the patients both sick and 
well. The devices, technologies and features that are being delivered and sold to 
patients are not only enabling them in terms of their daily routines, but they are 
simultaneously teaching our patients how to interact with the future digital health-
care system. Over the next 5 years, it is evident that four digital trends standout for 
their transformational impact: streaming analytics, advanced EHR functions, virtual 
care teams, and remote monitoring. 

  Streaming analytics  is the ability for the computational layer of healthcare data 
centers to interpret large data-sets on the fl y and understand decisions with a predic-
tive capacity. When a patient searches Google, has a biosensor heart rate elevation, 
or develops a cough after an airplane ride, streaming analytics may be able to diag-
nose a pneumonia before it is even symptomatic. Or, streaming analytics could 
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predict an infl uenza outbreak or contaminated food source. Additional examples of 
streaming analytics can be seen in the eICU system of VISICU whereby a multitude 
of patient data is interpreted in real-time and prioritized for a physician and his care 
team to react to. Earlier trends and sepsis can be identifi ed, and decisions can be 
prioritized based on immediacy of need and capacity of the providers, not solely in 
a reactive fashion based on symptoms or lab values [ 15 ]. Chronic disease manage-
ment, as well as cancer care, stand to make quantum leaps based on streaming 
analytics in the future. Ten daily biometric readings from a patient with CHF would 
present an impossible dataset for the human mind to interpret in real time, but 
streaming analytics based on cognitive computing could make sense of this. 
Streaming analytics will be led by IT companies such as at IBM with Watson tech-
nologies who can assemble the computational and storage capacity necessary to 
achieve this. 

  Virtual Care Teams : Chronic disease management is an absolute necessity for 
the modernization of the United States healthcare system and relies upon care 
teams. The cost of chronic diseases is overwhelming the payment system for health-
care, and in large part is being driven by rising obesity rates. Chronic diseases 
necessitate not just a nurse or doctor visit, but a team of people taking care of sick 
and complex patients, a different times, from different locations, and with different 
skills sets. There is no physical or possible way for a comprehensive care team to be 
with the patient in real time. The only way for a care team to holistically treat the 
patients and support them with a virtual care team leveraging telemedicine, EHRs, 
analytics, and communication. A care team must bring together the combination of 
asynchronous communication e.g., email or text message, real-time digital data, and 
the best of video telemedicine so that the patient has proactive, coordinated, com-
municated, and non-fragmented care. And perhaps most important, this care can 
now be delivered to a sick patient at or near their home as they are frequently unable 
to travel. The concept of a virtual care team is the aggregate of multiple features of 
the digital era in healthcare, and one that will require signifi cant outcomes and 
patient satisfaction research moving forward. 

  Advanced EHR Functions  :  EHRs are still maturing in many fashions, espe-
cially in how they communicate with patients and providers, and how they 
 communicate with each other. Market pressures and software development have left 
signifi cant gaps in inter-vendor communication and the ease-of-use for end-users. 
However, the promise of advanced EHR functionality is starting to emerge in the 
marketplace. This advanced functionality includes features such as order sets, which 
lead to safer, more effi cient, and evidence-based care to prevent medical errors. 
Another example is closed loop medication administration using technologies such 
as barcode scanners. A wireless device can identify the medication, the correct 
patient, the time of administration, and immediately document the transaction. The 
use of speech to text integrated into structured notes also means that the rise of 
structured text holds greater promise for more accurate diagnosis, coding, billing, 
and future analytics. Clinical pathways represent evidence based medicine com-
bined with clinical decision support and are starting to bring value to healthcare 
through lower costs and better quality. Pathways are deployed and monitored at the 
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provider-patient interface using EHRs. It is becoming clearer that as EHRs evolve 
from a data-repository and integrated billing/documentation system they will real-
ize much greater effectiveness and capabilities within healthcare. 

  Remote monitoring  has been discussed above, but its true promise is a combi-
nation of an early warning system and a lifestyle management system for healthcare 
delivery systems and insurance companies, respectively. Remote monitoring is the 
integration of sensors, information and medical peripherals wherever the patient is 
located. It can be as simple as an app, a text message, or rise to the complexity of 
multiple peripherals in a patient’s home in the setting of congestive heart failure. 
Consumers will certainly have retail access to these devices in the near future. 
Regardless, these technologies will bring to bear asynchronous information reach-
ing a caregiver who needs to understand how a patient is remaining healthy or why 
their healthcare status has acutely changed. A true remote monitoring system is 
equal to the control tower of an airport watching multiple airplanes (patients) and 
airlines (diseases) and locations simultaneously in real time. It helps to coordinate 
complexity, watch new diagnoses at home, and engage patients regardless of pro-
vider or disease or location.  

13.7     Summary 

 As patients and healthcare professionals, we did not ask for the digital era. We did 
not ask for telemedicine, we did not want analytics to check our surgical perfor-
mance, and we did not ask for electronic health records to take away the feel of 
writing in a patient’s chart. But just because we did not ask for them, does not mean 
they are incorrect and not benefi cial. The point is actually irrelevant because the 
digital era represents the natural evolution of our society and its impact on health-
care is irreversible, unstoppable and better for our society. The digital era is making 
health care more accessible, safer, more predictable, and also in many ways more 
affordable. Therefore we need to embrace, help to lead, and fully support the evolu-
tion of the health care system as it is transformed by digital era.     
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    Chapter 14   
 Health Information Crossroad: 
An Opportunity to Deliver Real Measurable 
Outcomes for Better Health and Well Being       

       Harry     L.     Reynolds     Jr     . and     Christopher     A.     Jones    

    Abstract     There is so much data and information in health care, but has and will it be 
used to truly change outcomes, cost and quality? As the focus changes to population 
and individual health, even more data will be needed to ensure that personalization 
supplants a one-size-fi ts-all model. Those entities that crack the code of using data for 
true insights and game-changing actions will reap benefi ts while others may fail. It is 
an amazing time for personal technology that can and will be used more in the future 
for improving individual health. The industry must undo so much in the way of pro-
cess and care models now that fee-for-service is disappearing as a payment standard. 
This is requiring new leadership, thinking and direction unprecedented in this slow-
to-change environment. As new entrants join the effort and push those who are 
entrenched in the past, progress is accelerating. Data and information need to play an 
actionable, economic and real role in changing for the better. There are more exciting 
examples of the new way to do it right. The future is bright and the journey is diffi cult. 
Embracing it means investing energy and courage in considerable quantities.  

  Keywords     Outcomes   •   Information   •   Insights   •   Data   •   Transformation   • 
  Consumerism   •   Health reform   •   Engagement of individuals   •   Convergence  

14.1         The Current Dilemma 

 Health care and the models that deliver, fi nance and document it are undergoing 
dramatic change in all areas of the world. It is an industry that is made up of amaz-
ing professionals who focus on changing people’s lives. The data captured by the 
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industry has over time grown exponentially and specifi cally based on the entity 
capturing and using the data. The cost of health care has captured continuous head-
lines in most countries and is showing little chance of abating in the near future [ 1 ]. 
So many efforts are underway to change these trends and data will a dominant part 
of the success or failure. However, it cannot be the kinds and types of data that have 
always driven this industry. Instead it will need to be actionable, pragmatic, com-
parative, transparent, longitudinal, consumer friendly and always available. 

 A key fi lter that will be mentioned throughout this chapter is whether data and 
information create a landfi ll [ 2 ] or truly, measurably change the industry in ways not 
seen to date. The opportunities for data are exploding within an industry facing 
dramatic change and a burdensome task of creating real value before it hurts econo-
mies and individuals even further. 

 Every country, state, employer, payer, provider and individual are affected by 
current data and have a monumental hope for improvement in the future. Data is the 
only universal output from this industry and must become truly impactful not just 
be available to do processes and reporting. Everyone involved is facing dramatic 
and diffi cult decisions about healthcare and data must help not just ride along with 
the change. 

 There are pockets of the industry that are much more integrated in their organi-
zational structures and data handling than the general industry. They are to be com-
mended but it is diffi cult to extrapolate their model in most cases. However, they can 
share their experiences in a context that the other entities can relate to their indi-
vidual pieces. Even the best fall signifi cantly below what is needed. Neither the 
outcomes, costs, transparency nor engagement of individuals meet the needed levels 
for a successful future (Fig.  14.1 ).
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  Fig. 14.1    U.S. National Health Expenditures as a Share of GDP, 1960–2021 (Source: Centers for 
Medicare and Medicaid Services)       
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14.2        Data in Health and the Surrounding Industry 

 Each of you reading this can probably tell a compelling story about your health 
data, the volumes, redundancy and complexity. Most would profess that the infor-
mation is important during an episode or procedure but has little use for you ongo-
ing. Even chronically ill who live daily with issues struggle to have their data be 
useful, available and actionable. Care models throughout the world are made up of 
many processes, caregivers, systems and locations. This has helped fragment data 
for decades and is changing slowly [ 3 ]. Most data is kept as part of process, com-
pliance, care documentation, and research, but does it make a real difference to 
changing value, quality or outcomes before, during and especially after care. 
Picture a beautiful quilt made from many disparate pieces of cloth into a magical 
and pleasing pattern. Compare that to healthcare where most entities consider 
their data the fi nal product rather than making it an important part of the data about 
an individual who has data pieces in many caregiver and payer environments. 
Owning the data is a mantra of importance that many entities hold dear to their 
success. An admirable individual approach but will delay and actually block 
game-changing data sharing and usage. It is so diffi cult to transform data in an 
industry where success of individual entities is based on them being good at their 
piece and protecting their data. The countries and others mentioned above will be 
doing everything possible to redefi ne success factors based on value, true cost 
structure reduction and better population health. Only those who accept that the 
current world healthcare directions are not sustainable will survive the change 
necessary to ensure healthcare spending doesn’t ruin economies, businesses and 
individuals seeking care. 

 Data standards is a subject that gets much attention and has seen progress in 
some countries but is not advanced at all in others. Without standards, sharing of 
information and real transformation will be fragmented at the very best. Countries 
who have not even automated basic information and its sharing. 

 So much is being written about the growing issue of chronic diseases such as 
diabetes. 1  Data and information about this disease have been available to care 
givers and individuals for decades but the incidence continues to rise. Devices 
such as glucometers, free supplies, nutrition guidelines, an internet full of infor-
mation and caregivers who know how to treat the disease cannot slow its increase. 
The opportunities of data and information used in new ways may offer a brighter 
future. Such possibilities will be expanded in each of the paragraphs below to 
show approaches using information and process. Discussions of statistics, data, 
and information however can become numbing and overwhelming to the general 
public. As a person, who is a patient, one wants to know about themselves, in 
their lives and their context. So data, information and processes must matter one 
person at a time to show real outcomes and improve the well-being of 
individuals  

1   Epidemiology/Health Services/Psychosocial Research : Venkat Narayan et al. [ 8 ] 

14 Health Information Crossroad



238

14.3     The New Wave of Data Sources 

 Smart phones, apps, social media, and wearables like fi tbits etc. have changed each 
of your lives in an amazingly short time [ 4 ]. Monitoring patients, wherever they are, 
e-visits and telehealth are examples of the new data sources being embraced by the 
healthcare industry. More data sources whose data must be captured, stored and 
used. Much like you have junk mail in your inbox, what is the junk mail from these 
new sources? Even more importantly, what is worthwhile, to whom, for what, 
against real value that makes a dent in the cost, quality and outcomes so sorely 
needed? This data will dwarf in volume the data that has been and continues to be 
used in today’s processes. When discussing these new sources they are considered 
additional to what happens now not replacements or enhancements to the old. An 
industry that truly needs transformation cannot just keep adding on while not replac-
ing or making markedly signifi cant ROI on these new sources. These new sources 
beg for an architecture of data for every entity that hopes to survive and thrive in this 
new world ahead. Just because data can be accessed doesn’t help this “hoarder” 
industry break its habits and enhance the future. 

 Continuing the diabetes thread, there is an application available by smart phone 
for diabetics developed in Austria. You have probably heard that often, but let’s dig 
deeper. It is an application built by individuals who have and live daily with diabe-
tes; therefore, understanding the minute to minute life impacts. As you listen to the 
developers explain it’s capabilities that improve their daily lives it excites you about 
all people’s lives. Further the cost is surprisingly low and affordable, the informa-
tion gathered is used to the benefi t of all individuals and the application can be 
offered by a country to all its citizens who have diabetes. Personal to each, built by 
like diabetics and used differently by each person; an exciting approach for all ages, 
geographies and environments.  

14.4     Data as a Conduit to Value 

 Just look around as you go about your normal day. What data/information are worth-
while in your life, infl uences your behavior and you would not want taken away. A 
car insurance company offers a plug-in device to evaluate your driving. It captures 
your driving tendencies and judges your capability. If you are good per their evalu-
ation you get good rates! We all know that a credit score is kept on us that impacts 
offerings for large purchases like homes and cars. Social media has exploded with 
opinions about most any subject including your health, diseases and treatments. 
Further many people consider these opinions as valuable as those from care givers. 
Throw in travel sites with prices and reviews for destinations around the world, plus 
the new ability to schedule a taxi, track its arrival and have a set price ahead of time, 
people want convenience focused on them. Service, convenience and immediate 
access are imbedded in our daily lives. Welcome to dealing with people under their 
terms and conditions. How and when can the health care industry really engage in 
this reality of people being people and help infl uence their health and well-being. 
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 Value requires changing both the existing approach to data as well as the future 
uses and direction. So much data exists that can be used to build baselines of perfor-
mance, outcomes and cost that allow new uses of that data against new expected 
outcomes. Value in healthcare going forward is very diffi cult to defi ne and measure 
as every entity tries to change or realign. It takes real leadership to accept so much 
change to what is successful currently. It is exciting to see governments, employers, 
payers, providers and individuals demanding a clearer defi nition of value. Watching 
entities adopt data models, new methods of scoring performance, and higher stan-
dards of interoperability lends so hope but too many are doing it incrementally 
rather than revolutionizing true value. Value in healthcare has always been based on 
people as patients or insurance members. Value going forward will need to think of 
the person as a consumer, parent, child, senior citizen, chronic, employee then 
patient or member. The data and its value cannot be focused on the entities in health-
care predominantly as it has in the past. Infl uencing individuals as they live their 
lives and seek wellbeing on their terms will be paramount. Value will require new 
sources of data that are available outside normal healthcare process [ 5 ]. Many peo-
ple are asked their preferences by airlines and retail entities. That information is 
used to tailor value for that person. That type of engagement is almost nonexistent 
in healthcare so new data can be used in this manner to help value. That data how-
ever will not usually integrate well will existing systems or processes. That data 
used to augment value in the future will make a measurable difference. Value is look 
at through so many lenses in healthcare that success is dispersed. Will doctors and 
hospitals embrace scoring and comparisons, can the cost of healthcare be fl attened, 
will employers demand action, and will governments dictate results. 

 In a European country the Minister of Health authorized the distribution of free 
glucometers to all diabetics in the country. The individuals are asked to bring the 
glucometer to each doctor visit so the doctor can actually see the readings covering 
the time since last visit. This data delivered by the patient to their doctor which 
chronicles actual readings or gaps in readings is invaluable in care. No generali-
ties, no remembering by the patient and no uncertainty by the doctor exists. The 
discussion can range from controlling the disease, to daily fl uctuations, to environ-
mental effects and so on. The value is real to all involved due to the right data, 
personalized, accurate and shared with the doctor. An elegant approach that with 
good process aligned makes the data priceless. Picture further combining the 
application  mentioned above with this capability and you have a precise data fl ow 
and information capability for each citizen that has diabetes, about them and for 
them.  

14.5     Information to Change Behaviors and Affect Outcomes 

 Every healthcare environment is fl ush with data as discussed above. Turning 
that data into useable, actionable and continuously refreshed information is a 
must going forward [ 6 ]. Engaging individuals in their health and wellbeing has 
eluded most all healthcare arenas. Thinking of patients as people and using 
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information accordingly is a white space yet to be captured by the industry in 
meaningful ways. 

 Unless people can really know how to engage with the information available to 
them everything will continue to be sporadic and episodic at best. That will ensure 
that 5 years from now current issues will be dramatically worse. The same issue of 
information is faced by all care givers and support teams in healthcare. How can 
each caregiver tailor the information they get, need and use to change their work 
fl ow to really impact cost, quality and outcomes? No one in the industry can escape 
the magnitude of data but they want to harness what they really need to fulfi ll their 
desire to make a difference every day. 

 Data has been for so long considered an asset itself and information hard to get 
that people are skeptical to transformation and weary about the journey [ 7 ]. 2  

 Data must be evaluated across many dimensions, uses and needs to be more than 
just a costly corporate asset. Data fi ltered by worth, usefulness, quality, is one con-
sideration. Data across processes, procedures, patients, care givers and diseases is 
another consideration.  

14.6     The End Game Expectations 

 True transformation discussed at length in this section requires incredibly strong 
leadership and foresight at so many levels, if real change is to occur. Are there 
enough leaders in the industry with the courage to lead toward an unscripted future. 
That does not just mean at the C level but throughout all levels of an organization. 
The experience of individuals as patients is usually clouded fractured care, unex-
pected costs and many insurance claims. The industry must rework itself to make 
that experience much easier to score from an individual’s point of view. Data, infor-
mation and insights must be a signifi cant conduit to that end, but it must happen 
sooner not later. Embracing the journey from data to information, knowledge, 
insights and fi nally improved outcomes will take all in the industry to achieve. It 
will require helmets and seat belts for this diffi cult journey. Accepting this and lead-
ing is a true crossroad that some will take and others won’t. Let’s hope that the tak-
ers signifi cantly outweigh those who do engage. 

 Consider a healthcare industry worldwide that delivers data and information that;

•    Explains options available to caregivers and individuals needing care  
•   Makes everything aligned to age, health status and preferences for each user of 

the data  

2   The diabetic examples above teamed with the advancement of genomics, cognitive computing, 
smart phone applications and coordinated team care models paint a positive outlook for true per-
sonalized changes for individuals. Data will abound but must be turned into actionable, personal, 
useable and simple information that can be used by each person the masses. As health care becomes 
a consumer business meaning affordable capabilities, changing health status is attainable world 
wide. 
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•   Educates on the transition of diseases whether one or many together  
•   Helps the individual get the right care in the right setting on their schedule  
•   Defi nes incentives, restrictions, cost variances and provider network alignment  
•   Seeks an understanding of personal compliance by patient to their care 

responsibilities  
•   Allows people to declare whether they understand their medications or 

diseases.  
•   Explains care site offerings and home monitoring that really make a difference.    

 This list is not exhaustive but illustrative of the future vision. Every person in the 
world is part of this discussion and its issues. It will take many villages to drive this 
transition. Shame on all of us if we don’t attack these opportunities with enthusi-
asm, strength and vigor.     
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    Chapter 15   
 Health IT’s Essential Role in the Patient- 
Centered Medical Home and Practice-Based 
Population Health Management       

       Paul     H.     Grundy       and     Richard     J.     Hodach    

    Abstract     This chapter focuses on the IT capabilities required by patient-centered 
medical homes, including electronic registries and associated applications that 
enable care teams to automate processes and provide continuous care to their patient 
populations. In addition, the chapter explores new technology options, including 
patient portals, remote monitoring, mobile health apps, and cognitive computing. 
Our goal is to show how patient-centered medical homes can use automation tools, 
analytics, and big data to improve population health.  

  Keywords     Patient centered medical home   •   PCMH   •   Population health   •   Healthcare 
transformation primary care transformation   •   Medical home   •   Primary care Health 
It in PCMH   •   Health it in population health management  

15.1         Introduction 

 As chronic disease management consumes over three-quarters of US health costs 
[ 5 ], there is a need to redesign primary care, to change the emphasis from episodic 
acute care to a continuous, comprehensive preventive approach, to improve health 
and reduce costs [ 44 ]. The core of this redesign is the patient-centered medical 
home (PCMH). The PCMH model [ 3 ], a building block of Accountable Care 
Organizations (ACOs), organizes and optimizes care across time and medical neigh-
borhoods (local hospitals, consultants and services) (Grundy et al. [ 16 ]), and com-
prises 20–25 % of US primary care practices.  
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15.2     The Patient Centered Medical Home 

 The PCMH provides comprehensive primary care based on ongoing, stable rela-
tionships between patients and physician-directed integrated care teams. PCMHs 
charge is to enhance access, coordinate care and improve quality through the use of 
disease registries and health information technology [ 26 ]. The components of a 
PCMH [ 3 ,  27 ] include:

•    A physician-led primary care provider/team that provides fi rst contact and high- 
quality, continuous, comprehensive care for and in partnership with patients and 
families  

•   Patient-centered care with continuous (24/7) access to care providers  
•   Care coordination across time, settings (inpatient/ambulatory) and services  
•   Formal recognition: certifi cation and reimbursement that refl ects the value of 

these services     

15.3     Physician-Led Care Teams 

 PCMHs use a physician-led, multidisciplinary (nurses, managers, health 
coaches, and others), team-based care model to ensure that all patients are cared 
for in the right place, at the right time, and in the manner most appropriate to the 
patient [ 25 ] to help them navigate the system and achieve agreed-upon health 
goals. Teams may be broadened to include professionals in the home, including 
specialists (especially behavioral health services), home health nurses, educa-
tors, therapists, pharmacists, social workers and increasingly, family caregivers 
[ 27 ,  28 ].  

15.4     Patient Access 

 A National Committee on Quality Assurance (NCQA) recognized PCMH must 
provide:

•    Timely appointments and enhanced access to care patients (same-day appoint-
ments, extended hours) and self-scheduling  

•   Access to clinical advice on a 24/7 access. Clinicians on call must have access to 
the EHR with phone or secure messaging    

 These functions may be provided through a patient portal through which patients 
must be able to schedule appointments, refi ll prescriptions, viewing lab results and 
access records.  
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15.5     Care Coordination 

 Care coordination, a PCMH requirement, is assurance of a patient’s navigation 
through the medical neighborhood to reach specifi ed and agreed-upon care plan 
goals. The assignment of roles and tasks to specifi c stakeholders (patient, provider, 
team members, consultants, service providers) helps to improve outcomes and to 
reduce waste and ineffi ciency. Care coordination extends the care team and requires 
the cooperation of all stakeholders in the medical neighborhood providing services 
to the patient. As the health status of the patient evolves, revisions in the care plan 
must be shared with all participants in a timely fashion.

•     Test and results tracking and follow-up  
 PCMHs must record test (laboratory, imaging, etc.) orders in an EHR and cap-
ture and store results in structured data fi elds. NCQA also requires tracking of 
and follow-up on all ordered tests, which may be supported by EHR-S alerts for 
missing results. Another supporting EHR-S functionality is providing patient 
access to results and to information about their meaning [ 6 ].  

•    Referrals and follow-up  
 PCMHs must send electronic summaries of care that include the care plan and 
pertinent test results to other providers in more than 50 % of referrals (This is also 
a requirement of Stage 2 Meaningful Use). Referrals must be tracked until con-
sultant reports are received. Some EHRs have features that allow this to be done 
automatically. While NCQA-recognized PCMHs meet these referral require-
ments, the online exchange of health information continues to be problematic.  

•    Care transitions  
 PCMHs must exchange key clinical information electronically with other care 
providers, such as hospitals, EDs, and nursing homes, at transitions of care. They 
must identify patients with unplanned hospital and emergency department 
admissions, share clinical information with admitting hospitals and EDs and 
consistently obtain patient discharge summaries. 
 Although, many hospitals still do not send timely discharge summaries to pri-
mary care physicians, a few institutions have modifi ed their admission-discharge- 
transfer (ADT) systems to let patients’ doctors know when they’ve been admitted 
and discharged (early notifi cation system).     

15.6     Formal Recognition 

 While several organizations certify patient-centered medical homes, the National 
Committee on Quality Assurance (NCQA) is the principal agency for PCMH rec-
ognition [ 13 ]. As of September 2014, NCQA recognized 8,112 practice sites 
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encompassing 40,841 clinicians as PCMHs [ 34 ]. By November 2014, close to a 
quarter of US primary care physicians were at some stage of creating a PCMH. This 
growth is fueled by fi nancial incentives from health plans that offer higher payment 
rates, care coordination fees, pay for performance, and shared savings [ 13 ] for rec-
ognized PCMHs. As of 2012, over 90 insurers recognized PCMHs and over four 
million Blue Cross Blue Shield members in 39 states were served by a PCMH [ 36 ]. 
A 2013 survey counted 114 payer reform initiatives for PCMHs, covering 20 mil-
lion lives [ 13 ], with Medicare and Veterans Health pilots underway [ 36 ,  24 ].  

15.7     Impact on Practice 

 Research and industry studies have demonstrated strengths and challenges in imple-
mentation of the PCMH model:

•     Strong results  
 Payers have focused on the PCMH model because it saves them more than it costs. 
United Healthcare, for example, recently announced that its medical home pro-
grams in four states showed average third-year net savings of 6.2 % of medical 
costs, resulting in a return on investment of 6:1 [ 49 ]. Similarly, a medical home pilot 
at the UPMC Health Plan in Pittsburgh yielded an ROI of 160 % [ 42 ]. And Geisinger 
Health System (which includes a health plan) estimated its net savings from its 
PCMH model at $3.7 million, for a return on investment of more than 2:1 [ 15 ]. 
 A recent peer-reviewed study found that PCMHs reduced Medicare payments by 
an average of $325 per patient, compared to a comparison group of non-PCMH 
practices. ED visits dropped by 7 % for the PCMHs, and hospitalizations of their 
sickest patients fell 4 %, although overall hospital admissions did not decline [ 33 ]. 
 Much of the savings associated with the PCMH model come from avoided ED 
visits and hospitalizations. According to a summary of peer-reviewed PCMH 
studies by the Patient-Centered Primary Care Collaborative (PCPCC), 61 % of 
these studies reported fewer ED visits, 31 % reported fewer hospital admissions, 
and 13 % reported fewer readmissions [ 31 ]. The PCMH is also associated with 
improved access and quality. The PCPCC says that 31 % of the studies it reviewed 
showed improved patient access, 23 % reported higher patient satisfaction, 31 % 
found an increase in preventive services, and 31 % registered improvements in 
population health [ 31 ].  

•    Areas for improvement  
 Not all PCMH studies have shown positive results. A RAND study of an early 
multi-payer PCMH [ 7 ] initiative in Pennsylvania found that the pilot was associ-
ated with improvement on only one of 11 quality measures and was not associ-
ated with lower ED or hospital utilization or a reduction in total costs over 3 years 
[ 14 ]. But a commentary by people involved in the program suggested that the 
results of this study might have “oversimplifi ed” the experience of the 
Pennsylvania Chronic Care Initiative. The study failed to capture improvements 
in important intermediate outcomes such as blood pressure, LDL cholesterol and 
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blood sugar control in diabetic patients, the authors said. Also, they pointed out, 
the program had initially made a mistake by not allocating funds to hire nurse 
care managers for high-risk patients—an oversight that was later corrected [ 8 ].     

15.8     Population Health Management 

 By emphasizing continuous proactive care and providing collective information 
about the ongoing health of patients they serve, PCMHs offer the opportunity to 
manage and improve population health. Population health is defi ned as “the health 
outcomes of a group of individuals, including the distribution of such outcomes 
within a group” [ 23 ]. 

 Practice-based population health (PBPH) management uses information on 
specifi ed subgroups of patients within one or a group of practices to improve the 
overall care and clinical outcomes of all patients within that practice ([ 2 ], 6). 

 Population health also depends on other factors, including health literacy, socio-
economic status, geographical location, access to care, transportation, and the phys-
ical environment in which patients live [ 30 ]. Population health management (PHM) 
has several domains:

•    Identifi cation and characterization of subgroups of patients to stratify risk  
•   Guidance and support for patients and providers to assure adherence  
•   Measurement and feedback on practice patterns to improve performance  
•   Information sharing among stakeholders to assure transparency and improve 

quality and safety     

15.9     Identifi cation, Characterization and Risk Stratifi cation 

 The fi rst step in managing population health of a practice is assessment and stratifi -
cation of the health risks within the practice’s patient population. One method is to 
screen all patients proactively (health risk assessment, HRA) via questionnaires that 
may be distributed online at the PCMH level. If a PCMH is associated with a regis-
try, health analytics may be able to use known indicators to identify patients at high 
risk [ 18 ]. Typically, 5 % of a patient population accounts for about 50 % of its health 
costs for a given risk [ 10 ].  

15.10     Guidance and Support for Patients and Providers 

 The next step in PBPH is to identify gaps in preventive and chronic care for patients 
identifi ed in population-wide registries. Analytics can identify patients that are over-
due for specifi c services and can link them to their PCMH provider teams, 
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customized to match the treatment preferences of patients and practices. Combined 
with automated messaging to patients about preventive or chronic care, analytic fore-
casting has been shown to increase patient adherence (Rai, et al. 2011). Combined 
with pre-visit prompts to providers and managers, practices can proactively assure 
that patients receive all appropriate, timely and up-to-date care during visits [ 21 ]. 
Examples of some organizations using registries today to identify patient care gaps 
include Group Health, Prevea and the Northeast Georgia Physicians Group.  

15.11     Measurement and Feedback on Practice Patterns 

 An area of central importance in PBPH and PCMH management is ongoing mea-
surement of practice performance, resource utilization and costs.

•     Disease-specifi c care quality  
 Beginning with disease-specifi c, risk prevalence data on populations within a 
registry (such as diabetes or hypertension), completion rates for clinical goals 
(HbA1c levels, BP measurements) and short and/or long-term health outcomes 
(hospitalizations, adverse events) for patients can be measured to assess perfor-
mance of PCMHs and larger organizations on disease-specifi c targets. Registry 
analytics can drill down to completion of health goals and outcomes as linked to 
specifi c providers, practices or subcategories of patients and provide feedback to 
providers and care teams for lifelong learning and practice improvement. For 
long-term outcomes, PCMHs must link clinical data (HbA1c levels, BP mea-
sures) with patient-reported data (functional status, self-perceived health) and 
perceptions about the quality of health and the care received.  

•    Utilization and Care Costs  
 Associated with performance measurement is cost management. Cost metrics 
are of particular importance if an organization or practice is providing care for 
patient populations at higher risk for high-cost care (or for other fi nancial loss, 
ACO two-sided model). Economic forecasting of population care costs (how 
many patients will likely need expensive care) based on clinical and claims data 
can help guide organizations to allocate resources to meet the needs of high-cost 
segments and conditions within the population to anticipate and mitigate costs of 
Emergency Departments and hospital admissions.     

15.12     Information Sharing Among Stakeholders 

 A key IT functionality needed in PBPH is timely and organized communication 
among stakeholders. Within the PCMH, EHR systems can facilitate internal com-
munications and tasking, using alerts and secure messaging (via patient portals). 
Health information exchanges (HIEs) offer conduits for record sharing with other 
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stakeholders in medical neighborhoods (however such HIEs and the protocols that 
support sharing (i.e., the Direct Protocol) are not yet widespread in the US). 

 Communication is essential in care transitions such as hospital admissions and 
discharges. Examples include:

•    Hospital ADT alerts to PCMHs (Private communication: Tim Pletcher, CEO, 
Michigan Health Information Network) within a region to facilitate early care 
coordination for unexpected admissions  

•   Electronic messages to patients shortly after a hospital discharge to ask if they 
have questions about instructions or medications and to assure their connection/
follow up to their PCMH [ 18 ].  

•   The Michigan Health Information Network (MiHIN) uses ADT feeds from hos-
pitals to provide alerts to physicians across the state [ 39 ].     

15.13     Health Information Technology in PHM 
and The PCMH 

 PCMH certifi cation criteria emphasizes health IT measures related to access and 
electronic communication, patient tracking and registry functions, care manage-
ment, patient self-management support, electronic prescribing, test tracking, refer-
ral tracking and performance reporting. NCQA Level 3 PCMH recognition is a 
requisite by payers for fi nancial incentives (NCQA 2014). Recommended health 
information technology functionalities for achieving PHM [ 43 ] have been 
articulated.  

15.14     Medical Home Technologies and PHM 

•      Electronic health records, necessary but not suffi cient  
 EHR systems are indispensable to providing the scope of care [ 19 ,  32 ] required 
for PCMH certifi cation, but current systems lack complete functionalities needed 
for PHM. Limitations include: inability to generate population-based reports 
easily; problems in presenting usable alerts and reminders; inability to capture 
data on preventive care; and non- interoperability between different EHR sys-
tems [ 2 ]. In addition, longitudinal care plans are not used [ 12 ] and while systems 
may be able to alert providers about gaps in care, they do not link to relevant 
clinical patient data [ 29 ].  

•    Automation of clerical functions, essential  
 It has been calculated that a “manual” PCMH requires 4.25 FTE staff members 
per FTE physician, 1.57 staffers more than the average primary care doctor uses 
in a non-PCMH practice. Most of this difference represents the hiring of nurse 
care managers [ 35 ]. At Prevea Health [ 37 ], a multispecialty group in Green Bay, 
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Wisconsin, automation enables managers to cover two to three times as many 
patients as possible with manual methods, with time savings in completion of 
routine tasks such as chart preparation and patient follow-up communications. 
Prior to deployment of the solution, managers spent an average of 188 min per 
high-risk patient (47 min searching the EHR for information, 2.5 patients per 
day). After implementation, they could process an average of 6.5 patients per day 
[ 40 ]. In addition to making the scope of PCMH care feasible, automated func-
tions can make teams effi cient and cost-effective [ 4 ].  

•    Electronic communication, effi ciency and outcomes  
 EHR system-based secure messaging and telephone calls enhance patient access 
and in-person visits. Patients are contacted in advance of visits to clarify con-
cerns and expectations. Providers reviewed electronic records, including care 
gap alerts before each visit. A pilot study in the Seattle Group Health HMO 
found 6 % fewer in-person visits, 80 % more secure message threads and 5 % 
more telephone encounters with providers than without these tools [ 41 ]. Patient 
communication through email, secure messaging and access through practice 
portals are key components to improving PCMH outcomes.  

•    Cognitive computing, great potential  
 “Cognitive computing” or harnessing the power of supercomputers to support 
care has great potential that is being explored and tested. One potential is as a 
pre-processor of current medical knowledge and literature to provide clinicians 
with answers and syntheses based on evidence to diffi cult questions. Another is 
to provide clinical decision support based not only on discrete data, but also 
unstructured information that forms about 80 % of the information stored in 
EHRs [ 1 ,  9 ,  22 ] to support diagnosis and management of individual patients with 
the potential to incorporate and integrate data from many other sources, such as 
geographical and income data, that have a bearing on population health, as well 
as the treatment of individual patients [ 46 ]. As an example, the Carilion Clinic 
Healthcare System in Roanoke, Va has used IBM Watson technology’s [ 11 ,  20 ] 
predictive modeling power to process structured and natural language data from 
the EHR. From 3 years’ data, Watson identifi ed 8,500 patients at-risk for conges-
tive heart failure, a leading source of the healthcare system’s costs.     

15.15     PHM Technologies Beyond the Medical Home 

•      Patient Registries and Analytics  
 PCMH level analytics are a key enabler to help care teams manage patients 
effectively and effi ciently [ 21 ]. By applying analytical algorithms to EHR and 
claims data, teams can identify and track cohorts of patients by risk, adherence 
and appropriate medication use. Multimodal (secure messaging, phone) auto-
mated messaging can remind patients of appointments, prescriptions and other 
follow ups. 
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 One major goal of care is to reduce exacerbations of high-risk conditions 
that lead to ED visits or hospitalizations. Analytics can produce registry-based 
summaries about patient care gaps in groups, and prioritize cases re: proactive 
care manager interventions for high-risk patients. Depending on the PCMH’s 
stage of technology adoption, they may conduct such programs for medium-
risk and low- risk patients. Across the entire population, they endeavor to engage 
patients in managing their own health [ 21 ]. For example, different intervention 
programs might be aimed at those with Type 1 diabetes mellitus (DM), Type 2 
DM, Type 2 DM plus hypertension, or poorly controlled Type 2 DM, with dif-
ferent educational materials and self-care recommendations sent to patients in 
each cohort. 

 Electronic registries link patient data about individuals to temporal clinical 
data from multiple sources (PCMH, laboratory, pharmacy, etc.) and allows for 
aggregation to generate knowledge about populations. In addition to helping prac-
tices identify patients at risk and to guide care and education, registries can, with 
appropriate analytical tools, provide practices and health care organizations with 
data and predictive insights for health risk stratifi cation, identifi cation of gaps in 
care, quality reporting and fi nancial/performance evaluation. Importantly, aggre-
gated data from multiple registries can also facilitate regional collaboration [ 21 ]. 

 Areas where health IT has improved the effi ciency of PCMH processes center 
on care coordination and communication tasks within a given “medical neigh-
borhood” of a primary care based practice. Published examples of registry-
enabled medical neighborhoods include the Jackson Health Network in Michigan 
[ 17 ] and the Northeast Georgia Physicians [ 38 ].  

•    Remote patient monitoring  
 This modality has been used most frequently with high-risk patients, such as 
those with congestive heart failure or for post-surgical home recovery, but has 
also been used successfully to support patients with day-to-day management of 
chronic disease (diabetes and hypertension, [ 48 ]). PCMH care teams may use 
this kind of data—which must be screened for relevance—to provide automated 
or live feedback to patients on their health management. In addition to tele- 
monitoring systems, today numerous mobile apps allow patients to self-monitor 
their conditions using smartphones. Increasingly, these mobile apps are being 
used in conjunction with portable devices such as glucometers, but integration of 
these patient-generated data into physicians’ EHR systems is still low due to 
interoperability obstacles [ 47 ], as well as physicians’ concerns over certifi cation 
of these patient data for safety, accuracy and effectiveness.  

•    Remote consultations  
 No longer relegated to dedicated tele-health applications, clinician/patient 
remote visits are increasingly taking advantage of the availability of high- 
bandwidth video, well as consumer available apps on any Smart phone, such as 
“FaceTime” to do a “home” visit or consultation [ 45 ]. Increasingly, this form of 
consultation is being accepted by payers in geographic areas with low availabil-
ity of specialty services, or for home visits for patients who are homebound.     
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15.16     Conclusion 

 The PCMH is recognized as an engine of healthcare reform. It is a building block of 
Accountable Care Organizations, the core of clinically integrated networks, and 
arguably the care delivery model that has the greatest potential to organize medical 
neighborhoods. PCMHs are gaining traction among primary care physicians as they 
cope with rising demands for services and a fast-changing reimbursement system. 
Information technology is an essential enabler for this transformative care delivery 
model as well as to achieve the Triple Aim goals in population health management. 
As detailed in this chapter, population health cannot be managed at an affordable 
cost unless providers have the needed information technology tools to apply auto-
mation to routine tasks. Moreover, the PCMH needs analytics that permit it to strat-
ify patients by health risk, identify their care gaps, and enable care managers to 
intervene quickly with high-risk patients. Analytics are also essential to perfor-
mance evaluation and cost management. 

 In conclusion, due to current lack of interoperability among EHRs and EHR 
systems, health IT has a long way to go before it can provide all of the support that 
PCMHs will need for population health management and care coordination. But, 
without health IT, a PCMH would have very limited capabilities. So the two trends 
are expected to continue evolving together.     
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    Chapter 16   
 Patient-Interactive Healthcare Management, 
a Model for Achieving Patient Experience 
Excellence       

       Martha Jean     Minniti      ,     Thomas     R.     Blue     ,     Diane     Freed     , and     Sasha     Ballen    

    Abstract     Today technology abounds for consumers to connect in health care 
however, technology to date has focused primarily on the provider and claims data 
with little room for the patient’s voice. Patient reported data comes secondhand 
through what providers learn as witness to patient symptoms or complaints. 
Unfettered access to patient reported data affords organizations and providers a 
pulse on performance from the patients view. Learning about individual patients’ 
needs, problems and daily choices as the basis for improved care coordination and 
management provides new insights. The patient’s voice makes the critical connec-
tion between care provided and continual improvement in care. In this chapter we 
will explore patient interactive reporting as a model for improving care and review 
case studies where patient feedback drove rapid cycle improvement through the 
use of real time feedback at the point of care (POC), exhibiting high levels of 
responsiveness and agility. P-IHM provides a blueprint to put more convenient, 
safer, higher quality healthcare into consumers’ hands; the impact: improved qual-
ity at lower costs.  
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16.1         Introduction 

 I have learned what applies in manufacturing, also applies in healthcare, the better 
health and the higher learning of the people involved (as the products with a voice) are 
the real products. This is what makes P-IHM disruptive and transformative, in raising 
peoples voices their voices raise the quality and lower the costs of healthcare. 

16.1.1     Health Care Costs Spiraling Out of Control 

 In 2006, a Public Announcement that neither Medicare nor Social Security could sus-
tain projected long-run program costs in full under scheduled fi nancing was made 
through the annual Medicare Trustees Report to Congress. For the fi rst time in 
Medicare’s history this meant that Medicare recipient access to care funded by Hospital 
Insurance (HI-Medicare Part A), entitlements that help pay for hospital, home health, 
skilled nursing, and hospice care for the aged and disabled, and Supplementary Medical 
Insurance (SMI-Medicare Part B), which help pay for physician, outpatient hospital, 
home health, and other services for the aged and disabled, would be curtailed. Several 
factors were cited for the unsustainable defi cits in this report; the majority were attrib-
uted to “unnecessary” expenditures and costs. The conclusion in this Announcement 
was without legislative changes future benefi ciaries and taxpayers would experience 
disruptive consequences. These would be further exacerbated and accelerated by the 
Recession of 2008, the greatest recession in 50 years. Combined, these events triggered 
an unprecedented period of international chaos. The efforts to restore health care order 
were eventually coined: “Health Care Transformation.”   

16.2     Background 

16.2.1     Necessity the Mother of Invention 

 In 2006, preliminary aspects of the Patient-Interactive Healthcare Management 
(P-IHM) model were introduced through the United States Patent and Trademark 
Offi ce and subsequently to several public offi cials appointed to protect the public 
interest. By 2007 the model’s scope evolved into a solution to an emerging health 
care crisis and presented to the Offi ce of the US Secretary of Health and Human 
Services for this purpose. Its scope incorporated macro and micro versions for 
attaining greater accountability in health care by empowering people with the abil-
ity to scrutinize quality and costs in a manner that was scalable to every individual 
encounter with healthcare. The ability to scrutinize billions of annual inpatient, out-
patient, and home encounters and the medication and supplies that resulted would 
improve individual patient safety while the collective effect would decrease the 
Offi ce of Management Budget’s (OMB) reported $600,000,000,000 of “unneces-
sary” expenditures; costs signifi cantly impairing the solvency of the Medicare Trust 
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Funds. According to Michael Levitt the US Secretary of Health and Human 
Services, “Using the patient’s energy was the most forward thinking solution I have 
heard.” Most solutions brought to him required more time and work from Physicians 
and staff, and this was impractical; both were at their exhaustion point and the 
patient’s energy is unlimited. Secretary Levitt arranged for sharing the model with 
key staff working for the Agency of Health Research and Quality (AHRQ), the 
Centers for Medicare and Medicaid (CMS) and others. 

 By 2008 all 50 states were struggling to revive their economies due to the great 
recession. All 50 states number 1 priority was to get health care entitlements under 
control, because they were unable to balance their budgets plus meet their health-
care obligations. During the next several years, the model was further introduced to 
administrators at state and city levels who were struggling for solutions to the ava-
lanche of municipal problems caused by the great recession of 2008. For the next 
7 years the national attention was focused on an electronic medical record solution 
while seeds for incorporating the patient’s voice to complete a comprehensive 
national solution were slowly taking hold in the public conscience. This was vali-
dated in the Patient Protection and Affordable Care Act of 2010.  

16.2.2     Rigors and Findings 

 P-IHM Research and Development was initiated in earnest in 2007 and recently 
culminated nine demonstration projects including: three IRB clinical trials and one 
CMMI demonstration project. The initial span of R&D tested certain aspects of a 
patented series of pre-commercialized methods and electronic program codes that 
combined with electronic processors to provide a unique apparatus that invoked the 
functionality of patient-interactive healthcare management to improve healthcare. 
Portions of R&D concentrated on identifying and managing variations in care, 
effectiveness of care, patient needs, systematic defi ciencies, and speed of corrective 
resolutions. This R&D produced substantial peer-reviewed fi ndings that confi rmed 
the feasibility, reliability and safety of providing of Patient-Interactive Healthcare 
Management to the public for consumption to improve their personal health out-
comes and the healthcare systems. The model provides the overarching ability to 
preserve quality at a time, when healthcare cuts will continue into the unforeseeable 
future as indicated in the 2006 Medicare Trustees report to Congress [ 14 ] and veri-
fi ed in the 2014 report [ 13 ]. These fi ndings show how when health information tools 
P-IHMS infrastructure is implemented people will, as a regular practice, interac-
tively engage which enables early warnings to be instantaneously delivered to pro-
grammed users. In response, P-IHMS enables protective actions to be taken to 
resolve reported problems and needs at accelerated speeds, and to monitor the 
intended effect of these actions in real-time. 

 Healthcare’s obsession with the electronic medical record made the scientifi c 
rigors of pioneering the reliability and economic relevance case for patient gener-
ated data challenging, and all-consuming. The marketplace was pre-mobile (iphone, 
ipad, Android), and the Federal Government had yet to legislate a national health 
policy (pre-HITECH Act, Affordable Care Act, Medical Loss Ratio, ONC, Blue 
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button, etc.) or mandate regulations for enforcement let alone promulgate compul-
sory patient reporting for the public good. The concept of putting decision making 
control at the fi ngertips of patients was considered radical and unreasonable by 
some of the status quo. It encountered signifi cant resistance from segments that felt 
their market share was threatened by advancing the Patient-Centric Paradigm. 
Recent history shows to overcome these barriers requires a convergence of external 
forces: rapid changing world demographics, recession, consolidation of the banking 
industry, war, and the  information age . These forces imposed their will to eclipse 
paradigms of generations gone by. Among these were the design, access to, delivery 
and monetization of healthcare. By 2009 Healthcare economics merged with  con-
sumer information markets  and barriers broke down at unprecedented speeds. 
Implementing a P-IHM blueprint would quickly commercialize personalized 
healthcare transactions. 

 Part of the research activity included modeling the economic implications of 
P-IHM. This modeling showed how P-IHM creates an unanticipated economic 
spillover effect at the macro level. A prime example is Government sponsored 
healthcare. Because Government is the largest consumer and payer source around 
the world it makes Government the largest benefi ciary of the unexpected dividends 
associated with implementing P-IHM on a macro basis. The spillover is contained 
in opportunities to reallocate saved, unexpended healthcare funds into public sector 
domains e.g. education, social services, law enforcement, environmental etc. to pro-
vide an unprecedented public benefi t. The systematic confi gurations which enables 
P-IHM to scale makes achieving these economics feasible. For example at the 
macro level, the Federal Government adopted the P-IHM blueprint to channel infor-
mation from Medicare recipients into its databases to help attack fraud and abuse. It 
did the same to institute a provider quality rating system; applications explained and 
illustrated in US Patents citing Patient-Interactive Healthcare Management [ 4 ]. 

 This chapter is dedicated to providing a synopsis of select principles, concepts, 
techniques, fi ndings and applications embodied in Patient-interactive Healthcare 
Management (P-IHM). It will concentrate on examining two transformational ben-
efi ts enabled by Patient-interactive Healthcare Management: fi rst, the ability to 
intensify the magnitude of individualized care and the corresponding outcomes in 
the lowest cost setting and, second, the related ability to avoid “unnecessary” costs.   

16.3     Principles Concepts Techniques Applications 

16.3.1     What Is It? 

 The P-IHM model contains confi gurations of Healthcare Sciences, Arts, Regulations, 
Standards, Financial Services, and people’s one to one and contemporaneous elec-
tronic interactions with a host of stakeholders in health care aimed at instantly 
improving accountability, quality, effectiveness, patient safety, compliance and 
management, across the health care continuum. This can be accomplished from any 
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Point of Care (POC) where an individual resides and healthcare is rendered. At the 
micro level, individuals (family members) use P-IHM to intersect healthcare and 
improve their personal quality and cost outcomes, and because of sheer volume of 
annual patient encounters the macro level quality and cost outcomes also improve 
the system. 

 An example of patient-interactive health care management system provides 
means for healthcare services rendered to a patient to be confi rmed by the patient 
immediately after the healthcare services are rendered. The patient is provided the 
ability to electronically verify the accuracy of rendered services/goods and provide 
an assessment of the rendered services/goods. 

 Healthcare is managed via patient interaction at the time the patient is visiting a 
health care facility to receive health  care services and/or goods. As used herein, the 
phrase “healthcare services” refers to healthcare services and/or healthcare goods. 
Patient-interactive healthcare management as described herein has numerous appli-
cation, including, for example, home health, skilled nursing, assisted living, hos-
pice, teaching facilities, dental healthcare, holistic healthcare, mental healthcare, 
occupational healthcare, physical rehabilitation, and healthcare related encounters 
between patient/ consumer and a practitioner/provider. 

 In examples to come this contemporaneous interaction includes assessing the 
quality of provided health care services and verifying the accuracy of an invoice, 
prebill, bill, charge ticket, or the like, listing the services provided. Additionally, 
information can be provided to the patient to educate the patient about healthcare 
and about actions the patient can take to improve her/his health. The results of the 
patient’s interaction are provided to a database for storage, to a third party respon-
sible for delivering and managing the patients care and paying for the rendered 
services/goods, an agency for collecting health care information, the healthcare 
facility that provided the services/goods, or a combination thereof. Providing results 
and comparisons of the patient’s interaction in this manner (e.g., feedback) can 
result in improvements in patient and provider behavior. 

 Patient-interactive healthcare management as described herein can help Federal 
and State governments, private practices, employers, and/or patients improve the 
quality and cost of healthcare. Example of patient-interactive healthcare manage-
ment examples include being a web based, multimedia resource, programmed to 
gather useful patient and provider data using the patient’s energy via surveying the 
patient at the end of the doctor visit. Various embodiments of patient-interactive 
healthcare management also can be programmed to provide periodic consumer 
reports to the patient. Example consumer reports include local reports, regional 
reports, national reports, physician offi ce customer satisfaction reports, and statis-
tics such as the number of procedures performed by a physician per period of time 
(year, month, etc.), or a combination thereof. In other examples, patient-interactive 
healthcare management provides patient education information, and is usable to 
propagate public awareness about ways to more wisely manage healthcare resources. 
In other examples, patient-interactive healthcare management is a consumer driven, 
point-of-service tool which can be placed in a healthcare facility, to empower 
patients to exercise normal buying behaviors When a patient sees a practitioner 
(e.g., physician, nurse, physician’s assistant, psychologist, psychiatrist, physical 
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therapist, or the like), patient-interactive healthcare management allows the patient/
consumer to express the level of satisfaction with the quality of care received, and 
to verify that specifi c services were rendered during the visit. 

  Because Patient-Interactive Healthcare Management empowers people with 
standardized health information tools and technologies to systematically and con-
temporaneously communicate with the healthcare system, their access to quality 
healthcare at lower costs can be as ubiquitous as the availability and use of elec-
tronic devices in their daily lives programmed to implement it. The breadth and 
scope of patient-interactive healthcare management is not limited to any single 
embodiment; this makes its magnitude of economic implications transformative.  

16.3.2     Why Is P-IHM a Catalyst for Change? 

 Without P-IHM, systematically protecting the most susceptible aspects of health 
care would remain impossible. P-IHM can easily changes the way people experi-
ence healthcare for example, the ability to access healthcare the way they want, 
when and where they want it. Most importantly consumers will receive what they 
are paying for and have the ability to immediately contest if they are not. The impli-
cations and economic magnitude of its worldwide feasibility make it a catalyst for 
change. The fi ndings show that when the P-IHM program code is loaded and imple-
mented it enables immediate communications to be exchanged at both the macro 
and micro levels. For example, early warnings can be instantaneously delivered to 
programmed users, and in response, protective actions can be taken to resolve prob-
lems and needs at accelerated speeds, and the intended effect of these actions can be 
evaluated and monitored in real-time. 

“Patient-interactive health care management provides the ability for health-
care services received by a patient to be electronically confi rmed by the patient, 
or designated person, immediately after and subsequently after the healthcare 
services are rendered. The patient/designated person may be provided the abil-
ity to verify the accuracy of an invoice for the rendered services/goods and 
may provide an assessment of the rendered services/goods. The patient/desig-
nated person may provide this information via an appropriate stationary and/
or portable processor. Healthcare may be received at any appropriate location 
or locations. The evaluation may occur at any appropriate location or loca-
tions. An after care risk assessment may be provided to the patient/designated 
person to evaluate the patient’s status immediately after, subsequently after, 
and/or in between the healthcare services rendered. Patient-interactive health 
care may protect the safety of patients, mitigate disparities in care, protect pay-
ers, and/or facilitate adoption of health information technology”.
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 Driven by consumer engagement energy, P-IHM enables otherwise unattainable 
economies of scale and patient safety to be achieved through the contemporaneous 
communications (access, exchange, and sharing) of individual interactions, encoun-
ters and experiences – direct and indirect, clinical and non-clinical – spanning the 
care continuum, that comprehensively inform the health care system at unsurpassed 
speeds (immediacy) and accuracy (completeness). The combination of speed, com-
pleteness and standards-based real-time data driven by the interactive- patient inten-
sifi es the ability to produce an  immediacy  of quality response. The  immediacy  of 
quality response, is a byproduct of P-IHM. It is a critical factor in resolving patient 
problems, needs and preferences before situations and conditions deteriorate beyond 
the opportunity to take corrective actions that preserve lives, raise quality, and avoid 
unnecessary costs. The information derived from implementing P-IHM provides 
detailed costing data which organizations need to coexist in an accountable care era 
that expects higher quality healthcare at lower costs. While patient-interactive 
healthcare management allows for versatility, modifi cations and additions. P-IHM 
is not limited to any one confi guration. For example, patient-interactive healthcare 
management may apply to any environment, whether wired or wireless, and may be 
applied to any number of devices connected via a network and interacting across the 
network. 

 The methods and apparatus for patient-interactive healthcare management also 
can be practiced via communications embodied in the form of program code that is 
transmitted over some transmission medium, such as over electrical wiring or 
cabling, through fi ber optics, or via any other form of transmission, wherein, when 
the program code is received and loaded into and executed by a machine. While 
examples of P-IHM have been described in connection with various computing 
devices, the underlying concepts can be applied to any computing device or system 
capable of implementing patient-interactive healthcare management. Various tech-
niques can be implemented in connection with hardware or software or, where 
appropriate, with a combination of both. Thus, the methods and apparatus for 
patient-interactive healthcare management, or certain aspects or portions thereof, 
can take the form of program code (i.e., instructions) stored in tangible media, such 
as diskettes, CD-ROMs, hard drives, or any other machine-readable storage 
medium, wherein, when the program code is loaded into and executed by a machine, 
such as a computer, the machine becomes an apparatus for implementing-IHM. The 
methods and apparatus for patient-interactive healthcare management also can be 
practiced via communications embodied in the form of program code that is trans-
mitted, such as over electrical wiring or cabling, through fi ber optics, or via any 
other form of transmission, wherein, when the program code is received and loaded 
into and executed by a machine, such as an EPROM, a gate array, a programmable 
logic device (PLD), or a client computer, the machine becomes an apparatus for 
patient- interactive healthcare management. When implemented on a general-pur-
pose processor, the program code combines with the processor to provide a unique 
apparatus that operates to invoke the functionality of patient-interactive healthcare 
management. The construct of P-IHM enables many forms of electronic healthcare 
including but not limited to Telehealth, Telemedicine, Telemonitoring, transaction 
based and so on. Additionally, any storage techniques used in connection with 
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patient- interactive healthcare management can invariably be a combination of hard-
ware and software. 

 In hindsight information electronically generated from patients about their expe-
rience to identify and resolve safety, quality, clinical, administrative and fi nancial 
issues before they deteriorate may seem simple or mundane. In reality engineering 
this technology without a national infrastructure, or guidelines, made creating 
Patient-interactive Healthcare Management complex, since P-IHM involves align-
ing databases, and IT functionality with real-time patient-interactive processes and 
healthcare workfl ows from any point in healthcare with techniques for stewards and 
stakeholders to contemporaneously pinpoint and protect the most vulnerable aspects 
and patients. 

 P-IHM will advance the technical fi elds of medical economics, health care 
accountability, health care management, patient adherence, engagement, safety, lit-
eracy, health care cost analysis, health care service analysis, social services, fi nan-
cial services and more. The versatility, improved patient outcomes and fi nancial 
benefi ts of P-IHM constitute a specialty within health care with supported by the 
data suggest independent third parties credentialed and experienced in P-IHM. The 
chapter fi ndings support how the functional applications of P-IHM facilitates 
advancements in medical, life sciences, social services and the fi eld of healthcare 
management by enabling people to interactively manage their healthcare (choices, 
decisions, coordination and outcomes) in a structured, coordinated way while inter-
acting with stakeholders in healthcare that sponsor, underwrite, deliver, oversee, 
advocate and adjudicate patient care. The patient safety and service recovery aspects 
alone offer unequaled economic benefi ts.  

16.3.3     Conceptual Framework of Control: Who’s in Control 
of My Healthcare? 

 There is a sharp contrast in how patients see their participation in health care. Some 
people go to the doctor to fi nd out what’s wrong with them. Others go prepared to 
be engaged in a shared decision making process. When it comes to a patient’s out-
look, perceiving their experience as internally or externally driven distinguishes 
health from ill-health ([ 15 ], p. 151). Patients who fi nd their physical and mental 
condition “healthy” see themselves in control. Those relinquishing control to their 
care providers are by defi nition “unhealthy.” As Levenson [ 8 ,  9 ] proposed, these two 
mindsets are mutually exclusive. 

 It is a long established principle that a change in behavior precedes a shift in 
values [ 10 ]. Patient-facing technology enables patients to be engaged in communi-
cating instantaneously across the care continuum. This establishes precedence in 
healthcare management that signifi cantly lowers the costs of care [ 6 ]. P-IHM 
enables patients to be in control of their care and “healthy.” P-IHM technology 
enables patient engagement and its importance cannot be overemphasized.  
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16.3.4     Locus of Control 

 To further explain, the contrast between an internal locus of control and an external 
locus of control also has been long established and is shown in the Diagram below 
of the independent, mutually exclusive patient views of their health. 

 Figure  16.1  shows that with an internal locus electronic feedback and messaging 
aligns patient care with the standards of care. Furthermore, the under 48-h window 
promotes learning, avoids unnecessary costs and patient suffering, as the hallmark of 
patient experience excellence. The lack of success to date in verifying the accuracy 
and effectiveness of services rendered or in not correcting inaccuracies have been 
detrimental to the cost of healthcare. As the Diagram shows, higher costs and lower 
care quality go with the external locus of control and a window of over 48 h for the 
patient’s standards-based report and a quality response. This 48-h window might be 
considered the span of the working memory [ 1 ],—the time available for a standards-
based quality measure and a quality response. Elliott Jaques ([ 7 ], pp. 44 and 67) fi rst 
discovered this window at Glacier Metal in London and went on to confi rm it across 
100 companies and 15 countries. Quality measures and quality responses within 48 h 
prevent unnecessary hospital admissions, readmissions or ED presentations.

16.3.5        Old School Methods: Eclipsed by the Information Age 

 Data production and analysis to date have focused primarily on provider and payer 
facing technologies with little room for the patient’s voice. By design this excludes 
what happens from the patient’s perspective at the Point of Care: in the hospital, the 
physician’s offi ce, the pharmacy, and at home. A majority of patients feel 
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uncomfortable about openly sharing their needs and issues. They have limited tools 
to communicate what they need, and no system that provides a status on their 
requests. Even when patients are seen in the ED or the clinic, their report of symp-
toms and problems to clinicians can be unintentionally fi ltered, leaving out vital 
data [ 2 ] essential to care management, diagnosis and discovery. Once the patient 
leaves the hospital, doctor’s offi ce, or pharmacy frequently their status is not known 
until they experience a signifi cant problem or emergency. A concern of prognostica-
tors is an empowered patient may disrupt the existing order. 

 While information is more abundant than ever, without transforming to a com-
prehensive patient facing model the vital missing information necessary for achiev-
ing Patient Experience Excellence (improved outcomes) is lost. Without such 
information management is at a distinct disadvantage. Connecting with patients 
meaningfully to uncover the patient needs and status requires systematic continuous 
rapid cycle improvements, enabled by electronic technologies.  

16.3.6     New School Technologies: Make for Ubiquitous 
Healthcare 

 In contrast, patient-facing technologies are incorporated into everyday electronic 
personal devices that can produce data direct from the source and in real-time to 
inform the healthcare system at speeds and accuracy levels that enable corrective 
actions and resolve problems, needs and preferences before a situation or condition 
deteriorates. The electronic industry has done a nice job of answering how to con-
nect with consumers (e.g. smartphone, tablets, pc’s etc.) Using personal devices 
(delivery systems) people are accustomed to providing information that may other-
wise escape the health care provider. Personal devices continue to rapidly evolve. 
Because technologies enable unfettered access to evidence-standards based patient 
centered healthcare – healthcare is now readily available anywhere the patient 
resides. One constant is the real-time Patient-interactive element. The patient’s 
voice transforms outdated, exclusionary practices into open, inclusive paradigms. 

 To put the patients at the center of their care requires empowering them with 
tools. Patient-interactive information then affords organizations and providers an 
extremely effective method for improving outcomes in the lowest cost setting. The 
ability to track the patient’s status down to the patient – provider level is linked by 
the patient’s voice to the standards of care. This scalable real time capability creates 
substantial opportunities for optimizing quality and cost outcomes.  

16.3.7     Commercial Relevance 

 With P-IHM patients will have their needs and preferences met and problems 
resolved effortlessly and timely; out of their individual interactions, encounters and 
experiences – direct and indirect, clinical and non-clinical – spanning the care 
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continuum. No more disenfranchised patients because of their inability to have their 
needs met or problems resolved due to the communication barriers they confront in 
a fractionated healthcare system. P-IHM enables consumers to raise their problems, 
needs and preference to have them resolved. 

 The commercial relevance of Patient-Interactive Healthcare Management can be 
seen in a series of healthcare policies and plans promulgated by the US Government 
that emerged in the past 5 years. For example, the HITECH Act of 2009 established 
the concept of “Meaningful Use” (of an electronic health record), originally pro-
mulgated for use by providers and provider organizations. MU now includes patient 
and family adoption of health IT. Another example is the Accountable Care Act of 
2010, which broadens patient and family involvement in the electronic management 
of their personal care. The Medical Loss Ratio contained within the Act was devised 
to provide rebates to consumers. Further, national quality programs – for example, 
the Patient-Centered Medical Home (PCMH) model of care, and Accountable Care 
models are foundations upon which the Affordable Care Act is built. P-IHM pro-
vides a blueprint and methodologies for implementing the Federal Health IT goals 
set forth. P-IHM enables the goals specifi cally intended to make patient and family 
engagement critical to improving health outcomes and reducing costs be realized. In 
2014 the Institute of Medicine (IOM) formally recommended that electronic patient 
management include more than the EMR and signaled the need for additional means 
of electronically interacting with patients. It recognized that the EMR has data 
appropriate for the legal medical record, but does not facilitate or provide the addi-
tional options needed for patients to self-manage their care. P-IHM enables these 
policies and programs to be put into practice. These policies recognize that provid-
ers can only do so much, and that patient engagement and activation produces sig-
nifi cant savings [ 5 ]. P-IHM was introduced for precisely these reasons. 

 Leaders in medical informatics in the US recognize that patients are an underuti-
lized source of missing data. 10 years ago, Dr. Charles Safran of Harvard testifi ed to 
the House Ways and Means Committee of Congress as follows; “ Patients are the 
most underutilized resource ”  in the U.S. health system. Patients  “ want to be involved , 
 and they can be involved. Their participation will lead to better medical outcomes at 
lower cost with dramatically higher patient and customer satisfaction .” The unan-
swered question was how to involve the public in a structured, productive way. New 
regulations intended to improve quality and reduce cost will rapidly expand now that 
data can be communicated directly from the patient. For example, Meaningful Use 
Level 3 [ 3 ], scheduled to be required by 2017, is another adoption of P-IHM, with 
electronic reported feedback in real time from patients about their care.  

16.3.8     Superior Healthcare: For Everyone 

 To make superior patient experiences a constant requires quality data, quality 
responses, and patient-interactive engagement. Patient-interactive data for the pur-
pose of producing a quality response is defi ned as a holistic view reported directly 
by the patient or their designated family member. Such reports include elements of 

16 Patient-Interactive Healthcare Management



268

their current health status: key data pertinent to the patient’s condition, ongoing 
assessments of needs, lifestyle, activation levels, and barriers to care, motivation 
and ability to adhere to agreed plans, etc. Obtaining this data in real-time strength-
ens the ability to achieve superior levels of care and lower care costs. Without con-
tinuous indicators about the patient’s status in real-time from the patient or family 
member, the best clinicians and organizations cannot transform health care. 

 P-IHM can be implemented from any point the patient resides and can use tech-
nology to provide information (e.g., tablets, kiosks, processors having Internet 
access, mobile devices, or the like), after healthcare is rendered (e.g., outpatient, 
physician’s offi ces, clinics, hospitals, nursing homes, assisted living centers, home 
health, hospice, dental, optical offi ces, mental health institutions, rehab, occupa-
tional health, retail health care, or the like) wherein the services are provided. Upon 
completion of services provided, a patient evaluates, the pro  vided services. The 
patient also responds to questions pertaining to the provided services. This health-
care encounter information is collected via data input devices and contemporane-
ously transmitted to the appropriate stakeholders (clinical, administrative, fi nancial, 
family etc.).  

16.3.9     Patient Experience Excellence: New Norm 

 P-IHM enables a superior level of personalized quality health care at the individual 
level and the ability to scale across entire populations. Patient Experience Excellence 
is not commonplace. It is attained from the culmination of all interactions, direct 
and indirect, clinical and non-clinical, spanning the care continuum. It is more 
wide-ranging than satisfaction. It goes beyond quality measures to include the 
 immediacy  of a quality response to a patient preference, need and problem through 
to monitoring the excellence in every patient experience. Providing the tools and 
technologies to institute transparent Patient Experience Excellence completes the 
shift from the physician-centered to patient-centered Paradigm.  

16.3.10     Patient Experience Excellence: Misunderstood 

 The diffi culty in attaining Patient Experience Excellence is often associated with 
the inadequacy of available measures, methods and tools. All too often, the mea-
sures and methods used to examine the Patient’s Experience are inadequate because 
the tools available overlook preferences, problems and needs that patients have, and 
provide no way of effectively communicating them to the health care system. Thus, 
patient-interactive opportunities for improvement and cost avoidance are lost. 
Patient-interactive Health Management provides the confi gurations of methods and 
techniques that enable people to contemporaneously communicate all health care 
interactions and experiences spanning the care continuum, to inform the health care 
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system at speeds and accuracy levels that enable an  immediacy  of quality response, 
and to resolve problems, needs and preferences before a situation or condition 
deteriorates.  

16.3.11     Insights into Excellence 

 P-IHM provides a process for implementing Patient-Centered healthcare including 
patient and provider adherence. The measures capture longitudinal Patient- interactive 
data at the point of care and from home about direct and indirect clinical and non 
clinical interactions. P-IHM can be used to compare data to standards, develop pro-
fi les and improve outcomes. The act of reporting data enhances the patient experi-
ence, improves care and drives rapid cycle improvement as well as producing 
cultural change. Specifi cally, the conversation between patients and their clinician’s 
changes when daily data is provided and the patient’s unmet needs are identifi ed. 
Action plans are put into place as soon as an issue is identifi ed avoiding deteriora-
tion. Patient’s data literacy also improves, making it possible for patients to connect 
their prior day’s actions and next day results. With real -time data specifi c to patient 
conditions, providers and patients rapidly learn what works. As a result, P-IHM data 
allows for more personalized care plans that patients are more apt to follow.  

16.3.12     Immediacy of a Quality Response: Golden 48 

 The immediacy of a quality response is core to rapid cycle improvement. The elec-
tronic real-time patient interaction needs to be followed by a quality response within 
48 h ([ 7 ], pp. 44, 67). This 48-h window makes the difference between life and death. 
With a response within 48 h or less, acute conditions get corrected before the patient’s 
condition deteriorates. Deteriorating health, due to responses beyond 48 h have 
severe consequences on patient lives and gives rise “unnecessary costs” ([ 12 ], p. 1).  

16.3.13     Rapid Cycle Improvement: Accelerated Possible 

 A Rapid-cycle improvement requires real-time data to enable zero defects, continu-
ous improvement, cost avoidance, improved care quality, and heightened patient 
experience excellence. In addition, electronically enabled rapid-cycle measures and 
responses allow care teams to break the bounds otherwise imposed by the very care 
delivery organizations best positioned and equipped to deliver superior care. 

 Rapid cycle improvements once measured in 8–12 month timeframes, get mea-
sured every 3 months or less, but need to be measured in 48 h or less. Patient- 
Interactive Healthcare Management. When rapid cycle improvements drop to 
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under 48 h, they boost the quality of care, dramatically increase costs savings and 
patient experience improves. A kind of “boom” analogous to a sonic boom occurs 
[ 11 ]. The boom raises the sound of the patient’s voice above the health care noise 
and offers clinicians even more essential data to better understand patient needs, 
their daily status and behaviors. With this understanding, adherence greatly 
improves. If “boom” is too strong a word, just picture the patient’s real-time input 
as the catalyst—not just the catalyst for care quality and standards-based feedback, 
but also the source, yes the electronic source, of revenue growth and cost avoid-
ance. Again, the shift brought about by the P-IHM transformation cannot be 
overemphasized. 

 Because P-IHMS enables the immediacy of a quality response, it accelerates the 
ability to perform rapid cycle improvements. In the inpatient environment, the 
accelerated speed and completeness of data (i.e. lab values, cardiac readings and 
other patient status indicators) can be dealt with rapidly, when the values or fi ndings 
are out of range or indicative of a potential problem. This capability spans the entire 
care continuum: inpatient, outpatient and home.  

16.3.14     Providers View 

 From the practice perspective, patient engagement and achieving patient experience 
excellence are key elements of better health, better care, and lower cost. For primary 
care providers, who are frequently overburdened by a malfunctioning healthcare 
system, effective and appropriate reporting of patient-generated data is an exciting 
prospect. An offi ce visit, or a stay in an acute-care facility, produces much data 
about a patient – including lab results, vital signs, physician notes, diagnostic imag-
ing, formal diagnoses, just to name a few. However, no matter the vast amount of the 
clinical claims data generated by an encounter with the health care system, it is still 
just a snapshot of the patient at a point in time. It is only with the introduction of 
patient reported information that the data represents the whole patient. 

 Managing a chronic condition is an ongoing process. If patients are not meaning-
fully engaged in the process, many do not maintain healthy lifestyles or adhere to 
their regimen of medications. However, when the patient is empowered to report 
their data, patterns and relationships start to emerge. When they are electronically 
enabled able to see the results of their choices, then they become meaningful part-
ners in their own care. 

 The challenge has long been to economically provide care and guidance for 
patients within the confi nes of the US healthcare system. From the practice per-
spective, the P-IHM technology is an exciting prospect. Yet a fl ood of patient-
reported data would be unmanageable. Intelligently-designed technology that 
surfaces the meaningful events from the patient data is a boon to providers working 
to identify those who would most benefi t from their care team reaching out to 
them. These meaningful events range from patients who are improving and would 
benefi t from support and encouragement to patients who are deteriorating and 
require outreach.   
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16.4     Case Studies 

16.4.1     CHF Patient 

 As for the CHF patient that had multiple admissions for CHF in the past 12 months, 
they were given discharge instructions, the same ones they received previously. A 
large majority of health care organizations and payers provided a follow up call for 
the fi rst few days post discharge. Home care and or nurse practitioner visit were 
provided for the patients with the highest likelihood of readmission. These addi-
tional services helped patients make the transition. Readmissions were avoided. 

 During the product development and research, the used technology and defi ned 
processes linked to evidence based standards to uncover patient needs in key areas 
important to achieving high quality and improving self management. This process 
occurred in the hospital, PCP offi ce, pharmacy and home. Real-time data from 
patients was obtained through push messages, tied to standards of care, which 
allowed for monitoring and the elimination of variations in care. Urgent issues iden-
tifi ed were routed to family, care coordinators and/or clinicians for assessment and 
intervention. Longitudinal trends were identifi ed and analyzed as changes were 
made to medications and care plans. Clinical messages to patients were also tested 
for impact. Real time data at the POC gave providers and patients what they needed 
to improve care and self manage, improving the patients experience as well as 
improving overall effi ciency and cost. Five examples are provided.  

16.4.2     Case 1: Life or Death 

 This case provides an example of how P-IMH saves lives:

    1.    Patient if left to own devices, likely would have died   
   2.    Patient self-medicating as a form of engagement, rather than engaging in a 

standards- based, evidence-based structure of patient reports on their care   
   3.    Patient when engaged, provided vital and critical information directly applicable 

to her care coordinator.   
   4.    Patient’s direct engagement in her care greatly improved her safety, obviously 

decreased the cost of care dramatically, improved the care outcomes, and signifi -
cantly improved the quality of her care.     

 This fi st case involved mobile data from a middle age woman. Fairly new to a 
PCMH level 3 practices, she volunteered as a diabetic to use the technology and 
software to provide data about her care and daily status. The patient was given a 
series of questions daily on a smart phone with the responses triaged and tracked by 
an acting care coordinator. She reported a feeling good score with 5 as the best score 
and 1 as the lowest score. Using this scale, she was consistently at a 4 or 5. One day, 
the patient’s feeling good score dropped precipitously to a 1, with a normal blood 
sugar. When called, she reported gaining 9 lbs in a day and a half, and she stated she 
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was a CHF patient recently diagnosed, which was unknown to the PCP practice. She 
knew that she would have to go to the ED because she was so short of breath that 
she could not take ten steps. What she had done was to triple her daily medication 
by taking 240 mg of lasix in the am and pm. The patient reported diuresing pro-
fusely and felt better the next day, although weak. She was not planning to tell her 
cardiologist or her primary care physician of this event. The acting care coordinator 
encouraged the patient to see a clinician, have labs drawn and an EKG. The patient 
was subsequently diagnoses with a low potassium and an EKG reveled a recent 
MI. On review, it was determined, that without oversight and intervention the patient 
would have likely suffered a signifi cant secondary event.  

16.4.3     Case 2: Persistent Problems with Medication Related 
Adverse Events 

 This case provides an example of how P-IMH enables medication remediation 
across the care continuum:

    1.    Patient taking medication between visits, but with an out-of-range HA1C   
   2.    Patient provided data and critical information to enable care provider to adjust 

medications and titrate more effectively   
   3.    By exerting control over his healthcare, patient handled health care personally 

from the standpoint of a healthy person with an internal locus of control   
   4.    The patient’s report and the quality response from the clinicians made a rapid 

cycle improvement in the patient’s quality of care and avoided unnecessary cost     

 A fairly well controlled diabetic with a HA1C of 8 was working to reduce his 
HA1C to 7 or below. He was on a new medication and an avid exerciser. During the 
period of medication change, the patient had fl uctuations in blood sugar ranging 
from 150 to 70. Data provided by the patient along with additional information 
allowed the clinicians and patient to adjust medications and titrate more effectively. 
The result was a normalization of the patient’s blood sugar in a shorter amount of 
time than usual with the patient and the clinician confi dent of the plan.  

16.4.4     Case 3: Clinical Implications of Shifting to P-IHM 
Enabled Rapid Cycle Improvement 

 This case provides an example how the use of P-IHM by outpatients led to a perma-
nent improvement in the instructions on prescriptions:

    1.    42 % of patients providing input on the care provided to PCP indicated medica-
tion problem   

   2.    Without feedback to care provider, medication problems could have persisted 
well beyond the 48-h window needed for rapid cycle improvement   
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   3.    With patients responding to standards-based questions, written at a sixth grade 
level, care providers knew of medication issues in real time through risk alerts   

   4.    While software content came from experienced developers and administrators, 
independent of the clinic, the simple solution to the problem came from staff 
within the clinic—more fully engaging not only the patient, but also the staff in 
the healthcare process     

 Taken from post-visit data obtained at a kiosk before patients left the practice, 
42 % indicated they did not feel confi dent to manage their medications. The practice 
indicated they frequently had calls on medication questions post visit, from family 
members managing their relative’s care. The practice upon viewing the information 
made medication sheets for the top 10 drugs prescribed in the practice and included 
the instruction sheet in the patient exit paper work, circling the patient’s medication 
information. The result was fewer phone calls regarding medications and a decrease 
in medication issues and an improvement in medication management scores post 
visit. As far as the level of patient engagement goes, patient adoption rose to 78 % 
when the ordering clinician asked the patient to stop at the kiosk and provide feed-
back prior to leaving the offi ce [ 16 ]. What’s more, a properly designed P-IHM sys-
tem generates 25 times the data in one-third the time, with 30 out of 100 patients 
having signifi cant undetected problems and needs.  

16.4.5     Case 4: Economics When Clinical Pharmacists Use 
P-IHM to Reconcile Medication Problems 

 This case relates to the use of P-IHM in outpatient and pharmacy settings, related to 
costs potentially avoided:

    1.    P-IHM system enabled not only care providers to deliver services, but also for 
pharmacists to participate clinically in patient care   

   2.    The interventions by the pharmacists evidenced quality responses to medication 
issues well within the 48-h window needed with rapid cycle responses   

   3.    The software fl agged patients reporting medication problems, thus saving the 
labor cost of the pharmacists combing through patient medical records   

   4.    Patients were grateful for pharmacists intervening into potential medication 
complications   

   5.    P-IHM also fl agged pharmacists not delivering the needed clinical assistance     

 Medication safety issues were consistently high in all environments tested, 
patients frequently did not understand their medications, had diffi culty remember-
ing to take their medications, and had multiple questions post hospitalization on 
medication regimens. Pharmacists were used in conjunction with the P-IHM tech-
nology to resolve medication issues and reduce admissions and readmissions in the 
treated population. Avoidable costs, as verifi ed by independent third parties, 
amounted to over $50 million a year. These savings did not count the reductions in 
costs from the improved quality of care reported by 55 % of the patients. Care 
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Coordinators reported being more effective, when provided risk alerts and triage list 
of what patients to call.  

16.4.6     Case 5: Levels of Patient Engagement Using P-IHM 

 This case study shows how P-IHM aggregates data by Patient, provider, clinic, and 
organizational level to provide valuable data on patients and their levels of response:

    1.    Patient engagement correlates with health levels with control seen by the patient 
as in their own hands, rather than being left to their care providers   

   2.    Patients at the higher levels of engagement reported a direct relationship between 
their engagement within the 48-h window and their adherence to medical advice   

   3.    Patients at a mid-level of engagement reported greater adherence to care plans   
   4.    Even patients at low-levels of engagement reported a sincere desire to engage 

more fully in their health care     

 In review of patient profi les patients fell into three distinct groups based on self 
assessments and daily patterns. The A patients, these were those who readily adapted 
to the technology, enjoyed providing feedback and followed their trends. They were 
able to correlate their daily results with the prior days or weeks choices and their 
adherence to medical advice. The B patients vacillated between being actively 
engaged and disappearing for periods of time either due to no issues or their decision 
to monitor less frequently. This group frequently acknowledged that medication 
remainders and being asked for their daily status queued them to take their blood 
pressure, blood sugar or to provide other relevant information. The B patients reported 
increased adherence to their plan of care. The C patients did not engage although they 
voiced the desire to engage. In many cases, their lives, by their own accounts made it 
too diffi cult to participate. In all cases, patients said they would participate more fully 
if they received a reward of some kind. Top of the list, as an incentive, was a deduc-
tion in copay for providing data. Patients who wanted to participate but did not have 
either an IPAD or Smartphone wanted to have help in obtaining a device.   

16.5     Summary 

 Healthcare accountability and management are provided via patient-interactive con-
temporaneous evaluation and verifi cation of provided services. 

 The technical fi eld of Patient-Interactive Healthcare Management generally 
relates to health care, and more specifi cally relates to healthcare management, 
health  care cost analysis, fi nancial services, and healthcare service analysis. When 
implemented it acts as a transformative agent of change. Patient experience excel-
lence is key to health care transformation and provides an opportunity for new 
learning by adding the key stakeholder, the patient and patient reported data to the 
traditional picture. Accordingly, the patient is aided in adapting to changing 
healthcare behavior and entering into a more robust relationship with a healthcare 
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provider. A byproduct of including the patient’s voice is rapid cycle quality mea-
sures along with, enhanced care and care management. Using this transformative 
technology, the patient’s input transforms and enlightens in a structured and man-
ageable way, all the while improving the organizational culture and performance. 
The majority of the time patients’ with chronic diseases and their families are on 
their own with few resources and disconnected from clinicians. If we want to keep 
chronic patients out of the hospital, we have to invest in the tools and systems to 
them connected. It’s time to put the “me” into healthcare and how people experi-
ence it. P-IHMS provides the blueprint.      

16.6     Appendix 

16.6.1     Embodiments Illustrated in Patient: Interactive Health 
Management Patents 

 Figure  16.2  is a list of search results for references on Patient Interactive Healthcare 
Management patents history.

  Fig. 16.2    Search results for references on patient interactive healthcare management patents 
history       
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16.6.2         Figure 16.3   , Adherence and Compliance Monitoring 

    In this example via the data input device, the patient interacts with a user prompted 
interface. that collects information is an illustration (of a patient’s perceptions of 
inter  actions with a healthcare practitioner) from patients via a touch screen. A sur-
vey is conducted, using non-specialized language, about the patient’s experience 
during the visit. The patient’s perceptions pertaining to the quality of the current 
physician visit is gathered. Patient’s perceptions of the communication of health 
topics in the delivery of evidence based health care during the physician visit also 
are collected. 

 Healthcare services rendered are verifi ed by the patient immediately after 
treatment. This can reduce incidences of health care fraud because the informa-
tion can increase accuracy as to the medical services that were actually rendered. 
Because the consumer/patient provides an evaluation of the offi ce visit contempo-
raneously with the visit, using the consumer’s energy/knowledge is a more reli-
able source to pinpoint and reduce billing mistakes and attempts at fraud. The 
patient/consumer is also the best qualifi ed to comment on the treatment received 
during the offi ce visit. Information gathered from the patient, via the information 
collection station, provides the ability to simplify fraud prevention activities 
gather physician offi ce best practice data to reward providers for higher quality 
performance and to provide patient education and compliance buy-in at the time 
of their visit.  

  Fig. 16.3    Illustration of patient’s perceptions of interactions with a healthcare practitioner/com-
pliance monitoring       
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16.6.3      Figure 16.4   , Service Verifi cation 

    In this example the patient is completing a sample verifi cation survey. The surveys 
and payment information can be collected on a database or any appropriate storage 
means. Responses to the survey can be tabulated and provided to the physician’s 
offi ce (healthcare facility). 

 The survey offers government-pay patients (e.g., Medicare, Medicaid) the 
opportunity to express concerns and satisfactions with the care received from their 
attending health  care professional (e.g., physician). The information provided by 
the patient can be aggregated into a database, or the like, that can be used to report 
a customer satisfaction score by provider, for customers and consumers accessible 
from a website, network, or the like. As the patient survey evolves it can yield 
comparative disease state management data intended to educate individuals about 
ways to reduce individual risk factors and achieve self-effi cacy. This information 
can be converted into disease state management profi les that direct specifi c atten-
tion to various levels of analysis for the individual, the public, and the 
government-payer.  

  Fig. 16.4    Illustration of an example verifi cation survey/service verifi cation       
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16.6.4      Figure 16.5   , Quality Transparency for Consumer 
Information 

    Is a depiction of an example provider rating report. In this example, providers are 
rated and the ratings are made available. The provider rating report depicted in 
Fig.  16.3  can be made available via the Internet, via email, via a paper report, or the 
like. Consumers can utilize the provider rating reports to assess practitioners before 
or after receiving services from the practitioner. A provider rating report can be 
generated from the evaluations and/or ratings of multiple patients. Information 
included in a provider rating report can include, for example, an assessment of the 
friendliness of the practitioner, the practitioner’s attentiveness to patients, an assess-
ment of the education received from the practitioner, patients’ overall satisfaction 
with a practitioner, and an indication of patients’ perception of cost and quality of 
rendered healthcare services/goods.  

16.6.5      Figure 16.6   , Patient/Consumer Profi le 

    Is a depiction of an example consumer profi le. The consumer profi le is indicative of 
a patient specifi c healthcare report. As an example, embodiment, the patient- 
interactive healthcare management system stores and maintains healthcare 

  Fig. 16.5    Depiction of an example provider rating report/quality transparency for consumer 
consumption       

 

M.J. Minniti et al.



279

information pertaining to each consumer’s experiences. A consumer can access a 
profi le containing such healthcare information. The consumer profi le depicted is an 
annual consumer profi le. However the profi le can be indicative of any appropriate 
amount of time. The consumer profi le can provide information such as the con-
sumer’s name, age, sex, and physical characteristics. The consumer profi le can pro-
vide statistics pertaining to specifi c healthcare issues. For example, the consumer 
profi le can provide information pertaining to chronic disease factors such as an 
indication as to whether the consumer is within acceptable weight boundaries and/
or whether the patient’s blood pressure is under control. The consumer profi le can 
provide information indicative of patience risk factors pertaining to various ail-
ments such as diabetes, heart attack, stroke, kidney failure, and foot problems. 
Additionally, the consumer profi le can run information pertaining to cost for treat-
ing specifi c ailments. 

 In this example, the patient interactive healthcare management system can be 
utilized as an information repository for tracking purposes. The patient-interactive 
healthcare management system can be utilized to track durable medical equipment 
or the like. For example, a patient may receive a durable medical product such as 
a wheelchair. At the information station, or the like, a barcode affi xed to the wheel-
chair can be scanned into the patient interactive healthcare management system. 
This system will associate the wheelchair with the patient for tracking purposes. 
When the patient no longer needs the wheelchair, the patient can return into the 
practitioner, or to any appropriate location, and the location of the return wheel-
chair will be updated in the patient-interactive healthcare management system. 
The patient interactive healthcare management system also can be utilized to track 

  Fig. 16.6    Depiction of an example patient/consumer profi le       
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prescriptions. Then, the patient interactive healthcare management system can 
function as a repository for tracking and maintaining a patient’s medication use.  

16.6.6      Figure 16.7   , Health Information Exchange 

    Is an example illustration depicting patient-interactive healthcare management as 
applied to Medicare. The database comprises patient information collected via the 
information stations above. It provides the means for health information exchange. 
The database  71  can comprise, for example, information pertaining to the quality of 
health care provided to patients, statistics pertaining to the accuracy of invoices, 
information pertaining to the overall quality of healthcare services provided, or the 
like. The information contained in the database  71  is available to Medicare billing 
 75 . Medicare billing  75  can include any appropriate billing agency as the entity 
responsible for handling billing matters for Medicare. In an example, the informa-
tion contained in database  71  is available to consumer groups  73 . Information stored 
in database  71  is available, via Medicare billing  75 , to the Medicare webpage  78 . 
Information on the Medicare webpage  78  is available to a variety of entities includ-
ing, for example, a patient  80 , a healthcare provider  82 , any information seeker  84  
having access to the Medicare webpage  78 , an auditor investigator  86 , the Medicare 
administrator  88 , and a professional association  90 .    
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  Fig. 16.7    Diagram of an example patient-interactive healthcare management system as applied to 
medicare/health information exchange       
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    Chapter 17   
 The Patient of the Future: Participatory 
Medicine and Enabling Technologies       

       Michael     Christopher     Gibbons       and     Yahya     Shaikh    

    Abstract     Several forces will progressively change the current US healthcare system. 
First, patient factors will likely exert the greatest impact. The rapidly growing US 
population, a growing percentage of seniors, increasing prevalence of chronic disease, 
increasing racial/ethnic diversity and persisting healthcare disparities will strain an 
already overloaded system. Second, healthcare system factors are also contributing to 
challenges. Shortages in the healthcare workforce, the rising costs, complexity and 
chronicity of care, the burdens of caregivers as primary health providers, the failure to 
address social determinants of health and the emergence of retail healthcare will exac-
erbate that strain. This chapter discusses implications of these forces in the context of 
health information systems evolving to meet these healthcare challenges. We conclude 
with a case study of a potential future patient-centered health information system and 
a discussion of patient-oriented features of effective health information systems.  

  Keywords     Consumer health technology   •   Population health   •   Prevention and well-
ness   •   On demand healthcare   •   Health innovation   •   Caregivers   •   Chronic disease self 
management   •   Populomics   •   Telehealth   •   Telemedicine  

17.1         Changes in Patient Populations and Health Care 

17.1.1     Introduction 

 A fundamental premise of this chapter is the notion that healthcare systems in the 
future will be very different than they are now or have been. Patients will interact 
with future healthcare systems in some ways that are similar to historic and current 
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practices, but undoubtedly they will need to do so in many new ways in the future. 
To be useful, health information systems must be responsive to current healthcare 
realities, and also to new and unique interactions, tasks, behaviors and needs of 
patients, providers and others who will engage patients, to help them achieve their 
personal health goals. 

 The chapter starts with patient and population factors which will likely exert the 
largest impact on healthcare, and a look at changes in healthcare itself. This is fol-
lowed by a discussion on the implications of changes on health information. These 
factors have the potential to change many aspects of care: access, quality, costs and 
patients’ experience and satisfaction with its delivery. Advances in information and 
computer technologies, especially remote clinical sensing, will facilitate the care of 
individuals to empower patients and to meet emerging healthcare challenges. New, 
more powerful health information systems will also shape the scope and practice of 
the healthcare processes they will support. The chapter closes with a case study of a 
potential health information system of the future, from the patient perspective.  

17.1.2     The Changing US Healthcare Landscape 

17.1.2.1     Changes in the Patient Population 

  An Increasing US Population  – The US population has grown since 1950 from a 
base of 152 million Americans, with an additional 156 million added between 1950 
and 2009 [ 1 ). Projections suggest the number of people living in the US will increase 
to 400–450 million people by 2050 [ 1 ,  2 ]. The doubling of the US population (152 
million in 1950 to 308 million in 2009) has been remarkable compared with other 
industrialized countries. Germany and Italy, for instance, grew by only 21 % and 
30 % respectively during the same period. Several other countries particularly in 
Eastern Europe, have actually had reductions in population [ 1 ]. 

  An Aging US Population  – Since 1950, the US population has aged, with 
increases in the total number of seniors (those over age 65 years) and the proportion 
of seniors relative to the total population. In 1950, the median age of US was 
30.2 years with children under the age of 5 accounting for 10.8 %. By 2000, the 
median age had risen to 35.3 years while children under the age of 5 accounted for 
only 6.8 % [ 1 ]. By 2010 the median age increased to 37.2 years with those under the 
age of 5 dropped to 6.5 % [ 3 ]. On the other end of the age spectrum: in 1950, seniors 
represented 8.1 % of the US population, increasing to 12.8 % in 2009 and projected 
to reach 20.2 % by 2050. By then, one in fi ve persons or over 88 million people will 
be age 65 or older. Of these, 32.5 million or approximately 7.5 % of the US popula-
tion are projected to be over the age of 80 [ 1 ]. 

  Increasing Prevalence Of Chronic Disease  – In the US, chronic diseases are the 
leading cause of illness, morbidity and mortality, accounting for most of health-care 
expenditures [ 4 ]. Half (50.9 %) of all adults in the US have at least one chronic 
disease and over a quarter (26 %) of all adults and more than 50 % of seniors will 
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have two or more chronic conditions [ 5 ]. In 2011, seven of the top ten causes of 
death in the US were chronic conditions, including (heart disease, cancer, chronic 
lung diseases, stroke, Alzheimer disease, diabetes, and kidney diseases). Individuals 
with chronic diseases need and utilize a signifi cant amount of health care services 
and resources. In addition, chronic conditions puts a tremendous burden on patients, 
their families and employers, among patients who stay in the workforce and those 
who must leave it prematurely due to disability [ 4 ]. 

  Increasing Racial and Ethnic Diversity  – According the Census Bureau, the US 
population is becoming progressively diverse, racially and ethnically. Minorities 
who now comprise 37 % of the population are projected to become 57 % by 2060 
[ 2 ]. The non-Hispanic white population is projected to peak by 2024, at 199.6 mil-
lion, and then to decrease slowly, falling by 20.6 million during 2024–2060. The 
overall Hispanic population is projected to more than double to 128.8 million by 
2060. By 2060, nearly one in three US residents will be of Hispanic descent, up 
from one in six today. The Asian population is also projected also to more than 
double, from 15.9 million (5.1 %) in 2012 to 34.4 million (8.2 %) in 2060. The 
African American population is expected to increase to 61.8 million (14.7 %) over 
the same time period. American Indian and Alaska Native and Hawaiian and Other 
Pacifi c Islander populations are also projected to increase substantially, but will 
comprise about 1.5 % each of the total population over the same time frame. The 
number of people who identify themselves as being of two or more races is pro-
jected to more than triple, from 7.5 million to 26.7 million over the same period [ 2 ]. 

 The cumulative effect of these changes on the total US minority population by 
2060 will result in older consumers being predominately non-Hispanic white. 
Younger individuals will be increasingly minority and the US will become a 
majority- minority nation for the fi rst time by the year 2043. At that time, the non- 
Hispanic white population will still be the largest single group, but no single racial 
group will form a majority of the total US population [ 2 ]. 

  Persisting Healthcare Disparities –  Racial and ethnic demographic shifts are 
important to consider because patients and consumers from these population groups 
tend to have poorer health outcomes, less access to health care, lower adoption of 
healthy behaviors and lower exposure to health-promoting environments. For exam-
ple, non-Hispanic black adults are at least 50 % more likely to die of heart disease 
or stroke prematurely (i.e., before age 75 years) than their non-Hispanic white coun-
terparts [ 6 ]. The prevalence of adult diabetes is higher among Hispanics, non- 
Hispanic blacks, and those of other or mixed races than among Asians and 
non-Hispanic whites [ 7 ]. Infant mortality is more than double the rate for 
 non- Hispanic blacks than for non-Hispanic whites [ 8 ]. Because individuals from 
racial and ethnically diverse populations have and continue to experience poorer 
access to and quality of healthcare services than their white counterparts, they are, 
by defi nition, medically underserved and disenfranchised. 

 Each year since 2003, the Agency for Healthcare Research and Quality (AHRQ) 
has reported on the status of health care disparities in the US. The National 
Healthcare Disparities Report (NHDR) focuses on more than 200 health care pro-
cess, outcome, and access measures, covering a wide variety of conditions and 
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settings [ 9 ]. As in previous years, the most recent report found disparities in access 
to and quality of care to be common across racial and ethnic populations and that 
most of these are not changing [ 9 ]. A few measures of disparities have changed 
unevenly and inconsistently, but over time, there have been no sustained improve-
ments [ 9 ]. 

 The reasons for the existence and persistence of health disparities are complex 
and thought to be related to sociocultural, socioeconomic, behavioral and environ-
mental factors within the context of current and historical biases and prejudices 
found within the healthcare system and within the larger society [ 10 ]. In addition, 
signifi cant levels of mistrust and challenges in cross cultural communication have 
been found among many racial and ethnic minority patients and their health care 
providers [ 11 – 14 ].  

17.1.2.2     Changes in Healthcare 

  Shortages in Healthcare Manpower  – The core of US healthcare system has been 
historically comprised of physicians, nurses and other professionals employed 
within hospitals/health centers. Studies project shortages in the numbers of US 
healthcare providers:

•    Demand for physicians continues to grow faster than supply. This will lead to a 
projected shortfall of between 46,100 and 90,400 physicians by 2025 [ 15 ].  

•   Projected shortfalls in primary care will range between 12,500 and 31,100 physi-
cians by 2025, while demand for non-primary care physicians will range between 
28,200 and 63,700 physicians [ 15 ].  

•   Expanded medical coverage achieved under the Affordable Care Act (ACA) 
once fully implemented will likely increase demand by about 16,000–17,000 
physicians (2.0 %) over the increased demand resulting from changing popula-
tion demographics and an aging physician workforce [ 15 ].    

 The greatest shortfall, percentage-wise, will be among surgical specialties (exclud-
ing obstetrics and gynecology) refl ecting little projected growth in the supply of sur-
geons and limitations on the ability to augment staffi ng with other types of clinicians. 
While the shortfall is expected to affect everyone, it will likely be more harmful to 
vulnerable and underserved consumers and patients in rural or inner-city areas [ 16 ]. 
Some experts believe the physician shortage to be relative, a result of inadequate distri-
bution of physicians across the country, rather than an actual overall shortage [ 17 ,  18 ]. 

 Experts have also indicated that a nursing shortage exists [ 19 ]. In 2002, the short-
age of registered nurses was estimated to be approximately 125,000. Primary driv-
ers of this shortage are: an aging nursing workforce, increased demands due to 
population demographic shifts and expansion of government sponsored insurance. 
It is expected that the trend will progress over time, with a projected shortage of 
400,000–808,000 RNs by 2020 [ 20 ]. Regardless of cause, whether referring to spe-
cialists, primary care providers or nurses, many patients and consumers live without 
adequate access to the core medical providers of our healthcare system. 
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  Caregivers as Providers   –  The bulk of health care services to patients over the 
course of their lives is delivered by family members and friends, not healthcare 
professionals [ 21 ]. Nearly four out of ten adult Americans (39 %) report “providing 
care to an adult relative or friend”. In addition, nearly half (47 %) of adults say that 
they expect to be a caregiver for an aging parent or other elderly relative at some 
point in their lives [ 21 ]. 

 Caregiver activities range from providing simple assistance with routine house-
hold tasks or providing emotional support to carrying out complex medical proce-
dures. More than half of all caregivers report having to perform medical/nursing 
tasks for patients with multiple chronic physical and cognitive conditions. Caregiver 
provided medical tasks include: managing and administering multiple medications, 
caring for wounds, giving injections or intravenous therapy, providing incontinence 
support and/or care coordination [ 21 ]. Most caregivers receive little training or sup-
port from medical professionals, having to learn to perform tasks on their own, with 
many reporting fear about their ability to carry out tasks properly [ 21 ]. Caregiving 
can be stressful and time consuming, with tremendous impacts on the physical, 
mental, fi nancial and social health of caregivers. As the US population continues to 
age, the need for caregivers will undoubtedly continue to rise [ 21 ]. 

  Rising Healthcare Costs  – US health care costs have risen, largely unabated, for 
more than 20 years. Projections suggest that US health care spending will surpass 
$10,000 per person in 2015 [ 22 ] and that national health expenditures will consume 
more than 20 % of the US Gross Domestic Product by 2018 [ 23 ]. At the current rate, 
healthcare spending threatens the integrity of the Medicare and Medicaid programs 
and makes health care unaffordable for those with low incomes and/or without 
insurance. The rising rate drives employers, particularly of smaller businesses, to 
reduce or discontinue providing health insurance for employees because they can no 
longer afford premiums [ 23 ]. To help manage costs, employers and other payers are 
increasingly shifting costs to employees and their families by offering modest ben-
efi t packages with out-of- pocket costs. Enhanced benefi ts may be possible, but only 
at higher costs [ 23 ]. 

  Recognition of the Impact of Social Determinants on Health  – It has been increas-
ingly recognized that social factors play an important role in determining morbidity, 
mortality, disability and health outcomes [ 24 – 32 ]. Growing evidence suggests that 
medical care, while critical to health, is not the only infl uence. Experts suggest that 
the independent infl uence of medical care alone on mortality may in fact be as low 
10–15 % in the US [ 33 ,  34 ], and there is increasing acceptance of the importance of 
social factors in health and well-being [ 35 ,  36 ]. It is estimated that as many as 50 % 
of all deaths in the US involve behavioral causes. Health-related behaviors have 
been shown to be strongly shaped by social factors, including income, education, 
employment, isolation, social support, socioeconomic status and stress [ 37 ], and the 
effects of any single social factor are often contingent on a host of other factors [ 37 ]. 

 Emerging evidence suggests that social and genetic causes of disease are not 
mutually exclusive and that genetic endowment is not unalterable as once thought. 
Gene expression may occur only when impacted by social or environmental factors. 
In turn, physical and social environments may be impacted by social policy [ 37 ]. 
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  Retail Healthcare in America –  Patients and consumers can be frustrated by poor 
access to care, unclear or confusing health information, long wait times for physi-
cian offi ce appointments and overcrowded emergency departments. Utilization data 
indicates that patients are increasingly demanding care that meets their needs [ 38 ]. 
Retail clinics, commercial acute care facilities that provide services evenings and 
weekends in convenient locations (groceries, drugstores, general retailers, etc.) have 
emerged as viable sources of acute and preventive care with predictable wait times, 
easy access, lower costs and clear, transparent patient information [ 38 ]. Growing 
data shows consumers satisfaction with retail clinics. In 2011, 19 % of consumers 
reported using a retail clinic vs 15 % in 2010 and 13 % in 2009; 30 % of consumers 
said that they would use a retail clinic if it considerably reduced their wait time [ 38 ]. 
A recent analysis of retail clinic services found they outperformed emergency 
departments and ambulatory care facilities in 7 measures of quality [ 39 ].    

17.2     Implications of Change on Health Information Systems 

 Changes in the US population and in healthcare will affect health information sys-
tems. Systems of the future must support the needs of a rapidly expanding population 
of patients, caregivers and healthcare in the face of decreasing healthcare manpower. 
Experience with telemedicine and tele-health suggests it will be impractical, incon-
venient and unnecessary for patients to see a physician for every problem. 

 An aging population with chronic disease will require health information sys-
tems and other information tools to support longitudinal care of increasing com-
plexity as patients accumulate physical and cognitive limitations caused by the 
co-morbidities of multiple conditions over decades. Future systems will need to 
aggregate clinical information and data from a wide variety of sources and process 
as well as interpret data and provide feedback to support patients’ adherence, educa-
tion and health behavior changes. 

 Increasing racial and ethnic diversity of the population will require health infor-
mation systems to facilitate and support socio-culturally and linguistically compe-
tent interactions between patients and providers. In addition to anticipating and 
supporting language, literacy, numeracy and health literacy needs, systems and pro-
viders will need to help patients make informed inferences, choices and decisions 
about their health to prevent and mitigate delays and errors in care or communica-
tion and enable truly informed consent. 

 The reduction of healthcare disparities presents special challenges to future 
health information systems and providers:

•    Although patient education and training are necessary and are important means 
of addressing healthcare disparities, their current implementation has not resulted 
in discernable or sustained change or reduction. Therefore, alternatives, improve-
ments and new techniques in teaching and training patients and their caregivers 
are needed if these are to have any impact on disparities.  
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•   The assessment of social, behavioral and environmental determinants of health 
may require discovery and inference from new types of patient data that are cur-
rently not being collected, including those generated by patients, either actively 
and/or passively.  

•   Emerging health information systems may not reduce disparities, and in fact, 
may exacerbate existing and/or introduce new disparities due to differential abil-
ities of populations to utilize and/or benefi t from them.    

 Understanding how health information and systems, their design, implementa-
tion and deployment can impact population health to reduce disparities is a frontier 
in clinical and population health informatics and healthcare services research. 

 Health information systems of the future must support all stakeholders that com-
prise patient-centered care teams. As part of supporting the functions of the Patient 
Centered Medical Home (PCMH), systems must support the needs and activities of 
informal caregivers (as an integral part of care coordination). Without recognition 
and support in the form of (education, training and communication with the medical 
team), caregivers (and the patients for whom they provide services) are vulnerable 
to poor outcomes due to unseen, unaddressed and undocumented needs. Rather than 
lowering costs, this will likely increase costs because patients will continue to use 
expensive services emergently (i.e., emergency departments and hospitals) and 
unnecessarily. 

 Retail healthcare can provide both competition and solutions for improving 
 support for PCMHs. Healthcare retailers have fi nancial incentive to encourage 
patients to use their facilities. In the future, retail healthcare will include the deploy-
ment of information tools for patients to augment their care and deepen patient 
health engagement. One possible evolution is for retail clinics to become part of the 
medical neighborhood of a PCMH and its health information network to make all 
care transparent. 

17.2.1     Patient Centered Health Information Management 

 The evolution of patient-centered health information management will require EHR 
system interoperability with a vast array of clinical, patient and consumer oriented 
tools, sensors and devices. Future systems must enable providers to manage these 
devices and their data while providing the patient culturally and linguistically 
appropriate just-in-time assistance and support that fi ts into (rather than disrupts) 
patient lifestyles. 

 Smartphones provide new opportunities for patient-centered health information 
support as many patients try and use personal digital health tools. It is reported that 
over one million “apps” are available through Android, Google and Apple [ 40 ], 
with 40,000 health apps being available on the iTunes (Apple) store alone! [ 41 ]. In 
addition, while consumers are increasingly turning to online resources for fi rst-line 
health information and support, possibly because access is easier than for providers 
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[ 42 ]. Many patients also engage in online communities of care (i.e. Patients like me, 
Cure Together) that connect patients with similar illnesses and/or problems. 

 Consumer-targeted health information technologies [ 43 ,  44 ] help patients man-
age their own care and decisions and can be benefi cial in improving health 
[ 43 – 45 ]:

•    Web-based interventions have been shown to improve depression, anxiety or 
stress [ 46 ].  

•   Mobile messaging supports chronic disease self-management [ 47 ] with a variety 
of tools aimed at helping patients to control asthma [ 48 ].  

•   Social media and/or video-based digital health tools also augment in-person 
interactions with peers and health professionals as patients navigate their condi-
tions and search for support.  

•   Social media is also challenging fundamental notions of medical research:

 –    Electronic recruitment of geographically dispersed or sparse cohorts can 
occur quickly.  

 –   “Citizen science” (patient originated and conducted “studies”) conducted in 
online communities (Patients like me, Cure Together, Association of Cancer 
Online Registries, Smart Patients) may ignore traditional constraints of 
research: evidence-based hypotheses, theory-based intervention design, peer 
review and even informed consent. Many patients, caregivers and consumers 
view the ability to conceive and conduct these “studies”, independent of for-
mal research communities, as empowering and able to challenge traditional 
research processes. “Citizen science” does not wait for the approval of the 
scientifi c community and may provide the patient’s voice in hypothesis 
generation.       

 The rapid growth of the use of these platforms and innovations suggests that 
these trends will continue for the foreseeable future and that future health informa-
tion systems could benefi t by incorporating these technologies into care to better 
engage and empower patients [ 49 – 51 ], and to meet the IHI “Triple Aim” of (a) 
improving the patient experience of care (including quality and satisfaction), (b) 
improving the health of populations and (c) reducing the per capita cost of health 
care [ 52 ].   

17.3     The Patient of the Future: Care, Self-Care 
and Technology 

 Understanding how patients, consumers, providers and organizations located in dif-
ferent places may work together in an integrated and coordinated fashion may be 
facilitated by an “ecosystem” organizational perspective. Serbanati defi nes a health-
care ecosystem as a collaborative, multidisciplinary and cross-organizational medi-
cal and social care delivery network, with the patient or consumer at the center. 
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Using an Internet-based broadband infrastructure, participants share electronic 
information, use e-services and collaborate as needed and as directed by the patient 
to address health concerns [ 53 ]. Marschollek [ 54 ] refers to such systems as sensor 
enabled Health Information Systems, highlighting the need for such systems to sup-
port decentralized, patient-centered and personalized care while seamlessly inter-
facing with the many sources of information in a person’s environment. 

 At least three types of benefi ts will be realized by patients using these systems:

    First: Patients will be in constant connection with digital sensors and tools.  These 
tools will provide real time decision support, enhance patient engagement in 
health and enable them to stay in contact with the people, information and 
resources they need to become healthy and stay well. Patients will live in con-
stant contact with medical, social and behavioral supports to reach their health 
goals. These virtual “health and care” ecosystems will be accessible by patients 
“on demand”, anytime, anywhere they need them. Providers will be able to man-
age patient-generated health data using emerging big data techniques to study the 
health of populations for care and research.  

   Second: Patients will benefi t when data from multiple sources are integrated to yield 
new insights (“smart” environments).  For example, it may be useful to know an 
asthmatic patient’s respiratory rate heart rate and blood pressure during exercise. 
A clinician (using an algorithmically generated display) can calculate the 
patient’s work of breathing. This information can enable real time predictions for 
the likelihood of an impending asthma attack.  

   Third: “Smart” environments will be able to respond to real-time patient sensor 
data and adjust to benefi t the patient.  To illustrate this point, imagine that our 
asthma patient lives in a “smart” home (a residence equipped with technology 
that facilitates monitoring of residents aiming to improve health, quality of life 
and promote independence) [ 55 ]. Mobile sensor and wireless network technolo-
gies can extend monitoring beyond the “smart” home into external activities. 
Such ubiquitous computing provides the basis for “ambient” assisted living tech-
nologies [ 55 ]. The “smart” home can be networked to a broader “health and 
care” ecosystem to become part of the patient’s personal ecosystem in which 
clinical algorithms detect when the patient’s work of breathing is consistent with 
an impending asthma attack and can assess measures of contributory factors such 
as temperature, medication utilization and patient activity to determine the need 
for an intervention such as raising the humidity of the home environment, deliv-
ering a dose of rescue medication and/or alerting an on-call nurse to the potential 
of an emerging asthma attack.    

 This “network of networks” of wireless body sensors, “smart” home, “ambient” 
assisted living environment and the broader “health and care” network (medical and 
social information, services and providers) can (using big data and cloud technolo-
gies) allow processing of immense amounts of data [ 56 ] and integration of that data 
from a wide variety of sources (i.e., all asthmatic patients within a geographic 
region) in real time [ 56 ]. Over time, these “health and care” ecosystems will be able 
to “learn and predict” patient behaviors, needs and outcomes, and automatically 
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respond in ways to prevent acute events or to optimize health outcomes based on 
aggregated patient data.  

17.4     Case Study: The “Interactive Remote Lifestyle 
Assistant” (Irla) 

 To illustrate these benefi ts, we present a case study of a hypothetical sensor- enabled 
health information system for supporting chronic disease management: 

   Ruby C.       is a 76 year old Hispanic patient with congestive heart failure (CHF). She 
lives alone in a semi-urban mid-western state. Her husband died of a heart attack 
three years ago. Their three adult children have done well for themselves, but now 
live in other states with their own families. For many years Ruby struggled, requir-
ing at least 3 hospitalizations a year. Even though she was doing her best, Ruby and 
her children constantly lived in fear of the worst. But now, things are much better. 
Ruby’s new bathroom carpet automatically records her weight, just before she gets 
in the shower each day and the information is automatically sent to her health infor-
mation system and appropriate information forwarded to her electronic medical 
record. As Ruby tells it: 

   Whenever I gain 5 pounds or more, this “magic” carpet contacts IRLA. IRLA (the 
Interactive Remote Lifestyle Assistant) analyzes my eating patterns over the last week. 
Depending on the results, IRLA will suggest simple ways I can adjust my diet or cooking. 
IRLA also is able to contact the local grocery store and order foods I like and need and have 
them delivered right to my door or make a reservation for me at the neighborhood YMCA 
so I can get the exercise I need. Whenever my kids want to know how I am doing, IRLA 
keeps track of everything and can tell them anything they want to know. Whenever I need 
her or just want to talk, all I have to do is turn on the TV and press this button on one of my 
grandson’s game boxes and there she is. We talk and chat for as short or as long as I would 
like, day or night! If IRLA gets real worried, she will actually call my children to let them 
know what is going on, set up an appointment with my doctor and arrange for my church 
van to pick me up and bring me home after the visit.  

    In addition to CHF, Ruby also has asthma. Her doctor recently gave her a new 
digital asthma inhaler that automatically records the temporal and geospatial con-
text of each use then sends the data back to Ruby’s smartphone, IRLA and other 
connected devices within the network. IRLA automatically integrates this informa-
tion with data from these data streams are then utilized by an algorithm to identify 
patterns highly related to an asthma exacerbation. IRLA then activates connected 
devices such as humidifi ers, air fi lters and heaters in Ruby’s home to optimize her 
environment and decrease the likelihood of an asthma attack.  

  Over time IRLA “learned” that Ruby’s asthma triggers include, among other 
things, the spicy foods that she loves so much. Using this information, IRLA sug-
gested fl avorful recipes and foods that Ruby could cook, without the spicy ingredi-
ents that lead to asthma attacks, based on what was already in her refrigerator and 
kitchen cabinets. In addition, IRLA noticed that Ruby usually ate out at a restaurant 
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once a month, usually between the 1st and 5th of the month. Using this information, 
IRLA provided Ruby, on the last week of each month, with local restaurant and 
menu suggestions that avoided the spicy foods that often triggered her asthma 
attacks.   

 In this example, IRLA is the convenient, culturally and linguistically appropriate 
and competent, patient-facing interface to a sensor enabled health information sys-
tem. IRLA is managed by Ruby’s providers but under her control. IRLA is more 
than a database that collects and transmits data. IRLA relys on data from Ruby’s 
total environment:

•    Ruby’s medical history, encoded in her electronic health record  
•   Data from multiple sensors and sources including:

 –    Weight scale in the Bluetooth-enabled bathroom mat that wirelessly and auto-
matically transmits weight data to a “cloud” repository  

 –   Radio frequency identifi cation (RFID) tags embedded in food labels and bot-
tle caps of the food items she buys to help monitor sodium and nutritional 
intake  

 –   Continuously indoor and outdoor atmospheric pollution sensors  
 –   Humidity and temperature sensors  
 –   Local traffi c conditions (for diesel exhaust fumes) and weather patterns  
 –   Direct input from Ruby  
 –   Information from her internist  
 –   The Bluetooth enabled peak fl ow meter attached to her asthma inhaler to 

monitor potential airway obstruction  
 –   Ruby’s activity and appointment calendar and diet tracker  
 –   Food databases from her favorite restaurant and grocer       

 IRLA helps coordinate Ruby’s health and social care activities and provides cul-
turally appropriate behavioral feedback to motivate long term behavior change. 
With data streams from Ruby’s ecosystem of devices and doctor, IRLA can then use 
machine learning and artifi cial intelligence, initiate certain actions autonomously 
and automatically record these actions in Ruby’s electronic health record for view-
ing by caregivers to whom Ruby has granted access (her physician, her pastor and 
her adult children). 

 Prior to IRLA, Ruby and her children always worried about keeping up with 
everything the doctor told them the last time they saw him. It was diffi cult because 
he always had to rush and the paperwork was always confusing. IRLA simplifi es the 
paperwork Ruby receives from her doctor and provides verbal reinforcement to help 
Ruby to become and stay healthy. Ruby’s children no longer worry about not know-
ing what is going on because they can obtain understandable online summaries of 
her activities, eating patterns or doctor’s instructions at any time without having to 
take off valuable time from work and loose income. 

 Finally, IRLA provides Ruby with suggestions and regular behavioral feedback. 
Timely practical feedback and instruction is a powerful form of reinforcement based 
on the data from recent patient actions. Regular behavior feedback has been shown 

17 The Patient of the Future: Participatory Medicine and Enabling Technologies



294

to be critical to initiating and sustaining behavior change and has been found to be 
a key component of successful consumer health informatics tools. This form of 
teaching has its roots in so-called “edutainment” and “health gaming”. Time and 
rigorous evaluation will be needed to determine the superiority of these approaches 
to traditional methods (which have not worked).  

17.5     Conclusions 

 As healthcare systems evolve, so too must health information systems and tools to 
meet the changing needs of patients and healthcare systems. The story of IRLA is 
hypothetical but the described technologies are currently possible or being devel-
oped. Their implementation into publicly or commercially available connected 
health information ecosystems is only a matter of time as industry and federal 
efforts are underway to lay the foundation for realizing these possibilities. 

 Health information systems of the future must provide much more than just a 
mechanism for health information exchange with a provider or health system. 
Robust health information systems of the future will likely share the following 
characteristics:

•    Systems will consist of distributed networked devices, tools, sensors and tech-
nologies, working together to provide alignment of decision support, behavioral 
motivation, education and health task support, while maintaining awareness of 
patient activity, response and needs. They will need to automate pre- programmable 
tasks where and when possible within patient home environments, in response to 
real time aggregated data.  

•   Systems must be interoperable with any patient’s health information ecosystem. 
They will need to receive and share data with a variety of clinical and nonclinical 
sources (including patient generated health data), based on patient preferences, 
information needs and tools (apps, consumer devices, fi tness trackers and other 
emerging technology), in human accessible/readable forms.  

•   Systems must put patients at the center of care. They must:

 –    Integrate and incorporate tele-health and remote technologies to make health-
care accessible, usable and convenient for patients  

 –   They must facilitate communication and other interactions among all stake-
holders in a patient’s care  

 –   They must summarize data and present it in forms that meet the literacy, 
numeracy and health literacy needs of patients at all levels in a culturally 
acceptable fashion.       

 It is challenging to conceive how healthcare services will be delivered to meet 
the needs of all Americans, but the evolving US patient population will require 
evolving ways of managing health information. Networked, sensor-enhanced, 
patient-centered health information systems hold great promise to facilitate this 
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evolution, to empower patients and to make the work of providers care teams and 
families more effi cient, more cost-effective and more responsive to patient needs to 
help the nation achieve its national health goals.     
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                Introduction 

 The eight chapters in this section explore new areas in the science of patient safety; 
new virtual training environments for healthcare professionals and students; 
 standards, architecture and infrastructure needed to support a viable and usable 
Personal Health Record; and the new emerging technologies and care delivery 
 models that they enable that support person-centric care and consumers choice in 
care utilization. Part III’s chapters report on current innovative initiatives in the 
early conceptual stages of development and testing that are directed at key areas of 
transformative change.

•    In Chapter   18    , Michael Rosen and his group of authors from the Armstrong 
Institute lay out a number of in-process, data-driven patient safety pilot programs 
being conducted under their Emerge Project.  

•   Dev Parvati, in Chapter   19    , addresses the potential of virtual, clinical simulation 
laboratories and their underlying technologies that present medical and nursing 
students the opportunity to learn clinical skills and critical thinking in the medium 
of medical devices and electronic record technologies that are often not available 
in actual clinical settings.  

•   As we address the efforts to date to engage patients in models of patient centered 
care and self-management, the thorny area of Personal Health Records (PHR) 
continues to be an elusive reality. In Chapter   20    , William Yasnoff offers a vision 
for achieving a usable and effective PHR by addressing the interdependent issues 
of  information architecture, business models, and standards needed.  

•   In Chapter   21    , Hsueh, Chang and Ramakrishnan takes us into the world of new 
emerging  technologies that offer the promise of broader consumer involvement 
in their daily health; while Zhu and Cahan explore the “wearable revolution”, 
telehealth and mobile devices as enabling technologies that fundamentally 
change the way healthcare is delivered in support of patient-centered care in 
Chapter   22    .  

•   And just as methods of care delivery are changing at lightning speed, so too is the 
way care is being reimbursed with the opportunity for consumers to be more 
engaged in their choices of insurance and care utilization (Yuen-Reed and 
Mojsilović – Chapter   23    ); coded for payor reimbursement, quality and cost 
 effectiveness big data analysis (David Meyers – Chapter   24    ) and managed as 
data inside organizations to address the ever more demanding requirements for 
data security from internal and external threats (Kiel et al. – Chapter   25    ).          
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    Abstract     Healthcare information technology has improved the business of health-
care with mixed results for its impact on the delivery of care itself. As industry and 
regulatory pressures to improve the quality and safety of care through the reduction of 
preventable harms, it becomes imperative to align information systems to (a) collect 
real-time clinical data with patient care workfl ows and (b) provide quality and patient 
safety teams (and other stakeholders) easy access to meaningful process and outcomes 
data. To accomplish this, hospitals and other healthcare organizations must adopt 
emerging practices from the science of high reliability organizations (HROs). In addi-
tion, they must employ and adapt clinical IT systems to facilitate real-time collection, 
analysis and feedback of performance (on multiple levels) with data directly from 
care. An example, Project Emerge, from the Johns Hopkins Hospital, is presented.  

  Keywords     Patient safety   •   Care quality   •   Intensive care unit   •   Critical care   • 
  Surgical critical care   •   High reliability organizations   •   Real-time patient monitoring   
•   Data reuse   •   Armstrong Institute for Patient Safety and Quality   •   Johns Hopkins 
Hospital   •   Project Emerge (safety)   •   Ventilator associated events (VAE)   •   Patient/
family engagement in care  

18.1         Introduction 

 Modern day healthcare organizations are ineffi cient and wasteful [ 3 ], unsafe [ 14 ], and 
frequently fail to deliver care consistent with either evidence-based practices [ 13 ] or the 
values and preferences of patients and their loved ones [ 1 ]. Converging pressure from 
regulatory agencies, public and private payers, as well as the general population create 
conditions requiring transformative, disruptive, and radical change to the status quo. 
Healthcare organizations need new ways of managing and providing care. Information 
technology has been a critical driver of effi ciency and reliability on other industries, and 
is heralded as one key solution to the current challenges in healthcare [ 20 ]. However, the 
current health information technology (HIT) infrastructure in most healthcare organiza-
tions fails to support the needs of those charged with improving safety and quality. 
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 HIT has contributed improvements in care delivery [ 11 ], but the record has been 
mixed [ 9 ]. Much remains to be done if the true promise of better information tech-
nology is to be realized. HIT shortcomings manifest in multiple ways within health-
care organizations. For example, quality and safety improvement teams frequently 
lack accessible and meaningful process and outcome data needed to drive projects; 
clinicians must use information tools that do not fi t their workfl ows, adding com-
plexity, workload and opportunities for error; patients and their loved ones must 
manage an increasingly complex care process with very few information tools 
designed with them in mind. These shortcomings can be traced back to the origins 
of HIT as billing systems and a failure to adopt systems engineering and human 
factors design principles that are common to other safety critical domains [ 16 ]. 

 HIT can and must better support healthcare organizations as they strive to meet the 
mounting industry pressure to increase the quality and value of care through the 
reduction of preventable harms. To that end, we pursue three goals in this chapter. 
First, by drawing from the science of High Reliability Organizations (HROs) and 
emerging practices in healthcare, we outline management functions that HIT must 
provide to better support patient safety and care quality processes. Second, we discuss 
data collection, analysis, and feedback functions that HIT currently has and will need 
to have to support safety and quality improvement. Third, as a Case Study to illustrate 
the possibilities of the rigorous application of systems engineering and human factors 
approaches to the development of HIT in the interest of patient safety and care quality, 
we describe Project Emerge, a project in critical care at the Johns Hopkins Hospital.  

18.2     Information Technology to Enable Patient Safety: 
Implications of an Evidence-Based Approach 
to Managing Safety 

 In order to build a better HIT infrastructure for safety and quality, system designers 
need a detailed understanding of the requirements: What tasks and functions will 
HIT need to support? We explore this question below, fi rst by summarizing implica-
tions of the science of High-Reliability Organizations with respect to HIT; and sec-
ond by examining emerging organizational management practices for safety and 
quality in healthcare. 

18.2.1     Principles of High-Reliability Organizations 

 High-Reliability Organizations (HROs) has emerged as a topic of inquiry from a 
group of researchers at the University of California, Berkeley. This group was 
studying how organizations within highly hazardous industries (e.g., nuclear power 
generation, military and civil aviation) were able to perform with rates of accidents 
far below what could be expected [ 12 ]. Their discovered principles of HROs have 
informed current visions of a safe and high quality healthcare system [ 5 ,  15 ,  22 ]. 
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 The defi nition of an HRO is: an organization with the potential for reaching cata-
strophic outcomes due to mistakes, but that actually achieves high levels of relatively 
error-free performance over the long term [ 4 ]. Research on HROs has led to an under-
standing of how these organizations achieve this remarkable level of performance. 

 Individuals within HROs possess a common set of core values relating to risk, 
errors and safety [ 21 ]. These are:

•     Preoccupation with failure . This manifests in two key ways:

 –    First, they scrutinize any deviation from expected outcomes or standard prac-
tice. When things do not go as planned, it is treated as an opportunity to learn 
more about how the system works and how to more effectively manage opera-
tions in the future.  

 –   Second, even when operations are within normal and safe boundaries, mem-
bers of HROs dedicate signifi cant effort towards anticipating how things may 
go wrong. This proactive approach to identifying potential threats to safe 
operations leads to a continual effort at improving when actual errors or devi-
ations become very infrequent.     

•    Extreme reluctance to simplify . HRO members do not accept easy answers to 
complex problems and understand that seemingly insignifi cant events can pro-
duce dire consequences. Superfi cial explanations are not tolerated and true 
underlying causes are pursued.  

•    Acute sensitivity to operations . Members of the organization actively seek a clear 
understanding of how the organization is currently performing in terms of out-
comes as well as deviation from standard operating procedures.  

•    Unwavering commitment to resilience . HRO members adopt a learning-oriented 
perspective and react to problems and failures as opportunities to improve. This 
mindset helps them respond to unanticipated situations rapidly and effectively.  

•    Deference to expertise  when solving problems. They do not use status (e.g., rank, 
title, or tenure) to determine who is qualifi ed to address a given task or situation. 
They seek to recognize expertise in others and adjust their response to make sure 
the best ideas and interpretations of situations are used in decision making 
regardless of where (or who) those ideas come from.  

•    High levels of competence . Expertise is prized highly and developed continually, 
both as individuals and as collective units. There are formal (e.g., continuing pro-
fessional development) and informal (e.g., mentoring and peer review)  processes 
to ensure that people have the opportunity to continue to grow professionally.     

18.2.2     Emerging Safety and Quality Management Structures 
in Healthcare 

 HROs achieve high levels of performance by creating mechanisms to enact the val-
ues described above. Healthcare is attempting to transition to the levels of perfor-
mance characteristic of HROs, but currently is far from being a member of this 
class. However, healthcare organizations are developing new forms of management 
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capable of operationalizing HRO principles that are feasible given the unique con-
strains of the industry. 

 The fractal-based quality management infrastructure [ 17 ] is one such approach. 
In general, fractals are repeating structures at different levels of analysis. This 
approach is important for managing safety and quality due to the complexity of 
healthcare organizations. The fractal-based management structure is currently being 
implemented within the Johns Hopkins Health System and articulates core func-
tions of managing safety that can be replicated in different ways across levels of the 
organization. These functions include:

•     A centralized improvement core of experts in a broad array of improvement and 
safety related disciplines  such as information technology and analytics, organi-
zational science, and human factors engineering. This core works to coordinate 
efforts across the system and to ensure that the best evidence and practices 
around safety and quality improvement are included used in the organizations 
efforts.  

•    Suffi cient resources ,  including training and salary support for physician and 
nurse safety and quality improvement professionals at each level of the organiza-
tion . This is critical for managing safety at the local level and both identifying 
and mitigating risks that may be uniquely present in one area as well as serving 
as an effective change mechanism for system wide interventions.  

•    A system of clear goal setting using standardized measurement ,  transparent 
reporting ,  and assigned accountability . These goals must be aligned across lev-
els of the organization.  

•    Horizontal learning structures cut across traditional boundaries to ensure that 
lessons learned are spread throughout the organization . Many problems are 
local in nature, but there is great value in sharing solutions to safety problems 
throughout the organization. Some can be adopted organization-wide, while oth-
ers can serves as models to spur further innovation.  

•    Inclusion and involvement of patient representatives in safety and quality 
improvement work  in different ways including both advisory committees as well 
as seats on improvement teams at different levels.    

 This framework articulates the fundamental infrastructure necessary for manag-
ing safety and quality. The development of HIT can be informed by these functions, 
as most, if not all, safety management functions can be enabled by better HIT tools. 
Clearly, setting goals using standardized metrics and ensuring transparent reporting 
is tightly coupled with HIT implementation. Using current data streams (e.g., EMRs) 
to track progress and provide needed process and outcome data is critical to scaling 
this function. HIT needs to be fl exible enough to adapt to changing data needs for 
safety and quality improvement projects. Currently HIT can serve as a valuable tool 
for standardization (e.g., creating common order sets). However, the challenge is 
avoiding the potential pitfall of rigidity. For example, when the entire organization 
uses one standardized workfl ow or order set, changing that component of HIT can 
become highly bureaucratic involving approval and sign off from numerous com-
mittees. Similarly, healthcare leaders need to consider and plan for the HIT resources 
needed at different levels of the organization, specifi cally, which HIT resources are 
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centralized and distributed (e.g., developed within clinical departments, or contained 
within in HIT department). These decisions will impact how effectively safety and 
quality improvement teams are able to make use of the HIT infrastructure.   

18.3     The Use and Re-use of Data for Quality and Safety 

 In 1966, Avedis Donabedian proposed the model of healthcare quality as measure-
ments linked to structures, processes and outcomes of care [ 6 ]. Since then, progress 
toward creating, computing and using databases of process-based measures to dem-
onstrate impact on outcomes has leveraged the power of information technology to 
incorporate active clinical data. With the enactment of the Patient Safety and Quality 
Improvement Act of 2005 (Public Law 109-41), the Federal Government formally 
committed to foster patient safety through the defi nition and creation of Patient 
Safety Organizations (PSOs) to collect, aggregate, and analyze confi dential infor-
mation reported by health care providers. 

 Mandates to measure the quality of federally-funded care have produced a corpus 
of data for use in research, quality improvement and innovation from the Centers for 
Medicare and Medicaid and the Agency for Healthcare Research and Quality. 
Databases and data collection/reporting systems related to drug safety and adverse 
events have been established by the Food and Drug Administration for safety and 
adverse events reporting for drugs and biologics (including post-market surveil-
lance) and by then Centers for Disease Control and Prevention for public and popu-
lation health (including vaccine safety). The federal government has also made these 
data resources available to the public along with tools needed to manipulate them. 

 These advancements in measurement have not yet resulted in large scale improve-
ments in safety or quality. As an industry, healthcare is currently in the process of 
re-discovering hard won knowledge from the organizational sciences. While 
 measurement practices continue to progress, there is a striking failure to put that 
data to use in many cases. For example, the American College of Surgeon’s National 
Surgical Quality Improvement Program (NSQIP®) is the most comprehensive and 
trusted database of surgical process and outcome data available. However, several 
recent articles have been unable to detect a signifi cant difference in patient out-
comes between NSQIP® participating and non-participating facilities [ 2 ,  8 ]. In 
essence, the improvement infrastructure, like that detail in the fractal model above, 
has not matured enough to make effective use of the growing data resources. 

 There are of course gaps in the data collection mechanisms. Not everything that 
is measured is important, and not everything important is measured. For example, 
studies have indicated that current quality measurement systems only capture about 
50 % of the reasons patients are readmitted [ 7 ]. Additionally, moves towards trans-
parency and fi nancially incentivizing performance based on these still developing 
data sources has the potential to skew improvement efforts. For example, systems 
used to assess the value of care based on patient’s presenting symptoms (i.e., those 
present and indicated before the clinician has arrived at a diagnosis) can skew mea-
sures of value [ 10 ]. 
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 In sum, three trends would seem to dominate data for safety and quality in 
healthcare: more data (of increasing quality), more transparency, and more account-
ability. While there are still many challenges for developing good measurement 
systems for safety and quality, the state of the art and science is progressing. More 
people now have access to this data, both internally within healthcare organizations 
via the proliferation of data dashboards, and externally through regulators. Public 
accountability for these data requires organizations invest in generating and using 
high quality data. The following section details a case example of how better sys-
tems engineering and human factors design processes can lead to more effective 
HIT for safety and quality.  

18.4     Case Study: Project Emerge 

 The current state of the health information technology infrastructure in critical care 
environments does not incorporate the level of good user-center design needed to 
support high quality, safe, effi cient and patient centered care. Rather, current inten-
sive care technology, workfl ows, and culture have incrementally evolved over time 
into a disintegrated set of system components. The Armstrong Institute for Patient 
Safety and Quality at the Johns Hopkins University School of Medicine in collabo-
ration with the Johns Hopkins University Applied Physics Laboratory are currently 
leading a signifi cant HIT initiative with the aim of redressing these issues through 
the application of systems engineering and human factors design and evaluation 
principles and methods. Project Emerge is an example of how this approach can be 
applied to develop more effective HIT and ultimately to improve the quality, safety, 
and patient-centeredness of care delivery systems [ 19 ]. We describe the aims, over-
view and current state of Project Emerge and discuss challenges associated with 
implementation, and future goals based on the lessons learned. 

18.4.1     Project Aims 

 Project Emerge is focused on balancing three core aims related to improving value: 
(1) improve the safety and quality of care by eliminating preventable harm and 
ensuring patients receive care consistent with evidence-based guidelines, (2) elimi-
nate waste, and (3) support respect and dignity for patients and their loved ones. To 
achieve these aims, Project Emerge seeks to demonstrate the potential of a patient- 
centered, systems engineering approach beginning in ICU environments and 
expanding over time to include the full continuum of care. The project is guided by 
three fundamental assumptions. First, the process of care in the ICU is complex, 
dynamic, and the array of clinicians in the ICU and hospital is not optimally confi g-
ured to deliver consistent high-quality, safe, effi cient care. Second, the delivery of 
care can be perceived as disrespectful and indifferent to the needs and values of the 
patients and family members despite the key roles that they can play in their own 
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care. Third, accountability and learning mechanisms (e.g., timely and actionable 
data, transparency of performance and non-performance; feedback loops to correct 
and prevent mistakes, etc.) are critical for ensuring high-reliability of healthcare 
services, but currently are immature, absent, or insuffi cient. 

 With the overall goal of developing an integrated ICU to enhance the safety, 
quality, and patient-centeredness of care delivery, the initial phases of Project 
Emerge targeted fi ve clinical harms: Central Line Associated Blood Stream 
Infections, Venous Thromboembolism, Delirium, ICU Acquired Weakness, and 
Ventilator Associated Events. These clinical harms where chosen because the repre-
sent a signifi cant portion of preventable harms in the ICU, and relatively well devel-
oped evidence-based protocols exist to reduce risk. Additionally, two non-clinical 
harms were targeted: the loss or diminution of respect and dignity of patients and 
families, and failure to align care with patient goals. Previous approaches to manag-
ing risks associated with these harms have functioned independently. Project 
Emerge approached the problem from a different perspective. The historical lack of 
integration and appropriate prioritization has fueled errors and ineffi ciencies. 
Project Emerge started by building an integrated model that accounted for (1) tech-
nical interoperability, (2) the workfl ows and tasks of stakeholders including clini-
cians, patients, and their families, and (3) the culture of healthcare and the local 
culture where the system is being implemented. 

 Project Emerge included a diverse set of team members including software engi-
neers, clinicians, human factors, patient safety and bioethics experts, biostatisti-
cians, and patient/family advocates. The Project Emerge team is arguably the fi rst 
demonstration of a trans-disciplinary engineering effort in clinical medicine. This 
broad team was necessary to address the multiple issues involved in addressing the 
aims stated above.  

18.4.2     Overview of the Project Emerge System 

 The Project Emerge system is an open architecture with a front-end of interactive 
displays facilitating situations awareness, risk perception, decision support, and 
communication. The system functions as a middle-layer architecture for translating 
disparate information into an integrated presentation format for end users of the sys-
tem. Currently, the lack of interoperability between data sources in the ICU (e.g., 
electronic medical records, infusion pumps, ventilators, monitors, environmental 
sensors) creates hazards and complicates the process of building and maintaining 
shared situational awareness of patient status, trajectory, and risks. From the earliest 
phases of the project, there was a heavy emphasis on connecting data to analytics. 
A key belief among the project team is that real-time data and analytics are crucial to 
driving meaningful change. A human factors working group was convened to develop 
design concepts for representing the data pulled from various data streams with the 
goal of enabling safe and effi cient work processes. Human factors work included 
conducting user needs analyses with patient, family, and clinician stakeholder groups 
to develop and refi ne design requirements and prototype displays, iterating and 
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redesigning prototypes based on user feedback. While systems integration is a cen-
tral concept for Project Emerge, creating better information tools is necessary to 
capitalize on the integrated infrastructure. The user-centered approach taken in this 
project produced innovative displays (see Fig.  18.1 ) to support the work of clinicians 
as well as the engagement and activation of patients and their loved ones.

   Initial iterations of two major components of the Emerge System are described 
in the following sections: the Care Team Portal (CTP), and the Patient and Family 
Portal (PFP). These portals target unique information needs of clinicians and 
patients and their families, but they are interconnected. They serve to facilitate criti-
cal interactions between clinicians, patients, and their loved ones. The portals do not 
replace existing communication channels, but attempt to improve the quality of 
those interactions.  

18.4.3     The Care Team Portal 

 The Care Team Portal (CTP) was designed to promote harm prevention and human-
ization of patients. Existing information systems display patient data as lines or 
numbers on spreadsheets or graphical displays and rely on clinicians to digest and 
integrate the data into actionable information themselves. In contrast, the CTP cur-
rently imports data from the EMR and patient/family tablet to display risks at the 
unit and patient-level in relation to the seven harms presented earlier. 

 Figure  18.1  depicts several key CTP displays. There are three main levels to 
displays of clinical information: the unit-view, patient-view, and condition specifi c 
displays. These are all designed to support real-time situational awareness of 
patients’ risks for harm, and each is described in detail below. In addition, there are 
components of the displays designed to support patient and family engagement. 

 On fi rst logging in to the system, clinicians view a unit-level overview of the 
status of each patient along with a simple indicator of risk. At the unit-level, if a 
patient is at risk for a specifi c harm, but does not have all evidence-based protocols 
in place, a red X is displayed next to that patient’s picture along with a link to alerts 
associated with that patient (i.e., the number of preventative measures that should, 
but are not currently in place for that patient). If a patient is currently receiving all 
preventative measures for the relevant and targeted harms, a green check-mark is 
displayed. Clinicians can select a patient on the unit-level display by touching that 
patient’s picture. This will provide a deeper dive on the patient view. 

 The patient view displays each of the seven harms as a segment of a wheel. If a 
patient is at risk for a specifi c harm, that segment of the wheel will be red. If all 
required therapies and interventions are in place for a given harm, that segment of 
the week will appear green icon. If the harm is not applicable to the patient (e.g., due 
to a contraindication), that segment of the wheel will be grey. Clinicians can then 
dive deeper by touching one of the wheel segments. This will bring them to the 
Condition-Specifi c Display (CSD). 

 CSDs provide fi ne-grained access to all details surrounding prevention strategies 
for a specifi c targeted harm. For example, a clinician may notice that the Ventilator 
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  Fig. 18.1    Examples of Emerge displays for ( a ) a unit census view, ( b ) an overview of risk of harm 
for a single patient, ( c ) a detailed visualization for risks present for ventilator associated events for 
a specifi c patient, ( d ) a homepage for the patient and family portal, ( e ) the care team’s view of the 
patient and family portal, and ( f ) the family involvement menu           

a

b

c
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Associated Event (VAE) harm is out of parameter (i.e., a red wheel segment on the 
patient view). They can identify the underlying cause by clicking on the VAE wheel 
segment. Here, there is a visualization of each element of preventative strategies for 
VAE, and whether or not they are within parameter. For example, if the patient’s 
head of bed (HOB) angle is below 30°, that segment of the VAE wheel will be red, 
as one critical intervention for preventing Ventilator Associated Pneumonia (VAP) 
is to maintain the patient’s HOB bed at 30° or greater. To help ensure adherence to 
best care practices in this area, patient beds were equipped with HOB sensors. The 
Emerge system can access this data and use it to drive both visualizations and real 
time support for managing patient harm risks as described here and analytics. Prior 
to the Emerge system, there was no mechanism to alert clinicians whether this pro-
tocol was out of parameter (e.g., a team member adjusting the bed for a test/proce-
dure and failing to return it to the proper height) and clinicians were required to 
calculate the angle of the bed manually.  

18.4.4     The Patient and Family Portal 

 The Patient and Family Portal (PFP) focuses on enhancing patient and family mem-
ber engagement in care. To do so, the PFP includes training and education materials, 
two way communication tools for expressing care priorities, tools for sharing infor-
mation about themselves and asking questions as well as information about the care 
team and schedule of events. Several of these functions are detailed below. 

 The PFP supports several basic information functions designed to familiarize 
patients and families with the ICU environment. These include information about 
the patient room, frequently asked questions about ICU care, identifi cation of types 
of care team members, and ICU visitor policies. Additionally, the PFP provides 
journaling and image upload features for the exclusive use of the patient and their 

f
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family members as well as an “about me” section that the patients can use to describe 
themselves as a person to the care team. The PFP also integrates a Family 
Involvement Menu (FIM; [ 24 ]). This is a truly novel feature designed to support the 
role of patients and families as  members  of the care team and not just passive recipi-
ents of care [ 23 ]. Specifi cally, the FIM allows family members to learn about certain 
care activities in which they can participate. These activities range from basic (e.g., 
assisting with comfort related tasks such as pillow positioning, managing the enter-
tainment system) to more advanced (e.g., oral care, wound care, physical therapy). 
After learning about these specifi c activities, the family member can use the PFP 
interface to indicate a desire to participate in this care activity. This information is 
displayed on the CTP to alert care team members that there is interest in participa-
tion. This integration facilitates better scheduling and coordination to include fam-
ily members in patient care activities. The FIM is not designed to replace existing 
interactions encouraging involvement in care, but as mechanism to increase the 
likelihood family members will understand the opportunities available and express 
desire to participate. 

 Another important feature of the PFP is the ability for patients and their loved 
ones to ask questions directly to care team members and for the organization to 
solicit real time feedback regarding the quality of their care experience. The PFP 
includes tools for ensuring patient’s goals of care are aligned with those of the care 
team to this end. The PFP allows patients and family members to indicate their care 
goals while in the ICU. These responses are then compared to those of the attending 
physician. On the CTP, the harms monitor and CSD for the alignment of care with 
patient goals indicates with a color code if the goals are adequately aligned. While 
many patient-family tools are commercially marketed, they are rarely integrated 
with health information systems. As a result, they are unlikely to drive improved 
communications or process of care.  

18.4.5     Implementation Challenges 

 EMERGE has transitioned from a concept to being implemented in an ICU at Johns 
Hopkins Hospital as well as a second site at the University of California, San 
Francisco. While the speed of this process is encouraging, there have been chal-
lenges. Chief among these challenges are issues relating to the quality of informa-
tion available in current electronic medical records and system stability. The fi rst 
challenge concerned the timeliness of data. In the earliest phases of the project, 
security and concerns from network administrators over bandwidth usage precluded 
automated feeds from the hospital servers to the CTP. Initially, data from the EHR 
required manual entry, beginning at a rate of once a day and progressing to three 
times a day. Data at this frequency undermined the utility of using the CTP. The 
Emerge system now extracts data from the Johns Hopkins Hospital EHR every 
hour, but the ultimate goal is for data to be presented in real-time. Another factor 
involves the quality of the data itself. The quality of data presented on the CTP is 
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dependent on the data that are available for it to access. For example, data may be 
missing from the EHR entirely. If a pain or RASS (i.e., delirium) goal is not entered 
into the EHR, assessments of pain and delirium throughout the day cannot be dis-
played on the CTP. Issues such as these limit the adoption of any real time situa-
tional awareness and decision support tool such as Project Emerge. People will not 
(and should not) make decisions based on old or inaccurate data. These data quality 
issues are rooted in current use of EHRs. However, by building visualization dis-
plays and more sophisticated analytics for EHR data, these gaps in data quality 
become more apparent. Short term solutions involve interventions to improve docu-
mentation. Longer term solutions involve developing automated data feeds to 
remove documentation burden from staff and improve overall data quality. 

 We are also only at the beginning stages of engaging patients and family mem-
bers with the PFP tablets. Challenges in this area include the absence of family 
members visiting the ICU, mental status of patients that precludes their use of the 
tablet, and a rather lengthy, detailed research consent process for participation. A 
key strength of the PFP is its integration with the CTP, but this integration requires 
the CTP to be functioning optimally to support information that may be entered by 
patients in the PFP. Improvements in the consenting process, such as simplifi cation 
of the script for participation as well as remote (e.g., telephone-based) consenting of 
family members should improve the level of participation and better engage patients 
and families as the project advances.  

18.4.6     Future Goals 

 Project Emerge seeks to advance the state of Healthcare IT and address the critical 
goals of improving safety and quality, reducing waste, and supporting patient and 
family member activation in the care process. As described above, novel aspects of 
Project Emerge include the (1) application of a systems approach, (2) delineation 
and reduction of preventable harms that include not only avoidable clinical compli-
cations, but also loss of dignity and respect for patients-families by the care delivery 
system, and (3) creation and implementation of a model that reinforces learning and 
accountability at the individual, team, and unit levels. Project Emerge is a new sys-
tem for preventing harm that has been created by a multidisciplinary team focused 
on improving the technology, workfl ow, and culture in the ICU. The initial versions 
of the CTP and PFP have been developed and implemented and iterative improve-
ment is ongoing. 

 Future research will not only be dedicated to making system improvements, but 
also focused on outcomes analysis. Improvements in clinical processes and 
 outcomes will be targeted and tracked for patients admitted to the units where the 
Emerge system is currently being implemented. Additional metrics, such as time 
saved by providers using the Emerge system to complete patient safety assessments, 
as well as improvements in providers’ situational awareness and accuracy of infor-
mation for decision making will be important to study and quantify. 
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 The Project Emerge team has created a platform into which important clinical 
safety data can be imported from a hospital EHR and environmental sensors and 
ultimately used for improving care in real time and over time with better data qual-
ity and analytics. Yet an overwhelming amount of additional clinical and safety data 
lives in medical devices, the majority of which function as closed systems that do 
not allow for easy extraction of relevant medical information. A major effort to 
extract information from medical devices as well as to motivate vendors to open 
their systems to the Emerge platform will be key to achieving the full potential of an 
integrated ICU. Over time, the inclusion of a growing number of automated data 
streams will enable better real time management of patients as well as the care team 
itself [ 18 ].   

18.5     Conclusion 

 The opportunities to improve healthcare safety, quality, patient activation, and over-
all value with better information technology are signifi cant. These range from real 
time monitoring and decision support to guide care, to more sophisticated analytics 
to drive learning and accountability mechanisms in a safety management system, to 
tools to help manage population health. As the industry moves forward, it will be 
important to ensure that the data infrastructure evolves to meet the needs of different 
stakeholders, and ultimately to keep patients safe.     
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    Chapter 19   
 Simulation: A View into the Future 
of Education       

       Parvati     Dev     

    Abstract     With the growth of the research enterprise, and its increasing emphasis 
on laboratory research and the molecular basis of medicine, the education process 
has changed from an apprentice-based approach to one with intensive classroom 
learning and an unfortunate reduction in hands-on practice. Further, any clinical 
experience has become highly supervised, with learners being allowed very little 
responsibility for patient care and, consequently, not having the opportunity to 
develop the experience and skill needed to practice autonomously. Medical, nurs-
ing, and other healthcare students graduate without the confi dence or practical 
knowledge that would allow them to be independent practicing professionals. 
Simulated clinical experience has been proposed as a solution to the urgent need to 
provide early and frequent clinical experience to healthcare learners. While no sim-
ulation can entirely replace actual clinical practice, there is much that can be taught 
about procedures, process, critical thinking, and decision making in an environment 
that supports practice and refl ection, without the pressure of clinical responsibility. 
In this chapter, we review this new direction in education, and present examples of 
the many ways in which simulation will enrich the learning process in healthcare.  

  Keywords     Healthcare education   •   Nursing education   •   Medical education   • 
  Simulation   •   Simulated patient   •   Simulation   •   Online learning   •   E-learning  

19.1         Introduction 

19.1.1     Status 

 Modern healthcare education is based on the Flexner model of learning, the scien-
tifi c basis of medicine, which postulated that learners should be taught the science 
behind the functioning of the human body, and that such learning should be 

        P.   Dev ,  PhD      
  President, Innovation in Learning, Inc ,   Los Altos Hills ,  CA ,  USA   
 e-mail: Parvati@parvatidev.org  

mailto:Parvati@parvatidev.org


318

mastered through its application in clinical practice [ 11 ]. This was an advance on 
the earlier approach of medicine and nursing as a craft, without a scientifi c basis, 
and learnt through on-the-job apprenticeship. Typically, in medical school, the 
Flexner approach was implemented as 2 years of lecture and laboratory-based learn-
ing followed by 2 years of rotations through various clinical departments. Nursing, 
dental, and other healthcare disciplines followed a similar approach of didactic 
learning and bedside practice. 

 What was not anticipated was how signifi cantly the nature of academic medi-
cine would change. With the growth of the research enterprise, and its increasing 
emphasis on laboratory research and the molecular basis of medicine, “research 
has outstripped teaching in importance”, with ever fewer teachers bringing a depth 
of clinical knowledge to the classroom [ 6 ]. At the same time, healthcare has 
become increasingly commercialized, with in-hospital teachers being forced to 
prioritize clinical productivity over clinical teaching. As a consequence, medical, 
nursing, and other healthcare students experience an ever-diminishing access to 
actual hands-on clinical practice, and they graduate without the confi dence or 
practical knowledge that would allow them to be independent practicing 
professionals.  

19.1.2     Problem 

 Today’s students graduate without the necessary knowledge, practical skills, and 
professional values that they need to be contributing partners in the healthcare 
enterprise. As nursing and medicine evolved from being crafts to becoming profes-
sional practices with a scientifi c basis, the education process also changed from an 
apprentice-based approach to one with intensive classroom learning and an unfortu-
nate reduction in hands-on practice. Further, this clinical experience became highly 
supervised, with learners being allowed very little responsibility for patient care 
and, consequently, not having the opportunity to develop the experience and skill 
needed to practice autonomously. 

 The current system, with time-stressed clinician-teachers, and signifi cantly 
reduced hands-on clinical practice hours, is not expected to change in the near 
future. Medical graduates without any specialty experience are fi nding it increas-
ingly diffi cult to fi nd a position to practice as physicians. Nursing graduates who, 
upon graduation, used to move into hospital positions as licensed nursing 
 professionals, fi nd that current programs in nursing schools simply cannot pro-
vide them enough clinical exposure to qualify for hospital-based nursing 
positions. 

 Therefore, medical students must expect to spend 4–10 years beyond graduation 
from medical school before they are board certifi ed to practice any medical spe-
cialty. Nursing students are usually required to undergo an additional residency year 
to learn the necessary clinical skills before they are considered for hospital 
positions. 
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 Therefore, a signifi cant and increasing problem is access to adequate, high qual-
ity clinical training, with the necessary clinical guidance and feedback essential to 
mastery learning.  

19.1.3     Proposed Solution 

 Simulated clinical experience has been proposed as a solution to the urgent need to 
provide early and frequent clinical experience to healthcare learners [ 17 ]. While no 
simulation can entirely replace actual clinical practice, there is much that can be 
taught about procedures, process, critical thinking, and decision making in an envi-
ronment that supports practice and refl ection, without the pressure of clinical 
responsibility. Current issues of patient safety and quality of care can be addressed 
and practiced in a simulated environment till competence, and then mastery, are 
achieved. 

 In a recent seminal study, Hayden et al. [ 16 ] presented the premise that, “with 
high-fi delity simulation, educators can replicate many patient situations, and stu-
dents can develop and practice their nursing skills (cognitive, motor, and critical 
thinking) in an environment that does not endanger patients”. They showed that, in 
“students who had 50 % of their traditional clinical hours replaced by simulation”, 
“at the end of the nursing program, there were no statistically signifi cant differences 
in clinical competency as assessed by clinical preceptors and instructors”. With this, 
and other, evidence to support its learning effi cacy, simulation is likely to see explo-
sive growth as a learning tool. 

 In this chapter, we will review the many types of simulators, some existing and 
upcoming methods of using simulation, the place of simulation-based learning in 
current theories of learning, and the need to provide realistic and usable clinical 
experience to healthcare learners at all levels of their profession.   

19.2     What Is Simulation 

 When a teenager plays an auto racing video game on the computer, the appearance 
and the underlying physical behavior of the computerized car is a very satisfactory 
representation, or “simulation”, of the appearance and behavior of a real car. 
Simulations have also been used extensively in fi elds other than healthcare. Pilot 
training through fl ight simulation is a well-known example. Nuclear reactor techni-
cians practice crisis management in simulations because such practice is simply not 
possible in real life. Businesses train sales people in customer response using simu-
lated encounters with virtual customers. Similarly, the opportunities for simulation- 
based training in healthcare are enormous. 

 Gaba [ 14 ] points out that “simulation is a technique—not a technology—to 
replace or amplify real experiences with guided experiences that evoke or replicate 
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substantial aspects of the real world in a fully interactive manner.” With this view-
point, it is clear that numerous methods and technologies fall within the realm of 
simulation, though some may be in greater use than others. Further, the simulation 
may be solely of the patient or a part of the patient, or it may encompass the environ-
ment within which the patient is situated, along with equipment, people, policies, 
and other aspects of a healthcare event. 

 Clinical learning in healthcare is usually opportunistic, and dependent on the 
cases that arrive at the hospital or clinic. Simulation provides the opportunity for 
scheduled, constructed clinical learning sessions, targeted to the learner’s need and 
readiness, and scaling with the learner’s ability to absorb the knowledge. Simulation 
can provide learning opportunities that may never be available in real life, such as a 
mass casualty or a pandemic. It can also support learning ranging from routine pro-
cesses to rare but critical situations to dangerous events that can be practiced safely 
in a simulation.  

19.3     The Place of Simulation in Current Learning Theory 

19.3.1     Current Theories of Learning 

 Current theories of learning emphasize a  constructive  approach, where the learner 
controls their learning process, and builds their knowledge through exploration 
and interaction with content and with other learners [ 4 ]. The  role of the teacher  
is elevated from being a source of knowledge to being a  coach  who applies dif-
ferent pedagogic approaches, such as questions, hints, requests for clarifi cation, 
and guidance, adapting the pedagogic approach to the learner’s gaps in 
knowledge. 

  Flow theory  maintains that optimal learning occurs when the learning activity 
is both demanding but achievable, leading to a state of satisfaction where the 
learner continues the tasks because of the pleasure derived from the process of 
learning [ 7 ]. 

 To achieve expertise or mastery in a skill, extended practice is necessary. Ericsson 
et al. [ 10 ] show that a skilled practitioner, such as a world class violinist or football 
player, will have spent over 10,000 hours of practice to achieve their expert perfor-
mance. Further, simple repetitive practice is not enough. This must be  deliberate 
practice , or practice that is focused on improving specifi c areas of lack of perfor-
mance, through learning tasks usually designed by a teacher [ 9 ]. 

 Kolb’s [ 18 ] infl uential work identifi ed  experiential learning  as being the most 
effective driver of learning, and he described a cycle of learning where refl ection 
and abstraction from concrete experiences lead to a new level of understanding, and 
an ability to experiment with the new knowledge and to identify the next areas of 
concrete learning.  
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19.3.2     Learning in Simulation 

 Working in a simulated environment allows learners to experience a realistic work 
situation, to explore information and action options, and to receive feedback from 
the environment and the virtual patient as they work. If the simulation includes 
other learners, together they can practice collaboration and team interaction, study-
ing and improving their interpersonal interaction, their ability to lead or be a sup-
porting member of a team, and to resolve problems such as confl icts or information 
transmission up a hierarchy. 

 Kolb’s model of experiential learning closely fi ts the learning process ongoing in 
the simulation experience. Feedback or debrief provides the opportunity for refl ec-
tion and abstraction that consolidates the learning, leading to a new level of under-
standing and the readiness to accept the next level of knowledge. 

 Simulation, by its nature, is best used with the teacher acting as a facilitator or 
guide. The learner constructs their own learning through a process of experimenta-
tion and feedback within the simulation. 

 A well-structured curriculum of simulation can implement Czikszentmihalyi’s 
fl ow theory, balancing challenge and the learner’s ability, to keep the learner 
engaged while they learn. In practice, simulation experiences are not made avail-
able in a structured and graded fashion, thus losing a signifi cant opportunity for 
high quality learning. As more simulation content becomes available, it is possible 
that fl ow theory will become one of the guiding principles in simulation-based 
learning. 

 Because simulation is still not a large component of the curriculum, it also can-
not satisfy Ericsson’s defi nition of deliberate practice as a requirement for mastery 
learning. This failing also may be rectifi ed in the future, as more curricular time and 
curriculum content becomes available for healthcare learners.   

19.4     Simulators 

19.4.1     Tissue Surrogates for Skills Training 

 Healthcare students have a long list of psychomotor skills that they are expected to 
acquire as undergraduates. For nursing students, these may include moving or lift-
ing the patient, acquiring cultures using swabs, puncturing the skin for vessel access 
or injections, or inserting or removing a urinary catheter [ 1 ]. For medical students, 
routine technical procedures may include venipuncture, inserting an intravenous 
catheter, arterial puncture, thoracentesis, lumbar puncture, inserting a nasogastric 
tube, inserting a urinary catheter, and suturing lacerations [ 2 ]. 

 Psychomotor skills have always been practiced on objects that are obtained eas-
ily, such as an orange, to simulate human skin for an injection, a chicken breast for 
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biopsy, or a pig’s foot with skin, to practice layered suturing. Students also practice 
on each other, conducting a physical examination, or learning venipuncture. 
However, some skills, such as inserting a urinary catheter, or conducting a female 
pelvic examination, cannot easily be practiced on fellow students because of issues 
such as ethics or physical discomfort. 

 Synthetic models that simulate human tissue are available from many manufac-
turers. Plastic tissue models visually represent wounds or pressure ulcers, and are 
used to teach recognition of these problems. Other models may include internal 
anomalies, representing tumors, such as synthetic models of the breast that support 
palpation to learn breast examination. Still other models may include embedded 
tubes with fl uids, to teach catheterization or central line insertion (see Fig.  19.1 ).

19.4.2        Digital/Physical Part-Task Trainers, Surgical Skill 
Trainers 

 Hybrid digital and physical simulators signifi cantly increase the training capability 
of these simulators. Known as part-task, or surgical skill simulators, these simula-
tors include realistic visualization and haptics (the sense of touch, feel and kinesthe-
sis), as well as the ability to track performance automatically and provide 
feedback. 

 The female pelvic examination simulator embeds the uterus and surrounding 
related organs within a model of the female pelvis. After inserting the fi ngers into 
the vagina, the learner can palpate the uterus and the ovaries, using correct palpation 
technique. Pressure sensors embedded in the synthetic uterus measure the location 
and pressure of the palpation, and display details of the action on a computer screen. 
The enormous value of this visual feedback can be understood when one realizes 
that there is no comparable way to visualize one’s actions when palpating within a 
real human. Studies by Pugh and Youngblood [ 21 ] demonstrated that students 
trained using the simulator showed more confi dence and less errors, when conduct-
ing a real pelvic exam, than students trained only with text, graphics and a video 

  Fig. 19.1    Multi-layered 
soft tissue pad for the 
practice of intradermal, 
subcutaneous, and 
intramuscular tissue 
injection techniques 
(Image from website of 
Limbs and Things)       
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(Fig.  19.2 ). Further, tissue anomalies, such as a cyst or tumor, may be placed within 
the synthetic uterine tissue, and the learner is then required to detect the presence 
and size of the pathology. Similar training simulators have been developed for the 
breast exam, the rectal exam, and the prostate exam.

19.4.3        Role Playing, Actors, Standardized Patients 

 Role play is widely used as a method for learning communication. A learner is 
asked to assume the role of a character, such as a patient, and to respond to questions 
from the other learners as though he or she were a real patient. The exercise pro-
vides a realistic representation of a patient encounter, particularly if the simulated 
patient has a script for expected responses. Nextel and Tierney [ 19 ] show that role 
playing is very effective in providing opportunities for rehearsal and for discussion 
about the encounter. 

 Alternatively the role of the patient is played by a “standardized patient”, a paid 
actor, who is trained to follow a conversation script. This simulation can be carried 
further, into the space of physical examination, where the learner practices the skill 
of inspection, palpation, auscultation and percussion on the real human.  

19.4.4     Digital Patients, Virtual Patients 

 Digital or virtual patients are an alternative to human standardized patients. There is 
a high cost of hiring and training actors, as well as signifi cant turnover of actors. It 
is also diffi cult for different actors to present a consistent and uniform, standardized 
patient. Virtual standardized patients provide immense opportunity to create 

  Fig. 19.2    The pelvic exam trainer combines a physical pelvic model with digital pressure sensors 
to measure the positioning and applied pressure as the learner practices examining the female 
pelvis (Images courtesy Carla Pugh, MD, PhD)       
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experiences that teach critical thinking, diagnostic reasoning and even communica-
tion [ 5 ,  23 ]. Figure  19.3  shows an example of a virtual patient in a simulated clinic.

   Accurate and useful virtual patients require upfront effort to develop, but they are 
particularly easy to deploy, both on desktops and on mobile phones and tablets. 
Many virtual patient programs have been developed for general purpose simulation 
of any disorder. However, because of the potential for rich interaction, virtual patients 
are also being developed for a variety of niche learning applications. University of 
Southern California’s SimCoach, for patients with post-traumatic stress disorder, 
emphasizes dialog with a sympathetic and non-judgmental coach. Shadow Health’s 
nursing mentor also uses free text dialog to teach nurse-patient encounter communi-
cation. DecisionSim focuses on practicing decision making, with each virtual 
patient’s state modeled as a detailed branching tree of decisions. Prognosis uses 
simple text interaction, on mobile phones, to teach clinical reasoning. 

 Virtual patient simulations will become widely available and easy to use. As they 
become embedded in curriculum and in textbooks or e-books, they will become the 
accepted approach to assess a learner’s understanding of clinical concepts, as well 
as their ability to reason and act on clinical information.  

  Fig. 19.3    An example of a virtual patient in a simulated clinic. The learner can obtain information 
through a dialog interface or by using clinic equipment. They must demonstrate their critical think-
ing process by choosing their top concerns and their selected actions (Image courtesy of SimTabs, 
LLC, 2015)       
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19.4.5     Digitally Controlled Physical Manikins/Simulated 
Physical Environments 

 The fi rst digitally controlled manikin-based patient simulator was introduced in 1967 
[ 3 ]. It was a full size lifelike manikin, with a heartbeat and a pulse, and the ability to 
respond to selected intravenous drugs and anesthetic gases. A similar manikin, 
focused on teaching cardiovascular events, was developed a year later, and is still in 
use today in most academic centers [ 15 ]. Additional simulators were developed that 
improved on the simulated physiology and behavioral realism presented by the 
 manikin [ 13 ], and today there are a large range of lifelike, computer-controlled, 
physical simulators for applications across much of healthcare, including obstetrics, 
trauma, and pediatrics. Figure  19.4  shows an adult manikin in a simulation center.

   Computer-controlled manikins, with realistic physiologic responses, are usually 
used in clinical scenarios, usually preceded by a didactic briefi ng session, and fol-
lowed by a debrief and refl ection session. During the scenario, the learners are 
required to work as if in a real clinical environment, acquiring information from the 
patient and the monitoring devices, making decisions, consulting with teammates, 
and managing the consequences of their clinical decisions. The real learning occurs 
after the scenario, when all participants gather to debrief about the events and 
actions, with the guidance of a facilitator. This is Kolb’s approach of experiential 
learning, with learning occurring through the process of refl ection and discussion. 

 The wide availability of manikin-based simulators has led to the development of 
a considerable number of scenarios and curricula. Some sites integrate this content 

  Fig. 19.4    An adult manikin in a simulation center at Samuel Merritt University, Oakland, 
California (Image courtesy of P. Dev)       
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with the curricular learning objectives of entire programs, such as the curriculum for 
a Bachelor of Sciences in Nursing (BSN). However, in many other academic settings, 
not enough time or budget is allocated to manikin-based simulation, and learners do 
not get enough simulation experience to learn more than a selected few topics.  

19.4.6     Virtual Worlds, Immersive Virtual Reality 

 Virtual world simulations, and immersive virtual reality, move beyond simulations 
using virtual patients in that they also simulate the working environment in which 
the patient is situated. Consequently, they provide increased realism, and they also 
create additional learning opportunities with regard to the team settings and the 
systems within which healthcare is practiced [ 12 ]. 

 A typical virtual world represents a view, on the computer screen, of a clinical 
space such as an acute care ward, with a nurses’ station, a waiting area, and private 
rooms for patients (Fig.  19.5 ). Students log into the virtual world on their personal 
laptops, choose their ‘avatar’ or character, such as a nurse, physician or administra-
tor. Through the use of a headset and microphone, they are heard by others in the 
world, and participate in a conversation. The virtual patient in the room is computer- 
controlled or is controlled by one of the participants. Learners click on items in the 
environment to read vital signs, conduct a physical examination, review the elec-
tronic medical record, or give medications. The virtual patient’s vital signs and 
other physiological parameters change dynamically based on the learners’ actions. 
All actions are tracked and used for feedback [ 8 ].

   The greatest advantage of virtual world systems is that, since they are not physi-
cal, there is very little cost, beyond the software license, to scale up to a large num-
ber of learners. They do not require additional building space and, since they are not 
physical electro-mechanical objects as manikins are, they do not require mainte-
nance by skilled technical personnel. A second advantage is that, since software can 
be updated with relative ease, changes in healthcare procedures or policy are easily 
introduced into the software. A third, and fortuitous, advantage is that today’s learn-
ers are digital natives who have grown up with the Internet and with online video 
games. To them online virtual worlds are a natural follow-on to their prior online 
experience, and acceptance of the technology is rarely a problem. 

 Because of the cost and lack of accessibility of physical simulators such as mani-
kins, most academic programs cannot provide the breadth of experience to truly 
provide a signifi cant amount of meaningful clinical experience. Virtual world simu-
lations have the potential to fi ll this gap, and to provide simulation experiences that 
can range well beyond what is easily possible within the physical confi nes of a 
simulation space. 

 As compared to laptop screen-based virtual worlds,  immersive  virtual reality sys-
tems project the image of the world on goggles worn by the learner, such that, when 
the learner turns their head, they see other parts of the world. This differs from the 
screen-based view of the virtual world where, to look around, the learner must use 
the arrow key or a joystick to change the view on the screen. The sense of being able 

P. Dev



327

to turn one’s head to look around corresponds so closely to natural action that these 
systems are legitimately described as immersive. Some immersive systems also 
include a view of the learner’s hands in the virtual world, interacting with virtual 
objects. Immersive medical virtual reality systems are still in their infancy but we 
can expect to see a sharp increase in the next 2 years.   

19.5     A Virtual Hospital? 

 It is possible to conceive of a virtual hospital, similar to an actual hospital, popu-
lated by staff, patients, and family, in which learners enter (log in) and leave accord-
ing to their learning schedule. The learner can request a mix of cases suited to their 
learning objectives, or they work on their assigned cases. Tasks within the virtual 
hospital can range from shadowing to care giving to managing entire departments. 
Learning to communicate with patients and other caregivers becomes a natural out-
come of working in the virtual hospital. 

 Besides the cases themselves, perhaps even more important is the opportunity to 
use patient cases to work with the range and complexity of the systems that support 
actual clinical care. These include information systems, such as the electronic medi-
cal record, the safety policies, from hand washing to catheter care, and interpersonal 
interaction, such as team work, mentoring and practicing empathetic encounters 
with family members. 

  Fig. 19.5    A three-dimensional clinical environment where learners can move between rooms to 
care for patients and collaborate with co-workers (Image of CliniSpace environment, courtesy of 
Innovation in Learning, Inc)       
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 Linking virtual and physical simulations brings the practice of psychomotor 
actions, such as a working with a manikin or a surgical simulator, into the larger 
context of the clinical scenario within a virtual hospital. While the surgeon learner 
works on the simulated patient with the surgical simulator, the nursing team sees 
and speaks with the surgeon and the virtual patient within the virtual operating 
room, and practices the actions and decisions around the surgical procedure. The 
concept has been extended in the Wide Area Virtual Environment [ 24 ] where room- 
size screens simulate the environment of war while soldiers and medics conduct a 
rescue mission with numerous manikins representing injured soldiers. 

 The use of the virtual hospital need not be restricted to a constructed set of systems 
and patient cases for use by learners. It can also be used to improve healthcare opera-
tions. Simulation of an actual department, with a mix of real or representative cases, can 
be used to identify problems with allocation of space or staff. Adding a fi nancial over-
lay, allows simulation of business options. Researchers have created a virtual represen-
tation of the waiting area and triage rooms of the emergency department at Erie County 
Medical Center, and have simulated all expected triage actions, including the time 
needed to perform each action. With this simulation, they are studying the potential 
impact of different types of extreme events, such as a pandemic or a mass casualty. 

 Simulation of large-scale environments has long been recognized as material of 
science fi ction. Niven and Barnes [ 20 ] developed the idea of virtual theme parks 
where players could safely experience the beauty and dangers of travel in remote 
lands. Stephenson [ 22 ] conceived of an entire world for recreational purposes. The 
technology for large-scale simulation is here today. Constructing such a world, and 
giving it a learning purpose, is within our means, and virtual hospitals in virtual 
neighborhoods may well be in the future of our educational approach.  

19.6     Conclusion 

 Achieving competence in a healthcare profession requires knowledge of the scien-
tifi c foundations of healthcare, as well as extensive and deliberate practice in the 
craft of healthcare. Simulation, in its many manifestations, will provide the opportu-
nity for this practice, and we can expect its use to expand rapidly in the near future. 
As simulations become the standard-of-practice in education, we will even see them 
become required learning before the student is ready to work with the real patient.     
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    Chapter 20   
 The Health Record Banking Model for Health 
Information Infrastructure       

       William     A.     Yasnoff     

    Abstract     The goal of health information infrastructure (HII) is to assure the avail-
ability of comprehensive electronic patient records when and where needed. An 
effective HII must overcome the challenges of privacy, stakeholder cooperation, 
incomplete information, and fi nancial sustainability. The recent increased adoption 
of electronic health records by providers has created a real opportunity for HII 
implementation. Attempts to implement HII with systems that attempt real-time 
aggregation of institution-centric records stored in multiple locations for each per-
son has been unsuccessful. The high implementation costs, incomplete data that 
inevitably results from lack of availability of all relevant information sources, and 
the diffi culty of assuring ongoing stakeholder cooperation are key factors. A net-
work of health record banks, community repositories of electronic health records 
with access controlled by patients, can address the key HII challenges. Privacy is 
protected by patient control, allowing each individual to establish and maintain 
their own privacy policy. Stakeholder cooperation can be accomplished by having 
individuals request their own data, invoking the legal requirement for providers to 
supply digital copies of their records on patient request. To achieve interoperability, 
ongoing fi nancial incentives to providers can ensure that data supplied uses accept-
able standardized formats. Financial sustainability can be achieved through new 
value created by the information itself when utilized for innovative applications for 
both patients and other health care stakeholders that are only possible when com-
prehensive records of individuals are available. Health record banking can there-
fore unlock the potential of HII to simultaneously lower costs and improve the 
quality of care.  
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20.1         Introduction 

    Longitudinal patient data of individuals has great value for medical care and preven-
tion as well as public health and research. Accessing such information is currently 
impossible, since the records for any given patient are fragmented over multiple 
locations, providers and formats (i.e., paper/electronic). The goal of universal access 
to comprehensive and lifetime patient data requires an electronic record and data 
model that (a) can aggregate all data for an individual in a usable, effi cient and 
timely fashion, (b) maintains information assurance (confi dentiality, integrity, avail-
ability), (c) aligns the interests of all stakeholders, and (d) is fi nancially 
sustainable. 

 Design of an infrastructure to successfully support this vision requires consider-
ation of the interdependent issues of information architectures, business models and 
standards that can overcome the fl aws in current approaches. In addition to these 
considerations are the pragmatic issues of policy and governance (and modifi ca-
tions required to realize the vision) as well as the identifi cation and monitoring of 
metrics to accurately assess progress in achieving a working health information 
infrastructure.  

20.2     Need for Longitudinal, Patient-Centric Health 
Information Infrastructure (HII) 

 Healthcare data from individual patients is essential for medical care, the manage-
ment and improvement of population health, and research. At present, longitudinal, 
lifetime health records of individuals are effectively unavailable. An additional 
challenge comes from the increasing use of personal monitoring devices, such as 
glucometers and pedometers that produce growing amounts of individual health 
data that have no natural “home” and are not easily combined with other health data 
to produce actionable information. The need to include genomic and other types of 
data (e.g. patient location data over time to assess environmental exposures) adds 
further complexity. 

 As a consequence, health care providers routinely utilize unpredictably incom-
plete patient information resulting in varying combinations of undertreatment, over-
treatment, and inappropriate treatment producing both adverse outcomes and 
unnecessary costs [ 1 ]. A health information infrastructure (HII) that ensures the 
availability of comprehensive electronic patient information when and where 
needed could effectively address these issues. 

 Further exacerbating the problem of incomplete information is the complexity of 
current medical practice, which depends upon the “clinical decision-making capac-
ity and reliability of autonomous practitioners for classes of problems that routinely 
exceed the bounds of unaided human cognition” [ 2 ]. Electronic health information 
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systems could help address this problem with decision support to alert practitioners 
about recommended actions at the point of care. Many research studies have shown 
that such reminders improve safety and reduce costs [ 3 ,  4 ]. One study showed that 
medication errors could be reduced by 55 % [ 5 ]. A widely cited study by the Rand 
Corporation found that only 55 % of U.S. adults were receiving recommended care 
[ 6 ]. The same decision support methods used to reduce medical errors with elec-
tronic health information systems can also help ensure that needed care is provided. 
The importance of this grows as the population ages and the prevalence of chronic 
diseases increases. 

 HII has the potential to reduce the costs of healthcare. Ineffi ciencies as well as 
duplication in today’s healthcare system are well documented and common. One 
estimate of anticipated nationwide savings from implementing advanced computer-
ized physician order entry (CPOE) systems in the outpatient environment is $44 
billion per year, [ 7 ] while another study [ 8 ] predicted $78 billion in additional sav-
ings from health information exchange (HIE) (for a total of $112 billion per year). 
Growing use of electronic prescribing has decreased the administrative costs of out-
patient paper prescriptions and reduced transcription errors. More savings are pos-
sible in the inpatient setting – many hospitals have documented large net cost 
reductions from implementation of EHRs. A widely cited study anticipated that the 
patient safety and effi ciency cost reductions from HII would be from $142 to 371 
billion each year [ 9 ], and a literature survey found predominantly positive benefi ts 
from HII [ 10 ]. Of course, much of the predicted savings requires not only the wide-
spread adoption of EHRs, but the effective electronic exchange of EHR data to 
ensure that comprehensive, lifetime medical records for every patient are readily 
available regardless of care setting. 

20.2.1     Key Applications of HII 

20.2.1.1     Decision Support 

 Guidelines and reminders also can accelerate the dissemination and routine adop-
tion of new research results. At present, it is estimated that widespread clinical use 
of new research fi ndings takes an average of 17 years [ 11 ]. Decision support that 
generates reminders about new research results at the point of care could substan-
tially accelerate this process.  

20.2.1.2     Research 

 An effective HII could also improve the effi ciency of clinical trials. Today, most 
large clinical trials are supported by their own custom-built information infrastruc-
ture to ensure protocol compliance and collect research data. Comprehensive 

20 The Health Record Banking Model for Health Information Infrastructure



334

longitudinal records from an HII would allow clinical trials to be deployed via the 
dissemination of decision support guidelines that encoded the research protocol. 
Data collection could then occur automatically in the course of care, reducing time 
and costs. In addition, an HII would be able to support the analysis of de-identifi ed 
aggregate patient care data to evaluate the outcomes of various treatments, as well 
as monitor the health of the population.  

20.2.1.3     Public Health Surveillance 

 HII is also a valuable tool for early detection of disease patterns, especially out-
breaks of newly virulent microorganisms or even bioterrorism. Our current sys-
tem of disease surveillance, based on alert clinicians diagnosing and manually 
reporting unusual conditions, is both unreliable and slow. An example is the 
delayed detection of the anthrax attacks in the Fall of 2001, when seven cases of 
cutaneous anthrax in the New York City area that occurred 2 weeks before the 
“index” case in Florida were not reported to public health authorities [ 12 ]. Since 
all of these patients were seen by different providers, the overall pattern would 
not have been evident even if they had each been correctly diagnosed. Effective 
surveillance systems must have immediate electronic reporting to ensure early 
detection [ 13 ].  

20.2.2      Increasing EHR Adoption Provides a Key Opportunity 
to Move Towards HII 

 The substantial increase in EHR adoption over the past few years creates a real 
opportunity for the information they contain to be used to compile more timely and 
complete longitudinal records for individuals as well as population health informa-
tion. In 2013, over 50 % of health care providers were using EHRs, according to the 
Offi ce of the National Coordinator for Health Information Technology (ONC) [ 14 ]. 
While this is very positive, much more progress is needed before we have a fully 
electronic health information system that can effectively monitor population health 
in real-time. EHRs alone are not suffi cient for this purpose – mechanisms are needed 
to aggregate the information for each person into a longitudinal record and search 
those records across the entire population. So far, efforts to develop and deploy such 
“health information exchanges” (HIEs) have been problematic, with just a few par-
tial successes [ 15 ]. 

 It is clear that an HII providing anywhere, anytime comprehensive electronic 
patient records can simultaneously accomplish the goals of reduced costs, improved 
care, more effective population health, and more effi cient research. Each individu-
al’s longitudinal record needs to be accessible for health care encounters, and must 
also be available for searching to perform population monitoring and customized 
preventive interventions.   
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20.3     Health Information Infrastructure Challenges 

 Establishing an effective HII has proven to be a challenging problem. At least four 
key obstacles have been identifi ed: (1)  privacy  – the privacy of each individual’s 
medical records must be protected; (2)  incomplete information  – all the records 
must be electronic in order to facilitate organizing and delivering comprehensive 
records for each patient; (3)  stakeholder cooperation  – physicians, hospitals, labo-
ratories, pharmacies, imaging centers, etc., must all contribute their patient records; 
and (4)  fi nancial sustainability  – operational funding must be available on an ongo-
ing basis [ 16 ]. A recent study found that 75 % of HII projects in the U.S. have yet to 
achieve fi nancial sustainability [ 17 ]. 

 In considering HII, the critical questions are how such a system would operate 
and how it can be built. One promising vision that has been proposed is a network 
of health record banks (HRBs), community repositories of health records with 
access controlled by patients. Storing health records for each person in one place 
(but not everyone’s health records in the same place) and letting patients control 
access provides a potentially effective approach for solving the complex, interre-
lated problems of privacy, stakeholder cooperation, incomplete information, and 
fi nancial sustainability [ 16 ]. In this section, we will discuss the HRB approach in 
more detail in the context of the fi rst two major HII challenges. The other two chal-
lenges will be addressed in the following section on Architecture. 

20.3.1     Privacy 

  Privacy  has been defi ned as the right of individuals to hold information about them-
selves in secret, free from the knowledge of others [ 18 ]. This defi nition implies that 
private information has not been disclosed to any third party.  Confi dentiality  is the 
assurance that information about identifi able persons, the release of which would 
constitute an invasion of privacy for any individual, will not be disclosed without 
consent (except as allowed by law) [ 18 ]. The exception for release of confi dential 
data without consent when allowed by law may at fi rst seem objectionable. However, 
this exception may be more comfortably interpreted as “community” consent 
through elected representatives who have determined that this information must be 
available for the good of all. Confi dential data should never be released without 
consent – but community consent implies that the consent has been codifi ed legally 
through the legislative process. 

 It is clear from these defi nitions that concerns about the release of medical infor-
mation typically relate to confi dentiality rather than privacy, since “privacy” strictly 
refers to prevention of information release while confi dentiality covers the appropri-
ate use of sensitive information after it is released. However, we will adopt the com-
mon (although arguably somewhat inaccurate) use of the term privacy to refer to 
concerns about release of sensitive information. 
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 From the perspective of consumer acceptance, privacy is the most important and 
overriding requirement of HII. While other aspects of information assurance, such 
as integrity and availability of information, are also essential to an effective HII, 
consumers generally focus their concerns on privacy. Clearly, health records com-
prise a very sensitive – perhaps the most sensitive – type of personal information. 
Disclosure of medical information can be frankly embarrassing and can even lead to 
employment (or other) discrimination. Perhaps more importantly, failing to assure 
the privacy of medical records will make patients much less willing to divulge criti-
cal personal details to their providers – and perhaps even avoid seeking medical care 
at all. Besides the actual contents of the records, the very existence of some records 
(e.g., a visit to a clinic for sexually transmitted diseases) is sensitive even if no other 
information is available. Clearly, any HII system must rigorously prevent unauthor-
ized disclosure and use of medical records. 

 In the U.S., the HIPAA Privacy Rule [ 19 ] that governs the release of medical 
information generally requires patient consent for medical record disclosure and 
use. However, consent is waived for sharing of records for the purpose of treatment, 
payment, and healthcare operations. These “TPO” exceptions have, over time, 
allowed healthcare organizations to utilize medical records extensively without 
patient consent. An organization that collects and stores medical information has 
full discretion to decide whether a proposed disclosure is or is not eligible for one 
of the TPO exceptions. Until recently, there was no requirement for such TPO dis-
closures to be recorded, thereby effectively eliminating the possibility of audits to 
determine the existence of improper disclosures. While the 2009 HITECH legisla-
tion requires an audit trail of TPO disclosures, such disclosure records are not read-
ily available to patients. As a result, individuals both lack control over the 
dissemination of their medical records, and are not informed when they are dis-
closed beyond the provider site (or other location) where they were created. 

 Overriding individual consent as allowed in the HIPAA privacy rule can be prob-
lematic. Most people understand that improving the availability of electronic patient 
records for appropriate and well-justifi ed purposes simultaneously means they will 
be more accessible for undesirable uses. Additional efforts to prevent the latter with 
more stringent protections of the information are therefore needed to avoid (or at 
least minimize) abuses. Allowing anyone other than patients themselves to approve 
disclosure of personal medical records inherently erodes trust. By doing this, the 
message to patients is, in essence, “other people are going to determine who should 
be able to see your medical records because they understand what’s in your interest 
better than you do.” It is inherently diffi cult for patients to understand why, if a 
given disclosure is in their interest, their consent should not be obtained. Not seek-
ing patient consent clearly leads to suspicion that the disclosure is in fact not in the 
interest of the patient, but rather benefi ts whoever is deciding that records will be 
shared. 

 These concerns about medical record privacy are not theoretical. Surveys have 
shown that 13–17 % of consumers already use “information hiding” behaviors to 
prevent access to their medical records [ 20 ,  21 ]. Examples of this include using an 
alias for laboratory testing or seeking treatment in another state. This substantial 
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minority of consumers would certainly refuse to participate in an electronic medical 
information system unless it provided them with the opportunity to fully control 
access to their own records. Furthermore, these surveys likely underestimate the 
proportion of the population with concerns about these privacy issues because of the 
natural reluctance of respondents to admit to such behaviors. In addition to opting 
out of a system that did not provide individuals with control over their records, it is 
likely that these concerned consumers would organize and apply political pressure 
to prevent the development and operation of such a system. An example of this 
occurred in response to the original HIPAA legislation that called for a unique medi-
cal identifi er for all U.S. residents. An extremely small percentage of concerned citi-
zens, citing the threat to privacy, successfully lobbied Congress to defund these 
unique identifi er provisions shortly after their enactment, effectively preventing any 
implementation activities. 

 In view of these considerations, a strong case can be made that decisions about 
access to patient records should be entrusted to the patients themselves (except in 
rare cases such as mental incompetence) [ 22 ]. It is also clear that these access 
control issues are especially important for enabling HII, because success depends 
on patients trusting that their records will only be used for their benefi t. While 
there are legitimate concerns that some patients may not be suffi ciently informed 
to make such decisions and could make access choices that may be harmful, del-
egating this decision- making to anyone other than the patient will likely have a 
much larger (and more certain) negative impact. As an analogy, we as a society 
agree that individuals should retain the right to decide how their fi nancial resources 
are allocated, even though this clearly leads to negative consequences when con-
sumers act unwisely. Indeed, prior to the 2002 HIPAA Privacy Rule establishing 
the TPO exceptions, patient consent had always been required for access to medi-
cal records. 

 In a system where patients control access to their own medical information, edu-
cation and assistance related to decisions about sharing that information would 
clearly be needed. Managing access to personal information is a new concept for 
most people, so some confusion about this new responsibility is inevitable. Similar 
to current policies for patient consent to treatment, rules and guidelines need to be 
established for delegating information access decisions when patients are unwilling 
or unable to decide for themselves. 

 While the need for consumer education about decisions relating to release of 
medical records is clear, medical information privacy policy issues are both impor-
tant and urgent in the context of the enhanced trust necessary to implement an effec-
tive and widely accepted HII. In particular, we will see in the following sections that 
a key advantage of an HII comprised of health record banks is that privacy is pro-
tected through individual control of access to each individual’s own records. Each 
person is therefore able to establish and maintain his/her own custom-tailored pri-
vacy policy. As a practical political matter, such a system of individually determined 
(and easily modifi able) privacy policies is much more likely to engender widespread 
support than any specifi c, uniform policy that does not provide for individual 
choices.  
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20.3.2     Availability of Electronic Records 

 To ensure the availability of comprehensive patient information, every medical 
record from all healthcare providers must be electronic and available for immediate 
use. With respect to the latter issue, it would be ideal if stakeholder cooperation in 
supplying these records were voluntary. However, assuring long-term collaboration 
of competing healthcare stakeholders to make electronic records readily available is 
extremely diffi cult. In practice, only a very few communities have been successful 
in developing an organization with the active participation of the majority of health-
care providers. Even in these rare communities, the arbitrary withdrawal of one or 
more participants is an ongoing risk, and would be disruptive to the system. The 
experience in most communities is that healthcare stakeholders, fearing loss of 
competitive advantage, are quite reluctant to share patient records. Because of this, 
legally mandated sharing of records is necessary. 

 Clearly, the electronic exchange of health information requires the information 
itself to be in electronic form. Although laboratory results and prescription medica-
tion information are nearly all electronic already, patient records, particularly in the 
outpatient domain, are not. While estimates vary, it is clear that a major fraction of 
offi ce-based physicians have not yet adopted comprehensive EHR systems, even 
though there have been substantial government incentives to do so for the past sev-
eral years. In addition, many physicians who do use electronic records have systems 
with limited capabilities [ 23 ]. 

20.3.2.1     Cost as an Obstacle to EHR Adoption 

 The biggest cost-related challenge for physician EHR adoption is that most of the 
benefi ts of outpatient EHRs accrue not to the physician, but to other stakeholders. 
One study reported that physicians derive only 11 % of the economic benefi t, with 
the remaining benefi ts attributed to other stakeholders [ 24 ]. It is not surprising that 
physicians are reluctant to assume 100 % of the cost of systems for which they 
receive a small fraction of the benefi ts. 

 While the substantial EHR subsidies in the 2009 HITECH Act ($44,000–$63,750 
over 5 years) have greatly increased EHR usage over the past several years, they 
only partially cover the costs of physician EHR systems. In particular, conversion 
costs related to reduced revenue from lost productivity during the transition from 
paper to electronic records are quite substantial. Furthermore, while the costs of 
EHRs continue indefi nitely for physicians, the HITECH subsidies are temporary. In 
view of this, it is clear that providing ongoing reimbursement and/or other offsetting 
benefi ts for EHRs would better allow physicians to recoup their costs and promote 
higher levels of EHR adoption. This is important in building a sustainable HII since 
its effectiveness depends on all the records being electronic. 

 Hospitals, on the other hand, have a more substantial economic incentive for 
EHRs, since reducing costs will improve their fi nancial performance under the 
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diagnosis- related groups (DRG) reimbursement system that pays fi xed amounts for 
specifi c conditions. In addition, it appears that the large HITECH incentives for 
hospitals have been suffi cient to induce widespread EHR adoption. Even so, coor-
dinating patient records during a hospital admission is largely an internal problem 
that does not benefi t from an HII (although having an HII is very helpful prior to and 
at the time of admission, and can even help prevent unnecessary hospitalizations). 
But the vast majority of healthcare encounters do not involve hospitals, so HII 
efforts have the greatest potential for benefi t in the outpatient environment. 

 While universal EHR adoption is necessary for an effective HII, it is not suffi -
cient. In essence, each individual EHR system converts a “silo” of paper-based 
information into electronic form. EHRs are therefore capable of managing each 
individual provider’s information about each patient, but, with rare exceptions, do 
not contain  all  the information for each patient. To ensure availability of compre-
hensive patient information, it is necessary to have a cost-effective and effi cient 
mechanism that compiles and combines the records of each patient that are cur-
rently scattered among all their providers. It is these truly comprehensive records 
that can improve quality and reduce costs, e.g., through elimination of duplicate 
tests and procedures.    

20.4     Health Information Infrastructure Architecture 

20.4.1     Institution-Centric Architecture 

 Most existing HII systems utilize an institution-centric approach to data storage 
that leaves patient records stored wherever they are created (Fig.  20.1 ). To effi -
ciently retrieve the records when needed, it is necessary to establish and maintain 
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  Fig. 20.1    Institution-centric HII architecture.  1 . The clinician EHR requests prior patient records 
from the health information exchange (HIE); this clinician’s EHR is added to the index for future 
queries for this patient (if not already present).  2 . Queries are sent to EHRs at all sites of prior care 
recorded in the HIE Index.  3 . EHRs at each prior site of care return records for that patient to the 
HIE; the HIE must wait for all responses.  4 . The returned records are assembled and sent to the 
clinician EHR; any inconsistencies or incompatibilities between records must be resolved in real 
time.  5 . After the care episode, the new information is stored in the clinician EHR only. (Used with 
permission of the Health Record Banking Alliance [ 25 ])       
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a central index of the locations of information for each patient. If such an index 
were not available, fi nding all the information for a given patient would be imprac-
tical, requiring queries to every possible source of medical information world-
wide. When a patient’s record is requested, the index determines which locations 
are queried to retrieve the needed information. The results of queries to those 
locations are then combined (in real time) to retrieve and compile the patient’s 
complete record. After the patient encounter is complete, any new data that was 
generated is entered into the clinician’s EHR system. The index is then updated 
with a pointer to that system (if not already present) so that it will be queried (in 
addition to all the other prior locations) when that patient’s record is subsequently 
requested.  

 Healthcare stakeholders like this architecture because it allows them to “con-
trol” the records they generate. However, it does not allow effi cient searching, is 
complex and expensive to operate, and does not scale. With this approach, search-
ing the data, e.g., to fi nd all patients with an elevated HbA1c (hemoglobin A1c, an 
important indicator of blood sugar control in diabetics), requires each patient’s 
records to be assembled from their various locations and checked one at a time. 
In contrast to routine computer searching techniques that use a pre-computed index 
(much like using an index of a book to fi nd the location of a word of interest), this 
is a slow sequential search. 1  This is a huge computing and communications burden 
that both increases the cost of EHR operation (since the EHR must be able to per-
form the additional processing associated with queries) as well as reducing security 
because of the risk of interception of information which is transmitted in full for 
each query. Standard database systems pre-index the contents of their records to 
greatly reduce search times. In this architecture, pre-indexing would effectively 
create a central repository of indices that could be used to reconstruct most of the 
original data, creating the same security vulnerabilities as a central database 
itself (which would defeat the purpose of this approach to avoid such a central 
repository). 

 To address this problem of slow sequential searching, it has been proposed that 
queries in an institution-centric architecture could be distributed to each provider 
system and the results aggregated. However, this approach cannot reliably produce 
correct output because individual patient records in each system are incomplete. As 
a result, queries that request multiple patient data items (e.g., patients with diabetes 
who have taken a certain medication in the past 6 months), will produce anomalous 
results unless all the relevant data for a given patient happen to be stored in a single 
provider system (i.e., if one system fi nds a patient with diabetes, but with no record 
of the medication of interest [which is in a different system], that patient will not be 
counted as satisfying the query). In addition, if multiple systems have all the data 

1   The completion time of such a sequential search increases linearly with the number of records 
being examined. For example, in a modest-sized community with 500,000 patients, with retrieval 
and processing time of each patient’s records of just 2 s (a low estimate), such a search would take 
at least 12 days (1 million seconds). Even worse, every search requires that each connected EHR 
retrieve and transmit all its information. 
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needed about a specifi c patient for a given query, that person may be counted twice 
or more as meeting the specifi ed conditions. Therefore, queries across multiple 
institution-centric data sources produce unpredictable numbers of undercounts, 
overcounts, or both. 

 Besides searching issues, response times for assembling a patient record can also 
be problematic. To assemble a given patient record, the locations where the patient 
has available records are determined by the central index. Then, each location where 
patient records are available is queried to obtain the patient’s information. After all 
the systems have responded, the results are then integrated into a comprehensive 
record to be sent to the requestor. While the queries can all be done in parallel, the 
fi nal integration cannot be completed until the last response has been received. As 
the number of queried systems increases, so does the likelihood of a slow (or miss-
ing) response from one of them. Also, more queried systems require more process-
ing time to integrate all the information into a single record. As a result, the response 
time grows as the number of queried systems increases. 

 The institution-centric architecture is also operationally complex. To ensure 
complete patient records, all the systems that contain information about each patient 
must be available. Assuring this requires a 24 × 7 network operations center (NOC) 
that constantly monitors the operational status of every medical information system. 
This NOC must be staffed with senior IT personnel to rapidly troubleshoot and cor-
rect any problems that are detected. Even with highly reliable systems (e.g., with 
failure rates of one per thousand), an institution-centric system with thousands of 
EHR information sources will frequently have systems that are unresponsive to 
patient record queries that need immediate expert repair. The cost for such a NOC 
is very substantial, since least fi ve full-time staff would be needed to assure round-
the- clock coverage 7 days a week. 

 Adding to the cost of the NOC, each EHR in an institution-centric system must 
have the built-in capacity to respond to 24 × 7 queries in real-time. This means that 
every EHR would require additional hardware, software, and communications 
capacity so that it can both serve its local users effi ciently and simultaneously 
respond to outside queries for records. The volume of such outside queries would be 
substantial, since each patient’s records will at a minimum be queried whenever 
they receive care at any location. This is in contrast to a central repository model 
(such as health record banking, discussed below), where information from each care 
episode is transmitted once to the repository and no further queries to the source 
system are ever needed. A recent simulation study demonstrated clearly that both 
the transaction volume and probability of incomplete records (because information 
was not retrieved from a malfunctioning network node) increase dramatically with 
the average number of sites where each patient’s data is stored in an institution- 
centric architecture [ 26 ].  
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20.4.2     Person-Centric Architecture (Health Record Banking) 

 Health record banks represent a person-centric approach to community HII that can 
overcome the challenges faced by current efforts while meeting all the necessary 
functional requirements [ 27 ]. A health record bank (HRB) is defi ned as “an inde-
pendent organization that provides a secure electronic repository for storing and 
maintaining an individual’s lifetime health and medical records from multiple 
sources and assuring that the individual always has complete control over who 
accesses their information” [ 28 ]. 

20.4.2.1     Overview 

 The operation of an HRB is much simpler than an institution-centric architecture 
(Fig.  20.2 ). Upon enrollment or prior to a care episode (except an emergency), the 
patient’s consent for the provider to access his/her HRB records (either all or part) 
is captured and stored. The caregiver then accesses (and/or downloads) the records 
through a secure Internet site. When the encounter is complete, the provider 
uploads the newly generated information to the HRB, which is added to the 
account-holder’s lifetime health record. The updated record is then immediately 
available for further use.  

 Storing health records for each person in one place (but not everyone’s health 
records in the same place) and letting patients control access allows the complex, 
interrelated problems of privacy, stakeholder cooperation, incomplete information, 
and fi nancial sustainability to all be successfully addressed. In contrast to the 
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  Fig. 20.2    Person-centric HII architecture.  1 . The clinician EHR requests prior patient records 
from the HRB.  2 . The prior patient records are immediately sent to the clinician EHR.  3 . After the 
care episode, the new information is stored in the clinician EHR and sent to the HRB; any incon-
sistencies or incompatibilities with prior records in the HRB need to be resolved before that 
patient’s records are requested again (but not in real time). (Used with permission of the Health 
Record Banking Alliance [ 25 ])       
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 frequently used institution-centric architecture for managing electronic health 
records, where each patient’s records are stored where they are created and only 
assembled when needed (in real time), the centralized HRB approach has been dem-
onstrated in simulations to be considerably more effi cient and less subject to 
retrieval errors [ 26 ]. It can also support effi cient searching of health records for 
research and policy purposes, with patient consent.  

20.4.2.2     History 

 The person-centric health record banking architecture was fi rst described by 
Szolovits [ 29 ]. Several years later, it was called a “health information bank” in the 
U.K. [ 30 ], and was subsequently termed the “bank of health” [ 31 ]. The legal aspects 
of a “health record trust” were described in 2002 [ 32 ], and the “health record bank” 
architecture was highlighted by Dyson in 2005 [ 33 ]. In 2006, a policy paper from 
the Heritage Foundation recommended health record banking [ 34 ], other authors 
provided details of their HRB vision [ 35 ,  36 ], and the non-profi t Health Record 
Banking Alliance (HRBA) was organized [ 37 ]. That same year, Washington State 
recommended HRB implementation after a 16-month health information infrastruc-
ture study [ 38 ] and the non-profi t Dossia consortium of several large employers was 
started to develop an HRB for their employees [ 39 ]. The following year, the 
Information Technology and Innovation Foundation endorsed the health record 
banking approach for the U.S. HII [ 40 ], and Gold and Ball termed the architecture 
an “imperative” [ 41 ]. Also in 2007, both Google and Microsoft introduced their 
own patient-controlled medical record repository products designed for general 
consumer use. In 2009, an HRB pilot was started in Rotterdam, Netherlands, 2  three 
more pilot HRBs received initial grants from the State of Washington, and the pri-
vacy protection benefi ts of HRBs were described [ 42 ]. The HRBA has released 
white papers describing HRB architecture [ 25 ], business models [ 43 ], and policy 
recommendations showing how HRBs can promote and achieve interoperability 
[ 44 ]. Another recent article describes the practical implementation experiences of a 
community-wide HRB startup in 2010 [ 45 ]. The person-centric, patient-controlled 
architecture of HRBs continues to be regularly referenced in articles discussing the 
need for comprehensive EHRs [ 46 – 50 ,  15 ,  51 ].  

20.4.2.3     Security 

 One security concern about the health record banking approach to HII relates to the 
misguided belief that information security is weaker in a central database than if the 
information is physically dispersed. However, it is well known that a properly pro-
tected repository is really more secure than the equivalent distributed system [ 52 ]. 
First, the protocol for immediately locating and retrieving each patient’s records in 

2   http://webwereld.nl/nieuws/54340/rotterdam-start-eigen-versie-elektronisch-patiDOUBLEHY-
PHENntendossier.html . Posted January 14, 2009 (Accessed 26 December 2014). 
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a distributed system is just as vulnerable as retrieval from a central data repository. 
Second, when data is aggregated from distributed locations, the risk of interception 
doubles since data are transmitted twice for each use: once between the storage site 
and the aggregation point, then again from the aggregation point to the end user. 
Third, data in a central system are more easily protected because it is “much easier 
to enforce strict security access controls when there are fewer doors or when the 
entry points are centralized” [ 53 ]. Fourth, double encryption of the data can prevent 
unauthorized “total access” to the entire database, with one key held by the patient 
and the other by the HRB. Finally, the use of multiple community-based HRBs 
limits the quantity of data in any single system, establishing an upper limit on the 
potential consequences of a breach. Overall, HRB security is objectively superior to 
an equivalent distributed system.  

20.4.2.4     Financial Sustainability 

 Long-term fi nancial sustainability for HII can be achieved with three general 
mechanisms either individually or in combination: (1) taxation; (2) redirecting 
healthcare cost savings; or (3) leveraging new value created by the HII. Advocates 
of public funding through taxation assert, with some justifi cation, that an effective 
HII is a public good with universal benefi t, analogous to other important infra-
structure such as roads. However, new taxes are generally unpopular and therefore 
politically challenging to enact. Also, there are examples of other critical infra-
structure, such as public utilities and the Internet that, although regulated, are sup-
ported with user fees rather than taxation. Nevertheless, there are at least two 
states, Maryland and Vermont, that are using public funds to at least partially sup-
port their HII systems. 

 Redirecting health care savings to pay for HII is the most common sustainability 
approach. The justifi cation for this is sound, relying on the large evidence base indi-
cating that higher quality and lower cost care can be achieved with the availability 
of more comprehensive electronic patient records [ 10 ,  54 ]. Examples include sev-
eral large, generally closed healthcare systems such as Group Health, the Veterans 
Administration, and Kaiser Permanente, where the widespread adoption and use of 
electronic medical records has resulted in better care at lower cost. While the evi-
dence that HII can reduce healthcare costs is persuasive, the timing and distribution 
of the savings cannot reliably be predicted. Also, one healthcare stakeholder’s cost 
savings is another’s revenue loss. The organization losing income will of course fi nd 
this result very undesirable, and as a result will strongly oppose any initiatives that 
even  appear  to have the possibility of this outcome. In addition, the distribution of 
savings is not known in advance, making all organizations unable to make specifi c 
fi nancial commitments with the confi dence that a positive return on their investment 
will be forthcoming. 

 The third approach to fi nancial sustainability of HII, utilizing the new value created 
by the availability of comprehensive electronic information, has generally not been 
explored. Although there is widespread agreement that HII information will have 
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 substantial value for many important and worthy purposes, minimal attention has been 
devoted to specifi c methods for capturing this value to create a viable business model. 
One example of such new value that has been recognized in a few communities is 
reducing the cost of delivering laboratory results to ordering physicians. A unitary 
community infrastructure providing electronic lab result delivery to physicians is 
much more effi cient than current duplicative systems. Another example of potential 
value is the use of medical information for research – both for research queries and to 
fi nd eligible subjects for clinical trials. Even though the use of the medical information 
for research can produce revenues that cover a substantial part of the costs of HII, the 
required supporting mechanisms for both searching data and recording and maintain-
ing patient consent have not typically been implemented in today’s HII systems. 

 Innovative applications that deliver compelling value to consumers and other 
healthcare stakeholders based on the underlying information are potentially one of 
the largest and most promising sources of HII revenue [ 45 ]. These include timely 
and accurate reminders and alerts to patients (and their families) for preventive ser-
vices, medication refi lls, and other medically related events of immediate interest. 
Another example is applications that assist consumers to more easily manage their 
chronic diseases. Such an “application ecosystem” was described as a key element 
of the business model to support Microsoft’s HealthVault™ personal health record 
system [ 55 ]. Utilizing the new value of medical information to sustain HII avoids 
the allocation, timing, and prediction issues inherent in leveraging anticipated 
healthcare cost savings, with the added benefi t that with this model any such savings 
accrue to the stakeholder that achieves them. 

 Finally, the person-centric health record bank approach facilities revenue genera-
tion from advertising to consumers (who are more likely to engage with their com-
prehensive records), including sponsorship of specifi c patient groups by interested 
healthcare stakeholders.  

20.4.2.5    Interoperability 

 Interoperability requires the use of standards so that information transferred from 
one medical information system to another can be understood and interpreted cor-
rectly, retaining the same meaning. Ultimately, standards compliance must be man-
datory to ensure universal adoption. Such mandates can take the form of regulations, 
payment incentives, or both. To be effective, compliance must also be monitored 
continuously. 

 The HRB approach can incentivize the use of standards to ensure interoperabil-
ity. If, as has been proposed [ 45 ], cloud-based EHRs are provided at no charge to 
outpatient physicians by an HRB, the HRB will only select those systems that can 
transmit information back to the HRB in a standard format. For physicians who cur-
rently have EHRs, an HRB may provide payments for data deposits from those 
systems that would be conditioned on the consistent use standards-based transac-
tions. Over time, additional encoding and structuring of medical information can be 
required with gradually more stringent data deposit requirements (with suffi cient 
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lead time to allow systems to be upgraded). Overall, compliance with standards can 
be consistently assured through the direct relationship to ongoing payments.  

20.4.2.6    Challenges 

 Although the HRB approach can successfully address the key obstacles to a success-
ful HII, as of this writing there are no large-scale operational examples in communi-
ties. The most obvious reason has been lack of funding. ONC did not allow any of the 
$564 million allocated to the states for HIEs over the past several years to be used to 
build HRBs, even for those few states bold enough to propose this. To some extent, 
this is because the healthcare stakeholders (and the general public) have been very 
wary of centralized repositories because of the perceived vulnerability to loss of all 
the data in a single security breach. As discussed in the Security section above, despite 
the fact that state-of-the-art computer security requires sensitive information to be 
segregated in one place so that it can be effectively protected, the fear of the “database 
in the sky” has permeated HII discussions. A requirement to avoid centralization has 
been a consistent “precondition” to nearly all such efforts. For HRBs to gain traction, 
it may be necessary to fi nd an alternative architecture that can store each person’s 
records in one place (with patient control of access) while still allowing effi cient 
searching across records without the need for a central repository or index. 

 In addition, while HRBs do have a feasible business model, a large critical mass 
of subscribers are needed to generate suffi cient revenue to offset the substantial 
fi xed costs, particularly for the fi rst implementation. The cost of achieving the nec-
essary scale (perhaps $10 million) represents a one-time obstacle that must be over-
come to provide an initial successful HRB demonstration project. While these funds 
could logically be provided by one or more of the many current initiatives promot-
ing innovation in health care, such an investment has yet to occur. 

 Finally, healthcare stakeholders have been reluctant to cooperate in the creation 
of HRBs in their communities, fearing loss of competitive advantage when compre-
hensive information for each patient is readily available. However, the increasing 
focus on population health, incentivized by the Affordable Care Act, makes HRBs 
an important potential asset. Population health activities require comprehensive 
information on each patient, which is not otherwise accessible to Accountable Care 
Organizations (ACOs) created to promote health and reduce the need for medical 
care with effective prevention. Hopefully, the recognition that HRBs can solve this 
problem will accelerate their adoption.    

20.5     Policy Issues in Health Information Infrastructure 

 The trust problems inherent in the current HIPAA policy framework, as modifi ed by 
HITECH, were described above in the Privacy section. An alternative, and arguably 
more effective, policy approach would be to require patient consent for any and all 

W.A. Yasnoff



347

use of personal health information. This would reinstate the policy in place prior to 
the 2002 HIPAA Privacy Rule that created the “treatment, payment, and operations” 
exceptions to patient consent for medical record disclosure. Such a policy change 
would be an important fi rst step toward transferring ownership of the medical 
records to the patient. Today, providers own patients’ medical records, with patients 
entitled to a copy on request. Reversing this would be very helpful in ensuring pri-
vacy since the provider’s copy of the records would then be available only for the 
provider’s own use. Provider disclosure of records to other parties without patient 
consent would be prohibited. 

 However, to avoid disruption of current systems of care, such a major policy change 
in handling medical information would need to be implemented gradually. One poten-
tial fi rst step of such a process could be a large-scale demonstration showing that 
patient ownership and control of records is practical, can be readily implemented with 
today’s HIT technology, and can facilitate both better health care for both individuals 
and the population. After a successful initial project, a plan for gradual transition could 
be developed and executed in an orderly fashion over several years, allowing suffi cient 
time to implement needed changes in provider health record systems. 

20.5.1     Necessary Exceptions to Patient Control of Access 
to Their Information 

 Despite patients’ ownership and control of their medical information, there are 
justifi able cases for overriding individual consent for the good of the community. 
For example, reporting communicable diseases to public health authorities has his-
torically been done without individual consent since it is necessary to protect the 
general population. Availability of controlled substance prescription information to 
providers is another case where consent must be balanced with community needs. 
It would not make sense to enable fraudulent multiple prescriptions for narcotic 
painkillers by letting individuals deny consent for providers to access their medica-
tion information. However, limitations on individual consent for access to informa-
tion should be as minimal as necessary to address the specifi c problems identifi ed. 
In the case of patients denying providers access to their controlled substance pre-
scription records, for example, any provider treating the patient and accessing their 
medical records might receive a message indicating that some medication informa-
tion has been withheld (without actual information being displayed). Providers 
would thus be alerted to a potential problem, while patients would still have some 
ability to protect their information. With medical information access controlled by 
patients, it seems likely that a limited number of additional public policies, such as 
access control policies for minors, will be needed to ensure that, when it is appro-
priate, essential community interests supersede individual rights. 

 Another commonly cited need for an exception to patient control of access to 
medical information is “break the glass” functionality in an emergency. This would 
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allow emergency providers to access patient records regardless of consent. However, 
this can easily be addressed by asking patients to agree to such emergency access in 
advance. If patients indicate that they do not want emergency providers to have 
access to their records, they would be clearly informed of the potentially lethal con-
sequences of such a decision. Should a patient insist despite this warning, it is dif-
fi cult to argue that their request should be overridden. Of course, to make such a 
system of emergency access effective, all providers would need to be aware that 
abusing the system (i.e., by fraudulently accessing patient records claiming a non- 
existent emergency) would immediately and consistently result in serious 
sanctions.  

20.5.2     Current U.S. Government Programs 

 Under the HITECH Act, the Meaningful Use regulations provide substantial fi nan-
cial subsidies for physicians and hospitals adopting and using EHR systems. This 
has resulted in a substantial increase in EHR usage. For the Stage 1 Meaningful Use 
criteria, it has been reported that over 50 % of physician offi ces [ 56 ] and 42 % of 
hospitals [ 57 ] are using qualifying EHR systems. However, even if all eligible phy-
sicians and hospitals met all Stages of the Meaningful Use criteria, the availability 
of comprehensive electronic patient records when and where needed would not be 
assured. To accomplish this, an effective HII that can aggregate each person’s indi-
vidual records from all sources is also necessary. As recognized in the HITECH 
legislation, which provided $564 million of HII funding to the states distinct from 
the Meaningful Use incentives, this aggregation requires additional infrastructure 
and cannot be accomplished solely by individual providers. 

 The view, download, and transmit (VDT) requirement included in Meaningful 
Use Stage 2 (effective October, 2013, for hospitals and January, 2014, for offi ce- 
based providers) has the potential to be very helpful in facilitating HII. VDT man-
dates that all providers must give patients the capability to access and electronically 
transmit their records to any destination they choose using standard coding and 
formats. To fully qualify, providers must also demonstrate that at least 5 % of their 
patients are taking advantage of this service. VDT compliance is also required for 
EHR technology certifi cation, so EHR vendors are adding this capability to their 
systems. The resultant widespread implementation of VDT will allow patients to 
routinely direct that their electronic medical records be transmitted to a destination 
of their choice. This will enable patient-selected third parties (such as health record 
banks) to compile comprehensive person-centric records over time and make them 
available to subsequent providers at the direction of each patient. 

 A related messaging standard, the ONC Direct protocol, 3  is designed to enable 
transmission of medical record information from one point to another using stan-
dards. Although Direct was initially designed to be a “provider to provider” 

3   http://wiki.directproject.org/fi le/view/DirectProjectOverview.pdf  (Accessed 26 December 2014). 
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 communication capability, it can also effectively transmit patient information as 
required by VDT. This could, for example, involve sending patient data to a health 
record bank where it can be integrated with prior information for that patient and 
stored as a longitudinal record. Therefore, the Direct protocol also has the potential 
to be very helpful in facilitating HII development.  

20.5.3     Opportunities for Innovation and Discovery 

 The availability of population data from an HII can enable greater health policy 
fl exibility and experimentation. Today, it typically takes years before information is 
available to assess the impact of a health policy intervention. Naturally, this makes 
policymakers very reluctant to make changes without compelling justifi cation of the 
anticipated positive benefi ts. But if near real-time population data were available for 
analysis, policy changes would be much less risky because unanticipated negative 
consequences could be ascertained rapidly. If needed, a new policy that was not 
working as expected could be reversed before its negative impact was widespread. 

 Timely availability and appropriate use of population health data can also inform 
other policy domains at federal, state, and local levels that impact health, such as 
education, housing, the environment, and criminal justice. An effective HII can pro-
vide aggregated personal health data to guide government policy decisions, greatly 
improving our ability to understand and address critical citizen needs and promote 
a healthier society. 

 In addition, population health data would facilitate our discovery and under-
standing of unanticipated relationships between activities and events, e.g., emer-
gency room visits and air quality. Today, investigating such correlations often 
requires expensive and time-consuming clinical trials. Readily available data allows 
these correlations to be found more quickly and easily, and also can facilitate the 
analysis of complex interactions.  

20.5.4     The Information Economy 

 There is growing value in aggregating many types of personal information, not 
merely health records. Our progress in extracting this value will be accelerated by 
replacing our current “whoever has it can use it” approach to the management of 
highly valuable personal information with a policy of personal ownership and con-
trol by declaring each individual’s personal information as their property, only to be 
used by others with permission. Not only is this approach inherently fair and protec-
tive of privacy, but persuasive arguments have been made that “permission-based” 
use of personal information would create huge new markets and economic activity 
[ 58 ]. A recent example of this is the $60 million Genentech agreement with 23andMe 
for access to the health and genetic information of thousands of patients (with their 
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permission) [ 59 ]. Regardless of how policy evolves, it is clear that individual health 
records have tremendous value for both individuals and the whole community. The 
policy challenge is to move rapidly to extract those benefi ts for the good of all, 
while simultaneously minimizing potential harm.   

20.6     Measuring Progress 

 Metrics that can quantify our progress toward an effective HII have largely been 
neglected. Several desirable features of such HII progress measures have been 
described [ 60 ]. First, they should be sensitive enough to refl ect changes over reason-
able time periods, for example, 1 year. A progress measure that remains unchanged 
over many years despite real advances toward the goals would not be helpful. 
Second, the measures should be comprehensive so that they incorporate the activi-
ties and outcomes that are important to the key stakeholders. A measurement system 
that ignores a key element that must be present in an effective HII would be subop-
timal. Third, the measures should be meaningful to policymakers. If the metrics are 
overly technical or otherwise diffi cult to understand, they will not be useful in guid-
ing priorities and resource allocation. Fourth, the measures should be easy to deter-
mine (or estimate) so that the evaluation process does not divert substantial resources 
from the actual work. Finally, when the target values for all the measures are 
attained, the original goals of a complete and fully functional HII should have been 
reached. 

 Based on these criteria, currently used metrics are largely ineffective. For exam-
ple, measuring whether or not health information is being exchanged at all or how 
many “exchange messages” occur has little value. The number of messages that 
need to be exchanged in order to assure the availability of comprehensive informa-
tion for each patient is unknown (and unpredictable). Therefore, monitoring the 
message count over time does not indicate whether or not the goal of comprehensive 
information for all patients is close to being met. Although an increasing number of 
“exchange messages” would show progress, it does not allow assessment of how 
much more needs to be accomplished. 

 Using the above measurement criteria as a guide, Labkoff and Yasnoff identifi ed 
and validated a combination of four measures for the quantitative evaluation of HII 
progress in communities: (1) completeness of information, (2) degree of usage, (3) 
types of usage, and (4) fi nancial sustainability [ 61 ]. Using this assessment method, 
four of the most advanced community HII projects in the U.S. at that time earned 
scores of 60–78 (on a 0–100 scale), indicating that substantial additional work was 
required before their community HIIs could be viewed as complete. 

 However, one critical dimension of progress not covered in the Labkoff and 
Yasnoff evaluation framework is the extent of semantic encoding of electronic health 
records. Clearly, the electronic exchange of images or pdfs of clinical documents, 
where the content is not readily machine-interpretable and can only be read by an end 
user, will not enable the record integration, analysis, and decision support that an HII 
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must ultimately provide. The end goal is fully standardized and encoded electronic 
health records so that all the information is computable. A progress measure that 
would capture the degree to which this standardized encoding has been accomplished 
would be an important and valuable addition to the evaluation process.  

20.7     Conclusion 

 Health information of individuals is critical to medical care, research, and popula-
tion health. Clearly, the timely availability of this information can contribute signifi -
cantly to the overall health of our society. However, in order to successfully 
implement an effective health information infrastructure (HII), the complex and 
interrelated problems of privacy, stakeholder cooperation, incomplete information, 
and fi nancial sustainability must all be addressed. One proposed approach to HII 
that can overcome these problems and appears to provide a feasible path toward an 
effective HII is health record banking. This or a similarly effective alternative 
approach is likely to be the basis of HII implementation over the next few years. 
Regardless of how it is architected, an HII comprised of both EHRs and mecha-
nisms to aggregate records from them for each person will be a key ongoing data 
source for monitoring and improving both individual health and the health of our 
communities in the years ahead.     
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    Chapter 21   
 Next Generation Wellness: A Technology 
Model for Personalizing Healthcare       

       Pei-Yun     Sabrina     Hsueh      ,     Henry     Chang     , and     Sreeram     Ramakrishnan    

    Abstract     Personalization or individualization of care is essential to the behavioral 
modifi cations and lifestyle changes that result in patient wellness (for good health 
or chronic disease management). The implementation of effective personalized care 
is hampered by the lack of reliable means to collect and process real-time data on 
individual contexts (preferences, constraints) and on adherence to care protocols 
and mechanisms to provide timely, customized cognitive coaching that is struc-
tured, consistent and informative to users. 

 The advent of personal embedded biosensors is creating an accumulation of 
patient-generated data from numerous “touch points” (data interfaces and exchanges 
between patient and healthcare services before, during and after traditional clinical 
encounters). A major technical challenge is the establishment of a patient-centered 
infrastructure that can:

•    Provide the customized, timely, evidence/knowledge-driven messaging based on 
data from multiple touch points for continuous feedback to individual patients  

•   Support this functionality within an information infrastructure of multiple ser-
vice providers to provide access to unifi ed views of patients’ data across touch 
points and time for multiple users (patients, providers, administrators, 
researchers)    

 We propose the implementation of a cloud-based platform to support the analyt-
ics and other services to implement this infrastructure. From an IT perspective, we 
explore

•    Modeling of patient contexts (preferences, behaviors) within a risk-based 
framework  
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•   Calibration of individualized, evidence-based recommendations based on 
patient-generated data  

•   Deployment of analytics functionalities within the platform model     

  Keywords     Personalized healthcare   •   Patient centered-care   •   Data Analytics   • 
  Precision Medicine   •   Personalization Analytics   •   Watson mobile applications   • 
  Knowledge coupling with data  

21.1         Introduction 

21.1.1     Personalized Health and Care 

 Personalized healthcare [ 4 ,  17 ,  35 ], highlighted by President Barack Obama’s 2015 
initiative on “precision medicine”, can be defi ned as “[disease] prevention and treat-
ment strategies that take individual variability into account” [ 20 ]. System biologists 
have extended this concept as “P4 Medicine” (personalized, predictive, preventive, 
and participatory) [ 46 ] to incorporate personalized healthcare that actively engages 
patients, since it is estimated that more than 60 % of “health” is based on patient 
contexts, that is: behavioral patterns, social circumstances and environmental expo-
sures [ 64 ,  80 ]. 

 As populations age, the prevalence of chronic and pre-morbid conditions (such 
as obesity) rises, and with them the overall cost of healthcare. In Japan, seniors 
(those over 65 years) represent 21 % of the population and in the United States 
(US), the ratio of seniors to non-seniors is projected to increase by 80 % in coming 
decades [ 12 ]. According to the Agency for Healthcare Research and Quality [ 6 ], 
more than 84 % of US healthcare costs go to chronic care, with its annual cost 
amounting to $1.65 trillion (or 15 % of the gross domestic product (GDP)) [ 18 ]. 

 Longitudinal studies have shown that tailoring lifestyle interventions can reduce 
the burden of chronic disease, through primary prevention (e.g., Finnish Diabetes 
Prevention Study (FIN-D2D) [ 75 ], US Diabetes Prevention Program (DPP) [ 27 , 
 28 ], China Da Qing IGT and Diabetes study [ 66 ]) and secondary prevention via 
targeted screening (e.g., the US Diabetes Control and Complications Trial/
Epidemiology of Diabetes Interventions and Complications Study (DCCT/EDIC) 
[ 23 ] and the UK Prospective Diabetes Study (UK PDS) [ 85 ]). Quantifi cation of the 
benefi ts of such tailored interventions has demonstrated a 42 % risk reduction (RR) 
for all cardiovascular disease events, 57 % RR for nonfatal heart attacks, strokes or 
death from other cardiovascular causes [ 93 ] and 58 % RR for Type 2 Diabetes 
Mellitus for patients with impaired glucose tolerance [ 84 ]. 

 Despite this, personalized healthcare has not gained traction as might be expected 
for wellness, prevention and chronic disease management. Patient-Centered Medical 
Home (PCMH) models [ 68 ] have faced challenges in transforming current encounter- 
based practice into truly patient-centered care. Improving case management 
guidelines [ 19 ] for coordination of care alone does not appear to solve the problem. 
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There is need to engage and empower patients in their own care, using strategies that 
incorporate individual variability and that gives patients incentives and access to 
evidence and data to assert themselves in crucial healthcare discussions and 
decisions.  

21.1.2     Challenges in Achieving Personalized Health and Care 

 Existing care delivery is structured on applying evidence-based guidelines to the 
care of individuals at risk. Guidelines are population-based, that is, they are designed 
to serve average patients, with the assumption that one guideline “fi ts all”. An 
example of this is the standard JNC7 high blood pressure guideline [ 16 ] which uses 
a single rule, i.e., whether a patient’s systolic blood pressure (SBP) is higher than 
135 mmHg, to determine the prescription of anti-hypertensive therapy, which may 
not be optimal for diabetic patients (for whom a lower SBP threshold may be more 
appropriate). Studies have shown that overall, at least 45 % of patients do not 
receive recommended care and that there is large variation in guideline implementa-
tion [ 36 ,  60 ]. 

 Measuring patient variability is diffi cult as there are few standard proxy mea-
sures to assess different contexts. This diffi culty extends into assessing baseline and 
adaptive contexts (abilities and preferences) in individual responses to specifi c 
interventions (that include habit formation, non-adherence, aversion, etc.). Thus, 
patients frequently make “free-style” decisions, without adequate guidance, result-
ing in low adherence rates (estimated to be less than 50 %, with one example being 
a report of 20–30 % of prescriptions left unfi lled [ 8 ,  24 ,  43 ]). 

 The fi nancial potential is compelling. The estimated worldwide cost of non- 
adherence is $30–$594 billion dollars annually [ 55 ]. In the European Union alone, 
non-adherence accounts for 194,500 deaths and adds 125 billion euros to the costs 
per year [ 71 ]. In the United States, non-adherence has been estimated to account for 
69 % of hospital admissions, adding $100 billion and $290 billion annually in terms 
of excessive hospitalization and avoidable medical spending respectively [ 49 ]. 
Stakeholders in healthcare spending, such as self-insured employers, have taken 
interest and action.  

21.1.3     Personalized Healthcare, Patient Empowerment 
and Technology 

 To overcome challenges inherent in realizing personalized healthcare:

    (a)     Physicians and healthcare systems must recognize patients as full partners 
in the dialogue of evidence - based care . In this dialogue, the patient is a source 
of continual, reliable, time-specifi c data (ongoing reports of point-of-care 
 measurement: serial blood glucose, blood pressure, etc.) and physicians and 
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systems provide tools to facilitate active and ongoing two-way 
communication.   

   (b)     Patients must be actively engaged as full partners in their individualized 
care . Patients and families must use education and support to their best ability 
to make empowered decisions (with support from their providers) about their 
health and care. Patients must also generate information that prime analytics 
tools to identify “teachable” moments, to personalize messages according to 
patient contexts/challenges [ 42 ] and to mediate/mitigate non-adherence risk by 
tracking and optimizing the effectiveness of incentives [ 82 ].     

 To support this vision of an active ongoing health dialogue between patient and 
care team with a bi-directional real-time fl ow of information to and from the patient, 
wearable biosensor and cloud technologies are providing new opportunities and 
possible solutions for exploration. 

21.1.3.1     Mobile Phones 

 The ubiquity of mobile phones provides an open terrain for communication and 
engagement, with the worldwide mobile health market expected to grow to $49 bil-
lion by 2020, with a projected annual growth rate of 49.7 % in monitoring 
services. 

 One report revealed that 27 % of mobile phone users “would like a personalized 
plan to help guide them through their journey to better health” [ 13 ].  

21.1.3.2     Wearable Biosensors and Cloud Platforms 

 Wearable patient monitoring devices are being developed to monitor asthma [ 61 ] 
and chronic obstructive pulmonary disease (COPD) [ 67 ] by tracking physical 
parameters (movement, heart/respiratory rates) via accelerometers and physiologic 
sensors. Sensors are also being developed to detect biochemical changes in sweat 
[ 44 ] and to quantify changes in body movement in patients with Parkinson Disease 
[ 57 ]. Non-invasive sensors have been deployed into smoking cessation programs to 
monitor a patient’s smoking habits by monitoring breathing and hand-to-mouth ges-
tures [ 54 ]. 

 The market of “connected health and wellness devices” is expected to reach $8 
billion by 2018. As the Internet of Things (IoT) and Machine to Machine (M2M) 
technologies and infrastructures mature, 20–50 billion connected devices are pre-
dicted to emerge around the world by 2020 [ 2 ,  48 ]. The progressive integration of 
mobile sensors and cloud technologies is making possible “smart” and “connected” 
personal health networks that are raising awareness of healthcare and health [ 38 ]. 
As of 2014, the accumulation of patient-generated health data at fi ner levels of 
granularity has stimulated understanding of patient contexts (i.e., disease states, 
self-management capabilities, and preferences).   
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21.1.4     Personalized Healthcare Recommendations 
as a Platform-Based Service 

 The vision of transforming episodic offi ce-based practice into continuous data- 
driven patient-centered care requires a paradigm shift to unify care and information 
transactions (patient-generated data, information and recommendations about care) 
across “touchpoints” (i.e., all contacts between a patient and healthcare services 
across time, providers and settings (within and beyond face-to-face encounters)). 
One possibility, which we are exploring, is the use of a platform, that is, a data- 
brokering mechanism that connects consumers/patients to services/providers in 
real-time. In this service model, information can be exchanged wirelessly to provide 
real-time feedback loops of patient data, assessment and guidance that encourage 
participatory decision-making. 

 Cloud-based services are an intrinsic part of the platform approach, but they do 
not solve the problem entirely. Analytics tools must be available to process incoming 
health data from multiple sensors into meaningful outputs for interpretation and deci-
sion support by users (patients and providers). A major challenge with analytics has 
been the specifi cation of functionalities to map clinical guideline-based recommen-
dations to personalized care in a safe, effective and sustainable way. As such, health-
care has been slow to implement analytics [ 22 ] and thus, progress has been limited. 

 Other barriers to platform implementation have been:

•     Uncertainties in the regulation of medical devices and health information 
assurance  :  As mobile and personal health information technologies mature, the 
defi nition of “medical device” becomes less clear. In previous years, the US 
Food and Drug Administration (FDA) cleared more than 100 medical mobile 
applications (MMA) as its 510(k) medical devices, but it has also prioritized 
safety. The FDA further released the two guidelines on MMA [ 32 ] and its associ-
ated medical data storage systems (MDDS) [ 33 ]. In addition, non-alignment of 
business interests and the ever-changing regulatory environment for information 
assurance and security complicate data sharing among federated entities.  

•    Data capacity and costs  :  The sheer size of data has posed challenges to service 
providers, incurring the need to hire subject matter experts and IT support person-
nel to handle the quantity and formats of data. The high staffi ng expense in turn 
creates barriers to small- and mid-sized providers who do not have enough data 
volume to justify the costs of analytics and/or cloud services that may be needed.      

21.2     A Personalization Framework 

 Our research investigates the feasibility of a sustainable wearable sensor-driven 
cloud-based analytics platform for providing evidence-based feedback based on 
patient-generated data. We introduce a technical framework for healthcare informa-
tion personalization, and we begin by asking three questions:

21 Next Generation Wellness: A Technology Model for Personalizing Healthcare



360

    1.    How can patient contexts (abilities, preferences, choices, etc.) be modeled within 
personalized healthcare?   

   2.    How can personalized recommendations be chosen/generated in response to 
patient data and contexts?   

   3.    What is a vision for implementing these on a service platform?     

21.2.1     Individualized Risk Stratifi cation 

 One model of patient contexts (abilities, preferences, choices, etc.) poses such attri-
butes in terms of the outcomes risk they confer upon a patient within diseases and 
treatments. The stratifi cation of risk has been studied with regard to ICD-9 codes 
and claims data [ 77 ] and in relation to patients’ self-reported data on their chronic 
diseases to produce numerical scores [ 15 ,  31 ,  56 ]. Using this model, analytics tech-
niques have been used with electronic health record (EHR) data to:

•    Detect abnormalities in healthcare delivery quality [ 51 ,  77 ]  
•   Identify signifi cant associations between medication use and disease outcomes 

(Ex. heart attack risk and use of a specifi c drug, subsequently removed from the 
market) [ 78 ].  

•   Identify risk factors for cardiovascular diseases for prediction [ 21 ].  
•   Correlate health outcomes of patients with environmental data to analyze behav-

ioral risk factors at the community level [ 47 ,  79 ]    

 Similarly, “big data” analytics techniques have been used with genetic biomark-
ers from genomic databases to capture signals of risk-conferral:

•    Disease-indicative genetic variations have been discovered by cross-examining 
individual genetic profi les [ 83 ] with genome-wide association studies [ 62 ].  

•   Correlations between gene expressions and exogenous data, such as physical 
activity and nutrition intake, have been proposed but not been studied exten-
sively [ 81 ]. Complex diseases, such as obesity and metabolic syndrome may be 
associated with variable expression of thousands of genes across functional 
categories.  

•   High-throughput screening techniques have been applied to identify “dietary sig-
natures” (i.e., sets of distinctive patterns in nutrients, non-nutritive food compo-
nents and nutritional regimes that can infl uence the protein expression and 
regulate the progression of metabolic syndrome) [ 65 ,  74 ].  

•   Molecular analyses (e.g., differences in genes, gene expression, protein expression, 
and metabolites) are used to assess the relationship between clinical outcomes and 
individual variations. Such analyses can support individualized interventions based 
on individual genetic differences in addition to physical activity and other lifestyle 
choices on chronic disease management for better outcomes [ 63 ].    

 The term “sub-health” has been defi ned by the World Health Organization as a 
state between health and disease where standard tests may be normal, but in which 
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a patient is in distress or at risk for ailments. This is the conceptual basis for model-
ing contexts as contributors to a patient’s sub-health or risk status [ 53 ].  

21.2.2     Individualized Guidelines for Wellness Management 

 An individualized guideline is an ideal that provides patient-specifi c feedback and 
recommendations with respect to the patient’s contexts and data for optimal well-
ness management for chronic disease and prevention. As part of individualization, 
such guidelines (or programs) must include contingencies for acute illness (i.e., 
“sick” day management), for changes in patient responses over time, for different 
life circumstances (i.e., home vs work vs vacation vs school) and for their impact on 
patient contexts (i.e., stress) and management. An individualized guideline should 
also predict, prevent and overcome treatment resistance and failure. 

 As an example, the medical management of “diabetes mellitus” (DM) must be 
individualized:

•    Type and severity of disease (Type I DM vs Type II DM) determine pharmaco-
logic approaches. Type I DM typically requires insulin early in the course of the 
disease, whereas Type II may require it later  

•   Diabetic patients may be at higher cardiovascular risk (for heart attack and 
stroke), more so as they age  

•   Some therapies can increase insulin resistance in some individuals [ 92 ]  
•   Exogenous insulin may increase cardiovascular risk, but better glucose control 

240 over time has decreased risk (U.S. Diabetes Control and Complications Trial 
[ 23 ] and UK Prospective Diabetes Study (UKPDS) [ 85 ,  86 ])  

•   Some patients with Type I DM may lose their ability to respond to hypoglycemia 
(low blood glucose) over time.    

 In this case, individualization of guidelines helps optimize medical care (drug 
choices depend on specifi cs of the illness), risk reduction (cardiovascular disease 
prevention depends on a number of factors, including diabetic management), well-
ness (day-to-day management depends on diet, exercise, weight management, med-
ication adherence and other factors) and contingencies (“sick” days) to balance 
physiologic and individual needs as the condition evolves [ 3 ]. In addition, measures 
of patients’ self-effi cacy and literacy may be useful in selecting and developing 
appropriate educational approaches and partnerships (such as with diabetic educa-
tors) [ 76 ]. 

 Failure to accommodate individual needs may result in mixed effects on different 
individuals. In many cases, patient-generated health data (including self-reports and 
monitoring data) can provide important feedback on tailoring and customizing clin-
ical recommendations to individuals. The importance of patient-generated health 
data in diabetes has been demonstrated in a study at the Juvenile Diabetes Research 
Foundation (JDRF), which shows that continuous glucose monitoring and individu-
alized insulin adjustment signifi cantly decrease hypoglycemic episodes [ 50 ].  
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21.2.3     Coupling Information to Wellness Best Practices 

21.2.3.1     Data 

 Mobile and wearable health devices can provide “real-time” patient data (vital 
signs, exercise, intake and exposure, surveys/assessments, etc.). 
PricewaterhouseCoopers’ Health Research Initiative (HRI) [ 70 ] report on “wear-
ables” has demonstrated that 21 % of Americans are already using personalized 
technology (wristband/watches to record physical activity, sleep patterns, etc.) to 
measure and record biometric data. For example, the Apple HealthKit [ 7 ] supports 
many observations: date of birth, height, weight, body mass, BMI, body fat percent-
age, blood pressure, heart rate, RR interval, respiratory rate, body temperature, oxy-
gen saturation, spirometry, peripheral perfusion index, blood glucose, blood alcohol 
content, dietary intake – carbohydrates, fat, sugar, vitamins, number of times fallen, 
regular steps, distance, fl ights climbed, workout information, etc. that may impact 
on an individual’s health. In addition to providing opportunities for health improve-
ment and health IT development, these technologies provide a potential foundation 
for health and health informatics research, with great opportunities for investigators 
to develop and explore questions and hypotheses on wellness, interventions, diag-
nosis, and interventions, with new sensor features providing the potential for a wide 
array of data on populations (using “big data” techniques).  

21.2.3.2     Knowledge 

 Knowledge on wellness and prevention that meets the needs and preferences of 
individuals can be divided into three dimensions:

    (a)    Lifestyle programs that include regimens for managing nutrition, exercise, 
weight loss, relaxation, pain and stress (Example: customized daily cardiovas-
cular fi tness regimens)   

   (b)    Messaging tools that deliver timely, contextual messages to users to inform and 
encourage them at the right time and place (Example: a smartphone reminder 
about portion control prior to a scheduled social event)   

   (c)    Health state analysis and prediction tools that answer patient health questions 
from the literature and predict outcomes of recommended actions from pub-
lished guidelines (Example: a patient-friendly summary of the relevant infor-
mation from the Framingham heart study based on his/her cholesterol level).     

 In one commercial venture, IBM Watson (artifi cial intelligence/question answer-
ing system) and its capability to process natural language materials is being lever-
aged to help answer personal health questions from consumers [ 90 ]. Through a 
mobile interface connected to evidence-based knowledge sources, pre-processed by 
Watson, patients/users can participate more actively in the clinician-prescribed 
management plans. One challenge to widespread diffusion of this tool and approach 
is the need to meet the literacy/health literacy needs of patients/users, and its current 
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principal market is employer-based health plans; patients must qualify for self-care 
(inferring a baseline literacy level for users). One possible vision is that such a tool 
can provide a focal point for social networking in health condition-related commu-
nities (e.g., patientslikeme) to extend patient engagement and empowerment in life-
style interventions as a part of consumer-driven healthcare (Fig.  21.1 ).

21.3          Platform Support 

 We now explore system design requirements for a cloud-based platform that incor-
porates the personalization framework and support the necessary analytics. The per-
sonalization framework consists of four components that fi t into clinical information 
workfl ow:

•     Guideline-based personalized treatment plan:  A clinical diagnosis triggers initia-
tion of a condition-specifi c wellness management plan according to high-level 
guidelines with constraints. For example, for a diagnosis of “dyslipidemia” the 
recommended diet constraints are: “carbohydrates 50–60 %; protein 10–20 %; 
fat ≤ 30 %; total cholesterol ≤ 300 mg; and fi ber 25–35 mg” (e.g., National 
NCEP/ATP III guideline for blood lipid control [ 37 ])  

•    Analytics-driven individualized guideline refi nement:  Analytics stratify an indi-
vidual patient’s risk factors according to the patient’s longitudinal record in 
 comparison to a cohort (patients of a similar age, gender and weight, etc.) for 
disease and risk mitigation strategies according to guidelines, patient/provider 
preferences and the patient’s needs (according to existing data). For example, a 
patient with a diagnosis of dyslipidemia with an extremely high fasting choles-
terol level may be referred for genetic testing and intensive dietary and medical 
management.  

•    In-context outcome-driven personalized recommendation:  A user profi le speci-
fi es guideline recommendations for specifi c contexts (user preferences and abili-
ties, day-to-day activities, vacation modifi cations) and fi lters and ranks them 
based on the patient’s current context (time of day, event). For example, remind-
ers on diet and portion control may be scheduled prior to dinner at a restaurant 
(as noted in a patient’s personal calendar).  

•    Personalized feedback generation and service plan adaptation:  Given an incom-
ing data stream by a user, real-time messages provide feedback on adherence/
compliance levels in response to defi ned abnormalities. For example, an unusu-
ally high blood pressure measurement may deliver a prompt to a patient for 
symptoms, inquire about medication adherence and suggest the blood pressure 
to be re-checked, with an accumulation of high blood pressure events over time.    

 We defi ne  service fl ow  as a sequence of information operations in which some 
action (knowledge delivery, analytical calculation, mapping to a specifi c guideline) 
is invoked by data or other output. Within the personalization framework, the opera-
tions of the service fl ow require inputs from the patient (electronic record data, 
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contexts, sensor data, etc.) and from systematic risk/benefi t calculations of specifi c 
healthcare interventions (general guidelines) for the patient. These inputs are then 
mapped to individualized recommendations/guidelines ( service plans ) that are 
delivered as specifi c interventions ( services ) to the patient for wellness and disease 
management. 

 Our cloud platform consists of three layers that use HL7 CDA [ 26 ] messaging to 
interoperate with other health information technology systems for care 
coordination:

    (a)    The  information service layer  provides analytics utilities connected to other 
platform components via messaging protocols   

   (b)    The  living service layer  orchestrates information services to offer personaliza-
tion functionalities with application programming interfaces (APIs) that enable 

  Fig. 21.1    “Ask Watson” 
mobile application, source 
IBM.       

 

P.-Y.S. Hsueh et al.



365

programmers to generate personalized information services that can be con-
sumed and delivered   

   (c)    The  care solution layer  allows clinical case managers to “jumpstart” personal-
ized care service offerings with simple confi guration tools to specify user inter-
actions and interfaces (Fig.  21.2 ).

       We now focus on analytics (information service layer functions) for three com-
ponents/tasks of the personalization framework individualized guideline refi ne-
ment, in-context outcome-driven recommendation and personalized feedback 
generation (The selection of a guideline-based personalized treatment plan, being 
triggered principally by diagnosis, requires no analytics within this framework). 

21.3.1     Support for Analytics-Driven Individualized Guideline 
Refi nement 

 To initiate an active personalization cycle (i.e., design and implement an individual-
ized guideline), the platform must absorb patient-centric information from multiple 
sources and identify predisposing risk factors. The platform must interact with a 
care provider to allow:

    1.    Profi ling of the patient’s personal wellness and health risks   

Service
Monitor

Service
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Service
Composition

Living Service

Notification

Information Service

Event Processing
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Guideline PHR Analytics
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  Fig. 21.2    Platform support for personalized care application development       
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   2.    Design of effective and interactive presentations of interventions with regard to 
the profi le and contexts   

   3.    Individualizing patient interaction with service options with regard to risk 
mitigation     

 To start, clinical and patient-generated data repositories are stored in a patient 
wellness record (PWR) on the platform [ 40 ]. For each disease or condition, indi-
vidual risk stratifi cation is performed based on the importance of patient contexts 
and data in relation to what is known about similar patients and/or what is specifi ed 
by the care provider. Once the conferral of risks with regard to patient contexts (risk 
profi le) has been performed, specifi c service plans (recommendations/interven-
tions) are chosen and linked to visual objects/widgets to be presented to the patient 
for discussion and testing for acceptance and usability. 

 Therefore, one property that a platform must support is interactive guideline 
refi nement for participatory decision-making [ 59 ,  88 ], by which clinicians and 
patients can jointly make health management decisions that fi t the patients’ contexts 
(preferences, abilities, constraints, etc.). Once patients have navigated through ser-
vice plan options with regard to specifi ed constraints and preferences, guidelines 
can be refi ned according to perceived importance to generate personalized service 
plans ready for patient use.  

21.3.2     Support for In-Context Outcome-Driven Personalized 
Recommendation 

 To complete an active personalization cycle (i.e., implement an individualized 
guideline), the platform must match services/recommendations according to a 
patient’s contextualized needs. It must provide support for services/ recommenda-
tions that are reactive to what the patient does, situated in context and proactive to 
future steps in care. 

 To accomplish this, our platform provides:

    (i)    Pre-screening (contextual factor analysis) uses analytics utilities that use low- 
frequency variations across specifi c risk factors [ 72 ] to identify risk or suscep-
tibility in complex conditions. For personalized wellness management (in 
health and chronic disease), these include variations in: nutrition intake, physi-
cal activity, social network lifestyle, compliance behavior, and many other 
external environment factors such as air pollution. This yields a set of contex-
tual risk factors.   

   (ii)    Modeling (context-driven personalized query) uses identifi ed contextual risk 
factors to create context-aware queries as the input to the framework to search 
for suitable personalized service plans/recommendations.   

   (iii)    Post-screening (context-driven user model solicitation) uses fi ltering utilities 
to tailor model-generated recommendations with respect to patients’ current 
contexts.     

P.-Y.S. Hsueh et al.



367

 The product of these two components/tasks is a user-centered, context-aware 
disease management program, which is coupled with adherence monitoring, instant 
feedback and location-based recommendations.  

21.3.3     Support for Personalized Feedback Generation 

 To sustain the personalized healthcare design framework, the platform must assess 
incoming data streams for changes, generate interactive feedback and trigger individual-
ized risk mitigation services/recommendation in a reliable and timely fashion. Therefore, 
two properties that the platform must support are: the detection and reliable identifi ca-
tion of signifi cant dynamic changes in incoming data and the ability to monitor for 
projected changes in incoming signals based on a user’s health and wellness status.   

21.4     Discussion and Conclusion 

21.4.1     The Place of Analytics in Personalized Healthcare 

 Although existing patient education and participatory decision support approaches 
that require in-person sessions have been shown as effective in initiating behavioral 
changes [ 9 ,  89 ], they yielded mixed effects in sustaining behavioral changes. This is 
largely due to the lack of reinforcement and reinforcement based on patient- 
generated data. The analytics and platform framework to provide this that we have 
described can help to sustain behavioral change. 

 The recent acceleration of mobile and sensor development has increased demand 
for context-aware recommendations systems [ 1 ,  5 ,  87 ] with experimentation to bet-
ter capture contextual factors that matter for personalized recommendation [ 91 ]. 
The rising trend of context awareness and intelligence opens up many new possibili-
ties in the wellness domain (user-centered, context-aware disease management by 
instant compliance checking and location-based recommendations).  

21.4.2     Data Quality 

 An important issue in deployment of the system we describe is assurance of data 
quality and integrity. This is especially important for service platform when the data 
originates from multiple stakeholders (including the patient), more so because of 
the impact of the service provided (health recommendations to patients at risk). 

 One approach we have taken is to create a data quality monitor to determine 
whether an identifi ed risk group is suffi ciently representative to be used for predict-
ing risk [ 39 ]. Specifi cally, the monitor follows possible sources of prediction errors 
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in three major categories: risk group noise, case ambiguity, and noise-adjusted case 
ambiguity.

•    Risk group noise quantifi es deviations of the predicted and assigned risk from 
each risk group identifi ed  

•   Case ambiguity quantifi es average deviation of all predictions yielded on one 
single case, based on all relevant risk groups  

•   Noise-adjusted case ambiguity modifi es case ambiguity scores reweighted with 
respect to the noise level of each risk group involved in case ambiguity 
determination    

 With the aid of the data quality monitor, developers can implement proactive 
learning programs to determine which data source to ask for future cases to analyze. 
When analysis results do not appear to be reliable, the monitor can also help fi lter 
cases that are ambiguous.  

21.4.3     Health Risk Appraisals 

 Health risk appraisals (HRA) are used by health plans and employer wellness pro-
motion programs. These have also been used to drive treatment for targeted popula-
tions. For example, KP Care Management Institute’s clinical trial in Hawaii [ 29 ] 
showed that the treatments driven by individualized guidelines could prevent 6,000 
myocardial infarctions (MIs) and strokes annually if applied throughout KP. The 
results can be translated into 43 % of improvement over the JNC7 guideline for the 
same cost. 

 Despite the successful trials and pilots of HRAs in screening, diagnosis and prog-
nosis, their use in computer-supportive personalized wellness management remains 
conceptual. Previously, government-sponsored trial programs such as Finnish dia-
betes prevention study group (Finland D2D) and U.S. Diabetes Prevention Program 
(DPP) have attempted to provide individualized wellness management by having 
health professionals manually analyze individual risk and send out personal remind-
ers. However, such a labor-intensive operation is diffi cult to scale. 

 The movement to use innovative approaches to make care more patient-centered 
and accountable and coordinated, such as direct payment model [ 69 ] and collabora-
tive care model [ 10 ], would benefi t from a personalization framework and system 
design on a service platform that are easily accessible, scalable and elastic.  

21.4.4     Innovative Models for “Open Wellness” 

 Wellness management involves multiple business partners handling different health-
care and wellness issues, including physical examination and screening, physical 
activity coaching and nutrition regimens, etc. for chronic disease management. 
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Many of these services can be transformed with better understanding of the target 
users. A service platform business ecosystem can allow health service providers in 
partnership to provide personalized services based on the shared knowledge of 
patients’ current status and the level of their individual needs [ 14 ]. This will help 
providers tailor patients’ personal intervention plans accordingly in the context of 
their service provisioning. 

 Emerging opportunities for value-added services such as healthcare data broker-
ing of patient-generated health data for exploratory and comparative effectiveness 
research, benchmarking for identifying useful attributes for quantifying patient 
populations of risk and provisioning and repurposing of analytics tools and methods 
are compelling. The resulting networks of providers could serve to further increase 
the business ecosystem effi ciency and performance of personalization prediction 
and maintain a competitive edge of the participating service providers. 

 A major challenge of the ecosystem-based business model is sharing the burden 
of data protection [ 41 ,  45 ]. In addition to assuring the privacy and security of data 
within the system, there must consideration of governance regarding proper use and 
reuse of data and analytics products. 

 Another major challenge comes from the questions regarding how to systemati-
cally characterize patient-specifi c properties previously unobservable without 
cross-layer data integration support. For example, evidence has emerged for the 
importance of personal social network factors on wellness outcome [ 11 ]; however, 
it remains unclear how to integrate data streams from social network to characterize 
individual differences in factors such as psychosocial stressors and self-esteem 
[ 52 ,  58 ]. 

 An industry vertical solution is thus expected to fi ll in the space and provide 
sustainable system support to the service providers who would like to add a layer of 
personalization analytics in their own service delivery systems. The development of 
cloud services that encompass a common personalization analytics component can 
provide use cases beyond utility computing. 

 Many new business opportunities, as a result, will emerge from an industry verti-
cal solution that focuses on the ease of employing data-driven analytics approaches 
that are seemingly too sophisticated in the past and deploying data processing capa-
bilities to handle a large amount of data on an incoming basis.  

21.4.5     Future Work 

 In addition to the questions outlined in this chapter, our further explorations will 
involve cognitive modeling to provide insights into the causes of non-compliance 
and how to devise counter-strategies [ 25 ,  30 ,  34 ,  73 ]. It is important to tie personal-
ization technology to behavioral medicine regimens that focus on sustaining change.      
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    Chapter 22   
 Wearable Technologies and Telehealth in Care 
Management for Chronic Illness       

       Xinxin     Zhu       and     Amos     Cahan     

    Abstract     Telehealth is the use of technology for remote patient monitoring and 
care. Wearables are small electronic devices that can seamlessly collect data about 
a patient for prolonged periods of time and support the implementation of telemedi-
cine in the patient’s natural environment. In a reality where patients are becoming 
older and sicker, medicine is becoming more and more a multidisciplinary team 
work and healthcare resources are limited, telehealth holds promise as a way to 
improve patient care while cutting on costs. It may improve coordination between 
care providers, allow for bringing top notch expertise to remote, rural settings, pro-
vide a more complete picture of the patient’s condition and support independent 
living of the elderly and patients with chronic diseases. In this chapter, we review 
some of the related technology and application and portrait how they may be inte-
grated in the near future in the healthcare delivery system.  

  Keywords     Wearable   •   Sensor   •   Telehealth   •   Chronic condition   •   Care 
management  

22.1         Outline 

 After presenting the medical, technological and fi nancial context for the rise of 
telehealth in Sect.  22.2 , we will introduce the (sometimes ambiguous or overlap-
ping) main terms and concepts in this domain in Sect.  22.3 . Section  22.4  will explore 
the roles of telehealth in delivering healthcare and the potential held by wearable 
devices in facilitating telehealth use. In Sect.  22.5  we illustrate the use of telehealth 
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technologies in a few real-world applications. Section  22.6  elaborates on challenges 
that implementation of telehealth faces, and Sect.  22.7  offers a glimpse into the near 
future of wearables. We conclude this chapter in Sect.  22.8 .  

22.2      Introduction 

22.2.1     Wearables Revolutionize the Capture of Clinical Data 

 Traditionally, medicine was practiced at the presence of the physician, either at the 
patient’s home, in the clinic or hospital. This was because the tools used for diagno-
sis and treatment were sparse, expensive and manually-operated. With the advent of 
technology, some diagnostic and therapeutic procedures could be performed auto-
matically or by other professionals (e.g., lab technicians). These allowed for the 
concept of patient monitoring to develop. 

 Yet, even today, most of the clinical data is collected in the clinic- be it the physi-
cian’s offi ce or an inpatient ward. Enormous amounts of patient-related data such as 
temperature, heart rate, blood pressure and blood oxygen saturation are captured 
and stored. These data may be used for secondary analysis, to leverage insights on 
disease characterization and progression, improving prediction of future events and 
supporting individualized care. However, the data captured in the clinic settings 
does not necessarily refl ect the patient’s condition in other setting such as at home 
or at work. For example, a patient’s blood pressure measured at the physician’s 
offi ce may systematically differ from that taken outside the clinic. Moreover, clini-
cal (diagnostic and therapeutic) decision points are limited to times when new data 
is available. Since data is collected on a periodic basis, often with long intervals 
between observations, opportunities to react to changes in a patient’s condition are 
limited. 

 Indeed, several monitoring devices are widely available for home use. These 
include blood pressure monitors, simple EKG devices and pulse oximeters, to men-
tion some. However, continuous monitoring using such devices is impractical and 
rarely done. A few monitoring systems that allow for continuous outpatient data 
collection are available (e.g. Holter test, ambulatory blood pressure monitoring) but 
these are cumbersome, expensive and are used for short, infrequent monitoring ses-
sions. Moreover, interpretation of the data collected by such devices requires exper-
tise and is not commonly done in real time. 

 Recent years have brought about the ubiquitous use of smartphones and wireless 
connectivity (e.g., WiFi and Bluetooth technologies). Enabling this revolution in 
part was the development of various small and cheap sensors and transmitters. As 
computers have become closely intertwined with our daily life, it was only natural 
for gadgets based on such technology to be introduced, that can be carried around 
continuously and interact with computers and with one another. Wearable technol-
ogy has emerged and it is growing fast. 
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 For the most, commercially available wearables target the wellness market. 
Heart rate sensors continuously monitor pulse, whereas motion sensors and acceler-
ometers are used to count steps and minutes of sleep. Wearables are frequently 
integrated with smartphone and personal computer applications that allow for 
review of the recorded data as well as for capturing of other types of data (e.g., 
caloric intake). Such applications often provide recommendations related to well-
ness maintenance including diet and exercise. 

 Strict regulations enforced by the FDA and other governmental agencies, higher 
development costs and liability concerns have kept medical wearables lagging 
behind. Yet the healthcare ecosystem is undergoing tremendous changes which are 
likely to turn wearables into an integral and important component of patient care in 
the next few years.  

22.2.2     Medical, Economic and Social Factors Are Driving 
the Development of Telehealth and Wearable Systems 

22.2.2.1     Chronic Patients Are Increasing in Number and Require 
Costly Care 

 Healthcare costs are constantly rising. Sophisticated imaging techniques and 
advanced therapeutics offer hope to patients whose diseases have previously been 
beyond cure. The successes of modern medicine in prolonging life are leading to 
more and more patients living with chronic conditions for many years. The popula-
tion is aging, and Baby Boomers are gradually entering the eighth decade of life, 
further increasing the burden on the healthcare system. As medicine is growing in 
knowledge and expertise, patients are becoming more complex. The traditional 
model of a “village doctor” has been replaced by a multidisciplinary team of care 
providers, including physicians of various specialties, nurses, physical therapists, 
psychologists, social workers, pharmacists, nutrition consultants and others. Their 
coordinated actions are essential in achieving therapeutic goals. 

 Chronic patients consume a large volume of medical services. The United States 
alone spent $2.8 trillion on health care in 2012 [ 12 ], with more than 75 % of these 
expenditures directed toward the treatment of patients with chronic diseases [ 45 ]. 
Chronic diseases—such as diabetes, cardiovascular disease, chronic obstructive 
pulmonary disease, and cancer—are persistent or recurring, and frequently debili-
tating conditions that require prolonged care. Due to their fl uctuating nature, 
 effective management of chronic diseases requires frequent follow up and treatment 
adjustments. Good control of chronic conditions may reduce morbidity and mortal-
ity. Adherence issues play a major part in achieving good control over chronic con-
ditions, as patients have to be active monitoring measures such as blood glucose or 
weight and persistent in taking their medications. Patients are required to keep a log 
of their home measurements, to help their doctor have a better understanding of 
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their day to day condition, but keeping such records is very demanding and many of 
them fail to do this.  

22.2.2.2     Technologic Solutions Are Part of the Attempt to Contain 
Healthcare Costs 

 In light of the increasing burden of healthcare costs, ways to provide good medical 
care at reduced costs are vigorously sought. The understanding that better coordina-
tion between healthcare agencies and practitioners is required has contributed to the 
Meaningful Use Act, which drives the computation of health records and informa-
tion communication between providers. Adaptation of a “pay by performance” 
model is increasing the incentives for stakeholders to prevent diseases rather than 
perform procedures. Attempts are made to shorten hospitalizations and reduce read-
mission rates. As it turns, this new model aligns medical and fi nancial incentives. 

 Telehealth and wearable technology offer tools that are a natural fi t to the new 
healthcare model demands. Sensors used to continuously capture and record patient 
data provide a more complete, real-time understanding of the patient’s condition. 
Combining such sensors systems with advanced analytic tools and audiovisual 
communication may turn the collected data to actionable knowledge to enable bet-
ter care at reduced costs while maintaining independent living and improved quality 
of life to the elderly and to patients with chronic diseases. With telehealth, care 
providers can utilize communication technologies to provide education, assess 
patients, supervise procedures, and monitor patients with chronic conditions at 
home. Telehealth for patients with chronic disease can not only improve symptom 
management, but also provides an avenue to assess and improve compliance and 
adherence to prescribed regimens of care.  

22.2.2.3     Cost Effectiveness of Telehealth 

 Expansive promises have been made about the potential role of telehealth in reduc-
ing healthcare expenditure. For example, Cusack et al. [ 16 ] modeled cost savings of 
$4.3 billion a year if telehealth were implemented to facilitate consultations between 
healthcare providers in the USA, and this is without considering savings associated 
with the provision of care direct to the patient. However, demonstrating the effect of 
telehealth on costs in real world settings is challenging, and in fact, no valid answer 
exists. This is due to the marked and multidimensional variability between studied 
applications, the continuous and rapid progress in the fi eld as well as methodologi-
cal fl aws in published studies. Recently, Bergmo [ 6 ] reviewed the quality of eco-
nomic evaluations in telemedicine, reporting highly diverse evaluations, many of 
which did not adhere to standard economic evaluation techniques. Specifi cally, sta-
tistical, sensitivity, and marginal analyses, and information on the perspective of the 
studies were often lacking. Whereas this review pointed out methodological 
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defi ciencies, it did not aim to draw conclusions about the cost- effectiveness of 
telemedicine. 

 Here we bring a few examples of cost effectiveness studies summarized by 
Wade et al. [ 49 ] to illustrate their strengths and limitations. A review of tele-
health provision of accident and emergency support to primary care found sev-
eral studies with utility analysis, all indicating cost-effectiveness; however it 
concluded that the case was far from proven [ 10 ]. Two reviews of telepsychiatry 
concluded that cost- effectiveness could not be demonstrated because the volume 
of consulting was too low [ 34 ,  37 ], while a third review reported confl icting 
evidence of both increased and decreased costs [ 19 ]. A review of the use of tele-
health in intensive care units found two clinical trials reporting cost savings 
[ 15 ]. Paré et al. [ 40 ] conducted a number of reviews on home care for chronic 
disease and reported that very few detailed economic analyses had been done, 
leading to no confi rmation of economic viability. Applied to heart failure 
patients, home monitoring reduced costs of hospital admissions [ 31 ] in one 
study, and in another, despite initial excess costs, substantial long term cost sav-
ings were found [ 47 ].    

22.3      Defi nitions 

22.3.1     Telehealth 

 The Health Resources Services Administration defi nes telehealth as the use of elec-
tronic information and telecommunications technologies to support long-distance 
clinical health care, patient and professional health-related education (e.g., continu-
ing medical education), and public health and health administration [ 21 ]. Through 
telehealth technology, medical practitioners are able to evaluate and diagnose 
patients remotely, prescribe treatment, e-prescribe medications, and quickly detect 
fl uctuations in the patient’s medical condition at home, to be able to alter therapy or 
medications accordingly. Under the general scope of telehealth are include  tele-
medicine , i.e., remote doctor-patient consultations, and  telecare , referring to the 
remote monitoring of vital signs and other health condition metrics, and patient 
assessment (Fig.  22.1 ). Telehealth technologies include videoconferencing, the 
internet, store-and-forward imaging, streaming media, and terrestrial and wireless 
communications. Based on timing of communication, two types of telehealth sys-
tems are defi ned:

•     Real-Time Interactive Systems (Synchronous) telehealth: requires the presence 
of both parties at the same time and a communication link between them that 
allows a real-time interaction to take place. Video-conferencing equipment is one 
of the most common forms of technologies used in synchronous telehealth. 
There are also peripheral devices that can be attached to computers or the video- 
conferencing equipment which can aid in an interactive examination.  
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•   Store-and-Forward (Asynchronous) telehealth: involves acquiring medical data 
(like medical images, biosignals, voice recordings, etc.) and then transmitting 
this data to a doctor or medical specialist at a convenient time for assessment 
offl ine. It does not require both parties to be available at the same time     

22.3.2     Telecare 

 Telecare uses remote monitoring of patients to receive alerts about real-time emer-
gencies and to track lifestyle changes over time. Telecare is managed through the 
use of telecommunications technology including telephones, computers and mobile 
monitoring devices such as warden alarms, automatic gas shut-off devices and home 
entry videophones. Telecare allows patients to stay safe and independent in their 
own homes. The concept of remote patient monitoring (RPM) relates to medical 
applications of telecare, utilizing information and communication technology (ICT) 
to deliver health services at a distance. RPM includes the collection of disease- 
specifi c metrics from biomedical devices used by patients in their homes or other 
settings outside of a clinical facility. RPM systems typically collect patient readings 
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Health

Education
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  Fig. 22.1    Components of telehealth       
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and then transmit them to a remote server for storage and later examination by 
healthcare professionals. Once available on the server, the readings can be used in 
numerous ways by home health agencies, clinicians, and informal care providers.  

22.3.3     Telemedicine 

 Telemedicine is a subtype of telehealth defi ned as the use of electronic communica-
tions and information technologies to provide clinical services to patients in loca-
tions and times other than where the care provider is present. While telehealth can 
refer to remote non-clinical services, telemedicine refers specifi cally to the provi-
sion of health care services and education over a distance through the use of tele-
communications technology. Examples of telemedicine include video consultations 
with specialists, remote medical evaluations and diagnoses and the digital transmis-
sion of medical imaging.  

22.3.4     Mobile Health, Wearable Technologies 

 Broadly and somewhat loosely viewed, a wearable sensor is typically a small elec-
tronic device located in proximity to, or implanted within, the body of a user, which 
can transduce information related to the user or their ambient environment. Wearable 
sensors (commonly referred to as “wearables”) use various technologies to capture 
physical or chemical signals [ 42 ]. 

 Some wearable sensors have been used for decades. These include home blood 
pressure monitors, glucose sensors and pulse oximeters (measuring blood oxygen 
saturation). Most of these are stand-alone devices that perform on-demand measure-
ments. Some of the newer ones can keep a log of results or communicate them to a 
personal computer application. Event-triggered devices include, for example, 
implantable cardiac pacemakers equipped with loop recorders to capture episodes 
of arrhythmia, or home apnea monitors for infants. 

 However, the wearable technology revolution now offers much more sophisti-
cated designs. These rely on miniaturized sensors, with some at the micro- and even 
nano- scale being developed. For instance, off-the-shelf millimeter-scale products 
with a triaxial accelerometer, a gyroscope and magnetometer are currently commer-
cially available and widely used in gadgets [ 42 ]. 

 Wearables use sensors that transduce various types of signals to electric impulses. 
They can be classifi ed by their location, the technology they use or the determi-
nants they monitor (Table  22.1 ). A general distinction can be made between physi-
cal and chemical sensors. Physical sensors measure vital signs such as heart rate, 
blood pressure and temperature, but also activity (e.g., movement, and location). 
Chemical sensors monitor the concentration of substances in or on our body (known 
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as biosensors). This is commonly done using an electrochemical sensor. The mea-
sured substance (analyte) attaches to a receptor (e.g. an antibody) and a physico-
chemical transducer then generates an electric signal that is proportionate to the 
substance concentration. While attractive, this approach faces some challenges, 
including low sensitivity at low substance concentration and limited long term 
resilience [ 4 ]. Other technologies, particularly using spectroscopy are being 
adapted to wearable devices and avoid the need for using a receptor.

    Table 22.1    A classifi cation of parameters associated with wearable systems features and 
capabilities   

 Determinant  Type [examples] 

 Location  External (Apple Watch (Apple Inc.), Samsung Gear (Samsung Inc), 
fi tbit bracelet (Fitbit Inc.), tattoos) 
 Implanted- usually embedded in another implantable medical device 
[cardiac pacemaker, Implantable cardioverter-defi brillator, cardiac 
resynchronization therapy] 

 Sensing type  Physical (heart rate, blood pressure, respiratory rate, peak-fl ow, 
oxygen saturation, body movement, speech, pupil diameter, 
electrodermal activity, speech) 
 Chemical (glucose, sodium, potassium, lactate, pH) 

 Power supply  Battery- rechargeable (including wireless charging) or replaceable 
 Energy scavenging/harvesting (using mechanical movement, 
vibration or heat) 

 Confi guration  Stand alone 
 Coupled with an external device (smartphone, laptop) 

 Data storage  Store on device memory and/or transmit to other devices for storage 
 Transmission 
technology 

 Wired (uncommon) 
 Wireless (radio frequency, bluetooth) 

 Transmission frequency  Continuous 
 Scheduled: at predetermined intervals 
 On-demand: user activated 
 Triggered: such as by signals from other sensors 

 Data analysis  Local- integral (within the device) 
 Local-external (e.g. on a smartphone) 
 Remote (on the cloud) 

 Data clients  User 
 Care provider 
 Hotline 

 Notifi cation- content 
and scope 

 All data collected 
 Interpretation of raw data, such as in the form of outstanding values, 
summaries or alerts 

 Guidance/advice  None 
 Local- relying on an adjunct device such as a smartphone 
 Remote- web-dependent 

 Therapy administration  User supervised/facilitated (patient-controlled analgesia) 
 Autonomous-closed loop (bionic pancreas) 
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   Smart fabrics are made with conductive material which allows for sensors to be 
embedded in textile (e-textile). These provide convenience of use while performing 
continuous monitoring, facilitated by a wide contact area with the body. 

 Body area networks (BAN) are formed by an array of sensors that measure vari-
ous physiological parameters [ 17 ]. BAN’s, aka Smart Wearable Systems (SWS) 
[ 27 ] use wireless technology such as radio frequency (RFID) or Bluetooth for com-
municating captured data. Data collected can be stored and transmitted to a local 
microprocessor (in a smartphone or personal computer) or to a distant server for 
analysis. Information can then be made available to the user or a care provider 
(Fig.  22.2 ). If a need for immediate action is detected by the system, the user and/or 
a care provider may be alerted, and interim advice may be provided independently 
by the system. Coupling sensing with decision rules or artifi cial intelligence may be 
used to autonomously control the administration of therapeutics in closed loop sys-
tems. Many concerns are associated with this idea, however a working Bionic 
Pancreas, coupling continuous glucose sensing and insulin administration has been 
recently evaluated in patients with type-1 diabetes in a clinical trial [ 44 ]. SWS are 
most commonly noninvasive, although implantable systems are also being devel-
oped. Novel ways to power such devices, including miniature batteries, wireless 
charging using induction, and ways to use energy harvested from the sensor’s envi-
ronment are explored [ 32 ]. Table  22.1  lists the different levels of capabilities offered 
by wearables.

22.4          Impact of Telehealth and Wearables 

22.4.1     Telehealth Supports a Healthier Healthcare System 

 The advantages offered by telehealth are multifold, and all of the healthcare system 
stakeholders may benefi t from its use:

Patients Care Providers

  Fig. 22.2    Communication networking of mobile telehealth systems       
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•     Patients  may achieve better access through telehealth to specialists who can 
apply higher standards of care associated with their clinical discipline, avoiding 
long distance travel. With the ability to better manage their health situations at 
home using remote monitoring, patients can remain closer to the support network 
of family and friends to avoid unnecessary admissions or delay readmissions.  

•   In  outreach clinics , telehealth services enable clinical staff to better cope with 
challenging diagnostic and therapeutic questions arising during patient care by 
having real time access to specialist support networks. Easy access and geo-
graphical convenience offered by widespread outreach clinics can help attract 
clients, as well as improve patients’ adherence to appointments and treatment. 
The ability of outreach clinics to retain patients rather than transfer them to 
another facility or possibly out of their health system altogether has the potential 
to improve care continuity and coordination.  

•    Consulting physicians  may extend their clinical reach to a wider range of 
patients who can benefi t from their expertise. They can save the time lost travel-
ing between facilities to see patients, and increase their productivity.  

•    Payers  may reduce expenditures by optimizing the use of specialist resources. 
For example, remote consultation may save unnecessary transfers, admissions or 
readmissions, and reduce length of stay. In addition, timely access to physicians 
with right expertise may help optimize care and reduce the risk for costly 
complications.  

•   Telehealth can be benefi cial to the  healthcare system  as a whole by providing 
tools to cope with the growing shortage of physicians, delaying the need to pro-
vide nursing home services to elderly and chronic patients, and shortening the 
lifecycle needed for new practices and guidelines to be implemented in the com-
munity setting. Overall costs can be reduced by telehealth through more compre-
hensive preventive and early stage care rather than having to face patients with 
conditions complicated by delayed medical intervention.     

22.4.2     Wearables Power the Widespread Use of Telehealth 
Services 

 Wearable systems provide better data on patients. Quantitatively, they can capture 
much more data; a sensor is used on a single patient and does not have to be shared 
with others, so it can be used to monitor the patient continuously for prolonged 
periods of time. Moreover, data is collected in the patient’s natural environment, not 
only in a designated point in time and space. As such, it is of higher clinical quality 
or utility since it better refl ects the patient’s true condition. 

 Improved data collection means not only better understanding of a single 
patient’s disease characteristics and course, but also, in the aggregate, better under-
standing of conditions at the population level. Coupled with advanced analytics, 
data capture by wearable devices may generate insights that could transform the 
way in which diseases are diagnosed and managed. 
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22.4.2.1     Diagnosis 

 Widespread use of sensor systems among healthy individuals offers a potential to 
diagnose conditions before patients actively seek medical advice and even before 
they are symptomatic. Take for instance silent cardiac ischemia, a condition wherein 
impaired blood supply to the heart is not accompanied by chest pain. This condition 
is easily missed unless specifi cally sought. ECG changes consistent with ischemia 
may be captured by wellness wearable devices during physical exercise and prompt 
performing additional tests to exclude or establish ischemic heart disease. 

 Wearables may be useful in diagnosing other conditions as well. Continuous 
home monitoring of blood pressure could more effi ciently identify conditions such 
as white coat hypertension (abnormally high clinic blood pressure with normal out-
of- clinic readings) and masked hypertension (normal readings in the clinic that 
mask hypertension in other settings). 

 Importantly, wearables can provide useful data in real time. A commonly per-
formed test in traditional medicine is the Holter test, which is used to capture episodes 
of arrhythmia (abnormal heart rhythm) by continuously monitoring ECG in the outpa-
tient setting for 24–48 h. The ECG is recorded and stored in the memory of the device. 
When the test is completed, the device is returned to the clinic and a physician reviews 
the data stored on it. If there is an episode of arrhythmia during the test, it would only 
be detected days or even weeks after it had occurred. In some cases, immediate inter-
vention to control potentially fatal (and sometimes asymptomatic) arrhythmia may be 
indicated, and so real time detection of abnormalities may be life-saving. Smart 
Wearable Systems offer the ability to capture and transmit data from monitors in real-
time, as has been used in Remote-ICU (intensive care unit) programs [ 11 ]. 

 Sensors can be used in the patient environment to collect data without even 
touching the body. Although not truly wearables, wall-mounted motion detectors 
installed in a patient’s home may be used to detect changes in patients’ behavioral 
patterns potentially indicative of an arising or aggravating health problem.  

22.4.2.2     Management 

 SWS engage patients in managing their own conditions by making them aware of 
their state without requiring them to invest time in measuring and documenting the 
monitored attributes. They allow care providers to be kept updated about their 
patients’ condition, giving them the opportunity to follow up on their recommenda-
tions in a fast and fl exible way, and facilitate effective communication between 
patients and providers. Close home monitoring may allow for earlier hospital dis-
charge, as well as for timely measures to be taken to avoid readmission. Monitoring 
can provide reassurance to elderly persons living alone and their families. Their input 
can be used to optimize a treatment protocol to achieve better disease control, so as 
to anticipate events and address them preemptively. As part of an integrative outpa-
tient care program framework, better patient data can be used to prioritize interven-
tions. Moreover, ongoing monitoring of patients, dynamic evaluation of their needs 
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and fl exible allocation of resources to meet them may enable healthcare systems to 
cope with increasing needs and ever-limited funding. Such enhanced monitoring 
capabilities utilized in advanced care models may be able to delay the need for insti-
tutionalization and improve the quality of life of persons living independently.    

22.5      Real-World Applications on Telehealth and Smart 
Wearable Systems 

 There is an almost infi nite number of potential applications for telemedicine using 
SWS. In this section, we bring a few examples of solutions that have been devel-
oped and clinically evaluated. 

22.5.1     At-Home Monitoring of Patients with Heart Failure 

 Patients with heart failure tend to be complex, commonly having comorbidities and 
taking multiple medications. In the course of heart failure, exacerbations may mani-
fest as fatigue and shortness of breath, sometimes severe enough to lead to respira-
tory failure. Patients with heart failure are required to maintain a strict diet and 
monitor their weight frequently as a marker of fl uid retention. Sensors embedded in 
implantable devices such as cardiac pacemakers and implantable cardioverter- 
defi brillators have been developed, that can measure heart rate and heart rate vari-
ability, EKG, patient mobility and intra-thoracic impedance. Their use has been 
demonstrated to improve the prediction of heart failure decompensation at home, 
which may allow for preventive measures to be taken. A trial in which a pressure 
sensor was implanted in the left atrium of the heart of patients with severe heart 
failure and used to support patient self-management by titration of medications 
reported a reduced risk of acute decompensation or death compared to the control 
group reviewed in [ 14 ].  

22.5.2     Early Detection and Management of Atrial Fibrillation 

 A program in which EKG streams were transmitted by cardiac pacemakers rou-
tinely to a medical team showed improved early detection of arrhythmia (atrial 
fi brillation) that affected patient management [ 43 ]. The European Union-funded 
MobiGuide project developed an intelligent decision-support system for patients 
with chronic illnesses, including atrial fi brillation. Wearable sensors monitor heart 
rate and blood pressure and transmit data wirelessly to the patient’s smartphone, and 
through it to a back-end server. A decision support framework that can access the 
patient’s medical records analyzes the data streams and uses clinical practice 
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guidelines adapted to be computer-interpretable to reach management recommen-
dation. The system can interact with the patient to collect additional information 
and prompt alerts to the patient and to caregivers. Advice is personalized to meet the 
patient’s circumstances (e.g. living alone). A limited set of off-line decision support 
tools is also available through the mobile device [ 33 ].  

22.5.3     Automatic Detection of Fall Among the Elderly 

 Falls occur yearly in one third of adults older than 65. Apart from potentially serious 
injuries infl icted by falls, fear of fall is common and adversely affects quality of life 
[ 25 ]. Half of the patients falling are unable to get up, resulting sometimes in a “pro-
longed lie”, which carries medical and psychological consequences. Patients with 
impaired cognitive function are at increased risk of fall and may not even be able to 
activate a user-operated wearable panic alarm device [ 7 ]. Wearable sensor-based 
applications to detect falls are usually based on accelerometers. Real life evidence for 
their effectiveness is limited, perhaps due to the low frequency of falls, and reported 
performance measurements based on simulated falls may be overly optimistic [ 3 ]. A 
comprehensive review on automatic fall detection has been recently published [ 39 ].  

22.5.4     Mental Health Monitoring Applications 

 Assessing the level of stress is commonly done using markers of increased tone of 
the autonomic sympathetic nervous system (e.g., heart rate, heart rate variability, 
and electrodermal activity). Attempts to capture electroencephalogram (EEG) 
streams to assess cognitive and mental function are also made. Speech analysis, 
using semantics or on patterns of speech fl ow have been able to detect thought dis-
turbances [ 35 ]. The European PSYCHE project couples e-textile and smartphones 
in the outpatient mental patient environment for long-term (day and night) record-
ing of physiological and clinical parameters, including voice recording. It aims to 
detect and eventually predict mood changes in those patients, directing preemptive 
interventions to be carried out [ 23 ].   

22.6      Challenges 

22.6.1     Information Challenges in Telehealth Applications 

 The amount of health data collected from patients is growing rapidly and the vol-
ume of which can be overwhelming. A telehealth system using biomedical devices 
or video conference tools to generate, collect, and transfer patients’ health data 
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presents challenging requirements in the area of content management and system 
capacity.

•     Scalability : Millions of patients suffering from chronic conditions are the poten-
tial clients of telehealth systems. Such systems are required to scale to support 
large numbers of patients and their associated care providers while adhering to 
proper identity matching when managing patients and their associated devices 
and data streams.  

•    Interoperability : to ensure effective and effi cient delivery of health care and 
maintain transparency regarding care quality and pricing, any new telehealth sys-
tem development or acquisition faces the challenge of using a wide range of 
health information exchange standards and protocols, to the greatest extent pos-
sible. Interoperability and certifi cation standards are important but take time to 
develop and are constantly evolving. Among many efforts, one notable initiative 
is the eHealth Exchange, formerly known as the Nationwide Health Information 
Network (NwHIN), developed under the auspices of the U.S. Offi ce of the 
National Coordinator for Health Information Technology (ONC), and now man-
aged by a non-profi t industry coalition called HealtheWay [ 38 ].  

•    Reliability : As the complexity of telehealth function increases, there is a higher 
demand on network bandwidth and reliability. While patient access to online 
electronic medical record or Web-based health information requires lower band-
width, clinical video conferencing or image streaming can pose a greater 
 challenge in terms of system infrastructure support. Patients may be at home or 
travel to places where network connectivity is poor. Even in the face of network 
failures, the system should collect, cache, or store patient data for later transmis-
sion to the back-end system to avoid data loss.  

•    Privacy and security : The U.S. Congress has passed the Health Insurance 
Portability and Accountability Act (HIPAA) [ 18 ] to improve the effi ciency of 
electronic health record systems while protecting patients’ rights by reducing 
instances of information fraud and abuse. Medical privacy and confi dentiality 
issues involved in the telehealth industry may be extremely complex. When com-
municating with patients through telehealth, there are risks that the telehealth 
encounter itself would result in a privacy or security law violations. Because 
these interactions, by defi nition, involve communications with patients who are 
not physically present, there is a heightened risk of disclosing information to the 
wrong person, which would likely be an unauthorized disclosure under the 
HIPAA Privacy Rule. Telehealth encounters may also be vulnerable to third party 
interference, signal errors, or transmission outages. These types of incidents can 
result in data loss, interrupted communications, or the alteration of important 
clinical information, which, in addition to other liability risks, could be consid-
ered HIPAA privacy and security violations. In certain cases, transmission out-
ages or the loss of important clinical data during transmission could be seen as a 
failure to adequately maintain the integrity or availability of protected health 
information (PHI) as required under the HIPAA security regulations. In addition, 
electronic transmission of information can be susceptible to hackers and other 
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breaches of security. Telehealth networks often require technical teams to run the 
systems, independent of medical staff, which means more people have potential 
access to patient records. This is associated with higher risks of undue exposure 
to private patient data. The HIPAA privacy rules provide a framework for secur-
ing protected health information held by covered entities and specify patients’ 
rights with respect to that information. Under HIPAA, telemedicine clinicians 
have the same responsibility to protect patients’ medical records and keep infor-
mation regarding their treatments confi dential. Electronic fi les, such as images or 
audio/video recordings, must be stored with the same precaution and care as 
paper documents. Telehealth providers should have in place reliable methods for 
verifying and authenticating the identities of the patient and practitioner(s) at the 
beginning of each telehealth encounter. Patients and clinicians should communi-
cate via phone, text, emails through a secure portal to protect PHI.     

22.6.2     Regulation and Licensure 

 Licensure is a major concern facing telehealth, especially in the United States. The 
US has federal standards for medical training and testing, however licensure is on a 
state-by-state basis with each state having its own licensing board. Providing tele-
health services across state lines therefore creates licensure and insurance chal-
lenges. Most states require not only that physicians providing tele-consultation 
services be licensed to practice in their original state, but also in the state where the 
patient is located [ 20 ]. 

 Another factor that has been limiting the acceptance and growth of telehealth is 
reimbursement. Today, not all telehealth costs are reimbursed. The Centers for 
Medicare and Medicaid Services (CMS) views telehealth as a cost-effective alterna-
tive to traditional medical care, but the decision to reimburse for telehealth services is 
at the discretion of each state [ 13 ]. Indeed, most states have chosen to reimburse for 
Medicaid telehealth services, and some also require that such services be covered by 
private medical insurance plans. Medicare reimburses for telehealth services when the 
originating site (where the patient is) is in a Health Professional Shortage Area (HPSA) 
or in a county that is outside of any Metropolitan Statistical Area (MSA), defi ned by 
HRSA [ 22 ] and the Census Bureau respectively. This originating site must be a medi-
cal facility and not the patient’s home. Medical facilities include practitioners’ offi ces, 
hospital, and rural health clinics. This reimbursement is not affected by the location 
from which the telehealth services are being delivered (the “distant” site). Medicare 
will only pay for synchronous, “face-to-face” interactive video consultation services 
wherein the patient is present. In most states, asynchronous “store-and-forward” appli-
cations such as teleradiology, telepathology and remote EKG are not reimbursable. 

 There is no single widely-accepted standard for telehealth adoption and reim-
bursement by private payers. Some insurance companies value the benefi ts of tele-
health and will reimburse a wide variety of services [ 1 ]. Others have yet to develop 
comprehensive reimbursement policies, and so payment for telehealth may require 
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prior approval. Likewise, different states have various standards by which their 
Medicaid programs will reimburse for telehealth expenses [ 36 ]. 

 The American Telemedicine Association publishes standards and practice guide-
lines for delivering telehealth care in different clinical domains, including but not 
limited to telemental health, teledermatology, teleICU, telerehabilitation and telepa-
thology [ 2 ].  

22.6.3     Technical Support and Informatic Training 
on Telehealth Services 

22.6.3.1     Physician Information Overload 

 Because telehealth aims to leverage scarce care resources and improve care effi -
ciency, medical practitioners may treat more patients in a telehealth environment 
than in the traditional face-to-face medical settings. As clinicians are already over-
whelmed by information, more electronic data in the form of numbers, images, or 
messages may be too much to handle. Proper use of technology is a key factor in the 
long-term success of telehealth programs, and this entails fi nding ways to avoid 
dumping of information on physician.  

22.6.3.2     Patient and Clinician Technical Skills 

 Operation of sophisticated telehealth devices and wearable technologies can be 
challenging for clinicians and patients alike. Comprehensive training programs will 
be needed, particularly in the early stages of implementation, to overcome the lack 
of familiarity with new technologies, or an initial reluctance to rely on telehealth 
technologies to make diagnosis and treatment decisions. For example, properly 
using fi ber optic scopes (e.g., dermascope and naso-pharyngoscope, remote oto-
scope, telephonic stethoscope) by a patient during video conferencing, and correct 
interpretation of this information by a remote physician without operating them 
require coordinated interaction achieved by experience and practice by both par-
ties. A telehealth program should not underscore the importance of training to 
achieve increased utilization of the system, improved data collection capabilities, 
and greater confi dence in diagnosis when relying on data collected through tele-
health technologies.   

22.6.4     Challenges to Utilizing Wearable Technologies 

 Noninvasive sensing involves considerable “noise” generated by various factors. 
Assuring an acceptable signal to noise ratio, as well as maintaining sensor resilience 
under real-life conditions is therefore not trivial. The more data is collected about 
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patients, the higher the chances of detecting abnormal patterns. Whereas this serves 
the goal of early diagnosis and close follow up on patients, some abnormal patterns 
may generate false alarms, which are counter-productive. Ways to minimize false 
alarms should be sought, and the use of collateral data captured by different sensors 
to validate the readings of one another may be benefi cial in this regard. All systems 
require energy to power data capture, storage and especially transmission. Providing 
power supply for prolonged periods of time is mandatory in the case of implanted 
sensors, the replacement of which requires invasive interventions. Solutions using 
energy scavenged from the body or environment are sought but are not yet ripe. 

 The volume of data generated by continuous monitoring is another challenge. It 
has been estimated, for example, that a single multifunctional sensor may generate 
over 150 MB of data per day [ 42 ]. The amount of data that has to be saved and 
transmitted may be reduced by fi ltering or processing of captured data at the sensor 
level. Reducing unnecessary data transmission may also be used to prolong battery 
life. Analyzing the enormous amounts of data collected by multiple sensors over 
time carries the promise of leveraging new insights, but requires sophisticated 
expertise and expensive technical resources. 

 As of yet, there is no agreed method for standardization of data measurements, 
storage and transmissions that supports integration of inputs from various sources. 
Even if there were such standardization protocols, the patterns identifi ed in the data 
from a particular patient may not be characteristic of those of another patient. 
Between- subject variability increases the complexity of analysis and limits the gen-
eralizability of its results. On the other hand, using patients as self-controls by com-
paring data from multiple time points may help reduce the noise and improve the 
prediction of future events based on past trends. Moreover, uncommon patterns or 
signal features shared by a subset of the population may be discovered using the 
power of so called Big Data. 

 In the development of SWSs, special attention should be given to the discomfort 
and inconvenience of use, societal stigma and privacy considerations [ 42 ]. A wear-
able device should have minimal impact on the user’s daily life. A small device which 
may be discretely carried is more likely to be accepted by patients than a visible, 
bulky one, especially when wearing it implies a disease (this does not apply to fash-
ionable gadgets used for wellness management). Privacy considerations arise from 
the transmission of data from sensors to other devices such as cell phones, which may 
be intercepted. As with other personal medical information, measures to assure that 
only those approved by the user could access data collected by SWS should be taken.   

22.7      Future Directions 

 Telehealth and wearable technologies are gaining increasing attention from health-
care organizations across the globe, and the body of evidence supporting telehealth 
and wearable technologies and their outcomes continues to grow. Telehealth prom-
ises immense potential on cost savings. Improved communication between doctor 
and patient telehealth facilitates will inevitably make remote medical services and 
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telemedicine technologies an integral part of many healthcare organizations. The 
following are some of the most prominent emerging telehealth trends: 

22.7.1     Emerging Telehealth Trends 

22.7.1.1     Patient-Centered Home Telehealth 

 The ability to record and capture vital patient and environmental information makes 
telehealth a powerful assessment service for home care. Vendors are focusing on 
home-based healthcare solutions that give patients more control over their own care, 
especially for patients suffering from one or multiple chronic conditions. In this 
environment, telehealth technologies assist home care nurses to monitor a patient’s 
vital signs, capture images and video of wounds or perform stroke assessments at 
home and share it with other health care professionals. These applications also 
enable nurses to identify changing trends in the patient’s physiological state from a 
distance. The home care team can discuss next steps of management and attach the 
information to the client’s record. This type of technology can also assist with medi-
cation compliance and decrease the need for in-home care or offi ce visits.  

22.7.1.2     Health and Wellness 

 Health and wellness programs, including diet and exercise routines and consulta-
tions with life and wellness coaches, are being implemented to provide disease pre-
vention or to improve post-discharge care to reduce complications and avoid costly 
readmissions. Many chronic conditions can be improved or prevented through life-
style management.  

22.7.1.3     Long-Term Care Facilities 

 Often long-term care facilities do not have physicians on premise and health con-
cerns can be beyond an onsite care giver’s scope. In these situations, traditional 
telehealth technology is not suffi cient. Patients are typically transported by ambu-
lance to an acute care facility, which is resource and labor intensive and also stress-
ful for patients. The mobility of a telehealth kit can be used in these situations to 
bring a physician or specialist right to the resident’s bedside to make a proper 
assessment of the situation and decide on appropriate follow-on actions.  

22.7.1.4     Remote Nursing Stations 

 Remote nursing stations can benefi t from many of the use case applications 
described above. Nurses can engage medical specialists to provide enhanced quality 
of care while saving money on transportation costs and logistics. Connectivity 
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options for remote nursing stations can be accomplished through terrestrial internet 
options or cellular and satellite communications if available.  

22.7.1.5     Telesurgery 

 Remote robot-assisted surgery has recently been made feasible through 
Asynchronous Transfer Mode (ATM) technology, which was designed for the high- 
speed transfer of voice, video, and data through public and private networks [ 29 , 
 30 ]. Telementoring, a subset of telemedicine, allows a surgeon at a remote site to 
offer intraoperative guidance via telecommunication networks. As robotic surgery 
continues to evolve, telementoring will become a viable alternative to traditional 
on-site surgical proctoring, particularly minimally invasive surgery (MIS). 
Newcomers to MIS need the guidance of more experienced, ‘high volume’ mentors 
to achieve the superior outcomes promised by MIS over conventional techniques 
[ 46 ]. As the cost of surgical systems decreases and reliable data networks become 
more available, barriers preventing the routine use of telesurgery may fall, allowing 
a more broad involvement in future surgical practice. Teletransmission of active 
surgical manipulations will continue demonstrating the potential to ensure avail-
ability of surgical expertise in remote locations for diffi cult or rare operations, and 
to improve surgical training worldwide.  

22.7.1.6     Teleradiology 

 Teleradiology is the practice of transferring medical images electronically through 
the internet from a primary system to a remote location for the diagnosis or treat-
ment of patients. Today teleradiology has many purposes worldwide ranging from 
services for expert or second opinions to international commercial diagnostic read-
ing services. Not only does teleradiology improve the accessibility of radiologists 
but it also improves the quality of the interpretations for the patients [ 5 ]. Although 
teleradiology has become a reality for several years to date, its existence still has 
not been freed from all obstacles. Over years, the main issues have shifted from 
image quality, transmission speed and image compression to clinical governance, 
legal concerns and quality assessment. The increasing use of teleradiology refl ects 
the changing world of clinical practice, service delivery and technology. With the 
widespread availability of fast connectivity, adoption of picture archiving and com-
munication systems (PACS) and other advanced technologies, the sharing of medi-
cal imaging between physicians will become more commonplace in the foreseeable 
future [ 9 ].  

22.7.1.7     Social Networking 

 Social networks are being recognized for their potential in helping people maintain 
healthier lifestyles. Keeping people accountable to family and friends can be much 
more effective than mandates from physicians, especially for patients with chronic 
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conditions. Convergence of wearable, mobile technologies, telehealth and social 
networking is leading to a new healthcare delivery model. Patients can not only con-
nect with other patients with similar medical conditions, they can also track and 
compare health data to better understand their bodies and contribute data to research. 
Telehealth and mobile health markets are anticipated to reach $2.9 billion and $1.5 
trillion by 2019 due to the use of billions of smart phones and connected tablet 
devices all over the world [ 50 ]. Without a doubt, telehealth and mobile health mar-
kets are poised for tremendous growth and one could predict that these markets 
collaborate and innovate for devising healthcare delivery models in the coming 
years. 

 Over recent years, telehealth has increasingly demonstrated its value in support-
ing the delivery of healthcare. From teletriage services as a portal into healthcare 
through to telemonitoring of patients with chronic conditions, technology is already 
increasing the ability of practitioners to provide care remotely, empowers patients 
and improves clinical outcomes. In the future, telehealth services have the potential 
to have an even greater impact on the provision of healthcare. Embedding telehealth 
services into mainstream medical care, the development of more sophisticated 
devices and the utilization of technology in a wider range of clinical contexts will 
help to accelerate the adoption of telehealth throughout healthcare. In the fast- 
growing telehealth and wearable technology fi elds, new and valuable trends and 
telehealth technology solutions will continue to emerge and be adopted. Making 
use, or at least being aware of these trends will benefi t providers, practitioners and 
patients as the market advances.   

22.7.2     The Near Future of Wearables 

 A vibrant research and development environment exists, in which technological 
advancements are being explored to overcome some of the challenges of wide-
spread use of SWS and to address more clinical needs. Technologies and projects 
are too numerous to cover here, and this section does not aim to be comprehensive 
but only to give a taste of this evolving industry through examples. 

 Energy harvesting methods may eliminate the need for battery charging or 
replacement [ 32 ]. Wireless-enabled garments with sensor-embedded textile 
(e- textile) are already appearing in the market to capture multiple signals simul-
taneously and continuously in a seamless manner [ 27 ]. Some systems incorpo-
rate electro- chemical sensors that can measure electrolyte concentration, pH, 
lactate, ammonium, glucose and other substances in saliva, sweat or tear fl uid 
[ 4 ]. Noninvasive glucose monitoring is one of the most sought after applica-
tions. Various technologies have been attempted to achieve reliable glucose 
readings. The GlucoWatch® wristwatch-mounted glucose sensing device used 
an electric current to extract interstitial fl uid through the skin and determined 
glucose concentration by reverse ionophoresis. The device has been withdrawn 
from the market following reports on skin irritation. Occlusive spectroscopy is 
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used in the approved for  marketing in Europe fi nger-mounted NBM-200G 
(OrSense Ltd., Israel) device for glucose, hemoglobin and oxygen saturation 
monitoring. For a comprehensive review on noninvasive glucose sensing, the 
reader is referred to [ 48 ]. Micro- and nanotechnology is making its way towards 
clinical use [ 26 ] with demonstrated ability of a tattoo-like fl exible printed elec-
trochemical biosensor to measure lactate in sweat [ 24 ]. Aids for the visually 
impaired include electronically augmented walking sticks [ 28 ], wearable sys-
tems [ 41 ] and even (at a prototype phase), a bionic contact lens which trans-
forms images captured by a front facing camera to tactile stimulation of the 
densely innervated cornea [ 8 ].   

22.8      Conclusions 

 Advancements in medicine, technology and the need to fi nd more effi cient ways to 
sustain the heavily burdened health system are strong forces driving the develop-
ment and implementation of telehealth solutions. The evolving telehealth market 
will soon have a dramatic impact on the way healthcare services are provided.     
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    Chapter 23   
 The Role of Big Data and Analytics in Health 
Payer Transformation to Consumer-Centricity       

       Gigi     Yuen-Reed       and     Aleksandra     Mojsilović     

    Abstract     Historically, information management for payers has been focused on 
enabling effi cient operations, such as claims administration and group management.
Recently, with the rise of individual insurance and increasing pressure to reduce 
cost through better health management, healthcare payers are transforming its busi-
ness to be increasingly consumer-centric. In the healthcare payer setting, consumer-
centricity means to put individual consumer at the focus of payer operations. It is to 
understand and engage individual consumer throughout the insurance lifecycle, 
from assisting prospects to choose the most suitable product, engaging new enroll-
ees in wellness, to assisting members navigate the healthcare system. In this chap-
ter, we discuss the implications of consumer-centricity and external data explosion 
on payer information management, ranging from data management, analytics appli-
cations and use cases, to the analytics delivery platform. We also discuss how con-
sumer data and open data support this transformation, shedding insights into range 
of business processes, and expanding the role of informatics in the payer 
organization.  

  Keywords     Consumerism   •   Retailization   •   Health insurance   •   Managed care   • 
  Predictive analytics   •   Data platform  

23.1         Introduction 

 Healthcare is following a similar transformation the fi nancial and travel industries 
experienced over the last several years. The shift to consumer-driven health is 
evolving rapidly. Healthcare payers need to transform their operations, processes 
and culture to retain their members, stay relevant and manage costs. Consumer-
centric healthcare is a way to approach, design and deliver healthcare by placing 
the customer experience and value above other priorities. The consumer 
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experience includes the traditional patient experience, but expands across the con-
tinuum of care. Because consumers will be making the buying decisions, providers 
must increasingly think like retailers, whether it is in formulating marketing, pric-
ing and risk management strategies, or in establishing new billing and payment 
practices. 

 Considering the consumer is important not only for the sake of improving the 
consumer experience – this strategy is critical to healthcare payers’ fi nancial and 
operational decisions and their ability to manage costs more effectively, grow their 
business and transition to outcome-driven organizations. 

 The rise of consumer-centricity in healthcare has been investigated from differ-
ent perspectives. The work described in [ 3 ] discusses the consumer-centricity from 
the point of view of building trusted relationships and useful interactions between 
healthcare payers and their members; [ 11 ] discusses the implications of consumer- 
centricity in healthcare to fi nance functions, and highlights many of the ways payers 
and providers – including their treasury functions – will need to respond to prosper 
in this new environment. As payers begin to consider direct-to-consumer relation-
ships, they will also have to address the automation and reengineering of their back- 
offi ce processes and the underlying IT infrastructure. The need to understand the 
individuals better brings in new IT requirements and a need for far more detailed 
insights and information tailored to the individuals. As a result, Big Data and 
advanced analytics capabilities will become a key enabler in the success of the 
consumer-centric transformation in healthcare. 

 In this work, we provide an overview of the role of Big Data and analytics in this 
consumer-centric transformation. In Sect.  23.2 , we discuss the background of health-
care payer function and driving forces of consumer-centric transformation. In 
Sect.  23.3 , we address the implications of consumer-centricity in healthcare to payer 
processes and operations. We also provide several analytics use cases central to con-
sumer-centric business processes and supporting data-driven applications. In 
Sect.  23.4 , we address the information management strategy and roadmap needed to 
enable such transformation, from data management, analytics platform to API 
enabled shared services. In Sect.  23.5 , we offer concluding remarks and future 
directions.  

23.2       Background and Industry Trends 

23.2.1     The Evolution of the Role of Healthcare Payer 
in the US 

 Health insurance in the United States has roots in the Civil War period and has 
grown and evolved with market need over times. 

 One of the fi rst group policies giving comprehensive health benefi ts was offered 
in 1847 by Massachusetts Health Insurance of Boston. In 1929, the fi rst modern 
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group health insurance plan was formed. A group of teachers in Dallas, Texas, con-
tracted with Baylor Hospital for room, board, and medical services in exchange for 
a monthly fee. As the popularity of health insurance increased, several large life 
insurance companies entered the health insurance fi eld in the 1930s and 1940s. In 
1932, nonprofi t organizations called Blue Cross or Blue Shield fi rst offered group 
health plans. Blue Cross and Blue Shield Plans were successful with discounted 
contracts negotiated with doctors and hospitals. 

 In return for promises of increased volume and prompt payment, providers gave 
discounts to the Blue Cross and Shield plans. Employee benefi t plans proliferated in 
the 1940s and 1950s, as infl uential unions bargained for better benefi t packages and 
tax-free, employer-sponsored health insurance. During the World War II (1939–
1945) wage freezes imposed by the government accelerated the spread of group 
health care. Prevented by law to attract workers by paying more, employers instead 
improved their benefi t packages, adding health care. Government programs to cover 
health care costs began to expand during the 1950s and 1960s. Disability benefi ts 
were included in social security coverage for the fi rst time in 1954. When the gov-
ernment created Medicare and Medicaid programs in 1965, private sources still paid 
75 % of all of the health care costs. By 1995, individuals and companies only paid 
for about half of the health care, with the government responsible for the other half. 
During the 1980s and 1990s, the cost of health care rose rapidly and the majority of 
employer-sponsored group insurance plans switched from “fee-for-service” plans to 
the cheaper “managed care plans.” As a result, most Americans with health insur-
ance were enrolled in managed care plans by the mid-1990s. For more details in US 
health insurance history, see [ 15 ].  

 Through growing market adoption and consolidations, many of the early third 
party payer systems evolved and matured to today’s healthcare payers. As of 2013, 
about 87 % of the US population is covered by health insurance offered by public or 
private health payers [ 24 ]. Amongst the insured population, about 55 % are covered 
by employer-based insurance, 38 % are covered by government-sponsored plans 
like Medicare and Medicaid, and less than 7 % are covered by non-group-based 
insurance. 

 Traditionally, healthcare payers focused their operations on providing support to 
their members through transactional processes and managing their risk through 
underwriting. Transactions included tasks such as looking up benefi ts, submitting 
claims, and searching for providers. Improving the effi ciency of the transactions, 
especially claims processing, was the key lever behind running a successful health-
care payer organization. As a result, claims operations centers focused on the speed 
and accuracy of processing and paying healthcare claims, ensuring that providers 
were reimbursed in a timely manner, and that members received proper coverage, as 
prescribed in their health plans. Another critical focus area of payer operations was 
risk management. Risk management centers were established to ensure fi nancial 
soundness of the insured portfolios, such that premium collected was suffi cient to 
support the claims and administrative expenses and risk adjustment payments are 
properly accounted for. Given these priorities of the traditional healthcare payer role, 
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the organizational structure and underlying Information Technology (IT) and 
Information Management (IM) strategies was centered on maximizing operational 
effi ciencies and ensuring fi nancial soundness. Typical performance measures included 
claim cost per member per month and claims adjudication speed. Consequently, tech-
nology investments amongst healthcare payers typically focused on supporting group 
management, risk management and achieving operational effi ciency.  

23.2.2     The Affordable Care Act and Changing Landscape 
of Health Insurance 

 The passage of Affordable Care Act (ACA) in 2009 had signifi cant impact on the 
US health insurance environment. With the overarching goal to expand access to 
insurance coverage, the ACA legislation directly impacts many of the foundational 
tenants of the healthcare system. 

 ACA requires most US citizens and legal residents to obtain health insurance; 
failure to compile results in penalties. ACA provided for the creation of public 
health insurance exchanges in all states. These exchanges, also known as “market-
places,” offer a set of government-defi ned and standardized healthcare plans from 
which individuals may purchase health insurance and be eligible for federal subsi-
dies, thereby creating a boost in commercial individual insurance market. Individual 
insurance targets individuals who do not currently qualify for government- sponsored 
insurance and group-sponsored insurance, mostly the self-employed, employees of 
small businesses and unemployed. Enrollment in the healthcare exchanges began in 
October 2013. During the fi rst open enrollment period of public health exchanges in 
2013–2014, around eight (8) million Americans enrolled and the number is expected 
to increase to 25 million in 2017 and subsequent years [ 6 ]. Many Americans are 
expected to obtain healthcare insurance through privately administered health insur-
ance exchanges, to which their employers are directing them. Published reports 
indicate that Fortune 500 companies such as Time Warner, IBM, Caterpillar and 
DuPont are among the companies using private exchanges for retirees or for certain 
groups of employees as a way to move toward a defi ned contribution model of 
healthcare benefi ts. In such setting, employers create a set of health insurance plan 
options through a private exchange, and their employees can choose a plan from 
participating payers. For employers, one advantage is they can continue to offer the 
company subsidy and some level of employee healthcare benefi ts in the form of 
pre- tax premiums, while controlling their costs. 

 As a result, the individual insurance increased from around 14 million members in 
2011 to 20 million in 2014 [ 24 ]. The growth is expected to continue, reaching 26–73 
million by 2020, corresponding to 8–22 % of the commercial insurance market [ 5 ]. 
Unlike group insurance, purchasing decisions are made by individuals (or families) 
and hence, require a consumer-based marketing, sales and retention approach. 

 In addition to creating the boost for the commercial individual market, ACA also 
introduced requirements that are altering how payers manage risk. For example, 
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ACA prohibits the maximum lifetime limits on individual and group health plans. It 
also requires the payers to provide essential benefi ts coverage, without the ability to 
differentiate premium pricing by medical history other than tobacco use. The legis-
lation also prohibits payers to deny coverage for individuals, essentially removing 
the underwriting practice of the traditional commercial individual insurance. Finally, 
because of the wider availability of healthcare coverage, many previously uninsured 
Americans will enter the market, which will shift the health risk profi le signifi -
cantly, making traditional actuarial risk assessment practices based on historical 
data highly ineffective. Because of the new requirements, the traditional risk man-
agement approaches in insurance do not carry over to the commercial individual 
health insurance segment. This has increased the pressure on healthcare payers to 
manage cost and fi nancial risk through non-traditional means. 

 To combat the increasing fi nancial risk, payers are putting greater than ever 
emphasis on engaging individual consumers in health and wellness. For example 
the payers are:

 –    Actively engaging individuals in disease management,  
 –   Enhancing their clinician engagement to promote chronic disease management 

and post-operations support,  
 –   Expanding from healthcare management to wellness management, by offering 

gym membership, health products and wellness incentives,  
 –   Empowering individuals to make better health and utilization decisions, by pro-

viding additional support during product purchasing process to ensure benefi ts 
alignment and to increase transparency in coverage and provider network.    

 In the pre-ACA era, consumers played the role of passive participant in the 
healthcare system, mainly due to availability of employer-managed healthcare cov-
erage. Most employees paid moderate amounts in out-of-pocket cost, and they typi-
cally benefi ted from nominal co-pays and low deductibles. However, with the 
advent of consumer-directed healthcare in recent years, consumers found  themselves 
equipped with more decision-making responsibilities. Today, with the implementa-
tion of the Affordable Care Act, consumers are being asked to be even more active 
healthcare participants, and have more at stake, both relative to their personal 
fi nances and their overall health. In the resulting consumer-centric healthcare busi-
ness, in addition to being the end users and receivers of services, consumers will be 
making more of the decisions around the type of plan and coverage they select, as 
well as the doctors, hospitals and other providers they patronize. This fundamen-
tally alters all key functional areas of payer operations.  

23.2.3     Data as the Enabler of Consumer-Centricity 

 The consumer-centric engagement models and business processes require timely and 
relevant consumer information and data. Data was the accelerator of consumer- 
centricity in retail and fi nancial sector, and today with the growth of consumer data in 

23 The Role of Big Data and Analytics



404

healthcare, it is the lever of change in healthcare industry [ 7 ,  19 ]. In the current mar-
ket, the sources and types of consumer data relevant to health insurance management 
are abundant and continue to grow. Beyond the more traditional healthcare data such 
as claims and electronic medical records, there has been a rise in non- traditional 
sources, such as retail marketing data, social media data and consumer controlled 
device data. Table  23.1  highlights the prominent sources of consumer healthcare Big 
Data and discusses their value in the consumer-centric payer operations.

   Table 23.1    The description of various data relevant to healthcare payers   

 Clinical records  Contain clinical information about the patients from physician encounter 
notes, prescriptions, medical imaging, laboratory and testing. This 
information is captured in medical or patient health record 
 The adoption of electronic records is increasing amongst service providers 
and in some cases made available to payers [ 12 ,  17 ] 

 Financial and 
utilization records 

 Contain healthcare service utilization information for individual health 
insurance member, associated costs and payment information. This 
information is typically captured in health insurance member, product 
and claims data 
 Claims data includes records related to inpatient services, outpatient 
services and pharmacy fulfi llments. It is submitted by the healthcare 
providers, and curated and processed by health payers’ transactional 
systems. This data source is traditionally the most matured and available 
in payer operations 

 Direct consumer 
engagement 
records 

 Contain inbound and outbound member interaction data across channels, 
including phone calls, direct mail, text messages, emails and web chats. 
This information is typically captured in unstructured data format, and is 
rich with information around consumer preferences and concerns. The 
richness of this data source is growing steadily as payers increase proactive 
consumer engagement, as well as with the increase in direct 
communications via digital and mobile channels 

 Government and 
open data 

 Publicly available health and wellness statistics for different communities, 
which typically contain location-specifi c information gathered by 
government or non-profi t agencies, such as access to care, access to public 
transportation, environmental data, healthcare benchmarks, disease 
prevalence, and etc. 

 Third party retail 
marketing data 

 Provided by data aggregators like KBM, Axiom and Epsilon, this data 
contains direct marketing information of individuals, such as retail 
purchasing history and statistics around socio-economic, education statues. 
Third party data allows payers to better understand prospects for marketing 
purposes, and enrich their understanding of members’ preferences and 
attitudes 

 Social media  Contains self-generated data in the social media, including text, graphics 
and videos. For many active users, this is an extremely rich data source 
about lifestyle, preferences and behaviors 
 However, due to privacy issues, it is often diffi cult to tie the data to 
individual members or prospects 

 Consumer 
controlled devices 

 Contains testing, sensing or self-reported device managed data, generated 
by consumer controlled digital devices such as blood glucose monitor, 
activity tracking devices, digital scales; and by consumer reported data 
from mobile apps and web services (for example iHealth) 
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   Big Data in consumer healthcare offers tremendous information for payers to 
understand consumers personally and anticipate their upcoming health and well-
ness needs. The range of potential applications is broad, spanning all business 
processes of a payer. For example, healthcare utilization records can be combined 
with retail marketing data to understand individual’s propensity for behavioral 
change. Consumer communication preferences can be extracted from past engage-
ment records to determine best channel for messaging and engagement. Census, 
open data and healthcare surveys can indicate general healthcare trends or help 
benchmark different geographical segments and markets. (In Sect.  23.4 , we will 
discuss several use cases in more details). Payers who successfully manage this 
diverse data, have capabilities to extract relevant insights and use them effectively 
in their operations, will have a signifi cant competitive advantage in the new 
environment.   

23.3      Consumer-Centricity in Healthcare Insurance 

 Consumer-centricity in health care payer setting is defi ned as creating a positive 
consumer experience at every point of health insurance operations, from sales 
and marketing, product selection, health insurance utilization, to customer ser-
vice and care coordination. The emphasis is on providing a personalized experi-
ence that is relevant and timely, such that the payer can acquire and retain 
customers, and engage and empower members to make the best health insurance 
and care decisions. In the emerging consumer-centric healthcare environment, 
payers will face a number of challenges and unknowns. For example, because 
consumers will be making buying decisions, payers must increasingly think like 
retailers, whether it is in formulating their marketing strategies, performing care 
management or establishing new billing and payment practices. The emergence 
of an empowered healthcare consumer calls for payers to develop an entirely 
new mindset of running the business, focused on winning over consumers and 
improving outcomes. Some call this paradigm shift the “retailization” of 
 healthcare [ 3 ]. 

 The consumer experience starts when an individual is a prospect, a target for the 
sale of a health insurance product; as the sales cycle matures, the individual is con-
sidered a lead, who has expressed an intent to buy and is interested in learning more 
about the product. As the individual completes the product enrollment process, he/
she is an enrollee and transitions into being a member and begins consuming vari-
ous health insurance services. At the end of the insurance product coverage period, 
the individual may decide to re-enroll or not. Member who decides to discontinue 
coverage is considered a dis-enrollee. The stages of prospect, lead, enrollee, mem-
ber, dis-enrollee constitute the consumer lifecycle. Consumers have different needs 
and expectations at each stage of the lifecycle, calling for different servicing 
capabilities.  
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 Table  23.2  describes the characteristics of a consumer-centric experience 
throughout the lifecycle.

23.3.1       Consumer-Centric Business Processes and Analytics 
Applications Use Cases 

 Enabling the consumer-centric experience across the lifecycle requires a new set of 
analytical capabilities. For example, traditionally, payers relied on direct mail mar-
keting campaigns to target prospects of Individual products in certain geographies. 
Today, to enhance how they communicate with consumers in the Individual market, 
payers are expanding their engagement channels to include email, social media, and 
brick-and-mortar retail stores [ 2 ,  4 ]; this requires new insights on consumers’ chan-
nel preferences and promotional triggers, the ability to capture responses from these 
new promotional practices and continuously learn and evolve based on derived 
insights. 

 Once an individual makes the purchasing decision and becomes a member of a 
health plan, the consumer experience continues. While business functions support-
ing the different stages of the consumer lifecycle vary, payers need to provide con-
sistent and relevant experience throughout the lifecycle, and take advantage of the 
additional consumer data made available over time. This transformation has signifi -
cant implication to information management strategy in the payer organization. 

   Table 23.2    The characteristics of consumer-centric actions and experience throughout the 
lifecycle of a healthcare customer   

 Prospect  Create the basic profi le of the individual to understand key characteristics and 
tailor relevant marketing messages. Engage through a channel that best resonates 
with particular individual 

 Lead  Understand individual’s personal and family insurance needs, for example, 
affordability concerns, coverage requirements 
 Offer product options, for example, the ability to “mix and match” product 
features 

 Enrollee  Enrich the profi le with the information collected at the point of enrollment and 
(for former members) from historical data. Offer new enrollee orientation, 
including detailed product and benefi ts education 
 Tools and support to enable searching and comparing service providers, and 
performing fi nancial analysis and planning 

 Member  Enrich the profi le with the information collected via service consumption. Provide 
customer service support best tailored to the individual. Provide access to 
wellness and care coordination support that is relevant to individual’s conditions 
and lifestyle. Help with life events, including re-alignment to different products, 
ability to choose new physicians or service facilities 

 Dis- 
Enrollee  

 Close out billing in timely manner. Properly archive the member records and 
ability to retrieve and map past records if/when the individual returns in the future 
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It also calls for a range of innovative data and analytics-driven applications in sup-
port of the diverse business processes. From improving personalized engagement 
for care management, to supporting core business functions around fl exible risk 
management and fi nancial planning, there is a broad spectrum of opportunities to 
create new insights and enhance decision making in a way that has not been done 
before. Table  23.3  provides examples of analytics use cases at different stages of the 
consumer lifecycle.

   In the following sections, we discuss four analytics use cases in more details. 
 Prospect Risk Prediction  discusses gaining a predictive view of non-member health 
risk to improve marketing and product design decisions.  Evolving Consumer 
Segmentation  highlights the analytics needs and approaches to formulate enterprise 
wide consumer segments, which are adaptive to the different stages of the consumer 
lifecycle.  Care Engagement Targeting  focuses on the analytics capabilities to identify 
“who” the payers should engage with to improve member health.  Behavioral Change 
Analytics  focuses on analytics supporting insights around “how” to engage the tar-
geted individuals and “what” are the best triggers and enablers to improve wellness.  

23.3.2     Prospect Risk Prediction 

 The insights around prospect risks are critical in decisions around market entry and 
product design and pricing. As discussed in Sect.  23.2 , ACA has expanded health 
insurance access for the previously uninsured individuals and its requirements for 
health plan benefi ts are likely to induce different consumption habits compared to 
previously insured individuals. This will change the risk profi les of the population 
payers insure, and to mitigate and manage potential fi nancial risk, payers need to 
improve its ability to understand prospects’ risks. Historically, prospect risks are 
evaluated for different geographies using basic demographic data such as age, gen-
der and tobacco consumption. 

 However, the predictive ability of models using these basic factors tends to be 
limited, especially with fundamental shifts in the insured population [ 9 ]. To over-
come these shortcomings, payers are beginning to explore the use of non-traditional 
data in modeling consumer risks, such as publicly available location data and retail 
marketing data. Individual prospect information, such as household size, fi nancial 
stability, behavioral and life style choices, which can be derived from Census and 
consumer data, have shown to correlate with healthcare risk [ 22 ]. 

 Leveraging these non-traditional datasets poses several predictive modeling 
challenges. The datasets tend to have hundreds and sometimes thousands of fi elds 
that are: (1) sparsely populated (e.g., self-reported health conditions), (2) highly 
correlated (e.g., estimated income and education level) and (3) have different levels 
of granularity (e.g., access to care is tied to geography, whereas ethnicity is tied to 
an individual). As a result, extreme care needs to be taken in selecting analytical 
methods, in feature engineering and in handling of the missing values. 
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 While these non-traditional datasets coupled with new predictive modeling 
techniques have tremendous potential to help payers understand prospect risk bet-
ter, the insights derived through analytics need to be leveraged appropriately. The 
outputs of the predictive models tend to be probabilistic and do not hold the con-
fi dence level of medical or clinical data. When lifestyle or socio-economic data 
are linked to healthcare information, extreme care should be taken to protect 
patient privacy, and ensure that the insights are not used to disadvantage consum-
ers in any way.  

   Table 23.3    Analytics uses cases at different stages of the consumer lifecycle   

 Business functions 

 Targeted 
consumer 
stage(s)  Analytics use case objectives 

 Omni channel direct 
marketing 

 Prospects  Improve direct marketing effectiveness through more 
effective prospect targeting and touch point 
optimization 

 Personalized sales  Leads  Increase sales close rates through insights into 
“triggers to buy” and communication preferences 
 Optimize product-to-individual alignment through 
insights around individuals’ health insurance needs 

 Product design  Lead  Improve shopping and utilization experience with 
simple and attractive product offerings  Enrollee 

 Member  Empower members to have access to the right care 
provider at the right price 

 Member engagement 
and empowerment 

 Enrollees  Improve customer satisfaction and 
 Members  loyalty with consistent, timely and relevant 

communications 
 Empower consumers to understand options for health 
services and insights into provider’s quality and cost 

 Customer service  Enrollees  Improve self-service offerings to empower 
consumers and optimize user experience across 
channels 

 Members 

 Support proactive issue resolution by mining 
communication data 

 Financial management  All  Predict prospect and member risk and detect early 
indicators of cost drivers using relevant member 
information 

 Care coordination  Enrollees  Improve patient outcome by sharing relevant and 
timely patient insights with appropriate healthcare 
service providers 

 Members 

 Care and wellness 
management 

 Enrollees  Improve disease management and promote 
population wellness through personalized insights on 
health behavioral change triggers, incentives and 
intervention effectiveness 

 Members 
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23.3.3     Evolving Consumer Segmentation 

 For a long time, consumer segmentation has been the underpinning to providing 
consistent and relevant consumer experience to individuals in many industries, 
including healthcare insurance. In managing prospects and leads, segmentation 
provides consumer insights for effective marketing. After prospects become mem-
bers, segmentation is used to understand their healthcare needs and preferences, 
and to improve customer loyalty and engagement effectiveness. Moreover, under-
standing how demand drivers and utilization differ from segment to segment 
allows insurance companies to tailor products and services to meet demand, 
improve care and retain loyalty. Payers can utilize consumer segment insights to 
provide value-added services, for example, discounts to health clubs, monthly 
heart-healthy recipes sent to member email addresses, appointment reminders with 
GPS directions on mobile phones, mobile reminders for prescription drug schedule 
updates, applications that track glucose and blood pressure readings, and auto-
matic emails to doctors. 

 Historically, each business function of a healthcare payer relied on its own con-
sumer segments, thereby creating numerous disjoint consumer segmentations across 
business units. This often prohibits an enterprise-wide consumer strategy. Different 
amounts of data about the healthcare consumer are available at different stages of 
the lifecycle, and the ability to derive insight about the consumer increases from the 
basic demographic information and third party data, information collected at the 
enrollment, to detailed health service consumption information once the individual 
starts utilizing the service. Rather than being a set of disjoint analyses, effective 
consumer segmentation model needs to refl ect this data build-up, while maintaining 
suffi cient stability for cross-business function coordination. 

 This creates additional requirements on the analytics applications, and calls for 
the use of robust hierarchical segmentation techniques, capable of handling the 
increase in member information throughout the lifecycle, and also capable of creat-
ing highly targetable segments of various granularity: from a small number of 
coarse segments used in strategic planning and business assessment, to a large num-
ber of actionable micro-segments for use in tactical decision-making. 

 The segmentation models also need to be capable of handling disparate member 
data, and creating interpretable insights to support data-driven intelligent member 
marketing, product design, risk assessment, program design, actuarial pricing, pro-
vider and hospital relationship management.  

23.3.4     Care Engagement Targeting 

 Engaging members regarding care management has proven benefi ts in population 
health management and lowering overall healthcare spent [ 10 ,  16 ]. Payers have 
access to longitudinal and digitalized records of members’ healthcare utilization 
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data across providers, and are fi nancially motivated to engage members to avoid 
future high cost expenses. 

 For example, with the goal of minimizing hospital readmission, a Cleveland 
health plan assigns care counselors to members who have recently been discharged 
from the hospital to ensure that they understand discharge instructions and identify 
any potentially unmet needs [ 8 ]. 

 Historically, payers identifi ed members for care management efforts by relying 
on extensive member clams history to conduct retrospective utilization review or 
predict future high cost claimants [ 25 ]. However, with increases in health risk diver-
sity in membership, and with increasing pressure to curb healthcare costs, payers 
are taking a more proactive role in identifying members for care engagement. The 
need is intensifi ed with the arrival of previously uninsured or underinsured mem-
bers, who tend to be less familiar with condition management and might be less 
knowledgeable about factors and considerations important in choosing the right 
healthcare providers and treatments. 

 To take a more proactive and targeted approach in care engagement, payers can 
incorporate analytics-driven insights focused on early identifi cations of members 
who would benefi t most from the engagement efforts. For example, payers can 
greatly improve the effectiveness of the outreach programs by identifying potential 
high cost individuals shortly after the enrollment, thereby increasing the interven-
tion time window. For example, by analyzing pharmacy data in the fi rst 2 or 
3 months of the membership, it is possible to build early risk profi les or apply pre-
dictive modeling to identify individuals who are likely to incur high cost in the 
remainder of the year. Another opportunity to use predictive analytics is in identify-
ing individuals at high risk of progressing in their disease conditions, or identifying 
members whose chronic condition are likely to deteriorate, thereby enabling more 
aggressive outreach measures to engage and motivate these members to better 
 manage their conditions. Such highly personalized early insights require analytics 
capabilities that are capable of deriving longitudinal view of individual members’ 
clinical and behavioral conditions. This also calls for sophisticated data handling 
and feature- engineering methods, such as data densifi cation and temporal data 
sequencing [ 26 ,  27 ].  

23.3.5     Behavioral Modifi cation Analytics 

 Studies have shown that more than 31 % of US healthcare expenses can be directly 
attributed to behaviorally-infl uenced chronic conditions [ 7 ]. 

 Healthcare expenses can be avoided with changes in individual behavior, includ-
ing medication adherence, practicing safety measures, dietary practices, physical 
exercise, and etc. 

 While payers have tremendous interest in reducing these avoidable costs and 
promoting wellness, behavioral modifi cation is fundamentally personal and requires 
consumer’s individual self-regulatory and health enhancing efforts. 
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 To affect behavioral modifi cation effectively, payers cannot simply rely on one-
size- fi ts-all programs or tools, but need to: (a) gain personalized insights around 
motivations that drive individual behavioral changes, and (b) identify proper incen-
tives that can trigger such changes. 

 For example, to improve medication adherence in chronic diseases like diabetes, 
payers need to fi rst understand the non-adherence reasons and potential barriers by 
mining through population health literature or by conducting observational studies. 
Some diabetic patients may be non-adherent due to lack of awareness, which can be 
impacted through consumer monitoring devices, while others may be non-adherent 
due to fi nancial constraints prohibiting them from getting refi lls in a timely manner, 
which can be impacted through discounts programs. 

 Besides relying on domain expertise and extracting knowledge from the existing 
literature, personalized insights affecting behavioral change can be derived through 
mining observational data. For example, by analyzing member response patterns to 
various interventions, payers can apply predictive modeling techniques to estimate 
how likely a given member will respond to certain types of interventions. Another 
opportunity is to combine healthcare utilization and consumer device data to iden-
tify the most effective “triggering” moments that infl uence behavioral change. 
Furthermore, with suffi cient member engagement history, it is possible to utilize 
stochastic process modeling techniques to determine the most effective “nudge” at 
any given time to optimize long-term wellness. 

 Lastly, behavioral modifi cation is also highly social and culturally driven. There 
are opportunities in mining social media data to understand different consumer seg-
ments’ perception and motivation of health and wellness. 

 Moreover, by applying network science, one can identify individuals who can 
most infl uence certain community’s behavior [ 23 ], from determining who in a 
 family network can best improve a child’s asthma medication adherence, to identi-
fying the infl uencer in an employee group to promote physical activities.   

23.4       The Implications to Information Management Strategy 

 To enable the consumer-centric transformation, payers need to understand individu-
als across the consumer lifecycle and the view needs to be coherent and transparent 
to the various business functions, from marketing, sales, claims management, cus-
tomer service, to care coordination. 

 This requires bringing together data across the various business functions, and 
tapping into data sources both internal and external to the enterprise. Some of these 
data types are structured, which follow predefi ned formats like the internal claims 
data or Census surveys, while other data types are unstructured, such as text, image 
and video customer service call recordings or social media data. 

 Figure  23.1  provides the consumer data management landscape for a typical 
health payer organization, based on the origin of the data (internal vs. external) and 
format of the data (structured vs. unstructured).
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23.4.1       Consumer-Centric Data Management 

 Payers had historically relied heavily on internal data for its operations and the cor-
responding data management method had been group-centric and transactions 
driven. As illustrated in Fig.  23.1 , the internal data is typically derived from admin-
istrative function, such as application and policy documents from enrollment, claims 
history from adjudication and payment processing, and call recordings from cus-
tomer service. 

 A common challenge is in turning the internal and structured administrative data 
from a transaction-centric view to a consumer-centric view. 

 In a consumer-centric view, data generated throughout the different transactions 
and contacts are captured and managed around the consumers, and consequently, 
data about the individuals are made available in a relevant and cohesive manner as 
different business functions interact with customers or manage consumer-related 
activities. 

 Instead of a group-centric approach, the consumer-centric data management 
strategy needs to transpire across both membership affi liations and business func-
tions. As individuals move between different products, employer groups or 
between group-based and individual-based plans, they need to be tracked as the 
same unique consumer and the consumer view is continuously updated and 
enriched. 
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  Fig. 23.1    Data landscape for healthcare payers       
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 This requires data management capability that matches consumer records and 
reconciles consumer information across disparate sources of data. Many payers 
have adopted custom or commercially available master data management tools to 
create and maintain such consumer-centric data view. 

 With the increasing need to market to prospects and engage with individual 
members, payers are also expanding their use of external data to gain insights on 
consumer preferences, health trends and socio-economic characteristics of different 
geographies and population cohorts. In the US, there has been a signifi cant focus 
around gathering open data related to healthcare.   Data.gov/health     provides a collec-
tion of Federal, state, local and non-profi t collected and derived data related to 
healthcare. Prominent sources include CDC Health Statistics Report and Census’s 
American Community Survey, which provide population-based information around 
socio-economic status and healthcare utilization. Other countries have similar ini-
tiative (see for example,   HSCIC.gov.uk     in Great Britain, and   data.go.jp     in Japan). In 
addition to open data, payers have also shown successes in leveraging consumer 
retail databases like Acxiom, KBM and Epislon in their marketing, risk and care 
management efforts. For example, UPMC utilizes household level retail data, such 
as education level, marital status, and number of cars, to improve its emergency and 
urgent care forecasting capabilities [ 21 ]. Similarly, an East Coast health insurer 
identifi es patients who are likely to have scheduling and logistical constraints with 
their regular doctor’s appointment, and hence might be at increased risk of hospital-
ization [ 14 ]. 

 In addition to consumer retail data, social media data from social networking 
sites such as Facebook or Twitter, are another source of timely and personal data 
about individual consumers, offering insights such as intent to relocate, lifestyle 
habits and changes, or stress level indicators. Recent advances in information man-
agement, text analytics and entity resolution show promising results in linking 
sparse social media data with customer service records [ 1 ]. 

 Despite tremendous potential in leveraging external data to improve consumer 
experience and personalize service and care, privacy concerns pose limitations in 
linking external data to individual insured members. Moreover, not all external data 
can be easily tied to a specifi c individual or household. For example, open data such 
as publicly available survey data published by CDC or Census are reported at differ-
ent geographical summary levels. To effectively derive insight from such data, the 
data management platform needs to have the fl exibility to support integrating exter-
nal data in an agile manner, depending on different analytical and functional needs 
and privacy requirements. For example, certain types of analyses will be carried on 
the consumer location data, while other might operate on the granularity of con-
sumer segments. 

 Another signifi cant data management challenge includes curating, integrating 
and analyzing unstructured data from combined internal and external sources. 
Unstructured data generated from consumer interaction like call center, web chat 
and email, captures consumers’ stated preferences, their perceptions and relation-
ship with the health plans and providers. These insights can be integrated with 
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member record to improve engagement effectiveness like wellness programs and 
cross selling. 

 Another major source of unstructured data is clinical or device records like EMR 
or consumer-driven health mobile apps, which can greatly enrich the transaction- 
based data like claims records in care coordination and behavioral modifi cation 
programs. 

 The nature of unstructured data is highly contextual and the deployment of ana-
lytics tends to require heavy involvement of subject matter experts. Recent advances 
in Natural Language Processing (NLP) technologies provide effi cient ways to ana-
lyze human languages inherent in data generated throughout consumer and patient 
interactions. NLP translates between natural and computer languages by identifying 
text-based concepts, user sentiments, and to fi nd latent meaning and relationships 
hidden in unstructured data. The information is captured and codifi ed to enhance 
payers’ view of the consumer and can be leveraged to improve predictive modeling 
efforts.  

23.4.2     Agile Analytics Platform 

 In order to transform the growing volume and variety of consumer data into busi-
ness actions, it is imperative for payers to increase the maturity of analytics tech-
nologies focused on mining, analyzing and predicting from consumer insights. 
Some of the key challenges include:

•    The supply chain on consumer data is dynamic and goes through ongoing 
changes. New data sources of consumer information are constantly made avail-
able through new business partners and data providers. Moreover, external data 
sources differ in quality and can affect the content and schema without notice.  

•   Different business processes that utilize the same data may require similar but 
not identical sets of data elements, reports and analytics. However, it is expensive 
and ineffective to have duplicate data and capabilities.  

•   Consumer engagement requires timely insight. For example, members expect 
care management clinician to be aware of their latest medical treatments and 
wellness program activities. However, many existing analytics platforms rely on 
batch updates and are not instrumented for near real time performance.  

•   From the traditional electronic medical records to social media to consumer 
interaction data, the amount of unstructured data is growing in volume and com-
plexity. The data sources contain tremendous insights around individual consum-
ers’ clinical, behavioral and preferential information, but most payers have 
limited experience in managing and analyzing these types of unstructured data.  

•   The needs of business user are fl uid and constantly evolving. They are highly 
dependent on changing competitive landscape, business strategy, political envi-
ronment, consumer trends and emergence of new technologies. To assess the 
effectiveness of new analytics, prototype of new capabilities needs to be 
developed and implemented quickly as an enterprise-wide solution to generate 
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business value. On the other hand, the analytics need to be adaptive to changing 
business needs.    

 These challenges call for a new generation of analytics platform, armed with 
features such as:

•    Ability to allow expert users to quickly explore and analyze new data sources. 
Growing in popularity is the utilization of storage repository like data lake which 
retains all attributes using light data governance principles. An example of data 
lake storage is Hadoop-oriented object storage where metadata is captured to 
facilitate analysis design without pre-specifi cation of data requirements. This 
allows experts like data scientist and skilled business analysts to work with raw 
data directly. It enables quick exploration of data value and quality that are use 
case specifi c.  

•   Ability to access the same data and analytics modules for different business 
needs, enabled by a fl exible API services model to allow different users and dif-
ferent business processes to share the same data, reports and analytics.  

•   Ability to extract insights quickly and effectively, supported by the use of paral-
lelized data processing capabilities to reduce latency (as opposed to the tradi-
tional nightly or monthly data warehouse updates), or use of stream processing 
technologies to aggregate and analyze data in motion.  

•   Ability to effi ciently conduct semantic search and enable content analytics on 
unstructured data to enrich learning from the more traditional data sources. One 
way of achieving this is to leverage a data management standard like Unstructured 
Information Management Architecture (UIMA) to enable interfacing of different 
text analytics solutions with the enterprise data.  

•   Ability to accelerate the deployment of complex analytics solutions by leverag-
ing Dev/Ops approach to development and deployment of predictive analytics to 
facilitate the maturation from prototype to scalable production-grade capabili-
ties. One way of achieving this is via implementing enterprise-wide core analyt-
ics foundations, such that data scientists, analysts and developers all utilize the 
same business-driven data model and common analytics toolsets.     

23.4.3      Other Implications 

 More than ever, consumers are seeking the right information delivered in an easy 
to use decision support tool to assist them in their health care decisions. Consumers’ 
expectations in healthcare are shaped by their consumption experience in other 
industries, most notably retail, banking, travel and telecommunications, where 
consumer needs are increasingly infl uenced by digital channels such as web, 
mobile and social media. For example, more than 75 % of consumers noted that 
they are willing to sign up for a mobile app or website to help them adhere to their 
doctor’s treatment plan and track their health goals [ 13 ]. To meet such consumer 
expectations, payers need to compete on multi-channel presence and quality of 
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experience. This includes mobile tools, website content (design), social media par-
ticipation, consumer surveys and customer support. As a result, in the highly com-
petitive new market, payers need to rethink consumer engagement methods from 
grounds up, and use growing consumer ownership and accountability to drive sus-
tainable behavioral change, improved outcomes and lower cost of healthcare. 

 With access to most of the utilization and provider data related to healthcare 
activities for their insured members, payers are uniquely positioned to act as the 
information hub and healthcare solution agent. In parallel to maturing their 
consumer- centric data management and analytics platform, payers are expanding 
their consumer engagement platforms, ranging from self-service portals, mobile 
health platforms, social media engagement and gamifi cation, to alternative care 
delivery platforms.

•     Self-Service Portals:  Omni-channel platform enable consumers to seek infor-
mation related to their healthcare utilization decisions, from product selection, to 
healthcare service provider comparison, to wellness choices. Such platforms 
include information around product features, quality and price of care, delivered 
via interactive platform that supports diverse queries (e.g. regarding coverage, 
provider search). Furthermore, the complexity of the ACA and the surge in the 
number of people seeking insurance is driving the increase in the healthcare plan 
call center workload, and impacting the quality of service. Many elements of this 
process can be successfully diverted to the digital channels and self-help mecha-
nisms, which will drive a new wave of digitization of customer care. Examples 
include: educational aid, online tutorials, online self-service kiosks, insurance 
calculators, online discussion forums, intelligent virtual shopping assistants, 
independent consumer surveys, etc.  

•    Social Media Engagement and Collaboration Platforms:  Healthcare consum-
ers are seeking information on the Internet and in social media space to make 
informed decisions on their healthcare choices. An increasing number of indi-
viduals are willing to share their healthcare experiences and learn from others. 
Healthcare payers have increasingly leveraged social media and social collabora-
tion platforms to continuously engage with consumers [ 20 ]. They can further 
enhance consumer experience through collaboration platforms enabling conver-
sation between consumers, providers and prospects. The critical factor shaping 
the requirements for collaborative platforms in healthcare is HIPAA, which dic-
tates how privacy and personal information is to be managed between various 
stakeholders in the healthcare industry.  

•    Mobile Health Platform:  Utilization of mobile health (mHealth) platform facili-
tates the exchange of information, diagnosis, treatment, and monitors through 
phones and mobile devices from millions of individuals, which has enormous poten-
tial to lower the cost of health interactions and improve overall quality of care [ 18 ].  

 –   Healthcare, unlike many other industries, is almost entirely delivered by phys-
ical interaction between patients and health professionals. Furthermore, many 
diseases require multiple professionals to be engaged in diagnosis, treatment 
and follow-up. This need for co-location is manageable for episodic health-
care interactions. However, for chronic diseases, which require constant 
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monitoring, this is not only inconvenient, but also expensive, which often pre-
vents patients for getting ideal care. The promise of mobile health is the ability 
to achieve co- location through technology solutions, allowing patients and 
health professionals to interact without the need to be in the same place. 
mHealth platforms will allow secure connection of multiple devices to data 
management and storage systems, which can be interrogated remotely by 
health professionals or expert systems.  

 –   Payer can enable or partner with mhealth platform to enable its member to 
interact with healthcare service providers, from basic interactions such as 
voice, video or text-based messages, net-based information resources, or 
reminders generated by expert systems, all the way to sophisticate ones, such 
as remote sensors (e.g. heart or glucose monitors), smart pill dispensers, RFID 
tags which can sense when a pill has been swallowed, or “smart pills” that can 
monitor vital signs as they pass through the body.  

 –   The ability to have ongoing interactions with multiple service providers via 
mobile devices is particularly benefi cial in managing chronic or high-risk 
conditions like diabetes, respiratory and cardiac disease.  

•    Gamifi cation:  Smartphone users in the US spend an average of 158 min on 
their phones every day, with gaming taking up to 50 min (32 %) of that time 
[ 13 ]. The ability to apply gaming concepts to real-life tasks, is taking off in 
many fi elds, showing potential to improve learning, skill adoption and behav-
ioral change. In healthcare realm, gamifi cation, in form of wellness apps, can 
be applied to promote healthy lifestyles and improved self-care. Private 
insurers are beginning to develop mHealth apps, that drive behavioral change, 
for example, UnitedHealthcare has developed BabyBlocks, a game that 
incentivizes Medicaid moms to stick to their prenatal checkup appointments, 
while Aetna has launched CarePass, a platform that aggregates data from dif-
ferent health and wellness applications, within unifi ed dashboard customized 
to the user.    

 This anticipated explosion of mHealth and Alternative Care Delivery Platform 
will result in widespread reliance on distributed fi le systems (for example, Apache 
Hadoop) to store vast amounts of personal health data, images, video, GPS data, and 
chat logs for streamlined indexing and processing. Access to all of this rich, per-
sonal data, including sensors, health monitoring readings, and auto-alerts when 
readings go over thresholds set by physicians, in a real-time shared scenario creates 
exciting opportunities for traditional healthcare analytics to scale up to meet the big 
healthcare data challenge.   

23.5     Conclusion 

 Health insurance industry in the U.S. has traditionally been group and transaction-
focused. With the recent market changes driven by the ACA and the pressures to 
manage healthcare cost and improve outcomes, many U.S. payers are undergoing 
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the consumer- centric transformation, and making consumer experience and value 
delivery the number one priority. This transformation requires fundamental shift in 
how payers manage their businesses, from organizational culture, business pro-
cesses, to how they use technology as an enabler of more informed and agile 
operations. 

 As payers begin to interact with individual consumers throughout the consumer 
lifecycle, as they take more active role in impacting and changing healthcare behav-
iors, the need for scalable, timely and agile analytics capabilities to inform and 
support these dynamic interactions continues to increase. In this chapter, we 
described how the ever-increasing needs and expectations of healthcare consumers 
impact different business processes of a healthcare payer, and we highlighted the 
improvements that can be achieved by applying insights derived with advanced 
analytics. 

 While there are some success stories on how payers leverage new data sources or 
novel analytics methods in this transformation, these successes are not widespread 
in the industry and tend to impact limited number of business functions within the 
organization. As payers continue on the journey of consumer-centric transforma-
tion, the industry can benefi t from in-depth case studies of individual payers’ experi-
ence and lessons learned from the deployments of enterprise-grade Big Data 
solutions and predictive analytics platforms. 

 The primary focus of this work relates to payers’ direct engagement with indi-
vidual consumers. Another potential area for future work is to better understand 
the role of information technology, advanced analytics and collaborative solu-
tions, as payers engage different players in the healthcare ecosystem to enable 
consumer-centric business model. The ecosystem players range from traditional 
service providers (e.g. hospitals, physicians and rehab centers), to social and home 
services (e.g. social workers and home care), to emerging digital health service 
providers (e.g. wellness device providers, mobile app developers and data 
curators). 

 Payer can greatly benefi t from coordinating with these health and wellness pro-
viders in motivating and supporting consumer’s health journey. There are many 
open questions, for instance, about how to best gather, synthesize and share informa-
tion across the magnitude of service providers to improve consumer health and 
retention, how to improve analytics methods in deriving insights based on data from 
increasing number of sources, how to leverage the emerging API marketplace to 
improve payer’s consumer-centric operations, and etc.     
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    Chapter 24   
 Interoperability: E Pluribus Unum       

       David     L.     Meyers     

    Abstract     Healthcare information technology is on a quest for interoperability, 
driven by the Report of the Commission on Systemic Interoperability: “ Ending 
the Document Game ”, published in 2005. In that document, interoperability was 
described as “connectivity—constant, instant access to your medical  information…” 
(  http://endingthedocumentgame.gov/PDFs/entireReport.pdf    ) and was viewed as 
critical to nothing less than transforming health care in the United States. The report 
exhibits the frustration and, at times, anger over the sorry state of medical informa-
tion in the US, particularly as it relates to reliance on paper, poor quality of docu-
mentation content, the duplication of effort to obtain useful information, lack of 
availability across platforms and distances and especially the role that this lack of 
connectedness plays in causing actual harm to patients and huge costs to our econ-
omy. The Commission’s recommendations refl ect the imperative and urgent need 
for total reconstitution of how we obtain, share and use information in the work of 
healthcare, especially in patient care, but also in the many other activities which 
enhance health of individuals, communities and populations. The Commission pro-
jected a 10 year timetable to achieve the goals they laid out. We are not there yet, 
and in fact we still have a long way to go. 

 This chapter will describe the many terminologies, nomenclatures and classifi ca-
tion systems used in healthcare, which ultimately and ideally will be winnowed 
down, combined, modifi ed, edited and standardized into a single, uniform, encom-
passing communication tool which permits the exchange of all types of informa-
tion – clinical, fi nancial, regulatory, demographic, quality- and safety-related, public 
health and epidemiologic – between and among various digital platforms, institu-
tions, systems, applications, vendors, devices and individuals,  and  makes that infor-
mation usable without special effort by all who are authorized and need it. In short, 
 e pluribus unum .  

  Keywords     Interoperability   •   Ontology   •   Nomenclature   •   Terminology   • 
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24.1         Introduction and Overview 

 Healthcare, like virtually all human activities, is inevitably and immeasurably 
dependent on communication of useful information. The information exchanged 
can be clinical, fi nancial, administrative; educational; safety-, quality- and 
effectiveness- related; of public health signifi cance; and it can be with and among 
patients and family members, clinicians, researchers, educators, administrators, 
coders, payers, public health monitors, government regulators and other agencies 
which review safety, quality and others measures. It can take place using natural and 
formal languages, structured terminologies, standardized nomenclatures, classifi ca-
tion and coding systems, digital 1s and 0s. It is believed that widespread use of 
electronic health records (EHRs) holds the key to better care and lower costs and, to 
those ends, substantial investment has been and will continue to be made by govern-
ment and the private sector in the US to achieve these goals. 

 To facilitate communication and to serve all the various users of healthcare infor-
mation in the digital age, numerous methods and approaches have arisen over time 
to convey and manage information, each with special characteristics pertinent to its 
users. As Christopher Chute stated over a decade ago, “we are amidst a major revo-
lution in the role and capabilities of health terminologies” [ 16 ], and that revolution 
continues, perhaps with even more ferocity and urgency than when those words 
were written.  

24.2     Interoperability, the Holy Grail 

 In healthcare, one of the fundamental challenges of our age is to create and implement 
tools for naming, recording, storing and communicating information accurately and 
effectively to accomplish the goals of our enterprise, namely to foster health and, in 
its absence, to provide safe, timely, appropriate and effective care to those who need 
it. Information technology certainly provides the capabilities to handle large amounts 
of data and to do amazing things with it, and thus the opportunity exists to apply it to 
the healthcare enterprise to achieve those objectives. Yet we are not where we want to 
be. Among the reasons are: (1) our information formats are still not as accessible, 
understandable and mutually comprehensible to all parties as is necessary, that is, the 
ease-of-use and interoperability problems persist; (2) the absolute costs in money and 
time related to creating, implementing, using and maintaining them are high and the 
value proposition is not clearly resolved for the end users – clinicians and others; and 
(3) we have been overconfi dent regarding human nature and resistance to change and 
how long it would take to overcome these challenges. 

 Although some might criticize the allusion to the Tower of Babel, much work is 
still needed to bring uniformity and standardization to the various terminologies, 
nomenclatures, classifi cations and communication tools used throughout  healthcare. 
The government agency charged with coordinating and overseeing this effort in the 
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US is the Offi ce of the National Coordinator for Health Information Technology, 
ONCHIT or ONC for short. 

 This chapter will introduce the reader to some defi nitions and tools used to name, 
describe, classify, transmit and communicate information relevant to healthcare for 
use throughout the healthcare enterprise. A caveat is in order here: Like so much in 
our fi eld, our knowledge is constantly changing. Virtually all of these are in evolu-
tion, development or decline. Certainly some of the information presented will be 
out-of-date soon after publication of this text. The reader who wishes or needs to 
remain knowledgeable will need to work hard to keep up.  

24.3     Background 

 Moving from philosophy to theory to practice in health care information technology 
requires knowledge and understanding of some terms used to defi ne and describe 
that information. All of the defi nitions below are subject to various nuances, and 
different authorities may not all agree on the defi nitions presented here. 

 At the most fundamental level, early Greek philosophers used the term 
“ ontology ”, in reference to the nature of existence. In the recent history of artifi -
cial intelligence, the word has taken on additional meanings related to naming and 
cataloging according to their properties, types of things that may exist in a domain 
or subject matter fi eld, in our case health care [ 7 ,  8 ,  15 ]. 

 The following defi nitions and many others as well as a detailed discussion of 
issues around information technology in health care and patient safety were pub-
lished by the Institute of Medicine (IOM)/National Academy of Sciences (NAS) in 
its report “Patient Safety: Achieving a New Standard for Care [ 6 ].

   “ Classifi cation ”: The act of organizing information based on specifi c characteris-
tics or the result of such an activity. Also, “a taxonomy that arranges or organizes 
like or related terms for easy retrieval”.  

  “ Code ”: A numeric or alphanumeric representation assigned to a term so that it may 
be more readily processed.  

  “ Coding ”: The process of converting names or terms into codes.  
  “ Interoperability ” [ 19 ,  24 ,  33 ]: The extent to which systems and devices used in 

healthcare can exchange  and  interpret or use shared data. For systems to be 
interoperable, they must be able to exchange data and subsequently present that 
data such that it can be understood by a user or across platforms. To accomplish 
this, the system architectures and standards must make it possible for diverse 
electronic health record (EHR) systems to work compatibly in a true information 
network.  

  “ Nomenclature ”: A system of naming or of names, applicable to a particular fi eld 
or area of interest.  

  “ Terminology ”: A body of words or “terms” used in a particular fi eld of study or 
application, in this case health care. Examples include fi ndings, diseases, 
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procedures, treatments, drugs, administrative and fi nancial information, any 
information one may encounter in the provision of health care. Terminologies 
defi ne, classify, and in some cases code data content.  

  “ Vocabulary ”: is a list of words with their meanings or contexts. This is particularly 
important because certain words have different meanings depending on the con-
text in which they are used.     

24.4     The Alphabet Soup of Terminologies, Nomenclature, 
Coding and Classifi cation Systems with a Few Other 
Terms of Interest 

 What follows is a list of terminologies, nomenclatures, classifi cation and coding 
systems in current use with a brief description of their purposes. The panoply of 
entities discussed here currently serve many stakeholders and there is certainly 
overlap among some of these entities. A comprehensive list of resources is pub-
lished by the American Health Information Management Association [ 1 ].

    CDT – Code on Dental Procedures and Nomenclature  [ 2 ]: is a coding system 
created by the American Dental Association (ADA) to report dental services and 
procedures to dental insurance plans, analogous to the CPT code system, 
described below, for purposes of billing and reimbursement. It is revised and 
published annually by the ADA.  

   Classifi cation of Death and Injury Resulting from Terrorism  [ 9 ]: a set of codes 
within the framework of ICD and ICD-9 CM (see below), developed following 
the attacks on the World Trade Center in New York City and the Pentagon in 
Washington, DC on September 11, 2001, to facilitate recording of deaths from 
acts of terrorism on death certifi cates and injuries and illnesses from terrorism 
reported in healthcare records for statistical purposes and for reimbursement. For 
these purposes, terrorism is defi ned as: “… the unlawful use of force or violence 
against persons or property to intimidate or coerce a government, the civilian 
population, or any segment thereof, in furtherance of political or social objec-
tives” [ 38 ].  

   CPT – Current Procedural Terminology  [ 4 ]: A medical nomenclature created 
and maintained by the American Medical Association (AMA) used to report 
every type of medical procedure and service performed by physicians and other 
qualifi ed clinicians in all settings (hospital, offi ce, clinic, etc) for reimbursement 
under public and private health insurance programs. Physicians and other profes-
sionals generally bill for their services separately from hospitals and other facili-
ties, and do so based on CPT codes. For example, physician services are covered 
under Part B of Medicare and are reported for reimbursement using the CPT 
system. The primary CPT codes are alphanumeric consisting of fi ve digits. It is 
now in its four Revision (CPT-4). There are several sub-types of codes within the 
CPT:
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•    E & M – Evaluation and Management codes: are comprised of seven compo-
nents, including the three KEY components of patient history, physical exam-
ination and medical decision-making. The other four elements under this 
category are counseling, coordination of care, nature of the presenting prob-
lem and time spent in providing the care.  

•   Numerous modifi ers and special codes provide additional information about 
the services provided.  

•   Procedure codes – are used to report the wide variety of interventions, opera-
tions and other invasive and non-invasive procedures and treatments per-
formed in the provision of care     

   DRGs – Diagnosis Related Groups  [ 13 ]: is a classifi cation of diseases according 
to the patient’s affected organ system(s), surgical procedures performed, morbid-
ity, and gender. It originally was applied to hospital in-patient services provided 
to benefi ciaries covered under Medicare Part A (the hospital insurance portion of 
Medicare), and is now used by Medicaid and other payers. The DRG for a 
patient’s care is determined by the “principal diagnosis”, i.e., the condition which 
after evaluation is deemed to have occasioned the hospital admission. These 
diagnoses are coded using ICD-9 CM terminology; after October 1, 2015, ICD-
10 CM/-PCS, assuming it is implemented on that date, will be used (see discus-
sion under “ICD” below). The DRG model was created as part of a “Prospective 
Payment System (PPS)”, mandated by legislation which amended the Social 
Security Law of 1983 to replace the cost-plus payment methodologies in place 
since the enactment of Medicare in 1965 and which resulted in burgeoning costs 
to the program. Under the PPS, a hospital which contracts with Medicare to fur-
nish acute in-patient care to a Medicare benefi ciary (patient) is paid a fi xed pre-
determined amount for each such patient. The amount of payment to the hospital 
is established by the DRG in which the principal discharge diagnosis falls and 
several other factors which include: a “base rate” determined by Medicare which 
is the average cost to treat patients with that diagnosis, the hospital’s unique 
“blended” rate which includes the case-mix index (a weighting factor based on 
that hospital’s in-patient average severity of illness across all DRGs) and a num-
ber of other factors [ 18 ,  32 ]. Secondary diagnoses, co-existing illnesses, proce-
dures and complications of care also fi gure into the fi nal payment made for the 
individual patient’s hospitalization. The payment methodology rewards effi cient 
hospitals which can treat a patient for less than the fi xed reimbursement. Less 
effi cient hospitals can lose money when the costs of care exceed the Medicare 
reimbursement for that DRG.  

   DSM - 5 – Diagnostic and Statistical Manual of Mental Disorders – 5 edition  [ 5 ]: 
After years of preparation, DSM-5 replaced DSM-IV (including the change from 
Roman numerals to Arabic in the name of the document) in January 2014. The 
new edition, published by the American Psychiatric Association, is now the offi -
cial classifi cation of mental disorders and diagnostic tool used by mental and 
other health professionals in the United States. It contains a listing of diagnostic 
criteria for every psychiatric disorder and mental health diagnosis recognized in 
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the U.S. healthcare system, and is used in all settings by psychiatrists, other phy-
sicians, social workers, nurses and other professionals who provide mental health 
services. The DSM-5 directs providers to the appropriate codes in the ICD-9 CM 
(until October 1, 2015) and in ICD-10 CM beginning on October 1, 2015 for 
determination of diagnosis codes used in billing and reimbursement.  

   HCPCS – Healthcare Common Procedure Coding System  [ 12 ]: is a two level 
standardized coding system used by hospitals to bill for services and care. Level 
I is identical to the CPT coding system developed and maintained by the AMA 
(see above); it identifi es medical services and procedures performed by physi-
cians and other healthcare professionals in hospital outpatient settings. Level II 
is a standardized coding system for describing and identifying health care equip-
ment and supplies – ambulance services, durable medical equipment, prosthetics 
and other materials – used in health care encounters outside a physician’s offi ce 
that are not included in HCPCS level I codes. Level 2 codes are alphanumeric 
with a letter and four digits.  

   HCUP – Healthcare Cost and Utilization Project  ( HCUP ,  pronounced  “ H - 
Cup    ”,  not  “ hiccup ”) [ 23 ]: is a “family of databases and related software tools 
and products developed through a Federal-State-Industry partnership and spon-
sored by the Agency for Healthcare Research and Quality (AHRQ).” The infor-
mation in HCUP databases is derived from discharge abstracts and contains 
administrative data as well as encounter-level clinical and nonclinical informa-
tion including all listed diagnoses and procedures, discharge status, patient 
demographics, and charges for all patients across all payers – Medicare, 
Medicaid, private insurance, uninsured, etc. These databases enable research on 
a broad range of health policy issues, including cost and quality of health ser-
vices, medical practice patterns, access to health care programs, and outcomes of 
treatments at the national, state, and local market levels.  

   HEDIS – Healthcare Effectiveness Data and Information Set  [ 31 ]: is a proprie-
tary tool developed by the National Committee for Quality Assurance used by a 
large number of health plans, managed care and other healthcare organizations to 
measure and compare performance on certain aspects of care and service pro-
moted as markers for quality and effectiveness. Meeting certain standards of the 
NCQA can result in “certifi cation” by the NCQA. The measured parameters, 
which are updated annually and may be added, changed or removed, are chosen 
for their application to large numbers of people and/or their relevance to quality 
and effectiveness of care. The monitored data is obtained from surveys, claims 
and medical record reviews.  

   HIPAA – Health Insurance Portability and Accountability Act of 1996  [ 14 ]: In 
order to protect the privacy and security of individually identifi able healthcare 
information, this wide-ranging law and the regulations pursuant to it established 
national standards for the protection and exchange of such information with par-
ticular attention to electronic transmission. Enforcement is the responsibility of 
the federal Offi ce of Civil Rights (OCR). “Covered entities” and “business asso-
ciates” are defi ned in the law and required to observe it. Other specifi ed entities 
are excluded from compliance. The data covered by the law include: claims for 
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payment and encounter information, payment and remittance advice, claim sta-
tus, eligibility, enrollment and disenrollment, referrals and authorizations, coor-
dination of benefi ts and premium payment. The following specifi c code sets for 
diagnoses and procedures are required to be used in all transactions by a covered 
entity of business associate: HCPCS, CPT-4, CDT, ICD-9, ICD-10 and 
NDC. These code sets are described elsewhere in this chapter.  

   HL7 – Health Level Seven  [ 20 ] is a non-governmental membership organization 
founded in 1987 for the purpose of fostering a “comprehensive framework and 
related standards for the exchange, integration, sharing, and retrieval of elec-
tronic health information that supports clinical practice and the management, 
delivery and evaluation of health services”. The goal is ease of transmission and 
communication of clinical and administrative data across disparate healthcare 
applications and within and across healthcare organizations and international 
boundaries, in other words to solve the problem of interoperability by promoting 
specifi cations to make systems exchange data and present that data such that it 
can be understood by all users or across platforms. These specifi cations are 
developed through collaboration among the members of the organization in vari-
ous work groups, forums, conferences and educational sessions. Some achieve-
ments and projects include:

•    The HL7 Consolidated Clinical Data Architecture (C-CDA) [ 25 ] is the latest 
iteration of a base standard for the construction and organization of all kinds 
of clinical text documents such as discharge summaries, operative and prog-
ress notes, narrative reports, etc. It ensures that all text documents maintain 
the same organization of content to enable sharing between healthcare enti-
ties, i.e., interoperability, using vocabularies such as Systematized 
Nomenclature of Medicine Clinical Terms (SNOMED CT) and Logical 
Observation Identifi ers, Names, and Codes (LOINC) to encode concepts in 
the documents and also allow for scanned images and other fi les. It is both 
machine and human readable.  

•   HL7 has also taken on responsibility for developing a standardized functional 
model for EHR systems for use by system builders to help accelerate adoption 
of EHR systems. The model requires that consistent terminologies be used to 
provide a standardized language for all EHR systems which will facilitate the 
mapping of local terminologies to the specifi ed standard terminologies.  

•   FHIR (pronounced “fi re”) is a new standards framework created by HL7 for 
exchanging healthcare information electronically. It combines features of pre-
viously developed specifi cations based on current and emerging web stan-
dards and focusing on ease of implementation [ 21 ].     

   ICD – International Classifi cation of Diseases : is a system of disease classifi ca-
tion, now in use world wide in its 10 revision with the 11 revision under way. The 
ICD itself is the successor to a long history of efforts to classify causes of death 
and disease that began, in our current era at least, several centuries ago with early 
British work by John Graunt who sought to bring order to the process of tracking 
and recording causes of death in the latter half of the 16th century [ 16 ,  45 ]. While 
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the growing need for a compendium of causes of death and diseases was recog-
nized in the early 1800s, and took on some urgency, it took decades before the 
international community agreed on establishing such a process. By the late nine-
teenth century, efforts including a series of international convocations to focus on 
causes of death led to the International List of Causes of Death, which ultimately 
evolved to become the ICD, and the approved system was revised and updated 
every 10 years. The value of a similar classifi cation for morbidity and diseases 
was also recognized in the mid-nineteenth century, including, in 1860, Florence 
Nightingale’s proposal for adoption of a classifi cation for tracking hospital data. 
It took several decades more for an international agreement to accomplish this in 
1900. Following a period of decennial updates and revision of the system then in 
place, in 1948, the two classifi cations were joined into the  International 
Classifi cation of Diseases ,  Injuries ,  and Causes of Death  and accepted by the 
international community. Decennial updates have continued to the present time 
when ICD-10 is now the world standard for tracking these conditions. 

 In 1978, the 9th Revision of ICD (ICD-9) was published followed in 1979 by an 
adaptation, the Clinical Modifi cation (ICD-9 CM), which included more detail 
on diseases, especially chronic ones, more frequently encountered in the United 
States compared to the developing world. In the US, ICD-9 CM is used for the 
purpose of assigning diagnosis and procedure codes which are in turn used by 
hospitals, Medicare and other health insurers as the basis for DRGs (see above) 
and hospital billing and reimbursement. 

 The 10th revision of ICD (ICD-10), is currently the classifi cation standard in the 
US for mortality and death certifi cate data. The version of ICD-10 that is 
intended to replace ICD-9-CM consists of two subsets of codes, ICD-10-CM to 
replace the diagnosis code component of ICD-9-CM (volumes 1 and 2) and 
ICD-10-PCS (Procedure Coding System) to replace procedure codes in ICD-
9-CM (volume 3). ICD-10-CM and -PCS have nearly 72,000 codes, while ICD-
9-CM has ~17,000 codes. 

 The original transition from ICD-9 CM to ICD-10-CM/-PCS was to take place 
October 1, 2013. Objections and concerns about cost and complexity of imple-
mentation, raised by various affected parties, especially physicians, critical 
access hospitals (hospitals certifi ed under a set of Medicare Conditions of 
Participation (CoP) 1 , which are structured differently than the acute care hospital 
CoP) and others, led the US Congress to pass legislation to delay it for 1 year. As 
the new deadline of October 1, 2014 loomed, again physicians and other parties 
raised concerns and objections, leading to another 1 year postponement. The new 
start date is now scheduled for October 1, 2015 when all entities covered by the 
Health Insurance Portability and Accountability Act (HIPAA – see above) are 
scheduled to convert. At the time of this writing, it appears that it will be imple-
mented on that date, although strong opposition continues based on the concerns 
over anticipated costs, complexity, readiness and the presumed availability of 
ICD-11 in the near future, possibly as early as 2017.  

1   http://www.hrsa.gov/healthit/toolbox/RuralHealthITtoolbox/Introduction/critical.html 
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   ICF – International Classifi cation of Functioning ,  Disability and Health  [ 44 ]: 
fi rst published in 1980, this is a World Health Organization classifi cation system 
for health and functional capability, developed to standardize language and cre-
ate a framework for describing health and health-related states in terms of body 
structure and function and relates these elements to “what an individual can do 
in a standard environment (level of capacity) and what the individual can actually 
do (level of performance)”. These states “are classifi ed from body, individual and 
societal perspectives by means of two lists: one of body functions and structure, 
and another of domains of activity and participation. In ICF, the term ‘function-
ing’ refers to all body functions, activities and participation, while disability is 
similarly an umbrella term for impairments, activity limitations and participation 
restrictions. ICF also lists environmental factors that interact with all these com-
ponents.” An important element of this system is that, rather than a model of 
health and disability, it views health on a continuum with an individual’s level of 
function as the key determinant of what resources are needed to aid the individ-
ual to achieve his or her optimal performance, and a recognition that virtually all 
of us will at some time function at some level less than our ideal or optimum.  

   LOINC – Logical Observation Identifi ers ,  Names and Codes  [ 29 ,  30 ]: is a data-
base for reporting laboratory and other clinical observations in a common lan-
guage. Originating at the Regenstreif Institute in 1994, its purpose was to create 
a universal code system for laboratory test names, results and observations in 
order to facilitate electronic exchange of information and pooling of results. 
Having been adopted as the federal interoperability standard for lab test orders 
and drug label section headers, it provides a uniform means of sharing such 
information between healthcare entities, including facility-based and outsourced 
laboratories. It is also being used to encode other healthcare information, such as 
text document titles, mental health instruments, ventilator settings, electrocar-
diogram parameters, clinical scoring tools, imaging exams and more.  

   MU – Meaningful Use  [ 26 ]: is a US government program created under the Health 
Information Technology for Economic and Clinical Health (HITECH) Act, a part 
of the American Recovery and Reinvestment Act of 2009. Its purpose is to facili-
tate adoption of electronic health records technology in order to improve quality, 
safety and effi ciency in healthcare and reduce health disparities. The MU pro-
gram has three components:

    1.    Use EHR technology to improve care and effi ciency;   
   2.    Enhance the electronic exchange of information to improve outcomes;   
   3.    Provide for electronic submission of clinical and quality measures.    

  Specifi c objectives are established that eligible professionals (EPs) and hospitals 
must achieve to qualify for fi nancial incentives and avoid penalties. The pro-
gram, managed by the Centers for Medicare and Medicaid Services, began in 
2011 and is being implemented in three stages to be fully in place in 2016.  

   NDC – National Drug Codes : is a current list of all drugs manufactured, prepared, 
propagated, compounded, or processed for commercial distribution. Mandated by 
the Federal Food Drug and Cosmetic Act, drug products are identifi ed and reported 
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using a unique, three-segment number, which serves as a universal product identi-
fi er for drugs. It is overseen by the Food and Drug Administration (FDA).  

   Newborn Screening Coding and Terminology Guide  [ 40 ]: describes electronic 
health data standards to be used in recording and transmitting newborn screening 
test results. Included are standard codes and terminologies for such tests as well 
as the conditions for which they are performed and links to related sites. It is 
anticipated that “use of these standards can speed the delivery of newborn screen-
ing reports, facilitate the care and follow-up of infants with positive test results, 
enable the use (and comparison) of data from different laboratories, and support 
the development of strategies for improving the newborn screening process.”     

24.5     Nursing-Related Datasets and Classifi cation Systems 

 Among these systems, there is a fair amount of overlap or duplication. Some have 
gained more widespread use than others, but a signifi cant number of nurses do not 
use any of the standardized tools. It is likely that some will persist and fi nd wider 
use, others will merge, and still others will ultimately decline and disappear, to be 
of historic interest only. This listing is not comprehensive, but rather representative 
of such systems.

    CCC – Clinical Care Classifi cation  ( formerly HHCC – Home Health Care 
Classifi cation system ) [ 39 ]: was developed by V Saba and colleagues as a stan-
dardized framework and a unique coding structure for assessing, documenting, 
and classifying patient care provided by nurses and other clinical practitioners. 
CCC has two sets of interrelated terminologies – Nursing Diagnoses and Nursing 
Interventions. The system consists of 21 Care Components, modeled around the 
“Nursing Process Standards of Care”, namely Diagnosis, Outcome Identifi cation, 
Planning, Implementation, Evaluation, and Assessment [ 35 ].  

   ICNP – International Classifi cation for Nursing Practice  [ 43 ]: is a system of 
classifi cation of all the domains of nursing practice. It can be used to compose 
and represent diagnoses, interventions, and outcomes in a hierarchical manner 
and includes subsets for selected health priorities, including nursing outcome 
indicators, pediatric pain management, palliative care and adherence to treat-
ment. Goals are for these data sets and parameters to describe nursing care in a 
uniform way and to facilitate: (1) communication across languages, settings of 
care, geography, time and clinical populations; (2) comparison of nursing care; 
(3) research; (4) identifi cation of trends; (5) policy-making.  

   NIC – Nursing Interventions Classifi cation  [ 36 ]: developed at the University of 
Iowa, it is a standardized classifi cation tool consisting of 554 nursing interven-
tions, performed both independently and in collaboration with others. Its uses 
include “clinical documentation, communication of care across settings, integra-
tion of data across systems and settings, effectiveness research, productivity 
measurement, competency evaluation, reimbursement, and curricular design”.  
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   NOC – Nursing Outcomes Classifi cation  [ 37 ]: also developed at the University of 
Iowa, this tool provides a comprehensive, standardized classifi cation for nearly 
500 nursing outcomes. It also has been designed for use in many care settings 
and patient populations and by non-nursing professionals.  

   NMDS – The Nursing Minimum Data Set  ( NMDS ): is an early classifi cation 
system to standardize the collection and recording of nursing care data obtained 
and/or used by nurses in the delivery of care. It is used in direct patient care set-
tings to provide accurate descriptions of assessments, diagnoses, care and 
resources used in the provision of nursing services and in public health, policy- 
making and research, it enables comparison of such data across populations, 
settings, geographic areas and time.  

   OASIS – Outcome and Assessment Information Set  ( OASIS ) [ 11 ]: The  O utcome 
and  AS sessment  I nformation  S et (OASIS) is a group of data elements that relate 
to the comprehensive assessment of adult home care patients and the measure-
ment of patient outcomes in the context of outcome-based quality improvement 
(OBQI) efforts.  

   Omaha System  [ 34 ]: is a classifi cation system originally developed in the 1970s by 
the Visiting Nurses Association of Omaha, Nebraska. It consists of three compo-
nents – a problem classifi cation system based on client assessment, an interven-
tion scheme refl ecting care plans and services and a problem rating scale to 
measure client progress. Its components map to those of the INCP (above).   

    RxNorm  [ 42 ]: RxNorm is a nomenclature system for generic and branded drugs 
developed by the US National Library of Medicine (NLM). It provides standard-
ized names including ingredient(s), strength(s), dose(s) and unique identifi ers as 
well as related drug names. These names are linked to other drug vocabularies. 
The methodology allows different drug and pharmacy systems to communicate 
reliably and unambiguously. It includes prescription and many over-the-counter 
drugs and drug packs containing multiple drugs or sequences of drugs available 
in the US. It does not include radiopharmaceuticals, contrast media, food or 
dietary supplements or medical devices.  

   RBRVS – Resource - Based Relative Value Scale : is a system of physician pay-
ment based on the amount of physician resources expended in providing the 
services. These amounts were derived from the research of Dr William Hsaio and 
colleagues at the Harvard School of Public Health published in 1988 [ 27 ]. Their 
study analyzed the many activities physicians do (there are roughly 8000 proce-
dure codes in the CPT-4 code book) and assigned units of relative value to them 
(Relative Value Units – RVUs) according to three components. First, the physi-
cian work RVUs, accounting for ~48 % of the total relative value were based on 
how much time was required to perform the service, the technical skill, judg-
ment, mental and physical effort required and the stress due to the potential risk 
to the patient. Second, the practice expense RVUs, accounting for another ~48 %, 
originally were determined by a formula based on average Medicare charges, a 
formula since modifi ed to refl ect practice costs related to the specifi c CPT code 
and site of the service. Third, the professional liability RVU is determined from 
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malpractice premium costs and several other factors; it accounts for ~4 % of the 
total RVU for each service. The components are combined and multiplied by a 
conversion factor and adjusted for geography to determine the payment. This 
system replaced the prior physician payment model.  

   SNOMED CT – Systematized Nomenclature of Medicine – Clinical Terms  [ 28 ] is 
a comprehensive, international, multilingual clinical healthcare terminology, origi-
nally created by the College of American Pathologists (CAP) and now owned, 
maintained, and distributed by the International Health Terminology Standards 
Development Organization (IHTSDO), a not-for-profi t association in Denmark of 
which the National Library of Medicine is a member, allowing free use in the 
US. With almost a million descriptions for clinical concepts, it provides a common 
language for indexing, storing, retrieving, and aggregating clinical data across spe-
cialties and sites of care, as well as be mapped to ICD-9/10 and other coding sys-
tems. SNOMED CT’s content is represented by three components:

•     Concepts  representing clinical meanings that are organized into hierarchies  
•    Descriptions  which link appropriate human readable terms to concepts.  
•    Relationships  which link each concept to other related concepts.    

 Among its features which have contributed to increasing use are:

•    its design and organization allow for use by clinicians, researchers, public health 
and disease surveillance agencies, auditors and regulators, administrators, man-
agement and planning agencies;  

•   its capacity for expansion as medical knowledge, clinical and other needs evolve;  
•   machine-readable with ease of entry and retrieval of data and information     

   SNODENT  is a similar nomenclature which applies to dental care and services. It 
is a subset of SNOMED-CT [ 3 ].  

   UHDDS – Uniform Hospital Discharge Data Set and UACDS – Uniform 
Ambulatory Care Data Set  [ 10 ]: are compendia of standardized data ele-
ments and their defi nitions relating to, respectively, in-patient services pro-
vided in acute care hospitals and ambulatory care settings. Originally developed 
for use by Medicaid and Medicare, they are now used by most payers. For the 
UHDDS, the elements include patient identifi ers and demographic information 
such as date of birth, age, gender, ethnicity, marital status, address; provider/
hospital or health facility information including unique institution identifi ca-
tion number, type of facility, date and type of admission, discharge date, 
assigned physician(s); and patient specifi c clinical information such as princi-
pal and other diagnoses, services and procedures rendered, disposition of 
patient; and fi nancial information related to source of payment for services. 
The UACDS includes similar elements; an exception is the patient’s stated rea-
son for the encounter.  

   DEEDS – Data Elements for Emergency Department Systems  [ 22 ]: now in its 
three version, is a similar compendium of uniform standardized data for emer-
gency department services developed nearly 20 years ago by the national Center 
for Injury Prevention and Control.  
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   UMLS – Unifi ed Medical Language System  [ 41 ] is a set of fi les and software 
maintained by the National Library of Medicine representing numerous health 
and biomedical vocabularies and standards made available to facilitate 
 interoperability and the development of computer systems that perform a range 
of functions across many types of health information.    

 Although by no means a complete list, many of the nomenclatures, coding 
and classifi cation systems described here do not meet the two criteria of full 
interoperability, i.e., they do not exchange information between and among 
each other nor is the data usable by each entity. Each of these was developed to 
meet the needs and serve the purposes of a particular set of stakeholders. Some 
have broadened their utility to accommodate multiple user communities and are 
fully or close to achieving interoperability. Many simply do not and will not 
reach that level of performance; they likely will become extinct or used in very 
limited settings. Others will evolve and mature to fi nally achieve that heretofore 
lofty goal. It really is a matter of time and ingenuity, the latter of which is cer-
tainly in abundant supply in the healthcare information technology arena, that is 
you dear readers.  

24.6     Conclusion 

 The systems of terminology, nomenclature and, classifi cation described above rep-
resent important concepts and tools with which the healthcare IT professional must 
be familiar, and many of the items are likely to be encountered in some fashion in 
day-to-day work. Some, of course, play less of a role in daily clinical practice and 
patient care, but most in some way impact the communication and/or use of impor-
tant information which drives the healthcare enterprise. While, in some respects, we 
may be closer to achieving Cimino’s desiderata [ 17 ], at least for some of the nomen-
clatures and vocabularies described here, we still face signifi cant challenges to 
reach those goals. In the future, it is hoped many of these systems can be consoli-
dated into fewer or ideally one universal system and the elements will be completely 
interoperable. Essential to keep in mind as we go forward is the absolute imperative 
that healthcare information technology must ultimately make it as easy as possible 
for patients to get what they need, clinicians to make the right decisions and do the 
right things for their patients, for the larger community to benefi t from lessening the 
burden of illness and to increase the value for the dollars spent on healthcare. It is 
incumbent on all of us to remember the end benefi ciary of our efforts – the patient, 
ourselves.     
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    Chapter 25   
 Privacy and Data Security: HIPAA 
and HITECH       

       Joan     M.     Kiel      ,     Frances     A.     Ciamacco     , and     Bradley     T.     Steines    

    Abstract     With the Omnibus Final Health Insurance Portability and Accountability 
Act (HIPAA) Rule of September 2013, privacy and security of patient health infor-
mation has been further tightened. Looking back from 2002 when HIPAA was fi rst 
released, monetary penalties have increased as has the scrutiny surrounding the pro-
tection of patient health information. With numerous updates and additions, such as 
the Health Information Technology for Economic and Clinical Health Act, 
(HITECH), to the original HIPAA Rule, managers have to be akin to the changes as 
any day can bring a HIPAA complaint or breach. In this uncertain environment, 
breach management is a critical part of working with HIPAA. HIPAA and HITECH 
are laws which are to be operationalized into an organization’s standard operating 
procedures.  

  Keywords     HIPAA   •   Security   •   Breaches   •   Risk analysis   •   Privacy   •   Patient health 
information  

     As focus and emphasis on the privacy and security of patient protected health infor-
mation (PHI) continues to grow, so do the sanctions associated with a violation of 
such tenets. The year 2014 saw the largest monetary settlement to date regarding a 
data breach involving PHI. 
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 In the case in point, New York Presbyterian Hospital (NYP) and Columbia 
University (CU), operating under a joint arrangement, failed to adequately secure 
the electronic PHI of nearly 7,000 patients, leading to a breach of sensitive patient 
information. Upon investigation into the matter, the Department of Health and 
Human Services (HHS) Offi ce for Civil Rights (OCR) determined that neither NYP 
nor CU had made “data security central to how they manage their information sys-
tems.” NYP and CU ultimately settled charges stemming from the breach with the 
OCR in the amount of $4.8 million [ 1 ]. 

 Suits and settlements such as the above are becoming more commonplace. 

25.1     The Emergence of HIPAA, HITECH, 
and the Omnibus Rule 

 The Health Insurance Portability and Accountability Act (HIPAA) of 1996 was cre-
ated to provide health insurance portability for individuals, to protect the privacy 
and security of patient health information, and to eradicate fraud and abuse. Also 
known as the Kennedy-Kassebaum Act or the Administrative Simplifi cation Act, 
HIPAA was enacted on August 21, 1996 (  http://www.ihs.gov/hipaa    ; accessed 
October 18, 2014). The law applies to all healthcare providers, clearinghouses, and 
healthcare plans, known collectively as “HIPAA Covered Entities”, who conduct 1 
or more of 11 transactions electronically, including billing and receiving payment 
for healthcare services. 

 The original impetus for HIPAA emanated from both providers and consumers. 
Providers wanted standardization and simplifi cation of healthcare claims. Multiple 
healthcare claim forms, both paper and electronic, had previously existed. This 
inconsistency necessitated that when transmitting claims data, many times the data 
would thus fi rst be passed through a clearinghouse, formulating the outgoing data 
from the provider to the receiving payer organization, and vice versa. This “added 
step” increased both time and cost to the process. HIPAA standardized claim sub-
missions, such that the sender and the receiver would now have the same formage. 
Consumers demanded privacy and security of their patient health information, 
including all oral, paper, and electronic notations. HIPAA thus became integral 
throughout the delivery of quality healthcare, and if not adhered to, raises wide 
ranging implications. 

 The standards set forth in the 1996 passage of HIPAA have since been amended 
and added to via subsequent legislation, all of which has been consolidated under 
the HIPAA Omnibus Rule (Omnibus Rule), passed in 2013. The intent of the 
Omnibus Rule was not only to consolidate the ever evolving obligations and tech-
nology associated with the delivery of healthcare, but also to promote objectivity 
and consistency in the analysis of potential breaches patient privacy.  
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25.2     The Timeline of HIPAA 

 In 1996 HIPAA was passed as federal law with the intents to safeguard the privacy 
of protected health information, to establish national standards for health care trans-
actions, and to secure the information that are the subject of the transactions. To this 
end, six rules of HIPAA were released for implementation between 2002 and 2007.

    1.    Transactions and Code Sets: Has established standard formats and coding of 
electronic claims and related transactions. Implemented October 16, 2002.   

   2.    Privacy Rule: Has established guidelines for the use and disclosure of patient 
health information. Implemented April 14, 2003   

   3.    National Employer Identifi er Rule: Has established the federal tax identifi cation 
number as an employer’s national identifi er. Implemented July 30, 2004.   

   4.    Data Security Rule: Has established technical and administrative protocols for 
the security and integrity of electronic health data. Implemented April 20, 2005.   

   5.    Enforcement Rule: Has established rules on how the Government enforces 
HIPAA. Implemented February 16, 2006   

   6.    National Provider Identifi er Rule: Has established a national identifi er for each 
provider and the mechanisms for disseminating, storing, and updating the identi-
fi er. Implemented May 23, 2007 [ 2 ].     

 In 2009, the Health Information Technology for Economic and Clinical Health 
Act (HITECH) was passed as a subset of the American Recovery and reinvestment 
Act (ARRA). Although it focused on the utilization of electronic health records and 
meaningful use, it also expanded the Privacy and Security Rules of HIPAA. In 2013, 
HIPAA was further modifi ed and the Final Rule of HIPAA known as the Omnibus 
Rule was implemented. Some of the highlights include obligations to business asso-
ciates, increased rights for patients to access and restrict disclosure of their PHI, 
rules for use and disclosure of PHI, and clarifi cation of the Enforcement Rule [ 3 ] 
(New Privacy and Security Omnibus Rule Released, Robert Tennant and Amy 
Nordeng, MGMA Connexion, April 2013, page 18 of 18–21).  

25.3     Security 

 The HIPAA Security Rule was enacted to prevent patient health information from 
being accessed by those without a “need to know”. It is paramount that the security 
and integrity of electronic health data must be protected from unauthorized users. 
Although electronic exchanges and storage of medical information is prevalent, 
HIPAA security encompasses physical and administrative security in addition to 
technical security. 
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 The Security Rule challenges that all electronic transmissions maintain a balance 
between being accessible, but also being secure and confi dential. Information tech-
nology systems will follow the ANSI (American National Standards Institute) 
Standards for interfacing with, including storing, accessing, and transmitting data, 
all systems. In addition, the Security Rule encompasses various technical and oper-
ational policies and procedures such as password maintenance and management, 
incident reporting, periodic reminders to ensure a secure environment, virus protec-
tion, and monitoring of log in and user access. 

 Data intrusion and breaches of privacy and security protocols are not concerns 
unique to the health care industry. Long gone are the days where customer records 
exist on a single piece of physical paper locked away neatly in a fi ling cabinet. 
Today’s world is fi lled with the ability to immediately access and transmit mass 
amounts of information of all kinds. Customer information is not only used to 
facilitate direct transactions, but it is also warehoused and data-mined for down-
stream use. 

 As large amounts of information are utilized by the commercial sector such 
ways, the information is in turn exposed to the risk of intrusion. Further, as the num-
ber of individuals whose information an entity utilizes continues to climb, and the 
detail associated with that information becomes increasingly more detailed, the 
likelihood that a breach of that information would be a major issue affecting a large 
population grows exponentially in turn. 

 An entity’s data security measures must be robust enough to combat current 
threats, while remaining nimble enough to adjust to an ever changing world of risk. 
Unfortunately, it is tempting to become complacent in times of minimal breach 
activity, relying on outdated or insuffi cient security processes. When a technologi-
cally savvy criminal element is added to this mix, the setting is ripe for compromise. 
It was exactly this climate of risk that yielded an epidemic of large-scale data 
breaches in 2013 and 2014.

   Target (2013) – Approximately 110 million people affected  
  JP Morgan Chase (2014) – Approximately 75 million people affected  
  Home Depot (2014) – Approximately 56 million people affected  
  Evernote (2013) – Approximately 50 million people affected  
  Living Social (2013) – Approximately 50 million people affected  
  Adobe (2013) – Approximately 40 million people affected [ 4 ]    

 A breach is the acquisition, access, use, or disclosure of protected health infor-
mation in a manner which compromises the security or privacy of the protected 
health information (45CFR164.402) [ 5 ]. A disclosure to unintended recipients is 
reportable under HIPAA to the affected individuals and the Department of Health 
and Human Services. In addition, if the affected number is 500+, the breach must be 
reported publically and to the media. Breaches must be investigated according to 
four factors:

    (a)    The nature, extent, and level of detail of the patient health information involved: 
In investigating this factor, one would examine if the information was publically 
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available. Was only demographic information sent and does this escalate the 
risk of identity theft. Are there any embarrassing elements to the patient health 
information? Lastly, even if a patient name was not used, does the patient health 
information lead one to have the ability to identify the patient.   

   (b)    Identity of the recipient: Is the recipient a HIPAA covered entity and thus 
employing privacy and security standards? Would the recipient know what to 
do with the patient health information in regards to the sender?   

   (c)    Whether the patient health information was actually acquired or viewed: Was 
the patient health information encrypted? Who saw what and was their further 
disclosure? How did the covered entity become aware of the situation?   

   (d)    What mitigation steps were taken: If the patient health information was in paper 
format, was the original copy returned or destroyed; were further copies made? 
If electronic, was there remote scrubbing of devices and drives. Did law enforce-
ment need to be contacted? [ 6 ]    

  In looking at the four factors, breaches are to be evaluated based on the unique 
facts and situation. If an allegation or suspicion is substantiated, but a low probabil-
ity of compromise is legitimately determined, the matter may still be a breach or 
violation of a standard, but it is not reportable. In contrast, if a risk assessment is not 
performed, the breach determination reverts to the presumption of the event being 
reportable. 

 In 2012, Massachusetts Eye and Ear Infi rmary and Eye and Ear Associates 
(MEEI) settled with the Offi ce for Civil Rights for $1.5 million. It was found that 
there was theft of an unsecured and unencrypted laptop containing PHI. In addition, 
MEEI failed to take the necessary steps to comply with the Security Rule [ 7 ].   http://
www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/meei-agreement.html    . 

 In 2012, the Alaska Department of Health and Human Services (DHHS) settled 
with the Offi ce for Civil Rights for $1.5 million. It was found that a USB hard drive 
was stolen out of an employee’s vehicle. The portable device was unsecured and 
unencrypted and thus patient health information could be accessed. In addition, the 
covered entity did not have HIPAA policies and procedures in place concerning 
security encryption of devices or appropriate risk analysis for breaches [ 8 ].   http://
www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/alaska-agreement.html    . 

 In 2014, New York Presbyterian Hospital (NYP) and Columbia University (CU) 
had a violation while sharing a network and fi rewall. A physician was able to pull 
protected health information onto another server without HIPAA compliant techni-
cal safeguards. This resulted in the public being able to view patient health informa-
tion via an internet search engine. Six thousand, eight hundred patients were 
involved and the resultant fi ne to the Offi ce for Civil Rights was $4.8 million [ 9 ]. 

 HIPAA covered entities must appoint a person to direct their HIPAA security 
efforts. A major responsibility of the security person is to conduct an information 
technology security audit. The audit examines how compliant the software and hard-
ware are with the HIPAA mandated ANSI standards and how compliant the organiza-
tion is in following the standards. The HIPAA Security Rule involves technical, 
administrative, and physical security and all three are under the auspices of the secu-
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rity person. Technical security involves the information technology security such as 
passwords. Administrative security involves having the policies and  procedures for 
the HIPAA security Rule. Physical security involves ensuring that patient health infor-
mation is secure in the physical environment such as having locked cabinets for stor-
age of patient health information. The security person will also determine the 
employees who have a “need to know” and have role based access to patient health 
information; they must then undergo training and adhere to HIPAA policies. The 
Security Rule also mandates about developing a disaster recovery plan and routine 
back-ups for all electronic information. Facilities must identify a contingency plan to 
restore any loss of data and to identify safe storage locations such as an off-site mine. 
Disaster plan testing and recovery are to be performed. 

 The HIPAA Security Rule is more than information technology, but also how the 
employees interact and utilize PHI. To this end, a Computer Usage Policy, again 
based on the “need to know” principle, specifi es how the information technology 
system is to be used in an organization. Computer workstations must be safeguarded 
such that unauthorized users cannot gain access. In addition the transfer of data 
must be protected. Employees also agree to certain restrictions such as not access-
ing information for personal gain, preventing others from using your system, and 
cooperating with audits and monitoring of technology usage. 

 Moreso, the Security Rule must become a part of daily operations through poli-
cies, procedures, and standard operating practices of all PHI, oral, written, and elec-
tronic, including social media. A covered entity’s policies and procedures for 
electronic information systems that hold ePHI are to allow access only to those 
persons or software programs that have a role based need to know. A covered entity 
can meet the requirements by doing the following:

    1.    Require unique user identifi cations whereby the covered entity assign a unique 
name and/or number for identifying and tracking user identity.   

   2.    Have emergency access procedures whereby a covered can obtain necessary 
ePHI during an emergency.   

   3.    Consider using an automatic log-off such that the covered entity can terminate an 
electronic session after a predetermined time of inactivity.   

   4.    Use encryption and decryption for ePHI [ 10 ]. (  http://library.ahima.org/xpedio/
groups/public/documents/ahima/bok1_049463.hcsp?dDocName=bok1_
049463    ; Accessed October 18, 2014)     

 Thus far, the security topic has focused on protecting patient health information. 
But what happens when a facility no longer has to save the health information either 
as mandated by law or organizational policies and procedures? The answer lies in the 
destruction and disposal mandates for health information. When disposing of health 
information, one must ensure that the data is destroyed and cannot be resurrected. 
Simply removing it from the property or deleting computer fi les is not adequate. What 
are needed are strict mandates on the internal and external destruction of health infor-
mation, and disposal of physical computers and health information. Keep in mind, 
because healthcare organizations may contract this task to an outside vendor, this 
vendor must also abide by HIPAA regulations. Here the outside vendor cannot use or 
disclose the patient health information. In addition, the vendor will use safeguards to 
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ensure that the patient health information is not disclosed during the destruction pro-
cess, but if a disclosure does occur, the vendor will notify the facility immediately. If 
the vendor subcontracts to another agent, that agent must be known to this facility and 
must abide by the HIPAA regulations. Patient health information shall be permanently 
destroyed such that there is no possibility of reconstruction of the data. Paper records 
can be destroyed by burning, cross shredding, pulping, and pulverizing. Microfi lm 
and microfi che can be destroyed by recycling and pulverizing. Magnetic data can be 
destroyed by degaussing [ 11 ]. A Certifi cate of Destruction must then be completed 
and retained by the organization. 

 As with the external destruction of health information, all patient health informa-
tion that is to be internally discarded is to follow a procedure of destruction that will 
comply with the HIPAA regulation and ensure privacy, security, and confi dentiality of 
all patient health information. Because patient health information is a component of 
normal business operations, the internal destruction policy mandates that the organi-
zation destroy patient health information that no longer has a business function and 
can rightfully be destroyed under law. Facilities can utilize shredders at the end of 
each shift or as the information to be destroyed has completed its business function. 

 The last measure of health information destruction is computer disposal, the 
actually physical hardware being rendered clear of all health information. Also 
included here is when a computer is moved and used by another person who does 
not have the same “need to know” privileges for health information as the former 
computer terminal user. When information is saved on a computer hard disk, the 
magnetic characteristics of that disk change in two ways. The fi rst way is for the 
information that is stored on it (ie. the written fi le). The second way is for the 
address or the location of the fi le being stored on the magnetic disk; thus, the disk 
holds two identifying elements for each fi le stored. When a fi le is “deleted”, the 
only part that is erased on the magnetic disk is the address or location. The informa-
tion remains even though the disk is used over or formatted, the magnetic character-
istics of the disk still hold the information and therefore it is accessible with certain 
technology tools. The only way to ensure that both the information and address are 
removed (i.e. change the magnetic characteristics back to their original format) is to 
overwrite the disk with specifi c technology tools. Previously DoD 5220.22-M was 
the standard to follow for data overwrite. But in 2006 and updated in 2012, this 
standard was replaced with SP800-88 for data erasure compliance for hard drives 
and other electronic media [ 12 ]. After the overwriting is completed, the computer 
will be dated and initialed as to when and who did the overwrite procedure. The 
information technology department is to also log the information.  

25.4     Privacy 

 The HIPAA Privacy Rule is quite extensive and concerns itself with the use and 
disclosure of identifi able patient health information and seeks to maintain its confi -
dentiality. The Privacy Rule encompasses protecting the privacy with business asso-
ciates and users allowing patients to request to amend their medical records, and 
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receiving consent and authorization prior to sharing information. Providers must 
also publicize their information practices in a “Notice”. All personnel who have 
access to patient health information must be trained on the requirements. 

 Similar to the Security Rule, the Privacy Rule goes beyond medical records per 
se as it also includes policies and procedures which impact one’s standard operating 
procedures. Healthcare providers must designate a privacy offi cer. This person will 
be responsible for implementing the safeguards to maintain the confi dentiality of 
the information. In addition, they will be the person who performs routine audits 
and investigates any breaches of privacy and ultimately disciplines those who have 
committed the breech. The breaches can surface in multiple manners such as 
through an anonymous complaint line, direct patient or family member complaints, 
or through the audits. It is the HIPAA Privacy personnel working in concert with the 
security personnel to protect the covered entity from breaches. Risks must con-
stantly be assessed and measures in place to respond. What is the impact of the risk 
and what is the probability of occurrence? Although with PHI, all occurrences are 
problematic, although it is mitigated as all are not a critical risk. 

 Risks impact the patient, but they do not see it upfront. Other areas of the Privacy 
Rule have direct impact on patients. For example, patients are able to request to 
amend their medical records on information that they feel does not represent their 
health encounter. The key here is that they can make a request which will then be 
considered, but it does not guarantee that the change will take place. The patient 
would contact the author of the medical note and request that a change be made and 
also submit what the wording for the change should be. The provider or a committee 
will consider the request and make a ruling. With HIPAA as specifi ed in the HIPAA 
Notice of Privacy Practices is that it is a patient right to be able to request an amend-
ment as the data belongs to the patient. One of the most heralded parts of the HIPAA 
Privacy Rule is the Right to Request to Inspect, Copy, and Amend Medical Records 
section. In fact, one of the main purposes of HIPAA from a consumer’s perspective 
is the right to view and possibly amend their record. The physical medical record 
belongs to the provider, but what is not known by many, is that the information 
contained within belongs to the individual; therefore under State Privacy Laws, 
patients have had the right to examine their medical records. HIPAA corroborates 
that an individual has a right to  request  to inspect, copy, and amend their medical 
record in most circumstance. Exceptions to this are psychotherapy notes, informa-
tion to be used in legal proceedings or for forensic matters, information that could 
cause harm to oneself or another especially when inmates are involved, research 
information when a patient is in the sample, and if the requestor is judged that they 
may be further harmed by having seen the information [ 13 ]. 

 The facility has the requesting party complete a request form and validate their 
identifi cation. The request form will ask the patient what needs to be amended, why, 
and what the new wording should be. The healthcare facility must rule on the matter 
in a timely manner. If the request is denied, the patient can appeal whereby the facil-
ity will have an additional 30 days to further review the case. If the request to amend 
the record is granted, the healthcare facility will inform the requestor that the 
amendment was granted, then insert the amended language next to the changed 
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language. The amendment must then be shared with all those who have a “right to 
know” about the changed language. If the healthcare provider denies the request to 
amend the record, a written statement in laymen’s term of the reason for denial is 
given to the requestor. The requestor can then counter in writing a statement of dis-
agreement. If it is again denied, the facility must alert the requestor that they can 
further appeal to the Secretary of Health and Human Services and the facility’s 
complaint line. Also, the facility must make known in the medical record the denied 
request with any future disclosures of the patient health information. 

 As introduced above with the request to amend a record, organizations are to 
issue the Notice of Health Information Practices (Notice). The notice describes how 
health information about an individual may be used and disclosed and how one can 
get access to this health information. Many people are already knowledgeable of the 
fact that health information is shared with insurers and other health care facilities/
providers for treatment decisions and payment. The Notice though covers many 
other areas related to those that have an interest, for business purposes, in one’s 
health information. Facility departments, such as risk management and quality 
assurance receive information to analyze the care, treatment, and outcomes of pro-
cedures and tests. This health information is used to continually improve the care by 
analyzing best practices. Information can be extrapolated by physician, procedure, 
or demographic characteristic. Health care facilities also maintain a directory used 
by visiting predominantly by clergy. Patients can opt out of being in the directory by 
stating such prior to signing the notice. Business associates such as pharmacies, 
medical equipment vendors, and medical laboratories receive patient health infor-
mation. Business associates must follow HIPAA standards and certify that in writ-
ing to the healthcare facility. In the Omnibus Final Rule issued September 23, 2013, 
business associates needed HIPAA training and must follow the HIPAA policies 
just as a covered entity does. In teaching hospitals and academic medical centers, 
health information may be disclosed to researchers if they have appropriate consent 
forms and the research has been approved by an institutional review board. The 
researchers will be held to the facility’s health information privacy standards and 
verify that the data being requested is truly needed to accomplish the research objec-
tives. Funeral directors will receive health information in accordance with State 
laws and for professional purposes only. Consistent with applicable laws, health 
information may be disclosed to organ procurement organizations or organizations 
involved in the transplantation of and related services for organs, tissue donation, 
and transplant [ 14 ]. Patient health information being used for marketing has been an 
area of controversy. Health information can be disclosed to remind patients about 
treatments and services that may benefi t them given their medical condition, but 
patient data cannot be used for marketing purposes without patient consent. Federal 
Government agencies, such as the Food and Drug Administration, may be required 
to disclose health information related to a food recall or outbreak of a food related 
condition. State Government agencies such as workman’s compensation will share 
health information as it becomes necessary by law and to render a decision on a 
compensation case. The Federal and State Governments may require health infor-
mation to be disclosed for public health purposes such as for communicable disease 
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tracking and injury prevention. The Notice specifi es, in general, to whom health 
information can be disclosed to and for what purpose. 

 An ever increasing challenge for HIPAA is the mobility of data both with porta-
ble devices and personnel working from remote locations. It is reported that one- 
third of healthcare personnel work outside of the healthcare entity at least once per 
week. In concert with this, 78 % of records breached in security incidents were 
attributed to stolen or lost mobile devices and 39 % of healthcare security incidents 
are caused by a stolen and/or lost device [ 15 ]. 

 To mitigate issues with mobile devices, organizations can employ several strate-
gies. First, in your information systems strategic plan and disaster plan, know the 
risks of these devices and plan how they will be used with patient health informa-
tion. If they are being used to transmit data to external networks, consider that in 
your information technology risk assessment and HIPAA technical security poli-
cies. Develop and manage policies regarding mobile devices. For example, can one 
use a personal mobile device within the organization. Are there any restrictions on 
using a mobile device issued by the organization? Ensure that the policies are 
enforced and make this a routine part of a HIPAA audit [ 16 ]. 

 The authors of the Health Insurance Portability and Accountability Act wanted 
to ensure that providers would not simply put HIPAA in place and then forget about 
it. Rather, the authors wanted HIPAA to be operationalized into a provider’s daily 
operations. To do such, they required that an organization institute operational 
audits, a reporting mechanism, and discipline procedures. Operational audits are an 
evaluation mechanism to measure compliance with the stated policies and regula-
tions of HIPAA. The Compliance Offi cer and staff will conduct monthly (or more 
frequent) audits on various measures such as computer logins, medical record docu-
mentation, coding and billing, adherence to confi dentiality policies, adherence to 
security policies, HIPAA training for employees, and a review of personnel access 
to patient health information. These, among others, will be conducted to assess 
system weaknesses such that corrective action can be taken to ensure that HIPAA is 
being adhered to. Audits can be announced or unannounced, but predominantly they 
will become a part of the facility’s operations such that employees will see them as 
a part of routine business. If the audits detect problems, then an action plan must be 
specifi ed on how to reeducate the affected employee(s) and/or department(s). 
Second, the employee(s) and/or department(s) must be re-audited. Even if on the 
next audit, there is not a problem, one must continue to routinely re-audit them such 
that a problem does not reoccur. All of this must be documented on the audit forms. 
If the facility fails to reeducate and re-audit, or fails to document it, they can be held 
liable for not correcting a situation that they were aware of [ 17 ]. 

 Another way to detect non-adherence to HIPAA is via a reporting mechanism 
system. Here, employees and other constituents can confi dentially report violations 
or suspected violations of HIPAA without retaliation. The facility must publicly 
advertise its reporting mechanism system in all of its locations. The reporting mech-
anism system can include a hotline telephone number, paper reporting system, or 
electronic reporting system. The most important criteria is that the reporting system 
must be conducive for all levels of employees to use. The employee and/or 
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constituent can only report violations or credible, suspected violations of criminal 
conduct in relation to HIPAA; thus, this is not a general complaint line. Employees 
must also know that HIPAA is a Federal mandate and false reporting can lead to a 
criminal penalty. The reporting system must maintain the confi dentiality of the 
reporting individual and no retribution can be taken against the reporting individual. 
If the reporting individual tells of any retribution, the facility must document it and 
have a follow-up investigation immediately. When an employee or constituent fi les 
a complaint, the reporting mechanism call log is to be completed immediately. The 
complaint has a statute of limitations of 180 days. An initial investigation must 
begin immediately on the complaint with the action and response being docu-
mented. After the investigation is complete, follow-up must ensure that credible 
violations are not repeated. In addition, the facility must cooperate with any outside 
investigation including sharing records in a timely manner and allowing access to 
pertinent records [ 18 ]. As shown in Table  25.1 , complaints and follow-up have 
increased exponentially since HIPAA began, but it is this due diligence that is 
required to protect patient health information.

   When operationalizing HIPAA, a covered entity is to develop and implement a 
disciplinary system for HIPAA violations. With this, all breaches must be fully 
investigated and if warranted disciplinary measures taken, including termination 
from and non-rehire to the organization. Disciplinary measures are taken on those 
who violate the HIPAA mandate and those who are responsible to monitor, detect, 
and report an offenses, but fail to do so; therefore covering acts of commission and 
omission. 

 All breaches and sanctions in violation of HIPAA must be clearly documented 
and substantiated. During the investigation, as warranted by the compliance person, 
the employee(s) under investigation can be moved to another position whereby 
access to patient health information is not warranted. If the investigation reveals a 

   Table 25.1    Enforcement results by year   

 Year  No violation 
 Resolved after 
intake and review 

 Corrective action 
obtained 

 Total 
resolutions 

 Partial year 2003  79  5 %  1,177  78 %  260  17 %  1,516 
 2004  360  7 %  3,406  71 %  1,033  22 %  4,799 
 2005  642  11 %  3,888  68 %  1,162  21 %  5,692 
 2006  897  14 %  4,128  62 %  1,574  24 %  6,599 
 2007  727  10 %  5,017  69 %  1,494  21 %  7,238 
 2008  1,180  13 %  5,940  63 %  2,221  24 %  9,341 
 2009  1,211  15 %  4,749  59 %  2,146  26 %  8,106 
 2010  1,529  17 %  4,951  54 %  2,709  29 %  9,189 
 2011  1,302  16 %  4,466  53 %  2595  31 %  8,363 
 2012  979  10 %  5,068  54 %  3,361  36 %  9,408 
 2013  993  7 %  9,837  69 %  3,470  24 %  14,300 

  Source: Department of Health and Human Services. Offi ce for Civil Rights. Enforcement Results 
by Year.   http://www.hhs.gov/ocr/privacy/hipaa/enforcement/data/historicalnumbers.html      

25 Privacy and Data Security: HIPAA and HITECH

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/data/historicalnumbers.html


448

violation of civil or criminal, federal or state law, the violation must be reported to 
Government authorities immediately. If the investigation reveals an overpayment to 
a facility, the overpayment must be returned immediately. Organizations must then 
discipline the individual according to their chain of discipline. For example, indi-
viduals who use health information for malice, personal gain, and or intimidation 
can be terminated. Breaches which involve accessing patient health information not 
related to one’s job responsibilities can be suspended without pay for 3 weeks, be 
put on a 90 working day probationary period, and undergo HIPAA training. A sec-
ond offense can result in immediate termination. Organizations will need to deter-
mine if their present discipline procedures are stringent enough for the violation of 
health information privacy. 

 HIPAA violations need not occur if the organization develops a “culture” to 
adhere to HIPAA by all employees. This can occur through orientation sessions, 
email reminders, staff meetings, payroll reminders, and diligence among all 
employees.  

25.5     Summary 

 The keys for compliance to the Health Insurance Portability and Accountability Act 
is to operationalize it into the organization’s daily functions and to be very current 
on changes. In fact, know of proposed changes and enter into the public comment 
foray. HIPAA must be integrated to not only protect information, but also to deliver 
quality health care when data are needed. With so much in healthcare depending on 
accurate data and information, the protection of those data and information are 
paramount.     
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                Introduction 

 In this fourth and fi nal section, we look at research and development work in 
 healthcare information technology and how it is actively being translated from 
visions to the realistic embodiments of the Institute for Healthcare Improvement’s 
Triple Aim of improving the care of individual patients, of improving the health of 
populations, and of reducing the cost of healthcare. 

 Healthcare IT work is now expanding vertically upward to studying and 
 impacting on population health (using big data techniques) and downwards to 
 continuous remote monitoring of individual patients (using mobile sensor technol-
ogy in critical and primary care). Another dimension into which work is progressing 
is the management of complexity, from the incorporation of new types of data 
(patient generated health data, genetic/genomic information, environmental expo-
sures and other types of data yet to be defi ned) to automated processing and novel 
visualization technologies and decision support tools. At the core of all of these is 
focus on the needs of users, providers and patients, to present new views, controls, 
and problem- solving tools, for health and disease, as healthcare moves into an era 
of participatory medicine.

•    Informatics and healthcare pioneer, Lawrence Weed (and son) present the case 
for the need to transform the way we prepare future medical practitioners, couple 
knowledge to assessment and treatment, and use technology to provide care 
based in evidence and appropriate to the individual patient. The Weeds’ message 
in Chapter   26     is a clarion call for fundamental change that is consistent with Dr 
Weed’s entire career and body of work.  

•   Silva and Ball (IBM) describe a Complex Adaptive System (CAS) architecture 
that addresses current limitations in health IT in Chapter   27    .  

•   In Chapter   28    , David McCallie (Cerner Corp) presents the new and emerging 
technologies for clinical decision support with case study examples that offer 
hope for more effective and helpful support to clinicians across the complex 
needs of knowledge and decision support in clinical settings; while Chapter   29    , 
Jim Fackler by James Fackler (Johns Hopkins) explores novel uses of API tech-
nologies and new applications that sit on top of EHR systems to organize and 
present data to support real-time decision support at the individual patient level 
in ways that improve medical cognition and patient safety  

•   Chapter   29     by Daby Sow (Exploratory Clinical Analytics and Systems, IBM), 
Chapter   30     by Hu and colleagues (Healthcare Analytics, IBM) and Chapter   32     
by Devarokonda and Mehta (Watson Health, IBM and Cleveland Clinic, respec-
tively) respectively look at uses of new technologies that are actively being 
explored and tested within the IBM laboratories: wearable sensors for 
 patient- generated health data, data-driven analytics and cognitive computing to 
create an active patient-centered learning healthcare system  

•   In Chapter   33    , Robert Greenes (Arizona State University and Mayo Clinic) 
closes Part IV as well as the book with his critical overview of our fi eld and relat-
ing these key areas as they are addressed by the authors and chapters throughout 
this book.          
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    Chapter 26   
 Building a Reliable and Affordable 
System of Medical Care       

          Lawrence     L.     Weed        and     Lincoln     Weed     

    Abstract     In this critical review of our approach to medical education, medical 
practice and decision-making in medicine, the authors draw upon the disciplined 
thinking of Francis Bacon (mid 1600s), Battista Morgagni (late 1700s), and others 
to advocate for recognition of the limitations of the human mind as applied in the 
way medical learning is imparted and the way physicians practice. The authors  
outline how medical students acquire scientifi c knowledge, but not scientifi c behav-
iors. A scientifi c approach to diagnosis begins with using information tools to iden-
tify all diagnostic possibilities for the presenting problem and the initial fi ndings 
needed to determine which possibilities are worth investigating in the patient. If the 
initial fi ndings do not reveal a clear diagnostic solution, then information tools must 
be employed as part of a system of care to enforce highly organized follow-up pro-
cesses, that is, careful problem defi nition, planning, execution, feedback, and cor-
rective action over time, all documented under strict standards of care for managing 
the complexities involved.  
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26.1         Introduction 

 It was 300 years ago that Battista Morgagni gave to the world a systematic treatise 
in two volumes containing the records of some 640 dissections along with the 
symptoms during the course of the illness, with precision of statement and exhaus-
tiveness of detail [ 5 ]. Morgagni was the fi rst to understand and to demonstrate the 
absolute necessity of basing diagnosis, prognosis and treatment on an exact and 
comprehensive knowledge of anatomical conditions. His treatise began the era of 
steady and cumulative progress in pathology and practical medicine (as stated in the 
1911 Encyclopedia Britannica at the time of the 1910 Flexner report which pro-
duced the modern medical school). From Morgagni’s time on, disease began to be 
viewed as “the cry of the suffering organs”. Many of the false notions of the nature 
of disease, for example the humor theory of surpluses of fl uids (e.g., blood and bile) 
that had held sway since the times of Hippocrates and Galen were discredited. 

 The practical application by practicing physicians of Morgagni’s insights would 
require that each practicing physician could and would elicit and then recognize in 
each patient the combination of symptoms and physical fi ndings, the cry of a specifi c 
suffering organ, the diagnosis. The public has been led to believe that a degree from 
a medical school and a license from a state to practice medicine enable the mind of a 
physician to do what Morgagni’s insights required. But the present reality is that the 
unaided mind of a licensed physician is not capable of remembering, keeping up-to-
date and processing all the combinations of symptoms and physical fi ndings of all 
the diseases described by Morgagni and his successors. Yet, physicians are willing to 
act as if they have those capabilities because they have a license to practice medicine. 
That license was given because they sat through courses and passed exams in medi-
cal school. They were never given the right tools to recall and process the appropriate 
knowledge from the literature and data from the patient at the time of actual practice. 
Unsurprisingly, mistakes in medicine are now the third most common cause of death 
[ 1 ]. Francis Bacon told us 100 years before Morgagni that when we extol the powers 
of the human mind, we do not search for its real helps [ 2 ]. And deaths—for example 
from an undiagnosed ruptured appendix or a fatal case of Addison’s disease—that 
could have been avoided had the diagnosis been made will continue to occur if the 
practice of medicine is left to the unaided minds of autonomous physicians. As  
Francis Bacon said: “Our only remaining hope and salvation is to begin the whole 
labor of the mind again; not leaving it to itself, but directing it perpetually from the 
very fi rst, attaining our end as it were by mechanical aid” [ 2 ].  

26.2     Medical Education 

 The “real helps” for the mind advocated by Bacon are not provided in the present 
system of medical care, but they are known, written about and ignored [ 8 ,  9 ]. The 
question we should explore here is how is it that the medical schools and a medical 
education system initiated by the Flexner report [ 3 ] over a century ago produce so 
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many physicians who are willing to make medical decisions that are in error so 
often. The answer is that the Flexner report led to medical schools based on the 
premise that requiring students to sit through courses in the basic sciences such as 
biochemistry, physiology, pharmacology etc., followed by 2 years of seeing patients 
on wards and in clinics, they would enable students to do what Morgagni’s insights 
required. But the reality is that the student does not see connections between what 
he is learning in the basic science courses and the care of patients and would not 
remember them even if he did 2 or 3 years later when seeing a patient in a busy 
clinic. Nor would the PhD teaching him biochemistry be any help because he does 
not see the connections either and never has been required to operate under the time 
constraints of medical practice. What Flexner missed was that medical students 
need to learn a core of behavior, the intellectual behaviors essential to modern sci-
ence. First identifi ed by Francis Bacon four centuries ago, these behaviors include 
the habitual use of external tools and techniques and standards to produce and 
manipulate complex information. Yet, in medical education, credentialing and prac-
tice these scientifi c behaviors are conspicuously absent. This gap between the 
behaviors of scientifi c and medical practitioners becomes all too obvious when one 
compares the training and examination of basic science PhD candidates with that of 
medical students [ 6 ]. 

 What we are witnessing now is a spectacle of “fragments of intention” that leads 
to passing exams, getting licenses to practice medicine and fi nally to the multiple 
deaths from errors. But the damage to the student and the patients he will see in the 
future is deeper and longer lasting than we realize. Not only does the faulty system 
fail to give the tools and the competence that good care requires, but it does give 
authority to the physician so trained to go on making mistakes and eventually for 
some to acquire leadership positions that defend the system that produced them. 

 A critical point in the journey of a medical student through medical school is the 
day he is asked to actually work-up a patient with a problem. For example if the 
problem is a complaint of abdominal pain, does the student know the 70 plus causes 
of abdominal pain and the combination of fi ndings on history and physical examina-
tion for each cause as he starts to work up the patient. Since no one could know all 
that, does the student hesitate and say to the resident in charge, “I feel anxious and 
insecure because I do not know all I should know to serve this patient properly,” and 
then refuse to go on? Does the resident say “be a big boy and do the best you can. 
We all have to go through these clerkships to develop clinical judgment and become 
a physician.”? How many of us in our training have answered: “It is not a question 
of my being willing to keep going and becoming a physician that tried to learn clini-
cal judgment from experience. It is a question of whether I want to stay in a faulty 
system that puts patients at risk while I advance my career and lose my scientifi c 
integrity.” 

 How many colleges focus just on MCAT scores and getting their pre-med stu-
dents into medical school, and ignore having them understand what is going on in 
medical schools before they ever get into the position of the student just described. 
Pre-med students should be reading Francis Bacon and preparing themselves to 
recognize phrases like “clinical judgment” as one of Bacon’s “Idols of the Mind” 
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that lead us into fallacies. They should be reading the philosopher Whitehead who 
wrote in 1911: “It is a profoundly erroneous truism that we should cultivate the 
habit of thinking about what we are doing. The precise opposite is the case. 
Civilization advances by extending the number of important operations which we 
can perform without thinking about them” [ 10 ]. They should be studying the reali-
ties described in our recent article [ 7 ] on diagnostic error:

   Diagnostic failure results from misplaced dependence on the clinical judgments of expert 
physicians. The remedy for diagnostic failure involves defi ning standards of care for man-
aging clinical information (medical knowledge and patient data), and implementing those 
standards with information tools designed for that purpose. These standards and tools are 
external to the minds of physicians, thus bypassing two inherent constraints on human 
cognition: limited capacities for information retrieval and processing, and innate heuristics 
and biases. Medical education and credentialing socialize physicians into misplaced 
acceptance of these constraints. Medical students acquire scientifi c knowledge, but not sci-
entifi c behaviors. A scientifi c approach to diagnosis begins with using information tools to 
identify all diagnostic possibilities for the presenting problem and the initial fi ndings 
needed to determine which possibilities are worth investigating in the patient. If the initial 
fi ndings do not reveal a clear diagnostic solution, then information tools must be employed 
as part of a system of care to enforce highly organized follow-up processes, that is, careful 
problem defi nition, planning, execution, feedback, and corrective action over time, all doc-
umented under strict standards of care for managing the complexities involved.  

26.3        The Role for Information Technology 

 The thoughtful pre-medical student who reads the above may conclude that he does 
not want to be a traditional physician that goes through the present system of medi-
cal education and care. He would rather learn to function within a system of care, 
much as a pilot learns to function safely within the transportation system. A system 
of care would provide information tools adequate to meet high standards of care and 
training programs adequate to make individuals competent in the use of those tools 
in the part of the system where they choose to function. 

 Before presenting a diagram of what a transformed system of medical education 
and care should look like, let us review the need for, and diffi culties in achieving, 
such a transformation. Consider a distinction between two different types of health 
information: patient data and medical knowledge. Patient data resides in medical 
record repositories, while medical knowledge is transmitted from external text 
repositories (medical libraries and journals) to the minds of physicians. Their minds 
serve as intermediate knowledge repositories for use in patient care. Then, in patient 
care, physician minds perform an information processing function: matching 
knowledge with patient data. 

 These repository and processing functions far exceed the capacities of the human 
mind. Moreover, even in situations where the mind’s information processing capaci-
ties are suffi cient, reliance on the mind introduces disorder and undermines 
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 transparency, coordination, productivity, feedback, and improvement. The outcome 
is to cripple the entire health care system. Misguided reliance on the human mind 
causes a fatal voltage drop in transmission of medical knowledge from its original 
repositories in libraries and journals to its intended benefi ciaries in patient care. 

 The apparent solution to this voltage drop is information technology. Technology’s 
superior capacity to perform repository and processing functions has led everyone 
to hope that IT will somehow generate huge gains in quality and effi ciency. All that 
is needed, on this view, is to defi ne “meaningful use” of IT, as a condition for sub-
sidizing its purchase. 

 Yet, the current hopes for health IT are doomed to disappointment. Misguided 
reliance on the human mind is deeply embedded in the formative social institutions 
of medical practice—graduate medical education, credentialing systems, reim-
bursement, entitlements, the doctor-patient relationship. A wrenching transforma-
tion in those institutions would be the outcome of demanding truly “meaningful 
use” of health IT. That is far from happening. On the contrary, the culture of medi-
cine is in a state of denial about the breadth and depth of the transformation that 
must come about—a transformation that ends the era of autonomous physicians and 
the medical schools that the Flexner report led to and begins the era of a system of 
medical care where knowledge is in tools and where people are trained to use those 
tools and trained to perform the actions chosen in light of what the tools reveal. 

 Other fi elds of expertise have found that external tools do not destroy what is best 
in those fi elds. Beryl Markham discussed this phenomenon in her reminiscences 
about fl ying. On the attitude of an older pilot who resisted instrument-controlled 
fl ying, she wrote:

   After this era of great pilots has gone, as the era of great sea captains has gone—each 
nudged aside by the march of inventive genius, by steel cogs and copper discs and hand 
thin wires on white faces that are dumb, but speak—it will be found, I think, that all the 
science of fl ying has been captured on the breadth of an instrument board, but not the 
religion of it.  [ 4 ] 

26.4        The Transformative Changes Needed 

 Figure  26.1  shows what the transformed system would look like. In understanding 
this diagram, one should keep in mind the following assertions:

     1.    The medical care system should be like the travel system, in which from child-
hood the traveler learns how to use the system to reach goals and destinations. 
Knowledge is built into the tools used to function within the system. It is not built 
into the traveler’s head or into the head of someone who is paid to guide the 
traveler through the system.   

   2.    All users of the medical care system should understand what we have called  
“Scientifi c principles that tell us why people must manage their own health care.” 
(See Appendix B of  Medicine in Denial  [ 8 ]).   
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   3.    Practitioners are trained to do for the patient tasks and procedures that are chosen 
based on system guidance but that the patient cannot do for himself.     

 For a detailed operational description of actual use of the Knowledge Coupler 
and POMR tools referenced in Figure  26.1 , see Chapter   13     , authored by Dr. Kenneth 
Bartholomew, in  Knowledge coupling: new premises and new tools for medical care 
and education  [ 9 ]. The volume  Medicine in Denial  [ 8 ] provides a detailed analysis 
of the need and basis for the system of care depicted in Figure  26.1 . 

 To be safe and effective and productive, software and knowledge bases of this 
kind must be designed to implement rigorous standards of care for selection and 
analysis of patient data in light of medical knowledge. These standards are based on 
a combinatorial approach (as distinguished from judgmental, algorithmic, and prob-
abilistic approaches) to generating hypotheses and evidence. Together, the combi-
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Problem List
(from Couplers)
• Medical
• Social
• Psychiatric

Plans for Each Problem
• Titles/numders for each
 Problem
• From Management Couplers
• Eight steps for giudance

Progress Notes
• For each problem
• 4 steps for
 giudance-e.g.
 SOAP notes

    Training Center (new division of labor)
• Develop skilled personnel to complete those
 portions of the couplers tha the patients
 cannot do for themselves. e.g. listen to their
 own heart or lungs, ete

Feedback for
Auditing &
Updating

Tools

Improving
Quality of

Inputs into Care
Decisions

Improving
Quality of

Inputs into Care
Decisions

  Fig. 26.1    What a transformed system of medical education and care should look like.  Explanation 
of terms: Knowledge Net : an organized collection of the entities (objects) of medical knowledge 
and the relationships among them, with commentary on the relationships.  Couplers:  a specifi c 
implementation of a generic concept, referred to as knowledge coupling tools. A Coupler is ori-
ented around a problem, and is concerned with the diagnosis or the management of that problem. 
It is built from knowledge components drawn from the Knowledge Net. Most importantly, the 
relationships captured there become “voting” relationships in a Coupler, between possible fi nd-
ings, and possible diagnoses (as evidence or risk factors) or options for management (as “pros” or 
cautions)       
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natorial standard for knowledge coupling and the POMR standard for medical 
records constitute generic standards of care for managing clinical information. 
These are standards that apply universally to medical problems and practice settings 
of all kinds. 

 The notion of such universality may seem simplistic and naïve in the context of 
health care, with its extraordinary diversity and complexity. But the science of com-
plex adaptive systems shows that simplicity and universality are essential goals for a 
complex activity such as health care. And part V of  Medicine in Denial  shows how 
these goals have been attained in two complex domains where health care operates—
science and commerce. Health care lags centuries behind these two domains in its lack 
of simple, universal standards of care for managing information. The universal stan-
dards for managing healthcare information must be specifi c, operational and yet 
generic. And corresponding information tools must be usable jointly by all caregivers, 
by patients/consumers and by third parties (clinical researchers, regulators, payers). 
Standards and tools of that kind provide a necessary foundation for health care reform 
in general and, in particular, a foundation for reform concepts such as “patient-cen-
tered” and “consumer-driven” care, “medical home,” “pay-for- performance,” “com-
parative effectiveness research,” and “meaningful use” of health IT. 

 What needs to be built on that reform foundation is a unifi ed system of patient- 
driven care, medical education, and clinical research, a system that harvests con-
tinuous feedback on provider performance, patient behaviors and medical 
knowledge. Medical education would mean instilling a core of behavior, not trans-
mitting a core of knowledge, producing trustworthy practitioners, not fallible repos-
itories of knowledge. Feedback for practitioners would be based on defi ned inputs 
and audit of performance under defi ned rules. Feedback for patients would be based 
on intelligible medical records revealing the exact connections between their own 
behaviors, their social environments and their medical problems. Feedback on med-
ical knowledge would be continually harvested from medical records, coupled with 
scientifi c research and translated into precisely relevant, usable, new knowledge, 
accessed instantly through continually updated knowledge coupling tools. 
“Evidence-based medicine” would be transformed from standardized into highly 
individualized guidance for decisions. The surrounding support systems for patient 
care—regulators such as the Federal Drug Administration, public health agencies 
such as the Center for Disease Control, drug and device vendors, educational and 
credentialing institutions, third party payers—all could function in a coordinated 
way, with better information than ever before. A patient-driven marketplace could 
evolve where advanced medical technologies would be selected not for raising pro-
vider incomes bur rather for their power to improve patient outcomes and lower 
everyone’s costs. Above all, patients could navigate a transparent and trustworthy 
system of care, empowered to manage their own health and their own care.     
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    Chapter 27   
 Engineering the Next Generation of Health 
Systems       

       John     S.     Silva       and     Marion     J.     Ball     

    Abstract     This chapter focuses on three changes that will dramatically affect the 
rapidly evolving health ecosystem. It highlights today’s high value/high usability 
computing paradigm, the explosion of information within the Web and the chal-
lenges for EHR systems as they try to face the data tsunami. The chapter proposes 
that a Complex Adaptive System (CAS) framework will be essential for an inclusive 
health ecosystem that meets the needs of clients, consumers and health workers. 
The authors suggest that a person-owned wellness-health record (POWR) will be 
required in the new ecosystem. It postulates that a Smart point of need system for 
all users should replace the current point of care systems that are limited to health-
care workers. The chapter concludes with a description of a community-based 
health ecosystem that adopts the behaviors of a CAS, incorporates continuous qual-
ity improvement and exploits new technologies to support decision-making for all 
individuals within the community.  
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27.1        Introduction 

 This fourth edition of  HIMS  details many of the components of electronic health 
record (EHR) systems as they exist today, how an EHR and its components might 
evolve in the near future, and aspects of implementing and sustaining these systems 
at the local, regional and national levels. This chapter focuses on three changes that 
will dramatically alter current healthcare systems:

•    The explosive move towards a “trillion sensor world… in which you’ll be able to 
know anything you want, anytime, anywhere and query that data for answers and 
insights” [ 9 ]  

•   The move towards a more holistic, person-owned wellness-health record 
(POWR) that support the needs of all health workers, clients and consumers and 
away from today’s sick care record systems [the EHRs of today] that support 
only the needs of healthcare workers, managers and payers  

•   The move towards vibrant health and wellness in the community and home and 
away from traditional healthcare in hospitals and other healthcare settings; i.e. 
towards the national “Triple Aim” of Better Care, Healthy People/Communities 
and Affordable Care but from individuals and their community [ 10 ].     

27.2     The Future Is Here 

 The Internet and World Wide Web (Web) are disruptive technologies that have 
transformed the way we learn, work, play and even think. These technologies have 
evolved and expanded very rapidly from the ‘read-only’ Web 1.0 of the 1990s to the 
‘connected’ Web 2.0 of the early 2000s. Crowdsourcing, social power [ 20 ] and user- 
generated content developed spontaneously and proliferated rapidly within the Web. 
It is estimated the Web handled 4 Zettabytes of data (4 × 10 21 ) in 2013 and is dou-
bling every 2 years. By comparison, the healthcare ecosystem generated an esti-
mated 150 Exabytes (1.5 × 10 20 ) in 2011 [ 29 ]. Individual patient home monitoring/
rapid diagnostic test data and the Internet of Things (IoT) for health and wellness 
sensor data [ 5 ] will increase the total health data even more dramatically. Beecham 
Research has provided an early view of the potential transformations that will occur 
in all industrial sectors [ 6 ], Fig.  27.1 .

   These twenty-fi rst century data sources already exceed the capacity of most sys-
tems to gather and analyze it, further exacerbating the ability of EHRs to provide 
relevant and usable information to health workers and consumers/clients. The next- 
generation Web 3.0, the Semantic Web, is just beginning to understand, link, and 
convert the Web’s data tsunami into information so that we and technologies can 
rapidly co-evolve towards not-yet-imagined businesses, practices, and knowledge. 

 The Internet is a prime example of a complex adaptive system that has trans-
formed nearly every sector of the global economy and introduced “social power” to 
industry and politics. Complex Adaptive Systems are characterized by a high degree 
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of adaptive capacity, giving them the ability to succeed and fl ourish in the face of 
change. They are adaptive, communicative, cooperative, specialized, spatially and 
temporally organized, and reproduce, often with new parts that are more resilient 
and effective than earlier ones (Wikipedia, complex adaptive system, accessed 
1/12/2015). One clear manifestation of the Web’s adaptive behavior is the rapid 
emergence of cloud computing. These vast grids of always-on computing resources 
are fundamentally changing how companies purchase IT components and services. 
In many cases, fairly robust versions of software products are free, like Google 
Analytics, web conferencing systems, or the phone service Skype. As a result, 
today’s users expect their “point of need” devices to access whatever information 
they need, wherever and whenever they need it, and conduct  useful  transactions 
 with no learning curve ; i.e., on Internet Time. For example, it is expected that a 
person can access their online banking services from their Smartphone or tablet, 
deposit checks, pay their bills and manage their fi nances in a completely transparent 
way, all without taking a single training class or having to change their behavior. 
This high user value for minimal user cost (high value/high usability) computing 
paradigm has enabled Smartphone and tablet computing to become the dominant 
model for user interactions with the Web. In fact, users expect these sorts of experi-
ence from their interactions with any IT. The health ecosystem must learn to play by 
these rules. 

 Twenty-fi rst century manufacturing approaches have shrunk medical devices 
and their costs, making them signifi cantly more affordable and pervasive. These 
devices, which require a fraction of the maintenance, supplies and technical support 
of their counterparts even a decade ago, are commonly available in doctor’s offi ces. 

  Fig. 27.1    M2M world of connected services (Reproduced with permission of Beecham Research 
Ltd)       
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In the home, a rapidly expanding set of inexpensive sensors of all kinds are moni-
toring diseases, medications, vital signs, saliva, urine and numerous other signals. 
Intel, Qualcomm, Freescale and many others have implemented unique solutions 
to collect and transmit home acquired sensor/diagnostic information to monitoring 
systems and/or physicians’ mobile devices and offi ce systems [ 31 ]. In addition to 
the mostly passive sensor data collection efforts described above, there are a few 
attempts to combine rapid diagnostic devices and linked Smartphone apps. One 
company has combined mobile technology, clinical and behavioral science and vali-
dated clinical outcomes to bring “mobile integrated therapy” to clients with Type 2 
diabetes. They achieved very signifi cant average decrease in A1c of 2 % [ 35 ]. These 
combined approaches start addressing the need for immediacy of actionable health 
and wellness to their clients. It certainly holds the promise to be an extraordinary 
game-changer for chronic disease management. In summary, these technologies are 
ushering in a new age that moves from receiving care in a doctor’s offi ce to the 
customer/client doing care themselves, at home or their workplace [ 22 ]. The criti-
cal question is: how can the health ecosystem adopt the behaviors of a CAS so as 
to exploit these new technologies and evolve toward ‘health and wellness in the 
community’ approaches that are more resilient and effective than earlier ones that 
were ‘focused on sick care’? A recent National Research Council (NRC) report of a 
symposium honoring the 200th anniversary of Charles Darwin addressed this issue 
in the large: “Understanding and managing such complex systems requires ongoing 
adaptive cooperation and collaboration among disciplines and across jurisdictions, 
both public and private, as knowledge continues to evolve [ 26 ].  

27.3     The Path Forward 

 At the turn of the twenty-fi rst century, the IOM (Institute of Medicine) concluded 
that healthcare professionals needed to interact effectively with their EHRs to per-
form their daily tasks. At that time it was assumed that EHRs could effectively and 
effi ciently support the needs of its users [ 13 ]. It was assumed that these systems of 
systems would result in signifi cantly improved outcomes for patients and decreased 
healthcare costs. While there have been some isolated successes, these goals have 
not been realized in the large. A recent IOM report summarized it thusly:

  More than a decade since the Institute of Medicine’s (IOM’s)  To Err Is Human :  Building a 
Safer Health System  was published, the U.S. healthcare system continues to fall far short of 
its potential. Although  To Err Is Human  and other IOM reports, including the  Crossing the 
Quality Chasm  series, have helped spark numerous efforts to improve practices, persistent 
health care underperformance and high costs highlight the considerable challenge of bring-
ing isolated successes to scale. The nation has yet to see the broad improvements in safety, 
accessibility, quality, or effi ciency that the American people need and deserve. [ 16 ] 

   A continuous learning systems approach was proposed to address the lack of 
success [ 16 ]. A follow-on IOM workshop on Integrating Research and Practice [ 17 ] 
has elaborated on requirements of a continuous learning system.
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  In a continuously learning health system, data from sources such as electronic health record 
systems used to manage patient care, claims data necessary for billing purposes, and 
increasingly patient-generated sources of data such as patient portals, surveys, and online 
communities are used to inform questions of operations, to guide care, to further scientifi c 
understanding, and to power innovation. This approach differs from traditional approaches 
to clinical research, which are often removed from the clinical experience both in terms of 
the questions asked and the environment in which they are carried out, require large 
amounts of additional data collection, can take several years to complete, can be very 
expensive, and are often criticized for producing evidence that is not easily generalizable to 
broader populations or easily implementable in real-world settings. 

 By realizing the potential of knowledge generation that is more closely integrated with 
the practice of care, it should be possible not only to produce more usable evidence to 
inform decisions, but also to increase the effi ciency and decrease the costs of doing clinical 
research. Delivering on this promise will depend on certain technical capabilities, but, more 
importantly,  ensuring the sustainability of this approach will require the delivery of 
value to stakeholders who are engaged in these processes . [ 17 ] 

   The important elements from the above IOM report drive home: (1) the need to 
provide relevant information at the points where health decisions are made; (2) the 
need to make “evidence” relevant to the specifi c contexts of client/health consumer 
and health worker; and (3) the need to signifi cantly decrease the latency and costs 
of generating useful knowledge. The Roundtable on Value & Science-Driven Health 
Care clearly recognized the intimate relationship between providing value to the 
users and the sustainability of the infrastructure (bolded text above). These features 
are very similar to the characteristics of a CAS and the high value/high usability 
systems described above. 

 The failure to improve outcomes for patients and decreased healthcare costs may 
be related to the fact that the interactions between healthcare professionals and their 
EHRs may not be effective or effi cient as previously believed. The authors have 
reported that the lack of adequate provisioning of healthcare professionals was a 
principal reason for the very slow adoption of EHRs [ 4 ]. The HIMSS EHR Usability 
Task Force reported that “Electronic medical record adoption rates have been slower 
than expected in the United States… A key reason is lack of effi ciency and usability 
of EMRs currently available” [ 11 ].” A National Academy of Science report was 
more direct – current EHRs (in 2009) do not support clinical users, are not designed 
for usability and may even set back the vision of twenty-fi rst century health care 
[ 34 ]. The lack of a usable point of care system for clinicians makes their work 
harder [ 4 ] and may actually introduce errors [ 3 ,  8 ,  36 ] (Authors note: Chaps.   8     and 
  9     in this book address these issues in detail.) 

 Realizing a system that provides utility and usability to clinicians, consumers 
and administrators is still an unfulfi lled vision. Recognizing the importance of the 
“Cognitive Window” ( vide infra ), the Offi ce of the National Coordinator, HHS, has 
funded projects that were focused on cognitive support issues. A recent report from 
one of these projects, SHARPC, detailed a number of features to make a better EHR 
[ 37 ]. However, efforts are focused primarily on users of EHRs and not the broad set 
of clients, health consumers or health workers outside of traditional health care set-
tings. The authors suggest that failure to address the information needs of all health 
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ecosystem users will not realize Triple Aim vision. We use the term point of need 
(PON) rather than point of care to emphasize this critical requirement. 

 In addition to the problems with usability, the lack of data interoperability 
amongst the myriad of data systems, both within and across health systems, contin-
ues to be one of the most vexing problems that negatively impacts usefulness [ 18 , 
 28 ]. For clinicians, this lack translates into a less than complete picture of their 
patients who received health services in multiple settings. For clients and health 
consumers (aka patients), this necessitates collecting and maintaining copies of 
records, usually paper, from each health provider. This situation will continue to 
worsen as health services move more from hospital and clinic settings to commu-
nity and home settings. Recent efforts by the Offi ce of the National Coordinator 
(ONC) within the Department of Health and Human Services have focused on 
improving the interoperability of electronic health record systems and health infor-
mation exchanges. ONC has released its 10 year vision for an interoperable health 
system [ 27 ]. In addition, the HL7 standards organization has released its Fast 
Healthcare Interoperability Resources (FHIR) specifi cation to accelerate exchang-
ing healthcare information electronically [ 12 ]. Taken together, funding from ONC 
and support for rapid standards evolution by HL7 will be a key factor in realizing 
data interoperability. It remains to be seen if and how these national efforts, focused 
on the current healthcare systems and associated EHRs, will be able to evolve 
towards the high value/high usability systems that today’s users expect. 

 After all, high value/high usability systems do make it easier for us to accom-
plish our tasks. Thus, the authors believe that the major objective of health IT should 
be to subtract work not to add work or make our work harder. Clinicians, clients, 
consumers and health workers in general want systems that support and enhance 
their work – in short, that ease it, not complicate it” [4]. The next section describes 
the conceptual architecture for a Smart PON system that is designed to specifi cally 
address value and usability for all clients, consumers and health workers.  

27.4     Vision and Value of Smart Point of Need Support 
System 

 Imagine a “clients, consumers and health workers support system” that: (1) knows 
and uses the PON user’s context to increase the user’s “cognitive window”; (2) sup-
ports the coordination and scheduling tasks – based on locally relevant outcomes 
and measures; (3) is customized based on what information is entered, what the user 
needs to see, what s/he does and closely replicates the way s/he thinks; (4) moves 
from device to device – installing automatically on whatever PON device is being 
used; (5) insulates the user from the quirks of systems, EHRs or person-owned well-
ness health record systems (POWR) to which the Smart PON sends or receives data; 
and (6) connects securely to whatever source of information is required by the user 
[ 32 ]. 
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 The client, consumer and health worker communities have the same need for 
relevant information, anywhere, anytime and on any device (Fig.  27.2 ). The Smart 
PON must support intelligent provision of data and information from a very diverse 
set of data sources, including:

•     Traditional healthcare sources  
•   Home, personal and community medical or health sensors  
•   Rapid diagnostic devices  
•   Social media conduits, and  
•   The myriad of wearable/fi xed devices via the IoT.    

From these sources, it must enable the effi cient fusion and analysis of con-
tinuously improved clinical, health and wellness practices ( vide infra  for feed-
back loops) and other relevant information to support a client, consumer or 
health worker’s activities. The Smart PON expands its users’ ‘cognitive win-
dow’ where the users will have more time to evaluate the relevant facts and 
analyses. Under explicit user controls, it purposefully exploits the power of 
social interactions, crowdsourcing, and collaboration to augment its users’ 
decision-making by reaching out to others in the health ecosystem. The Smart 
PON produces required documentation and records of acquired data, analyses 
and decisions as a by-product of its use. It then distributes these user-owned 
artifacts to POWRs, EHRs and Payors, Public Health, and other entities and 
individuals, as appropriate. The anticipated result is better decisions across 
the entire spectrum from persons, healthcare and wellness workers, managers 
and policy-makers. It becomes an active CAS platform for engagement of 
individuals into the wellness, health and healthcare ecosystem as it evolves.

Smart Point of Need

User Relevent
Information

Increase Cognitive Window

Current:

POWRs

EHRs & Payors

Public Health

Health workers

Healthcare settings
Anywher,
Ant Time
Any Device

Acquire needed data
information & knowledge

Diagnose Treat Document findings, decisions & actions

Used with permission of Consulting Services, LLC

•  Engaged clients - consumers - health workers
•  Better decisions

Affordable Sensors

Clients / Consumers

Home / Community
Diagnostics

Impact:

  Fig. 27.2    Changing how clients, consumers and health workers work (Used with permission of 
Silva Consulting Services, LLC)       
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  The Smart PON system described above has other key attributes, namely:

•    It anticipates its user’s needs – has data/information waiting for users  
•   It has a minimal learning curve as it continuously adapts to its user  
•   It hides all the complexity of underlying POWR and EHR systems with simplic-

ity (‘magical’ IT), and  
•   It is built to bring immediate value to its user    

 A conceptual architecture for Smart PON support is shown below in Fig.  27.3  
[ 30 ]. The three components operate within a services oriented architecture and 
exchange data within the Smart PON and to external information sources (such as 
local POWRs and EHRs, health information exchanges (HIE) and knowledge 
sources) using standardized messages.

   The Context/Task Manager (C/TM) is the “heart” of the architecture. It moni-
tors user’s activity to determine context, uses models of user’s tasks and current/
expected context to anticipate activities, tasks and necessary data exchanges with 
the User Interface Manager (UIM) and the Information Broker (IB) components, 
and maps user activities and tasks to the most appropriate decision-support and 
analytic application for a true extensible software-as-a-service framework. The IB 
component is the data/information cache for its users as well as the connection point 
to external systems. The set of services required by the IB are available in many 
commercial HIE or SOA offerings from vendors. Exchanges between the IB and 
external systems should be mediated by HL7’s FHIR [ 12 ]. Both the C/TM and IB 
are modeled from CAS design patterns and attributes. The C/TM and IB have ana-
lytic engines that monitor the effi cacy and effi ciency of user and system tasks versus 

Used with permission of Consulting Services LLC
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  Fig. 27.3    Conceptual architecture of the smart PON environment (Used with permission of Silva 
Consulting Services, LLC)       
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outcomes to continuously enhance best practices and system performance by giving 
feedback directly to its users. The UIM component presents relevant data, informa-
tion and health, wellness and clinical knowledge to users and gathers data from 
them. It has presentation strategies to achieve communication goals that depend 
upon current context, criticality of message and device being used, and adapts to 
the unique style of the user. It provides a consistent set of metaphors regardless of 
the user’s location. 

 The Smart PON system is designed to:

•    Automatically present relevant data and information via pre-fi lled “Health/
Wellness/Care Widgets”  

•   Offer “Executable” care/health/wellness plans for its users  
•   Unobtrusively collect data from users  
•   Generate relevant POWR and/or EHR documentation as well as charge or billing 

information as a by-product  
•   Continuously adapts to the user’s and their communities’ best practices    

 The value proposition to users is that they have support system designed for them 
that implements a systems engineering approach, using CAS design patterns, for the 
collection, distribution and maintenance of best practices, health/wellness/clinical 
data and system performance. This context-aware Smart PON uses user-specifi c and 
continuously-adapting practice patterns that have the potential to dramatically enhance 
the quality and effi ciency of all health, wellness and healthcare service delivery. The 
UIM component directly addresses issues of usability via its feedback systems to 
continuously evolve an effi cient and effective interface. The Smart PON is specifi cally 
designed to meet requirements of high value/high utility. This approach addresses the 
very thorny and expensive issue of how to make practice guidelines/best practices 
relevant to local context and, at the same time, solves the “how can we maintain, sus-
tain and evolve the practices that we have implemented” question [ 17 ]. The built-in 
business intelligence and analytic tools provide users and managers the “What’s Been 
Done” versus “What Should be Done” based on context and outcomes. This near real-
time feedback loop simultaneously provides analyses for informed decisions about:

•    What is best for me – at the individual (client, consumer or health worker)  
•   What is best for our community, our state and our nation (population-level)  
•   Best practices that are adaptive to the unique context of the individual and their 

location    

 It is one path towards “realizing the potential of knowledge generation that is 
more closely integrated with the practice of care” [ 17 ].  

27.5     A Bottom Up Model for the Health Ecosystem 

 Our health care system is a very large $2.9+ trillion enterprise with many diverse 
“business units”. Each of these business units are fi rmly entrenched within the sys-
tem and has a vested interest in ensuring that its portion of revenue increases or, at 
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worst, does not change. There is signifi cant pressure to keep the status quo and 
continue to focus on treating disease in patients. 

 Other industrialized countries have found that delivering a majority of health 
services through primary care physician practices, and focusing on health by keep-
ing people healthy, work quite well [ 33 ]. These systems do not require over 17 % of 
their GDP as the U. S. healthcare system does. Since wholesale changes to our 
healthcare system are unlikely, is it possible to use the above principles, dramatic 
changes in technologies, and social power [ 20 ] to lead us to a “health and wellness 
Spring”? The authors believe we can. We need to use design principles of complex 
adaptive systems ( vide supra ) to enable an adaptive evolution from today’s dispa-
rate healthcare systems towards a next-generation health ecosystem that embodies 
the Triple Aim of Better Care, Healthy People/Communities and Affordable Care 
[ 10 ]. These activities needs to begin at the grass roots, in communities that will 
partner with its citizens and health and public health workers. The partnership needs 
to nurture high levels of community and personal well-being via individual citizen 
participation, social power and transparent, continuous evaluation of the effective-
ness, usefulness and effi ciency of their entire community’s ecosystem. 

 This evolution is already underway. The Patient-Centered Medical Home 
(PCMH) model, as defi ned by the “Joint Principles of the Patient-Centered Medical 
Home” [ 1 ], is a physician-directed practice that provides accessible, continuous, 
comprehensive and coordinated care that is delivered in the context of family and 
community [ 7 ]. Like systems in many other industrialized countries, the PCMH is 
based in primary care physician practices and focuses on keeping its participants 
healthy. The PCMH model has already developed substantial traction in both the 
private and public sectors, including support from a number of Fortune 100 compa-
nies and other organizations to promote and foster its implementation via Patient-
Centered Primary Care Collaborative (  www.pcpcc.org    ). The National Committee 
for Quality Assurance (NCQA) depicts the rapid growth of recognized PCMHs 
from 2008 when the fi rst PCHM were established to January, 2015, when there were 
8,828 – over 10 % of primary care practices in the US [ 24 ]. It recently summarized 
what a PCHM must do to meet receive NCQA recognition:

  …offering access afterhours and online so patients get care where and when they need it. 
PCMHs get to know patients in long-term partnerships, rather than hurried, sporadic visits. 
They make treatment decisions together with patients based on individual preferences. 
They help patients become better engaged in their own healthy behaviors and healthcare. 
Everyone in the practice – from clinicians to front desk staff – works as a team to coordinate 
care from other providers and community resources. [ 24 ]. 

   Both organizations have recently summarized the success of the PCMH model 
and noted reductions in costs and in appropriate utilization, improved population 
health with more frequent use of preventative services, better access to and continu-
ity of primary care, and improved patient and physician satisfaction [ 24 ]. 

 In addition to PCMHs, Accountable Care Organizations (ACO) have emerged as 
key elements of the evolution of the healthcare landscape. The Affordable Care Act 
of 2010 introduced a series of incentives to pay for value rather than volume and 
reward organizations for realizing savings while improving quality. Under the Act, 
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ACOs will be responsible for both the quality and cost across the entire spectrum of 
healthcare services for a defi ned population. The ACOs are often comprised of 
many primary care provider, PCMHs, hospitals, specialists and associated services; 
accountability and risk are shared among all its participants [ 23 ]. The Brookings 
Institute analyzed the results of the initial 2 years of the Pioneer ACO Model. The 
participating ACOs saved $96 million in the second year, shared savings of $68 mil-
lion, and improved mean quality scores by 19 % [ 21 ]. 

 It is important to note that for both PCMH and ACO’s measuring and reporting 
quality is an essential component, as the Act mandated that HHS and stakeholders 
formulate a National Quality Strategy for quality improvement [ 2 ]. 

 PCMHs and an ACO’s primary care providers promote shared decision-making 
among its staff and the client. In this context, it is envisioned that the client will 
transition from a passive “patient” that is told what to do to an engaged client that is 
active in his/her care. There is a strong anticipation that a client’s PCMH will be the 
connection point for all interactions between the client, their health workers and the 
‘medical neighborhood’ [ 25 ]. Berenson described the implications of these relation-
ships thusly: “It [a full-featured medical home] requires developing processes and 
systems (including IT) to support high levels of access for and communications 
with patients, coordination of patients’ care within and outside the practice, captur-
ing and using data for care of patients and populations and evaluation of perfor-
mance, and support for evidence-based decision-making [ 7 ].” 

 The above discussions represent the traditional view of the healthcare system 
from those who provide, manage or pay for care; i.e., at the point of care where 
healthcare workers interact with their “patients”. Certainly, many PCMHs and 
ACOs are moving towards patient engagement as an essential component of their 
practices. However, clients and health consumers use many other sources of infor-
mation, including home, personal and community medical or health sensors, rapid 
diagnostic devices, social media conduits, and the myriad of wearable/fi xed devices 
via the IoT ( vide supra ), hence the authors recommendation that individuals have 
and maintain their own holistic, person-owned wellness-health record (POWR) that 
is separate from, but interoperates with EHRs and other health data stores. From an 
individual’s perspective, s/he needs relevant information anytime, anywhere  s / he  
makes a decision about their wellness, their health, their prevention, or their social 
and personal activities; i.e., their point of need. The client’s and health consumer’s 
point of need is not limited to visits to a clinic or interactions with a health worker. 
Rather, their point of need is always with them and always on – wherever they are, 
whatever they are doing – to support their decisions and behaviors. They are active 
on Facebook, Twitter, Amazon and other Internet channels where they are able to 
conduct  useful  transactions  with no learning curve . Interactions with their health 
worker or healthcare services are exceptions to their daily life; they seldom use a 
personal health record (PHR) system, if one is available. PCMHs and ACOs need to 
rethink the most effective way to provide their clients with access to clinical infor-
mation and to support understanding the choices for therapeutic and preventative 
plans. After all, for PCMHs and ACO’s to be successful, the client or health con-
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sumer must ‘live’ their specifi c therapeutic, preventative and/or wellness plans, tak-
ing the pills, modifying behaviors and lifestyle, and monitoring their outcomes. 

 The person-centric nature of these new business practices, POWRs that need be 
supported, the information exchanges that will be required, and the capabilities to 
support them are not well understood in the current healthcare system. Most of 
these capabilities do not exist in current EHR systems. Unfortunately, absent appro-
priate and useful IT support for these critical components, it is unlikely that PCMH 
or ACO efforts will achieve the anticipated benefi ts. 

 The last section in this chapter describes a possible pilot of a community-based, 
mesoscale version of a health ecosystem that adopts the behaviors of a CAS and 
exploits new technologies to support decision-making for all individuals within a 
community.  

27.6     County/Community-Based Pilot Project 

 Our exemplar County Public Health Department (CPHD) is planning a new initia-
tive they call “County 3.0” that will nurture high levels of community and personal 
well-being via individual citizen participation and social power. The County Public 
Health Offi cer and team decided to focus their efforts on the county’s Federally 
Qualifi ed Health Centers (FQHC). These FQHCs, community clinics and safety net 
clinics serve citizens of communities within the county who are near or below the 
poverty line, who have few resources and who have signifi cant barriers to accessing 
healthcare services. Many must use public transportation to get to the clinic and 
other necessary health services, such as laboratories or pharmacies. Many are non- 
English speaking and are often unable to understand instructions in English. And, 
many have negative perceptions about their healthcare services. A key goal of the 
project is to improve the performance of the county’s FQHCs by maximizing the 
time a patient is within the clinic – which the team has called the “Golden Hours”. 
The FQHC staff plan to reengineer their workfl ows to build trust and optimize infor-
mation about their clients conditions and associated treatments, in a culturally sen-
sitive and effective manner. 

 A second key goal for the project is to ensure, within the “Golden Hours,” that:

•    Health workers have suffi cient, relevant historical and diagnostic data they need 
for diagnosis and treatment planning  

•   Clients participate in decisions and receive all appropriate disease, treatment and 
medication information and training and any questions are answered  

•   Clients are interviewed prior to departure from the clinic to ensure that they par-
ticipated and were successfully informed; and, if there are any identifi ed prob-
lems, these are resolved prior to the client leaving the clinic  

•   Provide each client with their own POWR    

 Measuring progress and assessing how well the patient response system and 
reengineered clinic workfl ows have improved patient outcomes and clinic perfor-
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mance is fundamental to the approach. Results would be fed back frequently to all 
involved parties for their evaluation; successful ones would be accelerated and the 
FQHCs would adopt best clinical and management practices while avoiding IT 
solutions or practices that do not work. 

 The FQHC team, in collaboration with CPHD’s obesity and diabetes awareness 
programs, has decided to start its efforts on reengineering its workfl ow for diabetic 
patients. It plans to provide FQHC staff with a Smart PON system to interface with 
their existing EHR and to incorporate practice guidelines and the results of rapid 
diagnostic tests. They intend to use the Smart PON to produce the set of clinical and 
patient measures they have selected as a by-product of using it for managing visits 
and interactions with their clients. They will incorporate rapid diagnostic testing, 
electronic capture of vital signs and a client response system (see Chap.   20     for more 
details on patient reporting) into the clinic workfl ow as shown in Fig.  27.4  below.

   The team anticipates that the Smart PON system and the IT infrastructure will 
enable the FQHC to collect appropriate clinical, administrative, and client outcome 
information as a by-product of providing and orchestrating health services. At a 
later date, the IT infrastructure and Smart PON will ingest client-selected data from 
their POWR that has stored data from their home, other sources and self-entered 
information. As a result, best practices, local clinical guidelines and clinical deci-
sions would be linked directly to patient outcomes. These data, the HIE infrastruc-

  Fig. 27.4    FQHC 3.0 workfl ow and feedback (Used with permission of Silva Consulting Services, 
LLC)       
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ture and associated clinical and business intelligence tools come together as a 
disruptive technology platform that could revolutionize evaluation processes and 
research. FQHC and CPHD staff, management and clients will know – what are the 
best practices, what practices are not effective or not safe and what practices are 
more expensive without added value, all of which are continuously updated. 

 This approach seems to be just what the IOM has outlined in its report on com-
parative effectiveness research (CER):

  “CER is the generation and synthesis of evidence that compares the benefi ts and harms of 
alternative methods to prevent, diagnose, treat, and monitor a clinical condition or to 
improve the delivery of care. The purpose of CER is to assist consumers, clinicians, pur-
chasers, and policy makers to make informed decisions that will improve health care at both 
the individual and population levels” and that “consumers, patients and caregivers as well 
as their health care providers must be involved in all aspects of CER to ensure its relevance 
to everyday health care delivery.” [ 15 ] 

   The fully integrated evaluation framework is fundamental to the design of ‘the 
community-based, mesoscale version of a health ecosystem that adopts the 
behaviors of a CAS and exploits new technologies to support decision-making 
for all individuals within a community.’ That is, the county/community 3.0 sys-
tem is designed to provide immediate feedback of performance, metrics, KPIs 
and other analyses, directly and transparently to local participants, clinicians and 
consumers and to record decisions about what changes need to be made. This 
information continuously informs decisions by all participants so they can adjust 
their local practices and behaviors to continuously improve their performance. 
Absent readily available CER data at the nexus of decision-making, the CER 
enterprise will not achieve its stated goal of “better decision making by patients 
and providers” [ 15 ]. 

 Lastly, this approach for the county/community 3.0 is designed to address the 
maintainability and sustainability of guidelines. Guidelines are implemented within 
the Smart POC system, then continuously adapted, evolved and communicated to 
the local practice setting by feeding back the county/community outcomes, costs and 
utilization data and new biomedical knowledge onto the guideline itself. It should be 
a fascinating story for the science of CER to observe and analyze the time-oriented 
adaption and evolution of guidelines both within and across communities and spe-
cial populations. After all, as Sir William Osler stated: “It is much more important to 
know what sort of patient has a disease than what sort of disease a patient has.”     
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    Chapter 28   
 Emerging Clinical Decision Support 
Technology for the Twenty First Century       

       David     P.     McCallie     Jr.      

    Abstract     Chapter 1 reviewed key aspects of the history of Clinical Decision 
Support (CDS), describing the signifi cant progress achieved as well as calling out 
some of the limitations that have diminished the expected benefi ts of CDS despite 
increasingly widespread use of EHR technology. This chapter will describe emerg-
ing approaches and new technologies that show promise for addressing some of the 
current limitations of the fi eld, and which hold hope for more widespread realiza-
tion of the benefi ts of CDS.  

  Keywords     Cloud-based CDS   •   Machine learning   •   Infobutton manager service   • 
  Predictive analytics   •   Service-oriented CDS   •   SMART Apps   •   Knowledge models   • 
  Automatic chart summarization   •   FHIR Resources  

28.1         Emergence of New CDS Knowledge Models: Machine 
Learning 

 A characteristic of many of the CDS systems described in Chapter   1    , such as 
 systems based on Arden-like Medical Logic Modules (MLM) or on declarative, 
rule-based implementations, used human-readable logic statements or rules to 
encapsulate the clinical knowledge. This made it relatively easy for the knowledge 
engineer to understand and explain the logic of the CDS. If the system was not 
working as expected, a human expert could readily debug it. With the advent of “big 
data” analytics, and the explosion of new tools for machine learning, informaticists 
have begun to change the assumption that human readability of the knowledge base 
was required. In its place, informaticists have begun to use a variety of techniques 
that capture the decision support logic as a mathematical formulation (e.g., a matrix 
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of coeffi cients, etc.) that may well be opaque to human comprehension. This is 
potentially a profound shift in CDS knowledge modeling, since the knowledge 
source becomes more of a “black box” whose inner workings are not readily 
inspected. New approaches to validation of the accuracy of the knowledge model 
will be required. Some of these new approaches are outlined below. 

 Many of these new “black box” models for CDS are based on the application of 
statistical mathematical techniques frequently described as “machine learning” [ 41 ]. 
A common type of machine learning is called  supervised learning  [ 11 ], which can be 
summarized as follows: fi rst, a set of curated training data is collected by experts. 
Typically hundreds or even thousands of example training cases should be used to get a 
good learning result. The training data contains cases where the learnable decision is 
known to be “true” as well as cases where the learnable decision is known to be “false.” 
An appropriate machine-learning algorithm is selected to process the training data, 
which then uses a well-defi ned mathematical process (e.g., regression, support vector 
machines, rule-induction, etc.) to induce a set of parameters that optimally distinguish 
the “true” cases from the “false” cases. Typically, before the training starts, the raw 
clinical data is processed to generate “features” that capture the essence of the case at 
hand. Those features are often pre-processed using techniques to reduce the dimension-
ality (complexity) of the input data. After pre-processing, the learning algorithm is 
applied to the training data. At that point, the system is said to have “learned” how to 
reach the desired decision. In some learning algorithms, such as C4.5 rule-induction, the 
training process may create human readable classifi ers [ 25 ,  42 ] but in many of the more 
commonly used algorithms, the induced parameters are simply coeffi cients describing 
an abstract mathematical function, and are thus are not readable by human review. 

 Regardless of which type of machine learning is performed, the trained system is 
then validated against test data containing previously unseen cases in which the 
 correct answers are also known. If the predictions of the learned parameters are 
accurate enough, the trained system can then be put into service to predict the 
 outcomes of unknown cases. A recent study [ 14 ] provides a good example – they 
developed a system that predicts lactate levels and mortality from sepsis using four 
different mathematical learning models (naïve Bayes, support vector machines, 
Gaussian mixture models, and hidden Markov models) instead of the traditional 
“if-then- else” hand-coded algorithm approach. Their machine-learned model was 
able to achieve good predictive power while relying on fewer data elements than 
traditional approaches. As adoption of electronic health records spreads, and more 
digitized clinical data becomes available for analysis, machine-based learning will 
likely play a growing role in the development of sophisticated CDS systems.  

28.2     Predictive Analytics 

 An important use of machine-learned knowledge in CDS is the growing fi eld of 
 predicative analytics  [ 4 ]. In this approach, a machine learning process is used to 
train an algorithm that can predict a particular outcome, often via generation of a 
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score where the higher the score, the more likely the outcome. The inputs used to 
train the algorithm may come from EHR data, claims data, or other sources. 
A threshold is calculated that maximizes the accuracy of the prediction, such that 
the algorithm can be used to identity patients that are “positive” for the predicted 
outcome. Regression models are commonly used to develop the score, but more 
complex machine learning models can also be used. A common use of predictive 
analytics is to assess  readmission risks . The Centers for Medicare and Medicaid 
Services (CMS) will penalize hospitals for preventable readmissions, so hospitals 
have developed predictive models to identify the patients at high risk of readmis-
sion. Patients at high risk may receive extra interventions with a goal of reducing the 
number of preventable readmissions. Readmission scores can be calculated for “all 
causes” (any disease) or can be targeted to specifi c diseases or procedures. For 
example, a recent collaborative project between Cerner and Advocate Hospital 
(Chicago) was able to combine claims data and EHR data to predict readmissions 
with clinically useful accuracy (C-statistic of 0.78) [ 6 ]. Recent work [ 5 ] has demon-
strated that inclusion of data that capture the social and behavioral determinants of 
health (such as home living situation) can signifi cantly increase the accuracy of 
these predictive tools. The growing understanding of the impact of social and behav-
ioral factors on health outcomes has led to calls for EHRs to routinely capture this 
data [ 1 ]. In general, the more data available, the better the predictive models will 
perform.  

28.3     Other Non Arden Knowledge Models 

 Numerous other types of non Arden decision-support tools have been developed 
using technologies other than the ones detailed in this chapter. For example, 
 Bayesian Nets  have been applied to diagnosis of community acquired pneumonia 
[ 3 ], and  Decision Trees  have been applied to numerous CDS and diagnostic prob-
lems [ 32 ]. Despite the power of these many tools for decision support, many com-
mercial EHR vendors have chosen to rely heavily on Arden-like “if-the-else” 
models as their core CDS service, primarily because Arden-like systems are rela-
tively easy to implement and are easy to understand. However, as will be described 
below, new methods of delivering more complex CDS services should lead to 
increased use of these powerful “post Arden” methods.  

28.4     Visual Methods for Diagnostic Decision Support 

 Approaches to diagnostic decision support were described in Chap.   1    . Those 
approaches focused on textual display of diagnostic assistance. A relatively new 
approach to diagnosis assistance are the  visual differential diagnosis  tools, typifi ed 
by the commercial product VisualDx® [ 36 ,  38 ]. These visual diagnostic assistants 
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contain a large database of images that are linked to diagnostic criteria. For exam-
ple, VisualDx® contains more than 100,000 peer-reviewed images. A clinician can 
use these tools to rapidly narrow a potential diagnosis and then verify by comparing 
the patient to the online images. An obvious target for these tools is dermatology, 
but they are also relevant to radiology and other image-intense specialties. 

 Diagnostic decision support is likely to become necessary in the domains of 
medicine where the knowledge base is so large or so rapidly evolving that it is 
impossible for a clinician to keep it in memory. For example, in genomic medicine, 
where new diagnostic tests emerge on a rapid basis, and interpretation of whole- 
genome or whole-exome sequences require access to massive databases that corre-
late genetic variants to clinical syndromes, clinicians will have little choice but to 
depend on genomic CDS tools [ 35 ]. Standards and CDS frameworks are just begin-
ning to be proposed for this new fi eld of genomics and personalized medicine [ 39 ].  

28.5     Advanced Literature and Knowledge Retrieval 

 Providing expedited access from within the clinical workfl ow to relevant clinical 
literature is an important type of CDS. This is certainly not a new capability. One of 
the fi rst tools to support bedside access to the clinical literature was the ground-
breaking PaperChase system [ 21 ] developed at the Beth Israel Hospital in Boston. 
The obvious value of ready access to medical literature led the National Library of 
Medicine to invest in free literature search tools like PubMed [ 27 ] – tools now con-
sidered invaluable by clinicians and patients alike. Important commercial products 
such as  UpToDate®  or  ClinicalKey®,  which combine the literature indexing of 
PubMed with curated summaries of key clinical information and full text access to 
key journals have emerged as indispensable providers of CDS, and are now being 
widely integrated directly into EHR products, due in part to incentives created by 
the United States’(US) Meaningful Use program. 

 Providers raise many questions during a patient’s workup [ 8 ]. Unless tools are 
present that make it easy to fi nd answers to those questions, as many as 70 % of the 
questions will remain unanswered [ 12 ]. Early approaches to bedside literature 
retrieval relied on custom EHR interfaces. Providing access to the many available 
external resources led to complex menus, slowing providers down. In response to 
this problem, the  Infobutton  model, developed at Columbia [ 7 ] provided a uniform, 
context-aware approach to invoking the available resources. A standardized 
Infobutton icon is placed near key clinical facts in the patient’s record, such as lists 
of the patient’s problems, medications, and procedures. When the user clicks on the 
icon, an Infobutton manager service automatically collects the local context of the 
icon (e.g., the diagnosis code, medication, or lab) as well as demographic data about 
the patient (age and gender). The Infobutton manager service then automatically 
links the user to the most relevant available medical literature, and presents the 
information back to the clinician via a pop-up web browser. More sophisticated 
Infobutton implementations are capable of using the clinical context to  automatically 
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select the best decision support resource from among similar resources. Some 
Infobutton services can prompt the clinician with additional questions that help 
select the most relevant information (such as whether to jump directly to standard 
ranges for a lab test, or to contraindications for a medication, etc.) Many of the more 
popular information retrieval services (such as UpToDate® and ClinicalKey®) also 
support searching from within the tool itself, such that if the Infobutton target was 
not what the clinician needed, “smart search” can facilitate quick navigation to the 
sought-after knowledge. Literature access tools play a major role in clinical deci-
sion support. By reducing barriers to accessing expert information, and by improv-
ing retrieval accuracy, these tools allow the clinician to leverage their own clinical 
judgment with access to high-value information at the click of a button. The 
Infobutton model has become an HL7 standard that is now a required component of 
certifi ed EHR technology under the US EHR Meaningful Use program [ 16 ].  

28.6     Automatic Summarization and Semantic Chart Search 
as Aids for CDS 

 The tools described above help address the problem of accessing relevant reference 
information from the vast array of medical literature. However, as EHR systems 
have become replacements for the complete paper record, fi nding the right  patient  
data from the growing amount of data available in a typical EHR can be as challeng-
ing as searching the reference literature. Numerous researchers have tried to address 
this problem of “too much data” by creating systems for  automatic summarization  
of key aspects of the patient’s record, in order to ensure that the provider can quickly 
review the most important content in the patient’s record [ 13 ,  37 ]. Typically these 
systems allow the clinician to select a key concept (such as a problem) at which 
point the systems generate a dynamic summary of the most important data in the 
patients record related to the selected problem. 

 An alternate approach to automatic summarization is to create semantically 
enabled “chart search” tools which can fi nd and prioritize relevant information from 
anywhere in the record. By using the same clinical ontologies that power literature 
searches, these tools can locate important data in the patient’s record, even if the 
provider doesn’t know exactly where the data was captured in the record, or the 
precise term used to describe the fi nding. Cerner’s Chart Search is one such exam-
ple. This tool uses natural language parsing (NLP) tools to extract important clinical 
concepts from the entire record, even if the concepts are buried inside free-text 
documents, deep in the record. These extracted concepts are then cross-linked with 
clinical ontologies derived from SNOMED CT® and other sources to create a com-
prehensive index of the record. The search can be triggered by a provider’s query or 
by clicking on an item in the problem list, medication profi le, or any other clinical 
term in the patient’s record. Using the clinical connections represented in the ontol-
ogies, the tool can also fi nd all of the occurrences of the concept as well as key 
related concepts, such as mentions of the drugs that treat a particular problem, as 
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well as documentation of key related physical fi ndings, common symptoms, etc. 
Figure  28.1  shows an example of a semantic chart search for “diabetes” where doc-
uments that mention relevant labs, medications, and quality measures are quickly 
located. Providing easy access to this relevant chart information is an important new 
form of clinical decision support for the entire care team.

28.7        New Delivery Models: Clinical Decision Support 
as a Service 

 Given the diffi cultly of defi ning standards for encoding CDS knowledge (as was 
outlined in the Chap.   1    ), it is natural to consider an obvious alternative. Since it 
should be easier to create standards for key components of a patient’s record than to 
standardize complex CDS knowledge models, the easier solution would be to stan-
dardize the patient’s data and send it to a remote CDS service. This approach, called 
 service-oriented CDS , addresses the problem of requiring that all EHRs be able to 
embed complicated CDS knowledge. In service-oriented CDS, the patient’s data is 
abstracted out of the EHR and sent to a CDS system that is running as a remote 
service, possibly outside of the EHR entirely. 

 Halamka described an early experience of using a remote CDS service at the Beth 
Israel Hospital in Boston [ 15 ]. He describes sending an arbitrary XML data structure 
containing patient information to a remote service that then responds with the requested 

  Fig. 28.1    Cerner Chart Search product showing semantic content fetched on query for “diabetes” 
(Reproduced with permission of Cerner Corp)       
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advice. In similar approach, members of the Clinical Decision Support Consortium [ 9 , 
 31 ] demonstrated a shared CDS service based on sending patient data using a Clinical 
Document Architecture (CDA) document [ 17 ] – a standards- based XML-encoded 
patient summary document. Participating EHR systems generated a patient-specifi c 
CDA and sent it to an external CDS service. The remote system unpacked the XML-
encoded clinical data, used an existing rules engine to generate a recommendation, and 
then delivered the result back to the originating system. The team demonstrated that a 
single shared implementation of a rules engine could easily support multiple clients 
and different EHR vendors, by leveraging existing CDA standards. 

 Using CDA documents to send data to the cloud is a logical approach, since all 
EHRs qualifi ed under Meaningful Use are required to produce a standard 
Consolidated CDA (CCDA) [ 18 ]. However, the CCDA can be a large and unwieldy 
document, which may not contain the data that the remote CDS service needs [ 40 ]. 
Initial standards work on defi ning the data structures that could be sent to a CDS 
service focused on the development of HSSP, the Healthcare Services Specifi cation 
Project [ 23 ], jointly developed by HL7 and the Object Management Group® 
(OMG.) HSSP, more commonly known has HL7 DSS, uses the vMR to specify the 
necessary clinical data structures that are matched to a corresponding set of Service 
Oriented Architecture (SOA) services provided by the CDS system [ 26 ]. An autho-
rized EHR can populate the vMR data structures, send the data to the DSS instance, 
and await the reply. The DSS service invokes internal decision logic, using whatever 
techniques are desired. A number of pilot implementations of the HL7 DSS stan-
dard exist, most notably the Open CDS project [ 22 ]. 

 However, given the relative lack of uptake of the DSS standard, the Offi ce of the 
National Coordinator for Health IT (ONC) created the Health eDecisions (HeD) proj-
ect in 2013 to improve the standardization of the data messages for remote CDS ser-
vices [ 30 ]. The HeD team has proposed simplifying the HL7 SOA-style DSS standards 
to better support remote service implementations that don’t require a tightly coupled 
service bus (SOA) architecture. They also proposed using simplifi ed vMR data struc-
tures instead of sending the full CCDA. A number of Health eDecisions pilots have 
been deployed, such as an “immunization calculation engine” [ 20 ] which used a 
cloud-based service to return immunization advice to clinicians inside their EHR. The 
emergence of HL7’s new FHIR standard (Fast Healthcare Interoperability Resource) 
[ 19 ] is likely to cause the HeD recommendations to be revised in the future. The 
important new role of FHIR in CDS will be described in more detail below.  

28.8     New Delivery Models: Cloud-Based CDS: A More 
Scalable Approach 

 “Cloud computing,” defi ned loosely as the use of a network of remote computer 
servers made available over the Internet, has come to be broadly accepted and 
adopted in healthcare [ 34 ]. Cloud computing approaches can be used to deliver a 
complete EHR, but they can also be used to deliver specifi c services such as remote 
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CDS. Cloud-based CDS has a number of advantages over traditional deployments 
that embed the CDS system inside each EHR, and over SOA-style services that 
require use of a local enterprise service bus. One obvious benefi t is that a single, 
cloud-based service can be shared across many implementations, allowing vendors 
to spread the costs of the service over many more users. Centralization of the service 
also enables vendors to keep the CDS knowledge up to date without having to man-
age large numbers of distributed knowledge bases, spread out over many local 
EHRs. Implementation of a sharable cloud-based system is also considerably easier 
than implementing local rules across many different sites. Cloud-based CDS can be 
implemented and maintained by a central authority of experts, relieving local EHRs 
from the maintenance and upkeep of the increasingly complex knowledge models 
required by more advanced CDS that goes beyond simple Arden-like systems. 

 Another important advantage of cloud-based CDS is that it is often easier and 
faster for vendors to deploy the service to their client base. Cerner’s recent experi-
ence with a cloud-based sepsis alerting system provides a relevant example. The 
Cerner sepsis system is known as the “St John’s Sepsis Agent” in honor of St John 
Medical Center (Tulsa OK) where it was initially developed [ 2 ]. Prior to the advent 
of the cloud-based model, only a small number (fewer than 10) of Cerner’s clients 
had implemented the fairly complex logic that underlies the alert. In an attempt to 
increase the number of clients who could benefi t from sepsis alerts, Cerner imple-
mented a cloud-based sepsis detection engine. The sepsis engine is deployed in 
Cerner’s secure data center. A small “data crawler” service is installed at each par-
ticipating client site. The data crawler monitors the local system for arrival of sepsis- 
relevant patient data and sends it to the cloud-based sepsis system. The data is 
processed in a multi-tenant service in the cloud, organized so that a single engine 
can simultaneously monitor many hospitals. If the sepsis alert fi res, a message is 
sent back to that hospital’s EHR. At that point, the hospital uses the local rules 
engine to route the alert to the appropriate users. 

 Cerner’s approach is an example of a  hybrid local/cloud CDS model  that com-
bines the use of a local rules engine to do data capture and alert routing along with 
a cloud-based engine to manage the actual logic of sepsis detection. Figure  28.2  
shows the overall logic of the cloud based sepsis system. By shifting to a cloud- 
based approach, more than 400 hospital sites have been able to deploy the alerting 
system, with a fraction of the effort than a local approach would have required.

   This cloud-based sepsis model has also benefi ted from fi ne-tuning and improve-
ments based on continuous evaluation of sensitivity and specifi city of the alerts, 
based on data from all of the deployment sites. More than a dozen iterative 
 improvements of the sepsis decision logic have been shared with the participating 
clients since the system go-live. These upgrades can occur without any required 
actions by the client. It should be noted that a cloud-based model does not eliminate 
the potential for local control and local tuning. Cerner’s sepsis clients use a web-
based console to optimize the alert thresholds for each hospital’s particular patient 
mix, and to decide how they prefer to route the alerts. Some clients route the alert to 
a dedicated rapid response team, whereas other clients choose to send the alert to the 
primary nurse associated with the patient. Relatively few have elected to send the 
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alert directly to the physician, thus minimizing physician “alert fatigue” and improv-
ing the likelihood of a timely response to the alert. The advent of CDS as a service, 
delivered using cloud-computing approaches represents a powerful step forward in 
high-scale delivery of sophisticated CDS, while at the same time minimizing burdens 
on busy hospitals to implement and maintain increasingly complex local systems.  

28.9     New Delivery Models: “SMART Apps” for CDS 

 “App stores” have revolutionized smart phones and many other consumer comput-
ing platforms, but not until recently have apps stores emerged as an option for 
healthcare computing platforms. [ 29 ] suggested that “substitutable apps” could play 
a role in expanding the capabilities of commercial EHR products, following the 
paradigm of app stores in other computing domains. In this model, EHRs would 
become “platforms” that supported standards-based, “plug-in” apps that allow for 
customization of the EHR beyond the vendor’s native offering. Two emerging stan-
dards that are likely to have a signifi cant effect on CDS are making this concept a 
reality. The fi rst standard is FHIR – Fast Healthcare Interoperable Resource, being 
developed by HL7 [ 19 ]. FHIR uses core internet standards (HTTPS – hypertext 
transfer protocol) to defi ne an API (application programming interface) standard 
that can be used to move information encoded using simple data structures (called 
“resources” in FHIR) from place to place. FHIR resources represent a major simpli-
fi cation compared to the HL7 V3 RIM. Early experience with FHIR suggests that it 
is quite feasible for an EHR vendor to expose a FHIR-based API that provides 
comprehensive read and write data access to the clinical data contained in the EHR 
[ 33 ]. The breadth of data access provided by FHIR opens many possibilities for new 
kinds of CDS. For example, using FHIR, a remote CDS service could fetch neces-
sary lab data, vital signs, and other information necessary to make a more accurate 
CDS recommendation than if the EHR merely sent a predefi ned, fi xed set of clinical 
data to the service. If the EHR exposes the FHIR API, then the decision support 
service can ask for whatever it needs, as it evaluates the decision logic. The pro-
found implications of this shift should not be underestimated. The ability for a 
remote CDS service to easily request whatever data it needs, without requiring cus-
tom programming, should rapidly expand the scope of CDS services that remain 
EHR vendor- neutral and thus available to more providers. 

 The SMART Platform [ 28 ], on the other hand, specifi es a standard way to embed 
a web-based  application  directly into any EHR capable of exposing a web browser 
interface. An embedded SMART application can use standard HTML to create any 
desired user visual experience, while running integrated into the clinician’s work-
fl ow, and while preserving patient context. SMART apps can also be deployed to 
smart phones and tablet devices, as long as web pages are supported. The combina-
tion of SMART and FHIR together creates the technology necessary to create 
“SMART on FHIR” app stores. SMART apps are relevant to CDS in a number of 
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ways. First, many of the complexities that have made standardization of complex 
CDS rules so diffi cult (e.g., Arden, vMR, HL7 DSS, Health eDecisions, etc. as 
described earlier) are mitigated by use of a simple plug-in app that brings an exter-
nal CDS conversation right into the clinical workfl ow. FHIR provides the necessary 
data access, and the SMART app delivers the visual presentation and user conversa-
tion, allowing for arbitrarily complex remote CDS interventions to be embedded 
into any compliant EHR. 

 One use of SMART apps is for  CDS visualizations . A number of studies have 
suggested that condition-specifi c data visualizations may facilitate complex deci-
sion making, by organizing the data using an appropriate visual metaphor to expose 
key relationships that might get lost in tabular displays of data [ 10 ,  24 ]. Complex 
visualizations are often specifi c to a narrow range of clinical conditions, which 
would make it costly for each EHR vendor to create the required libraries of 
condition- specifi c visualizations. However, the SMART on FHIR app approach 
enables third-party developers to create custom visualizations that can then be 
“plugged in” to SMART on FHIR compliant EHRs. For example, a SMART app 
developed at Intermountain Healthcare (Fig.  28.3 ) shows a graphical representation 
that helps clinicians manage neonatal hyperbilirubinemia by graphically represent-
ing the change in bilirubin as a function of time under phototherapy lights. At a 
glance, the clinician can determine when suffi cient phototherapy has been deliv-
ered. This customized visualization app could be used by any EHR that supports the 
SMART and FHIR standards.

  Fig. 28.3    Neonatal bilirubin decision support using a SMART on FHIR app (Reproduced with 
permission of Intermountain Healthcare)       
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28.10        SMART on FHIR to Deliver Remote CDS 

 The SMART and FHIR standards can be used as a component of a powerful remote 
CDS service that could supplement a vendor’s built-in CDS tools. The orchestration 
could fl ow as follows: First, the EHR uses its internal tools to detect the need to 
invoke the external CDS service (likely running as a cloud-based service). Secondly, 
once contacted by the EHR, the remote CDS service uses FHIR to query back into 
the EHR for the specifi c data necessary to answer the contextual question. This 
conversation can be mediated by standard FHIR services, thus relieving the EHR 
vendor from the need to create custom code for each remote CDS service. Thirdly, 
if the remote CDS service needs to “talk” to the clinician to get more data, it can ask 
the EHR to invoke a specifi c SMART app. And fourthly, once all the data is present, 
the remote CDS can make a recommendation, which it sends back to the EHR using 
FHIR standards. This process can be done without requiring the EHR vendor to 
have knowledge of the internal details of the remote CDS service, while also freeing 
the CDS vendor from requiring custom interfaces to each EHR. Implementation of 
remote CDS services that follow this model should be easier and more robust com-
pared to previous approaches that required the EHR vendor to understand and 
embed complex CDS logic. In other words, move the data to the service, not the 
knowledge to the EHR. Note that the EHR vendor must still exercise careful design 
in deciding when and how to invoke the remote service, to avoid excessive pop-up 
alerts and “alert fatigue.”  

28.11     Summary 

 In Chap.   1    , we reviewed the history of clinical decision support, with a focus on the 
most widely deployed paradigm, Arden-like scripting rules. We reviewed the efforts 
to standardize CDS, with the focus mostly on standardizing the knowledge models 
and knowledge encoding. We reviewed the strengths and weaknesses of current 
approaches, noting that “alert fatigue” remains a key barrier, despite efforts to improve 
the accuracy of rules, and the workfl ow of rule delivery. We noted the inherent limita-
tions of the simple rules used in Arden-like models, and the diffi cultly in trying to 
embed complex CDS knowledge bases in each of the many EHR platforms. 

 In this chapter, we called out some emerging technologies that should help 
address these current limitations. In particular we note the increased alert accuracy 
that should be available to systems that explore post-Arden knowledge models, such 
as those based on machine learning and data-driven analytic technologies. We high-
lighted the shift in focus from locally embedded systems to remote, cloud-based 
CDS, with the attendant increase in scale and scope of what can be deployed. We 
also highlighted the shift away from trying to standardize CDS knowledge encod-
ing, to instead standardizing the data that needs to be exchanged with service- 
oriented, remote decision services. We highlighted the promise of FHIR, as a major 
simplifi cation over the previous generation of standards based on the cumbersome 
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HL7 RIM. We concluded with an introduction to embeddable CDS “apps” that fol-
low new standards such as SMART on FHIR. In closing, in Table  28.1  we contrast 
the Arden-like models in current EHRs to the future possibilities using twenty fi rst 
century web and cloud technologies. In this table, we summarize many of the 
changes that are occurring with an eye to the future that holds promise for more 
accurate, widespread, and powerful clinical decision support.
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   Table 28.1    Summary of evolution of clinical decision support   

 CDS Category  Current CDS  Future CDS 

 Location of CDS rules:  Embedded in local EHR  Services running in cloud 
 CDS Standards:  Focus on encoding the 

knowledge model and rules 
 Focus on encoding the clinical data 
to send to the remote service 

 Workfl ow for CDS 
alerts: 

 Interruptive, reactive, not 
personalized 

 Ambient, anticipatory, personalized 
to user preferences 

 CDS Knowledge 
encoding: 

 Human curated rules and 
scripts 

 Mix of human curated and machine 
learning 

 Focus of CDS:  Safety, reminders, treatment  Adds differential dx, diagnostic 
workup, chronic management 

 CDS Intervention:  Alerts  Pluggable apps, visualizations, 
literature search, chart search 

 Disease focus of CDS 
interventions: 

 Single conditions, one at a 
time 

 Multiple diseases, via machine 
learned multi-condition patterns 

 Recipient of the 
interventions: 

 Deliver to the current user 
(MD) usually with only one 
try 

 Route to best clinician, with 
escalation to ensure deliver 

 Clinical data standards  Complex: RIM and vMR  Simple: FHIR resources 
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    Chapter 29   
 Beyond Current HIMS: Future Visions 
and a Roadmap       

       James     Fackler     

29.1             Introduction 

 This chapter explores a future vision for technologically supported healthcare 
beyond where current health information management systems (HIMS) have taken 
us. This vision is informed from over three decades of experience as a Pediatric 
Intensivist working in academic medical centers; as well as being a Medical 
Informatician engaged for the past 20 years in system design for a major EHR 
 vendor and multiple consulting roles for smaller niche and start-up health informa-
tion technology (HIT) companies. Based on these experiences and supported by the 
HIT literature [ 1 ] and health policy bodies [ 2 ], I believe:

    1.    The current health care system is not safe,   
   2.    The billions of dollars spent designing, testing, and implementing HIMSs have 

been spent instantiating the same workfl ows that created the unsafe current 
health care system.   

   3.    It is not just unlikely, but rather  impossible , that current HIMSs can improve the 
value of care delivered.   

   4.    The primary way HIMS can improve the value of care delivered [ 3 ] is by improv-
ing the clinical decisions leading to an improvement in patient outcomes.    

  The cliché that insanity is repeatedly doing the same processes but expecting 
different results is quite relevant here. Thus, this chapter describes a signifi cant 
deviation from the United States healthcare industry’s current HIMS strategy built 
as it is upon a few monolithic electronic health record (EHR) vendors with the 
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inherent limitations associated with  monolithic size. Instead, what is envisioned 
here is an altogether different  technology support road that has been started by 
 others and importantly, presents solutions built on twenty-fi rst century technologies. 
Three more predicates will guide this new journey:

    1.    Current HIMSs can play a valuable role in the data collection process.   
   2.    The data collected by these HIMSs must be augmented with data not now 

 routinely captured in HIMSs.   
   3.    The data collected by these HIMSs must then be made accessible to vendor- 

agnostic patient-centric applications.      

29.2     The Imperative for Clinical Decision Support Begun 
by Others… 

 Two meta-analyses reviews on clinical decision support (CDS) systems, published 
independently in 2005, concluded that for a CDS to be effective, the system must be 
automated [ 4 ] and must interrupt workfl ow [ 5 ]. Pushing these two points to their logi-
cal extensions, for technology to support our clinical decisions, there must be a tight 
coupling of the clinician and the computer. There must be more than good human 
computer interfaces; there must be human-computer symbiosis. In 1960 (yes, 55 years 
ago), JCR Licklider, a psychologist and pioneer in computer science coined the con-
cept of “man-computer symbioses” [ 6 ], noting that while none existed in 1960:

  The hope is that, in not too many years, human brains and computing machines will be 
coupled together very tightly, and that the resulting partnership will think as no human brain 
has ever thought and process data in a way not approached by the information-handling 
machines we know today. [ 6 ] 

   Licklider’s vision of the tight coupling of man and computers is closer to being 
realized, but not yet a reality. We may be on the threshold of Licklider’s vision, if 
the opinions of Kurzweil [ 6 ] and others predicting the “singularity” state – the time 
when there will be no distinction between human and machine – are correct. It 
would be a fair bet that clinicians in their early 1940s have a good chance of making 
clinical decisions in a setting of true human-computer symbiosis.  

29.3     Decision Support … 

 Looking at what’s involved in decision support must begin with a discussion of 
what decisions clinicians make, how those decisions are made, and how the deci-
sions are best supported. Broad, often excellent, theoretical guidance is published 
on clinical decisions [ 7 ], but again little guidance is available in the literature cata-
loging the decisions clinicians actually make. A 2010 study of ten faculty pediatric 
cardiologists found that each physician made close to 160 decisions per day, and of 
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these, 80 % were made without any basis in published data [ 9 ]. The authors further 
reported that fewer than 3 % of decisions were based on a study relevant to the spe-
cifi c decision [ 8 ]. Even less guidance in the form of evidence-based data is available 
to entrepreneurs and developers of clinical decision support systems in terms of 
pointing to which decisions  should  be supported. 

 The best place to start deciding where to start should follow from the work of 
Daniel Kahneman whose book “Thinking, Fast and Slow” should be required read-
ing for any developer of future clinical decision support applications [ 9 ]. Kahneman 
suggests a dichotomy between System One (fast) thinking and System Two (slow) 
thinking. System One operates automatically and quickly with little or no effort and 
no sense of voluntary control. In contrast, System Two allocates attention to the 
effortful mental activities that demand it, including complex computations or in a 
clinical context, puzzling through a complicated patient. 

 At the bedside, a System One decision is often what is euphemistically called 
“the art of medicine” but is better recognized as intuition. Gary Klein has long stud-
ied intuition in experts [ 10 ] lauding the expert’s pattern recognition capabilities. 
Again, pattern recognition is a core cognitive task and senior physicians perform 
better than do junior physicians [ 11 ,  12 ]. However, given that the vast majority of 
clinical decisions are based on precious little data and the most senior clinicians do 
not often make these decisions, it begs the question whether CDS can support the 
System One, intuition-based pattern recognition decisions. The answer is – yes; but 
few such solutions, even as prototypes exist [ 13 ]. The reader is referred to a recent 
review on the subject of supervised classifi ers that may have applicability to medi-
cal diagnosis [ 14 ]. 

 The operations of System Two are often associated with the subjective experi-
ences of choice and concentration. The highly diverse operations of System Two 
have one feature in common: they require attention and are disrupted when attention 
is drawn away. In the medical context, System Two decisions are those that demand 
thought, often because a well-established pattern is not recognized and even partial 
patterns are not obvious or are confl icting. Data may be missing, wrong, and/or are 
confl icting. Rarely, is there time in a busy clinical environment to engage System 
Two thinking. While there are strengths and weaknesses associated with System 
One and System Two thinking, both used at the right times, are crucial for optimal 
patient care [ 15 ]. IT support of the clinical decisions will differ depending on which 
System is being supported. 

 At the most fundamental level, CDS should help protect clinicians, and the 
patients they serve, from cognitive biases. The formal study of cognitive biases was 
launched in 1974 by Amos Tversky and Daniel Kahneman [ 16 ]. Although there are 
a number of excellent references in the medical literature describing cognitive 
biases [ 17 – 20 ], a better place for CDS developers to start deciding which apps to 
build is with a crosswalk of an anti-bias checklist proposed for business decisions 
[ 21 ] into medical decisions. Twelve bias checks are proposed (e.g. check for group-
think, check for saliency bias, check for availability bias – which is also called, 
below, WYSIATI). Whether deciding to build a new manufacturing facility or 
whether to initiate an invasive surgery for cancer, the decision should seek  dissenting 
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opinions (to avoid groupthink), be certain the recommendation is based on more 
than the memory of a recent success (to avoid saliency bias) and be certain there 
isn’t a better option not yet considered (to avoid availability bias). CDS developers 
will do well focusing on as many of the twelve categories of bias as outlined by 
Kahneman, and his colleagues as is possible.  

29.4     Getting the Data in … 

 Although it sounds too mundane an issue for a discussion of future HIMS systems, 
accuracy of the clinical documentation by nurses, physicians and other team mem-
bers is an under appreciated problem. The cliché of garbage in – garbage out (GIGO) 
continues to be a major contributor to unsafe systems and renders clinical decision 
support ineffective, or worse, dangerous. If we are to improve outcomes, we cannot 
do so if the primary data that clinicians use for their decisions are wrong. Yes, the 
electronic data are legible, they can be graphed and used in calculations, but unfor-
tunately, all too often the data are erroneous due to omissions, incorrect readings, or 
disparities between human and medical device readings. Finding evidence for prob-
lems with nursing documentation is not hard. One notable study reported on a qual-
ity improvement effort in an Italian emergency department and found that triage 
vital signs were missing in acutely ill trauma victims 10 % of the time even  after  
their quality improvement intervention [ 22 ]. Mentioning this is not to suggest these 
adults received poor care – but it does mean as decision support solutions are cre-
ated with triage vital signs (to, for example, focus the attention of clinicians in a 
busy environment) that trauma victims might be inappropriately classifi ed by the 
decision support solution and then these patients might be harmed. Another small 
survey of trauma resuscitation documentation with a HIMS showed that serial vital 
signs were not documented a quarter of the time and fully half of the time the 
Glasgow coma scale and the fl uid input-output data were missing [ 23 ]. Imagine try-
ing to create a decision support solution for trauma resuscitation without input- 
output data! However, at this time, HIMSs fl ow sheets will always be necessary for 
clinicians to input relevant data that cannot be captured automatically. Level of con-
sciousness, Glasgow coma scale, and capillary refi ll are extremely important param-
eters that machines cannot, yet, accurately acquire. The workfl ow for clinicians 
(e.g. with voice-based data input) must be augmented and routine use of data error 
checking routines should be incorporated. HIMSs should prohibit entry of biologi-
cally impossible data (e.g. a weight of 874 kg when 87.4 is correct) as well as 
“implausible” data (e.g. a weight of 87.4 lbs when the patient’s most recent weight 
was 87.4 kg). These implausible data elements should be based not on population 
norms for healthy people, but based on that specifi c, individual patient’s norms and 
that person’s trends as one would expect to fi nd in a patient-centric system. 

 Another category of error occurs when other sources of data that are available are 
just wasted. For example, clinicians periodically do record heart rate – at shorter 
time intervals when physiological instability demands. Often, EMRs interface with 
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the physiological monitors and some therapeutic devices to automate data entry into 
the HIMS system. Doing so requires use of Medical Device Data Systems (MDDS) 
and these “middle-ware” solutions have well-established regulatory [ 24 ] require-
ments and are commercial availability from a number of vendors. MDDS interface 
with existing bedside medical devices and offer the clinician a time-stamped value 
for them to verify and then store in the HIMSs data tables. Because, for example, 
the electrocardiogram (ECG) is routinely available as a 240 Hz waveform signal, 
even verifying and recording the data every 5 min (as is done routinely in by anes-
thesiologists) means that almost one million data points are lost per patient per hour 
for just this one signal. That there is value in this single example of wasted data is 
evidenced by heart rate variability (HRV) analysis and its proposed ability to predict 
disparate conditions like extubation readiness [ 25 ] and subarachnoid hemorrhage 
[ 26 ]. HRV analysis has been shown in a randomized controlled trial to allow early 
detection of sepsis in low-birth-weight newborns and that with early detection new-
born lives are saved [ 27 ]. 

 It is important to dig a bit deeper into the challenges of manual data entry biases 
and the waste of high-fi delity data. A detailed look into the MIMIC II (Multiparameter 
Intelligent Monitoring in Intensive Care) database work by Hug and Clifford (2007) 
is in order [ 28 ,  29 ]. Best described on the PhysioNet website (  http://www.physio-
net.org/    ), the MIMIC-II research database has three defi ning major characteristics: 
it is publicly and freely available; it encompasses a diverse and very large popula-
tion of [mostly adult] ICU patients; and it contains high temporal resolution data 
including lab results, electronic documentation, and bedside monitor trends and 
waveforms. Developers should also note that because it is built on open source, it 
allows volunteers to continuously build, refi ne and share data management and 
analysis apps. Hug and Clifford (2007) fi rst wanted to determine if the electrocar-
diogram, systemic arterial blood pressure, and systemic oxygen plethysmography 
waveform data recorded outside the HIMS (from automated downloads from the 
physiological monitors) differed from the nursing documented data in the EHR 
[ 28 ]. After developing a fi ltering algorithm to reject some artifacts, Hug and Clifford 
found that the monitoring and vital sign data automatically captured as compared to 
nurse-captured recordings differed not just statistically, but also differed by clini-
cally signifi cant ranges. For example, they found that the least error for each of the 
four measurements studied occurred on Wednesdays, the highest error rate occurred 
on Fridays, and errors were most prevalent on the weekend. Diurnal differences 
were seen as well. And signifi cantly, they detected a signifi cant variation in errors 
(mean and variance) between data entered by clinicians who logged in anonymously 
(not now allowed in most mainstream EMRs) compared to those clinicians who 
were logged in appropriately [ 28 ]. 

 In their follow-up paper, Hug and colleagues (2011) analyzed MIMIC II records 
with both nursing documented data and the automatically captured waveform data 
not available with the EHR in their 2007 study [ 29 ]. For each patient they deter-
mined baseline states and then used either the EHR data or the waveform data in an 
algorithm to predict hypotension. Again in short, the automated data fi ltered out 
major artifacts and better predicted episodes of hypotension. Thus, it is not just 
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interesting that there is variability in the quality of EHR data rather the data quality 
has potential patient outcome effects. Assuming others confi rm these investigator’s 
fi ndings, there are crucial ramifi cations for restructuring documentation workfl ows 
in all areas using continuous vital sign monitors. The takeaway from this research, 
suggests that clinicians should be viewed as “annotators” of these continuous 
 waveforms rather than arbiter of “truth”.  

29.5     Federal Drug Administration and Medical Devices 
Regulation 

 The above discussion on reliable vital sign capture and recording has comingled two 
critically distinct regulatory issues. The issue of how to obtain device data (e.g. physi-
ological monitor data and/or therapeutic device data) via an automatic interface for 
clinician validation and storage within an EHR is regulated as Medical Device Data 
Systems (MDDS). However, the issue of how to obtain and use the “raw” data from 
monitors and devices in clinical decision support solutions is not as cleanly described. 

 In 2011, the Federal Drug Administration (FDA) fi nalized a rule describing 
MDDSs stating:

  Medical Device Data Systems (MDDS) are hardware or software products that transfer, store, 
convert formats, and display medical device data. An MDDS does not modify the data or 
modify the display of the data, and it does not by itself control the functions or parameters of 
any other medical device. MDDS are not intended to be used for active patient monitoring. [ 24 ] 

   This MDDS rule does not cover the routine use of fi ltering algorithms and hypo-
tension prediction as illustrated above in the MIMIC II work of Hug and Clifford. The 
FDA has issued the Food and Drug Administration Safety and Innovation (FDASIA) 
Health IT Report and delayed a defi nitive position on the regulation of clinical deci-
sion support systems [ 30 ]. The report clearly implied a hands-off approach as long as 
any recommendations passed from a CDS go to a “learned intermediary”, meaning 
any clinician who assumes responsibility for any actions taken [ 31 ]. The regulation of 
an artifact-fi ltering algorithm used by Hug et al. [ 29 ] and any closed-loop CDS solu-
tions will likely be regulated as are current medical devices [ 31 ]. 

 Finally, were all these issues not enough as problems in need of solutions in 
future HIMSs, actually getting the data acquired remains a challenge. A diatribe 
asking why consumer electronics are increasing often “plug-and-play” whereas 
medical devices wallow in a proprietary morass has been done many times by every 
clinician. As of this writing, there are two well-organized and funded efforts to bring 
true plug-and-play to medical devices. Most long standing is the Medical Device 
Plug-and-Play effort spearheaded by Julian Goldman [ 32 ,  33 ]. Work is in part 
focused on an integrated data environment [ 33 ] and dissemination of practical lan-
guage for health care organizations to use during request for proposals and contract-
ing that would demand vendors support plug-and-play. West Health is also expending 
substantial effort in the domain of interoperability (see:   http://www.westhealth.org/
initiative/our-research    ). 
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 So far, the discussion of getting the data in has focused solely on the data 
 collected by clinicians (largely nurses) using standard clinical parameters often 
facilitated with standard medical equipment. However, there is also a massive 
untapped trove of data streaming from consumer products. Connected pedometers, 
scales, pulse oximeters, sphygmomanometers are mainstream consumer devices 
and are becoming far more common. Location tracking coupled with environmental 
data and consumer-grade air quality monitors will add previously unavailable data 
(and might, for example, be useful in an asthma CDS solution). Consumer focused 
genetic data is also available and although not without problems [ 34 ], has broader 
acceptance than might be guessed [ 35 ]. The “Quantifi ed Self” movement has a 
devoted but still rather small community (see an excellent discussion in the context 
of a broader vision of the future [ 36 ]). Consumers are putting substantial effort into 
data acquisition, visualization, and analysis. There is some data suggesting the use 
of consumer device data can improve outcomes [ 37 ]. Skepticism should remain 
high as these early successful reports emerge; the Hawthorne effect can be powerful 
[ 38 ]. However, it seems likely that as sensors improve and become more smoothly 
incorporated into normal consumer workfl ow (e.g. by being built into clothing or, 
maybe, watches) that data quality and availability will improve. Consumer electron-
ics companies, fi tness clothing companies and a wide array of startup companies are 
pushing efforts in this area. HIMSs companies are noticeably absent in this arena, 
again, making the integration of consumer-generated data with HIMSs data ripe for 
creation of patient-centric applications that are HIMS vendor agnostic. 

 Somewhat more established is the use of patient entered data; and “more estab-
lished” still means efforts less than 10 years old. Consumers have been sharing 
health stories for millennia if only at the level of chicken soup, garlic necklaces etc. 
But in early 2006, the social website,  PatientsLikeMe,  opened to the public (  http://
www.patientslikeme.com/    ). There are hundreds of other such consumer-focused 
sites but  PatientsLikeMe  has shown some extraordinary successes. From their web-
site, they have about 300,000 members who are recording health data for more than 
2,300 conditions and have accumulated 25 million data points [ 39 ]. Most extraordi-
nary, if “patientslikeme” is used as a PubMed search term, 46 articles are retrieved. 
This link between research and social media dynamic is illustrated by this example 
of lithium and Amyotrophic Lateral Sclerosis patients (ALS). An early (2007) arti-
cle focused on the story behind an early success understanding on the use of lithium 
for suppression of symptoms of ALS [ 40 ]. In brief, a randomized trial of 44 patients 
with ALS followed a cohort of 16 who were treated with lithium [ 41 ]. No disease 
progression was reported in this small sized, ALS patient study population when it 
was published in February 2008. Before then, however, the data had been presented 
in a conference format and was picked up by the  PatientsLikeMe  social-media com-
munity. Working with the investigators from the report, around the time the article 
was publically released, 116 patients with ALS were already reporting their symp-
toms within  PatientsLikeMe  while taking doses of lithium much like those reported 
at the conference. Thereafter, a complete analysis of the  PatientsLikeMe  data was 
done based on a dataset fi nalized in February 2010, when 149 patients were eligible 
for analysis having taken lithium for a part of a year and 78 patients who took 
 lithium for a full year. In short, the analysis showed lithium had no effect on the 
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progression of ALS (albeit with a low side effect profi le) [ 42 ]. In an extraordinary 
waste of resources, a larger randomized controlled trial enrolled patients between 
2009 and 2011 and showed the same result as the completely patient entered data 
from the  PatientsLikeMe  analysis. This randomized clinical trial was published in 
2013 [ 43 ]. An accompanying editorial [ 44 ] simply dismissing the patient entered 
data analysis should itself be dismissed [ 45 ]. To bring this discussion back to point 
from which it was launched, HIMSs of the future must better acquire accurate data 
that effectively tells the patient story. But HIMSs must also morph to accommodate 
this massive consumer-patient data treasure.  

29.6     The Future Roadmap Builds on Twenty-First Century 
Technologies for Vendor-Agnostic Patient-Centric 
Applications… 

 If there is a single message readers should take from this chapter it is this: the future 
of health care information technology is in the dissemination of applications (or 
“apps”) in a fashion completely analogous to the Android and iOS platform devices. 
These apps may be as “simple” as gathering data from worn sensors or as “compli-
cated” as combining diagnostic, laboratory, and device data into specifi c clinical 
recommendations – even to the point of passing closed-loop instructions to thera-
peutic devices. Building these apps will require the same entrepreneurial passion 
and follow through that has gone, and continues to go, into the Angry-Birds-like 
enterprises. Health care apps, however, must be built with the experience of sea-
soned clinicians who have the odd combination of out-of-the-box thinking who can 
entertain the “impossible”, coupled with a 20-something developer partner but with 
the clinicians’ wisdom to keep the programmer out of clinical trouble. 

 This concept of the dissemination of apps in a fashion completely analogous to 
the Android and iOS platform devices for healthcare was fi rst proposed by Ken 
Mandl and Zak Kohane in an 2009 opinion piece in the New England Journal of 
Medicine [ 46 ]. In that article, Mandl and Kohane wrote:

  As we seek to design a [HIM] system that will constantly evolve and encourage innovation, 
we can glean lessons from large-scale information-technology successes in other fi elds. An 
essential fi rst lesson is that ideally, system components should be not only interoperable but 
also substitutable. The Apple iPhone, for example, uses a software platform with a pub-
lished interface that allows software developers outside Apple to create applications. 

   Pushing further in a 2012 opinion piece, aptly titled, “Escaping the EHR 
Trap – The Future of Health IT” [ 47 ], Mandl and Kohane urge Health IT vendors 
to adopt modern technologies wherever possible, and argue that “…” Incentive 
Programs should not be held hostage to EHRs that reduce…effi ciency and stran-
gle  innovation. New companies will offer bundled, best-of-breed, interoperable, 
substitutable technologies…that can be optimized for use in health care 
 improvement. Properly nurtured, these products will rapidly reach the market, 
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effectively addressing the goals of ‘meaningful use’, signaling the post-EHR era, 
and returning to the innovative spirit of EHR pioneers. 

 What has emerged from Mandl and Kohane’s concepts is the SMART Platform 
[ 48 ] illustrated in Fig.  29.1 . A SMART platform enabled HIMS (because, yes, this 
does describe a post-EHR Health Information Management System) is built on a 
data container. Writing in 2012, Mandl and colleagues [ 45 ] refl ected that the 
SMART data models were still very much a work in progress and limited in scope. 
The authors further explained that the goal of their data modeling work is not to 
provide a detailed model for every possible aspect of a patient’s medical history; but 
rather, to provide highly consistent views for the most common data elements. 
Because the SMART data models are freely available, this foundational work is 
accessible to other innovators as well. The SMART model is evolving and now 
incorporates the Fast Healthcare Interoperability Resources within the Health Level 
Seven standards organization (or HL7 FHIR pronounced “fi re” [ 49 ]). As shown in 
Fig.  29.1 , the application program interface (API) also now leverages FHIR. Most 
remarkable is, within this platform, the wise clinician and 20-something developer 
dyad can create apps and place them in a public exchange. Local organizations 
(e.g. hospitals, group practices, payers) can vet applications and then individuals 

  Fig. 29.1    The SMART Platform. Central to the success of the SMART platform is the SMART 
API that delivers to developers a consistent way to acquire data (from the Container) upon which 
CDS apps can be built. See text for further details (Reproduced from Mandl et al. [ 48 ], with per-
mission of Oxford University Press and the authors)       
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(clinicians and/or consumers) can further decide which apps to use. Today, SMART 
enabled applications are being used clinically and in environments beyond those of 
the original developers [ 50 ,  51 ].

29.7        Using Humans to the Best of Their Ability … 

 So now that more and better data is into a vendor-neutral patient-centric platform so 
the wise clinician/20-something developer dyad can build and disseminate apps, 
what should they build? According to Licklider, the answer lies in what he called the 
“man-computer symbiosis” and, therefore, demands an understating of what 
humans do best. Humans are masters of pattern recognition. In a cognitive task 
analysis focused on critical care physicians, Fackler and colleagues (2009) identi-
fi ed fi ve broad categories of cognitive activities: pattern recognition; uncertainty 
management; strategic vs. tactical thinking; team coordination and maintenance of 
common ground; and, creation and transfer of meaning through stories [ 35 ]. Pattern 
recognition is, however, the prime task after which all other cognitive tasks follow. 
Additionally, the authors found that while many members of a critical care team 
used the term ‘pattern’, most physicians could neither defi ne what they meant by 
‘patterns’ nor give specifi c examples of a ‘pattern’. Regardless that clinicians could 
not be explicit about just what a pattern is, the cognitive task analysis, however, 
found that pattern recognition did happen in two forms. One pattern was of a com-
plete ‘template’. Asthma is one such complete template based on a minimal history, 
appearance and breath sounds. A typical template of severe asthma includes the 
constellation of cues of a patient who is in an upright position, sweaty, speaking in 
one word answers, exhibiting labored breathing and attentive to his or her own 
breathing. However, such ‘classic’ complete templates are uncommon. 

 The second but distinct cognitive task is the real-time merging of pattern frag-
ments (also called ‘packets’) into unique (patient specifi c) templates. Observed more 
frequently than identifying a complete template, these packets are recognized as cues 
that are postulated to be related. It is only through a fl exible and dynamic integration 
of these packets that a complete (or a more complete, but still, partial) template can 
be created. These templates are context specifi c. The cue of systolic blood pressure 
of 80/40 mmHg is quite different in a patient with respiratory failure than in a patient 
with renal failure, chronic hypertension and altered mental status. Two other cogni-
tive themes from our research [ 11 ] are also related and will tie into the decision sup-
port discussion below. Critical care clinicians may be uncertain, for example, about 
missing or possibly erroneous laboratory values. They may be uncertain if a patient’s 
symptoms do, or do not fi t a complete pattern or even partial template. What is often 
lost in all these discussions, however, is that regardless of this uncertainty, decisions 
are made, actions are taken, and outcomes may then be equally as uncertain. 

 Finally, inter-clinician communication is built on pattern recognition but in our 
study the cognitive theme was identifi ed as creation and use of stories. The term ‘story’ 
was used explicitly during rounds as senior clinicians often ask, “What’s the patient’s 

J. Fackler



503

story?” Reference was also made to the patient’s ‘picture’. Despite differences in ter-
minology, the observational and interview data suggest a common cognitive activity 
that is closely related to patterns. In both settings, health care teams develop a frame-
work of causal connections and a central theme that tied the various packets of patient 
data (medical history, test results, etc.) together in a meaningful way.  

29.8     Using Machines to the Best of Their Ability … 

 So in the man-computer symbiosis, if man is a pattern recognition master, what in a 
man-computer symbiotic relationship should be the role of computer? In brief, the 
computer should be a bias-fi ghter. Pulling again from Kahneman’s book [ 9 ], the 
bias best initially tackled by computers is the “What You See Is All There Is” (or 
WYSIATI, also called as mentioned above, “the availability bias” [ 21 ]). This par-
ticular bias is easily understood as its defi nition is nicely described in its name. It’s 
equally relevant in what Donald Rumsfeld so famously called “unknown unknowns” 
or, “you can’t know what you’ve not seen and you don’t even know what you’re 
missing”. Croskerry (2013) provides an excellent critique of cognitive bias in clini-
cal decision making [ 52 ]; and Hough (2013) extends this topic to examine irratio-
nality in decision making throughout our healthcare systems [ 53 ]. Again, the reader 
is referred to the checklist of Kahneman and his colleagues [ 21 ].  

29.9     Advances in Computer Science and Artifi cial Intelligent 
Machines … 

 As of this writing (and within my WYSIATI bias) the best potential vendor-agnostic 
patient-centric decision support solution is exemplifi ed by Watson from IBM. Watson 
became famous in 2011 when the system crushed the two reigning human champi-
ons in  Jeopardy! . Watson uses a combination of mathematical and computer science 
techniques applied to massive amounts of unstructured facts. Watson parsed clues 
of puns and slang and most importantly ranked the confi dence of potential answers. 
Watson meets Licklider’s man-computer symbiosis as it is described on the IBM 
website (see   http://www.ibm.com/smarterplanet/us/en/ibmwatson/    ) as being “a 
cognitive system that enables a new partnership between people and computers that 
enhances and scales human expertise.” When Watson approaches a question, 
“Watson relies on hypothesis generation and evaluation to rapidly parse relevant 
evidence and evaluate responses from disparate data.” Again, because Watson is 
handling natural language and most its available data is unstructured text (think 
textbooks and the medical literature), vast tracks of what to any human is an 
unknown then become available. Further (and again quoting from the IBM website 
above), “Through repeated use, Watson literally gets smarter by tracking feedback 
from its users and learning from both successes and failures. Watson ‘gets smarter’ 
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in three ways: by being taught by its users, by learning from prior interactions, and 
by being presented with new information.” 

 The two frames in Fig.  29.2  shows a hypothetical encounter between an expert 
clinician and Watson for Oncology symbiotic dyad as treatment options are opti-
mized after a diagnosis has been established. Watson for Oncology offers case 
information, test options, and treatment options. This example shows both the 

  Fig. 29.2    Two screen shots from Watson Oncology. Watson summarizes the EMR data and then 
suggests the best treatment option based on a diagnosis made solely by the clinicians. Watson is 
then able to display the available supporting literature including local expert knowledge and patient 
preferences (Reproduced with permission of IBM)       
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power of Watson, but also the crucial role of the expert clinician. To be purposely 
redundant, this must be a symbiotic interaction.

   Watson presents the clinical facts as it knows them. These data may come from 
patient entered data, specifi c EMR data fi elds (e.g. age and smoking history) and/or 
from natural language processed clinical notes. As discussed elsewhere in this chap-
ter these data may be right, wrong, and/or incomplete. The expert clinician must 
always be cognizant the primary data may be wrong making to avoid the bias of 
premature closure. Said differently the expert clinician must repeatedly question the 
primary diagnosis. 

 In the second frame Watson for Oncology suggests potential treatment plans 
(along with the hyperlinks to the data and literature supporting the recommenda-
tions). Patient preferences can be incorporated into the treatment plan decisions. Yet 
again, in the symbiotic relationship between the clinician and the computer, it is the 
human that that will help the patient balance the options. 

 However, it is important to again emphasize all the work shown in the above 
example is done to optimize treatment and is not at all focused on the much harder 
problem of making the correct diagnosis. Diagnostic decision support has long been 
a focus of clinical informatics [ 54 ] but after 40 years of work diagnostic decision 
support systems remain poorly penetrated [ 55 ]. While integration of available data 
is certainly a problem, even more problematic is the inability of current systems to 
integrate into the workfl ow [ 56 ]. Said differently, the current diagnostic support 
systems do not operate in a symbiotic relationship. 

 Further, although focus on therapy for cancer is laudable and will undoubt-
edly contribute to adherence to both application of best therapies as well as to 
patient personalization, there are far more complex problems the approach 
Watson embodies has the potential to revolutionize. Actually assisting the expert 
clinician make the diagnosis would yield far more benefi t. In only the domain of 
pediatric critical care, children arrive with a wide array of critical illness that are 
beyond the full understanding of even the most seasoned clinician [ 57 ]. Tests 
and procedures are done based on precious little data [ 58 ]. Diagnostic errors are 
signifi cant [ 59 ]. 

 One need only morph the frames in Fig.  29.2  to imaging the workfl ow associ-
ated with a CDS solution assisting clinicians with diagnostic precision. (And the 
use of the word “only” in this last sentence is not to trivialize the computer science 
and engineering necessary.) This CDS solution would fi rst pull data from the 
EMR and present the available data. Before moving from a case overview work-
fl ow to recommendations for testing workfl ow, many interactions of questions 
might be necessary. It is the clinician’s role to elicit symptoms and work with the 
CDS to create as complete a pattern as is possible. As new data becomes available, 
CDS might assigns new confi dences to each potential diagnosis. The CDS solu-
tion might “ask” for specifi c data elements if the solution learns its diagnostic 
model confi dences would be enhanced with additional specifi c data elements. As 
more data becomes available, (e.g. family history and a patient’s past medical his-
tory) even if no new diagnoses become relevant the confi dences the CDS assigns 
to each diagnosis might fl uctuate. With the addition of medication data, side 
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effects and drug-drug interactions can be added to the problem list. To an 
 experienced clinician even a to rather obvious diagnosis, the CDS has the poten-
tial to add diet and life style counseling and/or medication changes to minimize 
side effects. To be purposefully redundant, in the man-computer symbiosis, will 
let the clinician be the human touch, the translator of the computer generated con-
fi dences, and the overall pattern recognition guru and let the computer make 
unknown unknowns, known. Again quite cognizant of WYSIATI, there is only 
one reference to Watson within PubMed [ 60 ] and is primarily a descriptive manu-
script of work within oncology. 

 The title of this chapter includes the phrase “a Roadmap”. It is not hyperbole to 
suggest that opportunities are endless for the wise-clinician/developer dyad to 
improve patient outcomes. The path should use the SMART platform to build apps 
that incorporate Watson-like cognitive de-biasing characteristics, and as mentioned 
in the opening of the chapter, place them within the clinician’s workfl ow [ 5 ]. Not at 
all parenthetically, as apps are built and evaluated, the outcome analyses must 
include  patient-centric  measures.  

29.10     Data visualization: A Special Instance 
of Man- Computer Symbiosis 

 Finally, with good data in both a SMART platform and Watson-consumable forms, 
data visualization techniques hold a special place in the man-computer symbiosis 
and decision support efforts of any future HIMS. Again, because humans are pat-
tern recognition masters, presentation of data in a picture is often an effective way 

  Fig. 29.3    Napoleon’s 1812 Russian Campaign showing devastation of French army as drawn by 
Charles Minard.  Note there are six dimensions of data presented: direction of travel, the global 
position, time, the soldiers alive and temperature; the latter being responsible for many soldiers’ 
deaths.  Reprinted from Wikimedia Common:   https://commons.wikimedia.org           
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for data to be presented to facilitate full or partial template recognition by the 
 clinicians, and also to allow the clinician to see new patterns. Much has been writ-
ten on data visualization both in the lay press [ 61 ] as well as the medical literature. 
This brief review will highlight only two examples. 

 Many authors believe the 150-year-old visualization shown in Fig.  29.3  to be 
the best graphic of all time [ 62 ]. The map, drawn by Charles Joseph Minard, 
shows the losses suffered by Napoleon's army during the Russian campaign of 
1812. The size of the top, light-colored band shows the location between the 
Polish-Russian border and Moscow and the thickness of the band represents the 
number of soldiers. It is obvious from the diminishing gold bandwidth that the 
French sustained substantial losses on their march to Moscow. The retreat from 
Moscow is shown in the black on the bottom, distance is fi xed on the “x-axis”, and 
temperature is added to the graphic in the French troops’ retreat from Moscow. 
The narrow black line on the bottom right corner captures the devastation of 
Napoleon’s army at a glance.

   Books, too numerous to reference, have been written about data visualization 
and about medical data visualization (see [ 63 ,  64 ]). The points to make here, in a 
discussion of the future of HIMSs and a roadmap to the future, are that: (1) there are 
no current “main-stream” data displays that should be emulated and (2) data visual-
izations must push not just to present data, but should push into interactive visual-
izations that allow visual explorations into both patient-centric and population-level 
data sets with the intent to discover new patient-centric and population-level insights 
[ 65 ]. This latter point will not be explored further here except to point out yet again 
that the wise-clinician/developer/designer (now) triad must have access to unfet-
tered vendor-agnostic patient-centric data.  

  Fig. 29.4    Causes of death among the English during the Crimean war as drawn by Florence 
Nightingale. Reprinted from Wikimedia Common:   https://commons.wikimedia.org           
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29.11     Conclusion 

 I will close this roadmap discussion by highlighting one very and two other rather 
old visualizations that I believe should serve as “headlights” as the road to the future 

  Fig. 29.5    An example of a novel visualization that promotes rapid understanding of complex data 
(in this case renal function) (Reproduced from Wenkebach et al. [ 66 ], with permission of the 
American Medical Informatics Association, Inc. Frame  a  is normal. Frame  b  shows 8 abnormal 
patterns. Frame  c  shows a time series of one abnormal pattern. Frame  d  labels the 3 axes)         

a

b

c
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is travelled. Figure  29.4  is now famously about 170 years old from the pen of 
Florence Nightingale and it still, instantly, tells a story. The distance from the center 
represents mortality from all causes (in this case during 1 year of the Crimean War). 
Because the text does not reproduce well here, certainly the reader should ask what 
is represented by the red, black and blue? The blue wedges represent “Preventable 
or Mitigable Zymotic Diseases”. The black wedges represent “all other causes”. 
Only the relatively small wedges actually represent death from “wounds”. Future 
visualizations should tell so much so “simply”. Enhance the graphic with 2015 
available interactions. Allow drill downs into sub-populations such as those dying 
of cholera, or from a different war, the fl u. Drill into the causes of wound mortality 
to identify patterns so soldier protection can be improved.

   In addition, there are two relatively old papers from the medical literature that are 
worth special mention. First, please look at Fig.  29.5  and assume that the hemi-
sphere drawn in Fig.  29.5a  represents normal function. Without knowing anything 
about the axes, you can then look at the eight patients in Fig.  29.5b  and know that 
none of them are “normal” and that each vary from normal in a different pattern. 
Finally, in Fig.  29.5c  a fourth dimension (time) is added by the sequence of plots for 
a single patient. Yes, in 2015 this might be animated and additional dimensions may 
be added with color/shading. But from 1992 when this was published [ 66 ], the 
reader knows that from Fig.  29.5c  that function is changing (and either improving 
or not depending on the direction of time between the pictures). That this was drawn 
to show renal function is irrelevant (Fig.  29.5d ) because the wise-clinician/devel-
oper/designer triad, with unfettered vendor-agnostic patient-centric data can create 
any number of these novel visualizations.

   The second paper that the wise-clinician/developer/designer triad with unfet-
tered vendor-agnostic patient-centric data should know about is from Powsner and 
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Tufte (1994) also from about 20 years ago [ 67 ]. Powsner and Tufte describe design 
characteristics that can be oversimplifi ed as that can be and in brief, “transmit as 
much information with as few pixels as is possible.” See Fig.  29.6  as a prototypical 
representation of serum glucose over time. Note that time on the x-axis is not linear. 
Much like the example in Fig.  29.5  where pattern recognition in easily supported, 
here the user quickly knows this particular result that was critically high on hospital 
admission had not been tested in the previous year, but also that it was normal more 
than once a year or more before admission. An app designer would do well to heed 
the design principles these authors espouse. So too, the wise-clinician should 
encourage the designer to use new visualization techniques.

   In conclusion I would like to reproduce the concluding paragraph of the Powsner- 
Tufte paper and add to it a challenge. Twenty-one years ago, Powsner and Tufte 
concluded their paper with,

  Fig. 29.6    A prototype graphic suggested by Powsner and Tufte [ 67 ] for the routine display of 
medical data. To fully appreciate the power of this representation cover the text explanations and 
realize how much information is transmitted with very few pixels (Reproduced from Powsner and 
Tufte [ 67 ], with permission of Elsevier)       
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  Medical computer systems will soon be able to print a fresh summary for each patient every 
day. Our proposal for a graphical summary should encourage doctors and nurses to reshape, 
perhaps re-invent, the medical record  before computer programmers cast institutional 
convenience into silicon  .  Legal and organizational demands for detailed information will 
not disappear, but these demands need not compromise clinical needs for accessible patient 
information. 

   The emphasis is added in the above quote to highlight that Powsner and Tufte 
saw coming not just the instantiation of 100 year-old, paper-based, data entry and 
analysis workfl ows cast into silicon, but also that the codifying these ancient paper- 
based workfl ows would compromise accessibility of patient information. Thus the 
challenge is now even greater, because the roadmap to the future of HIMSs must be 
disruptive in the every sense of the word [ 68 ,  69 ] The challenge for entrepreneurs 
plus the wise-clinician/developer dyad or wise-clinician/developer/designer triad is 
now not merely to undo what the main-stream HIMSs have codifi ed in silicon but 
to use the data HIMSs record, augment the data as is possible and build apps 
(including novel visualizations) on the vendor-agnostic patient-centric data. A self- 
perpetuating cycle must be created as more apps are built and users (again, clini-
cians and consumers) will clamor for more. As more apps are used they will become 
more refi ned. As this cycle spins, there can be optimism that the ultimate goal – 
improved patient care – will be realized.     

   References 

    1.    Middleton B, Bloomrosen M, Dente MA, et al. Enhancing patient safety and quality of care by 
improving the usability of electronic health record systems: recommendations from 
AMIA. JAMIA. 2013;20(e1):e2–8.  

    2.    Institute of Medicine. Health IT and patient safety: building safer systems for better care. 
Washington, DC: The National Academies Press; 2012. p. 1–235.  

    3.    Gordon JE, Leiman JM, Deland EL, Pardes H. Delivering value: provider efforts to improve 
the quality and reduce the cost of health care. Annu Rev Med. 2014;65(1):447–58.  

    4.    Garg AX, Adhikari NKJ, McDonald H, et al. Effects of computerized clinical decision support 
systems on practitioner performance and patient outcomes: a systematic review. JAMA. 
2005;293(10):1223–38.  

     5.    Kawamoto K, Houlihan CA, Balas EA, Lobach DF. Improving clinical practice using clinical 
decision support systems: a systematic review of trials to identify features critical to success. 
BMJ. 2005;330(7494):765.  

      6.    Kurzweil R. Human 2.0. New Sci. 2005;187(2518):32–7.  
    7.    Fox J, Glasspool D, Patkar V, et al. Delivering clinical decision support services: there is noth-

ing as practical as a good theory. J Biomed Inform. 2010;43(5):831–43.  
    8.    Darst JR, Newburger JW, Resch S, Rathod RH, Lock JE. Deciding without data. Congenit 

Heart Dis. 2010;5(4):339–42.  
      9.    Kahneman D. Thinking, fast and slow. New York: Macmillan; 2011.  
    10.    Klein G. Sources of power: how people make decisions. Cambridge: MIT Press; 1999.  
     11.    Fackler JC, Watts C, Grome A, Miller T, Crandall B, Pronovost P. Critical care physician cog-

nitive task analysis: an exploratory study. Crit Care. 2009;13(2):R33.  

29 Beyond Current HIMS: Future Visions and a Roadmap



512

    12.    Custer JW, White E, Fackler JC, et al. A qualitative study of expert and team cognition on 
complex patients in the pediatric intensive care unit. Pediatr Crit Care Med. 2012;13(3):
278–84.  

    13.    Shirts BH, Bennett ST, Jackson BR. Using patients like My patient for clinical decision sup-
port: institution-specifi c probability of celiac disease diagnosis using simplifi ed near-neighbor 
classifi cation. J Gen Intern Med. 2013;28(12):1565–72.  

    14.    Amancio DR, Comin CH, Casanova D, et al. A systematic comparison of supervised classifi -
ers. PLoS ONE. 2014;9(4):e94137. Shen H-B, ed.  

    15.    Kahneman D, Klein G. Conditions for intuitive expertise. Am Psychol. 2009;64(6):
515–51526.  

    16.    Tversky A, Kahneman D. Judgment under uncertainty: heuristics and biases. Science. 
1974;185(4157):1124–31.  

    17.    Dawson NV, Arkes HR. Systematic errors in medical decision making: judgment limitations. 
J Gen Intern Med. 1987;2(3):183–7.  

   18.    Aberegg SK. Omission bias and decision making in pulmonary and critical care medicine. 
Chest. 2005;128(3):1497–505.  

   19.    Berner ES, Graber ML. Overconfi dence as a cause of diagnostic error in medicine. Am J Med. 
2008;121(5 Suppl):S2–23.  

    20.    Croskerry P, Singhal G, Mamede S. Cognitive debiasing 1: origins of bias and theory of debi-
asing. BMJ Qual Saf. 2013;22 Suppl 2:ii58–64.  

      21.    Kahneman D, Lovallo D, Sibony O. Before you make that big decision. Harv Bus Rev. 
2011;89(6):50–60. 137.  

    22.    di Martino P, Leoli F, Cinotti F, et al. Improving vital sign documentation at triage: an emer-
gency department quality improvement project. J Patient Saf. 2011;7(1):26–9.  

    23.    Bilyeu P, Eastes L. Use of the electronic medical record for trauma resuscitations. J Trauma 
Nurs. 2013;20(3):166–8.  

     24.   Medical Device Data Systems, Medical Image Storage Devices, and Medical Image 
Communications Devices. 2015. Available at:   http://www.fda.gov/MedicalDevices/
P r o d u c t s a n d M e d i c a l P r o c e d u r e s / G e n e r a l H o s p i t a l D e v i c e s a n d S u p p l i e s /
MedicalDeviceDataSystems/default.htm    . Accessed 22 Mar 2015.  

    25.    Seely AJ, Bravi A, Herry C, et al. Do heart and respiratory rate variability improve prediction 
of extubation outcomes in critically ill patients? Crit Care. 2014;18(2):R65.  

    26.    Park S, Kaffashi F, Loparo KA, Jacono FJ. The use of heart rate variability for the early detec-
tion of treatable complications after aneurysmal subarachnoid hemorrhage. J Clin Monit 
Comput. 2013;27(4):385–93.  

    27.    Moorman JR, Waldemar AC, Kattwinkel J, et al. Mortality reduction by heart rate characteristic 
monitoring in very low birth weight neonates: a randomized trial. J Pediatr. 2011;159(6):900-6.e1.  

      28.    Hug CW, Clifford GD. An analysis of the errors in recorded heart rate and blood pressure in 
the ICU using a complex set of signal quality metrics. Comput Cardiol. 2007;34:641–4.  

      29.    Hug CW, Clifford GD, Reisner AT. Clinician blood pressure documentation of stable intensive 
care patients: an intelligent archiving agent has a higher association with future hypotension. 
Crit Care Med. 2011;39(5):1006–14.  

    30.   FDASIA Health IT Report. 2014:1–34.   http://www.fda.gov/downloads/AboutFDA/
CentersOffi ces/Offi ceofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.
pdf    . Accessed 23 Mar 2015.  

     31.    Karnik K. FDA regulation of clinical decision support software. J Law Biosci. 2014;1(2):
202–8.  

    32.    Goldman JM. Solving the interoperability challenge: safe and reliable information exchange 
requires more from product designers. IEEE Pulse. 2014;5(6):37–9.  

     33.    Arney D, Goldman JM, Bhargav-Spantzel A, et al. Simulation of medical device network 
performance and requirements for an integrated clinical environment. Biomed Instrum 
Technol. 2012;46(4):308–15.  

    34.    Yim S-H, Chung Y-J. Refl ections on the US FDA’s warning on direct-to-consumer genetic 
testing. Genom Inform. 2014;12(4):151–5.  

J. Fackler

http://www.fda.gov/MedicalDevices/ProductsandMedicalProcedures/GeneralHospitalDevicesandSupplies/MedicalDeviceDataSystems/default.htm
http://www.fda.gov/MedicalDevices/ProductsandMedicalProcedures/GeneralHospitalDevicesandSupplies/MedicalDeviceDataSystems/default.htm
http://www.fda.gov/MedicalDevices/ProductsandMedicalProcedures/GeneralHospitalDevicesandSupplies/MedicalDeviceDataSystems/default.htm
http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.pdf
http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.pdf
http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.pdf


513

     35.    Carere DA, Couper MP, Crawford SD, et al. Design, methods, and participant characteristics 
of the Impact of Personal Genomics (PGen) Study, a prospective cohort study of direct-to- 
consumer personal genomic testing customers. Genome Med. 2014;6(12):96.  

    36.    Swan M. Health 2050: the realization of personalized medicine through crowdsourcing, the 
quantifi ed self, and the participatory biocitizen. JPM. 2012;2(4):93–118.  

    37.    Caulfi eld B, Kaljo I, Donnelly S. Use of a consumer market activity monitoring and feedback 
device improves exercise capacity and activity levels in COPD. Conf Proc IEEE Eng Med Biol 
Soc. 2014;2014:1765–8.  

    38.    McCambridge J, Witton J, Elbourne DR. Systematic review of the Hawthorne effect: new con-
cepts are needed to study research participation effects. J Clin Epidemiol. 2014;67(3):267–77.  

    39.   Available at:   https://www.patientslikeme.com    . Accessed 30 Mar 2015.  
    40.    Frost JH, Massagli MP, Wicks P, Heywood J. How the social Web supports patient experimen-

tation with a new therapy: the demand for patient-controlled and patient-centered informatics. 
AMIA Annu Symp Proc. 2007;6:217–21.  

    41.    Fornai F, Longone P, Cafaro L, et al. Lithium delays progression of amyotrophic lateral scle-
rosis. Proc Natl Acad Sci U S A. 2008;105(6):2052–7.  

    42.    Wicks P, Vaughan TE, Massagli MP, Heywood J. Accelerated clinical discovery using self- 
reported patient data collected online and a patient-matching algorithm. Nat Biotechnol. 
2011;29(5):411–4.  

    43.    UKMND-LiCALS Study Group. Lithium in patients with amyotrophic lateral sclerosis 
(LiCALS). Lancet Neurol. 2013;12(4):339–45.  

    44.    Chiò A, Mora G. The fi nal chapter of the ALS lithium saga. Lancet Neurol. 2013;
12(4):324–5.  

     45.    Wicks P, Vaughan T, Heywood J. Subjects no more: what happens when trial participants real-
ize they hold the power? BMJ. 2014;348(jan28 9):g368.  

    46.    Mandl KD, Kohane IS. No small change for the health information economy. N Engl J Med. 
2009;360(13):1278–81.  

    47.    Mandl KD, Kohane IS. Escaping the EHR trap – the future of health IT. N Engl J Med. 
2012;366(24):2240–2.  

     48.    Mandl KD, Mandel JC, Murphy SN, et al. The SMART Platform: early experience enabling 
substitutable applications for electronic health records. J Am Med Inform Assoc. 2012;
19(4):597–603.  

    49.   Introducing HL7 FHIR®. hlorg. 2014:1–2.   http://hl7.org/implement/standards/fhir/fhir- 
summary.pdf    . Accessed 29 Mar 2015.  

    50.    Bosl W, Mandel J, Jonikas M, Ramoni RB, Kohane IS, Mandl KD. Scalable decision support 
at the point of care: a substitutable electronic health record App for monitoring medication 
adherence. Interact J Med Res. 2013;2(2):e13.  

    51.    Klann JG, McCoy AB, Wright A, Wattanasin N, Sittig DF, Murphy SN. Health care transfor-
mation through collaboration on open-source informatics projects: integrating a medical appli-
cations platform, research data repository, and patient summarization. Interact J Med Res. 
2013;2(1):e11–8.  

    52.    Croskerry P. From mindless to mindful practice – cognitive bias and clinical decision making. 
N Engl J Med. 2013;368(26):2445–8.  

    53.    Hough D. Irrationality in health care: what behavioral economics reveals about what we do 
and why. Stanford: Stanford Economics and Finance, Stanford University Press; 2013.  

    54.    Barnett GO, Cimino JJ, Hupp JA, Hoffer EP. DXplain. An evolving diagnostic decision- 
support system. JAMA. 1987;258(1):67–74.  

    55.    Bond WF, Schwartz LM, Weaver KR, Levick D, Giuliano M, Graber ML. Differential diagno-
sis generators: an evaluation of currently available computer programs. J Gen Intern Med. 
2011;27(2):213–9.  

    56.    Henderson EJ, Rubin GP. The utility of an online diagnostic decision support system (Isabel) 
in general practice: a process evaluation. JRSM Short Rep. 2013;4(5):31.  

    57.    Fackler JC, Wetzel RC. Critical care for rare diseases. Pediatr Crit Care Med. 2001;3(1):
89–90.  

29 Beyond Current HIMS: Future Visions and a Roadmap

https://www.patientslikeme.com/
http://hl7.org/implement/standards/fhir/fhir-summary.pdf
http://hl7.org/implement/standards/fhir/fhir-summary.pdf


514

    58.    Fackler J, Lehmann HP, Wetzel RC. Critical care for rare diseases (and procedures). Pediatr 
Crit Care Med. 2015;16(3):297–9.  

    59.    Cifra CL, Jones KL, Ascenzi JA, Bhalala US, Bembea MM, Newman-Toker DE, Fackler JC, 
Miller MR. Diagnostic errors in a PICU. Pediatr Crit Care Med. 2015;16(5):468–76.  

    60.    Doyle-Lindrud S. Watson will see you now: a supercomputer to help clinicians make informed 
treatment decisions. CJON. 2015;19(1):31–2.  

    61.    Carey B. Learning to see data. NY Times. 2015;164(56,820):SR1.  
    62.   Worth a thousand words. The economist. 2007. Available at:   http://www.economist.com/

node/10278643    .  
    63.    Wurman RS. Understanding healthcare. Newport: Top; 2004.  
    64.    Holzinger A. Biomedical informatics. New York: Springer International Publishing; 2014. 

doi:  10.1007/978-3-319-04528-3    .  
    65.    Rind A. Interactive information visualization to explore and query electronic health records. 

FNT Human Comput Interact. 2013;5(3):207–98.  
     66.   Wenkebach U, Pollwein B, Finsterer U. Visualization of large datasets in intensive care.  Proc 

Annu Symp Comput Appl Med Care . 1992:18–22.  
      67.    Powsner SM, Tufte ER. Graphical summary of patient status. Lancet. 1994;344(8919):

386–9.  
    68.    Christensen CM, Bohmer R, Kenagy J. Will disruptive innovations cure health care? Harv Bus 

Rev. 2000;78(5):102–12. 199.  
    69.    Hwang J, Christensen CM. Disruptive innovation in health care delivery: a framework for 

business-model innovation. Health Aff (Millwood). 2007;27(5):1329–35.    

J. Fackler

http://www.economist.com/node/10278643
http://www.economist.com/node/10278643
http://dx.doi.org/10.1007/978-3-319-04528-3


515© Springer International Publishing Switzerland 2016 
C.A. Weaver et al. (eds.), Healthcare Information Management Systems: 
Cases, Strategies, and Solutions, Health Informatics, 
DOI 10.1007/978-3-319-20765-0_30

    Chapter 30   
 Big Data Analytical Technologies and Decision 
Support in Critical Care       

       Daby     M.     Sow     

    Abstract     Intensive care units use sophisticated patient monitoring systems that 
produce massive amounts of physiological streaming data. Critical care physicians 
manage several hundred of time-critical health-related variables a day in the course 
of their work, using data from multiple disjoint systems, running in silos. Patient 
monitoring devices produce hundreds of alarms per day for each patient, with 
approximately 90 % being insignifi cant. These have introduced a signifi cant data 
and decision overload problem. We present state- of-the-art big data analytical 
approaches that address these problems. We describe how the combination of “at 
rest” data mining analytics and streaming analytics is transforming critical care by 
enabling applications that improve clinicians’ situation awareness at the bedside. 
We describe novel system architectures together with real-world deployments of big 
data analytical technologies in critical care environments that are helping physi-
cians to be more proactive in delivering timely care.  

  Keywords     Physiologic sensors   •   Critical care   •   Intensive care   •   Electronic medical 
records   •   Real-time physiologic data   •   Big data analytics   •   Situation awareness   • 
  Clinical decision support   •   Data overload   •   Data mining   •   Online healthcare analytics  

30.1         Introduction 

 Advances in sensor technologies have transformed many industries, including 
healthcare. Today, medical institutions are extensively using various forms of sens-
ing technologies at different levels of clinical care, particularly in critical care, argu-
ably the branch of medicine that is the most dependent on sensors. Modern intensive 
care units (ICUs) use sophisticated patient monitoring systems able to produce 
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massive amounts of physiological streaming data that continuously report on the 
state of patients. 

 Merging incoming streams of real-time data with accumulated Electronic Medical 
Record (EMR) data has resulted in the creation of large, dynamic data sets that providers 
must cognitively process and manage in an ongoing and timely manner. On a daily basis, 
critical care physicians deal with over 200 temporal variables [ 16 ] produced by medical 
equipment assessing the ongoing health of their patients. In many cases, these data points 
are redundant and noisy, produced by disjoint IT systems running in silos systems. 

 It is estimated that intensive care units (ICUs) and operating rooms (ORs) contain 
50 to over 100 different pieces of electronic equipment which do not communicate 
[ 26 ]. These systems produce hundreds of alarms per day per patient, with an esti-
mated 90 % being false or clinically insignifi cant [ 8 ]. While these monitoring sys-
tems aim at improving patient care and staff productivity by delivering better insights 
on patients, they introduce a signifi cant data overload problem, alarm fatigue and 
thereby new patient safety risks. The recognition of data overload as a systemic 
problem [ 23 ] has caused the Joint Commission to make reduction of harm associated 
with clinical alarm systems a National Patient Safety Goal (NPSG.06.01.01) for 
hospitals, mandating organizational prioritization of identifi cation and management 
of important alarms, with a second phase (2016) of implementation of specifi c poli-
cies, procedures and staff education [ 17 ]. Using analogies from calm computing 
(technologies that reduce information overload [ 38 ]), critical care IT systems need 
to enable and support users by running calmly and silently in the background and not 
at the center of user workfl ows (where the patient should be). 

 Critical care is currently in a state similar to one in which aviation was a few 
decades ago, in which pilots operated in cockpits fi lled with round gauges providing 
disjoint pieces of information that they integrated unaided [ 7 ]. Airline safety has dra-
matically improved with the introduction of Situation Awareness (SA) concepts [ 10 ] 
into the design of modern cockpits where data is now carefully integrated and pre-
sented to pilots in a comprehensive fashion, with little ambiguity and redundancy. 

 Similarly, SA is fi nding its way into patient safety in ICUs and other clinical 
environments to modify current workfl ows that are highly distractive and interrup-
tive. Big data analytics techniques are being developed to deliver the right insights 
to the right people and at the right time. State-of-the-art analytical approaches and 
systems are bringing SA to the critical care bedside, and proper combinations of “at 
rest” data mining analytics and streaming analytics are transforming critical care. In 
what follows, we derive requirements for such systems from well-known SA con-
cepts, before presenting system architectures and real-world research deployments 
that demonstrate the power of big data analytics in critical care environments.  

30.2     Bringing Situation Awareness to the Bedside 

 An intuitive defi nition of Situation Awareness (SA) is “the perception of the ele-
ments in the environment within a volume of time and space, the comprehension of 
their meaning and the projection of their status in the near future” [ 10 ]. From a 

D.M. Sow



517

clinician perspective,  perception  is the awareness at all times of the current state of 
the patients for which they are providing care [ 19 ]. While various patient monitors 
provide physiological observations such as electrocardiograms, respiration rates, 
etc., these variables require inference to estimate the clinical state of a patient. For 
instance, a discrete score (0–4) obtained from consideration of respiration rate, 
heart rate, body temperature and white blood cell count may be used to evaluate a 
patient for the likelihood of sepsis as inferred by the Systemic Infl ammatory 
Response Syndrome (SIRS) score [ 35 ]. 

  Comprehension  is the ability to understand the signifi cance of perceived ele-
ments. Using the SIRS score example described above, clinicians should be able to 
understand the implications of perceived or collected data, e.g., an elevated SIRS 
score being an indicator for sepsis. In another example, perception or detection of a 
reduction in heart rate variability may be indicative of a general loss of health for a 
patient, possibly due to nosocomial (i.e. hospital acquired) infections [ 11 ]. In 
another context, a perceived reduction of heart rate variability may be due to other 
complications such as delayed cerebral ischemia [ 33 ]. The context of perceived 
observations is essential to comprehension in SA. 

 With good comprehension of the state of patients, clinicians can make short term 
 predictions . Using a GPS analogy from Dr. Timothy Buchman (Emory University) 
[ 29 ], once clinicians comprehend the health of a patient in a complex multi- 
dimensional physiological map, they can estimate/predict the possible trajectories 
of a patient’s health and course. Without specifi cally suggesting actions, SA intend 
to help physicians make well informed decisions through short term predictions, 
just as a GPS system helps a driver understand the consequences of her actions and 
helps her decide when and where to turn to reach a specifi c destination. 

 These three fundamental stages of SA impose the following functional require-
ments on any infrastructure bringing SA to the bedside:

•     Sensing : the ability to generate data from the real-world phenomena or observa-
tions through instrumentation. While it is common practice to restrict sensing 
operations to device sensing, we use the term here in a broader sense that includes 
the generation of data/observations from devices and humans (e.g., nursing 
reports captured in an EMR).  Sensing is a core requirement for SA perception.   

•    Acquiring : the ability to extract and integrate data from sensors. This function is 
challenging in critical care where a large number of heterogeneous sensors are used 
in silos, often temporally desynchronized [ 22 ] and producing readings in various 
(and often proprietary) formats.  Acquiring complements sensing for SA perception.   

•    Analyzing : the ability to transform data into actionable information leading to 
knowledge gain. This requires the ability to make sense of the data perceived. 
Analyzing supports the SA comprehension and prediction steps .   

•    Presenting : the ability to close the gap between computers and humans. 
Presentation comes with requirements for visualization and seamless integration 
with existing workfl ows. In critical care settings, clinicians should not be bur-
dened with unnecessary cognitive tasks (such as calculations or graphing) to get 
the analytical benefi ts, neither should they be burdened with manipulation of com-
plex IT systems. Nurses and physicians should focus on their patients with  systems 
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operating silently in the background to facilitate tasks without distractions. 
Designing such systems requires adoption of concepts from Cognitive Informatics 
(CI) [ 28 ]. CI is a branch at the intersection of multiple disciplines such as human 
factors and human-computer interaction. It provides a framework for modeling 
human performance, focusing specifi cally on human interaction with technology 
to design presentation layers that are well integrated with workfl ows.    

 Figure  30.1  shows a functional diagram for a system that brings SA to the bed-
side. It consists of two process loops: the decision support process loop and the 
knowledge discovery process loop.

    The decision support process loop  exploits  all data available at the bedside together 
with existing analytical knowledge to support and deliver SA. Data is sensed, 
acquired and analyzed at the bedside before being presented to physicians in a 
timely fashion to help them take the right actions. All analytical operations are 
driven by models either obtained from existing knowledge (e.g., existing well 
understood acuity scoring models such as SOFA, the Sequential Organ Failure 
Assessment score or MEWS, the Modifi ed Early Warning Score [ 2 ,  30 ]) or 
obtained in a data driven way via the knowledge discovery process loop.  

  The knowledge discovery process loop in a data driven way requires the  exploration  
of data after sensing and acquisition steps. After acquisition, the process goes 
through the Analyze and Discover stages where data sets are mined to discover 
interesting relationships and produce new predictive models. Machine Learning 
and Data Mining techniques provided by software packages such as R [ 31 ], 
Matlab [ 25 ], Weka [ 21 ], SPSS [ 15 ] can be used to perform these analytical steps. 
After testing of these newly discovered models, analysts may decide to promote 
them in the decision support process loop for the exploitation of this new knowl-
edge at the bedside.    

  Fig. 30.1    Bridging translational research with decision support       
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30.3     The Online Healthcare Analytics Infrastructure 
for Critical Care 

 Figure  30.2  shows a high level architecture for an infrastructure called the Online 
Healthcare Analytics (OHA) [ 34 ], developed at IBM Research to address the SA 
functional requirements described in the previous section. The main design philoso-
phy behind OHA is to provide an open platform for analytics that bring SA to the 
bedside. “By “open”, we mean that OHA  needs to cope with an open set of sensing, 
acquisition, analytics and presentation technologies while providing the infrastruc-
tural underpinning required to handle high volumes of data in real-time with low 
latencies and high integrity”. OHA supports both the decision support and the 
knowledge discovery process loops.

30.3.1        Decision Support in OHA 

 As shown in Fig.  30.2  the decision support process starts with sensing functions. In 
OHA, sensing data sources belong to an open set consisting of monitoring devices 
and Electronic Medical Records. Monitoring devices measure physiological signals 
(e.g., electrocardiograms, electroencephalograms, respiration signals, pulse oximetry, 
blood pressures) and produce alerts when the physiological state of the patient appears 

  Fig. 30.2    High level system architecture of the online healthcare analytics infrastructure       
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to be out of range. State of the art patient monitors allow physicians to program 
abnormal thresholds and alerts for physiological parameters (For example, a monitor 
can be set to produce an audible alarm if the oxygen saturation level of the blood 
drops below 85 %). The values of these thresholds are typically obtained from general 
guidelines or from data mining processes. Such simple alerting schemes produce 
large numbers of false alarms. Regardless, the OHA platform is able to ingest both 
these derived alerts, the raw physiological event and waveform data. The set of data 
elements sensed via EMR systems is also open ended. It typically consists of labora-
tory results (e.g., blood tests) nurse and physician notes and assessments. The aggre-
gate data elements sensed in OHA may either be structured or unstructured. 

 With this open approach to sensing comes acquisition challenges. Data coming from 
an open set of sources may be represented differently and accessed using different and 
potentially proprietary protocols. Analyzing these data points requires complex inte-
gration steps where external data are accessed and mapped into a common data model. 
In OHA, these challenges are resolved with third party solutions. There are several 
vendors in the market that specialize on data acquisition and integration in critical care. 1  
With the lack of wide scale adoption of standards to represent and transmit patient 
monitoring data in real-time, most commercially available solutions have developed 
their own schemes with some providing support to the HL7 standard. Consequently, 
OHA extends its openness philosophy to allow the infrastructure to be tailored to data 
acquisition systems found in the real world in medical institutions but at the cost of 
software engineering required to build adapters to these acquisition systems. OHA pro-
vides an adaptation API for this matter. 2  This loose integration has allowed tailoring of 
OHA for several real-world critical care environments in leading critical care research 
institutions such as the Emory Center for Critical Care, the Columbia Medical Center 
Neurological ICU and the UCLA Ronald Reagan Center for Critical Care. More 
recently, OHA components are being adopted by the Michigan Center for Integrative 
Research in Critical Care at the University of Michigan to drive their ambitious critical 
care research agenda and develop analytics for SA in critical care. 

 From an analysis stand point, OHA is also open. It is a programmable framework 
facilitating the authoring and deployment of real-time analytics. OHA is built on top 
of the IBM InfoSphere Streams product [ 14 ], a distributed stream computing mid-
dleware for the real-time high-performance analysis of structured and unstructured 
data [ 9 ]. This stream computing platform in OHA is the back bone for the decision 
support process loop. Big data analysts use this stream computing platform to 
design sophisticated analytics that can extract nuggets of information from real- 
time patient data fl ows. The design and implementation of these analytics re-uses 
statistical and computing building blocks from product toolkits for time series, 
machine learning and data mining [ 9 ]. 

1   Notable examples of data acquisition systems for ICU monitoring devices are Excel Medical 
Electronics (with their BedMasterEX and BedCom products), CapsuleTech, Airstrip (with their 
Airstrip ONE product), iSirona and IBM (with its Healthcare Integration Bus product). 
2   Excel Medical Electronics offers today a research platform based on OHA that interfaces its 
BedMasterEX and BedCom data acquisition products with IBM InfoSphere Streams, the stream 
computing runtime of OHA. Airstrip announced recently its plan to integrate its Airstrip ONE 
product with InfoSphere Streams. 
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 OHA was prototyped in 2008 and deployed for the fi rst time at the Hospital for 
Sick Children in 2009 to allow analysts to compose and deploy an open set of ana-
lytics, assembled graphically to address their analytical goals [ 27 ]. While other 
research groups have been developing custom real-time analytic solutions for the 
monitoring of specifi c critical care conditions [ 37 ], the OHA platform differs sig-
nifi cantly from these systems with its programmability and agility. With OHA, as 
analysts discover new real-time analytics that they would like to deploy, they are 
able to promote these discovered analytics to the bedside. To enable this, OHA 
makes full use of the InfoSphere Streams programming model designed to be exten-
sible. This programming model provides application programming interfaces 
(APIs) where external system and legacy software can be integrated. This extensi-
bility of the OHA programming model facilitates the inclusion of analytics written 
in several common languages ranging from high level languages such R and Matlab 
to lower level languages like Python, Java, C++ and C.  

30.3.2     Discovery in OHA 

 The knowledge discovery loop in OHA is supported with “at rest” analytical plat-
forms ranging from standalone application software like Weka and SPSS to Big 
Data infrastructures like Hadoop. Analytic models developed using these platforms 
can be promoted for prospective use by leveraging the extensibility of the InfoSphere 
Streams programming model. Toolkits have been designed to take models produced 
by the knowledge discovery process and seamlessly incorporate them in the deci-
sion support process loop. The ability to incorporate analytics to use data from simi-
lar groups of patients has also been designed to help physicians make more informed 
clinical decisions. Similarity models are developed on a Hadoop installation while 
the scoring of models takes place prospectively inside InfoSphere Streams as part 
of the decision support loop [ 18 ]. Details on such similarity analysis have been 
described [ 36 ] where the authors describe a system allowing physicians to query 
proactively for similar patients and use their records to make predictions on the 
health evolution of a patient in question. An in-silico study using physiological sen-
sor data streams from over 1,500 ICU patients obtained from the Physionet MIMIC 
II database [ 24 ] shows how this approach may be used to forecast the trajectory of 
blood pressure trends and help predict acute hypotensive episodes in ICUs.  

30.4     Real World OHA Solutions 

 The OHA platform has been use for the development and research deployment of 
several real-world critical care applications in medical research institutions such as 
the Hospital for Sick Children in Toronto, the Columbia Medical Center Neuro ICU 
in New York, the Emory Center for Critical Care in Atlanta and the UCLA Ronald 
Reagan Institute. We present a sample of these real-world applications with high 
level descriptions of the analytical capabilities supported by OHA.  
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30.4.1     Modeling Patient Health with Heart Rate Variability 

 While users of OHA are focusing on different use cases, a common theme in most of 
these applications is that they intend to provide SA by modeling patient states and track-
ing state changes. It is important for clinicians to have awareness on the current state of 
their patients at all time, and many would argue that it is even more informative for them 
to be notifi ed when the states of these patients are changing for better or worse [ 6 ]. 

 Many applications incorporate analytical techniques deriving features from 
physiological time series to model and predict the infl ammatory response of the 
body, as it is highly correlated with early signs of complications in general. The 
infl ammatory response is a reaction from the body to different harmful stimuli such 
as pathogens, various irritants or even damaged cells. Hence, accurate modeling of 
its changes enables a wide range of early detection applications in intensive care. In 
particular, devastating complications such as sepsis are known to produce an infl am-
matory response well before the appearance of overt clinical fi ndings [ 1 ]. 

 The infl ammatory response is known to be infl uenced by the autonomic nervous 
system: the sympathetic and parasympathetic nervous systems. These systems regulate 
involuntary and measurable phenomena such as heart rate, respiration, salivation, and 
transpiration. Infl ammation results in poor regulation of these systems, and is often 
correlated with the Systemic Infl ammatory Response Syndrome (SIRS). Poor regula-
tion manifests itself as a loss of variability associated with physiological sensor streams. 
Consequently, researchers have hypothesized and verifi ed experimentally that model-
ing the infl ammatory response can be performed by computing measures of signal 
variability of the heart rate and the respiratory rate of patients [ 4 ]. The frequencies 
where these variations occur require instantaneous and precise measures of heart rate 
values that are derived from electrocardiograms (ECGs). Reductions in heart rate vari-
ability (HRV) have been linked to the early onset of disorders of the central and periph-
eral nervous system that induce a pro- infl ammatory response. Currently, most efforts 
to model the infl ammatory response are focused primarily on the one dimensional 
HRV analysis, due to a large body of work on ECG waveform processing. Variability 
metrics use techniques such as spectral analysis [ 39 ], sample entropy [ 32 ] and fractal 
analysis [ 5 ]. These ECG routines are composed with operators computing various 
forms of variability to model the infl ammatory response. 

 The OHA infrastructure enables users to derive convenient measures of heart 
rate variability from ECG processing in real time. Many users of OHA are reusing 
the same ECG processing tools to extract precisely the QRS complex portions of the 
waveform by using well established signal processing algorithms [ 12 ].  

30.4.2     OHA and the Artemis Project at the Hospital for Sick 
Children, Toronto 

 At the University of Virginia, Lake [ 20 ] pioneered and demonstrated how sample 
entropy on heart rate measurements can predict the onset of sepsis in neonates. This 
work recently led to a large scale clinical trial that is a prime example of SA in criti-
cal care. This trial demonstrates how the appropriate bedside display of an HRV 
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derived score indicating the likelihood of a neonate becoming sick, increased SA 
and reduced mortality by more than 20 %. While this specifi c work does not use the 
OHA platform, a similar study using OHA has been performed at the Hospital of 
Sick Children in Toronto Canada (SickKids) under the supervision of the University 
of Ontario Institute of Technology (UOIT) [ 27 ]. This study leverages the OHA 
infrastructure to extend the analysis and monitoring beyond ECGs and incorporate 
in real-time other vital signs such as respiration rate, arterial blood pressure, oxim-
etry and other observations from the hospital EMR. In this study, OHA was used for 
both decision support and discovery. Proprietary discovery analytics developed at 
UOIT were implemented and used for knowledge discovery. The OHA system went 
live at the SickKids NICU in 2009. Sample clinical results of the work have been 
published [ 27 ], showing how detected state changes preceded the appearance of 
sepsis clinical fi ndings several hours if not days ahead of the event. Since then, 
UOIT has been expanding this study in other research hospitals inside and outside 
of Canada.  

30.4.3     OHA at the Ronald Reagan UCLA Medical Center 

 The application of OHA at the University of California Los Angeles (UCLA) has 
focused on the real-time analysis of continuous high-volume and high-frequency 
brain signals that are commonly collected by bedside monitors in neuro-critical 
care. While such signals often carry early signs of neurological deterioration, detect-
ing these signs in real-time has been challenging as conventional data processing 
methods have been designed principally for retrospective analysis and not for han-
dling large volumes of waveform data produced by bedside monitors. In a joint pilot 
study between UCLA and IBM, an OHA application has been developed to detect 
in real-time unstable intracranial pressure (ICP) dynamics. This application con-
tinuously receives ECG and ICP waveform signals and analyzes the ICP pulse mor-
phology looking for deviations from a steady-state, according to novel algorithms 
developed at UCLA (using MATLAB). The IBM team incorporated these algo-
rithms inside InfoSphere Streams operators and externalized the results to a Web 
interface. With this interface, physicians are able to receive real time patient status 
updates in a web browser and gain direct insight and interpretation of real-time ICP 
waveforms, viewable through their hospital network. The prototype system has 
been successfully tested prospectively on hospitalized patients [ 3 ].  

30.4.4     OHA at the Columbia University Medical Center 

 At Columbia University, under a partnership with IBM Research, the OHA plat-
form has been used to address several problems. This extended team developed 
predictive models for the early detection of the onset of complications in neuro-
logical intensive care units. The targeted population for this work consists of 
patients with subarachnoid hemorrhages (SAH). Complications of interest 
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included: nosocomial infections (e.g., sepsis, urinary tract infections, pneumonias), 
vasospasms, delayed cerebral ischemia and infarctions. The InfoSphere Streams 
engine encapsulated in OHA was used to extract features from the collected data, 
including HRV metrics computed on ECGs before merging them with additional 
relevant features such transcranial Doppler frequency features of blood fl ow. The 
predictive model discovery used the Weka data mining library. Ahis study [ 33 ] 
demonstrated the ability to predict complications 24 h ahead from this ocean of 
physiological data with good sensitivity and specifi city, with the area under the 
receiver operating characteristic curve (the AUC of the ROC) for this classifi cation 
problem at 83 %. 

 This research team also addressed the auto-regulation of the inter-cranial pressure 
(ICP) for SAH patients by developing novel real-time analytics able to compute and 
display regression lines between ICP and Mean Arterial Pressure (MAP) after detect-
ing patient states using time series analysis techniques. This end-to-end solution 
increases SA signifi cantly by allowing clinicians to access key physiologic parame-
ters in real-time. Without the application, it takes up to 30 min per bed to obtain simi-
lar regression plots on retrospective data with the help of an experienced resident.  

30.4.5     Exploring Alarm Data with OHA at the Columbia 
University Medical Center 

 IBM Research and Columbia have also been developing OHA related technology to 
address the ICU alarm fatigue problem. As mentioned earlier, studies have shown 
that 85–99 % of medical device alarm signals are false and/or clinically insignifi -
cant, resulting in desensitization and alarm fatigue in critical care staff. The discov-
ery loop in OHA has been applied to this problem to analyze the temporal relations 
between time series of alarm events with the intent to identify clusters of events that 
relate to the same physiological phenomena. OHA has been equipped with novel 
time series analytical techniques for measuring and visualizing such temporal rela-
tionships across time series. Early results obtained on over a million alarms from 
572 neurological ICU patient admissions have shown that the system can detect 
“obvious” patterns (e.g., strong association of bradycardia and heart rate low 
alarms), but also patterns attributed to artifact events and also to important physio-
logical conditions. Defi nite quantitative results evaluating the ability of these 
approaches to tackle the alarm fatigue problem are underway.   

30.5     Conclusion 

 Big data analytic approaches and techniques are bringing much needed SA to the 
bedside by addressing the data and decision overload facing practicing clinicians in 
critical care. An open state-of-the-art infrastructure has been presented together 
with an overview of existing research pilots applying this infrastructure in the 
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real-world. While this technology is quite mature from an analytical stand point, 
several challenges need to be addressed to allow its widespread deployment in criti-
cal care.

•    The fi rst challenge is a lack of data standards and protocols for the representation 
and access of clinical data and analytics. Without such standards, the deployment 
of infrastructures like OHA requires signifi cant customization at the different 
sites.  

•   A second challenge is the integration of advanced analytical capabilities within 
existing workfl ows with little disruptions to clinicians. While a good amount of 
insight can be extracted through data analysis, delivering these insights in the 
right way remains a challenge that must be overcome. More research is needed 
to ensure that results of complex real-time analytics can be consumed and 
digested seamlessly within cognitive and clinical workfl ow.  

•   A third challenge is the remaining gap between the data-driven approaches 
described herein and knowledge-driven approaches able to provide additional 
reasoning capabilities for better situation awareness. There is a large body of 
medical literature in unstructured text that could produce a vast amount of knowl-
edge that has not been integrated yet with the operational knowledge extracted 
by OHA-like platforms in real-time. Research in cognitive computing is needed 
to bridge this gap.    

 Addressing these challenges to bring SA to the bedside in critical care is a sig-
nifi cant task requiring the involvement of several key players, ranging from device 
manufacturers, small and large IT companies, clinicians, academics, data scientists, 
regulators and hospital administrators. Under the supervision of Excel Medical 
Electronics and IBM, a growing discussion forum called “Streaming Analytics” has 
been created in 2012 to bring together these key players. The goal of this group is to 
develop transformative technology for proactive critical care. The group holds 
workshops twice a year [ 13 ]. While the impact of these meetings has been con-
strained to research deployments at this point, it is also helping with the emergence 
of new startup companies developing and offering services that helping bring situa-
tion awareness closer to the bedside. 3      
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    Chapter 31   
 Data Driven Analytics for Personalized 
Healthcare       

       Jianying     Hu      ,     Adam     Perer      , and     Fei     Wang    

    Abstract     The concept of Learning Health Systems (LHS) is gaining momentum as 
more and more electronic healthcare data becomes increasingly accessible. The core 
idea is to enable learning from the collective experience of a care delivery network 
as recorded in the observational data, to iteratively improve care quality as care is 
being provided in a real world setting. In line with this vision, much recent research 
effort has been devoted to exploring machine learning, data mining and data visual-
ization methodologies that can be used to derive real world evidence from diverse 
sources of healthcare data to provide personalized decision support for care delivery 
and care management. In this chapter, we will give an overview of a wide range of 
analytics and visualization components we have developed, examples of clinical 
insights reached from these components, and some new directions we are taking.  

  Keywords     Data driven healthcare analytics   •   Learning health system   •   Practice 
based evidence   •   Real world evidence   •   Clinical decision support   •   Machine learn-
ing   •   Data mining   •   Data visualization  

31.1         Introduction 

 In recent years we have witnessed a dramatic increase of electronic health data, 
including extensive Electronic Medical Records (EMR) recording patient condi-
tions, diagnostic tests, labs, imaging exams, genomics, proteomics, treatments, out-
comes, claims, fi nancial records, clinical guidelines and best practices etc. 
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Healthcare professionals are now increasingly asking the question: what can we do 
with this wealth of data? How can we perform meaningful analytics on such data to 
derive insights to improve quality of care and reduce cost? 

 Healthcare Analytics needs to cover the whole spectrum including both 
Knowledge Driven Analytics and Data Driven Analytics. Knowledge driven 
approaches operate on knowledge repositories that include scientifi c literature, pub-
lished clinical trial results, medical journals, textbooks, as well as clinical practice 
guidelines. Traditionally the gold standard of evidence in healthcare has been pro-
duced through the randomized controlled trial process. Results of such trials get 
published and then healthcare professionals consult those publications to bring to 
the point of care nuggets of evidence that apply to the scenario at hand. This process 
of knowledge diffusion can take as long as 17 years [ 2 ,  10 ]. 

 Innovations such as Watson Discovery Advisor [ 32 ] can dramatically reduce that 
time frame to close the knowledge diffusion gap. In tools such as WDA, the deep 
NLP and Q&A capabilities such those developed in the original Watson Jeopardy 
machine are leveraged to teach the computer to learn medical domain knowledge 
from unstructured data captured in the knowledge repository, and then make intel-
ligent inference from such knowledge to bring the most relevant pieces of informa-
tion to the fi nger tips of the practitioners. 

 Complementary to this knowledge dissemination processing, data driven health-
care analytics is about making the computer learn from observational data collected 
in the process of delivering care. This is important because published guidelines 
typically target a single disease and the average patient, so by themselves don’t 
provide suffi cient insight into how to best manage a real world patient with multiple 
comorbidities and complex conditions. By tapping into the vast real world observa-
tional data collected at the individual patient level, we can leverage the collective 
experience of a healthcare delivery system, to extract insights that can be used to fi ll 
in that personalization gap, and in that process continuously enhance and refi ne our 
knowledge on best practices. Such insights are referred to as Practice Based 
Evidence, or Real World Evidence, and are at the center of the vision of “Learning 
Health Systems” advocated by the Institute of Medicine [ 11 ]. 

 The focus of this chapter is on data driven healthcare analytics. In line with the 
vision of LHS, the healthcare analytics research group at IBM has been working on 
applying advanced machine learning, data mining and data visualization tech-
niques in the context of real world healthcare data and use cases to build up a data 
driven healthcare analytics framework. An earlier version of this analytics frame-
work, called Intelligent Care Delivery Analytics (ICDA), was reported in AMIA 
2012 [ 6 ]. We have continued to expand this framework by adding more machine 
learning and visualization components since then, and expect to continue to do so 
in the future. 

 Figure  31.1  gives an overview of the current snapshot of ICDA. At the center of 
this framework is Patient Similarity Analytics. The objective of this component is to 
develop methodologies that can be used to identify patients who are similar to a 
patient of interest in a clinically meaningful way, so that insights derived from lon-
gitudinal records of the similar patients can be used to help determine personalized 
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prognosis and treatment plans for this specifi c patient. Building on and around this 
central component, we have developed a suite of analytics and visualization compo-
nents to address challenges and use cases encountered in different aspects of the 
care process, and deliver insights in an interactive, consumable manner.

   Throughout the rest of the chapter, we will describe some of the key elements, 
and provide concrete examples of novel algorithms that have been developed in this 
framework. Due to the limited space, we focus on describing the functionalities and 
high-level approaches of these analytics and visualization components. In-depth 
technical details and discussions can be found in the numerous publications cited 
throughout the chapter.  

31.2     Patient Similarity Analytics 

 Existing EMR systems typically store data in a manner that makes it diffi cult for 
clinicians to extract what is necessary to make clinical decisions at the point-of- 
care. Most of EMR systems are primarily used to record clinical events for book-
keeping and claim purposes as opposed to be used as a decision support tool for 
better diagnosis and treatment. Constructing a patient network with nodes repre-
senting patients and edges connecting clinically similar patients could be very help-
ful to such a clinical decision support system, as the physician can look at the 
treatments and disease condition evolutions of the similar patients to come up with 
a better care plan for the current patient. 
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 Besides decision support systems, there are also other areas in medical informat-
ics where such patient network could be very helpful. For example, Comparative 
Effectiveness Research [ 1 ], which is the direct comparison of existing health care 
interventions to determine which work best for which patients and which pose the 
greatest benefi ts and harms [w1]. In this case, if we can fi rst stratify the patients into 
different cohorts according to their clinical similarity, then CER can be performed 
on the patients within the same cohorts [ 13 ]. Under a similar setting, patient risk 
stratifi cation aims to stratify the patients according to their disease condition risks. 
This is a crucial step for effective management of patients because for patients with 
different risks, we may have different treatment plans. Furthermore, if we can con-
struct an undirected patient network using such patient similarity, we can expect to 
discover clinically meaningful insights such as disease evolution patterns and care 
or treatment patterns. 

31.2.1     Patient Similarity Metric Learning 

 While traditional patient cohort generation tools such as i2b2 [ 16 ] address some 
aspects of patient similarity, they are limited in that cohorts have to be identifi ed 
through database queries using a few pre-selected attributes. To fully realize the 
power of patient similarity analytics, a big data approach is needed where all 
known attributes about patients are taken into consideration, in order to account for 
all potential confounding factors. This poses two challenges. First, since the num-
ber of attributes can be very large (e.g., in the order of tens of thousands), how to 
defi ne distance, or similarity metric, in this high dimensional space is a challenging 
mathematical problem. Second, the notion of patient similarity is context depen-
dent. For example, the factors that are important for identifying similar patients in 
the context of determining best treatment for hyperlipidemia may be completely 
different from the ones for evaluating different chemotherapies for a cancer patient. 
To address these challenges, machine learning approaches called metric learning 
are needed to derive from data the most appropriate similarity metric, i.e., most 
important attributes along with the weighting factors for a specifi c clinical 
context. 

 Patient EMRs contain a large amount of features coming from heterogeneous 
sources, such as demographic information, diagnosis, medication, lab tests and so 
on and so forth. To facilitate the process of similarity learning, researchers have 
proposed constructing a profi le for each patient, which is a feature vector with the 
dimensionality equal to the number of different features. Before constructing such 
a vector, a time period of interest is defi ned, within which the features are aggre-
gated to obtain the entries in the patient profi le (e.g., the average value of a specifi c 
lab test, or the count of a specifi c diagnosis code). In this way, after profi ling, each 
patient is represented as a feature vector [ 27 ,  28 ]. 

 Local Supervised Metric Learning (LSML) is a supervised metric learning 
approach that has been proved to be useful in patient similarity evaluation [ 3 ,  23 ,  24 ]. 
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This algorithm was initially proposed in [ 30 ] for face recognition. The basic idea of 
LSML is to maximize the local separability of the data vectors from different classes. 

 We applied the LSML in the context of monitoring patients in the Intensive Care 
Unit (ICU) [ 3 ]. ICUs are data rich environments where patients are continuously 
being monitored for several aspects of their health. Alerts that can indicate the likely 
onset of an imminent adverse condition based on the behavior of patients’ temporal 
data provide important support mechanism for physicians in this environment. 
Accompanying those alerts with insight regarding the likely behavior of patient 
KPIs can further qualify and clarify them. In this setting, our goal is to retrieve 
patients who display similar evolution patterns in their ICU data to the patient being 
monitored and use the future trend of the cohort of similar patients to predict if the 
patient being monitored is going to experience a medical event within a specifi c 
time horizon. The insight provided to the clinician through the projections of the 
patient’s physiological data into the future could further clarify and qualify the gen-
erated alerts. The proposed approach and system were tested using the MIMIC II 
database, which consists of physiological waveforms, and accompanying clinical 
data obtained for ICU patients.  

31.2.2     Inference Over Multiple Similarity Networks 
for Personalized Medicine 

 Using patient similarity analytics methods such as the described above, one can 
construct patient similarity networks where each node represents a patient and the 
edge between a pair of patients represent the degree of similarity between the two 
patients represented by their key clinical indicators. In a recent work, we aug-
mented this patient similarity network with a drug similarity network, and devel-
oped a machine learning approach to make inferences over this heterogeneous 
network to derive Real World Evidence for personalized drug response prediction [ 36 ]. 
To compose the drug similarity network, we used chemical structure extracted 
from PubChem, and drug target protein information extracted from DrugBank [ 34 ]. 
Links between patients and drugs were then constructed to represent the prior asso-
ciations between patients and drugs, which were measured by the Tonimoto 
Coeffi cient between ICD9 diagnosis codes of patients and ICD9-format drug indi-
cations from MEDI database [ 33 ]. Finally, a machine learning technique called 
label propagation [ 31 ] was applied to infer, for any given drug, the likely effective-
ness of this drug on any of the patients who have not yet received this drug. 
Intuitively, this allows us to infer the likely response of a patient to a particular 
drug based on observations of how similar patients have responded to similar drugs 
in the past. Experimental evaluation results on a real-world EMR dataset of 110,157 
hyperlipidemia patients demonstrate the effectiveness of the proposed method and 
suggest that the combination of appropriate patient similarity and drug similarity 
analytics can help identify which drug is likely to be effective for a given patient.  
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31.2.3     CareFlow: Data-Driven Visual Exploration of Similar 
Patients 

 Patient similarity analytics can be combined with advanced visualization techniques 
to provide physicians with the most relevant information in a consumable manner. 
One example of such a tool is CareFlow, for the exploration of care pathways from 
similar patients. When a patient is diagnosed with a disease, their doctor will often 
devise a care pathway, a sequence of medical treatments to help manage their dis-
ease or condition. When doctors devise care pathways, they often must rely on their 
education, experience, and intuition [ 25 ]. The goal of CareFlow [ 17 ] is to leverage 
the rich longitudinal data found in Electronic Medical Records (EMRs) to empower 
clinicians with a new data-driven resource for the design of personalized care plans. 
Using the relevant clinical data of a specifi c patient, CareFlow mines the EMRs to 
fi nd clinically similar patients using our patient similarity analytics. CareFlow then 
visualizes all of the different care pathways that these similar patients have under-
gone, while providing context on which care pathways were successful and which 
were not. The resulting visualization supports the identifi cation of the most desir-
able and most problematic care plans.  

31.2.4     Mining Care Pathways from Data 

 In order to model the care pathways for the similar patient population, CareFlow mines 
the EMRs for relevant patient events. For each similar patient, CareFlow will extract 
records of performed treatments and their associated dates by querying the EMR data-
base for relevant medical events. The result of this query is a complex dataset describ-
ing the details of various treatments given to the entire similar patient population. 

 Of course, each similar patient underwent treatments at different points in time. 
In order to unify them, CareFlow aligns all treatments by the time at which each 
patient was fi rst diagnosed with the disease of interest. CareFlow defi nes the care 
pathway as the sequence of treatments after diagnosis. In addition to deriving care 
pathways, outcomes are also derived from the EMRs for each of these similar 
patients. By associating each care pathway with an outcome, it is possible to infer 
which care pathways lead to statistically better outcomes. CareFlow makes this out-
come information visually prominent to inform medical decisions.  

31.2.5     Visualizing Care Pathways 

 While a doctor may be able to make sense of a care plan for a single patient 
(e.g. [ 20 ]), doing so for a similar patient population is much more challenging. Care 
pathways may have a large number of different types of treatments, and the sequence 
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of these treatments often varies as well. CareFlow provides a visualization of the 
temporal sequence of treatments. As shown in Fig.  31.2 , treatments are represented 
as nodes and positioned along the horizontal axis, which represents the sequence of 
treatments over time. The diagnosis of a disease occurs on the far left of the visual-
ization, and treatments in the care plan extend to the right. The height of each node 
is proportional to the number of patients that took a given treatment. Link edges are 
also present to connect nodes from their previous and future nodes in the care path-
way. The visual elements are colored according to the average outcome of all 
patients represented by the node or edge. Elements that are colored green repre-
sented parts of the care plan where patients remained healthy, whereas elements that 
are colored red indicate care plans of patients who ended up in poor health.

31.2.6        Use Case: Congestive Heart Failure 

 This use case involves a doctor who has recently diagnosed a patient with conges-
tive heart failure and wishes to use CareFlow to examine the historical outcomes of 
possible care pathways. CareFlow connects to a longitudinal EMR database of over 
50,000 patients with heart conditions spanning over 8 years. 

 On the left-hand side of Fig.  31.2 , a summary of the patient’s relevant medical 
history is shown, including recent medications, symptoms, and diagnoses. In the 
center panel of Fig.  31.2 , a visualization of the care plans of the 300 most similar 

  Fig. 31.2    CareFlow’s visual interface. The  left panel  displays a summary of the patient’s relevant 
medical history. The  center panel  displays a visualization of the care plans of the 300 most similar 
patients. The  right panel  displays the factors associated with a selected subset of patients       
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patients is shown. The left-most node represents these similar patients at their point 
of diagnosis with heart failure. As the visualization extends to the right, the various 
treatment sequences of similar patients are shown. The care pathways are colored 
according to a continuous color scale,; pathways that are colored red implies most 
patients within that node ended up being hospitalized, whereas green pathways 
means most patients managed to stay out the hospital. 

 In addition to gaining an overview of all care pathways, a doctor can also focus 
on the most successful treatment plan. By selecting the appropriate button, the care 
plan that leads to the best outcomes for patients is highlighted. 

 CareFlow provides doctors with the ability to get more information about the 
patients who undertook a particular care plan. By selecting a Treatment node, doc-
tors can view a precise count of the number of patients the node represents, as well 
as the average outcome for these patients. In addition, the right panel of the interface 
displays summary information about a set of patients by displaying factors common 
to this cohort, as well as factors rare in this group.   

31.3     Predictive Modeling 

 Healthcare analytics research increasingly involves the construction of predictive 
models for disease targets across varying patient cohorts using observational data 
such as EMR. A common workfl ow for predictive models is a fi ve-step process: (1) 
cohort construction, (2) feature engineering, (3) cross-validation, (4) feature selec-
tion, and (5) classifi cation/model selection. We have developed novel machine 
learning and visualization methods to help address the challenges faced in each of 
these steps. 

31.3.1     Feature Engineering 

 Feature Engineering, which is about inferring phenotypic patterns from population- 
scale clinical data, is a core computational task in the development of personalized 
medicine. One important source of data on which to conduct this type of research 
are patient EMRs. However, the patient longitudinal EMRs are typically sparse and 
noisy, which creates signifi cant challenges if we use them directly to represent 
patient phenotypes. We developed a data driven phenotyping framework called 
Pacifi er (PAtient reCord densIFIER) [ 37 ], where we interpret the longitudinal EMR 
data of each patient as a sparse matrix with a feature dimension and a time dimen-
sion, and derive more robust patient phenotypes by exploring the latent structure of 
those matrices. Specifi cally, we assume that each derived phenotype is composed of 
a subset of the medical features contained in original patient EMR, whose value 
evolves smoothly over time. We propose two formulations to achieve such goal. 
One is Individual Basis Approach (IBA), which assumes the phenotypes are 
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different for every patient. The other is Shared Basis Approach (SBA), which 
assumes the patient population shares a common set of phenotypes. We developed 
an effi cient optimization algorithm that is capable of resolving both problems effi -
ciently. Pacifi er was validated on two real world EMR cohorts for the tasks of early 
prediction of Congestive Heart Failure (CHF) and End Stage Renal Disease (ESRD). 
Our results showed that the predictive performance in both tasks can be improved 
signifi cantly by the proposed algorithms (average AUC score improved from 0.689 
to 0.816 on CHF, and from 0.756 to 0.838 on ESRD respectively).  

31.3.2     Large Scale Feature Selection Algorithms 

 Another key challenge in developing risk prediction models from observational 
healthcare data is how to effectively identify, form the larger number (typically 
thousands to tens of thousands) of features the salient risk factors, i.e., the subset of 
features that are most predictive. Knowledge driven and data driven strategies refl ect 
two ends of the spectrum of risk factor identifi cation or feature selection. More 
specifi cally, a knowledge driven approach is based on evidence of varying quality, 
guidelines, and experts’ opinions, while a data driven approach is solely based on 
the observational data. We developed a hybrid strategy that starts with prior knowl-
edge, then extends to a more comprehensive model by selectively including an addi-
tional set of features that both optimize prediction and complement knowledge 
based features. In particular, we extended a sparse feature selection method called 
Scalable Orthogonal Regression (SOR) [ 12 ] to expand a set of knowledge driven 
risk factors with additional risk factors from data [ 22 ]. The method was designed 
specifi cally to select less redundant features without sacrifi cing the quality, for 
which redundancy is measured by an orthogonality measure added as a penalty term 
in the objective function. The approach was validated using a large dataset contain-
ing 4,644 heart failure cases and 45,981 controls. The proposed method was shown 
to identify complementary risk factors that are not in the existing known factors and 
can better predict the onset of HF. In other words, the combined risk factors between 
knowledge and data signifi cantly outperform knowledge-based risk factors alone. 
Furthermore, those additional risk factors were confi rmed to be clinically meaning-
ful by a cardiologist [ 22 ].  

31.3.3     Scalable Model Exploration 

 To develop an appropriate predictive model for healthcare applications, it is often 
necessary to compare and refi ne a larger number of models derived from a diversity 
of cohorts, patient-specifi c features, feature selection algorithms, and classifi ers/
regression methods. An effi cient and scalable computing platform is required to 
facilitate such large scale models exploration. To support this goal, we developed a 
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PARAllel predictive MOdeling (PARAMO) platform [ 15 ] which (1) constructs a 
dependency graph of tasks from specifi cations of predictive modeling pipelines, (2) 
schedules the tasks in a topological ordering of the graph, and (3) executes those 
tasks in parallel. We implemented this platform using Map-Reduce to enable inde-
pendent tasks to run in parallel in a cluster computing environment. Different task 
scheduling preferences are also supported. 

 We assessed the performance of PARAMO on various workloads using three 
datasets derived from the EMR systems in place at Geisinger Health System and 
Vanderbilt University Medical Center and an anonymous longitudinal claims data-
base. We demonstrate signifi cant gains in computational effi ciency against a stan-
dard approach. In particular, PARAMO can build 800 different models on a 300,000 
patient data set in 3 hours in parallel compared to 9 days if running sequentially. 

 This work demonstrates that an effi cient parallel predictive modeling platform 
can be developed for EMR data. Such a platform can facilitate large-scale modeling 
endeavors and speed-up the research workfl ow and reuse of health information.  

31.3.4     Visual Analytics for Predictive Modeling 

 When data is high-dimensional, feature selection algorithms are often used to 
remove non-informative features from models. Here the analyst is confronted with 
the decision of which feature selection algorithm to utilize, and even if the analyst 
decides to try out multiple types, the algorithmic output is often not amenable to 
user interpretation. This limits the ability for users to utilize their domain expertise 
during the modeling process. To improve on this limitation, INFUSE (INteractive 
FeatUre SElection) [ 9 ], was designed to help analysts understand how predictive 
features are being ranked across feature selection algorithms, cross-validation folds, 
and classifi ers.  

31.3.5     Use Case: Diabetes Prediction 

 In order to demonstrate the promise of visualizing predictive models, we describe 
an example scenario with clinical researchers interested in using predictive model-
ing on a longitudinal database of electronic medical records. Their database features 
over 300,000 patients from a major healthcare provider in the United States. The 
team is interested in building a predictive model to predict if a patient is at risk of 
developing diabetes, a chronic disease of high blood sugar levels that causes serious 
health complications. 

 From this database, the team constructs a cohort (Step 1) of patients. Fifty per-
cent of these patients are considered incident cases with a diagnosis of diabetes. 
Each case was paired with a control patient based on age, gender, and primary care 
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physician resulting in control patients without diabetes. From the medical records 
of these patients, they extract four meaningful types of features (Step 2): diagno-
ses, lab tests, medications, and procedures. Next, in order to reduce the bias of the 
predictive models, the team uses ten cross-validation folds (i.e. random samples) 
(Step 3) to divide the population randomly into ten groups. After cohorts, features, 
and folds are defi ned, the clinical researchers are ready to use feature selection. 
The team has four feature selection algorithms implemented and available to them 
(Step 4): these include Information Gain, Fisher Score, Odds Ratio and Relative 
Risk. Finally, the team evaluates each selected feature set as a model using four 
classifi ers (Step 5): Logistic Regression, Decision Trees, Naive Bayes, and 
K-Nearest Neighbors. 

 Typically, this team executes a pipeline of multiple feature selection algorithms 
and chooses the model that ends up with the best scores from the classifi er. However, 
while this approach allows the team to fi nd the model with the highest accuracy 
score, they do not have direct access to view the features that make up the model. 
This is the goal of INFUSE: to make those features automatically selected more 
visible.  

31.3.6     Visualizing Features 

 As described, the features are ranked by multiple feature selection algorithms and 
across multiple cross-validation folds. INFUSE’s visual design embeds all of this 
information in a circular glyph that shows all the rankings obtained from each 
algorithm/fold pair. As shown in Fig.  31.2  INFUSE (a), the glyph is divided into 
equally- sized circular segments; where each segment represents one of the rank-
ing algorithms. For instance, in Fig.  31.2  INFUSE (b), the feature was ranked by 
four feature selection algorithms, so the circular glyph is divided into four sec-
tions. These sections are then divided further into a fold slice for each cross-vali-
dation fold. For instance, in Fig.  31.2  INFUSE (c), each feature selection algorithm 
was executed on ten cross-validation folds, therefore there are tenfold slices. 
Within each fold slice, there is an inward-growing bar (that is, starting from the 
perimeter and growing towards the center) that represents the rank of the feature 
in a particular fold. For example, in Fig.  31.2  INFUSE (c), the feature is higher 
ranked in Fold 3 than in Fold 4 as the bar in Fold 3 stretches closer towards the 
center than in Fold 4. Features that are unranked, because their scores are too low 
to meet the minimum threshold requirement of the algorithm, are represented as 
empty slices with no bars. 

 The feature glyphs are displayed inside a zoomable visualization that allows 
users to fi nd the features of interest. For instance they can group all features by type 
(e.g. medication, diagnosis, lab type, as seen in Fig.  31.3  INFUSE) or display the 
features on a scatterplot (e.g. average of features vs how many times a feature was 
picked by an algorithm, as seen in Fig.  31.4  INFUSE).
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31.3.7         Finding Clinically Relevant Features 

 The following is an example of the types of insights that can be reached with 
INFUSE. When examining the scatterplot view (the top of Fig.  31.4  INFUSE), all 
of the medications that were ranked by all feature selection algorithms and folds 
and found that they were antihyperglycemic medications, which are common treat-
ments to lower the blood sugar of diabetes patients, and made clinical sense to be 
ranked high. 

 However, looking towards the center of the scatterplot, where the features are 
only ranked by half of the algorithms and folds, it is noticeable that a cluster of 
medications that had half-circle patterns like those described above. This region is 
highlighted in the red box of Fig.  31.4  INFUSE. By mouse-hovering these features 
to read their names, it shows that those ranked high by the upper-half of the circle 
(Information Gain and Fisher Score) were as clinically relevant and similar as those 
ranked by the bottom-half algorithms (Relative Risk and Odds Ratio). This pro-
vided feedback that in predictive modeling it is not safe to assume that one single 
feature selection algorithm is able to detect all possible interesting features and also 

a b c

  Fig. 31.3    ( a ) An illustration of how features are visually represented as circular glyphs. ( b ) 
Multiple models for each feature are represented as  model sections . In this example, the feature is 
divided into four sections, as it was ranked by four feature selection algorithms (Information Gain, 
Fisher-Score, Relative Risk, and Odds Ratio.). ( c ) Each section is further divided into  fold slices  
representing each of the cross-validation folds. Each fold slices features an inward-fi lling bar that 
represents the rank of this feature in that fold. A longer bar implies the feature has a better rank. If 
no bar appears, the feature was unranked in the fold, and thus did not meet the importance 
threshold       

  Fig. 31.4    CAVA supports an iterative search process as described in the use case. This sequence 
shows several snapshots from the scenario where a clinician expands and refi nes an initial high- 
risk cohort using a mix of visual fi lters and patient similarity analytics. The end result is a targeted 
cohort of candidate patients for a new treatment regimen. ( a ) The sequence begins with a cohort 
overview showing age, gender, and diagnosis distributions. ( b ) Interactive visual fi lters are used to 
focus the analysis to narrower cohort. ( c ) Because the fi ltered group is too small, patient similarity 
analytics are requested to expand the cohort by retrieving additional clinically similar patients. The 
newly retrieved patients are visually integrated into the display for further analysis       
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that having a system like INFUSE allows them to build a much richer picture of 
what kind of feature sets may lead to effective modeling. Without such a tool they 
would be restricted at evaluating one single algorithm at a time or, at best, restricting 
the comparison to a small number of features. Without such knowledge, the effi cacy 
of the predictive models could be reduced.   

31.4     Patient Stratifi cation and Cohort Analysis 

 Patient stratifi cation and cohort analysis are important techniques used in healthcare 
to study risk factors within population groups. The cohort study is a foundational 
tool that helps experts uncover correlations between specifi c risk metrics and the 
underlying attributes of individuals within the study population. Cohort studies are 
often performed prospectively using techniques that are statistically mature and 
powerful. However, the analytical process is often slow and expensive when collect-
ing data prospectively. Retrospective analyses, which use previously collected data, 
are a possible alternative. Unfortunately, the use of retrospective studies has been 
relatively limited due to the historical diffi culty in collecting and analyzing very 
large datasets. However, as more and more data become electronic, very large 
repositories suitable for retrospective cohort analysis are becoming increasingly 
common. These data warehouses can contain comprehensive historical observations 
of millions of people over time spans of many years. The increasing availability of 
such data helps overcome the fundamental limitations of the retrospective approach. 
In theory, domain experts can use these data to perform interactive, exploratory 
cohort studies without the overheads associated with prospective techniques. In 
practice, however, interactive cohort studies exploring large-scale retrospective data 
collections produce their own set of challenges. Data management, analysis, and 
summarization all become more diffi cult and typically lead to the use of more 
advanced technologies. Instead of relying on a spreadsheet and some basic statis-
tics, users must also use technologies such as machine learning, data mining, and 
visualization tools to help make sense of the large scale of data they wish to 
examine. 

31.4.1     Actionable Risk Stratifi cation 

 A key step in providing personalized care is to segment the patient cohort into more 
homogeneous groups in terms of risk factors, so that a customized treatment plan 
can be constructed for each group. We term this process  Actionable Risk Stratifi cation  
because it goes beyond the traditional approaches of stratifying patients based on a 
single risk score. While that approach can effectively identify the group of high-risk 
patients to focus resources on, it does not provided insights into what are the most 
important risk factors to manage for these patients. Specifi cally, patients with the 
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same (high) risk score may have incurred that high risk for different reasons 
(e.g., different comorbidities) and thus need to be managed differently. 

 A major challenge for actionable risk stratifi cation is the heterogeneity of 
patients’ clinical conditions. For example, CHF patients may have different comor-
bidities, such as diabetes, kidney diseases, or lung diseases. In different comorbidity 
groups, the medical features that contribute to the risk, or risk factors, are different. 
One way to perform patient stratifi cation while taking into consideration of the most 
important factors is to construct a patient similarity network using techniques dis-
cussed earlier in this chapter, and then perform graph based clustering over this 
similarity network. However such an approach has the limitation that there is often 
inherent ambiguity in part of the network, due to the complexity of patients’ condi-
tions. As a result a purely data-driven approach would often lead to results that are 
unstable (i.e., different segmentation could emerge with slight perturbation of the 
attributes) and diffi cult to interpret. 

 One way to address the inherent ambiguity in data is to bring in prior knowledge 
from domain experts and literature. Such knowledge can be used to guide the data 
driven segmentation process such that the results conform with crucial clinical 
insights that have already been validated through extensive clinical studies, and are 
thus more interpretable and actionable. To this end we have developed an approach 
called RISGAL (RISk Group anALysis), which is a novel semi-supervised learning 
framework for data- and knowledge-driven patient risk group exploration [ 29 ]. The 
input of RISGAL is a graph with nodes as patients and edges as patient similarities, 
as well as a set of knowledge-driven risk factors or groups provided by domain 
experts or extracted from literature. The output is a set of patient risk groups that 
align with those provided risk factors. The approach was applied to a real-world 
electronic medical record database to stratify a set of patients with respect to their 
risk of CHF onset and was show to be able to identify both data- and knowledge- 
driven risk groups with rich clinical insights.  

31.4.2     Healthcare Utilization Analysis and Hot Spotting 

 Another area where patient stratifi cation has important applications is in healthcare 
utilization analysis. Utilization analysis based on observational healthcare data col-
lected through normal course of care delivery and carried out in a systematic man-
ner can be leveraged to improve care delivery in many ways. For example, through 
“hot spotting”, we wish to identify patients, in a timely manner, who are heavy users 
of the system and their patterns of use, so that targeted intense intervention and fol-
low up programs can be put in place to address their needs and change the existing, 
potentially ineffective, utilization pattern [ 4 ]. In anomaly detection, the goal is to 
identify utilization patterns that are unusual given patients’ clinical characteristics, 
including both underutilization and overutilization. The former may indicate a gap 
in medical service that if left unaddressed could result in further deterioration of 
patient’s condition leading to situations requiring more costly and less effective 
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interventions. The latter incurs unnecessary cost and waste of precious healthcare 
resources that could have been directed towards cases in real need. 

 We have developed a novel framework for utilization analysis designed to 
address these needs. The fi rst component of the framework is Utilization Profi ling 
and Hot Spotting. Here we use a vector space model to represent patient utilization 
profi les, and apply advanced clustering techniques to identify dominant utilization 
groups within a given population. The second component of the framework is 
Contextual Anomaly Detection for Utilization. Here we developed a novel method 
for  contextual anomaly detection  designed to detect utilization anomalies while 
taken into consideration the patients’ clinical characteristics. In this method we fi rst 
build models trained from observational data to compute the expected utilization 
levels for each patient given his/her clinical and demographic characteristics. We 
then examine the difference between the expected and actual levels based on well- 
established statistical testing methods to identify anomalies. This utilization analy-
sis framework was tested and evaluated using outpatient data for a population of 
7,667 diabetes patients collected over a 1 year period, and was shown to be effective 
in identifying clinically meaningful instances for both hot spotting and anomaly 
detection [ 8 ].  

31.4.3     Interactive, Visual Cohort Analysis 

 CAVA—a platform for Cohort Analysis via Visual Analytics—was designed to help 
clinical researchers work faster and more independently when performing retrospec-
tive cohort studies Zhang et al. [ 35 ]. Motivated by the needs of real-world analysts 
working in the healthcare domain, CAVA follows a novel system design centered 
around three primary types of artifacts: (1) cohorts, (2) views, and (3) analytics. 
Cohorts are CAVA’s fundamental data construct and represent a set of people and 
their associated properties. Views are visualization components that graphically dis-
play a cohort and allow users to directly manipulate or refi ne the underlying cohort. 
Analytics are computational elements that create, expand, and/or alter the contents 
of a cohort. In this way, CAVA treats both Views and Analytics as functional compo-
nents that operate on an input cohort and produce an output cohort. Building on this 
design principle, CAVA allows users to chain together complex sequences of steps 
that intermix both manual and machine-driven cohort manipulations.  

31.4.4     Use Case: Iterative Cohort Analysis 

 The CAVA platform enables a wide range of cohort analysis workfl ows. As an 
example, suppose a clinician who has recently become aware of a new preventive 
technique that has been shown to help delay or prevent certain types of patients 
from developing heart disease. In particular, the treatment has been studied most in 
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male hypertensive patients between 60 and 80 years of age. Due to limited resources 
and potential side effects, the clinician wants to focus this new treatment regimen on 
only those patients who are both (a) at high risk of developing the disease and (b) 
best fi t the selection criteria for which the treatment is most effective. The clinician 
uses CAVA to fi nd a cohort of candidates for the treatment following a usage pattern 
that we call iterative search. 

 To start, the physician selects a high-risk group from the cohort panel that has 
been generated by a risk stratifi cation analytic. The user then drags and drops the 
cohort onto the demographic overview visualization icon. This results in the visual-
ization shown in Fig.  31.4a , which displays linked views of age, gender, and diag-
nosis distributions. The user interactively selects various elements in the 
visualizations to explore how these three demographic criteria are correlated. 

 Next, the clinician interacts with the visualization to select and fi lter the age 
group in which the treatment has been studied: 60–80 years of age. By selecting the 
age range in the histogram and clicking the fi lter button, the user modifi es the cohort 
to exclude those outside the specifi ed range. The clinician then selects the men in 
the cohort and applies an additional fi lter. The result is shown in Fig.  31.4b . As a 
result of the fi lters, the initial cohort has been reduced to a group roughly one-third 
in size. However, the clinician presumes that there are likely additional patients—
missing from the current cohort—who are clinically similar to the visualized 
patients and could benefi t from the treatment even if they do not strictly meet the 
inclusion criteria. Therefore, the clinician decides to search for similar patients by 
dragging the current cohort from the active view to the Patient Similarity entry in 
the analytic panel. In response, CAVA binds the visualized cohort to the analytic and 
presents the user with a dialog box to gather the needed input parameters. In particu-
lar, the clinician indicates that she wants to retrieve enough similar patients to dou-
ble the size of the cohort. After clicking OK, CAVA runs the analytic and updates 
the visualization with the newly expanded cohort. 

 The visualization now shows the additional similar patients, but the clinician is 
still not fi nished. Because the treatment was designed for patients with hyperten-
sion, she selects the hypertension subgroup in the visualization (as shown in 
Fig.  31.4c ) and applies one last fi lter. The clinician has now used a combination of 
ad hoc fi lters and analytics to identify an initial set of candidate patients to target 
with the newly available treatment. Moreover, they have accomplished this without 
the help of a technology team to write SQL queries, run analytics, or produce 
reports.   

31.5     Care Pathway Analytics 

 Extracting insights from temporal event sequences, such as mining frequent pat-
terns, is an important challenge in healthcare. However, despite the availability of 
temporal data and the common desire to extract knowledge, mining patterns from 
temporal event sequences is still a fundamental challenge in data mining [ 14 ]. 
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Frequent Sequence Mining (FSM) techniques have emerged in the data mining 
community to fi nd sets of frequently occurring subsequences. However, these algo-
rithms often have constraints that limit its applicability to real-world data. 

 First, they may not take into account the multiple levels of detail present in 
healthcare data. For example, ICD-9 diagnostic codes (which encode symptoms, 
causes, and signs of diseases using ICD-9 standards) are organized according to a 
meaningful hierarchy. In EMRs, temporal events are often recorded at a specifi c 
level-of-detail to record maximum information about an event’s type. FSM tech-
niques applied to data with a large dictionary of event types will often suffer from 
computational complexity. Perhaps even more of a fundamental problem is that 
patterns extracted from a specifi c level- of-detail may impair an interpretable over-
view of patterns for users. 

 A second issue is that FSM techniques ignore the temporal context associated 
with data, and instead focus on the pure sequentially of events. However, for medi-
cal scenarios, if a certain amount of time elapsed between events, the events should 
not be considered as part of the same sequence, even if events are technically 
sequential in the event log. 

 A third issue is concurrency. Many FSM algorithms suffer from pattern explo-
sion when there are many concurrent events. This is particularly troubling for medi-
cal data, as many systems may record data in low-resolution precision, such as a 
day, and many events may occur on the same day. 

 A fourth issue is outcome. Many FSM algorithms are agnostic to the types of 
patterns mined. However, in healthcare data, analysts may not just need a list of pat-
terns but instead how each of the patterns correlate to an outcome measure. 

 A recent system, Frequence [ 19 ], address these issues by featuring a novel fre-
quent sequence mining algorithm to handle multiple levels-of-detail, temporal con-
text, concurrency, and outcome analysis. Frequence also features a visual interface 
designed to support insights, and support exploration of patterns of the level-of- 
detail relevant to users. 

31.5.1     Visual Representation of Frequent Patterns 

 In order to make the description of the system understandable, the characteristics of 
our visualization are illustrated in Fig.  31.5 . In this example, the patterns are 
sequences of clinical events, and each patient has an outcome measure.

   Events in the frequent sequences are represented as nodes, and event nodes that 
belong to the same sequence are connected by edges. The nodes and edges are posi-
tioned using a modifi ed Sankey diagram layout [ 9 ]. 

 Thus, in Frequence, subsequences are represented as individual edges. For 
instance, the simple pattern  Diagnosis  →  Medication , is visualized as a  Diagnosis  
node connected to a  Medication  node, as shown at the bottom of Fig.  31.5 . Patterns 
that share similar subsequences, such as  Lab  →  Diagnosis  →  Medication  and  Lab  
→  Diagnosis  →  Lab , involve two edges from  Lab  to  Diagnosis  representing each 
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subsequence. Thus, prominent subsequences also become visually prominent due to 
the thickness of the combined multiple edges. 

 Of course, not all event subsequences are equal as some correlate to a positive 
outcome, whereas others correlate to a negative outcome, as determined by 
Frequence’s outcome analytics. The visualization uses color to encode each pat-
tern’s association with an associated outcome. For this scenario, the patterns that 
occur more often with healthy patients are more blue. The patterns that occur more 
often with unhealthy patients are more red. The neutral patterns that appear com-
mon to both healthy and unhealthy patients are gray.  

31.5.2     Use Case: Lung Disease and Sepsis 

 As an illustrative example, we briefl y present a use case involving a team of clinical 
researchers interested in determining if there are particular patterns that lead to 
patients with lung disease developing sepsis, a potentially deadly medical condi-
tion. Additional details about this use case are presented in [ 19 ]. 

 The institution used a set of 2,336 patients diagnosed with lung disease, each 
with longitudinal events of ICD-9 diagnostic codes. Of the patients with lung dis-
ease, 483 developed sepsis within 6 months of their diagnosis of lung disease, 
whereas 1,853 managed to not contract the condition. 

 At the top of Fig.  31.6 , the coarsest patterns for all of the lung disease patients 
are shown. The clinician was particularly interested in cardiovascular complica-
tions, and noticed that the pattern  CardiacDisorders  →  SymptomDisorders  was 
common yet neutral (that is, this pattern was common to patients who did and did 
not end up contracting sepsis). After selecting this pattern in Frequence and fi ltering 
by cohort to see the matching patients, the fi ner level of detail (Level 1) allowed the 
clinician to see more detailed cardiac conditions, such as cardiac dysrhythmia and 
heart failure. Other complications, such as acute renal failure (which medical litera-
ture suggests is linked to developing sepsis), also appear. However, the clinician is 
interested in the patterns that led to patients not developing sepsis, and fi ltered to the 
positive patterns in the middle of Fig.  31.6 . Surprised to see the pattern  HeartFailure  

  Fig. 31.5    An example of Frequence’s visual encoding for a set of frequent patterns. Patterns are 
represented by a sequence of nodes (events) connected by edges (event subsequences). Patterns are 
colored according to their correlation with users’ outcomes       
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  Fig. 31.6    The  top fi gure  shows an overview of the coarsest patterns in Frequence using the Lung 
Disease and Sepsis dataset. The  middle fi gure  shows the positive patterns at a fi ner level-of-detail 
for the cohort who matched the CardiacDisorders → SymptomDisorders sequence. The  bottom 
fi gure  shows the patterns at the fi nest level of detail, after selecting HeartFailure → LungDiseases       
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→  LungDiseases , the clinician fi ltered to the cohort that matched this pattern and 
pivoted to Level 2, as shown in the bottom of Fig.  31.6 . The clinician immediately 
noticed that patterns that featured both Atrial Fibrillation and Acute Respiratory 
Failure are red, which is sensible, as medical literature suggests both are risk factors 
for sepsis. However, the clinician found it interesting that patterns beginning with 
Acute Respiratory Failure alone were not predictive of sepsis, but rather what hap-
pened next in the sequence was more predictive. From the Acute Respiratory Failure 
node in the fi rst column of the visualization, the patterns diverge into red and blue, 
making it clear that what happens immediately after such Acute Respiratory Failure 
will likely determine if the patient will get sepsis or not.

31.6         Disease Modeling 

 Chronic diseases usually follow a long and slow progression. For example, Chronic 
Obstructive Pulmonary Disease (COPD) may take around 10 years to evolve from 
stage I (mild) to stage IV (very severe) [ 5 ]. It may also take 10 years for Congestive 
Heart Failure (CHF) progressing from stage I (mild) to stage IV (severe). Detection 
of such chronic diseases at its early stage is of key importance for effective treat-
ment or intervention. 

 Disease Progression Modeling (DPM), which aims at modeling the entire progres-
sion procedure of a disease with computational technologies, is one important tech-
nique that can help realize disease early detection. Key challenges in developing DPM 
methodologies include: (1) Multiple Covariates. The progression of disease usually 
involves the evolution of many different types of covariates. In general it is not know 
which one or which group of variables are important. (2) Progression Heterogeneity. 
The patient disease conditions can progress differently for different individuals, and 
the patient records are not necessarily aligned. (3) Incomplete Records. The patient 
records are not complete, meaning that in most of the cases we are not able to get the 
patient records from the beginning stage of the disease to its end stage. (4) Irregular 
Visits. The patient only has medical records when he/she pays visit to medical facili-
ties. Most of the times patients visits are at irregular time stamps due to various rea-
sons. (5) Discrete Observation. Although the disease progression is a continuous time 
procedure, the patient records are only observed on certain discrete time stamps or 
intervals. (6) Limited Supervision. For most of the diseases we only have very limited 
knowledge on which observed events should belong to which disease stage. 

 As an initial step towards addressing these challenges, we developed an machine 
learning approach to infer probabilistic disease progression models from the longi-
tudinal clinical fi ndings of a cohort of patients who have developed, or are at risk 
developing such disease [ 26 ]. First of all, we use a Markov Jump Process to model 
the transition of disease stages/states, which implies (1) the progression is 
continuous- time; (2) the transition probability to the future state only relies the cur-
rent state and the time span. 

 Second, we use the onset pattern of comorbidities to drive the transitions of the 
Markov Jump Process. Generally speaking, a comorbidity is a disease or syndrome 
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that co-occurs with the target disease. For example, hypertension is a common comor-
bidity of diabetes and osteoporosis is a common comorbidity of COPD. Since the 
onset of a new comorbidity often signifi es the exacerbation of the target disease, we 
use the onset pattern of multiple comorbidities to collectively capture the state transi-
tions of the target disease. Finally, in order to infer the presence of the comorbidities 
from the observed clinical fi ndings, we use a bipartite noisy- or Bayesian network [ 7 , 
 20 ]. Simply speaking, given a set of comorbidities and a set of clinical fi ndings, we 
assume an observed clinical fi nding was “activated” by the presence of any of the 
comorbidities with a certain activation probability. Such structure is especially well 
suited to our setting due to its fl exibility in modeling sparse and noisy observations. 

 We validated our model on a data warehouse from a real-world longitudinal 
EMR database of 3,705 confi rmed COPD patients over the course of 4 years. For 
each patient encounter ICD- 9 codes were recorded to indicate what medical condi-
tions that patient had at that time point. Other information, such as drug prescrip-
tion, lab test results, was also recorded. The results demonstrated that the proposed 
method can detect the episodes corresponding to different disease stage of every 
patient [ 26 ]. 

31.6.1     Visualizing Disease Progression 

 In order to better understand the progression of diseases, researchers can use tools 
like MatrixFlow. MatrixFlow is designed to help aid medical decision makers and 
researchers by making the subtle trends of disease progression more obvious. The 
goal is that by unearthing the hidden patterns in patient health records, emerging 
health risks may become more discoverable and earlier diagnoses of diseases can 
occur so clinicians and patients can proactively develop preventative strategies to 
reduce negative future outcomes. 

 The analytics work by extracting clinical event sequences from patient EMR data 
and then constructing a temporal network of co-occurring events to model the rela-
tionships between events as a disease progresses over time. The patterns in the evo-
lution of the disease are then revealed in our interactive visualization as a temporal 
fl ow of matrices, MatrixFlow. MatrixFlow provides several interactive features for 
analysis: (1) one can sort the events based on the similarity in order to accentuate 
underlying cluster patterns among those events; (2) one can compare co-occurrence 
events over time and across cohorts through additional line graph visualization.  

31.6.2     Clinical Event Networks 

 This work aims at discovering meaningful patterns from clinical event sequences of 
patients. Clinical event sequences are simply a series of time-stamped events from 
a patient’s medical record, such as disease diagnoses, patient symptoms, lab results, 
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and medication orders. However, what if researchers are interested in determining 
the co-occurrence of event—that is, when events simultaneously occur. 
Co-occurrence can be modeled by creating a network of clinical events, where 
events are nodes, and co-occurring events are connected by an edge. 

 Instead of using a traditional node-link diagram, MatrixFlow [ 18 ] relies on its 
namesake visualization: the adjacency matrix. In matrix visualizations, the columns 
and rows represent the nodes of the network, whereas each cell in a matrix repre-
sents the edge between the two nodes.  

31.6.3     Use Case: Heart Failure 

 One motivating example is the clinical complexity and heterogeneity of heart failure 
(HF). HF has posed challenges to developing standardized criteria for its diagnosis. 
The Framingham HF criteria, originally published in 1971, were based on clinical 
data acquired in the 1950s and 1960s. In that study, two or more major criteria or 
one major and two or more minor criteria are used as the diagnosis criteria for 
HF. The challenges for making the correct HF diagnosis earlier are (1) how to cor-
relate the sparse signals of a single patient across time and encounters, and (2) how 
to leverage historical data of other similar patients to identify the emerging pattern 
earlier. 

 We illustrate the capabilities of MatrixFlow with a dataset of over 50,625 
patients. A total of 4,644 incident HF cases were identifi ed between 2003 and 
2010. Up to ten control patients were selected for each case. Controls were 
clinic-matched, sex- matched, and age-matched to the corresponding case but did 
not meet operational criteria for HF on or before the corresponding case’s diag-
nosis date. Note that two different cases can share common controls, in this 
design. For this study, we extracted the clinical notes portion of the EMRs for 
4,644 case patients and for 45,981 control patients. Additionally, we have 1,200 
confi rmed HRrEF (reduced ejection fraction) and 1,615 confi rmed HFpEF (pre-
served ejection fraction) cases, and the rest are HF cases without a confi rmed 
subtype. 

 Figure  31.7a  shows the evolution of co-occurrence matrices of positive 
Framingham symptoms in the HFrEF patients, where patients are aligned by their 
diagnosis date. Each matrix displays co-occurrence events in a 3-month window. 
The rightmost matrix corresponds to the window right before diagnosis and the 
leftmost one the window 15–18 months before the diagnosis. From left to right as 
time evolves, it is possible to observe the percentage of patients having co-occurring 
Framingham symptoms is increasing, which confi rms with the degrading clinical 
status of those patients. Notably, as patients gets closer to HF diagnosis, multiple 
Framingham symptoms starts to appear more frequently. A similar temporal pattern 
is observed in HFpEF patients Fig.  31.7b , which seems to suggest that despite the 
pathophysiological differences, both HF types seem to develop the same co- 
occurrence patterns on Framingham symptoms. On the other hand, control groups 
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Fig.  31.7c  have much less obvious patterns, except a slight increase of prevalence 
on common symptoms like DOExertion and AnkleEdema, presumably due to the 
normal aging process.

31.7         Conclusions 

 Healthcare has undergone a tremendous growth in the use of EMR systems to cap-
ture patient disease and treatment histories. This and other rich observational data 
being captured in the healthcare system provide the foundational source material for 
realizing the vision of Learning Health Systems. However, to truly realize this 
vision, advanced data driven analytics and visualization methodologies and systems 
need to be developed in order to convert the source material into meaningful 
insights. In this chapter we described some initial progresses we have made in 
applying advanced analytics to derive insights to support smarter, more personal-
ized care, and the journey continues. We are continuing to develop cutting edge 
innovations that will take us to the next level. One direction we are exploring is the 
integration of health and social programs. Specifi cally, we are working on develop-
ing comprehensive risk assessment models to better predictive risk in a cross domain 
environment, linking together physical health with mental health, behavioral fac-
tors, and overall quality of life, in order to drive successful integrated care. Another 
direction we are focusing on is the better understanding of the drivers of risk through 
disease modeling. Here we have efforts underway to better model phenotype repre-
sentation from complex data, and to develop machine learning approaches to derive 
disease progression models. Finally, we are working on developing a  Visual 
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  Fig. 31.7    The temporal evolution of the Framingham symptoms in MatrixFlow. ( a ) The  top row  
of matrices represents the patterns the HFrEF patient cohort. ( b ) The  middle row  represents the 
HFpEF patient cohort. ( c ) The  bottom row  represents the Controls cohort       
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Analytics Workbench , where advanced analytics can be tightly integrated with inter-
active visualizations tools to support dynamic, comprehensive and effi cient data- 
driven hypothesis generating and testing. Our vision here is to provide a powerful 
tool that can be leveraged by researchers everywhere to speed up the development 
of data-driven analytics that can lead to better deliver of care at lower cost.     

   References 

    1.    Alexander GC, Stafford RS. Does comparative effectiveness have a comparative edge? JAMA. 
2009;301:2488–90.  

    2.    Berwick DM. Disseminating innovations in healthcare. JAMA. 2003;289:1969–75.  
     3.    Ebadollahi S, Sun J, Gotz D, Hu J, Sow D, Neti C. Predicting patient’s trajectory of physiolog-

ical data using temporal trends in similar patients: a system for near-term prognostics. AMIA 
Annu Symp Proc. 2010;2010:192–6.  

    4.   Gawande A. The hot spotters. New Yorker, Jan 2011.  
    5.   Global Initiative for Chronic Obstructive Lung Disease. Global strategy for the diagnosis, 

management, and prevention of COPD. 2014.   http://www.goldcopd.org/guidelines-global- 
strategy-for-diagnosis-management.html    . Accessed 21 Apr 2015.  

    6.    Gotz D, Starvropoulos H, Sun J, Wang F. ICDA: a platform for intelligent care delivery analyt-
ics. Am Med Inform Assoc Annu Symp AMIA. 2012;2012:264–73.  

    7.   Halpern Y, Sontag D. Unsupervised learning of noisy-or bayesian networks. In: Proceedings 
of the twenty-ninth conference on uncertainty in artifi cial intelligence (UAI2013). Bellevue, 
WA, USA. 2013. p. 272–81.   arXiv:1309.6834     [cs.LG].  

    8.    Hu J, Wang F, Sun J, Sorrentino R, Ebadollahi S. A healthcare utilization analysis framework 
for hot spotting and contextual anomaly detection. Am Med Inform Assoc Annu Symp (AMIA 
2012). 2012;2012:360–9.  

     9.    Krause J, Perer A, Bertini E. INFUSE: interactive feature selection for predictive model-
ling of high dimensional data. Paris: IEEE Visual Analytics Science and Technology 
(VAST 2014); 2014.  

    10.    Lenfant C. Clinical research to clinical practice – lost in translation. N Engl J Med. 2003;349:
868–74.  

    11.   LHS. Institute of Medicine Report: best care at lower cost: the path to continuously learning 
health care in America, released on 6 Sept 2012. 2013.   http://www.iom.edu/Reports/2012/
Best-Care-at-Lower-Cost-The-Path-to-Continuously-Learning-Health-Care-in-America.aspx    .  

    12.   Luo D, Wang F, Sun J, Markatou M, Hu J, Ebadollahi S. SOR: scalable orthogonal regression 
for non redundant feature selection and its healthcare applications. SIAM Data Mining. 2012. 
  http://www.research.ibm.com/healthcare/papers/sorSDM2012.pdf    .  

    13.    Markatou M, Kuruppumullage Don P, Hu J, Wang F, Sun J, Sorrentino R, Ebadollahi S. Case- 
based reasoning in comparative effectiveness research. IBM J Dev Res. 2012;56(5):468–79.  

    14.    Mitsa T, editor. Temporal data mining. 1st ed. Boca Raton: Chapman & Hall/CRC; 2010.  
    15.    Ng K, Ghoting A, Steinhubl SR, Stewart WF, Malin B, Sun J. PARAMO: a PARAllel predic-

tive MOdeling platform for healthcare analytic research using electronic health records. 
J Biomed Inform. 2014;48:160–70.  

    16.   Partners Healthcare. i2b2. 2014.   https://www.i2b2.org/    .  
    17.    Perer A, Gotz D. Data driven exploration of care plans for patients. Paris: ACM CHI; 2013.  
    18.    Perer A, Sun J. MatrixFlow: temporal network visual analytics to track symptom evolution 

during disease progression. Am Med Inform Assoc Annu Symp (AMIA 2012). 2012;2012:
716–25.  

     19.   Perer A, Wang F. Frequence: interactive mining and visualization of temporal frequent event 
sequences. In:   IUI ’14     proceedings of the 19th international conference on intelligent user 
interfaces. New York: ACM; 2014. doi:  10.1145/2557500.2557508    .  

31 Data Driven Analytics for Personalized Healthcare

http://www.goldcopd.org/guidelines-global-strategy-for-diagnosis-management.html
http://www.goldcopd.org/guidelines-global-strategy-for-diagnosis-management.html
http://arxiv.org/abs/1309.6834
http://www.iom.edu/Reports/2012/Best-Care-at-Lower-Cost-The-Path-to-Continuously-Learning-Health-Care-in-America.aspx
http://www.iom.edu/Reports/2012/Best-Care-at-Lower-Cost-The-Path-to-Continuously-Learning-Health-Care-in-America.aspx
http://www.research.ibm.com/healthcare/papers/sorSDM2012.pdf
https://www.i2b2.org/
http://iuiconf.org/#_self#Conference Website
http://dx.doi.org/10.1145/2557500.2557508


554

    20.   Plaisant C, Mushlin R, Snyder A, Li J, Heller D, Shneiderman B. Lifelines: using visualization 
to enhance navigation and analysis of patient records. In American Medical Informatics 
Association Annual Symposium (AMIA), AMIA 1998 (1998), 7680.  

    21.    Shwe MA, Middleton B, Heckerman D, Henrion M, Horvitz E, Lehmann H, Cooper 
G. Probabilistic diagnosis using a reformulation of the internist-1/qmr knowledge base. 
Methods Inf Med. 1991;30:241–55.  

     22.    Sun J, Hu J, Luo D, Markatou M, Wang F, Edabollahi S, Steinhubl SE, Daar Z, Stewart 
WF. Combining knowledge and data driven insights for identifying risk factors using elec-
tronic health records. AMIA. 2012;2012:901–10.  

    23.   Sun J, Sow DM, Hu J, Ebadollahi S. A system for mining temporal physiological data streams 
for advanced prognostic decision support. In: IEEE international conference on data mining. 
2010. p. 1061–66.   http://www.research.ibm.com/healthcare/papers/05694085.pdf    .  

    24.   Sun J, Sow DM, Hu J, Ebadollahi S. Localized supervised metric learning on temporal physi-
ological data. In: International conference on pattern recognition. 2010. p. 4149–52.   http://
www.research.ibm.com/healthcare/papers/05597728.pdf    .  

    25.    Tracy CS, Dantas G, Upshur R. Evidence- based medicine in primary care: qualitative study 
of family physicians. BMC Fam Pract. 2003;4(1):6.  

     26.   Wang X, Sontag D, Wang F.   Unsupervised learning of disease progression models    . In: 
Proceedings of the 20th ACM SIGKDD international conference on knowledge discovery and 
data mining. New York: ACM; 2014. p. 85–94.  

    27.   Wang F, Sun J, Hu J, Ebadollahi S. iMet: interactive metric learning in healthcare applications. 
In: SIAM Data Mining Conference. 2011. pp. 944–55.    http://www.research.ibm.com/health-
care/papers/304.pdf    .  

    28.   Wang F, Sun J, Ebadollahi S. Integrating distance metrics learned from multiple experts and its 
application in inter-patient similarity assessment. In: SIAM Data Mining Conference. 2011. 
p. 59–70.   http://www.research.ibm.com/healthcare/papers/113.pdf    .  

    29.   Wang X, Wang F, Wang J, Qian B, Hu J. Exploring patient risk groups with incomplete knowl-
edge.   2013 IEEE 13th international conference on     data mining (ICDM). New York: IEEE; 
2013. p. 1223–28.  

    30.   Wang F, Zhang C. Feature extraction by maximizing the average neighborhood margin. In: 
  Computer Vision and Pattern Recognition    , New York: IEEE; 2007. p. 1–8.  

    31.   Wang F, Zhang C. Label propagation through linear neighborhoods. In: Proceedings of the 
23rd international conference on machine learning, Pittsburgh, 2006, p. 985–92.   http://www.
autonlab.org/icml_documents/camera-ready/124_Label_Propagation_th.pdf    .  

    32.   WDA. What is Watson? 2014.   http://www.ibm.com/smarterplanet/us/en/ibmwatson/
discovery- advisor.html    .  

    33.    Wei WQ, Cronin RM, Xu H, Lasko TA, Bastarache L, Denny JC. Development and evaluation 
of an ensemble resource linking medications to their indications. J Am Med Inform Assoc. 
2013;20(5):954–61.  

    34.    Wishart DS, Knox C, Guo AC, Shrivastava S, Hassanali M, Stothard P, Chang Z, Woolsey 
J. DrugBank: a comprehensive resource for in silico drug discovery and exploration. Nucleic 
Acids Res. 2006;34(Database issue):D668–72.  

    35.   Zhang Z, Gotz D, Perer A. Iterative cohort analysis and exploration. Journal of Information 
Visualization, March 19, 2014. doi:   10.1177/1473871614526077    .   http://ivi.sagepub.com/con-
tent/early/2014/03/19/1473871614526077.abstract      

    36.    Zhang P, Wang F, Hu J, Sorrentino R. Towards personalized medicine: leveraging patient simi-
larity and drug similarity analytics. Am Med Inform Assoc (AMIA) Jt Summit Transl Sci 
Transl Bioinforma (TBI). 2014;2014:132–6.  

    37.   Zhou J, Wang F, Hu J, Ye J. From micro to macro: data driven phenotyping by densifi cation of 
longitudinal electronic medical records Proceedings of the 20th ACM SIGKDD international 
conference on knowledge discovery and data mining. New York: ACM; 2014. p. 135–44.    

J. Hu et al.

http://www.research.ibm.com/healthcare/papers/05694085.pdf
http://www.research.ibm.com/healthcare/papers/05597728.pdf
http://www.research.ibm.com/healthcare/papers/05597728.pdf
http://cs.nyu.edu/~dsontag/papers/WanSonWan_kdd14.pdf
http://www.research.ibm.com/healthcare/papers/304.pdf
http://www.research.ibm.com/healthcare/papers/304.pdf
http://www.research.ibm.com/healthcare/papers/113.pdf
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6724379
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=4269955
http://www.autonlab.org/icml_documents/camera-ready/124_Label_Propagation_th.pdf
http://www.autonlab.org/icml_documents/camera-ready/124_Label_Propagation_th.pdf
http://www.ibm.com/smarterplanet/us/en/ibmwatson/discovery-advisor.html
http://www.ibm.com/smarterplanet/us/en/ibmwatson/discovery-advisor.html
http://dx.doi.org/10.1177/1473871614526077
http://ivi.sagepub.com/content/early/2014/03/19/1473871614526077.abstract
http://ivi.sagepub.com/content/early/2014/03/19/1473871614526077.abstract


555© Springer International Publishing Switzerland 2016 
C.A. Weaver et al. (eds.), Healthcare Information Management Systems: 
Cases, Strategies, and Solutions, Health Informatics, 
DOI 10.1007/978-3-319-20765-0_32

    Chapter 32   
 Cognitive Computing for Electronic Medical 
Records       

       Murthy     V.     Devarakonda       and     Neil     Mehta    

    Abstract     The explosive growth of data has led to a situation where the human 
brain is overloaded with more information than it can process. It is particularly 
dire in healthcare where critical information may be buried in the mountains of 
data in the Electronic Medical Record systems (EMR systems) and healthcare 
workers struggle to make sense of this information to provide the best care for 
their patients. Cognitive computing, exemplifi ed by Watson, offers the promise of 
transforming EMR systems from mere data storage to intelligent systems that help 
physicians in providing improved patient care. When seeing a patient, a physician 
needs to quickly grasp the summary of the patient’s medical history from the EMR 
to prepare for the visit and to put the patient’s complaints in context. During the 
visit, there may be a need to supplement, confi rm, and investigate the information 
that the patient provides with information from the EMR. These information needs 
can be fulfi lled by a cognitive system using advanced analytics on the patient 
record data. Some of the ways this can happen are a problem-oriented summary of 
a patient record, precisely answering natural language questions about the patient 
record content, automatically identifying urgent abnormalities, and by providing 
precise causes for such abnormalities. In this cognitive computing view, an EMR 
is an active entity that leverages the vast knowledge of the medical sciences, drug 
information, and medical ontologies in the context of the patient medical records 
to meet the information needs of the healthcare provider.  
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32.1         Introduction 

 The potential for health information technology to support clinical care and trans-
form the health care delivery system has long been recognized [ 13 ]. The HITEC 
Health Act of 2009 and Meaningful Use incentives starting from 2013 have encour-
aged integration of health information technology in the clinical setting. While 
some benefi ts due to the technology have been observed with the introduction of 
Electronic Medical Record systems (EMR systems), 1  physicians continue to strug-
gle with potential workfl ow disruptions and the resulting decrease in productivity in 
using EMR systems [ 2 ]. A recent American Medical Association study has identi-
fi ed reducing cognitive load as one of the priorities for improving usability of elec-
tronic health records [ 1 ]. This presents a clear need and an opportunity to use 
advanced analytics, such as those demonstrated by IBM Watson, to improve physi-
cian’s effi ciency and effectiveness in using EMRs. 

 Expert systems have been developed for medical applications in the past. However, 
very few have been adapted for practical use, and even fewer have been designed to 
improve the use of EMR. For example, MYCIN [ 3 ] is one of the fi rst research attempts 
in 1970s to apply artifi cial intelligence to identify bacterial infections and recommend 
antibiotics. While it was a successful experiment, it was never used in practice. Isabel 
[ 14 ] is a modern symptom checker system which identifi es likely diagnoses from 
symptoms described in natural language. It does not provide other features of a cogni-
tive computing system mentioned earlier like a semantic search or a problem-orien-
tated medical summary. Recent research work on IBM Watson [ 8 ] adapted the system 
to the medical domain and showed that it can answer medical questions, such as the 
American College of Physicians’ Doctor’s Dilemma questions and United States 
Medical Licensing Examination Step 1 questions, with a high degree of accuracy. 

 So, why can’t the existing expert systems address the cognitive load on physi-
cians in patient encounters? The missing piece of the puzzle is the integration with 
the EMR data. In all the medical diagnostic expert systems, a user is expected to 
extract relevant data from an EMR and present it to the system as an input, and there 
lies a major challenge. This takes precious additional time and effort and it is not 
easy to determine exactly what information to include. Patients don’t have just one 
medical problem. Providing input relevant to one potential disease may lead to a 
solution for that one disease but not a holistic solution for patient care. A system that 
hopes to reduce a physician’s cognitive load must be applied to where the key infor-
mation exists, i.e. the patient’s EMR. 

 In this chapter, we present an approach to applying cognitive computing to 
EMRs using IBM Watson. We demonstrate the value and feasibility of the approach 
with an application of IBM Watson called Watson EMRA (Electronic Medical 

1   Computer stored and managed patient data is referred to by multiple names, such as, EHR and 
EMR, often with little or no difference between the terms. To avoid possible confusion, we consis-
tently use the term EMR to refer to a patient medical record and EMRs as its plural. Furthermore, 
we use the term  EMR system(s)  to refer to the software and hardware system that stores and pro-
vides access to the contents of EMRs. 
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Record Analysis). We begin by providing a background on the concepts of cognitive 
computing; and then summarize a physician’s cognitive needs in an outpatient set-
ting based on interviews with physicians at two major hospital systems. We next 
discuss a model of patient record summarization based on an automated problem 
list generation and the use of semantic search within an EMR. The discussion 
includes a user perspective of the impact of these capabilities alleviating cognitive 
load. We explore the full potential of cognitive computing for enhancing the use of 
EMRs and conclude the chapter with a brief summary.  

32.2     Cognitive Computing 

 According to IBM, cognitive computing marks a new era of computing where com-
puters interact with users in a natural way, learn continuously, and expand human 
cognition [ 15 ]. Cognitive computing systems are built from techniques developed 
over past several decades in many areas of computer science research including, 
natural language processing, information retrieval, knowledge representation, 
machine learning, and advanced data analytics. It is a confl uence that is enabled by 
continuous development in computing hardware, software engineering, and many 
decades of research in algorithms for natural language processing and machine 
learning. The resulting cognitive computing systems can analyze, predict, reason, 
and interact with humans in ways that are natural to us. These cognitive computing 
systems do not aim to eliminate humans in the decision process but instead attempt 
to augment human intelligence and cognition. 

 IBM Watson [ 7 ], by winning the Jeopardy championship [ 24 ], has become  an 
opening to an era of cognitive computing  according to Kelly and Hamm [ 15 ]. Since 
the Jeopardy event, research has continued at IBM to adapt Watson to the medical 
domain [ 8 ] and to solve realistic problems in patient care. This effort created a pow-
erful foundation, using which new applications can be built to address the cognitive 
needs of physicians in patient care. Before discussing these applications, let us fi rst 
explore the cognitive needs of a physician in the next section.  

32.3     Physicians’ Cognitive Needs 

 Physicians for the most part follow a typical  workfl ow  in a patient contact. The con-
cept of workfl ow was fi rst introduced by Frederick Taylor and Henry Gantt, in late 
nineteenth century, to bring scientifi c principles to management of manufacturing 
[ 23 ]. This work gave raise to time and motion studies which became a systematic 
methodology to optimize manufacturing processes and service delivery. While spe-
cifi c details of a clinical workfl ow distinctly varies from specialty to specialty and 
from one individual physician to another even in the same specialty, there are cer-
tain high level steps that are consistently repeated in a typical patient contact. 
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A closer examination of these workfl ow steps help us identify a physician’s cogni-
tive needs and how solutions to these cognitive needs impact the overall outcome of 
physician effi ciency and patient care. Since patient care takes place in many set-
tings, in order to arrive at a practical solution let us examine a physician’s workfl ow 
in one common setting, i.e. in outpatient care. Shartzer divides clinical tasks per-
formed by a physician [ 19 ] into four distinct steps:

    1.    Visit Preparation   
   2.    Patient History and Examination   
   3.    Assessment and Plan   
   4.    Visit Wrap-up    

  These four steps form a general workfl ow for an outpatient clinical setting. These 
tasks along with the transitory steps are the key to understanding physicians’ infor-
mation needs. An ongoing study [ 17 ], developed from interviews with physicians of 
two major hospital systems from a broad range of specialties, further breaks down 
the information needs at each step. 

 The fi rst step, the visit preparation, involves a review of patient profi le, problems 
list, event notifi cations, and routine activities. Here a physician is seeking informa-
tion such as: “What was done at the last visit? What data has accumulated since the 
last visit? What is overdue or needs to be addressed today?” It is necessary for a 
physician to be able to fi nd important information without being overwhelmed with 
irrelevant information. At this stage an  abstracted  summary would be useful as it 
would avoid physician having to read through several previous notes, lab results, 
procedures, and medication orders to formulate the abstraction in their own minds. 

 In the second (history and physical) step, a physician’s information needs can be 
broadly described as fi lling gaps in the patient’s history ( supplementation ), verifi ca-
tion of something either reported by the patient, stated in the medical record, or 
suspected by the physician ( confi rmation ), and exploring how or why a diagnosis or 
treatment evolved ( investigation ).. 

 In the “Assessment and plan” step, as the physician is evaluating test results, 
coming up with a diagnosis, contemplating further tests, and developing a treatment 
plan, she may rely on various sources of knowledge. Of course, one of the key 
sources is their own medical knowledge, but they may also want to look up informa-
tion that could be relevant, such as current guidelines, newly developed treatment 
options, and ongoing clinical trials. The information available to the physician in 
this situation should be highly focused on the specifi c issue at hand and contextually 
related to the specifi c patient, and not a general document or web page with broad 
(and possibly irrelevant) information. Lack of precision and relevance in the avail-
able information at this stage leads to distraction, irritation, and ineffi ciency instead 
of intelligent assistance. 

 At the end of the visit, physicians want to make sure that everything that is 
needed to be addressed has been addressed. This includes not only the reason for the 
visit or the chief complaint which is typically addressed with a treatment or man-
agement plan in the earlier step, but also any routine activities or outstanding health 
maintenance items. In addition, physicians strive to provide a clear decision and 
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communication to the patient on what the next steps are. It is also the time to docu-
ment or at least prepare for documentation of the patient visit at a later time. In this 
stage of the workfl ow, the cognitive needs are highly focused around what steps the 
patient needs to take (such as medications and preparation for diagnostics if any) 
and could signifi cantly impact the outcome from proposed plans and documentation 
thereof. 

 While this workfl ow describes only one patient contact scenario, i.e. an outpa-
tient visit, it is a concrete example of a physician’s information needs, and therefore, 
a prime target for cognitive computing solutions. One such solution, an automati-
cally generated problem-oriented patient record summary [ 6 ] is described in the 
next section. It is intended to help physicians in the patient visit workfl ow by pro-
viding a quick summary of a patient record and the ability to browse for specifi c 
information.  

32.4     Problem-Oriented Patient Record Summary 

 As Weed [ 21 ] pointed out several decades ago, a medical record should be orga-
nized by a patient’s medical problems for it to be useful in their diagnosis, treat-
ment, and management. He called it a problem-oriented medical record. Given the 
centrality of the medical problems, it would be natural and effective to model patient 
record summary around them. But, the problem list is rarely well maintained and so 
physicians fi nd it usually unreliable. A reliable problem list is needed as a part of 
patient record summary, and we will discuss an automatic extraction of a problem 
list using natural language processing and machine learning later in the chapter. 

 Previous approaches to clinical summarization involved applying a succession of 
aggregation, organization, reduction/transformation, interpretation, and synthesis to 
a specifi c patient data. Linear abstraction works well for a lab result or a single 
patient problem, but a summary of an entire EMR needs to go beyond this. For 
example, it also needs to inter-relate such individual data as we discuss below. So, 
the natural way to achieve coverage while maintaining brevity is to start with aggre-
gates of key patient data types such as problems, medications, labs, encounter notes, 
and procedures, and then provide additional semantics over them. 

 EMRA summarization therefore consists of multiple clinical aggregates, includ-
ing the problem list, medications, clinical encounters, and lab results. Elements of 
each of these may be aggregated to some level by themselves. For example, results 
of a lab may be organized, transformed and interpreted such that the summary 
shows the latest value and an indication as to whether it is now, or has ever been, out 
of the normal range. 

 As mentioned above, there are also important relationships between the data 
aggregates and need to be surfaced. For example, a problem is treated by one or 
more medications. Neither the problem data aggregate nor the medications data 
aggregate reliably contains such clinical associations. These relationships may not 
be explicitly documented in a visit note either, even though they are the result of a 
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physician’s judgment and actions. So, identifying such relationships between the 
problem list and other clinical aggregate are a part of the summarization. 

 Do elements of a clinical aggregate have an association? For example, two of a 
patient’s medications may be closely related by the fact that they both treat the same 
problem. There are also other aspects such as the pharmacologic mechanisms of 
action of a medication and pharmacologic effects on human physiology, and so 
intra-relationships among medications are complex, and similarly two problems on 
the problem list may be related in multiple ways. In general, however, some ele-
ments of a list may have a closer relationship with each other than with the others. 
Physicians make these associations instinctively and based on their training. An 
intelligent summary of a patient record should present data aggregates in a clinically 
meaningful manner. EMRA summarization produces a nearness score based on mul-
tiple intrinsic relations among elements of an aggregate which identifi es how closely 
an element is related to the other elements of the aggregate. For example, this analy-
sis allows us to present the medications list in a clinically meaningful manner. 

 Encounter notes are a unique data aggregate in an EMR. They are the notes writ-
ten by physicians, nurses, and other clinicians on every contact with the patient. 
Some of them may simply capture notes of a telephone call with the patient, and the 
others may involve detailed notes of a physician in a comprehensive visit. From the 
information content view point, not only is the data within a clinical note valuable, 
but the existence of the note and the data describing it (known as  meta-data ) are also 
equally valuable. The existence of notes in a time period indicates the amount of 
care provided. The meta-data may include the specialty and the note’s author and 
the type of the note (i.e. whether it is a Progress Note or a Discharge Summary) 
further expanding on what of type of care received and who provided it. Therefore, 
our summarization organizes the clinical notes by specialty and by timeline, 
 identifi es the note type, and relates them to the problem list. Watson EMR analytics 
(specifi cally, the automated problem list generation algorithm) produces the asso-
ciation between each of the problems listed and one or more clinical notes. 
Figure  32.1  shows an abstract model of our summarization comprehensively 
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  Fig. 32.1    The Watson 
patient record summary 
model showing the 
generated problems list 
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aggregates along with 
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 representing the analysis and the organization of clinical data discussed so far. A 
Web-based Graphical User Interface view, implementing the summarization model, 
is shown in Fig.  32.2  for an actual patient record.

32.5         Using Patient Record Summary for Patient Care 

 This patient record summary can meet important cognitive needs identifi ed earlier 
in the chapter. Let us consider an Internal Medicine physician seeing a patient with 
diabetes.. The physician may not have seen the patient before or it may have been 
several months since the last visit. The physician needs to learn or recall the patient’s 
medical history somewhat quickly prior to the visit. The Watson EMRA patient 
record summarization helps the physician in visit preparation by presenting an 
accurate and reliable problem list, along with the active medications, labs, vitals, 
and recent visits to physicians and hospitals. In preparing for this patient visit, phy-
sician notices that the patient has Diabetes Mellitus Type II along with comorbidi-
ties Dyslipidemias, Obesity, and Microalbuminuria from the summary view 
(Fig.  32.2 ). Noticing related comorbidities is made easier because Watson EMRA 
shows them close to Diabetes in the problem list. 

 Next, the physician observes clinical associations of the Diabetes with other clini-
cal data of the patient by clicking the checkbox next to Diabetes in the problem list. 
As shown in Fig.  32.3 , upon selecting the problem, related patient’s  medications – 
Metformin and Glipizide, in this case – are highlighted and shown at the top of the 
list. Figure  32.4  shows an isolated view of the problem – medications association. In 
addition, related labs and clinical encounters are highlighted. The highlighted lab 
results show the most recent value and indicate if the value is within the normal range 

  Fig. 32.2    A dashboard-style visualization of the Watson patient record summary, showing clinical 
data in tables and patient contacts as a timeline       
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as per the ranges defi ned in the lab test panel. Viewing this summary provides a rapid 
understanding of the patient’s treatments and labs for the problem and relevant notes 
from previous encounters. We should note that the problem to clinical data associa-
tions are not in the EMR but are generated by Watson EMRA using novel analytics 
based on natural language processing techniques adapted for the medical domain.

    In the history and physical step, the physician needing help with supplementation, 
confi rmation, and investigation can fi nd the necessary clinical data details either 
directly in the summary view or by detailed data by at most two clicks. For instance, 
let’s say the physician would like to investigate historic glycemic control as indicated 
by Hemoglobin A1c over time, he/she can click on Hemoglobin A1c in the labs table, 
which opens a new window showing the historical values of the lab (see Fig.  32.5 ).

   Now the physician wants to confi rm what was planned by the primary care phy-
sician or Internal Medicine specialist in the most recent visit related to Diabetes, the 

  Fig. 32.3    When a medical problem is selected, the dashboard highlights related patient data 
including medications, labs, patient contacts, and procedures       

  Fig. 32.4    The problem and medication relationships are isolated here for clarity, and note that the 
related medications are highlighted and moved to the top of the list       
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physician goes to the clinical encounters table, fi nds the encounter categorized 
under primary care and highlight as related to Diabetes, and clicks the marker which 
opens a window showing the clinical note (See Fig.  32.6 ). The note provides the 

  Fig. 32.5    From the summary dashboard, one click enables access to detailed lab test results, for 
example, here Hemoglobin A1C data is shown as a plot over time along with reference high and 
low values, and as a table       

  Fig. 32.6    Access to physician notes is also available with one click from the summary dashboard, 
and the selected note is shown with relevant problems highlighted       
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information needed the physician is looking for. The same note can also be accessed 
by clicking on the problem (Diabetes) from the problem list. A list of relevant clini-
cal notes appears, each with a brief synopsis, and the physician can preview the 
synopsis and then click to fully open the needed clinical note. In each clinical note, 
Watson EMRA highlights references to the problem and so reading the note for 
details on Diabetes history, observations, assessment and plan is made easier. This 
association between a problem and clinical notes is also enabled by the Watson 
EMRA analytics.

   In the assessment and plan stage, the physician needs highly focused information 
as they decide on a course of action. Let’s say, the physician in this case is thinking 
of introducing an additional medication to improve A1c and blood sugar levels. He/
she might want to see if the patient was on the medication before. The medications 
table allows switching to discontinued medications so that the physician can see if the 
medication was given and discontinued before. If the physician wants to know why 
it was discontinued he/she can use another function Watson EMRA called Semantic 
Find, which will be described later in the chapter. In addition, the physician wants to 
ensure the patient is prescribed medication for hypothyroidism (which he notices as 
comorbidity from the problem list) and that TSH levels are at desirable levels, which 
he/she do by clicking the box next to hypothyroidism in the problem list. 

 In the fi nal visit wrap up, the summary view provides the physician with the 
necessary context to write the new encounter note. This context includes the prob-
lem list, active medications, and current labs. If necessary, he/she can review previ-
ous notes selected by the specialty and timeline. Later in the chapter we will discuss 
a semantic search functionality of Watson EMRA, which will also be useful in these 
visit workfl ow steps. In the next section, we will take a deeper look at how Watson 
EMRA generates the problem list [ 5 ] and how physicians can use this understand-
ing in making the best use of the generated problem list.  

32.6     Automatic Problem List Generation 

 Most EMR systems allow physicians and clinicians to enter and maintain the 
problem list manually. However, this problem list is not usually well maintained 
and as a result physicians almost always ignore it [ 4 ,  11 ,  12 ,  18 ]. There are many 
reasons for this state of affairs which include lack of proper support from the EMR 
systems, lack of clarity of what goes on the list and what comes off of the list, 
multiple authors populating the list, and many intended uses of the list, at least 
some of which are contradictory. Perhaps the fundamental reason, which is often 
missed in the discussions of the EMR systems, is that the problem list mainte-
nance is a knowledge and time intensive task requiring signifi cant investment of 
an experts’ time. If for the sake of argument we set aside the diffi culty of the 
problem list creation and maintenance, it is indisputable that the potential value of 
an accurate problem list is considerable. 
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 The EMRA problem list generation starts with an automated step of identifying 
a large pool of medical disorders mentioned in the encounter notes of a patient’s 
EMR. It then goes through additional steps of algorithmically gathering evidence 
for each potential problem, and then in the fi nal two steps the candidate list is 
reduced to a fi nal and presumably an accurate problem list and closely related prob-
lems are merged (See Fig.  32.7 ). The EMRA method uses NLP and machine learn-
ing. These steps are described in some detail below.

   Watson EMRA recognizes the words and phrases denoting medical disorders in 
the encounter notes and assigns one or more Concept Unique Identifi ers (CUIs) 
from the UMLS Metathesaurus [ 20 ]. This internal representation of words and 
phrases allows reasoning about them as medical concepts, such as recognizing med-
ical synonyms, i.e. recognizing that HTN, high blood pressure, and hypertension all 
represent the same disease. In fact, Watson EMRA recognizes all medical terms in 
the clinical text, not just disorders, and categorizes them into UMLS semantic 
groups, e.g. as Disorders, Chemicals and Drugs, and Procedures. Each of these 
groups is further subcategorized, for example, Disorders are sub-grouped as 
Diseases or Syndromes, Signs or Symptoms, Findings, and others. Mapping terms 
(i.e. words or phrases) to CUIs is, in itself an interesting research task because the 
mapping between terms and CUIs is many-to-many, and the correct CUI may 
depend on the context. So, in addition to using the standard natural language pro-
cessing methods and UMLS lookup, Watson takes advantages of additional context 
and sentence structure to obtain better mapping, and uses a numerical score to 

EMR Candidate
Generation

Notes

Clinical
Factors

Extraction

CUIs of unique

Disorders - candidate

problems

CUIs for
medications,

labs, etc.

Structured Data
(Medications,

Orders, Lab, etc)

R
el

at
io

ns
hi

p

Feature Generation Scoring /
Weighting

Grouping

LSA

Note Section

Term Frequency

CUI Confidence

Score

Score

Score

Score

Score

1.0

1.0

1.0

1.
0

0

0

1.0

0

0.3

A may
treat B

PMH

0 0.4

0 10

Confidence

Term
Frequency

Graph of
grouped
Problems

Note Section

LSA Score

Path Pattern

Candidate Problems (0(10))

CUI Path

CUI PathLa
b 

Te
st

s
M

ed
ic

in
es

Te
xt

 S
eg

m
en

ta
tio

n
In

fo
rm

at
io

n
E

xt
ra

tio
n

LSA

  Fig. 32.7    The Watson problem list generation uses natural language processing to extract features 
from the patient record that are used with a machine learning model to generate the problem list       

 

32 Cognitive Computing for Electronic Medical Records



566

indicate the confi dence that a CUI represents a given term. This confi dence score is 
one of many features used in the problem list generation as discussed below. 

 In the fi rst step of the method Watson EMRA identifi es a term in an encounter 
note as a candidate problem if the term is categorized in the above CUI mapping 
process as a diseases or a syndrome, or one of a select set of fi ndings. For a typical 
EMR, this results in identifying a few hundred candidate problems. When compared 
to the fi nal list, the list of candidate problems has high recall (>90 %) but poor preci-
sion (<10 %). We note that recall represents the percentage of correct problems 
reported and precision represents the percentage of reported problems that are cor-
rect. So, this initial step attempts to capture all the correct problems but it may also 
include many problems that are not correct. The subsequent steps attempt to improve 
precision of the problem list without a substantial loss of recall. 

 In the next step, the method produces a set of feature values which will be used 
in a machine learning model in the next step. Longitudinal EMRs are a rich source 
of information and extracting and aggregating the information into the features is 
crucial to success. We used many types of features – lexical, medical, frequency, 
structural, and temporal features – each which we will describe below. 

32.6.1     Lexical Features 

 We used the standard TF-IDF (term frequency – inverse document frequency) for-
mulation, where the term frequency is number of occurrences of a term (candidate 
problem) normalized using the maximum frequency of any term in the document 
and the inverse document frequency is the inverse of the fraction of documents with 
the term in the corpus. Depending on the goal, a document can be a note or an 
EMR. When generating the problem list for a patient, an EMR is a document and 
the entire collection of EMRs is our corpus. When deciding which encounter note is 
relevant to a selected problem, the encounter note becomes the document and an 
EMR becomes the corpus. For the problem list generation, IDF is calculated using 
the entire de-identifi ed EMR collection. 

 Unlike a normal text document, an EMR is a longitudinal record and therefore, 
more recent notes are likely to better represent the patient’s medical problems. Also, 
each note in the EMR has implicit sections and so a term (e.g. hypertension) appearing 
in different sections (e.g. family history vs. assessment and plan) may have signifi -
cantly different meanings. Because of this, in addition to calculating TF at the EMR 
level, TF is also calculated for each note section and for a few different time periods.  

32.6.2     Medical Features 

 Terms in the EMR semi-structured data are also mapped to UMLS CUIs so that we 
can use the UMLS relations. Medications turn out to be one of the most important 
features, whereas lab tests and procedure orders were less useful. One reason is that 
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the medication names are relatively standardized, even while mixing the generic and 
brand names, and a UMLS CUI can be reliably found. Conversely, labs and proce-
dures are often specifi ed in institution specifi c abbreviations instead of CPT codes 
and LOINC codes, and are therefore harder to accurately map to UMLS concepts. 
Another reason is that while medications are prescribed to treat problems, some lab 
tests are very general and the others are very specifi c. For example, Hemoglobin 
A1c is used only to check for blood sugar control while a Basic Metabolic Panel 
could be ordered for glucose, calcium, potassium, renal function, and others. The 
relation between a problem and a medication is derived from a weighted confi dence 
score obtained from distributional semantics and UMLS relationships.  

32.6.3     Problem Frequency Features 

 Certain problems occur commonly among a patient population, and thus the fre-
quency of a problem can be thought of as the prior probability that the patient is 
likely to have it. Two sources of frequency are used in our method. The fi rst is the 
SNOMED CORE usage, which represents the frequency in a broad population. The 
second is calculated using all diagnosed problems (as ICD-9 codes) in our collec-
tion of EMRs, which represents the frequency in a particular institution.  

32.6.4     Structural Features 

 The concept “diabetes mellitus” appearing in the assessment and plan (informal) sec-
tion in a patient’s progress note is a much stronger indicator that the patient has the 
disorder than the same concept detected in the family history section in a nursing note. 
Since notes are in plain text and note metadata is optional, the structures have to be 
learned. Watson EMRA detects informal sections in a note using regular expressions 
and heuristics, and the informal section in which a term appears is used as a feature.  

32.6.5     Temporal Features 

 The span of an EMR varies from a single day to several decades. Most temporal 
features in our experiments are normalized to prevent bias towards longer EMRs, 
but the absolute value is also used to defi ne certain features, e.g. note  recency , where 
the recency is defi ned as the number of days from the most recent patient contact. 

 Temporal data elements are used in three ways. First, they are used as features 
directly. Temporal features considered include the fi rst/last mention of a problem, and 
the duration of a problem. Second, the temporal data is used to align  semi- structured 
data and unstructured data, e.g. a medication prescribed before a problem is men-
tioned in a note is not considered as evidence to the problem. Third, temporal data is 
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used to divide notes into bins on the timeline so that frequency can be counted by 
intervals, e.g. term frequency in recent notes vs. term frequency in earlier notes.  

32.6.6     Machine Learning Model 

 Once all feature values are generated, they are converted to numerical values and 
normalized to a standard 0–1 scale. Subsequently a machine learning algorithm, the 
Alternating Decision Tree [ 9 ] generates a confi dence score for each potential prob-
lem, and problems with a confi dence score above a threshold are accepted as the 
entries on the patient’s problem list. Both the machine learning model and the con-
fi dence threshold are  learned  using a gold standard we developed with the help of 
medical experts.  

32.6.7     Gold Standard 

 To evaluate the accuracy of the Watson problem list generation method, we tasked 
medical experts to create a gold standard using initially 199 EMRs (which later grew 
to 400 EMRs) acquired from the Cleveland Clinic under an IRB protocol for the study. 
The medical experts, mainly medical students in the fourth year of their medical 
degree program, studied the EMR, including the encounter notes, medications ordered, 
labs, procedures, and allergies, created a problem list. Each EMR was reviewed by at 
least two medical students and they separately created two problem lists. Next a physi-
cian has reviewed the lists and adjudicated any differences between the two lists. 

 The fi nal gold standard still needs further refi nement to be useful in training and test-
ing our method. The problem lists created by the medical experts are usually in English 
terms that require mapping to UMLS concept unique ids or CUIs. We decided to use 
SNOMED CT CORE (US National Library of Medicine 2014) as the vocabulary for 
the problem list as this vocabulary has been developed for the express purpose of being 
used for the problem list. Therefore, we needed to map the gold standard developed by 
the medical experts to the SNOMED CT CORE, and usually this mapping required 
further review because of the many-to-many mapping between textual problem terms 
and the SNOMED CT subset. We set aside a test set of 20 % of random EMRs from the 
gold standard and used them to assess the accuracy of the Watson method.  

32.6.8     Candidate Problems 

 Figure  32.8  shows a distribution of the number of candidate problems generated per 
EMR (across all EMRs in our test and train set). We see a nearly normal distribu-
tion, with an average of 135 candidate problems and a standard deviation of 33. The 
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machine learning model reduces these candidate problems to an average of 9 pre-
dicted fi nal problems, a reduction by over 93 %.

32.6.9        Most Frequent Problems 

 Figure  32.9  shows the 15 most frequently occurring problems and their frequency 
in the gold standard. Juxtaposed against them, Fig.  32.9  also shows how closely 
Watson EMRA’s prediction tracks the gold standard for these most frequent prob-
lems. Watson EMRA is mostly accurate in predicting frequently occurring prob-
lems. However, our model does not do well with lower back pain. A problem like 
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this is usually a challenge for our model. Physicians often prescribe medications for 
this especially when it is acute or severe, but subsequently if it is chronic a patient 
may be taking over the counter medications that may not be listed in the medica-
tions list or controlling this with back exercises. In including the problem in the gold 
standard medical experts used somewhat non-specifi c reasons, such as the severity 
and there not being another problem that explains the fi nding. Overall, EMRA accu-
racy on the most frequent problems is very good.

32.6.10        Overall Accuracy 

 At this time, the Watson EMRA achieves a recall of 70 % and the precision of 67 % 
on this gold standard as shown in Table  32.1 . What it implies is that on average 
roughly 70 % of actual problems are captured in the list generated and 67 % of the 
problem list entries are correct. It is possible to tune the method so that it provides 
a higher recall and slightly lower precision while keeping the overall “accuracy” 
same, which ensures more of the actual problems at the risk of introducing more 
noise in the problem list generated.

32.6.11        Features with the Strongest Contribution 

 Which machine learning features have the strongest positive contribution for cor-
rect predictions in the Watson EMRA method? Figure  32.10  shows the top two 
levels of the Alternating Decision Tree machine learning model used in the 

   Table 32.1    An accuracy analysis of the Watson problem list generation method indicates 
promising results with a recall (sensitivity) of 80 % when optimized for high recall   

 Model prediction objective  Recall (%)  Precision (%)  F1 score  F2 score 

 Tuned for maximum F1 score  70  67  0.69  0.69 
 Tuned for maximum F2 score  80  53  0.64  0.73 
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  Fig. 32.10    The top two 
levels of the alternating 
decision trees machine 
learning model used in the 
Watson problem list 
generation       
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Watson EMRA method. From the Figure we see that the problem frequency (i.e. 
how common a problem is), whether it is in the diagnosis codes of the EMR, 
whether the problem is in the previous medical history of a note (S_PMH), and 
whether the patient is being treated with a medication for the problem are the 
features with strongest infl uence on the model. This observation shows that our 
model well captures the basis a physician might use in reviewing an EMR to iden-
tify the patient’s problem list.    

32.7     How to Use and Interpret the Generated Problem List?  

 There will always be a margin of error in a computed result, but with the help of 
evidence created for a problem selection in the problem list generation process, it is 
possible to examine the evidence and use human judgment before accepting the 
results for patient care. A part of the evidence for a problem is the set of clinical 
notes that mention the problem or its clinical synonym. An examination of the notes 
would reveal if the problem was identifi ed by a physician or if it was a false positive. 
In the latter case it, the physician would instruct the system to ignore it and the sys-
tem would learn from the feedback. 

 Another part of the evidence is the feature values of the machine learning model 
for problems. An examination of the weighted feature values typically reveals which 
features were responsible for a candidate problem to become a problem list item. A 
closer examination of the dominant feature reveals whether the score was justifi ed 
or not. If the score seems inappropriately high, a physician can once again provide 
feedback to the system which will help correct the selection. In spite of the need to 
verify the results, the generated problem list offers a practical and effi cient way to 
maintain and use the problem list in clinical practice.  

32.8     Semantic Search for Clinical Information 

 Summarization described above may not address all the information needs of the 
physician. Studies [ 10 ] indicate that while browsing is a predominant mode of 
information seeking, search is often employed when browsing fails to produce the 
desired result. So, when a physician is looking for specifi c information that is not 
provided in the summarization, a search function is needed to fulfi ll the information 
need. For example, if a diabetic patient’s previous labs indicate microalbuminuria, 
a physician treating the patient may now want to know if the patient was an ACE 
inhibitor. If not, why not? In general, this is a level of detail that is not usually avail-
able in the summary. But a search of the patient record can provide this information. 
Manually scanning through the record is not only tedious but also error prone. 

 Watson EMRA provides a search function that takes a set of words as input and 
fi nds matches for the search terms on many  semantic  dimensions. We call this 
Semantic  Find  to emphasize its similarity to fi nding matches in a document based on 
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clinical similarities, not just textual matches. For example, Semantic Find identifi es 
exact (“literal”) matches of the search terms just as any standard document search, 
but even more importantly it also fi nds clinical synonyms. Searching for “hyperten-
sion” would match clinically equivalent terms such as “BP Elevated”, “high blood 
pressure”, and even a report of blood pressure measure of 147/95 in the EMR. 

 Semantic Find also fi nds other useful types of matches such as more general and 
more specifi c matches. If one enters “back pain”, it will of course returns instances 
of semantic matches to “backache” but it also returns instances of “lower back pain” 
as a more specifi c match and instances of “pain” as a more general match. These 
matches help in seeing a broader scope of matches related to the search terms, and 
may be helpful in determining a new treatment or modifying an existing one. 

 In medicine, absence of certain fi ndings is almost as important and may be even 
more important than the presence of the fi ndings. Take for instance, the fi nding of 
Deep Vein Thrombosis (DVT) in a patient after a recent surgery. Determining its 
absence is important for treatment as well as for gathering quality metrics. Semantic 
Find therefore searches for negated instances (such as “no DVT”) when searching 
for a term (i.e. DVT) and identifi es them as negated results in the output. 

 To provide rapid response, Semantic Find builds an internal index of all medical 
concepts recognized in an EMR. The index construction is made possible by the 
Watson analytics that recognize all words and phrases which represent medical con-
cepts in an EMR. When a search is initiated on an EMR, the search terms are also 
mapped to one or more medical concepts using the Watson analytics and the concepts 
are “looked up” in the EMR’s medical concepts index. Different ways of  looking up or 
comparing the search concepts yields a different facet of the search results. For instance, 
synonymy comparison of the search concepts with the concepts index yields semantic 
matches. The hyponym relationship yields more general matches and the hypernym 
relationship yields more specifi c matches. This matching takes place in the context of 
UMLS – i.e. depends on the relationships UMLS defi nes for a pair of concepts. See 
Fig.  32.11  for the results of Semantic Find for the search term “back pain” in an EMR, 
and notice how different tabs provide matches along different dimensions.

   Multiple hyponym/hypernym relationships may be defi ned in UMLS which 
results in multiple matches along this dimension. Furthermore it is possible to mix 
synonymy with hyponym/hypernym relationships and fi nd even more indirect but 
still relevant matches. These complex matches can quickly become expensive and 
slow the response time, and so we employ heuristics to limit the search. Semantic 
Find also provides matches for the terms in the semi-structured data in an EMR 
such as in the Ordered Medications list. The “treats” relationship from UMLS is 
used when the search term is a disease or a symptom.  

32.9     Using Semantic Find to Meet Cognitive Needs 

 The overall value of the semantic fi nd can be seen in its ability to complement the 
patient record summary in meeting a physician’s information needs in the workfl ow 
of a patient contact. While the patient summary provides a quick way to understand 
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the patient’s overall clinical status, Semantic Find helps to probe the record for spe-
cifi c information that may not be available in the summary. This can be particularly 
important in supplementation, confi rmation, and investigation during the history 
and examination phase. 

 Semantic Find is also useful in fi nding specifi c information during Assessment 
and Plan. For example, if the physician is looking for an answer to the question –
Why did the patient stop taking medication  Sitagliptin?  (After the physician fi nds 
that the patient discontinued the medication from the patient summary.) The physi-
cian enters the medication name as a search query, and when the results are pre-
sented, he/she looks for the most recent (by date) result in the literal or semantic 
matches returned by the search. 

 Similarly, to fi nd an answer to the question: Did the patient complain about 
sleeplessness before December 2013? The physician enters the symptom (in this 
case  sleeplessness ) and looks at the literal, semantic, more specifi c, and more gen-
eral matches up to the specifi c month and year. The semantic fi nd Graphical User 
Interface helps this process by displaying results for each type of match in a differ-
ent tab and by listing results in reverse chronological order.  

32.10     Looking into the Future 

 From these current capabilities we can build new and more sophisticated capabili-
ties in the system to expand the assistance a cognitive system can provide to a physi-
cian. These advanced capabilities reduce the amount of work a physician needs to 

  Fig. 32.11    The Watson patient record Semantic Find matches search terms to the contents of a 
patient record on several dimensions, including medical semantic match, more specifi c and less 
specifi c matches, and contradicted matches       
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do in using an EMR for patient care, and the cognitive system takes on an increasing 
responsibility to provide highly specifi c and targeted cognitive help.  

32.11     Natural Language Question Answering on an EMR 

 Semantic Find is a powerful capability in fi nding clinically semantic matches in an 
EMR for given search term or terms. When the search terms succinctly capture the 
information needs, it delivers the needed results. However, when the information 
need can only be specifi ed as a natural language question with all its inherent 
nuances, an advanced Question Answering capability is needed including the sys-
tem capability to understand the question correctly and then fi nd the relevant 
answer(s) precisely. Watson has demonstrated this ability even in the medical 
domain when the target of the question is the medical knowledge as represented by 
the text corpus provided to Watson. However, answering questions in a similar way 
when the target of the question is a single EMR is a distinctly different challenge at 
a technical level, and is an active area of research at IBM.  

32.12     Advanced Patient Summary 

 The patient record summary presents the problem list for a patient and relates it to other 
clinical data aggregates, but a physician may need more detailed information about a 
specifi c problem in the list. For example, if the problem is the hypertensive disease, the 
physician may want to know what the duration of the disease was, and if there was any 
end organ damage such as its manifestations on kidneys or heart. The physician may 
want to know the timeline of blood pressure readings and if any medications were 
added, removed, or changed overtime. For some other types of problems like headache, 
it is important to understand if the problem is recurrent, chronic, or acute. Is there a 
plan in place, is there a defi nite diagnosis, or is there a need to monitor and follow up 
on the problem? From a cognitive computing perspective, these are advanced informa-
tion extraction and abstraction challenges. Some of the data such as the medication 
time line is available from the semi- structured data but the majority of the information 
needs to be identifi ed in the unstructured text, abstracted as necessary, and reasoned 
about. Watson EMRA is an excellent foundation to build these additional capabilities.  

32.13     Guidance on Treatment Options 

 Weed proposed Knowledge Couplers as a way to improve physician’s decision pro-
cess during patient care. The idea behind the Knowledge Couplers is that they auto-
matically apply rules representing the medical knowledge to patient care workfl ow 
steps. At the history and physical step of the visit, this knowledge guides a physician 
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on what data to collect. The collected data plus additional medical knowledge helps 
physician decide on a set of diagnostic tests needed. Subsequently, the history and 
physical data and the assessment from the diagnostic tests as well as additional 
medical knowledge helps the physicians decide on treatment plans. This powerful 
conceptual model can be realized using Watson core capabilities of reasoning with 
medical knowledge [ 16 ] and Watson EMRA capabilities of analyzing an EMR. When 
realized using the Watson technology, this capability can help a physician by 
prompting “have you considered this?” as they are exploring the next steps in diag-
nosing and treating a patient condition. It can bring a wealth of latest treatment 
guidelines, medical knowledge, and specifi c patient data such as comorbidities, 
symptoms, and current medications to bear upon the consideration of next steps.  

32.14     Guideline Extraction from Documents 

 In determining the treatment options, how will the medical knowledge become 
available in a form that can be used in automated reasoning? Some efforts are 
directed towards a manual process of human experts creating these knowledge 
rules. While at fi rst it seems a reasonable and expedient way to do so, one realizes 
very quickly that it is highly human resource intensive, brittle, and diffi cult to update 
and correct. After N rules exist in the system, adding a new rule requires under-
standing and assessing its impact on various combinations of existing N rules. The 
number of combinations to consider grows very quickly even for small numbers of 
N, eventually leading to combinatorial explosion that is way beyond human cogni-
tion. Therefore, our approach to generating machine usable knowledge from guide-
lines document is to use natural language processing for extracting the knowledge. 
There is early work demonstrating the feasibility of this approach [ 22 ].  

32.15     Summary 

 In this chapter, we discussed how the principles of cognitive computing are realized 
in Watson EMRA, a patient record summarization and semantic search capability 
built on the foundations of Watson. The functionality of the Watson EMRA is driven 
by the information needs of physicians in patient care. Watson EMRA takes a lon-
gitudinal patient record and creates a summary of the record, centered about an 
automatically generated problem list. The problem list is generated using natural 
language processing and machine learning. The summary also includes semantic 
relations between the problems and other clinical data aggregates such as medica-
tions ordered. For the times when the patient summary is not adequate for fi nding 
specifi c details, Watson EMRA also provides a semantic search which fi nds match-
ing semantic medical concepts in the semi-structured and unstructured EMR con-
tents, along several dimensions, including more general, more specifi c, and negated 
instances. The future work in this area includes advanced summary of problem 
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status, natural language question answering on an EMR, and cognitive assistance to 
a physician in terms of next steps in diagnostic testing and treatment. The technol-
ogy described here is a proof point of cognitive computing for Electronic Medical 
Records, and an indication of future promise.     
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    Chapter 33   
 Health Information Systems 2025       

       Robert     A.     Greenes     

    Abstract     The next generation of health IT is poised to both evolve from the present 
and be quite different. We are in the early stages of an inevitable and much to be 
desired transition from a siloized, fragmented  health care  “non-system” to a more 
articulated, comprehensive  health  system. Information technology is both an 
enabler of the goals of this new system and a  forcing function  creating the technol-
ogy imperative that is itself a driver. In this chapter we pull together many of the 
aspects of health and health care and the IT system to support them that have been 
discussed throughout this book. Our discussion will focus on eleven disruptive fac-
tors that together are creating a sort of “perfect storm” that will make the health 
system of 10 years from now quite different from, although derived from and com-
bining signifi cant parts of, our current system. The disruptive forces variously have 
scientifi c, technology, policy, regulation/standards, or social/cultural origins, but all 
have signifi cant IT architecture and function implications. The mantra going for-
ward can be summed up by three words: integration, interoperability, and innova-
tion. As we continue to move ahead in the disparate developments and innovations 
of this fi eld, there will be increasing emphasis on aligning our efforts, making them 
interoperable, and creating a more integrated ecosystem aimed at optimizing health.  

  Keywords     Clinical information systems   •   Health system   •   Health care system   • 
  Health IT   •   Health care IT   •   Health care transformation  

33.1         Introduction: A Period of Signifi cant Transformation 

 As of early 2015, we are at a remarkable point in time in terms of the process of 
health IT adoption and use. The adoption of electronic health record (EHR) systems 
has evolved over a period of 50–60 years, with many of the commercial systems 
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existing today having an actual 20–30 year history, and before that having roots in 
academic medical center home-grown implementations on which they were based 
that go back to the 1960s and 1970s. Yet we are poised for signifi cant change. 

 The EHR systems available today are largely vertically integrated. By this, I 
refer mainly to the fact that they are built on a proprietary database with internal 
business processes and orchestration of functionality to support applications that are 
also part of the system. A considerable amount of customization is possible in terms 
of confi guration of templates, screen views and layouts, order sets, decision support 
logic, and other capabilities, usually with dedicated editing tools within the propri-
etary environment. A number of the vendors have acquired, through mergers and 
acquisitions, or built subsystems and developed various strategies such as APIs 
(application program interfaces) for integrating these subsystems. But from an 
external perspective, EHR systems are “walled gardens”. 

 In the past decade, government incentive programs have greatly increased the 
adoption and use of such systems in the US and other nations. In the U.S. as of 
February 2015, well over 90 % of primary health care providers (and smaller but 
growing numbers of specialty providers) and at least 60 % of hospitals/medical cen-
ters are now using EHRs [ 20 ]. But partly as a result of such top-down programs and 
incentives (with their associated time constraints), the adoption has mainly been of 
these large vertically integrated legacy EHR systems. 

 A dilemma that has arisen is that the urgency to deal with a number of pressing 
health and healthcare challenges has begun to force a need for a transformation of our 
health system and to convert it to a truly integrated “learning health system” [ 27 ]. 
These forces are building at the very time that the legacy health IT infrastructure is 
also becoming entrenched as a result of the accelerated push for broad adoption. 

 What are the issues? EHR systems have several shortcomings in today’s 
 transforming health environment. Their vertical integration impedes customiza-
tion in ways that are needed by health care organizations and practices that go 
beyond the confi guration capabilities provided. These needs also include horizon-
tal integration with other systems and data sources. This is particularly important 
as health care organizations and practices increasingly must interface actively 
with other care providers and with their patients directly to coordinate and pro-
vide continuity of care and provide connected care services to patients in their 
own environments. Payne (Chapter   4    ), Kim et al (Chapter   5    ), Koppel (Chapter   6    ), 
and Edmunds et al (Chapter   7    ). 

 Data sharing needs frequently cut across health care organization/practice 
boundaries and vendor proprietary systems and they rarely (if ever) embrace the 
incorporation of patient-generated and sensor- generated data that are increasingly 
becoming important. Legacy systems also do not provide ready means for incorpo-
ration of analytics that foster optimal management of particular health care prob-
lems or categories of patients, or tracking of performance of providers, practices or 
organizations. Such analytic feedback and reporting are of growing importance in 
quality measurement, as a basis for health care services payment, and as part of a 
learning health system. Chapter   16     by Minetti et al.; Chapter   17     by Gibbons and 
Shaikh; and Chapter   21     by Hsueh, Chang and Ramakrishnan. 
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 Data sharing must also be timely, be central, and must contribute to high-quality 
care. Health Information Exchange (HIE) as the term is used generically is a means 
for updating one provider or organization about the care received elsewhere by 
patients. But as generally implemented, HIE is additive and occurring at the edges 
of the enterprise’s and EHR system’s view of the patient. As implemented by a 
number of initiatives in the U.S. in particular, HIE has been criticized as being 
essentially equivalent to an electronic fax [ 25 ]. The data are provided, but they must 
be examined, reconciled, and integrated into existing records by a more-or-less 
manual additive process if used at all. 

33.1.1     Why Is Transformation an Issue Now? 

 Why is health care transformation a particularly urgent topic at this point in time? 
What are the disconnects between where we are and where we should be in terms of 
the IT environment to support health and health care, as the system transforms? The 
answer is that over the past decade or more, a number of disruptive forces have 
begun to take shape that radically alter the landscape. Most of these forces are being 
exerted around the world, although they may be taking different forms or manifest-
ing with different priorities. The examples herein will largely focus on health and 
health care and the health IT systems of the U.S., partly because it has one of the 
most loosely coordinated (if not chaotic), locally (rather than globally) optimized, 
and least top-down governed health systems in the world, and is most in need of, yet 
resistant to, change. 

An international perspective on this topic is provided by Fraser and Wyatt with 
respect to clinical decision support adoption [ 12 ]. The authors highlight some 
signifi cant contrasts between a top-down approach to health IT in the United 
Kingdom and a more grass- roots, bottom-up approach in some developing nations, 
notably in sub-Saharan Africa. Fraser and Wyatt make the observation that the 
lack of legacy systems and infrastructure (and entrenched business interests) often 
can enable leapfrogging and rapid advance in the less developed settings. 
 An important question is whether health transformation will be the driver for health 

IT change or the reverse. In this book, this question of drivers for health transforma-
tion is dissected by O’Brien and Mattison (Chapter   12    ) and Silva and Ball (Chapter 
  27    ) This dialectic chicken-and-egg question does not have an either/or answer, and in 
fact, both answers are true. We couldn’t imagine the disruptions in the publication 
industry, commerce, or media without the enabling technologies – change can’t hap-
pen until it is technically possible. It is often not even proposed or on one’s radar until 
the technological possibility creates new ways of seeing things and sparks innovative 
thinking. 

 But adoption also has to meet a need – business, socio/cultural, or political, so the 
technology imperative that existence will create its own need is not entirely true. EHR 
adoption is a case in point – it was not adopted broadly in the U.S. until the regulatory 
and incentive structure was in place to drive it. 
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 Considering this dialectic, it is helpful to examine fi rst the nature of health care 
in the U.S. and the IT system (EHRs and clinical support information systems) that 
grew up to support it, as a contrast to what the disruptive changes now demand. 
Table  33.1  summarizes this legacy perspective. Health care has been delivered in 
silos and is fragmented. It has been procedure-, action-, and intervention- oriented, 
demand-based and largely compensated on a fee-for-service basis. There have been 
limited incentives for doing less rather than more, for carrying out prevention and 
wellness measures, or for expending effort to avoid care. Practices and organiza-
tions have been locally optimized, for effi ciency and income maximization. From a 
global perspective, they are not particularly patient-centric but rather episode- or 
encounter- or organization/provider- centric. Sharing and exchange in this environ-
ment are considered additional tasks to do at the edges of the process, and only 
when considered necessary, not routinely.

   It is not surprising therefore that the IT systems to match these delivery environ-
ments have also been provider- or enterprise- based, aimed at capturing (and billing 
for) transactions, and focused on optimizing local workfl ow and decision processes. 
There is no concept of a lifetime health record for a patient.  

33.1.2      The Shift from a Health Care System to a Health 
System 

 The need for change is lately much on the minds of health care policy, business, and 
informatics and technology experts, and this health policy evolution is nicely sum-
marized by Edmunds et al Chapter   8    .  

 Th e biggest overall change is an expanding perspective on health not just 
health care . The 15-volume Institute of Medicine (IOM) Learning Health System 
Series over the past decade [ 27 ] refl ects this evolving thinking. Obvious drivers are 
the growing age of the population, the increasing prevalence of chronic disease as 
the overall population gets older, and the increasing complexity of such patients as 
they have multiple diseases, treatments for them, complications of their diseases, 
and side effects of treatments. Without a fundamental shift in focus on better (and 
cooperative) management of the health of such patients, and different fi nancial 

   Table 33.1    The health care system is not set up to delivery optimal care and the health IT system 
supports this non-optimal delivery system   

 Health care system  IT system 

 Siloized, fragmented  Practice- or enterprise-focused EHRs 
 Procedure-, action-, intervention-oriented  Support for offi ce-specifi c optimization 
 Limited incentives for doing less, for 
prevention and wellness 

 Limited decision support, education, outreach 

 Not patient-centered  No lifetime record, limited use of patient data, 
limited patient control of use 
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models for paying for and incentivizing optimal care (and prevention), costs will 
continue to rise and satisfaction and outcome will continue to be suboptimal, if not 
deteriorating further. 

 A concomitant shift in perspective is the recognition of the lifetime needs of the 
person, whether as a patient or not, for health maintenance and disease prevention, 
and early and proactive disease management, and for a system of healthcare that 
supports health as well as optimally manages episodes of disease. (See Grundy and 
Hodach (Chapter   15    ) for a focus on the care delivery models targeting these trans-
formational goals.) Such a healthcare delivery system would necessarily require 
three main capabilities aimed at providing health and healthcare continuity across 
the spectrum of venues from home to provider offi ce to hospital, intensive care, 
recovery, and all other processes and steps:

    1.     Provider - centric care coordination , especially across the transitions of care, 
including optimal decision processes and workfl ows and team communication.   

   2.     Patient - centric connected care , in which patient mobile health, sensors, wear-
ables, and other modes of self-management are highly integrated with provider- 
centric care processes, provide timely communication and data exchange, and 
enable early warning systems, education, and other support.   

   3.     Data analytics  to support the above, to provide research and quality measures, 
population management, predictive modeling, and direct patient decision sup-
port based on dashboards, feedback reports, retrieval of maximally similar 
cohorts, and other approaches.    

  The U.S. Offi ce of the National Coordinator for Health IT (ONC) has released its 
draft 10-year interoperability roadmap [ 39 ]. The report’s Appendix lists 56 driving 
use cases for increasing interoperability. I submit that the main categories of use 
case are the three kinds of capability listed above.   

33.2     Eleven Disruptive Forces as Drivers for Health IT 
Transformation 

 Figure  33.1  highlights the disruptive forces that I believe capture the main dimen-
sions of health and health care change now underway in our society. Collectively 
these point to the need for the above three kinds of capabilities. We shall return to 
this later. 

 This chapter is focused on the next decade, yet the seeds of many of the 11 areas 
or realms of disruption have already begun to take root over the past decade. Prior 
chapters in this book have touched on a number of them – McCallie’s Chapter   1     
traces CDS’ fi ts and starts; Chapter   2     covers Sittig and colleague’s defi nition of the 
“minimum” functional capabilities that clinicians have the right to expect in an 
EHR; and Ingram on the ambulatory EHR’s rapid evolution in Chapter   3    . And as the 
forward- looking chapters of Part IV describe, the new technologies, analytics, and 
developmental partnerships that are happening today are already bringing this 
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 disruption into play (McCallie; Fackler; Sow; Hu et al.; and Dezarakon and Mehta 
in Chapters   28    ,   29    ,   30    ,   31    , and   32     respectively). As we look back 10 years and for-
ward to the next 10, it is likely that over this overall 20-year period, we will see 
more and more of this reality taking shape. Figure  33.1  indicates whether the driver 
or force is largely based on science, technology, policy, regulations and standards 
(which are of course, in some sense, policy-related), and business/organization, or 
social/cultural demands. There is some overlap among the 11 drivers, as indicated 
by the curly brackets to the left. The X’s in the cells also indicate the multiple 
dimensions that often combine to manifest themselves as particular drivers.  

 The stakeholders for each of these drivers are somewhat different, although 
clearly overlapping. Care providers are most concerned with care effi ciency, quality, 
and reimbursement. The patient/consumer is most concerned with personal health 
and communicating with his or her care provider. Public health, quality managers 
are concerned about population health and population management. Payers are con-
cerned about individual patients, practice performance, and population-based 
 process and outcomes data. Researchers are concerned with aggregate data for a 
diverse set of needs. The idealized structure for each of these purposes does not 
exist, and it is hard to see how one can get to it from the existing legacy systems, 
primordial personal health record initiatives, and patchworks of big data 
repositories.  

 In this section, we’ll weave in the chapters in this book that are pertinent to our 
discussion, and outline some approaches that are being advocated, which could 
have the potential to converge on a unifi ed model to meet the needs of these 

11 new and coming disruptive transformations
changing the scope of what is required

1. Precision medicine

Science Soc./Cult.Stds.PolicyTechnol.

5. Pay for value

6. Wellness & prevention

7. Meaningful use

8. Usability

10. Interoperabiltity

11. Augmented guidance

9. Rise of an app culture

4. Big data

3. Patient engagement

2. Biosensors

  Fig. 33.1    Primary drivers for health system transformation and IT to support it       
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 different categories of stakeholders. But again, as noted, while the science and 
technology goals are within reach, the timing will be greatly affected by leadership 
or lack thereof at the policy level, public/social support, and aligning incentives for 
coordinated effort. Several books have appeared recently about these trends [ 23 , 
 44 ,  46 ]. We will briefl y examine each of the 11 trends in terms of its implications 
for health IT system of the future, and then in the next section consider how they 
may come together over the next 10 years. 

33.2.1     Precision Medicine 

 The terms  individualized  or  personalized  medicine are now referred to as  precision 
medicine , in part due to recognition that we are not always truly getting down to the 
level of the “N of 1”, where all patients are unique, although that remains the ideal-
ized goal. In the U.S., precision medicine has risen to the level of a Presidential 
initiative [ 36 ]. At heart, it is about harnessing the details of a person’s innate biol-
ogy (genomics), expression profi le, phenomic characteristics, and environmental 
factors (together, constituting the other “omics”), to identify precise risks, disease 
states, and treatments. When one approaches these highly substratifi ed cohorts, 
even if not the N of 1, the usual model of evidence-based medicine derived from 
population- based randomized clinical trials is no longer possible. One must be able 
to do highly specialized subcohort selection, analysis, and prediction, and must rely 
on increasingly large databases of gene variants and expression profi les such as the 
Million Veterans Biobank [ 15 ], NHGRI ENCODE project [ 10 ], national- or inter-
national- scale deep phenotyping initiatives [ 13 ], and eMERGE network/phenotype 
defi nitions [ 28 ]. 

 IT implications include access to these databases, analytics, and prediction 
modeling. Clearly, it will be essential to create and maintain highly detailed clini-
cal decision support resources, and actively use such resources, especially (and 
already occurring) in pharmacogenomics, and in selection of preventive measures 
based on risks. The importance of personal choice in such matters was dramati-
cally demonstrated by the highly publicized “Angelina effect” of a well-known 
movie star having had prophylactic bilateral mastectomies because of BRCA1 
positive gene mutations and having gone public about it [ 34 ].  

33.2.2     Biosensors 

 We are seeing an explosion of fi tness and other lifestyle monitoring tools, home 
health devices, and new and emerging technologies for breath analysis of peptides/
metabolites, immunosignature analysis, lab-on-a-chip, and home instruments such 
as otoscopes and ophthalmoscopes. There is increased ability to do “lifelogging”, as 
pursued by Quantifi ed Self zealots [ 26 ], but which is becoming more mainstream, 
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as apps provide continual situation awareness (in terms of our location, movement, 
environment, and social setting/friends/circles). 

 As individuals collecting such data (or perhaps in the future gaining access to it 
from third parties that are collecting it on us), we will increasingly need and want to 
have robust tools for dealing with and interacting with this potential mountain of 
data – tools for personal analytics, personal record banks and data management, 
integration with provider tools for notifi cation and decision support, and motiva-
tional tools for adhering to lifestyle, health, and disease management regimens. We 
will come back to the personal record/data management issue in the next section.  

33.2.3     Patient Engagement 

 Over the past decade or so, personal health records (PHRs) never really found a 
strong business case as stand-alone activities, and in fact, most health data access by 
individuals is managed through portals to enterprise health care systems. The latter 
are largely unidirectional, focusing only on episodes when the individuals are actu-
ally patients, and – even in these settings – with little opportunity to integrate data 
of the patient or his/her sensors, with EHR data or data from other care sites. The 
number of mHealth apps is growing rapidly, with some 40,000 identifi ed as avail-
able through online app stores as of 2014 [ 35 ], although most are rarely used. Large 
IT companies like Microsoft, Google, Apple, and Samsung have all bet on the 
growth of wearables and sensors as driving this. Indeed the Consumer Electronics 
Show [ 4 ] each year has massive sections devoted to this area of innovation. Apple 
Inc. recently announced its HealthKit [ 9 ] as a platform for developing health apps 
and integrating sensors and other devices in a consistent framework. An intriguing 
announcement from Apple of an open ResearchKit platform [ 38 ] promises to enable 
thousands or even millions of smartphone users to sign up for clinical trials using 
devices that they are already carrying, creating an unprecedented opportunity for 
quickly generating large quantities of data for analysis. (See Chapter   22     by Zhu and 
Cahan for a look at the IBM vision for the “wearable revolution” and telehealth; as 
well as Chapter   13     by Watson for an example of how the digitization of care deliv-
ery has already redefi ned “point of care” to be geographically dispersed and 
 wherever the patient is.) Patients are clearly having more opportunity for empower-
ment, and this is brilliantly refl ected in Topol’s new book,  The Patient Will See You 
Now  [ 45 ]. Topol points out that personal users (as patients or not) will be the pri-
mary force in driving change of health care to a health system and a lifetime 
 continuous person-centric (patient- centric) activity. 

 Returning to the topic of personal health records, Yasnoff and colleagues have 
advocated a health record bank [ 48 ], a third-party resource that manages one’s data. 
In Chapter   20     Yasnoff presents the need for a tool that can aggregate all records and 
patient data over the person’s lifetime; and critiques prior efforts to provide such 
tools. Early business models for the health record bank concept relied on subsidies 
from advertisers and support to providers for their EHRs if compatible with and 
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continually updating the health record bank data resource. However, I believe that 
collection and amassing of personal data from sensors, trackers, and other apps, will 
soon, if not already, be widely recognized as needing data management capabilities, 
and it will be clear that separate proprietary clouds (or storing the data locally) for 
all these sources are not feasible. 

 Therefore, it can be predicted that there will be an expanding effort to develop 
standards for interoperability, integration, and management of the data, and busi-
ness models for providing these capabilities on a broad basis to the public. 
Concomitant with that will be the evolution of methods to integrate such data with 
providers as needed. An essential component, as addressed in a large part of the 
ONC draft 10-year vision [ 39 ] and the JASON report which infl uenced it [ 25 ], is the 
need for robust security and privacy protection, using role-based authentication and 
authorization controlled by the user (consumer or patient). 

 We will come back to this point later, but these future data management capabili-
ties will clearly be one of the more impactful trends if and when it occurs, since it 
will change the primacy of data for health and healthcare from the enterprise- 
focused EHR to the patient-centric continuous (and greatly enhanced) lifetime 
record. EHRs will evolve to become views of and contributors to those data, com-
bining them with applications that overlay health care organization/practice-specifi c 
business processes, business logic, and workfl ow processes and annotations thereof. 

 Other aspects of patient engagement involve greater access to knowledge, in the 
form of education and decision support, use of social media, and capabilities for 
shared decision making with the provider. The latter promises in the future to be a 
much more even rather than lopsided exchange, as has been the case to date, and 
tools to support it are needed.  

33.2.4     Big Data 

 We have alluded to two major contributors to the growth of big data – namely preci-
sion medicine largely based on the growth of omics, and the predicted explosion in 
use of personal sensors and tracking devices. Let us consider several other contribu-
tors to big data: imaging data, natural language processing extraction from notes, 
and workfl ow/process tracking of care activities and outcomes. Lastly, various reg-
istries for tracking patients with specifi c conditions or treatments are being amassed 
across enterprises. 

 Big data efforts will require increased normalization and standardization of data 
elements. Major drivers include need for analytics to support care process charac-
terization, outcome measurement, quality assessment and improvement, and risk or 
outcome prediction, for categories of patients – both for research, population man-
agement, and public health. Tracking of patterns can also provide information about 
changing underlying contributors to health, such as demographic, environmental, 
and exposure factors, and are needed for biosurveillance, epidemiology, health care 
resource estimation and projection, and for countless research investigations. 

33 Health Information Systems 2025



588

 A major potential opportunity for big data analytics that is often overlooked is 
the ability to harness it for direct care. (Note that at times the data comparison 
cohort is quite local, and could really be referred to as “small data”). For direct care, 
the opportunities include use of dashboards and process monitoring tools at the 
enterprise, practice unit, or individual practitioner level, to identify patients needing 
attention, to identify areas for process improvement, and to provide individual deci-
sion support. An example of the latter is what can be called the “patients like mine” 
scenario, when there is no adequate knowledge-based decision support, e.g., in a 
complex patient with multiple co-morbidities. In this kind of situation, the responses 
of a cohort of maximally similar patients can shed light on the potential benefi ts of 
various treatments (e.g., drug A vs. drug B) these patients have had, or the risk/
likelihood of particular outcomes occurring (such as developing an infection, or 
short-term hospital readmission). This was done over 40 years ago in groundbreak-
ing work in arthritis care beginning in the mid-1970s [ 14 ] and cardiac surgery [ 40 ] 
settings, and in other settings since then. But it has not been possible on a wide scale 
without a much broader effort to normalize and standardize EHR and other health 
data. 

33.2.4.1     The Patient Identifi er Challenge 

 A key consideration in achieving the benefi ts of analytics is how data sources will 
be assembled and made available. At the heart of this is the need for a reliable way 
of linking disparate sources of data on a per-patient basis and doing so over time for 
the patient’s own benefi t. Further, we need to enable aggregate research to occur as 
the norm when permission is given, rather than put up obstacles to deliberately pre-
vent it. 

 This of course argues for the value of a single uniform patient identifi er. Even 
without that, there are legitimate concerns about patient privacy and the dangers of 
breach. It could be argued that the disparate data sources and non-control over them 
by the patient are even more likely to be misused than if we had a system with a 
single identifi er, but where access to data is highly coordinated and controlled by 
the patient, where role-based authentication and authorization is the norm, and 
where breaches are readily detected and appropriately penalized. Unfortunately, 
this is a hot-button political issue, and for years, debate has been stymied, not helped 
at all by the aforementioned breaches, and progress has been impeded by the well- 
intended HIPAA privacy rules that limit the ability to amass truly useful, updatable, 
aggregate databases of longitudinal patient data. However, there are signs that this 
question may yet be re-examined at the national level [ 30 ]. 

 In the United States, the pursuit of the science and methodologies of big data 
analytics in biomedical science and health care is receiving focused attention by the 
National Institutes of Health and by the National Science Foundation, in several 
initiatives aimed at data management and curation, modeling, machine learning, 
and knowledge generation. This area of emphasis will hopefully continue to be a 
high priority, since it rightfully recognizes the needs for concerted effort. 
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 But major dimensions of the advances needed are in the policy and business 
spheres – around issues of security and privacy, as noted above, around access 
rights, around adoption of standards, and about aligning of interests to foster the 
construction of comprehensive data sets. It is clear that this will be a major area of 
attention in the coming decade. Consider the data fl ow issues depicted in Fig.  33.2 , 
which demonstrates some of the multiple sources and transformations that need to 
occur to really get to robust uses of data for multiple purposes. As a society, we need 
to consider how to create the incentives for achieving these desired data fl ows and 
enabling appropriate access to the repositories. We must identify who the stakehold-
ers are, who would operate the repositories, how the efforts would be sustained, and 
how access and appropriate use would be controlled.

33.2.5         Pay for Value 

 Value in health care is typically defi ned as quality/cost. That is a good metric for value 
of a particular service. But when one considers maximizing of health rather than achiev-
ing value in healthcare, the goal is to provide the appropriate service mix to maximize 
health at lowest overall cost. Reynolds and Jones (Chapter   14    ) and Yuen-Reed and 
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  Fig. 33.2    Data fl ow issues in considering sources of data, their progressive integration, normaliza-
tion care processes, analytics, and knowledge generation. An important goal over the next decade 
is to focus on who the stakeholders are for each progressive step and how to align interests and 
incentives to yield greatest value along this pipeline       
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Mojsilović (Chapter   23    ) capture the new transformative changes that are driving reim-
bursement and patient choice changes that focus on paying for value and outcomes. 

 A major way to create incentives for holistic approaches to health 
(which includes both health maintenance and disease prevention, and early and 
aggressive management of healthcare to avoid or delay disease progression) is to 
reward the participants – the patients and the providers. If the reward system is 
aimed toward payment for episodes of care and the services received, then one can 
expect more services, highly optimized and effi ciently delivered though they may 
be. If the reward system pays for keeping people well, or minimizing the effects of 
disease by early detection, engagement of patients, and active management, then 
one should presumably get higher overall value. 

 Reward systems also can be aimed at patients for active self-management and care 
compliance, such as reduced health care costs in terms of insurance, co-pays and 
deductibles. There are also strategies for aiming to maximize motivation and behavioral 
change through artifi cial challenges, gaming, and social network encouragement. 

 In the U.S., the Patient-Centered Medical Home (PCMH) model of care, with the 
primary care provider as the manager of the participation of the care system, and 
Accountable Care Organizations (ACOs), which use a capitated payment model for 
care of categories of patients with particular disease conditions and severities, are 
aimed at creating the dynamic to move to this mode of health/healthcare, with an 
emphasis on global optimization [ 22 ,  37 ]. However, saying that a transition to this 
model would be disruptive is an understatement. Hospitals, specialists, and high- 
technology services are especially at risk if systems that had previously been locally 
optimized to maximize their operational revenues and effi ciencies are now part of a 
system that seeks to minimize their use for the purposes of global optimization. Also, 
services that have typically not been reimbursed to providers, such as preventive mea-
sures, patient education, email or telephone contact, and remote telecare, and thus 
tended to be avoided, become highly desirable to perform if the goal is overall opti-
mization. Such approaches also require a high level of care coordination, team com-
munication, patient engagement, and process and outcomes tracking across the entire 
spectrum of care. Incentives for savings need to be distributed across the participants. 
To do so optimally requires data on performance and outcomes at a level never previ-
ously available, and extending across the venues of care including self-care. 

 Informatics tools are needed also to enable the processes that facilitate these 
goals – e.g., to provide focused views on problems, tailored to the care setting, 
patient, and provider specialty, care pathway guidance and decision support, and a 
high degree of attention to the transitions of care.  

33.2.6     Wellness and Prevention of Disease 

 Related to pay for value, the goal is to broaden the defi nition of our healthcare sys-
tem to a “health system”. This section is brief, not because it is unimportant but 
because it is already highlighted as a major overall driver in Sect.  33.1.2 . The drive 
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for wellness and prevention of disease means active involvement of the consumer/
patient, but also more players, not just traditional care providers. Community-based 
services, public health, and other entities all have a stake in and bear on this 
 broadened goal. So a challenge is how to engage and incorporate community-based 
entities, post-acute care providers and the consumer/patient into the ecosystem and 
information fl ow. 

 Also, as noted in the previous section, incentives need to be aimed at this goal of 
a broader “health system”. Use of communication modes by providers that are 
 typically not reimbursed per se – but that can lead to net benefi t for the effort expended 
(such as email, phone, and remote telehealth consults). It defi nitely means active 
participation of the individual (which should be encouraged). It requires reward sys-
tems such as pay for value as well as incentives to the consumer/patient. And it needs 
active  monitoring and decision support for early detection of deviations requiring 
 attention, and thus active integration with the care system. 

 As already noted, this area is receiving a lot of attention due to lifestyle and 
mHealth apps, sensors, wearables, and approaches to begin to integrate them.  

33.2.7     Meaningful Use 

 We use the term Meaningful Use as a proxy for a whole variety of top-down incen-
tives and regulations fostering IT adoption. Besides fi nancial and reimbursement 
models for care itself, government can play a key role in aligning interests by requir-
ing certain levels of compliance in terms of the data, knowledge, and processes of 
care through IT systems – in order to be eligible for reimbursement, or by providing 
incentives and penalties (carrot and stick) for adoption of them. Recognizing that 
adoption of an EHR is not suffi cient, the U.S. has defi ned the concept of Meaningful 
Use (MU) as a set of functionality that must be used [ 2 ,  29 ]. This set of requirements 
is being rolled out in a series of graduated levels of capability that must be attested to 
by health care organizations and providers. The expectations and requirements for 
MU are being elevated in stages roughly every 2 years, beginning in 2010. Required 
functionalities and performance include the use of computer-based provider order 
entry, clinical decision support, health information exchange, patient access to their 
records, quality monitoring, and public health reporting. The requirements for each 
of the various criteria start out being rather minimal, such as just demonstrating the 
presence of one clinical decision support (CDS) rule in Stage 1, to active use of sev-
eral rules in subsequent stages. 

 MU has been a strong stimulus for standards adoption, and a lever for adoption 
of EHR functionality. At the same time, it has created a huge burden for both the 
EHR vendors and health care organizations and practices to ensure that they are 
installing and using systems that comply with escalating requirements. Because of 
the aggressive timetable, MU can perhaps be criticized as having the unintended 
consequence that it has brought about a hegemony of a few established legacy 
EHRs, because most other entities don’t have the deep pockets to comply with all of 
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these continually changing requirements and at the same time assure that current 
customers are also able to maintain compliance with current regulations. We will 
return to the consequences of this later.  

33.2.8     Usability 

 As we gain more experience with the “science of implementation”, it is increasingly 
clear that many systems have actually contributed to errors or ineffi ciencies or frus-
tration, because they have been poorly matched to users’ cognitive modes of reason-
ing, interactive preferences, and workfl ows. Many usability criteria have been 
developed, an example of which is the TURF project (Toward a unifi ed framework) 
and framework of University of Texas Houston [ 49 ]. There have been many efforts 
to build better approaches to user interaction for managing of complex tasks, includ-
ing problem-specifi c assembly of needed resources for an encounter, care pathway 
monitoring and dashboards, visualization tools for viewing trends, and tools for rec-
onciliation of medications, problem lists, allergies, etc. Usability is the focus of 
Chapters 3 (Ingram) and 9 (Unertl et al). 

 Usability is an area where there needs to be continual research and innovation. 
As we shall discuss next, there is also a big opportunity for doing so through the 
development of apps for desktop or mobile use, if they can be interfaced with and 
interact with underlying EHR and other data sources.  

33.2.9     Rise of an App Culture 

 The tremendous growth of “apps” (self-contained programs used to fulfi ll a particu-
lar purpose, for use on a mobile device such as a smartphone or tablet) and the sheer 
inventiveness of their design and use in many aspects of our society are testimony 
to the value of unleashing a platform such as the smartphone that enables this to 
occur. This has been true in media, fi nance, social networking, travel, and many 
other sectors. We noted earlier that although there are thousands of mobile health 
apps, only a small percentage are used frequently. Most of these are consumer- or 
patient- facing, and do not interact with the health care system per se, although apps 
for interacting with medical center patient portals are now appearing. 

 Health care organizations have sometimes needed to build apps in their own 
environments to meet various needs of their providers, not addressed by their EHRs 
per se. In this domain, we refer to apps not only as those on mobile devices but those 
on desktops. To provide needed functionality, these apps have needed to interact 
with their EHRs or pull data from secondary data sources such as their enterprise 
data warehouse, through various ad hoc approaches, and have created somewhat 
unique “bolt on” solutions. The diffi culty of integration has been largely the conse-
quence of the pervasiveness of the major EHR systems, which are legacy proprie-
tary systems that are typically vertically integrated in terms of their data storage in 
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proprietary formats, their tools for managing and editing knowledge and workfl ow 
processes, and their applications that use these resources. Communication with out-
side systems is typically done where necessary by HL7 messaging, and by produc-
tion and consumption of documents such as those in C-CDA format for HIE [ 3 ]. 

 There is some industry-wide movement toward supporting access to EHRs 
through FHIR (Fast Health Interoperability Resource) APIs – application program-
ming interface – based on an initiative of HL7 that has begun to open up EHR sys-
tems to app developers, also discussed in Chapters   27     and   28     [ 11 ]. Notable among 
these are the SMART on FHIR apps that arose from an ONC-supported project to a 
group at Harvard [ 42 ] that enables a number of very well-designed apps to pull data 
from EHRs and to display lab result trends, analyses, or other useful information. 
But generally these are read-only, and more complex capabilities including two-
way transactions, and orchestration of suites of apps are not able to be supported. 

 A number of external services are potentially available besides FHIR interfaces, 
to pull data from different sources, including those from mobile devices and sensors 
(such as Apple’s HealthKit [ 9 ] or SamSung’s SAMI platform [ 41 ]), to provide 
 terminology services, to do authentication and authorization of users, to do master 
patient lookup, and for performing evaluation of CDS rules (such as OpenCDS 
[ 33 ]), but apps have not yet become easy to interface with EHRs or gained signifi -
cant traction. 

 The Healthcare Services Platform Consortium (HSPC) is an organization led 
by health care organizations but with vendor participation, that seeks to push for 
more advanced adoption of capabilities for interoperability (see next section) to 
enable app development to fl ourish [ 24 ]. A main driver is the need to address the 
use cases of its member organizations not met by their EHRs such as those drivers 
we cited at the beginning of this chapter – care continuity, connected care, and the 
use of data analytics in care processes. Other organizations such as the Center for 
Medical Interoperability [ 5 ], the Argonaut Initiative [ 1 ], CommonWell [ 6 ], and 
Open Health Tools [ 31 ], have related missions. The U.S. Veterans Administration 
is working toward its next generation architecture, called Vista Evolution [ 7 ], 
which is based on a three-tiered model of an underlying EHR, middle-tier ser-
vices, and apps on top of them. Conceptually, a model for app use in health care is 
depicted in Fig.  33.3 .

   A goal of this disruptive force and the drive for interoperability described in the 
next section is to enable and foster innovation, and the transition from a vertical, 
proprietary ecosystem, with interoperability only at the edges, to one in which solu-
tions can be derived based on driving use cases and have the ability to interact with 
and build on the underlying resources – data, knowledge, and services.  

33.2.10     Interoperability 

 The term “interoperability” can mean many things and be described at many levels, 
yet the term is often bandied about without defi ning what is meant. The simplest 
level (foundational interoperability) is the ability to exchange data among systems 
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in the form of messages, such as HL7 or HIE (health information exchange) Direct 
messages. We have already noted that the ability to provide apps to address needs in 
the healthcare environment not met by EHRs means that they must be able to inter-
act with underlying EHRs and other data sources, to create useful summaries, anal-
yses, or visualizations, and ideally to update the EHRs and submit actions to be 
performed (e.g., orders and notifi cations). If the underlying EHRs have similar 
interfaces, e.g., FHIR APIs, then the apps can have at least that level of interopera-
bility. Data not only needs to be in similar format (structural interoperability) but 
coded via the same coding scheme (e.g., SNOMED) to achieve consistent meaning 
(semantic interoperability). Further, the information model needs to be consistent, 
in terms of the attributes that are associated with the data elements, such as date, 
specimen type, value type, and units of a laboratory test. Variants of this approach 
have been referred to as a Clinical Element Models [ 32 ] or as Archetypes [ 43 ]. 
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  Fig. 33.3    An example architecture for a development environment with apps integrating with 
underlying EHRs through middle-tier services (Based on AppWorks architecture [ 18 ])       
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 To enhance the capabilities of EHRs or their subsystems, or of apps, a variety of 
services may be useful, invoked by APIs. Examples of typical services are those for 
access to data via the FHIR model, terminology, enterprise master patient index, 
record locator, authentication and role-based authorization, infobutton manager 
knowledge access [ 8 ], and clinical decision support. To the extent that these expect 
data in standard form and return results in similar form, they are interoperable and 
the applications and/or systems that depend on them are interoperable. Knowledge- 
based decision support services also need to have a consistent model for describing 
data elements on which they operate (e.g., a specifi c medication), and attributes of 
those data elements (e.g., dose, route of administration). 

 The ONC draft 10-year vision statement considers interoperability to be a very 
high priority [ 39 ], and attempts to defi ne it. Important functional needs for interoper-
ability relate to the exchange and reuse of data, the sharing of knowledge, and the 
ability of apps to operate in a variety of settings. An example of the ability to share 
knowledge spearheaded by ONC was the Health eDecisions (HeD) Initiative which 
was part of ONC’s Standards and Interoperability Framework [ 21 ], which created a 
model-based formalism for representing decision rules, order sets, and documenta-
tion templates, and an editing tool for HeD artifacts [ 19 ]. 

 It remains to be seen to what extent the three levels of interoperability we have 
identifi ed above – for data, knowledge, and apps – actually come about. All of these 
require considerable cooperation among stakeholders, which depends on a compel-
ling business case or “moral basis” for cooperating that does not yet exist. So it will 
be important for policy makers to consider how best to stimulate alignment of 
interests.  

33.2.11     Augmented Guidance 

 Clinical decision support has had a tortured history, with much promise yet unfi lled. 
Currently, EHRs typically use CDS either by explicitly invoking it or by having it 
triggered by user actions or background events like processing of a lab test with an 
above-threshold result. But this means laboriously considering and mapping all 
rules to the kinds of triggers and modes of interaction that will be most acceptable 
in particular settings. One size defi nitely does not fi t all (See McCallie Chapter   1    ), 
and this need to tailor CDS with “setting-specifi c factors” has contributed to the 
multiple variations of similar rules, the time and effort needed to install and test 
them, and the diffi culty in managing corpora of rules with subtle variations within 
an enterprise [ 16 ,  19 ]. 

 Highly model-based representations of knowledge (such as the HeD editor 
described in the previous section) enable knowledge artifacts to be thoroughly 
tagged based on ontology classes and values used to characterize their parts, includ-
ing descriptions of the settings and contexts in which they are to be used and the 
intended users. This is important in order to capture the setting-specifi c factors iden-
tifi ed above as well as the problems, domains, settings, and classes of knowledge for 
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maintenance of corpora of decision rule. Knowledge management is a signifi cant 
challenge faced by large enterprises that must continually update their knowledge 
bases of hundreds or thousands of knowledge artifacts, where they typically have a 
number of variations and adaptions of such knowledge embedded in and running in 
operational settings in their various clinics, practices, and inpatient environments. 

 But such highly tagged knowledge resources also enable them to be retrieved 
easily as a function of context and situation. I use the term “augmented guidance” 
to refer to the ability to enhance all of our actions by situation- aware knowledge 
and advice. Situational awareness means a combination of context (who the user is, 
specialty orientation, level of expertise, location/setting, what devices or resources 
at hand or being used) and specifi c information about participants and their actions 
(patient information, including problems, status/degree of stress or urgency, imme-
diate need, and options available). 

 Thus a possible mode of use, instead of specifi c triggering, is to always have 
knowledge that is pertinent to a given situation be available, much like the operation 
of a GPS (global positioning system), in which restaurant, service station, and ATM 
(automatic teller machine) nearest one’s position on a roadway, or upcoming road 
hazards, are available and constantly updated as one moves or the situation changes. 
Infobuttons are a form of knowledge support that uses rather coarse determinations 
of context, like medication ordering or lab result viewing, but one can see an exten-
sion of this approach as ultimately providing highly tailored and pertinent advice. 
As more and more data about our setting and context can be automatically captured, 
the feasibility of this mode of CDS will greatly expand [ 17 ].   

33.3     The Next Ten Years:A Projection 

 To summarize where we are and where we are going, the eleven disruptive factors 
we have considered above are all in place, and challenge the existing stovepipe EHR 
model. Some would advocate radical change, e.g., [ 47 ]. Yet there is no question that 
the health care “system” (or non-system) we have will evolve, and that these identi-
fi ed forces will be among the major ones that drive this evolution. But the next sev-
eral years will be critical in shaping that, so that what results is a  more articulated , 
 integrated health  ( not just health care )  IT framework  for a  more articulated , 
 integrated learning health system . Weed and Weed’s opening chapter for Section 
IV reviews the imperative for using technology to assist in all aspects of data gather-
ing, decision making and care delivery in a framework that calls for structured docu-
mentation, CDS knowledge access, and analytics at point of care for the individual 
patient; as well as a call to fundamentally change the way we teach and prepare clini-
cians to practice in this digitized informatics world (Weed and Weed, Chapter    26    ). 

 Stakeholders need to take ownership of the future by responding to and helping 
to refi ne such proposed models as the 10-year vision of ONC, by forming interest 
groups and collaborative initiatives that will pursue aspects that are important to 
them and put resources into those activities. We see the critical factors being:
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•    The single uniform patient identifi er. As highlighted earlier, this would be tre-
mendously enabling, but depends on a concerted campaign and development of 
robust infrastructure to support the assurances that this would lead to reduced 
rather than heightened risk of misuse and breach.  

•   The person-controlled lifetime record. The trend is slow but building inexorably 
toward this, as we develop better ways to map, import, and synchronize 
 information across venues and/or create virtualized versions of integrated 
records. When and if a person-controlled record becomes the primary repository 
against which all others are synchronized or into which they feed depend on 
whether a compelling business model can be found for creating signifi cant 
enthusiasm for this among the consumer/patient public, and for the health care 
organizations and practices to update their data from these sources, by working 
with the EHR vendors to bring this about.  

•   Aligning of stakeholder interests around sharing of data. This challenge, as 
depicted in Fig.  33.2 , of data as it moves along the various pipelines from local, 
proprietary, or device-specifi c, to more normalized, standardized data with both 
syntactic and semantic interoperability – will be primarily one of developing 
business cases for sharing. It is a given that this can only occur with appropriate 
and strong privacy protections  

•   The emergence of an app-based health information technology ecosystem. 
I believe that innovation will continue to be only incremental unless there is 
freedom to address problems beyond the scope of EHRs by unleashing cadres of 
informaticians, technologists, entrepreneurs, and investors in developing solu-
tions for addressing the key problems of the transforming health system. We 
have shown in the previous section how disruptive those forces underlying the 
transformation are. Incremental change isn’t going to address these substantial 
challenges. App-based ecosystems have begun to exert signifi cant infl uence in 
almost every other sphere of society, and have wrought momentous – and largely 
benefi cial – change. Health care is a hold out, but it can’t withstand the inevitable 
and should not.    

 The above are all business and policy challenges more than technical challenges. 
In the U.S. we can consider the major drivers for these goals as: (1) the need for 
patient-centered continuous care management; (2) a focus on prevention, wellness, 
and active management of disease at early stages and with active patient engage-
ment; and (3) the need for data analytics, to provide measures for assessing and 
providing feedback on outcome and performance, as a basis for value-based pay-
ment, for improved population health, and for many kinds of research. Thus efforts 
need to focus on how to align the various stakeholders to develop the business cases 
for longitudinal health records, care coordination, connected care, and cooperative 
development of the big data resources needed. 

 Various nations, economies, and cultures may have different priorities and mech-
anisms for fostering change. In the U.S. we can best foster this both at the individual 
or organization level and collectively. Individually/organizationally, the main power 
we have is through procurement language for future IT systems and components 
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being purchased, insisting on interoperability at the various levels we have  discussed. 
Collectively, the main means for fostering change is by creating large-scale and 
high-impact pilots and demonstrations that show the value that can be achieved, 
ideally through collaborations that show the power of replicating or sharing of 
achievements through interoperability; by engagement of key stakeholders in the 
standards development process; and by activism of prominent health care and health 
IT leadership to promote these goals at the policy, regulatory, and health care fi nance 
levels. We should not ignore the power of the consumer. Topol hits the mark [ 45 ] in 
his projection that the locus of care is on track to become the individual and his/her 
smartphone and connected devices – as the primary source of data, as the owner and 
person responsible for allocation of access rights to the data, and as the primary 
decision maker. This trend may be the most powerful of all.  

33.4     Conclusion 

 The future will be quite different – but not all at once. The mantra going forward can 
be summed up by three words:  integration ,  interoperability , and  innovation . As 
various activities continue to advance through disparate developments and innova-
tions of this fi eld, there will be increasing emphasis on aligning these efforts, mak-
ing them interoperable, and creating a more integrated ecosystem aimed at 
optimizing health. The ecosystem will not be new but rather will need to evolve 
from where we are now. Yet the shifts, e.g., in locus of control from provider to 
patient-centric, degree of integration of data from multiple sources, and the power 
of innovation, unleashed through apps and interoperable infrastructure, will be far- 
reaching – eventually – and the system that results will be quite different. Actually, 
I do think that 10 years may be a conservative estimate, because the trends are well 
underway. The future is ours to shape.     
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  A 
  Accountable care organizations (ACOs) 

 care coordination , 202  
 cost management , 244  
 EHRs , 22  
 healthcare system , 188  
 incentive programs , 65  
 model , 22, 53, 188  
 PCMH , 248  

   Accounting Standards Codifi cation 
(ASC) , 144  

   Acid-base interpretation system , 2  
   ACOs.    See  Accountable care organizations 

(ACOs) 
   ACR Appropriateness Criteria (ACRAC) , 10  
   Actionable risk stratifi cation 

 Patients’ clinical conditions, heterogeneity 
of , 535  

 RISGAL , 535  
 single risk score , 534  

   Adherence 
 cancer , 497  
 and compliance monitoring , 272  
 Compliance Offi cer and staff , 440  
 “free-style” decisions , 351  
 healthcare expenses , 404  
 medical economics , 260  
 outreach clinics , 378  
 preventive/chronic care , 244  

   Aetna Foundation , 143  
   Affordable Care Act (ACA) , 131, 139, 152, 

154, 187  
   Agency for Healthcare Research and Quality 

(AHRQ) , 46, 140, 151, 255  
   AHRQ-approved Patient Safety Organizations 

(PSOs) , 24  

   Alert fatigue , 3, 4, 13, 14, 53, 65  
   Alliance for Nursing Informatics (NIA) , 143  
   American Health Information Community 

(AHIC) , 151  
   American Health Information Management 

Association (AHIMA) , 143  
   American Medical Association (AMA) , 107  
   American Medical Informatics Association 

(AMIA) , 143, 152  
   American National Standards Institute 

(ANSI) , 162  
   American Recovery and Reinvestment Act 

(ARRA) , 59, 125, 134, 187  
   American Restoration and Recovery Act , 38  
   Analytics , 180–181     See also  Data analytics 
   Anesthesia information management systems 

(AIMS) , 78  
   “Angelina effect,” 577 
   APIs.    See  Application program interfaces 

(APIs) 
   Application program interfaces (APIs) 

 EHR , 46  
 FHIR , 585  
 resource model , 14  

   Arden’s curly brace , 2, 7, 11–12  
   Arden syntax , 3–6  

 accuracy and relevance of alerts , 5  
 alert prioritization systems , 5  
 ambient alerts , 6  
 asynchronous alerts , 5  
 clinical event monitors , 5  
 clinical guideline , 8  
 CPM , 8  
 “curly brace” problem , 7, 11–12  
 expectation-tracking alerts , 5  
 GLIF , 7  

                         Index 
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 Arden syntax ( cont. )
“guideline execution engines,” 7–8 
 health maintenance reminder system , 5  
 knowledge engineering process , 7  
 mini-guidelines , 8  
 MLMs , 6  
 MYCIN strategy , 6–7  
 notifi cation escalation techniques , 5  
 rule-based expert systems , 6  
 smart alert routing , 5  

   Armstrong Institute for Patient Safety and 
Quality , 301  

   ARRA.    See  American Recoy and 
Reinvestment Act (ARRA) 

   Artifi cial intelligence (AI) movement , 2  
   Artifi cial intelligent machines 

 CDS solution , 497–498  
 cognitive system , 495  
 diagnostic decision support , 497  
 pediatric critical care , 497  
 Watson Oncology , 496–497  

   Assistant Secretary for Planning and 
Evaluation (ASPE) , 141  

   Augmented guidance 
 CDS with “setting-specifi c factors,” 587 
 HeD editor , 587  
 infobuttons , 588  
 knowledge management , 588  
 situational awareness , 588  

   Automatic problem list generation 
 candidate problems , 560–561  
 CUIs , 557  
 features with contribution , 562–563  
 frequent problems , 561–562  
 gold standard , 560  
 lexical features , 558  
 longitudinal EMRs , 558  
 machine learning model , 560  
 medical features , 558–559  
 overall accuracy , 562  
 problem frequency features , 559  
 structural features , 559  
 temporal features , 559–560  
 Watson , 557  

   Aviation 
 checklists , 67  
 EHR user interface , 68  
 healthcare , 66–67  
 safety data , 67  

    B 
  Balanced Budget Act , 1997, 145  
   Biosensors , 577–578  

   “Blue Button” technology , 144  
   Broadband Technology Opportunity Program 

(BTOP) , 218  

    C 
  California Healthcare Foundation (CHCF) , 143  
   Care coordination 

 care coordinator , 89  
 communications , 220  
 consumer-centricity , 399  
 defi nition , 84  
 EHR , 84, 125  
 health IT , 89–91  
 inclusion of external care , 91  
 IT functionality , 72  
 management of inherent complexity , 92  
 medical home , 87–88  
 medical neighborhood , 85–87  
 medical practice , 178  
 patient safety , 81  
 structure , 85  

   CareFlow’s visual interface , 527  
   CareFlow tool , 526  
   Caregivers 

 care teams , 219  
 chronic and acute conditions , 77  
 healthcare organization and 

stakeholders , 154  
 health care services , 283  
 PCMHs , 240  
 remote monitoring , 228  
 US population , 284  
 value-based model , 53  

   Care process models (CPM) , 8  
   Care quality 

 electronic health record systems (EHR-Ss) , 
72  

 interoperability , 382  
 nurse , 208  
 “patient-facing” technologies , 83  
 and patient safety , 297  
 rapid-cycle improvement , 265  

   Care team portal (CTP) , 303–306  
   CAVA.    See  Cohort analysis via visual 

analytics (CAVA) 
   CCHIT.    See  Certifi cation Commission for 

Healthcare Information Technology 
(CCHIT) certifi cation 

   CCIOs.    See  Chief clinical information offi cers 
(CCIOs) 

   CDS.    See  Clinical decision support (CDS) 
   Centers for Disease Control and Prevention 

(CDC) , 140, 141  

Index



603

   Centers for Medicare and Medicaid Services 
(CMS) , 10, 140, 144, 255  

   CER.    See  Comparative Effectiveness Research 
(CER) 

   Certifi cation Commission for Healthcare 
Information Technology (CCHIT) 
certifi cation , 44, 151  

   Certifi ed electronic health record technology , 
90, 182  

   CHF.    See  Congestive heart failure (CHF) 
   Chief clinical information offi cers (CCIOs) , 

190  
   Chief Clinical Privacy Offi cer (CCPO) , 

206–207  
   Chief Experience Offi cer (CExO) , 210  
   Chief Health Information Offi cer (CHIO) , 

190, 191, 210  
   Chief Information Offi cer (CIO) , 186, 189, 

191, 192, 209, 211  
   Chief Innovation Offi cer (CInO) , 211–212  
   Chief Medical Information Offi cer (CMIO) 

 digital medicine , 210  
 EHRs   ( see  Electronic health records 

(EHR)) 
 patient care organizations , 190  

   Chief medical information offi cers (CMIOs) , 
189  

   Chief Medical Offi cer (CMO) , 190, 192, 
209–210  

   Chief Nursing Informatics Offi cer (CNIO) , 
190, 191–193, 210, 211  

   Child Health Insurance Program 
Reauthorization Act (CHIPRA) , 75  

   Children’s Health Insurance Program (CHIP) , 
145  

   Chronic disease self management , 286  
   Cief information offi cer (CIO) , 186  
   Clinical decision support (CDS) 

 centralization , 476  
 EHR , 53  
 knowledge modeling , 470  
 medication orders , 116  
 predicative analytics , 470  
 service-orientation , 474  
 systems , 486  

 accuracy and relevance of alerts , 3–4  
 acid-base interpretation system , 2  
 alert fatigue and workfl ow 

interruption , 4  
 Arden-like rules   ( see  Arden syntax) 
 artifi cial intelligence (AI) movement , 2  
 CARE language , 2  
 complaints of “ alert fatigue ” , 3, 13, 14  

 computer-based medical record 
systems , 1  

 computer-generated alerts , 23  
 “ curly brace problem ” , 3  
 diagnostic decision support , 9–10  
 electronic health record (EHR) 

markets , 2  
 “FHIR era,” 14 
 government initiated standards efforts , 

12–13  
 Intensive Care Unit (ICU) setting , 4  
 knowledge portability , 11  
 “Medical Logic Modules” (MLM) , 2–3  
 MYCIN rule , 2  
 Regenstrief Medical Record System , 2  
 standard development organizations’ 

efforts , 11–12  
 visualizations , 479  

   Clinical Informaticists 2.0 , 189–192  
 CHIO role , 190  
 CIO positions , 192  
 CMIO role , 190  
 development of nurses , 191  
 “Health Care Informaticists 2.0,” 190 
  Healthcare Informatics  interview , 190–191  
 patient care organizations , 190  
 transformational drivers , 192  
 types of positions , 191, 193–194  
 U.S. healthcare system , 192, 194  

   Clinical information functionalities 
 adolescent medicine , 76  
 anesthesiology , 78  
 behavioral health , 75  
 child health , 75–76  
 dentistry and oral health , 79–80  
 dermatology , 79  
 EHR-S functionalities , 74–75, 77  
 emergency medicine and trauma care , 80  
 geriatrics , 77  
 HL7 EHR-S FM , 75  
 medical subspecialties , 80  
 obstetrics and gynecology , 76–77  
 oncology , 77  
 oncology-specifi c functionalities , 78  
 ophthalmology , 78–79  

   Clinical Oncology Requirements for the EHR 
(CORE) , 77–78  

   Clinical Quality Language (CQL) , 13  
   Clinical quality measures (CQM) , 13  
   Cloud computing , 455, 475, 478  
   Cloud technology , 38–39  
   CMIOs.    See  Chief medical information 

offi cers (CMIOs) 
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   CMS.    See  Centers for Medicare and Medicaid 
(CMS) 

   CNIOs.    See  Chief nursing information/
informatics offi cers (CNIOs) 

   Cognitive computing 
 CDS , 246  
 EMR   ( see  Electronic medical record 

(EMR)) 
 population health , 246  
 streaming analytics , 216  

   Cohort analysis via visual analytics (CAVA) 
 clinicians , 537  
 demographic overview visualization icon , 

537  
 hypertension subgroup , 537  
 novel system design , 536  
 workfl ows , 536  

   Columbia University Medical Center , 515–516  
   Commonwealth Fund (CWF) , 143  
   Comparative Effectiveness Research (CER) , 

127, 524  
   Comprehensive Primary Care Initiative 

(CPCI) , 53  
   Computerized physician order entry (CPOE) 

systems , 42, 62, 189  
   Concept unique identifi ers (CUIs) , 557  
   Condition-specifi c display (CSD) , 303, 305  
   Congestive heart failure 

 CareFlow’s visual interface , 527, 528  
 CareFlow tool , 527  
 treatment node , 528  

   Congestive heart failure (CHF) , 288  
   Consumer health technology , 155, 290, 398, 

399, 412  
   Consumers, healthcare roles 

 caregivers , 202  
 diagnostic services , 201  
 patient loyalty , 201  
 sensing devices , 201  
 transparency , 201  

   Continua Health Alliance , 144  
   Convergence , 59, 190, 196, 256, 388, 576  
   CPOE.    See  Computerized physician order 

entry (CPOE) systems 
   Critical care , 297, 301     See also  Online 

healthcare analytics (OHA) 
 airline safety , 508  
 EMR data , 508  
 ICUs , 507–508  
 ICUs and ORs , 508  
 medical institutions , 507  
 SA   ( see  Situation awareness (SA) concept) 

   CSD.    See  Condition-specifi c display (CSD) 

   CTP.    See  Care team portal (CTP) 
   CUIs.    See  Concept unique identifi ers (CUIs) 

    D 
  Data analytics 

 analytics-driven individualized guideline , 
357, 359–360  

 barriers, implementation , 353  
 “big data” analytics techniques , 354  
 cloud-based , 353  
 costs , 353  
 data-driven approaches , 363  
 electronic health record (EHR) data , 354  
 electronic record , 326  
 genetic biomarkers, techniques , 354  
 healthcare data , 326  
 in-context outcome-driven personalized 

recommendation , 360  
 information service layer , 358  
 longitudinal patient data , 326  
 personalization , 363  
 personalized feedback generation , 361  
 in personalized healthcare , 361  
 prime analytics tools , 352, 353  
 tools and methods , 363  

   Data driven healthcare analytics    See also 
 Predictive modeling 

 EMR recording , 521  
 ICDA , 522, 523  
 randomized controlled trial process , 522  
 WDA innovations , 522  

   Data reuse , 300–301  
   Decision support systems, clinical.    See 

 Clinical decision support (CDS) 
   The Department of Defense , 144  
   Department of Health and Human Services 

(HHS) , 140  
   Department of Veterans Affairs , 144  
   Diagnostic decision support 

 ACR Appropriateness Criteria 
(ACRAC) , 10  

 appropriateness screening , 10  
 differential diagnosis systems , 9–10  
 INTERNIST-1 system , 9–10  
 natural language processing systems , 10  

   Digital Imaging and Communications in 
Medicine (DICOM) , 43  

   Digital Millennium Copyright Act , 1998, 126  
   Digital prescriptions (eRx) , 106  
   Digitization, healthcare 

 bandwidth , 217  
 chronic disease management , 227  
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 communications , 220–221  
 computing technologies , 216  
 data analytics , 222–223  
 data centers and security , 223  
 data computation , 217  
 EHRs , 220  
 electronic communication , 216  
 labor-intensivity , 216  
 modality , 218  
 organ systems , 217  
 reimbursement , 216  
 streaming analytics , 226–227  
 telemedicine , 221–222  
 wireless modalities , 217–219  

   Disease modeling 
 chronic diseases , 541  
 clinical event networks , 542–543  
 DPM , 541  
 HF , 543–544  
 Markov Jump Process , 541–542  
 visualizing disease progression , 542  

    E 
  Early Notifi cation System (ENS) Program , 90  
   EHR.    See  Electronic health records (EHR) 
   EHR, children and neonates 

 adolescent confi dentiality , 27–28  
 child-friendly, EHR-equipped exam room , 

27  
 electronic display of growth charts , 26  
 identifi cation of patients, user interface , 27  
 pediatric practice , 28  
 support for medication , 26  

   EHR functionality , 61  
 corollary orders , 62  
 CPOE , 62–63  
 health information technology , 63  
 order entry and documentation , 62–63  
 reviewing information , 61–62  
 structured documentation , 63  
 workfl ow , 62  

   EHR use by clinicians 
 alert fatigue , 65  
 ARRA , 59  
 billing requirements , 60  
 case of aviation , 66–68  
 Citrix, use of , 60  
 CPOE alerts , 65–66  
 design paradigms , 60  
 documentation and orders , 64–65  
 electronic information , 64  
 feedback , 65  

 health care providers , 58  
 incentive programs , 65  
 navigational designs of EHRs , 60  
 patient record and electronic medical 

record , 59  
 process of certifi cation , 59  
 skeuomorphism , 59  
 ‘Win32’ application , 60  

   EHR vendor association (EHRA) , 111  
   E-iatrogenesis , 24  
   E-learning , 320  
   Electronic health records (EHR) 

 adoption , 57  
 advantages , 63–64  
 APIs , 197–198  
 caregivers , 199  
 CDS , 227  
 children and neonates   ( see  EHR, children 

and neonates) 
 clinical informaticist , 205  
 clinicians, CMIO’s perspective   ( see  EHR 

use by clinicians) 
 CMIO , 210  
 community repositories , 325  
 development, usability , 110–111  
 digital management , 200  
 end-user interface , 220  
 functionality limitations , 220  
 health outcomes , 199  
 HII implementation , 325  
 institution-centric architecture , 327  
 limitations , 28–29  
 mediation reconciliation , 220  
 mobile applications , 204  
 offi ce of national coordinator , 109–110  
 oral communication , 220  
 professional rights and responsibilities , 21, 

30  
 remote monitoring system , 228  
 semantic encoding of , 344  
 small practice , 102  
 and stakeholders , 28–29  
 standardized and encoded , 345  
 tele medicine , 216  
 vendor EHR/CPOE contracts , 108–109  
 vendors , 58  
 vendor selling , 102  
 vendors, FDA exemption , 107–108  
 wireless devices , 227  

   Electronic health records/standards , 28, 29  
   Electronic health record systems 

(EHR-Ss) , 173  
 adoption of , 72  
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 Electronic health record systems 
(EHR-Ss) ( cont. )

clinical practice , 72  
 functionality in care coordination   ( see  Care 

coordination) 
 functionality in patient care 

 clinical documentation , 82  
 emergent/adaptive clinical systems , 83  
 experience from implementation , 80  
 information assurance , 84  
 integration and interoperability , 82  
 negotiation and prioritization , 74  
 new data types , 82–83  
 nursing workfl ows , 81  
 patient safety , 81  
 progression of health IT , 74  
 unmet clinician needs   ( see  Clinical 

information functionalities) 
 usability and patient safety , 83  
 workfl ow confl icts , 81  

 multiple stakeholders , 72  
   Electronic medical record (EMR) , 59  

 cognitive computing , 549  
 medical diagnostic expert systems , 548  
 MYCIN research , 548  
 physicians’ cognitive needs 

 assessment and plan , 550  
 manufacturing processes and service 

delivery , 549  
 patient history and examination , 550  
 problem-oriented patient record 

summary , 551  
 visit preparation , 550  

 workfl ow disruptions and productivity , 548  
   Electronic medication administration record 

(eMAR) systems , 189  
   Electronic records 

 diagnosis-related groups (DRG) 
reimbursement system , 332  

 2009 HITECH Act , 332  
 obstacle to EHR adoption , 332  

   EMR.    See  Electronic medical record (EMR) 
   End-user participation in system designs    See 

also  Usability 
 concept of specifi c heuristics , 167–168  
 designers and developers , 167  
 fi eld work and needs assessments , 170  
 implementation process , 168  
 iterative process , 170  
 laboratory-based usability testing , 168  
 post-implementation years , 169  
 sociotechnical systems approach , 168  

   Engagement of individuals , 232, 459  

   E-prescribing, MMA 
 Commission on Systemic Interoperability , 

147  
 e-Prescribing Incentive Program , 147–148  
 prevalence of medication errors , 147–148  

   E3 project (Electronic by 2003) , 163  
 Clinical Visioning Group , 165–166  

   ERx , 44  
   Evidence-based medicine (EBM) , 115  
   Evidenced-based HIT , 111–114  

 clinical decision support (CDS) , 113  
 customization , 117  
 data standards , 117  
 design or construction of HIT , 112  
 evidence for CDS , 116–117  
 implementations , 113–114  
 interoperability , 113  
 RCT , 112–113, 116  
 ROI , 113, 117–118  
 statistical controls , 113  
 structure , 111–112  
 systematic research , 114  
 teamwork , 99–100  

   Expert rules systems.    See  Arden syntax 

    F 
  Fast Healthcare Interoperability Resource 

(FHIR) , 13–14, 585  
   FCC.    See  Federal Communications 

Commission (FCC) 
   FDASIA.    See  Food and Drug Administration 

Safety and Innovation Act 
(FDASIA) 

   Feature engineering 
 description , 528  
 IBA and SBA , 528–529  
 Pacifi er, phenotyping framework , 528  

   Federal Communications Commission (FCC) , 
141  

   Federal Trade Commission (FTC) , 141  
   FHIRs.    See  Fast Health Interoperability 

Resource (FHIRs) 
   Financial sustainability 

 comprehensive electronic information , 
338–339  

 comprehensive records, availability of , 
325, 345  

 for HII , 338–339  
 operational funding , 329  
 operation of an HRB , 336  
 quantitative evaluation of HII , 344  

   Food and Drug Administration (FDA) , 140  
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   Food and Drug Administration Safety and 
Innovation Act (FDASIA) , 144, 
149–150  

   Frequent sequence mining (FSM) techniques 
 ICD-9 diagnostic codes , 538  
 lung disease and sepsis , 539–541  
 pattern explosion , 538  
 visual representation, frequent patterns , 

538–539  

    G 
  GELLO Expression Language , 12  
   GLIF.    See  Guideline Interchange Format 

(GLIF) 
   Guideline execution engines , 7–8  
   Guideline Interchange Format (GLIF) , 7  

    H 
  Hardware/communications, usability 

 clinical information, EHR , 44  
 medical information between devices , 45  
 NLP engine , 44–45  
 smart phone , 44  
 speech recognition , 45  
 tablet designs , 45  
 voice documentation , 44  
 wireless devices , 45  

   Healthcare education 
 Flexner model of learning , 311  
 hands-on clinical practice, need for , 312  

    Healthcare Informatics  interview , 190–192  
   Healthcare information technology (HIT) 

 advantages , 100  
 certifi cation and testing processes , 

105–106  
 CMS , 106  
 digital prescriptions (eRx) , 106  
 drug-drug interactions , 100  
 EHR development, usability , 110–111  
 evidenced-based   ( see  Evidenced-based 

HIT) 
 FDA exemption for EHR vendors , 

107–108  
 homebuilt enterprise-wide systems , 102  
 infl uential systems , 101  
 institutions and clinicians, 

recommendations , 118–120  
 Meaningful Use (MU) , 106  
 paper-based medication , 100  
 policy creation and capture , 102–105  
 small practice EHRs , 102  

   Healthcare Information Technology Standards 
Panel (HITSP) , 49  

   Health care IT systems 
 analytics, data , 575  
 app-based health information technology 

ecosystem , 589  
 “apps” growth , 584  
 augmented guidance , 587–588  
 biosensors , 577–578  
 business and policy challenges , 589  
 care providers , 576  
 dashboards and process monitoring tools , 

580  
 data sharing , 572–573  
 development environment with apps , 585, 

586  
 EHR systems , 571–572  
 elements, data , 579  
 FHIRs , 585  
 government incentive programs , 572  
 health transformation , 573  
 HSPC , 585  
 informatics tools , 582  
 interoperability , 585–587  
 IOM Learning Health System Series , 574  
 “learning health system,” 572 
 meaningful use, proxy , 583–584  
 non-optimal delivery system , 574  
 organizations , 584  
 patient-centric connected care , 575  
 patient engagement , 578–579  
 patient identifi er challenge , 580–581  
 PCMH model of care , 582  
 personal sensors and tracking devices , 579  
 person-controlled lifetime record , 589  
 practices and organizations , 574  
 precision medicine , 577  
 primary drivers , 575, 576  
 provider-centric care coordination , 575  
 reward systems , 582  
 single uniform patient identifi er , 589  
 stakeholder interests alignment , 589  
 stakeholders , 588  
 usability , 584  
 value in health care , 581  
 wellness and prevention of disease , 

582–583  
   Healthcare policy , 102–105  
   Health care quality , 21  
   Healthcare redesign , 80  
   Healthcare roles 

 APIs , 198–199  
 big data analytics , 209  
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 Healthcare roles (cont.)
care coordination , 202  
 CDS , 207  
 chronic disease , 196  
 clinical informaticist , 205  
 community connector , 203  
 consumers , 201–202  
 data interrogation methods , 199–200  
 decision-making , 199  
 digital management , 200  
 exponential growth , 212  
 genomics , 207  
 health coaching , 204  
 information strategists , 207  
 lay health workers , 204  
 medicine specialist , 206  
 mobile applications , 204–205  
 nursing profession , 208–209  
 patient-communication , 199  
 person-centric care , 197–198  
 PHRs , 199  
 physicians , 205–206  
 population management , 209  
 radical personalization , 196–197  
 relational coordination , 202  
 resilience , 196  
 self-service mechanisms , 200  
 sensor technologies , 199  

   Healthcare Services Platform Consortium 
(HSPC) , 585  

   Healthcare transformation 
 Affordable Care Act , 224  
 capitalism , 225  
 consumer electronics market , 225  
 digital age   ( see  Digitization, healthcare) 
 economic reform , 225  
 glucose monitoring , 226  
 telemedicine , 226  

   Healthcare utilization analysis and hot 
spotting , 535–536  

   Healthcare workforce , 208  
   Health eDecisions , 12–13  
   Health Information and Management Systems 

Society (HIMSS) , 143  
   Health information exchange (HIE) , 89–90, 

130–131, 573  
   Health information infrastructure (HII) 

 architecture 
 institution-centric architecture , 

333–335  
 person-centric architecture , 336–340   

 ( see also  Health record bank 
(HRB)) 

 challenges 
 availability of electronic records , 332  
 cost , 332–333  
 diagnosis-related groups (DRG) 

reimbursement system , 333  
 EHR subsidies , 332  
 electronic exchange of , 332  
 privacy , 329–331  

 functions , 326  
 measuring progress , 344–345  
 policy issues in 

 current U.S. government programs , 
341–342  

 information economy , 343–344  
 innovation and discovery , 32, 343  
 patient control of access to information , 

340  
 U.S. government programs , 342–343  

   Health information infrastructure architecture 
 Institution-Centric Architecture 

 advantages , 334  
 complexity , 335  
 problems , 334–335  

 person-centric architecture (health record 
banking) 

 challenges , 340  
 fi nancial sustainability , 338–339  
 history , 337  
 interoperability , 339–340  
 security , 337–338  

   Health information management systems 
(HIMS) 

 CDS systems , 486  
 computer science and artifi cial intelligent 

machines , 495–498  
 EHR data , 489, 490  
 evidence-based data, entrepreneurs and 

developers , 487  
 FDA and medical devices regulation 

 ALS patients , 491–492  
 companies , 491  
 FDASIA Health IT Report , 490  
 plug-and-play effort , 490  
 “Quantifi ed Self” movement , 491  

 GIGO , 488  
 HIT literature and health policy bodies , 

485  
 HRV analysis , 489  
 Licklider’s vision , 486  
 machines , 494  
 “man-computer symbiosis," 494 
 MDDS , 489  
 MIMIC-II research database , 489  
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 novel visualization, complex data , 
500–501  

 pattern fragments, packets , 494  
 prototype graphic, medical data , 502  
 System Two operations , 487  
 “the art of medicine,” 487 
 theoretical guidance, clinical decisions , 

486  
 trauma resuscitation documentation , 488  
 vendor-agnostic patient-centric 

applications , 492–494  
 WYSIATI , 487  

   Health information systems 
 aging population, chronic disease , 284  
 caregivers as providers , 283  
 care, self-care and technology , 286–288  
 characteristics , 290  
 healthcare disparities , 284–285  
 healthcare manpower , 282–283  
 impact of social determinants , 283  
 IRLA , 288–290  
 patient-centered health information 

management , 285–286  
 racial and ethnic diversity , 284  
 retail healthcare, America , 284  
 rising healthcare costs , 283  

   Health information technologies (HIT) , 20  
 and interoperability , 133  
 policy 

 end-users of health care , 154  
 evidence-based decision-making , 155  
 HITECH , 155  
 interoperable data exchange , 154–155  
 ONC   ( see  Offi ce of the National 

Coordinator (ONC)) 
 ONC’s January 2015 Interoperability 
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