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Abstract. Loitering is a common behaviour of the elderly people.
We goal is develop an artificial intelligence system that automatically
detects loitering behaviour in video surveillance environments. The first
step to identify this behaviour was used a Generalized Sequential Pat-
terns that detects sequential micro-patterns in the input loitering video
sequences. The test phase determines the appropriate percentage of in-
clusion of this set of micro-patterns in a new input sequence, namely
those that are considered to form part of the profile, and then be identi-
fied as loitering. The system is dynamic; it obtains micro-patterns on a
repetitive basis. During the execution time, the system takes into account
the human operator and updates the performance values of loitering in
shopping mall. The profile obtained is consistent with what has been doc-
umented by experts in this field and is sufficient to focus the attention
of the human operator on the surveillance monitor.

1 Introduction

Modelling and automatic identifying human behaviour is an area that has been
developed significantly over the last few years in artificial intelligence and artifi-
cial vision. The aim of this type of investigations corresponds to the social need
for more security in particular, but also in general, in the form of automatic
observation of behaviour, such as in the health sector. We worked under the as-
sumption that it was possible to develop a system that emulated the ability of an
expert in recognizing loitering behaviour by considering a set of repeated actions
(micro-patterns) that are part of the loitering profile. This system updates the
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profile with the contribution of a human operator, with the aim of covering the
widest possible positive cases. The system is interactive and dynamic, because
it enables interaction between the system and the human operator and because
it facilitates the updating of the loitering profile.

We worked with the Generalized Sequential Patterns (GSP) algorithm to ob-
tain the micro-patterns (patterns comprised of a small number of sufficiently
repeated events). Srikant and Agrawal [1] use GSP to obtain sequential patterns
based on data about consumer shopping habits at supermarkets. In our study,
we had to change the input sequences of shopping behaviour to input sequences
of labelled loitering activities from video surveillance to obtain micro-patterns
that characterized the target behaviour. These micro-patterns constituted the
loitering profile for identifying loitering behaviour in video surveillance domains.
These micro-patterns are initially identified by positive sequences and loitering
characteristics. Afterwards, a sensitivity analysis is performed on new cases of
loitering sequences. Another step is the testing phase, which enables us to de-
termine the appropriate percentage of inclusion for this set of micro-patterns in
a new input stream. Since the system is dynamic, it obtains micro-patterns on
a repetitive basis; the sensitivity analysis is continually updated too. During the
execution time, the system takes into account the human operator annotations
and updates the performance values.

The next section presents a review of works related to the learning and se-
quential micro-pattern recognition of human behaviour. After, we describe the
proposed system based on micro-pattern matching with GSP and the selection
of those micro-patterns that best characterized (profile) the target situation.
Section 4 provides details of the experiments and the last section of the article
consists of our conclusions and also proposes new areas of related research.

2 Related Work

Park, et al. [2] use a probabilistic scoring function to calculate the temporal
similarity of event sequences with behavioural patterns that are defined as a
priori, that is, they identify Daily Living Activities (DLA) of people at home,
such as reading, listening to music, etc. Their approach consists of identifying
previously known behaviour using more explicit knowledge.

In our research, we examined the repetition of the occurrence of an event, or
several events, that led to the expected behaviour. Robertson, et al. [3] for ex-
ample, use rules of behaviour with a probabilistic algorithm, namely the Hidden
Markov Model (HMM), which identifies the behaviour of pedestrians crossing a
street in various situations such as when there is a lot of traffic, or when the
traffic lights change, etc. Other studies (e.g., see [4—6]) identify the behaviour
of people in video images based on the recognition of human movements. For
example, a sequential analysis of events was used with HMM to detect domestic
accidents, and to identify health problems such as feinting and cardiac arrests,
etc.

Chikhaoui et al. [7] use GSP to search behavioural patterns of persons during
their daily routines with the objective of distinguishing individual behaviour.
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The results show that there are clear differences between individual and typical
behaviour of people in activity day live. Moreover, it is relatively easy to model
normal behaviour. For example, the daily activity of a person at home in the
morning is often the same, and can thus be modelled a priori [8]. We believe
this proposed approach is innovative and has the potential of opening investi-
gation into adjacent domains of research, such as in healthcare and psychology.
However, this proposal is not an attempt to replace the human operator who
monitors peoples behaviour; instead, it should be viewed as a practical alter-
native for preventing delinquent behaviour using state of the art surveillance
technology (GSP and sensitivity analysis).

3 Loitering Behavior Identification Based on Sequential
Micro-Patterns

It shows the methodological structure of both stages or scenarios of our proposal:
the a priori training/learning process and the identification of patterns (Fig.1),
and the stage when the system is in operation (Fig. 2).

In the training stage (Fig. 1), the first step (1) is to find micro-patterns us-
ing GSP. As mentioned in the introduction, micro-patterns are small patterns
comprised of several sufficiently repeated events of loitering behaviour. In order
to obtain these, we must have a series of positive case sequences. Each sequence
represents the behaviour of a person and is obtained by labelling the individ-
ual activities of the monitored person for each second of video surveillance, e.g.
walk, walk, stop, stop, walk, walk, stop, stop. It may be assumed that vision al-
gorithms can recognize these events (see [6, 8-10]), or that they can be labelled
manually or semi-manually.

To obtain the micro-patterns, GSP searches all frequent sequences in the
database. Frequent sequences are those whose frequency exceeds a threshold
value known as minimum support. In first stage, GSP searches for these frequent
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Fig. 1. Identify loitering human behavior: Training stage
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Fig. 2. Identify loitering human behavior: Test stage

sequences in the database (using hashing tree algorithm) from the sequences of
size 1 (a sequence that contains 1 item), with 1-sequence frequent (candidate se-
quences); and from these, GSP builds sequences with size 2 (a sequence composed
of 2 items) and select the frequent 2-sequence. Frequent 2-sequences (candidate
sequences) are joined with frequent 1-sequences in order to form sequences of
size 3. With these sequences, other sequences of higher orders are generated.
GSP search ends when there are sequences of a desired length that appears
more frequently in the database. Finally, in the second stage, GSP removes non-
candidate sequences and as such obtains frequent sequences, known in this study
how micro-patterns . A sensitivity analysis is applied to all the micro-patterns.
Then, the most reliable ones for the target situation are selected, which form a
more representative behaviour profile (see Fig. 1). The sensitivity analysis of the
micro-patterns is carried out as follows:

Recognize (match) a p micro-pattern in a new sequence (s) implies extracting
an s sub-sequence from s, which is of the same length as p, and calculate the
Levenshtein distance (L) [11, 12] between p and s. If L is less than the threshold
a, there is therefore an occurrence with a positive result. This is repeated for all
the s that form part of s. We defined the matching threshold («) as in [13] (In
this case, it is related to football strategies). This is done to determine when a
micro-pattern appears in a sequence. The use of this threshold is justified since
it is difficult for an entire micro-pattern to appear exactly in the new sequence,
given the variability of behaviour (see [14, 15]).
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Test the initial micro-patterns with new sequences (this time with positives
and negatives). The micro-patterns were sorted according to their F1Score metric
since we wanted to detect as many positives as possible without affecting the
precision value (equilibrium). The most characterizing micro-patterns comprise
the behaviour profile. Determine the appropriate inclusion percentage of a profile
in a sequence. This process consists of determining which percentage of inclusion
of the profile patterns in the input sequence provides better results, or best
characterizes the behaviour, because as we can see from the test results in the
following section, it is important to maintain equilibrium, seeing that if too high
percentage of precision is required, the performance index is low. Once the system
is activated, we can examine the loitering profile within the input sequences i.e.
with the aim of generating a warning for the human operator.

In Fig. 2, we can see a diagram of the execution stage. During this stage, which
begins with the processing of the images, the input sequences are obtained to
verify whether any of them correspond to the loitering profile, and generate the
corresponding warning for the human operator. Thanks to the intervention of
the human operator, the system can learn in a continuous manner and not only
during the training stage. The execution stage considered the following factors:

Where the frequency sequence did not reach a level greater than the min-
imal support it was discarded automatically. This is something, which occurs
only in GSP (the training phase). Although these sequences were automati-
cally discarded by the system, there is also a way of retrieving them. On the
other hand, if the new sequences that are inputted into the system contain the
discarded sequences, their frequency will increase. Moreover, if this sequence
frequency reached a higher level than the minimal support, this sequence was
determined to be a micro-pattern. Consequently, we needed to repeat the entire
training phase and the sensitivity analysis again. Therefore, it could be con-
cluded that whenever there was a new micro-pattern, there would also be other
micro-patterns.

During the updating of the sensitivity analysis, we observed that it was neces-
sary for the human operator to determine whether true positive or false negative
cases were needed, or if, by default, neither of these options were required. After-
wards, the human operator updated the sensitivity analysis of micro-patterns,
namely those that constituted the profile.

4 Experimentation

The experimentation dataset, training and testing, is comprised of the following:
35 loitering sequences from CAVIAR-Project [16] test-bed contain footage from
a camera situated in a shopping centre alley (outside a shopping mall).
Loitering video observation and manual labelling of events: 100 video record-
ings of loitering behaviour, recorded by video surveillance systems, were ana-
lyzed. As with other previous examples, a security assistant observed each of the
video recordings for 40 seconds (timestamp). Then, the observations were man-
ually registered in a software program specially designed for this investigation.
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The 135 positive sequences were obtained from a single file of input sequences
for the GSP. Group (b) was created in the same way. We generated 100 sequences
by labelling negative events. Finally, we obtained a dataset of 235 mixed se-
quences. By using the 135 positives sequences to train the GSP, we were able to
obtain micro-patterns. The results showed that with the value MS = 0.4 (where
40% of the sequences include the micro-pattern) and o = 2 (where the distance
from the micro-pattern is less than or equal to 2), we were able to obtain the
required micro-pattern data. The values that were obtained during the testing
phase provided the most accurate results.

For the sensitivity analysis of loitering behaviour (see Table 1), we used 135
positive sequences with their respective number (100) of negative sequences.
This procedure helped us to obtain micro-patterns in order to make the desired
profile. Finally, we used the same sequences (235 sequences) to determine the
optimal percentage of micro-patterns. By also having the micro-patterns appear
in a sequence we were able to ensure that the sequence contained the profile of
loitering behaviour, thus obtaining new F1Score:

Table 1. Sensitivity analysis of micro-patterns obtained with GSP

Micro-patterns Precision Recall F1 Score

walks, walks, walks, stops, stops, stops, walks, walks, walks 0,85 0,94 0,89
stops, stops, stops, stops, stops, walks, turns-right, walks, 0,73 0,96 0,82
walks, turns-right, walks

stops, stops, stops, walks, walks, walks, walks, stops, stops, 0,71 0,96 0,81
turns-left, walks

stops, stops, stops, stops, walks, walks, walks, turns-right, 0,81 0,96 0,87
turns-right, browses, browses

walks, walks, walks, stops, stops, stops, walks, walks, walks 0,85 0,94 0,89

As can be seen from the Table 2, the results with the highest values are
observed when the sequences contain 75 % of the profile micro-patterns (see row
highlighted in bold). These results are considered valid (see [15, 16]) for this
study as they provide a high recall value and because the level of precision does
not severely decrease, but instead gradually increases based on the fact that the
input sequences contain the optimum number of micro-patterns. The optimum
percentage (75 %) of inclusion of the micro-patterns in the input sequences is
thus determined by the highest value of the F1Score (0.91).

It is worth highlighting the trend, that where there is a precision level of 0.64,
this indicates that a greater number of false alerts are generated compared with
the values of the last three rows of the table (0.93). This theory can be sustained
when we examine what happens with a precision level of 1.00. Where there is an
optimum precision level of 1.00, there will be minimal false alerts. The precision
value and the recall value rise and fall alternately, i.e. where one value increases
the other value decreases. The precision and recall values are mutually dependent
and the F1Score shows the relationship between these values.
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Table 2. Sensitivity analysis to determine the optimal percentage of inclusion in the
profile

Percentage of inclusion in the profile Precision Recall F1 Score

35 0,64 098 0,77
40 0,64 0,976 0,77
45 0,67 0,97 0,79
50 0,71 0,95 0,81
55 0,74 0,943 0,82
60 0,74 0,94 0,82
65 0,74 0,94 0,82
70 0,76 0,94 0,84
75 0,89 0,94 0,91
80 0,9 0,919 0,90
85 0,9 0,87 0,88
90 0,93 0,865 0,89
95 0,93 084 0,88
100 0,93 0,77 0,84

To explain this point further from a theoretical perspective, the system iden-
tifies the maximum number of loitering sequences (recall) in relation to the
minimum number of false alerts (precision). Therefore, the equilibrium between
precision and recall can be found where the F1Score is 0.91.

The experimentation found that if there is no equilibrium between these values
(i.e. when the number of input sequences is too small to generate representative
micro-patterns of loitering behaviour), we must increase the number of input
sequences by labelling more video recordings. For this reason, it is essential to
achieve equilibrium between precision and recall values.

Table 3. Performance results of micro-patterns (new test)

Micro-patterns Precision Recall F'1 Score

walks, walks, walks, stops, stops, stops, walks, walks, walks 0,64 0,94 0,76
stops, stops, stops, stops, stops, walks, turns-right, walks, 0,67 0,94 0,78
walks, turns-right, walks

stops, stops, stops, walks, walks, walks, walks, stops, stops, 0,73 0,91 0,81
turns-left, walks

stops, stops, stops, stops, walks, walks, walks, turns-right, 0,77 0,9 0,82
turns-right, browses, browses

walks, walks, walks, stops, stops, stops, walks, walks, walks 0,64 0,94 0,76
stops, stops, stops, stops, stops, walks, turns-right, walks, 0,67 0,94 0,78
walks, turns-right, walks

stops, stops, stops, walks, walks, walks, walks, stops, stops, 0,73 0,91 0,81
turns-left, walks
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To test whether our online system worked, we performed a final test to check
the learning capacity of the system with 100 new positive and 100 new negative
sequences. In this case (see Table 3), the sensitivity analysis did not generate
new micro-patterns, as there were not any sequences that reached the minimum
support level. Therefore, there did not exist sufficient changes in the sensitivity
analysis to produce new micro-patterns. Although the sensitivity analysis could
be updated, we still used the same micro-patterns. As we can see below, the F1
score remains high, and as with the example of loitering behaviour, the results
confirmed the micro-pattern percentage inclusion of 75% (see Table 4).

Table 4. Sensitivity analysis to determine the optimal percentage of inclusion in the
profile (new test)

Percentage of inclusion in the profile Precision Recall F1 Score

35 0,56 0,66 0,60
40 0,62 0,64 0,62
45 0,66 0,67 0,66
50 0,67 0,67 0,67
55 0,67 0,67 0,67
60 0,67 0,72 0,69
65 0,67 0,72 0,69
70 0,7 0,74 0,71
75 0,7 0,77 0,73
80 0,7 0,7 0,7

85 0,7 0,68 0,68
90 0,66 0,61 0,63
95 0,74 0,53 0,61
100 0,87 0,53 0,65

The results from Table 1 and Table 4 (i.e. after updating the sensitivity anal-
ysis of the selected micro-patterns) show that the obtained profile is used to
distinguish between normal and potential theft behaviour. Furthermore, with
the sequences that were used in the experimentation stage, the proposed system
is capable of distinguishing between normal and loitering behaviour, a problem
that was not, however, resolved in [17]. Indeed, this finding constitutes another
important contribution to our study.

5 Conclusions

In this paper, we aimed to test the hypothesis that there is a common denom-
inator in loitering behaviour which human experts are capable of identifying,
namely in determining target scenarios, but which, at the same time, may re-
sult in difficulties when actually defining them. Our subsequent approach to this
problem consisted of generating automatic alerts for human operators based



524 H.F. Gémez A. et al.

on the creation of a pre-selected loitering profile and the implementation of a
sensitivity analysis.

There were occasional occurrences of false alerts during the testing phase.
These false alerts may be reduced by obtaining the optimum percentage of in-
clusion of micro-patterns in the input sequences and by repeating the sensitivity
analysis. However, the proposed system is designed in such a way that, theo-
retically once it is fully installed and operational, it would work on its own by
automatically generating message alerts for the human operator, who, in turn,
would take the necessary security action.

This entire process is based on the identification and labelling of what we call
elementary or basic activities, namely events that are recognizable by artificial vi-
sion algorithms or intelligent sensory monitoring techniques (segmentation, tar-
geting, tracking and classification). By using these labelled sequences, i.e. where
loitering behaviour usually occurs, we can obtain sequential micro-patterns with
the GSP algorithm. After doing a sensitivity analysis with sequences showing
normal (negative) and loitering (positive) behaviour, the most characteristic
micro-patterns were selected, thereby confirming the loitering behaviour profile.

During runtime, i.e. when an input sequence contains the optimal percentage
of the profile, a message alert is raised for the human operator. The human
operator would then confirm the true positives and mark the false negatives.
This human interaction with the system therefore helps to update the sensitivity
analysis of the profile. Moreover, in real time the results that are originally
discarded can likewise be recovered if their frequency of occurrences reaches the
minimum required level.

To test our hypothesis, we carried out an experiment on the identification of
loitering behaviour in a shopping mall. This scenario was chosen because they
represented situations that fulfilled the conditions of the main areas of gerontol-
ogy i.e Alzheimer. In this case, we manually labelled the video recordings, thus
facilitating the sequencing of event labels.

Our results strongly suggest, therefore, that the implementation of a micro-
pattern profile in video surveillance situations helps in the prediction and pre-
vention of loitering activity, thereby serving as a fundamental tool for the human
operator.
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