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Abstract. Research about privacy in the context of social network sites
has not addressed yet how users behave with restrictive default pri-
vacy settings. Literature about default settings and the sharing of per-
sonal information in social network sites lacks empirical insight into how
restrictive default privacy settings influences the behavior of users. To
gain empirical insight, a social network site privacy interface prototype
was built to investigate the influence of default settings and interface
style on the privacy configuration behavior of users. Results show con-
figuration behavior differences between participants having restrictive
or permissive privacy default settings. Further, interfaces with multi-
ple pages of privacy settings induce participants to keep their default
settings.
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1 Introduction

Research in the area of privacy is a growing field in the information systems
literature [1]. Current research about privacy in the context of social network
sites (SNS) has not addressed yet how restrictive default privacy settings that
do not share personal information without the explicit decision of the users,
influences the behavior of users. Research strands about user behavior with
software defaults and the sharing behavior of users are contradictory in the
case of restrictive default privacy setting.

Literature in the field of default settings emphasizes that owing to several rea-
sons like e.g. lack of awareness [1] and laziness [2,3], users tend to keep default
settings. Consequently, when users of SNS behave similarly, more restrictive
default privacy settings could lead to less shared personal information on SNS.
On the other hand, users register to SNS in order to share personal informa-
tion with others. This satisfies their needs to lower feelings of loneliness and to
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increase feelings of social capital [4]. On SNS with restrictive default privacy
settings users cannot satisfy these needs without actively deviating from the
default.

Users perform a privacy calculus by weighing between the benefits and costs
of revealing personal information [5], before actually revealing personal informa-
tion. Throughout this decision process and driven by their need to share personal
information, users often underestimate possible risks owing to an “it wont hap-
pen to me” mentality [6]. By contrast, concepts like Privacy by Default (PbDef)
[7] aim to prevent users from potential privacy threats. PbDef obliges platform
providers to have the most restrictive privacy option as the preselected one for all
settings that manage the revelation of personal information [8]. In online services
that process personal information (like SNS), the most restrictive option is that
no-one could access personal information besides the owner of the information
itself. To grant other users access to personal information, everybody needs to
decide explicitly what and with whom she/he wants to share.

Privacy professionals promote PbDef as a powerful concept to reduce the risk
of privacy violation of the users that are also caused by the underestimation of
risks by users [8,9]. Therefore, privacy professionals suggest the implementation
of PbDef to all services that work with personal information. The European
Commission shares the opinion of privacy professionals about the potentials of
PbDef to protect the rights of citizens. Thus, as part of the European Union leg-
islation process the European Commission and the European Parliament passed
the draft law that makes PbDef binding for online service providers [10].

Providers of SNS expect PbDef to have a negative impact on the functionality
of the platform and their business models [11]. The success of SNS, however, is
determined by user participation, especially by sharing personal information [12].
Thus, concerns of providers are grounded in expecting less user participation
owing to PbDef with its restrictive default privacy settings.

Findings of both research strands (status quo, users need) are contradictory
in the case of restrictive default privacy settings and literature lacks empirical
insight into how users really behave on SNS with restrictive default privacy
settings and how different privacy settings influence the configuration behavior of
their privacy. To provide first insights regarding this topic, our research analyzes
how users differ in their configuration behavior of privacy settings by having
different restrictive default privacy settings. To identify impacts by the interface
we analyze the combined effect with different interface styles. This also enables
a better assessment of concerns and chances of PbDef regulation in the case of
SNS. To do so, we first describe the theoretical background of our research and
our hypotheses in Sect. 2. Following that, in Sect. 3 we presente our methodology,
including a description of our research prototype to execute the study. Section 4
presents the data collected during the study and the results of the tests. In Sect. 5
the results, implications and limitations are discussed followed by a conclusion
in Sect. 6.
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2 Theoretical Background

Various aspects in the field of privacy on SNS are covered in the literature [12–14].
SNS are defined to be about profiles and the connection between users [15]. Stud-
ies investigated how self-disclosure on SNS is influenced by gender [16] or culture
[17] as well as what kind of personal information users disclose on their profiles
on SNS [17]. Further, research investigates and describes the decision-making
process performed by users before revealing personal information on SNS. The
privacy calculus describes that users are performing a trade-off between the ben-
efits and costs of their self-disclosure on SNS prior to the decision of whether
to disclose personal information or not [1,6,18,19]. It is also found that trust
plays an important role in this decision-making process, because it influences
the perceived benefits and costs of the revelation [13].

Research also investigated why users share personal information within com-
munities [5,20,21] and how they handle their privacy settings [22–24]. Users par-
ticipate on SNS owing to several reasons. They desire identification within the
community and have a need for self-verifying feedback from the community [25].
Therefore, it is important for them to present themselves within the community
[26,27]. Further, communicating and sharing personal information on the SNS
brings users plenty of social capital [28] and reduces feelings of loneliness [5,29].

Default settings have been investigated in numerous different domains and
fields of application. Influences have been identified in the configuration of secu-
rity settings of WiFi access points [30], in the purchase of seat reservations on
railways [31], to the percentage of organ donors [32] and to response rates in web
surveys [33]. The common theme is that users tend to accept default settings,
so that defaults can also be seen as a de facto regulation [30]. Literature about
opt-in and opt-out also confirms that users tend to keep preselected options [3].
Literature puts this behavior down to the status quo bias [4,34].

Several possible reasons for not changing the default settings and keeping the
status quo exist: cognitive and physical laziness; perceiving default settings as
correct; perceiving endorsement from the provider; or using defaults as a justi-
fication for choice [3,4,35–37]. In the case of privacy settings in SNS, literature
shows that permissive default privacy options keep users off from configuring
their privacy settings [23]. Having a plethora of reasons for not changing default
settings, we expect that users with restrictive or permissive default settings will
tend to keep close to their preselected default privacy settings. Therefore, we
hypothesize:

H1: Users with restrictive or permissive default privacy settings differ in their
configuration behavior of privacy settings on SNS.

When privacy settings are spread over multiple pages, users can have dif-
ficulties in getting an overview of their own privacy configurations. Further, a
broader understanding of their own sharing behavior is limited [38,39]. Thus,
overall complexity can be increased by more privacy settings and a finer granu-
lation [39]. An increased complexity will reduce the transparency of the interface
that will also lead users to keep their default settings [2]. Higher complexity of
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an interface can also require more technical skills to understand the interface [2].
Thus, the style of an interface can also affect the configuration behavior by users
of their privacy settings. Therefore, we hypothesize:

H2: Users having a structured or unstructured interface differ in their configu-
ration behavior of privacy settings on SNS.

The previously described findings about user behavior in the context of
default settings and different interface styles also indicate a combined effect.
Therefore, we hypothesize:

H3: Users having different restrictive default privacy settings and using a differ-
ent interface differ in their configuration behavior of privacy settings on SNS.

3 Methodology

Hypotheses were checked in an experimental setting with an independent-
measures study design. As our independent variables, we have two dimensions
each with two conditions. The first dimension concerns the restrictiveness of the
default settings. Each participant is assigned to either Privacy by Default with
the preselected option that only the user herself can see her own personal infor-
mation; or the opposite, that the whole SNS can see the personal information
of the user. The second dimension concerns the interface. Each participant is
assigned either to have all privacy settings in a list on one page or categorized in
a menu with multiple pages. Based on the two dimensions with their conditions,
four different groups have been built in the intersections of the conditions as
displayed in Fig. 1.
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Fig. 1. Experimental groups

We analyzed the differences among the four groups for 14 different privacy
settings of SNS. Relevant privacy settings were collected and clustered based on
SNS that are popular in Germany: Facebook, Google+, LinkedIn, Xing, and Stu-
diVZ. From the pool of privacy settings of these SNS, we selected for our analysis
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those settings that allow drawing conclusions regarding the personality of a user
(e.g. personality, location, etc.). The selected settings were clustered with regard
to their functionality. This results in three categories: Profile Information, Status
Updates, and Media. The selected privacy settings and their grouping according
to the identified categories are shown in Table 1.

Table 1. Analyzed privacy settings

Cat. No. Privacy settings

Profile information 1 Who can see the date of your birthday?

2 Who can see your year of birth?

3 Who can see whether you are interested in boys or girls?

4 Who can see your relationship status?

Status updates 5 Who is allowed to see your status updates?

6 Who will be informed about changes in your profile?

7 Who is allowed to see updates about your location?

8 Who is allowed to add information to your timeline?

9 Who is allowed to see entries on your timeline added by others?

10 Who is allowed to tag you in status updates?

11 Who is allowed to tag you in photos?

Media 12 Who is allowed to see your photo albums?

13 Who is allowed to see the location of your photos?

14 Who is allowed to see your videos?

The dependent variable of the configuration behavior of participants is mea-
sured by the selected privacy option for each setting. Every participant can choose
between options with different access rights for their personal information.

3.1 Participants

We focused on students with an active account on a social network. Overall 632
students participated in the study. An a priori power analysis with an expected
effect size of r =.50 computed a required total sample size of at least 420 (105
per group) participants to get a power of .95 [40]. We met the requirements of
the power analysis with our sample size of a total of 632 participants, as shown
in Table 2.

Participants were motivated to participate in the study by prizes raffled
among all participants that worked with the privacy interface prototype and
filled out a subsequent questionnaire. Table 2 shows the distribution of the par-
ticipants into the four experimental groups as well as their gender, age, and the
period of time they have been using SNS. The proportion of male and female
participants is comparable among all four groups. Likewise, the average ages as
well as the time of SNS usage are similar within all four experimental groups.
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Table 2. Sociodemographic data

CPr,Me CPr,Li CPu,Me CPu,Li Total

Participants 115 198 126 193 632

Male 64 115 70 114 363

Female 46 73 53 77 249

No anser 5 10 3 2 20

Age

Average Age 20.09 21.21 21.57 20.82 20.96

SD 5.33 5.97 6.65 4.61 5.63

SNS usage

Average Years 4.78 4.91 4.81 4.70 4.81

SD 2.33 2.32 2.46 2.18 2.34

The frequency of using SNS for private purposes is comparable for all exper-
imental groups as displayed in Fig. 2. About 70 % of the participants allocated
to the interface style with privacy settings in the form of a list visit SNS sev-
eral times a day. In the groups having a menu interface style the proportion of
participants visiting SNS every day is over 60 %. The other participants, for the
most part, visit SNS at least several times a week. Consequently, participants of
our study have a high experience with SNS owing to the high frequency of their
usage.
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Fig. 2. Frequency of SNS usage

In addition, the distribution of the number of friends is also similar for all
experimental groups, as shown in Fig. 3. Only a small portion of participants
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Fig. 3. Number of friends on SNS

per group have fewer than 100 friends on SNS. About 30 % of all experimental
groups have more than 400 friends. The rest of the participants have from 100
to 400 friends.

3.2 Privacy Interface Prototype

A Privacy Interface Prototype was built to collect the needed data for the
analysis. The developed prototype is built based on web-technologies that are
platform-independent. After the development, the prototype was tested with all
popular web browsers.

The prototype gives the opportunity to simulate the privacy configuration
interfaces from SNS based on the two analyzed dimensions, but also to display
instructions and questionnaires before and after the privacy interface. Further-
more, the prototype measures the duration that participants spend on each page.
Participants can move between the pages through buttons at the bottom of each
page.

The privacy configuration interface is composed of those privacy settings that
are part of our analysis. To test the influence of the interface style, two different
layouts of interfaces, as shown in Fig. 4 can be displayed by the prototype. In
the first layout that simulates the interface style of (a) List, all analyzed privacy
settings are laid out one below the other. In the second layout that simulates the
interface style of (b) Menu, the analyzed privacy settings are spread over multiple
pages grouped by the identified categories. The category Profile Information is
displayed as the first page after starting the privacy interface prototype. With
a menu on the left side participants can navigate between the pages of the
categories to configure those privacy settings.
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(a) List (b) Menu

Fig. 4. Screenshots of the privacy interface prototype

Independently of the interface style, next to the description of each privacy
setting a button exists to configure the privacy setting. A pull-down menu opens
by clicking on this button and shows all available options as demonstrated in
the example of restrictive default privacy settings in Fig. 5. In this menu each
participant has the opportunity to choose between the following privacy options:
(1) Everybody, (2) Friends of Friends, (3) Friends, (4) List (Subgroup of Friends),
or (5) Only me. Initially, the default value based on the particular condition is
shown on the button. Participants can change the privacy settings until they
finalize the whole session of the privacy interface prototype and move to the
next page with a questionnaire. When an option is changed, the button shows the
latest selected option and this option is saved to the database of the prototype.

Fig. 5. Configuration of privacy settings

3.3 Procedure

Participants were asked to open the website with the privacy interface prototype
in their web-browser. Initially, a page with instructions was shown describing the
procedure of the study and instructing participants that the privacy interface
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requires them to configure privacy settings as they would do it on SNS with
their personal information. Regarding the purpose of the study, participants were
informed that we want to understand how they configure their privacy settings
on SNS. They were not told that we are especially focusing on their configuration
behavior with regard to different default privacy settings and interface styles.

On the next page, the interface of the privacy settings was displayed to
the participants. In this step, the participants were randomly allocated to one
of the four experimental groups based on both analyzed dimensions with each of
the two conditions. For those experimental groups (CPr,Li, CPr,Me) that have
the condition of restrictive default settings the option Only me was preselected to
all privacy settings as proposed by PbDef. For the other experimental groups
(CPu,Li, CPu,Me) we simulated the opposite - that all personal information is
available on the SNS. The privacy settings of participants had been set to the
option Everybody as the preselected option. Besides the default setting and
based on the second analyzed dimension, participants had been allocated to one
of the previously described interface styles.

All experimental groups were now asked to configure their privacy settings
accordingly to their preferences, but were not forced to change any of the set-
tings. Participants could quit the session of the privacy settings configuration by
clicking on the button Next to move forward to the next page. Following that,
they were asked some questions regarding their age, gender and usage behavior
on SNS. Figure 6 summarizes the procedure of the study.

Fig. 6. Procedure of the study

4 Results

For each of the 14 analyzed privacy settings the participants had been able to
choose from the previously described five options. It was required to code the
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Table 3. Coding of privacy options

Code Value

1 Everybody

2 Friends of Friends (FoF)

3 Friends

4 List (Subgroup of Friends)

5 Only me

privacy options to be able to run statistical analysis. We coded the options from
1 (Everybody) to 5 (Only me) as shown in Table 3.

In the following, descriptive statistics as well as the results of the statistical
test are described in more detail.

4.1 Descriptive Statistics

For each of the analyzed privacy settings, we calculated the mean and the stan-
dard deviation based on the collected and coded data. This was done for all
four experimental groups separately. Results for all groups are listed in Table 4.
A separate comparison for each interface style shows that groups with restric-
tive default privacy settings (CPr,Li, CPr,Me) have a higher mean than groups
with permissive settings (CPu,Li, CPu,Me). The difference between the means is
even higher for the menu interface layout compared to the list layout. Standard
deviations for each setting are comparable for all groups.

4.2 Comparison of Privacy Configuration Behavior

To test our hypothesis, an adequate statistical test is required to identify dif-
ferences in our experimental groups based on two predictor variables: Default
Privacy Setting and Interface Layout. Parametric tests that compare the ratio of
systematic variance (e. g. Two-Way Independent ANOVA) require homoscedas-
ticity [41]. Based on the results of Leven’s test we found that this assumption
was not fulfilled. Therefore, we used the Scheirer-Ray-Hare (SHR) test [42], a
non-parametric alternative that allows to analyze the combined effect of two
predictor variables. This ranking-based test is more conservative compared to
the parametric Two-Way Independent ANOVA, but it allows investigation of the
combined effect, even for the presence of heteroscedasticity. The SHR test gives
results about the significance of the effect on the privacy configuration behavior
of each analyzed dimension separately and of the combined effect. A p-value of
p <.05 implies that H0 can be rejected under the 5-percent level. According to
this a p-value of p>.05 implies that we have to reject the tested hypothesis.

As displayed in Table 5, results show the significant effect of the default set-
ting on the configuration behavior for all 14 analyzed privacy settings. Therefore,
we can see hypothesis H1 as fulfilled. Further, results show that a significant effect
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Table 4. Descriptive statistics

No. CPr,Li CPu,Li CPu,Me CPr,Me

x̄ SD x̄ SD x̄ SD x̄ SD

1 3.05 1.06 2.73 1.11 2.61 1.19 3.17 1.06

2 3.53 1.29 2.93 1.34 2.94 1.44 3.49 1.31

3 3.58 1.44 2.67 1.47 2.87 1.57 3.32 1.58

4 3.48 1.23 2.89 1.31 2.82 1.19 3.30 1.16

5 2.99 0.74 2.73 0.78 1.65 0.98 4.11 1.00

6 3.70 1.04 3.20 1.09 1.90 1.39 4.50 0.88

7 3.93 1.06 3.40 1.26 1.98 1.51 4.61 0.78

8 3.52 0.97 2.87 0.98 1.67 1.01 4.15 1.00

9 3.49 1.08 2.80 1.02 1.63 0.98 4.17 1.03

10 3.35 0.95 2.89 0.89 1.73 1.09 4.26 0.97

11 3.47 0.98 2.92 0.98 1.77 1.15 4.30 0.92

12 3.19 0.82 2.86 0.83 1.69 1.00 4.23 0.97

13 3.78 1.07 3.17 1.15 1.72 1.11 4.44 0.92

14 3.55 1.07 3.03 0.99 1.74 1.10 4.26 1.06

Table 5. Results of Scheirer-Ray-Hare test

No. Default setting Interface style Default*Interface

df p-value df p-value df p-value

1 1 .000 1 .886 1 .596

2 1 .000 1 .880 1 .590

3 1 .000 1 .710 1 .092

4 1 .000 1 .128 1 .392

5 1 .000 1 .003 1 .000

6 1 .000 1 .648 1 .000

7 1 .000 1 .157 1 .000

8 1 .000 1 .661 1 .000

9 1 .000 1 .263 1 .000

10 1 .000 1 .119 1 .000

11 1 .000 1 .227 1 .000

12 1 .000 1 .034 1 .000

13 1 .000 1 .073 1 .000

14 1 .000 1 .412 1 .000
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on the configuration behavior is measured only for privacy settings concerning
the access to timeline updates and access to photo albums. We need to reject
hypothesis H2 for the 12 privacy settings with a p-value of p>.05.

For all analyzed privacy settings allocated to categories Status Updates and
Media a significant combined effect of the Default Setting and the Interface
style is measured. There is no significant combined effect on privacy settings
in the category Profile Information. Thus, we need to reject hypothesis H3 for
the four privacy settings of category Profile Information, but results confirm the
hypothesis H3 for privacy settings in categories Status Updates and Media.

5 Discussion

The aim of this study was to understand how users’ configuration behavior of
default privacy settings is affected by the restrictiveness of default settings and
the style of privacy interfaces. Results show a significantly different privacy con-
figuration behavior between the participants of the groups having restrictive
(CPr,Li, CPr,Me) or permissive (CPu,Li, CPu,Me) default privacy settings. Inde-
pendent of interface styles, users tend to keep close to the preselected options or
to keep default settings. This applies to all 14 analyzed privacy settings of our
study. Thus, results are in line with research about users’ behavior with default
settings in other domains [2–4].

However, the dimension of the interface style does not have a significant
effect on the configuration behavior of the participants for all settings. Besides
the privacy settings for the access to status updates and photo albums, a signif-
icant difference between interface style list (CPr,Li, CPu,Li) and menu (CPr,Me,
CPu,Me) is measured for none of the analyzed privacy settings. This is the result
of similar behavior for the two experimental groups in each interface style that
can clearly be seen in the radar chart (Fig. 7). The two experimental groups
having the interface style of list (solid lines) are both close to the option Friend.
Experimental groups having the interface style of menu (dotted lines) are in
general both oriented to the preselected options of Everybody and Only me.

Results for the combined effect of both analyzed dimensions show a signif-
icant change in the configuration behavior of privacy settings in the categories
Status Updates and Media. For these settings, the difference between experi-
mental groups having restrictive or permissive default privacy settings is also
influenced by the conditions of the interface style. As displayed in Fig. 7, at least
for the categories Status Updates and Media, the difference between mean values
having the interface style of list is smaller than the difference between mean
values having the interface style with multiple pages. For the privacy settings of
the category Profile Information the mean values of all four experimental groups
are close to each other. That results in the non-significant result of the combined
effect.

Based on the test results of the combined effect, it can be concluded that users
having an interface with multiple pages tend to keep default settings for the ana-
lyzed privacy settings of the categories Status Updates and Media. Analysis of the
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settings of category Profile Information, shows that participants are more willing
to deviate from the default. We presume that this effect is less due to the settings
themselves, but more due to the order of the categories. The category of Profile
Information was the first page shown to the participants after starting the privacy
interface prototype. Thus, participants were able to configure theses privacy set-
tings directly. To adjust the privacy settings of the other categories they had to
switch actively to another page, what was most probably not done by the major-
ity of participants. This is in line with related research that less transparency is
one reason for users to keep default settings [2]. Furthermore, higher granularity
and placing settings on multiple pages can increase the complexity of the inter-
face [39]. If users do not have enough technical skills to compensate for the higher
complexity, it will also result in keeping their the default settings [2].

One can summarize, that also in the case of restrictive default privacy settings
the status quo bias cannot be overcome by users’ needs that require a deviation
from the defaults. An interface style with multiple pages strengthens this effect
on those pages that are not shown directly to the users.

5.1 Implications for Regulators and Platform Providers

Results of our study show that users behave differently whether they have
restrictive or permissive default privacy settings. Concerns of platform providers
seems to be confirmed that users will share less personal information in the
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case of PbDef. Users will share their personal information to a smaller num-
ber of addressees due to the more restrictive privacy settings. This will reduce
the overall exchange of personal information within the network that could be
critical for the success of the SNS [43].

Hence, the privacy settings configuration behavior of users also depends on
the interface style. In the more transparent interface (list) the majority of partic-
ipants favored the option that their friends can access their personal information
for the majority of analyzed privacy settings. The main motivator for users to use
SNS is the exchange of personal information with their friends [27]. In the case
of transparent privacy settings users are still able to fulfill their need for social
capital, enjoyment, and relationship-maintenance even in the case of restrictive
default privacy settings [13,29]. Therefore, the concerns of SNS providers regard-
ing the functionality of the platform are for the most parts unfounded.

Hence, problems can occur by having PbDef in the case of a less transparent
privacy interface. By having permissive default privacy setting a less transparent
privacy interface can increase the amount of shared personal information com-
pared to less shared default settings [2] even it is not in line with the expectations
of users. In the case of PbDef SNS providers need to increase the transparency
of the privacy interface to support users in fulfilling their needs in SNS. That
also implies a deviation from restrictive default privacy settings.

Expectations of the EC on PbDef can be seen as fulfilled based on the results
of the study. Users that are not deviating from their default setting e.g. owing
to less transparent interfaces are still protected from an unintended revelation
until they are able to adjust privacy settings according to their needs and require-
ments. Hence, business innovation or business models are also not blocked by
PbDef regulation.

5.2 Limitations

The study is limited to several aspects. The analyzed sample is limited to stu-
dents. Even though literature shows that younger persons use SNS more often
than older ones [44] other generations are also of interest. Literature describes a
relationship between age and the number of friends on SNS [45] and that younger
users have more friends compared to older ones. Both findings depict a differ-
ence in usage behavior between generations. Therefore, the results of this study
might not be applicable to other age groups of SNS users. Additionally, cultural
aspects could also have a relevant effect on the configuration behavior of privacy
settings. Especially, settings like sexual-orientation or relationship-status could
be more sensitive in other cultures compared to the Western-Europe (German)
culture [13].

Our study focused on SNS used in a private context. SNS with a private focus
(e.g. Facebook) differ in their requirements and characteristics from business SNS
(e.g. LinkedIn) or corporate SNS [46,47]. Furthermore, personal information like
sexual-orientation or relationship status are also not relevant in a professional
context. Therefore, the configuration behavior of privacy settings can deviate.
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The analyzed effect of the privacy configuration behavior of users is based
on short-term decisions. In a real life scenario, users might be motivated to
deviate from restrictive default settings at a later point in time, owing to the
comments of their peers, the media or other external pressures. Thus, we cannot
necessarily conclude the long-term behavior of users. Further, the behavior of
the participants could be biased by the fact that due to the design of the study
their personal information is never threatened. In a scenario where personal
information are affected by their decision behavior is might be different.

Additionally, the prototype of our study was just composed out of the privacy
interface. Usually, privacy interfaces of current SNS are hidden in the options
or menus, besides other options. Therefore, aspects like awareness of privacy
settings in general are not be covered by the results.

5.3 Future Research

As mentioned before, it is needed to identify the long-term effect of default pri-
vacy settings on the privacy configuration behavior of users on SNS. In addition,
the effect of default privacy settings in interfaces with multiple pages needs fur-
ther investigations. The order of analyzed categories in the interface needs to be
randomized to find out whether the effect of keeping default settings is grounded
in the order of categories or in the privacy settings themselves.

To counteract less shared personal information owing to restrictive default
privacy settings in privacy interfaces with multiple pages, research is needed to
build better interfaces. Requirements need to be identified and design guidelines
need to be built to improve transparency in those privacy interfaces. Further-
more, open research fields include how experiences with SNS, the frequency of
usage or the privacy sensitivity of users correlates with the configuration of pri-
vacy settings by having more restrictive default privacy settings.

6 Conclusion

With our study of 632 participants in an experimental setting, we gained empir-
ical insight into the field of restrictive default privacy settings in the context
of SNS. We built a better understanding of differences in privacy configuration
behavior based on default settings or the interface style.

The findings of our study show that users’ configuration behavior by users of
privacy settings on SNS differs depending on the preselected option of privacy
settings. Furthermore, the style of the privacy interface also partly influences
the configuration behavior of privacy settings by users. Privacy interfaces with
multiple pages keep users from changing their default settings, whereas interfaces
that have all privacy settings in a list are more transparent and support users
in deviating from the default option to adjust the privacy settings according to
their needs.

Concluding, our study also demonstrate that in the case of restrictive default
privacy settings users’ needs that require the revelation of personal information
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also do not outweight the status quo bias. Having an interface style with less
transparency strengthens this effect on those privacy settings that need further
clicks to be accessible.
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