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Abstract. SIMON is a family of lightweight block ciphers designed by
the U.S National Security Agency in 2013. In this paper, we analyze the
resistance of the SIMON family of block ciphers against the recent match
box meet-in-the-middle attack which was proposed in FSE 2014. Our
attack particularly exploits the weaknesses of the linear key schedules
of SIMON. Since the data available to the adversary is rather limited
in many concrete applications, it is worthwhile to assess the security of
SIMON against such low-data attacks.
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1 Introduction

Recent years have witnessed the rapid development of lightweight cryptography.
In order to meet the uprising security demands in resource restrained environ-
ment such as RFID tags and wireless sensor networks, many lightweight block
ciphers have been proposed as the fundamental cryptographic primitives, includ-
ing PRESENT [6], KATAN & KTANTAN [9], PRINTcipher [14], LBlock [19],
Piccolo [16], LED [11], SIMON & SPECK [3], to name but a few. In order
to design a cipher satisfying resource constraints, the inner components should
be simple and easy to implement, especially the key schedules. For example,
KATAN, PRINCE and SIMON have linear key schedules and LED uses the
master key directly without any key schedule.

These new design styles give rise to new cryptanalytic techniques. In particu-
lar, meet-in-the-middle attacks have developed a lot in the analysis of lightweight
block ciphers [7,8]. New techniques, such as indirect matching, all-subkey recov-
ery [17], bicliques [13], sieve-in-the-middle [8] and match box [10] have been
proposed and make meet-in-the-middle attacks more powerful in cryptanalysis.

Meet-in-the-middle attacks normally can apply to ciphers with simple key
schedules. As a unique instance, the recently proposed match box technique [10]
aims particularly at block ciphers with linear key schedules.
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SIMON is a family of lightweight block ciphers designed by the U.S National
Security Agency in 2013. It attracts many researchers since there is no internal
security analysis of the cipher included in the specification document. In the
literature, analyses of SIMON focus on differential cryptanalysis [4] and linear
cryptanalysis [15]. Typical examples are [1,2,5,18] which belong to the sort of
statistical cryptanalysis and thus require a great data complexity. However, in
this paper we only concentrate on attacks with low data complexity.

Our contributions. In this paper, we analyze the resistance of the SIMON
family of block ciphers against the match box meet-in-the-middle attack. Com-
pared with classical statistical attacks such as differential and linear attacks
[4,15], the match box meet-in-the-middle attack on SIMON requires much less
and more reasonable amount of data. To the best of our knowledge, this is the
first meet-in-the-middle type of attack on SIMON, which is both meaningful
and attractive for many concrete protocols and applications, where only a small
amount of plaintext/ciphertext pairs can be eavesdropped by the adversary. Our
work enriches the analytical results on SIMON in the literature.

The remainder of this paper is organized as follows. The notations used in
this paper are defined in Sect.2; we recall the match box meet-in-the-middle
attack in Sect.3; Sect.4 briefly describes the family of block ciphers SIMON,
elaborates the match box meet-in-the-middle attack against the smallest version
of SIMON and summarizes the results of other SIMON versions; we conclude
the paper in the last section.

2 Notations

The following notations will be used throughout this paper:

P,C : plaintext and ciphertext.
Eo—r(K,P) :encryption of P from round 0 to round R with the secret key K.
Dr—_gr,(K,C) : decryption of C from round R to round R; with the secret key K.

X" : the i-th state word.
X; : the j-th bit of the word X*.
|K| : the bit size of K or the dimension of the linear space

generated by K.

3 Match Box Meet-in-the-Middle Attack

In this section, we recall the details of the match box meet-in-the-middle attack
[10] and some related techniques.

3.1 Basic Meet-in-the-Middle Attack

As depicted in Fig. 1, the basic meet-in-the-middle attack assumes that a fraction
of the internal state v could be computed from a plaintext P with a portion K3
of the master key K, and that v could also be computed from the corresponding
ciphertext C' with a portion K5 of K.
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Fig. 1. Basic meet-in-the-middle attack

Assume K1 UKy = K, KiNKy; = K, K] = K1 — Kn and Ky = Ko — K. The
basic meet-in-the-middle attack proceeds in two stages: a key filtering stage which
sieves out the key candidates, followed by a verification stage that tests each can-
didate to derive the right key. The first stage with one pair of plaintex/ciphertext
is as follows:

— For each kn € Kn:
1. For each k} € K}, v is computed, and store the corresponding pair (v, k})
in a table indexed by v.
2. For each k) € K}, v is computed. From the previous table, retrieve the
kis by matching v. The combination of ¥, k) and kn forms a candidate
master key.

The right key is necessarily among the candidate keys, since it must lead to a
match at any internal state. After the key filtering stage described above, the
key space is reduced to 2/%I=1vI,
In the verification stage, each candidate key is tested. To find the right key,
N = (%1 pairs of plaintext/ciphertext are needed, where n is the block size.
In total, the time complexity is:

T= TFiltering + TVerifying
R R N-1
_okn . (ot B oy B2 9| K|~ [v] —i=n
Gl R YA

encryptions, where R; and Rs are the number of rounds in forward computa-
tion and backward computation respectively, and R = R; + Rs is the number
of rounds attacked. The memory complexity is min{2|K1|,2|Ké|}, and the data
complexity is N known plaintext/ciphertext pairs.

A simple tweak can be utilized to reduce the complexity. Suppose ¢ pairs of
plaintext/ciphertext are used in the first stage. Then the complexity of the first
stage rises ¢ times, while in the second stage only 2/51=*1?l candidate keys need
to be tested.

The indirect matching technique, which neglects the round key bits which
have a linear impact on the matching point, can also be exploited to decrease
the complexity. Suppose v = Fg_g, (K1, P) = Dr_pg, (K2,C) and L(K7), L(K>2)
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are the bits of K7, K5 that have a linear impact on v. Then this equation can
be rewritten as

v = Eole (K1 — L(Kl),P) ) L(K1) == DRle (K2 — L(KQ),C) D L(KQ),
which is equivalent to
Eo_g,(K1—L(K1),P)® Dp_g, (K2 — L(K2),C) = L(K1) ® L(K>). (1)

A correct guess of Ky — L(K), Ko — L(K>) makes Eq. (1) hold for different pairs
of plaintext/ciphertext, say (P;,C) and (Ps, C2), that is,

Eo_g, (K1 — L(K1),P) ® Dr_gr, (K2 — L(K3),Ch)
=FEo_g, (K1 — L(K4), P2) @ Dr_g, (K3 — L(K3),Cs).

In this way, if multiple pairs of plaintext/ciphertext are used, key bits in L(K7),
L(K>3) can be excluded and thus less bits need to be considered from both direc-
tions of computation in the first stage. Consequently, the complexity decreases
accordingly.

3.2 Match Box Meet-in-the-Middle Attack

The match box technique was proposed in [10] which fits in the general sieve-in-
the-middle framework [8]. As shown in Fig. 2, [ is computed from a plaintext P
with k; € K; and r is computed from the corresponding ciphertext C' with ky €
K5. The match box is a precomputed table that stores all compatible (I, r)s under
control of k3 € K3, which has a small size. The simplest case is that K3 N Ky =
K3 N Ky = @. In this case, once [ and r are computed, the match box returns
whether [ and r are compatible. If so, the corresponding (k1, k2, k3) is a candidate
key. In more practical cases, K3 may involve bits from both K; and K5, which
makes it difficult to construct a match box with a reasonable complexity.

In [10], the authors proposed a method to construct match boxes for block
ciphers with linear key schedules. Following the previous notations, K1 N Ky =
Kn, K] = K1 — Knand K; UK, = K. K3 isrelated to both K7 and Ks. Let f be
the key schedule function. Since K = K{ + Ko, then f(K) = f(K}) @ f(K2). On
the right side of the match box, r and ko are known (which means f(K>) is also
known) and considered as a whole ¥ = (r, f(K3)). On the left side of the match
box, (I, k) are known. [ depends on &} and there are 2 1K1l mappings of g : K.

P [] Matchbox [pe S

sanbijlg
D)

K, K, K,

Fig. 2. Match box meet-in-the-middle attack
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Given a mapping g, for each value of 7 we can precompute a list of k{s (at most
21%il) leading to I such that (I, k}) and 7 are compatible. There are 2/l values of
7, and as a result I 114171 computations should be stored for each mapping g.
Enumerating all possible mappings, the match box is supposed to have

olUl-21 K14 | K |47 (2)

entries in total®.

During the attack, [ is computed using k7 in the forward computation and
the mapping g is thus determined; in the backward computation, 7 is computed.
To verify the compatibility between (I, k}) and 7, we search for the list of kis
using 7 among the items of the match box which is indexed by the mapping g,
and check whether the k] used in forward computation is in that list.

The main limitation of this technique is the size of the match box table. More
precisely, as specified in Eq. (2), the table becomes too large if |K7| is not small
enough.

On the key separations. Following the idea in [10], the master key can be
regarded as a vector in (Z/2Z)/¥]. The value of the master key corresponds to
the coordinates of this vector along the canonical basis. Each round key is a
linear combination of the master key bits, and then |Ki| (resp. |K2|) can be
regarded as the dimension of the linear space generated by K; (resp. Kz). In
this way, it becomes much easier to find independent separations of the round
key bits, which results in more efficient meet-in-the-middle attacks for KATAN
in [10]. This strategy is very likely to be applicable to other block ciphers with
linear key schedules.

4 Match Box Meet-in-the-Middle Attack on SIMON

4.1 The SIMON Family of Block Ciphers

SIMON is a family of lightweight block ciphers designed by NSA which aims to
provide an optimal hardware implementation performance [3]. SIMON supports
a variety of word sizes n = 16,24, 32,48 and 64 bits. SIMON2n with m n-bit
key words is denoted by SIMON2n/mn. Table 1 makes explicit the parameter
choices for all versions of SIMON.

The design of SIMON follows a classical Feistel structure, operating on two n-
bit halves in each round. The round function makes use of three n-bit operations:
XOR (4), AND (&) and circular shift («). Given a round key k it is defined
on two inputs z and y as

Ri(z,y) = (y @ f(z) © k, x),

where f(z) = ((z << 1)& (2 <« 8)) @ (v << 2). In this paper, (X°, X!) denotes
the plaintext and (X%, X*1) denotes the state after i rounds of encryption.
! We have confirmed from the authors of [10] that the complexity is not U Al K 17

. . ol K1 ’ 7|
as their paper describes, but 2121 FIKLIHIT,
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Table 1. SIMON parameters.

Block | Key Word | Key Rounds
size 2n | size mn | size n | words m | T
32 64 16 4 32
48 72 24 3 36
48 96 24 4 36
64 96 32 3 42
64 128 32 4 44
96 96 48 2 52
96 144 48 3 54
128 128 64 2 68
128 192 64 3 69
128 256 64 4 72

The key schedules of SIMON are linear transformations, as depicted in Fig. 4.
The m master key words are used as the first m round keys. Also, they are the
inputs for the first iteration of the key schedules. Note that, the i-th round key is
denoted as K*. The key schedule differs slightly for different m. The constant ¢
is 2" —4 and z;s are 1-bit constant sequences. For more specifications of SIMON,
please refer to [3] Fig. 3.

XHI Xi

Fig. 3. The round function of SIMON

i

B)m=2

Fig. 4. The key schedules for m = 4,3,2. S? operation denotes left circular shift by
j bits.
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4.2 Application of Match Box Meet-in-the-Middle Attack to
SIMON32/64

SIMON32/64 is the version of SIMON with 16-bit words and 64-bit keys (n =
16,m = 4). As depicted in Fig.5, we need to guarantee that |K;| < 64 in the
forward computation, such that the attack is faster than the brute-force attack.
Following the algorithm in [10] that determines key dependencies by marking
the key bits that enter the state bits and propagating the dependencies along
the cipher, we also write a program to observe the dependency between internal
state bits and key bits. According to our computation, after seven rounds of
encryption each state bit are influenced by 63 round key bits, among which 61
bits have a nonlinear impact on the state bit. These 61 round key bits form a
linear space of dimension 61.

-

Forward Match box Backward Biclique

Fig. 5. Match box meet-in-the-middle attack on SIMON32/64

Similarly in the backward computation, 61 round key bits have a nonlinear
impact on each state bit after seven rounds of decryption, which also form a
linear space of dimension 61.

Setting any bit of state X® as the matching point, we are able to mount a basic
meet-in-the-middle attack on 15-round SIMON32/64 using 3 plaintext /ciphertext
pairs. The complexity is

2
7 7 ;
(961, 961 . 961—ix32 _ 962.93
3 < 15 + 15 * ;

Extend the Basic Attack to More Rounds. Suppose the matching point is
X§, i.e. the least significant bit of X®. According to the round function,
X5 =X X3 & X7, 8 X" @ K§. (3)
By decomposing X7 in Eq. (3), we get
X§ = (X0l - X7 @ X3 @ X15 © KV5) - X @ X7, & X © K.

Here we neglect the round key bits which have a linear impact on X§, so
K§ is neglected. Besides K§, several other round key bits may be neglected as
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long as they impact on X§ linearly. From the decryption side, to get the value
of X§, we just need to calculate the values of X1, X3% X3° X19 X9 X and
X?,. Thus, the round key bit KY; is isolated from the backward computation,
and will be processed in the match box. As can be seen, more round key bits of
K5 will be isolated from the backward computation if the decomposition goes
further, leading a reduction on the dimension of K. To keep Ky = 61, more
round key bits after the 15-th round can be added. In this way the number of
rounds attacked may increase.

From the above analysis, we can derive the following principle: we can move
the backward computation beyond the 15-th round by isolating more round key
bits in the middle; however we need to keep the dimension of K5 to be 61. In
other words, the load of the backward computation keeps the same, but the
overall number of rounds attacked may increase since more middle rounds can
be covered with the match box.

In fact, the number of round key bits that can be isolated is determined
by the construction of the match box. The round key bits in the middle involve
information form both K; and K5, and they can not be computed independently
in any direction. Since SIMON adopts linear key schedules and K = K| + Ko,
each round key bit can be split into two parts: K J’ = rk;- @lk;., where rk} denotes
the part generated by Ks and lk; denotes the part generated by K.

In this case, |Kj| = 3 and |I| = 3 if three plaintext/ciphertext pairs are
used; 7 consists of the state bits and rk‘;s, which is absorbed from the decom-
posed expression of X§. According to Eq. (2), the match box requires a memory
complexity of M = 227+l

Compression table. Normally, |#] should be smaller than 37 to guarantee
M < 254 In order to cover as many middle rounds with the match box as
possible, we utilize the so-called compression table technique of [8] to shorten
7 when | K| is small. This technique comes from the fact that the decomposed
expression of X§ can be expressed as a boolean polynomial in the bits of K7. It
is obvious that the boolean polynomial in the bits of K/ has no more than 2/%i!
coefficients, to which all bits in 7 can be mapped. Therefore, if 2111 < 271 |71
bits from the right side of the match box can be equivalently expressed as at
most 2/51| coefficients. Consequently, the memory complexity of the match box
gets reduced.

However, the cost of building a compression table that transforms bits of 7
into coefficients of bits in K cannot be neglected. Since the coefficients can be
computed with 2/%il partial encryptions for each 7, the whole compression table
is built with time complexity 271+ il and memory complexity 2/77.

The decomposition shows X{ can be represented with 27 state bits and 32
rkjs, and the attack can now be extended to 17 rounds. We have |K{| = 3, |7] =
27 + 32 = 55 > 23 and a compression table of size 2°° will be built with time
complexity of 2°8.

If we match three plaintext/ciphertext pairs simultaneously, the three corre-
sponding 55-bit 7" are shorten to 8 x 3 = 24 bits using the compression table.
This yields a match box of size 227124 = 251
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Total complexity. We attack 17 rounds of SIMON32/64, and the overall time
complexity is

TTotal = TCompression + TMatchBoa: + TFiltering + TVerifying
3—-1

7 4 ‘
— 958 4 951 G O B 9B1—32+i - 96257
+250 43 ( TR =)+ ;

The round key bits in K7, Ky and 7 are provided in the Appendix. For all
versions of SIMON, since the last round key is added to the state linearly,
which means no overlapped nonlinear component, we can extend one round
with bicliques [13] at the end of the cipher with no additional time complexity
but 2V chosen plaintext/ciphertext pairs, where N is 3 or 4. Finally, 18 rounds
of SIMON32/64 can be attacked.

4.3 Application to Other Versions

For other versions of SIMON, similar attacks can be mounted. Table 2 summa-
rizes the results of eight versions. We omit the results of the other two versions
for m = 2, i.e. SIMON96/96 and SIMON128/128, because the match box meet-
in-the-middle attack does not outperform the basic meet-in-the-middle attack
which can attack 17 and 19 rounds of SIMON96/96 and SIMON128/128 respec-
tively. The reason why the match box meet-in-the-middle attack does not work
well for these two versions is due to the fact that any match box for them cover-
ing one round in the middle becomes too large. Note that, for the cases m = 2,
the key size is as large as the block size, which makes it difficult to construct
a match box with a reasonable complexity. For larger m, which means the key
size is larger than block size, the match box meet-in-the-middle attack has been
proved to be more efficient.

Table 2. Results for eight versions of SIMON

Version: Rounds Data | Time ||Ki|||K2|| Match | Compression
2n/mn | Total | Attacked box | table

32/64 |32 |18 23 120257 | 61 | 61 |27 255

48/72 |36 |17 23 27165 1 o7g | 71 (218 247

48/96 |36 |19 23 29526 | 94 | 94 |28 272

64/96 |42 |17 23 29405 | g3 | 93 | 235 265

64/128 |44 |19 23 | 212601 1195 125 | 2%° 276

96/144 |54 |21 24 211271940 140 2132 2%

128/192 69 |25 23 2190601189 | 190 | 2%t 297

128/256 | 72 |25 23 | 223941953 953 | 23° 2116
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5 Conclusion

In this paper, we analyzed eight versions of the SIMON family of block ciphers
with the match box meet-in-the-middle attack. These eight versions share a com-
mon feature that the key size is larger than the block size. Our work exploits
the weaknesses of the linear key schedules of SIMON. Compared to the exist-
ing attacks based on statistical methods, our attack requires much less data,
which is meaningful for many concrete situations where the data available to
the adversary is rather limited.
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A Details for the Attack on SIMON32/64

— K involves 61 round key bits (dimension 61) as follows:

KO7K K27K K4,K KG?K?ﬂK87K97K10>K117K?27K?3ﬂK1047K1057
KO’KIaK27K3’K4’K57K6’K77K8’K97K107K11’K1125K1137K114’K115’
KO’K2aK37K4’K55K67K77KQvKloaK117K127K137K1247

KE’K K K K117K19’27K%37Kf47K%5a

Kél,K aK7’K13’K14,

K857K15'

— The match box involves 29 round keys generated by K2:
rkd, ks, rkd0, rki0 rki0 rk13,rk14,rk kit rkt rkdt rkh,rk‘m,

k13,rk14, k15v k(l)QyT]% ) k ) k k11a7'k1277"k137 k14, k k13,
rkls,rkM,rkM.

— K, involves 67 round key bits (dimension 61) as follows:
K2127K?}2>Ki25K6127K KlOa
K637K113’K2135Kég’KigvK13vKé3vK%3>K§3 K€}37K11(:)3’K11i3vK127
K(}47K1147K2145K§4vKi4vK§4vKé47K%47K aK KlOvK117K127K137
KiK.

K K K215aK§5aKi57KE1§57K(%57K%5’K8157K K107K117K127K13’
K147K157
U0 KIS, K30, K10, K19, K30, K10, K19, K10, K40, K18, K39, K1g, K5,
Kv147[(11§3
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