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Abstract Wireless communications, for data services in particular, have witnessed
an exponential growth, and wireless spectrum shortages necessitate increasingly
sophisticated methods to use spectrum efficiently. The backhaul of nearly all
wireless data networks is fiber-optic. Analog optical signal processing techniques,
or microwave photonics, provides an ideal platform for processing wireless infor-
mation before it is transported to data aggregation centers by fibers. It is in this
context that we present recent advances in optical signal processing techniques for
wireless radio frequency (RF) signals. Specifically, this chapter is devoted to the
discussion of photonic architectures for wideband analog signal processing,
including RF beamforming, co-channel interference cancellation, and physical layer
security. Photonics offers the advantages not only of broadband operation, but
reduced size, weight, and power, in addition to low transmission loss, rapid re-
configurability, and immunity to electromagnetic interference.

15.1 Introduction

The use of wireless communication is growing exponentially. In June 2012, more
than 5.6 billion subscribers had access to and were using a wireless device, nearly
80 % of the total world population of 7.02 billion [1]. By the end of 2017, more
than 90 % of the world’s population is expected to have access to mobile broadband
3G devices. This statistic demonstrates the importance of mobile wireless com-
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munication in the current decade and beyond. By the end of 2015, mobile traffic is
expected to double. Nearly 11 exabytes will be transmitted per month in 2016, more
than four times the quantity transmitted in the last 2 years. Mobile broadband,
growing with a compound rate of 80 %, is shaping to become one of the most
successful and fastest growing industries in history. This growth in the mobile
market has been spurred by two key factors: fast, powerful, and ubiquitous mobile
networking, and high-performance smartphones with a million-plus mobile appli-
cations [2]. The rapid shift from traditional headsets to smartphones has been
attributed to increased performance and lower energy consumption.

As wireless communication continues to grow, the radio frequency spectrum
will become increasingly scarce. The climb in the demand for smartphones and
faster, large-coverage next-generation mobile networks will be paralleled by a
demand for available bandwidth—but this demand comes with an equal increase in
wireless spectrum use. There will be two technological barriers that will result from
these increased demands: first, wireless spectrum is finitely limited and is con-
strained, and spectral efficiency use must be carefully managed as bandwidth begins
to grow. Second, a heavily saturated spectrum means interference from neighboring
devices and frequency bands could negatively impact data rates and signal
bandwidth.

One way of addressing both these escalating problems is through the use of
interference cancellation. Although noise-filtering and other post-processing
methods could reduce interference, a more effective technique would involve
cancelling interference directly in the radio frequency (RF) domain. This technique
reduces interference and increases bandwidth availability. As a result, the appli-
cation of RF interference cancellation could have a significant impact on the alle-
viation of overcrowding in the wireless domain.

Figure 15.1 shows a typical scenario seen by a wireless communication system
(such as a radar, for instance). There is a clear target, whose information we wish to
receive. Along with that information, however, is environmental clutter and other
interfering signals. Clutter results from the local environment, which can be
exacerbated by complex terrain or weather conditions. Noise and signals from other
sources also contribute to interference. Our goal is to design a system to extract a
target signal, or signal of interest (SOI), from this noise.

Adaptive arrays in electronics (Fig. 15.2) have been used to increase signal-to-
noise ratio (SNR) in the presence of dynamic interference and noise in wireless
communication systems since the 1960s and are a perfect solution for the problem
outlined above [3]. Arrays, instead of singular antennas, give the advantages of
higher gain (through multiple antennas), electronic beam forming (steering of the
beam-pattern without physical movement), and adaptive cancellation (by taking
advantage of beamforming capabilities). Because these adaptive arrays are both
tunable and easily reconfigurable, they are more reliable than conventional antennas
and can be used in multiple scenarios across different fields. However, electronic
systems suffer from two major deficits: beam squinting and limited bandwidth.
Beam squinting arises from the use of phase shifters, which degrades an antenna
array’s beam-pattern with frequency, resulting in different responses for signals of
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Fig. 15.1 Typical clutter in wireless environment [5]
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Fig. 15.2 a An antenna array uses phase information to detect the direction of arrival of an
incident wave. b Adaptive array coverage: a representative depiction of a main lobe extending
toward a user with null directed toward two co-channel interferers [3]

different frequencies. Bandwidth limitations result from the limited speed of elec-
tronic devices. This limits the use of electronic systems to narrow-band signals.
Furthermore, losses increase for electronic systems past 100 MHz, limiting systems
that wish to operate in the tens of GHz.

While wireless networks have seen a rapid increase their bandwidth capabilities,
optical networks have been popular for a decade and their capabilities greatly over-
shadow even the fastest wireless standard. Figure 15.3 compares wireless and optical
networks. Optical network growth follows that of wireless networks and is at least
10x faster at each step. Because of the inherent bandwidth superiority of optics,
wireless data is always aggregated and backhauled to data centers by the way of
optical networks. This serves as the perfect backdrop for an optical cancellation
system sandwiched in-between the wireless base stations and the optical backhaul
network. Wireless signals are modulated onto the optical domain and then directly
processed using a photonic cancellation system before being sent over an optical
network. This field is known as microwave photonics, which is an interdisciplinary
area that studies the interaction between microwave and optical signals [4].
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Fig. 15.3 Advances in wireless and optical capacity [1]

Optical systems bring advantages inherent to the physics of photonics, which
include low loss, high bandwidth, immunity to electromagnetic interference (EMI),
tunability, and reconfigurability [5]. Most importantly, optical systems solve both
the beam squinting and bandwidth limitations of electronic systems. By using
optical delay lines, true-time delay (TTD) antenna arrays eliminate beam squinting
[4]. Electronic systems oftentimes use multiple pieces of equipment to cover a wide
bandwidth. In contrast, because photonic systems keep the signal in the optical
domain, they can utilize the tremendous bandwidth of optics (up to THz) to process
fast-varying RF signals without degrading bandwidth using a single set of optical
equipment. This gives optical systems savings in size, weight, and power (SWAP),
especially for situations where compactness and light weight are important (i.e.
aviation). Furthermore, optical interference cancellation in conjunction with optical
backhaul networks makes it possible to centralize signal processing in one shared
location. Centralization allows for equipment sharing, dynamic allocation of
resources, simplified system operation and maintenance [5]. Different operators can
share resources using the same optical backhaul network to minimize cost and
energy.

Microwave photonics filters (MPFs) are an alternative photonic technology and
have an enormous amount of bandwidth selectivity. They can be employed in
optical systems for either channel rejection or channel selection to cancel interfering
signals that are picked up by antennas [4, 6, 7]. Unique to photonics filters is the
rejection of signals in the optical domain using optical signal processing techniques.
MPFs can be tuned to cancel a selected frequency band across a large bandwidth
from MHz to hundreds of GHz [5, 8].

This chapter investigates an optical method for wireless interference cancellation
systems using optical signal processing techniques. We marry the field of adaptive
arrays and microwave photonics. Beam-steering is done by adaptive antenna arrays
with processing done all-optically by MPFs. By utilizing the broad bandwidth and
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high capacity of optics to address growing problems in mobile communication
market, we hope to create a photonic interference cancellation system with wide-
ranging impact, both economically and scientifically.

15.1.1 Scenario of Interest

This chapter is interested in a scenario with dynamically changing noise and
interference in the presence of a SOI. We assume that we have a receiver either in a
dense urban environment, such as in a mobile phone setting, or a crowded indoor
environment, such as in a WIFI network. We wish to follow a mobile transmitter as
it is broadcasting the SOI, so that its location, and possibly frequency, is constantly
changing. To make the problem even more challenging, we assume that we cannot
know anything about the SOI, other than its frequency, and have no information of
the content of this signal.

We make several additional assumptions: we must cancel an interfering signal to
receive the SOIL. The SOI is much smaller in power than the interference. We also
lack knowledge of both the location and frequency of the interfering signal. The
interference is both dynamic and spontaneous, with multiple interferers appearing
and disappearing with shifting frequencies. We also do not know the relative power
or direction between the SOI and the interferers.

Since we are in a crowded environment (either urban or indoors), we can assume
high levels of dynamically changing noise. Transmitters and other users may appear
or disappear spontaneously and change locations, which is in addition to the
background noise that permeates throughout the wireless spectrum. Interference in
the form of multipath fading will be detrimental to signal quality. In the indoor
scenario, near-field signals dominate, with wavefronts that may not be planar or
uniform with respect to the receiver.

The problem requires a two-part solution. First, filters for both space and fre-
quency are required to rid the interference and noise from the SOI. Secondly, an
adaptive method is needed to quickly keep track of moving targets and rapidly
changing interference. However, we do not have access to either the SOI or the
interference and we cannot use a pilot signal. Unique to our scenario is that the
signal incident on the receiver—the input signal—is inaccessible and only a signal
processed by the filter is usable. This scenario nullifies the use of traditional
adaptive algorithms, which typically require pre-steering, training, or an input
signal. Multipath effects are also significant in a dynamically noisy environment,
which fluctuate and are highly unpredictable, preventing a device from distin-
guishing between the loss of signal (LOS) or some nth order multipath. As a result,
we cannot make traditional direction-of-arrival (DOA) estimates. Because broad-
band noise can fluctuate wildly in frequency and direction, stochastic gradient
method are also unusable; even if signals remain the same, no two measurements
will be the same as a result of noise. This chapter investigates solutions to the
scenario introduced above.
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We first discuss the basic theory of beamforming and the unique challenges of
broadband interference cancellation. Next, we present the requirements and chal-
lenges for building optical finite impulse response (FIR) filters, and review several
innovative MPF designs including optical tunable delays and weighting schemes.
We also review the state of the art optical beamformers recently proposed and
experimentally demonstrated in literature. Furthermore, we detail a highly scalable
photonic beamforming architecture designed for a particularly non-stationary,
interfering environment. Finally, we introduce a specific application for the pho-
tonic beamformer namely, physical layer security in optical backhaul networks.

15.2 Primer on Antenna Arrays and Beamforming

Antennas arranged in some physical geometry—array—exploit the spatial rela-
tionship between the antenna elements to either measure or manipulate the spatial
properties of RF signals which is also called beam steering. Typically, several
antennas are located with uniform spacing of scale similar to the frequency of
interest. If the signal source is far away from the antenna array, the beam can be
considered as a plane wave with a wavefront orthogonal to the direction of prop-
agation. This wavefront arrives at the antenna array at some angle, and as it
propagates across the array it impinges upon each antenna with a delay experi-
encing a phase shift. The delay is related to both the angle of incidence of the beam
and the physical layout of the array. The antenna array is able to resolve the signal’s
DOA by calculating the time differences between the responses of each antenna.
This information can then be used to steer the beampattern. A signal processor can
follow each antenna. The signal processor can be used to manipulate the signal in a
useful way; that is, to suppress interferers and enhance the SOI.

More formally, consider an array of M antenna elements arranged in an xy plane.
The DOA denoted by a monochromatic plane wave incident on the array is denoted
as (6, ¢) where 0 is the elevation angle measured from the z axis and ¢ is the
azimuth angle measured from the x axis. The received signal at antenna m is
transformed by the steering vector a(f, ¢) given by

am(0,¢) = /0P =0,1,.. M —1 (15.1)

where w is the signal carrier frequency, 7, is the time delay associated with antenna
m characterized by the array geometry. To implement beam steering, the array
elements are weighted and summed. The incident signal s(¢) produces an output

signal y(7)
y(t) =w-a(0,¢) - s(t). (15.2)

where w is the weight matrix vector which comprises of the complex coefficients
Wy, and inner product w - a(0, ¢) is called the array factor AF (0, ¢) [9].
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To generalize, if the antenna array is receiving L signals so(), . . ., s.—1(¢) with
different DOAs (0o, ¢¢), - - -, (-1, ¢;_;), then the M X L steering matrix is
A(07 d)) = [3(005 (,b()) .. a(0L717 ¢L—l)] (153)

and the system output is given by

y(t) = wA(0, p) - s(t). (15.4)

If some of the signals are considered noise, the adaptive system becomes an
optimization problem over the space of the M antenna weights. The weights can be
chosen in such a way as to emphasize a signal coming from one direction while
attenuating signals from other directions.

Consider the linear and circular antenna arrays shown in Fig. 15.4 which we use
to illustrate the example of beam steering. The linear array consists of M antenna
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|
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210 330
24
0 T, 800

Fig. 15.4 a Left Linear antenna array for beam steering. Phase difference is found from distance
cty. Right Response pattern of an unweighted linear array to a signal from different directions.
b Left A circular antenna array. Right Response pattern of an unweighted circular array
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elements equally spaced distance d apart arranged in a straight line along the y axis.
If the first antenna element has phase 0, then the time delay to antenna m can be
calculated by trigonometry to be

(0, @) :mgsin(bsin@ (15.5)

where c is the speed of light. The linear array with weights w,, then has an array
factor

—1
d)) _ Zwmejwmgsinqbsiné (156)
m=0

which is comparable in form to the frequency response of an M-tap FIR filter:

F(Q) = Zﬁfzo wme ™. Hence, selecting weights for a particular spatial response
is equivalent to selecting the weights of an FIR filter. The more popular circular
antenna array can steer a beam in any direction. Here, the M antenna elements are
arranged uniformly around a circle of radius r, with antenna O at ¢ = 0. If the
center of the circle has phase 0, then the time delay at each antenna element m is
given by

(0, $) = cos<¢ —2;’”) sin 0 (15.7)

which gives a response of

M—1
9 d) :ZW elw—cos 2"’")sm() (158)
m=0

15.2.1 Narrowband Beamforming

To use the antenna array to steer a signal, the complex weights at each antenna are
adjusted to achieve the desired response. In the case of a narrowband signal, the
weights can be simple phase shifts chosen to replicate a plane wave in the desired
direction. These weights are pure phase delays, and can be realized with analog
phase shifters attached to each antenna or with digital signal processing (DSP).
Such a system is known as a phased array. For steering a beam with the linear and
circular arrays, the weights are
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_ 2m

Wiy = eTOmESING and v, = e iwicos(d 7), respectively. (15.9)

Figure 15.5 illustrates an example of directional response of a steered circular
phase array. Phase shift steering provides control over the direction of the main lobe
which is centered on the look direction, but not over the relative placement of the
smaller side lobes on other directions or nulls which are the minima of the response;
signals from these directions are rejected by the array. To change the shape of the
response, variable weights are applied to the phase shifted signals as shown in
Fig. 15.6. An arbitrary phase shift is realized by adjusting the ratio between the
original signals and a quarter-shifted copy of the signal [10]: Ag = — arctan 2

W0

By controlling both the amplitude and phase of each antenna, this filter design
implements weights as complex numbers. The complex weight vector w can be
selected to solve the complex linear systems of (15.4) to achieve high gain of the
SOI and suppression of the interference signals. The equation can be solved for up
to M — 1 interference signals which means the null steering array of M antennas
can place up to M — 1 nulls [3]. If there are fewer than M — 1 interference signals,
the additional degrees of freedom can be used to refine the gain levels and shapes of
the side lobes. However, if there are more than M — 1 interference signals, then the
array cannot cancel them perfectly, but can still suppress them. In this case adaptive
algorithms can be used to find the optimal weight vector for the incident signals.
These standard optimization algorithms include gradient estimation, digital least
mean square (LMS), and asynchronous LMS [11].

Filtering using phase shifts is only effective for narrowband signals, where the
phase shift corresponds with the time delay between the antennas. For signals with
different frequencies, the time delay between the antennas T = d/c is constant, but
the phase shift Agp,, = wt,, changes with frequency. A phased array therefore has a
different response for each frequency and this is referred to as beam squint [4]. As a
result, a broadband signal can get distorted after passing through the filter. To
receive signals in a broad spectrum, the phase shifts can be replaced with TTDs

Fig. 15.5 Directional 105 90 75
response of a circular phase
array steered to angle 0.
Power is depicted in linear
scale
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Fig. 15.6 a A weighted phased array beamformer applies both phase shifts and amplitude weights
to alter the shape of the response pattern. b A delay-and-sum beamformer uses true time delays to
receive a wideband signal

[12], as shown in Fig. 15.6b. A TTD can implement a phase shift greater than 2z for
some frequencies, as required by extremely broadband signals. Then the spatial
response is nearly the same for all frequencies.

Systems that use time delays for filtering are called delay-and-sum arrays.
Digital receivers can trivially shift input signals using hardware shift registers or
software signal processing. Optics is the perfect medium for creating TTD systems
for broadband signals. Since optical beamforming is based on using fiber optics or
other types of discrete optical components that already exist in current broadband
optical networks, they are by nature broadband. TTD filters work well for receiving
broadband signals, but they only filter in the spatial domain. For interference signals
at different frequencies, it would be useful to control the frequency response as well
—wideband beamforming. In this chapter, we will focus on photonic broadband
beamformers.

15.2.2 Wideband Beamforming

For wideband arrays, it is desirable to control not only the spatial response but also
the frequency response. To achieve an arbitrary frequency response, the weights w,,
are replaced by linear filters A,,(7) with frequency response H,, (). The combined
spatial and frequency of the system is the sum of the filtered array factors from
(15.8)

CL) 0, ¢ ZH e]w—cos 7"’") sm(—) (1510)

m=0

A signal whose frequency and direction of arrival falls near the peak of (15.8)
will be amplified whereas the one near null will be rejected by the filter. In the
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adaptive array proposed by Widrow et al. in 1967 [10], the filters were analog
tapped delay lines (TDLs).

TDL filters, also known as transversal filters [13], are the continuous-time
analogue of the well-known discrete-time FIR filter. As shown in Fig. 15.7, the
input signal is delayed by successive time intervals, called taps. These delayed
signals are then weighted and summed. For an N-tap filter with weights w,, and a
constant delay 7, between each tap, the output is given by

Y(t) =D walt)x(t — nT,) (15.11)
n=0
and the frequency response is
N-1 '
H(w) = wye . (15.12)
n=0

Note that both the frequency response of the TDL filter (15.12) and the spatial
response of the phase array (15.8) have a similar form to an FIR filter. Hence, in the
most general terms, the physical formation of the antennas provides spatial filtering
while the filters provide frequency filtering. By changing the weights of the FIR
filters, one can manipulate a beamformer to act as a spatial and frequency filter and
change the sensitivity of the beampattern to different frequencies and angles.
Mathematically, if an N tap filter is used for each of the M antenna elements in the
array, then there are MN total weights and delays in the system. The overall
response of the array is found by substituting (15.12) into (15.10):

M—1N—-1
P(CO, 0, ¢) _ Z Z Wmlnefjw(anffcos(qbf%) sin 9) ] (1513)
m=0 n=0

The task of beamforming is to select the optimal set of MN weights to achieve
the desired shape of P(w, 0, ¢). Figure 15.8 shows the simulation response of a

Fig. 15.7 Antenna array with
tapped delay line filters
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Fig. 15.8 Simulated spatial Amay response
and frequency response of a
tapped delay line filter using
arbitrary weights 10"
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wideband 4-antenna, 8-tap circular beamformer. The beam pattern for a system with
SOI of 500 MHz at 90° and interferences at 900, 1000, and 300 MHz at 120°, —70°,
and 60° respectively demonstrates both the spatial filtering on the x-axis and the
frequency filtering on the y-axis. We notice that nulls occur at the interferers while
there is a peak at the SOI frequency and angle.

15.3 Microwave Photonic Filters

The previous section introduced the FIR filter as a TDL architecture. This section
details the requirements and challenges for building optical FIR filters. We also
review several innovative MPF designs including optical tunable delays and
weighting schemes proposed and experimentally demonstrated in literature.

Optical filters or microwave photonic filters, are photonic subsystems specifi-
cally designed with the objective of carrying out the same functions as those of
electronic or digital filters within the microwave range in an RF system or link [5].
The unique properties of MPFs offer many advantages, including high bandwidth,
low loss across the entire bandwidth, reconfigurability, and immunity to EMI. Thus,
there has been a considerable interest in the field of photonic signal processing for
microwave filtering applications. Traditional RF and electronic approaches cannot
practically handle wide bandwidths in the GHz range, whereas processing in the
optical domain takes advantage of the broadband capabilities of optical delay
schemes. Optical filters require only a single set of equipment to be able to cancel
across a huge band of frequencies. Consequently, optical systems can potentially
offer SWAP advantages, that is, savings through size, weight, and power. This is
particularly critical for field-tested military or aviation applications where size and
power are of key importance.

In this chapter, we are specifically interested in the possible application of MPFs
in photonic phased array antennas, where they can provide the capability of steering
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without any physical movement, and offer the ability for precise spatial and fre-
quency control of broadband signals. The key-motivating factor is that MPFs are
easily tunable and reconfigurable in real time, allowing for filtering with adaptive
capability. One can leverage these properties when designing such a system.
Moreover, the field of photonic TTD units is essential for transversal, FIR filters (in
phased array antenna systems) as it allows for wide bandwidth signal processing
with little or no distortion or pulse broadening without being limited to a ‘design
frequency’. MPFs are the perfect optical complement for frequency filtering to the
spatial filtering of RF antenna arrays.

15.3.1 Requirements for MPFs

From (15.11), an FIR filter is also a TDL filter. In order to replicate the equation, we
need to be able to complete the same mathematical operations using optics. Each
tap of an FIR filter is a weighted delay—methods for optical weighting and optical
delay lines are necessary. The weighted delays are summed together to complete the
FIR filter, so an optical method of adding the symbols together is also needed. All
optical (and even analog) based filters require these three components: optical
weights, optical delay lines, and a summation method. Traditional optical fused
couplers are built specifically for the purpose of combining optical signals (and
their powers), and since they are used widely in any optical communication system,
we will focus on optical methods for delays and weights here.

Figure 15.9 shows a general reference layout of an MPF. In all optical filters, the
RF signal must be converted to an optical signal. Generally, a continuous-wave
(CW) laser source modulates the RF signal onto the optical domain using modu-
lators such as electro-optic modulators (EOMs) like the Mach-Zehnder modulator
(MZM), or electro-absorption modulators (EAMs). The optical signal is then fed

Input RF signal Output RF signal
FILTER

i ouput | i
: A optical field !

1
: Single Single :
I Ccw receiver 1
: source Optical subsystem ! .
" U . (delay lines, couplers, Array of :
) | Array of . |FBGs, amplifiers, etc.) receivers |
| cw : I
| | sources : !
I Input 1
\ optical field !
I 1

Fig. 15.9 General reference layout of a microwave photonic filter showing the relevant electrical
and optical signals [5]
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into a photonic circuit that delays and weights the signal on parallel taps and then
combines them with a fused coupler (or other method). The optical signal can be
converted back to an electrical signal using a photodetector.

15.3.2 Popular MPF Architectures

Many optical tunable delays and innovative weighting schemes have been proposed
and experimentally demonstrated in literature. We review some of the popular
techniques and present two unique MPF architectures.

Popular optical delaying techniques include filters that use fiber-Bragg gratings
(FBGs) to delay filter taps [14]. Delays are created by forcing the optical signals to
propagate along the FBG until reflected by a wavelength-specific grating. FBGs are
popular since a whole array can be fabricated onto a single piece of optical fiber.
Fiber delay lines have also been proposed for TTD in MPFs [15, 16], but are bulkier
than FBG-based delays when filter taps become large.

Fully tunable and programmable weighting using free space methods such as
spatial light modulators [17] and multi-port programmable wavelength processors
[18] have been demonstrated. Unfortunately, typical optical systems are generally
limited to positive tap coefficients, as light intensities are intrinsically “positive”.
Therefore, the shapes of their transfer functions are severely constrained and can only
be used to implement low-pass filters (LPFs). The addition of negative coefficients in
filter schemes allows for a practical filter with passband capabilities [5].

There are many ways to create negative optical weights. Recent advances in
negative coefficient weighting have used cross-phase modulation (XPM) in an
semiconductor optical amplifiers (SOA)-MZ interferometer [19] and self-wave-
length cross gain modulation (XGM) in an SOA [20], but are suitable only for
realizing a few taps. Another technique involves using multiple phase inversion in
an SOA-based XGM wavelength converter [21]. An innovative method involving
sinusoidal group delay gratings, which use FBGs to achieve positive/negative
weighting and delays was proposed in [22].

Weight and delay are ‘coupled’, and it is difficult to have freely tunable atten-
uation without affecting the delays. Other optical weighting schemes involve
polarization modulation and optical polarizers [19, 23]. While these approaches are
simple, scalable, and tunable, the method relies heavily on mechanical polarization
controllers, which cannot rapidly change the polarity of the taps (to sub millisec-
ond-length time).

Simpler techniques entail using the negative bias slope of MZM to n-shift the
output to create negative coefficients [24-27]. However, some techniques neces-
sitate using two MZMs, which can be bulky when scaled [24]. Others using one
MZM rely on the dependence on wavelength but positive and negative coefficient
outputs are of different power. A novel technique using a specially designed inte-
grated 2 x 1 MZM to achieve n-shifting was introduced in [26]. On the other hand,
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a simple technique using a 1 X 2 dual output MZM to achieve negative weighting
by using phased-inversed dual outputs was proposed in [27].

Figure 15.10 shows an example of MPF using a spectrally-sliced free-space
configuration [5]. The most distinctive and important part of the setup is the optical
tapping through a sliced broadband source. A broadband laser is sliced by a dif-
fraction grating into 10 different wavelengths. The slicing into individual wave-
lengths allows summing to be done incoherently. Use of spatial light modulators
achieves the weighting and delaying of the samples. Fast tunability can be achieved
as individual spatial light modulators (SLMs) can be turned ON and OFF, which are
used to eliminate specific spectrum slices.

Figure 15.11 shows another realization of a MPF employing a discrete time
optical transversal filtering scheme [28]. The unique characteristic of this system is
the pulsed laser source being used. This means that the optical pulses sample the RF
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Fig. 15.10 Transversal MPF using spectrally-sliced free-space optics [5]
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Fig. 15.11 Discrete time optical transversal MPF [28]
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input data (discretely). There is no need to have a separate analog-to-digital con-
verter (ADC) as the laser source serves that role. The delay is achieved through
fiber delay lines. In order to avoid coherent summing, the delays are chosen so that
no optical pulses from one tap overlaps with pulses from another tap. Optical
attenuators provide weighting. There are no negative coefficients in this scheme.

15.3.3 Optical Technologies for MPFs

We now present the state of the art optical components and techniques that are
employed in MPFs. As stated earlier, MPFs need an optical delay scheme and also
an optical weighting scheme complete with negative coefficients. For an adaptable
filter, tunability of (at least) the weights is required which need to be electronically
programmable so that they can be quickly tuned. Table 15.1 summarizes some of
the novel optical components used for optical delays or weights in MPFs from
recent literature.

FBG arrays can be used for creating compact but fixed delay lines [29]. The
drawback is that the fixed delays prevent reconfigurability of the filter bandwidth.
Furthermore, this approach employs a spectrally sliced broadband amplified
spontaneous emission (ASE) noise source. While slicing this source will create
multiple optical filter taps, the ASE source is fundamentally noisy. An improvement

Table 15.1 State of the art optical technologies for microwave photonic filters

References | Functionality | Technology | Advantages Limitations
[29] Optical FBG arrays | No need to use bulky | Spectrally sliced
delays and slowly tunable broadband ASE noise
fiber delay lines source; hard to tune and
reconfigure
[30] Optical WDM filter | WDM system, No tunability/
delays with FBG | implementation of | programmability of delays
arrays negative coefficients
[31] Optical WDM filter | WDM system, No negative coefficients;
delays with reconfigurable lacks easy tunability/
chirped bandwidth programmability of
FBG arrays weights
[17] Optical Spatial Programmability of | Free space optical setup
weights light weights (not compact); spectrally
modulators slice a noisy ASE source
[18] Optical Liquid Programmability of | Free space optical setup
weights crystal on weights (not compact); spectrally
silicon slice a noisy ASE source
[27] Optical 1 x2MZM | Simple Spectrally slice a noisy
weights and implementation of ASE source; lack easy
delays negative weights, tunability/programmability
delay using FBG of weights
arrays
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can be achieved by using a wavelength-division multiplexing (WDM) scheme
paired with FBG delay lines [30]. This technique uses an array of distributed
feedback (DFB) lasers for the optical taps. While this gives the filter more dynamic
range, it sacrifices simplicity and also lacks tunable delay lines. In contrast, using
chirped FBGs with tunable DFB lasers allows controllably variable delay lines [31].
However, this technique does not incorporate negative coefficients.

Similarly, many technologies have been developed for optical weighting
schemes. Free-space weighting schemes have recently garnered popularity
including the weighting technique based on SLM [17] and liquid crystal on silicon
(LCOS) [18]. Both these methods are extremely precise, can scale to filter orders of
hundreds, and are easily programmable. However, they still have a couple of
drawbacks. Firstly, they are free space optical techniques that are bulky and occupy
a much larger footprint than discrete optics. Secondly, they lack the ability to create
negative coefficients. A simple and compact method for creating negative coeffi-
cients can be integrated into the modulators that convert the electrical signal to the
optical signal [27]. However, this negative weighting technique must be combined
with another set of tunable optical weights for programmability.

15.4 Photonic Adaptive Beamformers

In this section, we first review the state of the art optical beamformers recently
proposed and experimentally demonstrated in literature. We also detail a highly
scalable photonic beamforming architecture designed for a particularly non-sta-
tionary, interfering environment. Finally, we introduce a specific application for the
photonic beamformer namely, physical layer security in optical backhaul networks.

Beamformers have attracted significant interest because of their wide range of
applications from radar, communication, and sensing. Beamforming is a technique
that utilizes an array of antennas as a spatial and frequency filter to manipulate the
beampattern to maximize the SNR of the SOI while cancelling/suppressing inter-
ferers and noise without a priori knowledge [32]. For instance, a beamformer can
spatially separate two signals that have overlapping frequencies but originate from
two different spatial locations [33]. Beamformers use optical FIR filters to process the
signals temporally with thermo-optic optical attenuators—controlling the signal
amplitudes and delays from each antenna element—to adaptively and rapidly adjust
the beampattern; that is, the whole array can act in unison to steer the beam pattern.
Meanwhile, the geometric configuration of the antennas allows the signals to be
processed spatially. This makes beamforming attractive for overcoming the direc-
tivity problems of a single antenna while offering a higher gain [3]. Adaptive
beamformers are particularly crucial in applications involving a highly non-stationary
target environment. Compared to conventional RF beamformers which have limited
narrowband performance due to their reliance on electrical phase shifters, the
wideband nature of optics offers a clear advantage. The architecture also offers the



486 B.J. Shastri et al.

distinct advantage of scalability to hundreds of antennas, as needed for practical
systems.

The first adaptive beamformers were used as self-phased antennas that reradiated
signals in the direction in which they were received without prior signal knowledge.
In the 1960s, Howell and Applebaum introduced their versions of adaptive antennas
for interference nulling [3]. Widrow followed closely with self-optimizing adaptive
algorithms [10]. Applebaum and Widrow focused on beamforming specifically for
applications in the field of sonar and radar signal reception. Seismic array devel-
opment was especially popular in the 1960s. Recently, the major area of interest is
radar and communication systems for interference suppression [3]. Direction
finding in severe interference environments has also been a popular topic, as is
scanning for high angular resolution imaging. We will focus on interference can-
cellation techniques in this section.

15.4.1 State of the Art Photonic Beamformers

This section provides a review of the recently demonstrated state of the art optical
beamformers in literature. As explained previously, a photonic beamformer is an
array of antennas with a set of optical signal processors attached to each antenna. In
the previous section we stipulated the requirements needed for an FIR filter: a
method for creating both optical delays and optical weights. The same requirements
are necessary for a photonic beamformer. Moreover, optical delays with TTD
capability is essential for a beamformer, as explained in Sect. 15.2. However, since
a beamformer consists of multiple FIR filters (one for each antenna), scalability
with optical components is very important as well. We focus the literature review
on methods for TTD optical beamformers with an emphasis on scalability.

Figure 15.12 shows a TTD beamformer architecture based on FBG prisms. FBG
arrays are created in a prism format in which different sets of delays (five as
depicted in the figure) are selected for a specific wavelength of a laser. The FBG
prism is built so that the delays create a pre-steered beamformer [34]. However, this
architecture cannot be fully tunable, as the number of pre-steered directions is
limited by the number of FBGs etched in the array.

A similar approach but that is tunable is shown in Fig. 15.13. In this scheme,
instead of FBGs, the beamformer uses dispersive fibers that can be precisely tuned
by a finely tunable laser [35]. However, this method, while more precise, is
inherently slowed by the tuning speed of the laser.

Figure 15.14 depicts a scheme for a TTD beamformer based on WDM demul-
tiplexer (demux) delays [36]. The architecture consists of a single antenna, a tunable
laser with 8 A’s, and a corresponding WDM demux which selects one of eight
possible delays. The limitation in its resolution depends on the tunable laser and the
amount of wavelengths supported by the arrayed-waveguide (AWG) demux.
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Fig. 15.13 Beamforming architecture based on dispersive fiber prism [35]
Furthermore, the number of lasers required scales linearly with the number of

antennas, which can become bulky with large beamforming systems that necessitate
hundreds of antennas.
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Fig. 15.16 Bit-switched delay lines [41]

Antenna arrays that use SLMs to perform optical delays have also been proposed
[37]. By apply an external electrical field as shown in Fig. 15.15, dielectric mol-
ecules in the SLM form different polarizations. The polarization changes the index
of refraction of the delay line which affects the length of time the light travels
through the device.

Photonic crystal fiber and XGM in SOAs have also been used to create TTD
lines in photonic beamformers for multi-transmit systems [38, 39]. On the other
hand, bit-switched delay lines are also popular [40, 41]. Figure 15.16 shows an
example of bit-switched delay line that selects a particular delay from a chain of
FBG arrays using a tunable laser.
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A beamforming architecture based on opto-VLSI is shown in Fig. 15.17 [42].
The opto-VLSI processor is an array of liquid crystal (LC) cells driven by a Very-
Large-Scale-Integrated (VLSI) circuit. Delays can be created for each antenna by
slicing a broad-band optical source (ASE-based source) and routing specific sliced
wavebands through the Opto-VLSI processor to a high-dispersion fiber [42].

A beamforming architecture based on high dispersion fiber has also been
reported [43]. Here the beamformer uses an array of lasers that each experiences a
different delay based on passing through a wavelength-dependent high dispersion
fiber. Figure 15.18 depicts the architecture of a single antenna. By using two =-
shifted EOMS, negative coefficients can also be implemented. However, this
technique requires a laser array for each antenna array.

Recently, the integration of the photonic components into an integrated beam-
Jformer-on-chip has been explored [44, 45]. Next generation systems investigate a
scalable integrated photonic beamformer that can be electronically controlled for
adaptive interference cancellation. The possibility of creating a beamformer-on-chip
has become a question of not “if”” but “when”. Figure 15.19a illustrates an integrated
beamformer. Figure 15.19b shows a 16-antenna beamformer integrated on a chip,
roughly the size of a 20-cents of an euro coin. These systems show the potential for
extreme savings in SWAP along with full broadband processing ability.
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Fig. 15.17 Beamforming architecture based on Opto-VLSI [42]
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Fig. 15.18 Beamforming architecture based on high dispersion fiber [43]

15.4.2 Highly Scalable Adaptive Photonic Beamformer

The key characteristic of a reconfigurable and tunable photonic beamformer is
scalability. Thus far, most of the beamformer architectures reviewed, are not
scalable to large arrays—the number of lasers required by these systems increases
linearly with the number of antennas. In this section, we present a highly scalable
photonic beamformer [46], unique to our lab, which is specifically designed for a
particularly non-stationary, interfering environment. Using optical transversal filters
for each antenna element and thermo-optic optical attenuators, the array is capable
of both spatial beamforming and frequency-domain filtering while adaptively and
rapidly adjusting the beampattern. Our architecture offers the distinct advantage of
scalability to hundreds of antennas, as needed for practical systems, by using a
novel single-mode to multimode (SM-MM) combiner, and the same set of laser
wavelengths can be used for every antenna in the system. By eliminating coherent
effects, our system uses the same fixed set of optical wavelengths for each antenna
in the system, resulting in a simple and compact architecture. We present experi-
mental results to show proof-of-concept and demonstrate the proposed adaptive
beamformer performance.
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16 x 1 beamforming network with chip mask layout and photograph of a fabricated chip [45]

15.4.2.1 System Overview

Figure 15.20 shows the architecture of a wideband photonic beamformer that we
recently demonstrated experimentally. The key component of the beamformer is the
optical transversal filter which is driven by two eight-channel DFB laser arrays. The
first array of wavelengths A;_g corresponds to the positive coefficients whereas the
second array of wavelengths Jo_4 corresponds to the negative coefficients. The
optical sources are inserted into a compact 16-channel thermal-optic attenuator for
easy adaptive control of the weights through a computer or voltage source. The
attenuators have a response time of 10 ps per 0.1 and a 20 dB range.

The weighted taps are then combined using an AWG multiplexer (mux). The RF
signal to be processed is modulated onto the optical carrier using a dual output
electro-optic MZM. The modulated signals of the outputs are biased at the inverse,
n-shifted, parts of the modulator transfer function. We use this complimentary
output to implement negative coefficients. Both outputs have equal insertion losses
of 3.7 dB. The weighted signals exit from both the positive and negative outputs of
the MZMs. The complementary outputs are launched in FBG arrays that only
reflect and delay the wavelengths assigned to the respective coefficients, via an
optical circulator (OC).

The coefficients encounter FBGs with the same delays, but at different wave-
lengths. As a result, each delay has both a positive and negative tap, and the
attenuators are used to switch on the tap and weight each tap by enabling/disabling
a certain wavelength. In this way, our 16-wavelength filter provides eight positive/
negative taps. Since time delays and filter bandwidth are inversely proportional,
fabricating FBGs with closer spacing and shorter delays can increase bandwidth.

There is a total optical insertion loss of ~19.5 dB for each filter. If each DFB
laser has 13 dBm of power, each filter receives 9.4 dBm of power after splitting to
four antennas and outputs —10.1 dBm into the combiner. Assuming a four-antenna
beamformer, —4.6 dBm of power finally reaches the high speed MM photodetector,
well above the —25 dBm limit.
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The outputs of the optical filters are summed using a special SM-MM optical
combiner, as in Fig. 15.20. The architecture is a blind adaptive approach, in which
the adaptive algorithm only has access to the output of the system. This requires a
single conversion to RF at the output, whereas traditional systems require an ADC
for each antenna element, which is impractical for large antenna systems. As a
result, conventional criteria such as minimum mean square error (MMSE) cannot be
used and analytical Wiener solutions cannot be found. Instead, blind algorithms rely
on correlating the processed signal with some known characteristic of the signal of
interest (such as frequency), and applying a gradient-based algorithm.

Our main advantage is that the same set of 16 wavelengths is used for each
antenna, reducing complexity and increasing scalability. Typically, when signals of
the same optical wavelength are combined, beat noise from coherent summing will
occur and severely degrade the performance. Therefore, without the use of a SM-
MM combiner the architecture would require 16 lasers for each antenna. To re-use
the same wavelengths, the SM-MM combiner is used. The combiner couples sig-
nals from several individual single-mode fibers to distinct modes inside a multi-
mode fiber. The combiner offers the advantage of phase-insensitivity and coupling
without optical interference. In-depth information and experimental data demon-
strating operation can be found in [47].

The architecture scales by simply adding optical splitters and amplifiers up to the
limit imposed by the ASE of the amplifiers. The optical weights, which are inte-
grated sixteen per chip and electrically controlled, do not limit the scalability of this

Adaptive
Algorithm

Photo-
detector

DFB Lasers

e

SM-MM
Coupler

Fig. 15.20 Highly scalable photonic beamformer architecture (N = 16, M = 4)
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architecture, nor does the addition of FBGs. A 100 pm multimode fiber can accept
up to 113 inputs (or antennas).

15.4.2.2 Proof-of-Concept Experimental Results

We experimentally demonstrate an 8-tap filter with tap weights [1.0914 1.0617
—1.0715 —1.0814 —1 —0.9683 0.9795 0.0594] and delays incremented by 4 ns. The
dark blue dotted curve in Fig. 15.21 shows the theoretical values and the thick light
green curve shows the measured magnitude response. We are able to achieve a
maximum extinction ratio of ~40 dB. The bandwidth and the depth and placement
of the notches depend on the precision of both the delays and weights. Moreover,
our optical system adds no additional noise to the processed signal, as seen in
Fig. 15.21.

The data shows a 4.5 dB loss associated with the architecture. RF systems in the
low GHz range exhibit typical losses around 1 dB. RF systems in the high GHz
range (60 GHz), an area in which photonic systems are expected to excel, exhibit
~ 35 dB loss with one filter and a ~ 17 dB loss with a four-filter beamformer [48].
RF signal losses in optical systems in general originate from the electrical-to-optical
conversion efficiency of the modulators and the modulation depth of the signal
during this conversion. To reduce loss further, removal of the optical dc level of the
processed signal would allow the signal to be optically amplified further, reducing
the system insertion loss.

We experimentally demonstrate an adaptive single-antenna beamformer con-
sisting of 8 fully tunable taps with fixed delays of 400 ps and a bandwidth of
2.5 GHz. We employ a modified version of the LMS algorithm called block LMS
with a block size of 256 and stepsize of 512. The adaptive results are preliminary.
The authors only had access to a single 5 Gs/s ADC card, instead of the two
required for the LMS algorithm.

A signal generator is fed into two narrowband tones at 200 MHz and 1 GHz to
the filter. The algorithm is programmed to cancel the 1 GHz interference and pass
the 200 MHz signal. Our workaround involves only digitizing the filtered output
signal. The input signals are replicated digitally and are used to calculate the error
signal. The adaptive algorithm then calculates optical weights that are sent to the
attenuators. We observe an SIR (signal-to-interference ratio) improvement of
~20 dB after ~60 iterations at the output of the filter. We are able to drop the
interference to just 5 dB above the noise floor. The results are good and can be
easily improved with a second digitizer. In the future, we plan to apply a blind
adaptive technique as described previously. Limited resolution associated with the
optical attenuators degrades performance.

Future work will include the construction of multiple transversal filters to
complete true spatial beamforming capability.
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15.4.3 Photonic Beamforming for Physical Layer Security

We introduce a specific application for using the photonic beamformer—physical
layer security in optical backhaul networks. The purpose of this section is to
demonstrate the applicability of the beamformer in commercial systems and to test
the capabilities of the beamformer.

Emerging mobile services, such as mobile banking and desktop-to-mobile
applications, require both increasingly high data rates and high data security. To
address the rising bandwidth demand, strong emphasis is being placed on fiber-
optic back- and fronthaul of mobile data [49-51]. While optical architectures that
can satisfy the required data rate and latency requirements have matured [52-58],
enhancing data security via optical-layer techniques is still in its infancy [59-66].
The potential of such physical-layer security is tremendous. For example, while
higher-layer approaches, such as encryption or steganography, can be cracked by
malicious eavesdropping, optical-layer techniques can prevent eavesdroppers from
physically receiving the signal in the first place. The highest form of security thus
resides in the physical layer, rendering it attractive for data-sensitive mobile
fronthaul applications.

To implement security on the physical-layer, photonic beamforming can be used
in the optical fronthaul network to cancel the signal (i.e. create a signal null) in the
physical direction of an eavesdropper. For the downlink, this can enable sensitive data
to only be received by an intended user within a meter-scale radius, based on the
intended user’s spatial location and signal carrier frequency. Given the user’s spatial/
frequency coordinates, a photonic beamformer can create the desired signal null by
effectively manipulating a beampattern that propagates through the optical fronthaul
network. This is achieved by the beamformer’s array of RF antennas and a series of
adaptive optical FIR filters. The physical formation of the antennas provides spatial
filtering while the FIR filters provide frequency filtering. By changing the weights of
the FIR filters, an adaptive beamformer that can respond to dynamically-changing/
noisy environments can be implemented. Similarly, physical-layer security can also
be provided on the uplink side, with potential application in a shared, multi-operator
environment. In this case, various signals picked up by remote antennas can jointly
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propagate through a shared fronthaul infrastructure and be securely separated on a
per-operator basis via adaptive photonic beamforming at a centralized processing
site. It is noted that the proposed optical-layer security approach is also transparent to
the modulation format of the underlying wireless signal.

To the best of our knowledge, we have proposed and demonstrated the first
experimental adaptive photonic beamforming technique for physical-layer security
in optical fronthaul of mobile traffic, achieving up to 43 dB signal cancellation of an
undesired eavesdropper and 30 dB power budget over 8 km standard single mode
fiber (SSMF) fronthaul distance. The proposed approach is attractive for secure
optical fronthaul of advanced mobile services and is transparent across heteroge-
neous mobile technologies and standards.

15.4.3.1 Experimental Setup, Results, and Discussion

The proposed fronthaul architecture using photonic beamforming in the downlink
and the uplink is shown Fig. 15.22. In both cases, the beamformer acts as an optical
spatial and frequency filter that preserves optical signals arising from desired
physical orientations and carrier frequencies, while canceling signals from unde-
sired physical directions and frequencies. In the downlink, mobile data signals from
a centralized site are applied to parallel optical adaptive FIR filters, which optically
modulate and filter the input. The processed optical signals are then transmitted
over parallel SSMF optical fronthaul links to an array of remote antennas. The
optical FIR filters and remote antenna array together form the beamformer. Spe-
cifically, by proper assignment of the beamformer’s filter coefficients, the remote
antennas are turned into a distributed spatial filter that directs the output only to
intended users. The configuration of Fig. 15.22a can thus be used to securely
deliver data to users 1 and 3 while producing a null in the direction of user 2, or vice
versa. In the uplink in Fig. 15.22b, wireless signals from multiple users are first
detected by the remote antenna array, and optically processed by the FIR filters
such that, after SSMF transmission and photodetection, only the signal from
intended users (e.g. user 1 and user 3) is delivered to the centralized site, while
undesired interferers are suppressed (e.g. user 2).

For downlink experiments, 2.5 and 5 GHz sinusoids are used as the SOI to be
directed by the photonic beamformer to an intended user. After SSMF transmission
and photodetection, the received SOI power is measured at both intended user and
eavesdropper locations, mutually separated by 0.5 m. Downlink beamformer per-
formance is thus measured in terms of the signal strength ratio (SSR) at different
user locations. The beamformer is adjusted for maximum cancellation. Figure 15.23
shows the SSR for the 2.5 and 5 GHz signal. Similarly, for uplink measurements,
2.5 or 5 GHz sinusoids are used as the SOI, while a sinusoid at 900 MHz emulates
an interferer to be suppressed. The two wireless RF signals are generated at different
locations (0.5 m separation), picked up by the antenna array, processed by optical
FIR filters, propagated over parallel SSMFs, combined using a SM-MM coupler,
and detected by a multimode PD. In the uplink, the SSR of the SOI versus the
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Fig. 15.22 Proposed architectures a Downlink fronthaul. b Uplink fronthaul

interfering signal is measured at the same location. Figure 15.24 shows the SSR for
the 2.5 and 5 GHz SOI.

Maximum SSR of 33 and 43 dB is achieved in the downlink and uplink,
respectively, over 8 km SSMF fronthaul distance. The 10 dB SSR gain for the
uplink is attributed to the fact that physical-layer signal cancellation physically
occurs in stable passive optical components, while in the downlink, it occurs in the
wireless multi-path channel, resulting in additional undesired interference. Down-
link SSR results in Fig. 15.23 are achieved for intended user versus eavesdropper
separations from 0.1 to 0.5 m, confirming efficacy for small-cell scenarios, with
similar results also measured for signals at 5 GHz, verifying performance for
various frequency bands of prominent wireless standards.

The SSR curves of Figs. 15.23 and 15.24 feature a flat plateau in the 0-10 dBm
optical power range, followed by a linear decrease versus optical power governed
by PD sensitivity. At SSR = 10 dB, power budgets of 28 and 30 dB are supported
by the downlink and uplink, respectively. Finally, from the experiments it may be
observed that there is no SSR penalty for increasing fronthaul distance compared to
optical back-to-back results. Consequently, so long as minimum PD sensitivity
requirements are met, increasing fronthaul reach will only result in optical FIR
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coefficient scaling that is proportional to aggregate received power, without
degrading SSR integrity.

To assess the bit error rate (BER) of the fronthaul link, downlink and uplink
experiments are repeated with a baseband 6 Gbit/s non-return-to-zero (NRZ)
pseudorandom binary sequence (PRBS) signal as the SOI. Results for the downlink
and uplink architectures shown in Fig. 15.25, reveal a maximum transmission
distance of 8 and 18 km SSMF for the downlink and uplink, respectively. The
longer uplink transmission distance is attributed to the higher sensitivity of a
multimode PD compared to a single mode PD, confirming that both SSR and BER
performance are primarily governed by received optical power.

In summary, this investigation experimentally verifies adaptive photonic
beamforming for advanced physical-layer security in optical fronthaul of mobile
traffic. Up to 33 and 43 dB signal cancellation to undesired eavesdroppers are
experimentally demonstrated over 8 km SSMF, with 28 and 30 dB power budgets
achieved in downlink and uplink transmission scenarios, respectively. No power
penalty is observed by our system. By enhancing physical-layer security with
modulation format transparency, the proposed approach is promising for secure
optical fronthaul of emerging mobile services.
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architecture. b Uplink architecture

15.5 Summary and Concluding Remarks

In the past half-decade, wireless communication for data services has witnessed an
exponential growth, with the advent of smart phones, WIFI, and wireless bluetooth
devices. Mobile apps and computing power has spurred the use of iPhones and
Android-powered devices, and it seems a wireless device occupies every pocket.
People crave the ability to access anything anywhere at anytime, but, unfortunately,
this popularity has caused both significant network burdens and a wireless spectrum
crunch. As the growth of mobile Internet traffic continues, the need for an easily
implementable method for processing all of this data is essential. Efficient use of the
wireless spectrum also creates its own unique requirements.

The growth of wireless bandwidth mirrors the proliferation of optical network
bandwidth a decade before, and the backhaul of nearly all wireless data networks is
fiber-optic. Analog optical signal processing techniques, or microwave photonics,
provides an ideal platform for processing wireless information before it is trans-
ported to data aggregation centers by fibers. Photonics offer the advantages not only
of broadband operation, but reduced SWAP, in addition to low transmission loss,
rapid reconfigurability, and immunity to electromagnetic interference. It is in this
context that we presented recent advances in optical signal processing techniques
for wireless RF signals. This chapter was devoted to the discussion of photonic
architectures for wideband analog signal processing, including RF beamforming
and physical layer security.

Beamforming is a technique that utilizes an array of antennas as a spatial and
frequency filter to manipulate the beampattern for cancelling unwanted signals. The
beamformer uses optical FIR filters to process the signals temporally with thermo-
optic optical attenuators to adaptively and rapidly adjust the beampattern. Mean-
while, the geometric configuration of the antennas allows the signals to be pro-
cessed spatially. Compared to conventional RF beamformers which have limited
narrowband performance due to their reliance on electrical phase shifters, the
wideband nature of optics offers a clear advantage. The architecture also offers the
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distinct advantage of scalability to hundreds of antennas, as needed for practical
systems. Such an integrated system could potentially form a frontend of an
emerging all-optical signal processing techniques such as photonic neuromorphic
processing allowing massive network integration [67-76].

Interference cancellation plays a crucial part in increasing capacity as it enables
full duplexing. The ability to reject interference, while receiving an SOI at the same
frequency, is referred to as co-channel interference cancellation. Further, a system
needs to be adaptive to react to a highly non-stationary environment. Photonic
implementations of interference cancellation systems exhibit significant capabilities
beyond what is possible with electronic processing.

An emergence of markets relating to mobile applications, such as mobile
banking, mobile-to-desktop, and mobile-to-cell towers, will require a high degree of
security. Data should only be received by their intended users, and eavesdroppers
should not have access to this data. The ultimate form of security is in the physical
layer, and it is easiest to place a null in the direction of an eavesdropper. Unlike the
software layer, such as encryption or steganography, which can be cracked,
physical layer security prevents eavesdroppers from even detecting the presence of
data transmission in the first place. This creates a unique application of photonic
beamformers for physical layer security in optical fronthaul of mobile traffic.

In summary, this chapter discussed the basic theory of beamforming and the
unique challenges of broadband interference cancellation. Next, we presented the
requirements and challenges for building optical FIR filters, and reviewed several
innovative MPF designs including optical tunable delays and weighting schemes.
We also reviewed the state of the art optical beamformers recently proposed and
experimentally demonstrated in literature. Furthermore, we detailed a highly scal-
able photonic beamforming architecture designed for a particularly non-stationary,
interfering environment. Finally, we introduced a specific application for the pho-
tonic beamformer namely, physical layer security in optical backhaul networks.

We hope that this chapter will contribute to stimulating research in the cross-
disciplinary areas of photonics and optics, microwave engineering, wireless com-
munications, and signal processing, from fundamental principles to practical
applications.
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