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Abstract. Secret sharing scheme is a key component of distributed
cryptosystems. In its basic form, secret sharing schemes can tolerate
honest but curious adversary. But, in modern open system environment,
adversary can behave maliciously i.e., the adversary can do anything
according to his available computational resources. To get rid of such
adversary, cheating identifiable (multi) secret sharing scheme plays an
important role. Informally, cheating identifiable (multi) secret sharing
scheme can identify the cheating participants, who are under the control
of malicious adversary, and recover the correct secret whenever possible.
However, to achieve unconditional security against such adversary, share
size should be at least equal to the size of the secret. As a result, the
need for computational notion of security of such schemes, which can ac-
commodate smaller share size, has been felt over the years, specially in
case of multi-secret sharing schemes. In this paper, we propose a notion
of security for computationally secure cheating identifiable multi-secret
sharing scheme for general access structure along with a construction
which is secure under this new notion.

Keywords: cheating identifiable secret sharing, general access struc-
ture, computational security.

1 Introduction

Secret sharing scheme is a corner stone of secure distributed cryptographic pro-
tocols. It is also an essential building block for encryption schemes (specially
identity based encryption scheme). Informally speaking, a secret sharing scheme
(SSS) allows a dealer D to split a secret s into different pieces, called shares,
which are given to a set of players P, such that only certain qualified subsets
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of players can recover the secret using their respective shares. The collection of
those qualified set of players is called access structure I's corresponding to the
secret s.

Blakley [2] and Shamir [16], in 1979, independently, introduced the notion
of secret sharing scheme with a construction for threshold access structure.
Presently, there exists a rich literature of secret sharing schemes with advanced
features like general access structures (where qualified subsets are not all of same
size t), multiple secrets (when number of secrets to be shared is more than one),
verifiability, multi-usability (reconstruction of one secret does not endanger the
security of the other secrets). But, some important issues remain open after ex-
tensive work of last three decades. In this paper, we deal with one of them. We
consider cheating identifiable multi-secret sharing for general access structure
which is an enhanced version of multi-secret sharing for general access that can
tolerate any number of malicious participants and capture more realistic scenar-
ios. In this scenario, the dealer is assumed to be honest and the goal is to identify
the cheaters and to recover the correct secret whenever possible. In this work,
we focus on public cheater identification, where reconstruction of the secret and
cheater identification can be performed by a third party.

Most of the cheating identifiable secret sharing schemes proposed and anal-
ysed so far enjoy unconditional (or information-theoretic) security. Though there
is an advantage that information theoretically secure scheme can tolerate com-
putationally unbounded adversary, but there are some crucial drawbacks, such
as requirement of honest majority, large amount of secret information. An al-
ternative solution can be relying on computational security, by which tolerance
of arbitrary number of dishonest participants is possible with lower share size
(secret information), that serves well in practical purposes.

1.1 Related Work

The idea and construction of computationally secure secret sharing schemes came
into existence with various proposals [1,8,6,15,4,3,11]. In 1994, He-Dawson [8]
proposed a multi-stage (¢,n) threshold secret sharing scheme. In 2007, Geng
et al. [6] proposed a multi-use threshold secret sharing scheme using one-way
hash function and pointed out that the He-Dawson scheme was actually an
one-time-use scheme and can not endure conspiring attacks. A SSS is said to
be multi-use if even after a secret is reconstructed by some players, the share
remain hidden from the adversary. Generally, to make a scheme multi-use, the
players do not broadcast the original share but a shadow or image of that share,
which is actually an entity that depends on the original share. This image or
shadow is known as the pseudo-share. Multi-use multi-secret sharing for general
access structure was first introduced in [15,4].

Herranz et. al. [9], [10] formalize the computational notion of security for
multi-secret sharing schemes with a concrete construction. In [12], authors dis-
cussed formal security notion for cheating identifiable threshold (single) secret
sharing scheme. But, up to the best of our knowledge, there does not exists any
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formal security notion for computationally secure cheating identifiable multi se-
cret sharing scheme for general access structure.

1.2 Owur Contribution

In this paper, we introduce a formal notion of security for computationally secure
cheating identifiable multi secret sharing scheme for general access structure
and propose a multi secret sharing scheme which is secure under the proposed
notion in random oracle model. In this context, it is worth mentioning that
there is a simple way (see [13]) to construct computationally secure cheating
identifiable secret sharing scheme from secret sharing scheme by using signature
of the dealer on the shares and thereby preventing any tampering of shares. But,
this technique is not applicable for multi-use multi-secret sharing schemes, as in
multi-use multi secret sharing schemes, secrets are reconstructed with the help
of pseudo-shares which are generated by the participants. As a result, dealer’s
signature may not be useful any more.

1.3 Organization of the Paper

In Section 2, we describe the adversarial model and communication model on
which our construction and analysis are based. The detailed construction is given
in Section 3 and its security analysis is done in Section 3.1. Finally we conclude
in Section 4.

2 Model and Definition

In this section, we specify the adversarial and communication model used in the
rest of the paper. We also propose formal definitions of construction and security
of cheating identifiable multi-secret sharing scheme for general access structure.

Adversarial Model. The dealer D is assumed to be honest. The dealer delivers
the shares to respective players over point-to-point private channels. We assume
that A is computationally bounded and malicious. Once a player P is corrupted,
the adversary learns his share and internal state. Moreover from that point
onwards, A has full control over P. By being malicious, we mean that A can
deviate from the protocol in an arbitrary manner.

Communication Model. We assume synchronous network model. There are
point to point secure channels among the dealer and the players. Moreover, all
them have an access of a common broadcast channel.

Definition 1. A Cheating Identifiable Multi Secret Sharing Scheme (CI-MSSS)
2 consists of three probabilistic polynomial time algorithms (Setup, Dist, Reconst)
as follows:

1. The setup protocol, Setup, takes as input a security parameter A € N, the
set of players P and the k access structures I'y,Is,..., I, where I =
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{Ain, Aia, ..., Air, } is the access structure for the ith secret and A;; is the
jth qualified subset of the access structure for the ith secret s;, and outputs
some public and common parameters pms for the scheme (such as the access
structures and set of players, mathematical groups, hash functions, etc.). We
implicitly assume that pms also contains the descriptions of P and the access

structures.
2. The share distribution protocol, Dist, (run by the dealer D) takes as input
pms and the global secret § = (s1, Sa,...,8) to be distributed, and produces

the set of shares {xo}p,ep, possibly some public output outpy, and a set of
public verification values V = {V, (4, a,,) * Pa € Aij € I}, (Note: (x4, Aij)
is a public function used to generate pseudo-shares from the share x, and
the qualified set A;;.)

3. The secret reconstruction protocol, Reconst, takes as input pms,outy,y, V
and the possible pseudo-shares {¢}}p,ea,; of the players belonging to some
subset A;; € Iy and outputs either a possible value of the secret s} for the
i-th secret or a special symbol L along with o list of cheating participants

CheatList = {Pa € Aij : th(wmAi,j) 7£ sz}

For correctness, we require that, for any indez i € {1,2,...,k} and any subset
Aij elrl;, it holds

Reconst(pms, outyup, {¢(Ta; Aij)} Paca,;) = si

if {Ta}pP.ca,; C {Ta}r.er and (outpuy, {Ta}p,er) < Dist(pms,§) is a distri-
bution of the secret S = (s1,...,84,...5k) and the setup protocol has produced
pms < Setup(1*, P, {I}1<i<k)-

The computational security and cheating identifiablity of CI-MSSS (2 is de-
fined by the games described in Definition 2 and Definition 3 respectively.

Definition 2. (Indistinguishability of Shares against Chosen Secret At-
tack). Indistinguishability of shares of a CI-MSSS under chosen secret attack
(IND-CSA) is defined by the following game G between a challenger C and an
adversary A as follows:

1. The adversary A publishes the set of players P and the k access structures
Fl,FQ,..., Iy c 2P,
2. The challenger C runs pms < Setup(1*, P, {I;}1<i<k) and sends pms to A.

3. A outputs a subset B C P of unqualified players (unqualified means Ji €
{1,2,...,k} such that B ¢ T}) and two different global secrets 8©) # §1)
with the restriction:

SZ(O) = 351),% €{1,2,...,k}, such that B € I}.

4. The challenger C chooses at random a bit b € {0,1}, runs Dist(pms, §®)) —
(outpup, V, {Za}tp.ep) and sends (outpys, V, {xa}PaeB) to A.
5. Finally, A outputs a bit V.



282 P.S. Roy, A. Das, and A. Adhikari

The advantage of A in breaking the CI-MSSS (2 is defined as Adv 4(\) = |Pr[b) =
b 1.

The scheme {2 is said to be computationally IND-CSA secure if Adv.a()) is
negligible for all polynomial-time adversaries A.

Definition 3. (Cheating Identifiability). Cheating Identifiability of a CI-
MSSS 2 is defined by the following game G between a challenger C and an
adversary A as follows:

1. The adversary A chooses the set of players P, a secret vector § = (s1, 82, ...,
sk) and the corresponding k access structures Iy, I, ..., I, C 2F. Then A
runs pms < Setup(1*, P, {Ii}1<i<k) and sends (pms,s) to C.

2. The challenger C runs Dist(pms, §) — (outpup, V,{Za}p,ep) and sends
(outpup, V,{za}tp,ep) to A.

3. For each secret s;, A outputs one qualified subset of I'; and a correspond-
ing set of pseudo-shares (may or may not be honestly generated) of each
participant in that qualified set, i.e.,

Vie{1,2,...,k}, A outputs some A;; € I and {@},} p,ea,,

4. The challenger C runs Vi € {1,2,...,k}
Reconst(pms, outyus, V, {©4 } Paea,,» Aij € I5) — Out;,

) S Zf Vap(xmAi') = thgaVPa € Aij
where Out; = { {L, CheatlList = {P, € A;; ;Vw(ma,Au) # Vo: }}, otherwise
5. If for any i € {1,2,...,k}, for some P, € Aij, o(za,Aij) # @k, but
Vio(ra,a:) = Vir, t.e., Py ¢ Cheatlist, the challenger C sets b = 1, else

o]
sets b= 0. Finally, C outputs the bit b.

The scheme (2 is said to be computationally cheating identifiable if Pr[b = 1]
is negligible for all polynomial-time adversaries A.

3 A Cheating Identifiable Multi-Secret Sharing Scheme

In this section, we modify the MSSS for general access structure proposed by [15]
and analyse its security in the computational model of IND-CSA and cheating
identifiability. (It is worth mentioning that the scheme in [15] lacked formal
security analysis.) The scheme {2 = (Setup, Dist, Reconst) consists of three basic
phases,

1. Setup: On a input security parameter \, the set of n players or participants
P ={P, : a € {1,2,...,n}} and k-access structures I, I5,..., I} for k
secrets, where I; = {A;1, Aia, ..., A, } is the access structure for the i-th
secret and A;; is the jth qualified subset of the access structure of ith secret
s; and |A;j| = i ,
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(a) Choose a g = g(A)-bit prime p.

(b) Choose a hash function H : {0,1}¢*+™ — 7, C {0,1}9, where | =
[log2k] + 1,m = [logat] + 1 such that t = max{t1,t2,...,tx}.

(c) Choose distinct identifier /D, €g Z;, corresponding to each of the par-
ticipant Py, € {1,2,...,n}

(d) Choose a hash function G : {0,1}¢ — {0,1}*®). [This is needed for
cheating identifiability.

(e) Set as pms = (p,q,k,l,m,H,G,IDy, P, I"1,I5,...I}).

. Dist: On input pms = (p,q,k,l,m,H,ID,,P,I1,I5,...I}) and k secrets
S81,82,...,8k € Zp - {O,l}q,
(a) Choose x4 €g {0,1}7, a=1,2,...,n. o N
(b) For A;; where i = 1,2,...,k;j = 1,2,...,t;, choose dy,dy,.. .,d:,jirl
€r Z, C {0,1}7 and set
fzy(x) =3 + dijx + déjl‘Q IS di{j_lxmj—l
(c) For each P, € A;j, compute
— ©(xa, Aij) = H(xallit]|jm) where 4; denotes the [-bit binary repre-
sentation of 7, j,, denotes the m-bit binary representation of j and
‘|| denotes the concatenation of two binary strings.
= B = fij(IDa) and M3 = Bf — p(za, Aij)-
— the public verification values V,(,, ,,) = G(¢(2a, Aij)). [needed for
cheating identifiability]
(d) Output {as}i<a<n as shares, outp,, = {M% Py e A, 1 <i <kl <
j < t;} as public output.
(e) Output V = {Vi(z,,4,;) : Pa € Aij,1 < i < k;1 < j < ¢} as public
verification value. [needed for cheating identifiability]

. Reconst:

(a) Participant Phase: On input pms,outy,, and A;; € I;, each partic-
ipant P, € A;; computes and broadcast ¢(zq,Ai;) = H(zalli1]|im),
VAij e ;.

(b) Verification Phase: On input V and {p(z4, 4ij) : VPy € Ai; € I3},

— participants check G(¢(za, Aij) < Vo (2a,Aij)s VPa € Ajj.
— compute Cheatlist = { Py : G(p(Ta, Aij) # Vio(za,A,) )

(¢) Secret Reconstruction Phase:

— if CheatList = (), then compute f;;(IDy) = Bf; = Mg + ¢(wa, Aij),
VP, € A;j. Then compute and output s; from {fi;(IDq) : Po € Asj}
using Lagrange’s Interpolation.

— otherwise, output {_L, CheatList}.
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3.1 Security Analysis of 2

Theorem 1. 2 satisfies correctness condition.

Proof : As correctness is considerable only when all the participants are honest,
it is obvious that, using Lagrange’s Interpolation, every qualified set of honest
participants can reconstruct corresponding secret. ]

Theorem 2. (2 is IND-CSA secure CI-MSSS in random oracle model.
Proof : Let Ap be an adversary against IND-CSA security of §2. Let C be
the challenger of the security game. Ay, starts the game by choosing a set of
participants P = {Py, Ps, ..., P,} and k access structures I, I5, ..., ). C runs
Setup of {2 to generate pms and send everything in pms except the hash functions
G, H to Ag.

Ap outputs a set B C P of corrupted players and two different global secrets
5§ £ 51 with the restriction:

SEO) = 351),% €{1,2,...,k}, such that B € I}.

C chooses pairwise distinct zo €g {0,1}9, a=1,2,...,n.

Simulation of H-queries: C starts with two empty lists namely H-list and
R-list. When Ap, submits a hash query of the form x||i||j (In this proof, for
simplicity, we write i;,j,, as 4,7 only.), C checks whether x = xz, for some
P, eP.
If x # 2o, Va € {1,2,...,n}
Choose v €r {0,1}7
do ¢ Add (zl|i]|,7) to the R-list

Return .
If © = z,, for some «,

If 2 = 2, & P, € B, Ifx=x, & Py ¢ B,
IfPQEAZ‘jEFi IfPQEAijEFZ‘
Choose hq i ; €r {0,1}9. Choose hq;; €r {0,1}9.
Add (za||i|lj, ha,s,;) to H-list Add (zql|i||j, ha,i,;) to H-list

do Return hq g ;. do Return hq ;.
IfPa¢Aij€Fi IfPa¢AijEFZ‘
Choose v €r {0,1}1. Choose v € {0,1}1.
Add (z4|é]|4,7) to the R-list Add (z4|)i]4,7y) to the R-list
Return 7. Return 7.

If a hash query z||i||j by Ag, is already in H or R-list, the stored value is sent
back to Ag. It is to be noted that the entries in R-list are not required in the
actual execution of the MSSS, whereas H-list will be used by the challenger C
to simulate the outyys.

Simulation of G-queries: C starts with two empty lists namely G-list and G’-
list. When Ap, submits a hash query of the form h*, C checks whether A* = hq i ;
for some h* € H-list.
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If h* = ha,; € H-list, If h* ¢ H-list,
Choose Va5 €r {0,1}". Choose 1 €r {0,1}*.
do Add (ha,i j; Va,i;) to G-list  do Add (h*,n) to G’-list
Return V, ; ;. Return 7.

If a hash query h* by Ag is already in G or G'-list, the stored value is sent
back to Ag. It is to be noted that it may happen that Ay queries the hash
function G with A* such that at that stage h* ¢ H-list, but h* was latter added
to the H-list as some hq ; ;. In that case, the entry (h*,n) is shifted from G’-list
to G-list and renamed as (Ra,i,j, Va,i,j). Observe that the entries in the final G’-
list are not required in the actual execution of Dist algorithm. Only the entries
in G-list are used by the challenger C to simulate the V.

C chooses a bit b € {0,1} and do the following:

— VA;; € I where i =1,2,...,k;j=1,2,...,t;, choose dij,d;j,...,dfij_l €R
Z, €{0,1}7 and set

fzy(x) =s; + dgjx + d;ij I dizj_lxrijfl
— For each P, € A;j, compute B = f;; (ID,), MG = Bk — haij-

The values of ha ;; are either recollected from H-list, if they exist, or they
are chosen randomly from {0, 1}2. In the latter case, the entry is added to the
H-list for answering further hash queries. Moreover, C generates a simulated set
V = {Va,;: Po € Aij € I} where V,,; ;’s are either collected from G-list, if
they exists, or randomly chosen from {0,1}* and added in the G-list.

C returns the public output out,,, = {M% 1Py €A, 1 <i<k1<j<t},
V = {Va,; : Po € Ajj € I} and the shares {z, : P, € B} of the corrupted
participants to Ag. Finally, A, outputs its guess b’ for b.

Therefore, to compute the probability that A, outputs the correct bit, we
distinguish between two cases, depending on whether Ay somehow manages
to get the pseudo-share hq;,; for some non-corrupted participant P, ¢ B and
P, € A;; € I; or not. If Ap gets hq;; for some P, ¢ B, say with probability
0, this is the best case for A, and he can correctly guess the secret bit. On
the other hand, if Ay, is not able to output any pseudo-share corresponding to
a non-corrupted participant, which happens with probability 1 — §, then the
probability of A guessing the correct bit is exactly 1/2. Hence, in any case,
the probability of A, guessing the correct bit is § + (1 — §) = g + 5 ie
Adva, (V) = [(5 + 5) — 3] = 30

Now, let E; be the event that Ao makes a hash query zq|i[|j, where x4 is
the share of P, € P\ B and P, € A” € I; and |B| = £. The probability that a

single H query leads to FEj is ; ;- Now, taking Qg to be the total number of

H-queries, we get

Pr[El]—1<1nt~>(1 not )(1 net )
21 20 {1 20— F—Qpu+1
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~ QH ~.
<1-(1-" t %QH(nit)Sn'fozn'QH
24 _ 2 — 2 — i 20

as t,Qp are negligible com_pared to 29. Let Fy be the event that Ay guesses
the hqa; for some P, ¢ B and P, € A;; € I; from the publicly available
Va,ij- Since, Vi 4 ; is randomly chosen and letting Q¢ to be the total number of
G-queries, we get,

1% _ Qc
Qu T ou
n-Qu Qg

9q + ou ° Thus,

1/n-Qr Qg
AdvAQ(A)~2( » +2u).

PrEy) = 1— (1 -

Now, § = Pr[E; U Es] < Pr[E4] + Pr[Es] =~

Theorem 3. (2 is cheating identifiable, if G is collision resistant.
Proof : The adversary A chooses the set of players P, a secret vector § =
(s1,82,...,58,) and the corresponding k access structures Iy, Iy, ..., I, C 27.
Then A runs Setup(1*, P, {Ii}1<i<k) — pms = (p,q,k,I,m, H,G,1D,) and
sends (pms,§) to C. The challenger C runs Dist(pms,S) to output the shares
{za}p,ep, public outputs outpu, = {Mg : Py € Ajj,1 <i<k;1<j <t} and
public verification value V = {Vsa(acmAij) 1P, € A;;,1<i<k1<j<t}and
sends (outpyy, V, {za}p,ep) to A.

For each secret s;, A outputs one qualified subset of I'; and a corresponding
set of pseudo-shares (may or may not be honestly generated) of each participant
in that qualified set, i.e.,

Vi e {1,2,...,k}, A outputs some A;; € I; and {¢},}p.ca,;-
Finally, the challenger C runs Vi € {1,2,...,k}
Reconst(pms, outyup, V, {04} Paca,;, Aij € Ii) = Out;,

Si, if th(wmAij) = sz,VPa € Aij

{L, Cheatlist = { Py € Aij : Vi(ao,a,;) 7 Vir }}, otherwise
Now, let us consider the case when A wins the game i.e., when C outputs

b = 1. Note that b = 1 = 3 at least one ¢ € {1,2,...,k} such that 3P, € A4;;

with o(za, Aij) # @5, but Voo, a,) = Ver, 1.,

P(2a, Aij) 7# o but Glp(za, Aij)) = G(pq);

i.e., we find a collision for G.

Let us denote the event of finding collision for G by Colg and let Pr[Colg] = d¢-.
Thus, the adversary wins the game if Colg occurs, i.e., Pr[b = 1] < d¢.

Since, G is collision resistant, dg is negligible and as a result, Pr[b = 1] is
negligible. a

where Out; = {
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Conclusion

In this paper, the notion of computational cheating identifiability for multi-
secret sharing schemes for general access structure is established. We also provide
construction and proofs of security of a cheating identifiable MSSS for general
access structure. As a topic of future research, one can think of more efficient
construction of cheating identifiable multi-secret sharing schemes for general
access structure.
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