
R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 233–238, 2015. 
© Springer International Publishing Switzerland 2015 

Financial Risk Management in e-commerce Using 
Executable Business Process Modeling Notation 

Ramkumar Iyer and Sanjeevi Moorthy 

Paypal India Private Limited 
{rriyer,smoorthy}@paypal.com 

Abstract. In e-commerce systems like online auction houses or online stores, 
there are financial transactions involving buyers and sellers. At large payment 
processing firms, there is significant risk of fraud (upto 0.9 %). This fraud can 
be prevented before the actual transaction phase through risk scoring models. In 
the post transactions phase, measures like withholding or reserving funds of the 
seller, or asking for additional supporting material from the seller to release the 
funds can be done. There are numerous variations based on different geogra-
phies or different seller classes or different holding mechanisms of these  
measures.  

It was found that the software being developed for a payment system was 
combining both infrastructural software (database, queue, logs) as well the ac-
tual risk business process. Subsequently, prototypes were created for different 
risk measures in the post transaction phase using executable BPMN2 (using Ac-
tiviti engine). For example, a certain amount of money may be withheld from 
the seller for a configurable time period which can be edited in the graphical 
BPMN2.  

In this paper, we discuss the numerous types of transactions, the numerous 
measures for financial risk and how BPMN2, can be used to model the same 
and at the same time form a performant executable component reducing devel-
opment time. It is also possible that such models can be standardized and ex-
changed in the industry. 

1 Introduction 

E-commerce is one of the rapidly growing businesses in the world with revenues ex-
pected to be in the range of 1.5 trillion dollars as of 2014. The average fraud rate in  
e-commerce has been estimated to range around 0.9% (approx. 3.5 billion dollars) 
which is a significant number due to risks like credit card fraud, identity theft, spoofing 
and other sophisticated attacks. The classic risk model has 4 major ways of dealing 
with risk: Avoidance, Reduction, Transference or Acceptance. Each of these concepts 
is applicable at a certain stage of the transaction being conducted between a buyer and 
seller. The transaction stages are typically split into pre-transaction, transaction and 
post-transaction stage. Pre-transaction risk avoidance strategies can be adopted based 
on payment history or whether the person conducting the transaction is on a blacklist 
or if the credit card is under dispute or there is a sudden location change. In post  
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transaction, holding a payment in the sellers account and releasing it only after certain 
duration so as to avoid any disputes or asking for additional information if fraud is  
suspected is an accepted method. This paper primarily focuses on modeling post trans-
action risk in an executable fashion however pre-transaction risk can also be modeled. 

The software achieving the objective under study is highly complex, distributed 
with real-time elements and asynchronous components. It is primarily developed for 
post transaction risk management. The nature of variations handled in the software 
could be geography specific or seller specific or product specific or mechanism spe-
cific. Further, in the software, there is close coupling between the infrastructural code 
(say accessing the database, queueing system, mailing system, logging system) and 
the actual business process for post-transaction risk handling. Also, software requires 
multiple changes in code and business logic level to introduce changes and there is a 
lot of duplicate cut and copy code. By segregating the software into infrastructural 
and post transaction business process models that can be executed it is possible to 
achieve ease of comprehension, rapid configurability, simplified service composition 
and orchestration, ease of deployment, and standardized versioning. 

2 Brief Review of Business Process Modeling and Risk 

There has been a lot of work on risk and business; as risk forms a fundamental com-
ponent. Business process modeling has been used for tasks ranging from program 
planning to program execution [1]. In the current context, program execution is one 
the key parameters for realizing it benefits technically. Typically flow charts, data 
flow diagrams, control flow diagrams are some of the traditional methods. BPEL 
(Business Process Execution Language) and BPMN2 (Business Process Modeling 
Notation) are some of the more modern methods. The modeling element of choice if 
BPMN2 primarily because it is friendly towards business personnel as well as tech-
nical personnel, the tool support for BPMN2 is rapidly growing and variety of train-
ing materials are available for free from the concept to execution cycle [2, 3, 4].  

In e-commerce, there have been numerous attempts to integrate BPM. For exam-
ple, the work [5] addresses web service composition in e-business. In [6], BPM is 
introduced as a technology for collaborative commerce (C-Commerce) with applica-
tions for e-procurement. In, [7], workflow management systems and their types are 
elucidated with a production work flow having high business value, low uniqueness, 
high complexity and high task structure. This paper is one of the first to address pro-
duction workflows in e-commerce live systems. With regards to financial risk, [8, 9] 
model financial risk based elements. 

The research problem addressed in this paper is how executable BPMN2 models 
can be used for financial risk management in e-commerce and the investigating the 
technical areas like performance and usability where there can be future improve-
ments. This will also form the basis of full-fledged adoption in the financial risk  
domain both at organization and industry level. Activiti [10, 11] was chosen as the 
experimental open source BPMN2 process execution platform due to the availability 
of an integrated modeling tool, management tool, larger specification support, com-
munity support, open source nature and Java interoperability. 
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4.2 Buyer Confirmation and Buyer Rating 

In certain cases, if the buyer confirms the receipt of a product or if the buyer rates the 
seller highly after the transaction is completed in post-transaction phase, the hold 
placed on the seller account is released. 

 

Fig. 3. Release mechanisms when buyer gives positive feedback or confirms receipt 

4.3 Shipping Release 

Sometimes, the seller may not be able to wait till the hold amount is released after the 
specified configurable period. Hence, they would provide proof that the item has been 
shipped.  

 

Fig. 4. Shipping Release of Held Funds when Seller updates shipping details  

5 Performance Engineering and Usability Studies 

It was found that on an average the first deployment of any BPMN2 process took 
around 4 seconds of time. Once the process was deployed the process was within 
acceptable limits of 20 to 35 milliseconds as required for the simple timer process 
discussed in 4.1.  Further load testing is being carried out to validate the same with 
live traffic. The deployment time of the solution was also considerably reduced. 
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6 Conclusions and Future Works 

This paper looked at financial risk management in the post transaction phase and how 
executable BPMN2 can be used in software to segregate framework and business 
process level concerns and improve productivity especially when the software has 
multiple simple variations on a common theme.  A model was presented on how to 
introduce BPMN2 based solutions. The existence of an overarching strategy in the 
model and gradual rather than top down introduction of BPMN2 is a criteria for suc-
cess discovered. 

Executable BPMN2 models for financial risk management in e-commerce can be 
standardized across the industry, only allowing for company or service specific varia-
tion. This will allow for uniform buyer and seller experience when dealing with a 
plethora of e-commerce solutions and also allow them cognitive insight into the actual 
process. For example consider a shareable Know Your Customer executable model. 
This is termed as multi-tenancy. Future benchmarking with other approaches like 
BPEL or proprietary is also planned.  

Mathematically, BPMN2 has been modeled as graph rewrite rules [13]. One of the 
applicable emerging areas for modeling e-commerce risk in post transaction phase is 
artificial immune theory [14] which was validated with senior risk professionals in the 
organization. Further, complexity theory [15] can be used to model the external envi-
ronmental changes. The exploration of mathematical foundation of the executable 
modeling with these theories is also planned. 
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