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Preface

The 11th International Conference on Distributed Computing and Internet Tech-
nology, ICDCIT-2015, took place in Bhubaneswar, India, during February 5-8,
2015, and was hosted and sponsored by Kalinga Institute of Information Tech-
nology (KIIT) University.

The ICDCIT conference series focusses on three broad areas of computer
science, viz., distributed computing, Internet technologies, and societal appli-
cations. It provides a platform for academicians, researchers, practitioners, and
developers to present and publish their research findings and also deliberate on
contemporary topics in the area of distributed computing and Internet technol-
ogy. From the very inception of the ICDCIT series, the conference proceedings
are published by Springer as Lecture Notes in Computer Science — vol. 3347
(year 2004), 3816 (2005), 4317 (2006), 4882 (2007), 5375 (2008), 5966 (2010),
6536 (2011), 7154 (2012), 7753 (2013), 8337 (2014), and 8956 (2015).

In response to the call for submissions, ICDCIT 2015 received 221 abstracts
from authors in different countries. Subsequently, 165 submissions with full ver-
sions were reviewed by an international Program Committee (PC) consisting
of 35 members from 10 countries. Each submission was peer-reviewed by two
to three PC members with the help of external reviewers. After receiving the
reviews on the papers, the PC meeting was conducted electronically over a pe-
riod of ten days in the later part of October 2014 to discuss and finalize the
acceptance of submissions under different categories. This year the PC decided
to introduce the Poster Paper category in order to encourage larger participation
and presentation of ongoing research activities. Based on relevance to the con-
ference theme and quality of technical contents and presentation style, 42 papers
(25 %) were accepted for presentation and publication in the LNCS proceedings
out of which 12 papers are under the category of regular papers each with a
maximum length of 12 pages, 13 short papers of 6 pages each, and 17 poster
papers of 4 pages each. We wish to thank all the PC members and external
reviewers for their hard work, dedication, and timely submission of the reviews
without which it would have been difficult to maintain the publication schedule.

The program also included invited lectures by nine distinguished speakers:
Laxmi Parida (IBM T.J. Watson Research Centre, USA), G. Michele Pinna
(University of Cagliari, Italy), Catuscia Palamidessi (Inria Saclay, France), Niko-
laj Bjorner (Microsoft Research, Redmond, USA), Eric Rutten (Inria Greno-
ble, France), Krithi Ramamritham (IIT Bombay, India), Sanjiva Prasad (IIT
Delhi, India), Manik Lal Das (DA-IICT, Gandhinagar, India), and Bud Mishra
(Courant Institute, NYU, USA). We express our sincere thanks to all the invited
speakers for accepting our invitation to share their expertise and also submit full
papers for inclusion in the proceedings.
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Our sincere thanks to Achyuta Samanta (Founder of KIIT University) for
his patronage and constant support in the hosting of the ICDCIT conference
series. We are grateful to the Vice-Chancellor and administration of the KIIT
University for providing us with the infrastructure and logistics to organize this
international event. We are indebted to the Advisory Committee members for
their constant guidance and support.

We would like to thank and place on record the invaluable service and tireless
efforts of the organizing chair, finance chair, publicity chair, registration chair,
session management chair, the publications chair, and all members of various
committees. We would also like to thank the chair-persons of the satellite events,
the Student Symposium and the Industry Symposium. Our special thanks to
Hrushikesha Mohanty and D.N. Dwivedy for their valuable advice and whole-
hearted involvement in all activities.

We wish to acknowledge and thank all the authors for their scholarly contribu-
tions to the conference, which evoked interesting discussions during the technical
sessions. Our thanks are also due to the technical session chairs for managing
the sessions effectively. We acknowledge the service rendered by EasyChair for
efficient and smooth handling of all activities starting from paper submissions to
preparation of the proceedings. We sincerely thank Alfred Hofmann and Anna
Kramer of Springer for their cooperation and constant support all through the
publication process of this LNCS volume.

Last but not the least, we thank all the participants and people who directly
or indirectly contributed toward making ICDCIT 2015 a memorable event.

February 2015 Raja Natarajan
Gautam Barua
Manas Ranjan Patra
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Models of Circular Causality™

Massimo Bartoletti®, Tiziana Cimoli', G. Michele Pinna', and Roberto Zunino?

! Dipartimento di Matematica e Informatica, Universita di Cagliari, Cagliari, Italy
2 Dipartimento di Matematica, Universita degli Studi di Trento, Italy

Abstract. Causality is often interpreted as establishing dependencies
between events. The standard view is that an event b causally depends
on an event a if, whenever b occurs, then a has already occurred. If the
occurrences of a and b mutually depend on each other, i.e. a depends on
b and vice versa, then (under the standard notion of causality) neither
of them can ever occur. This does not faithfully capture systems where,
for instance, an agent promises to do event a provided that b will be
eventually done, and vice versa. In this case, the circularity between the
causal dependencies should allow both a and b to occur, in any order.
In this paper we review three models for circular causality, one based
on logic (declarative), one based on event structures (semantical), and
one based on Petri nets (operational). We will cast them in a coherent
picture pointing out their relationships.

1 Motivations

Circular dependencies are a natural aspect of many kinds of interactions. For
instance, consider two mutually distrusting participants, Alice and Bob, who
want to exchange their resources. Alice wants Bob’s resource, and vice versa,
but only one resource at a time can be transferred. A possible interaction is that
where Alice makes the first move, by giving her resource to Bob. At this point,
Bob can either give his resource to Alice, or he may even choose not to. Since
Alice and Bob do not trust each other, each one is expecting that the other
gives their resource first. The two participants are stuck in a situation where no
one can move. This is a classical issue, discussed by philosophers at least since
Hobbes’ Leviathan [14].

The above scenario expresses the basic idea behind circular causality: Alice
wants to do her action after Bob’s action has happened, and wice versa. This
situation can be represented in many ways in many models.

From a logical point of view, we may say that “Alice gives her resource to
Bob” and “Bob gives his resource to Alice” are two atomic propositions a and
b, and we can model the behaviour of Alice and Bob with the formulae:

b—a a—b (1)

where — denotes e.g. intuitionistic implication [17].

* Work partially supported by Aut. Reg. Sardinia LR 7/07 CRP-17285 (TRICS), PIA 2010 “Social
Glue”, by MIUR PRIN 2010-11 “Security Horizons”, and by EU COST Action IC1201 (BETTY).

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 1-20, 2015.
© Springer International Publishing Switzerland 2015



2 M. Bartoletti et al.

From a semantical point of view, a and b can be considered events of an event
structure [22], which is one of the classical models of concurrent systems. In
event structures, causality among events is represented by enablings of the form
X F e, meaning that the event e can only occur after all the events in the set
X have already occurred. Then, our Alice-Bob scenario can be modelled by an
event structure with the following enablings:

{b} Fa {a} F b (2)

Finally, in a more operational perspective, a and b can be seen as transitions
of the following Petri net N [19]:

We can now notice that all the above formalisations of the Alice-Bob scenario
share some kind of misfeature: neither the atom a nor the atom b can be deduced
in the logical theory in (1); neither the events a nor b can ever happen (i.e. they
are not reachable) in the event structure in (2); and neither transitions a or b
can be fired in the net N.

To solve the impasse, one of the participants must do the first move. Alice
may decide to give her resource to Bob, without conditions, hoping for his in
exchange. This adjustment clearly resolves the circularity issue (since one of the
dependencies is removed). From the logical point of view, the modified scenario
can be described by the theory:

a a—b (3)

where both a and b are deducible. From the semantic point of view, we obtain
an event structure with the following enablings:

OFa {a} b (4)

where both a and b are reachable. Finally, the Petri net is adjusted as follows
(we name the resulting net N'):

where both transitions a and b can be performed.
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However, this new scenario has a flaw: we have lost the information that Alice
is willing to trade her resource only if she receives what she wants in exchange.
Consider for instance that Bob wants to give his resource to Carl, first, and
that Carl needs that resource forever. Assume also that this information is not
shared with Alice. Since Alice is saying that she will give her resource without
conditions, she gives away her resource, but she will receive nothing. If we model
this situation in our three settings, in the logic we have a and a — ¢ (Carl’s
request), from which we deduce a but not b. In the event structure we have
enablings () - a and a F ¢, and so a is reachable while b is not. In the Petri net,
we just replace transition b in N’ with a new transition ¢, and we have that the
transition a is fired while b is not. Never has Alice got what she wants, but she
always has to do something. We would like to express Alice’s constraints in such
a way that, if Bob is not promising to give her what she wants, then she is not
obliged to do anything.

Our answer to this problem is the introduction of a novel kind of circular
dependency of the form “Alice gives her resource to Bob” on the promise that
“Bob will eventually gives his to Alice”. Alice may give away her resource now,
but only if Bob promises to give her his one. In the logical approach, this is
done in [11] by extending Intuitionistic Propositional Logic with a new kind of
implication (—); event structures are extended in [7] with a new kind of enabling
(IF); Petri nets are extended with the possibility of lending tokens [4]. Thus, let
us consider again our Alice-Bob example. In the logic, we have:

b—a a—b (5)

and due to the reduction rules for —, now both a and b are deducible.
In event structures, we have:

blFa akb (6)

and since I decouples causality from the order in which events happens, both a
and b are reachable.

In Petri nets, we add an arc from p; to a labelled in such a way that it means
that a token may be lent from p;:

Since transition a can lend a token, the firing sequence p; — ps LN p1 is now
possible.
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Consider again the situation where Bob and Carl are trying to deceive Alice.
Were we to match Alice’s condition with Bob’s ¢, we would end with a satisfac-
tory situation: in the logic, b — a and ¢ do not imply «a; in the event structure
with enablings b I a and ¢, event a is not reachable; in Petri nets, an “honored”
marking is not reachable.

This paper is organized as follows: Sections 2 to 4 gently introduce the three
models considered in this paper: the logic PCL, lending Petri nets, and event
structures with circular causality. For each of these models, we will give some
examples to stress the flavor of these approaches. Section 5 contains some of
the results connecting these three models. Finally, in Section 6 we draw some
conclusions.

2 A Logical Approach to Circular Causality

Propositional Contract Logic (PCL [11]) extends intuitionistic propositional
logic (IPC) with the connective —, called contractual implication.

Definition 1 (PCL syntax). The formulae A,B,... of PCL are defined as
follows, where we assume that a,b, ... range over a given set of atoms.

AB :== 1L | T|a|-A| AVB | ANB|A—-B | A—>B

The natural deduction system for PCL [3] extends that for IPC with the rules
(—11), (=12), and (—E) in Figure 1 (wherein, in all the rules, A is a set of PCL
formulae). Provable formulae are contractually implied, according to rule (—11).
Rule (—12) provides — with the same weakening properties of intuitionistic im-
plication —. The paradigmatic rule is (—~E), which allows for the elimination of
contractual implication —. Compared to the rule (—»E) for elimination of — in
IPC, the only difference is that in the context used to deduce the antecedent A,
rule (»E) also allows for using as hypothesis the consequence B.

w  AFA AFB  AFAAB . AFAAB
A,AFA AFAAB AF A ‘ AF B ‘
AR A AF B AFAVB A Ak A BFr
(vI1) (vI2) (VE)
AFAVB AFAVB Ak r
AAFB AFASB AFA
Arasp AFB oo AAF A
AFA B :
- ABF A — B
AFB  AFA—-B ABFA Ab A — B 2
A-A-—»B AFB -n

Fig. 1. Natural deduction system for PCL (rules for — and L omitted)



Models of Circular Causality 5

Ezample 1. Let A=A — B,B —» A. A proof of A+ A in natural deduction is:

AAFA—=B AAFA"

AFB A AAFB
AF A

(—E)

(—E)

As in the previous example, we can show that the following is a theorem of PCL:

(A-»B)AN(B—»A) - AANB (THEOREM)
whereas the following is not a theorem (neither of PCL nor of IPC):

(A-B)A(B—A) - AAB (NOT A THEOREM)

The above theorem highlights the different nature of contractual and intuition-
istic implication: the former allows for a form of circular reasoning, while the
latter does not. Some other characterizing theorems of PCL are outlined below:
FA—-B)A(B—»A) - AAB (7
F(AL —» Ao) A A(Apo1 > A AN (A > A1) — AT A NA, (8

)
)
FNicrn (A A NA AN A A ANAR)— Ay) = ALA A A, (9)

10)
)
)

F(A— B)— (A— B) (10
¥/ (A— B) = (A — B) (11
FA - A AN (A—-»B) A (B—B') - (A —>»B) (12

Theorem (7) models a binary handshaking; (8) is a generalization to the multi-
party case, where the (i + 1)-th party, in order to do A;41, relies on an action
A; made by the i-th party; (9) is a sort of “greedy” handshaking, because now
a party does A; only provided that all the other parties do their actions, i.e.
A1, A1, Aiva, ..., Ay Theorem (10) states that contractual implication is
stronger than intuitionistic implication, while (11) says that the converse does
not hold. The consequence in a contractual implication can be arbitrarily weak-
ened, while the precondition can be arbitrarily strengthened (12).

The main results about PCL, among which consistency (under the full set
of rules, which also deal with negation and 1) and decidability, are established
n [11]. The proof of decidability follows the lines of the one for IPC given by
Kleene in [15]. The result relies on a formulation of the PCL sequent calculus with
implicit structural rules (to limit the proof search space of a given sequent, as
in Kleene’s G3 calculus) and the subformula property, obtained as consequence
of the cut-elimination theorem.

While PCL is clearly a conservative extension of IPC, there cannot be sound
and complete homomorphic encodings of PCL into IPC: that is, - cannot be
regarded as syntactic sugar for some IPC context.

Definition 2 (Homomorphic encoding). A homomorphic encoding m is a
function from PCL formulae to IPC formulae such that: m is the identity on
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prime formulas, T, and L; it acts homomorphically on N,V,—,—; it satisfies
m(A — B) = C[m(A),m(B)] for some fized IPC context C(e,e).

Of course, each homomorphic encoding is uniquely determined by the context C.
Several complete encodings, (i.e. satisfying - p = Frpc m;(p)) exist: for
instance, mg(A — B) = mo(B) and m1(A - B) = (m1(B) = m1(A)) = m1(B)
are both complete encodings. However, there can be no sound encodings. Indeed,
a sound encoding would allow us to derive Peirce’s axiom in PCL, violating the
fact that PCL conservatively extends IPC [10].

Theorem 1. If m is a homomorphic encoding of PCL into IPC, then m is not
sound, i.e. there exists a PCL formula A such that -ipc m(A) and 1/ A.

3 An Operational Approach to Circular Causality

In Petri nets [19] dependencies among transitions are encoded by stipulating
that tokens produced by a transition are consumed by others, and it may well
be that two or more transitions may share places in such a way that tokens
produced by one are used by the others and vice versa. Thus, on an abstract
level, the issue of circularity is already present in the general Petri nets setting,
and circularity is not considered a relevant issue. This is not longer true when
considering nets where transitions represent events and the requirement that a
transition is executed just once is enforced, e.g. occurrence nets (adopting the
terminology of van Glabbeek and Plotkin in [21]). In this case to establish a cir-
cular dependency a transition should use a token produced by another transition
which in turn expects (one of) the token produced by the former. According to
the ordinary interpretation of firing in Petri nets these transitions cannot fire.

To overcome this problem debit arcs have been introduced in [20]. In a net
with debit arcs transitions may be executed even if some tokens are not avail-
able. The motivations behind this approach rely on language theoretic consid-
erations (Petri nets are indeed a kind of automata able to recognise a class of
languages [23]): nets with debit arcs are inspired by the so called blind-one way
multicounter machines described by Greibach in [13].

We are more interested in characterising in an operational way the capability
of a place to lend tokens allowing in this way the execution of a transition
otherwise blocked. To this aim we present Lending Petri nets, defined in [4]
and further studied in [5], which are basically debit nets with some additional
constraints. A Petri net is a tuple (S, T, F, mg), where S is a set of places, T is
a set of transitions (such that that SNT =0), F: (SxT)U(T'x S) - Nisa
weight function, and mg : S — N is a function from places to natural numbers,
called marking, which models the initial state of the net. F'(s,t) = n means that
the transition ¢ can be fired whenever n tokens are available at place s, while
F(t,s’) = m means that firing the transition ¢ will result in m tokens added
to place s’. Lending Petri nets extend standard nets by allowing transitions
to fire even in the absence of the required number of tokens. However, this is
done in a controlled manner: only a fixed number of tokens can be obtained
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“on credit”, and credits must be eventually honored. We introduce a lending
function L : S x T — N, which specifies how many tokens a transition may
borrow from a place. Thus if F(s,t) = n and L(s,t) = [, then firing the transition
t costs n + [ tokens, of which only [ can be taken on credit. We equip Lending
Petri nets with a labelling ¢ of places and transitions, where labels are drawn
from a set £. These labels have a role similar to the one played by input/output
interfaces in the open nets as defined in [1], and play a major role when defining
operations on these nets.

Definition 3. A lending Petri net (LPN) is a tuple N = (S,T,F, L, ¢, mg)
where: (a) (S, T, F,mq) is a Petrinet, (b) L: SxT — N is the lending function,
and (¢) £ : SUT — L is a partial labeling of places and transitions, Further, we
require that for each t € T, there exists some s € S such that F'(s,t)+ L(s,t) > 0.

The last requirement says simply that no transition can happen spontaneously
but must consume or lend some tokens.

This model is clearly a conservative extension of the classical one: indeed,
an ordinary Petri net is an LPN where the lending function is constant and
equal to 0, which means that no token can be borrowed from any place. The
drawing conventions we adopt are mostly standard, the unique difference is for
arcs connecting places to transitions we have a pair of natural numbers, the first
representing the weight of the standard arcs (possibly 0) and the second the
weight of the lending ones (in red, only written when nonzero). We omit the arc
between a place and a transition if standard and lending arcs have null weights.

We define the pre-set and the post-set of a transition/place as usual: *x =
{lye TUS | F(y,z) >0} and z* = {y € TUS | F(z,y) > 0}, respectively.
These are lifted to sets of transitions/places in the obvious way. The current
state of a net is described by a marking, which in the case of LPNs is no longer
constrained to be a function from places to natural numbers, but it is a function
m : S — Z from places to integers (with the exception of the initial marking mg
that must be non-negative). We shall adopt the following drawing convention for
markings. First, we associate each place p with a co-place p, which represents a
negative token in p. Then, a marking m is represented as a multiset of places
and co-places, contanining m(p) occurrences of p if m(p) is positive, and —m(p)
occurrences of p is m(p) is negative. For instance, we represent the marking
m = {p1 — 2,p2 — —1} as p1,p1, p2. We denote with () the empty multiset.

The behavior of a net is described by a labeled relation between markings,
where labels are transitions in 7. Intuitively, a transition ¢ can be fired at a
certain marking whenever each place in the pre-set of ¢ contains enough tokens:
more precisely, each place s € °®t must contain at least F'(s,t) tokens. If a
transition ¢ is enabled at a marking m then it can be fired, leading to a new
marking where the number of tokens in the places of the net is accordingly
updated. To do that, each place s in the pre-set of ¢ gives away F(s,t) + L(s,t)
tokens (of which, only F(s,t) need to be already available at s, while the others
can be taken on credit), and it receives F'(¢, s) tokens.
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D2

3 1
’. 1 |t_l| (0’1) O
Po P2
N1 N2

Fig. 2. Two Lending Petri nets

Definition 4. Let N = (S,T,F,L,¢,mo) be an LPN. We say that t € T is
enabled at m iff m(s) > F(s,t) for all s € *t. We have a step t from m

to m’ (in symbols, m SN m’) whenever t is enabled at m, and, for all s € S:
m/(s) = m(s) — (F(s,t) + L(s,t)) + F(t,s)

A consequence of this notion is that the number of tokens in a place can become
negative, if the weight of the lending arc is not zero.

A firing sequence is a finite sequence of steps. The trace of a firing sequence
is the string of labels associated to its transitions, i.e. the trace of myg n,
My Mp_1 - my, is the string L(ty)---£(t,), which is the empty string e
when n = 0, and it is undefined when £(¢;) is undefined for some i. The set of
all traces of a net N is denoted with 7r(N). As usual, we denote with —* the
reflexive and transitive closure of —. Hereafter, we denote with Mk(N) the set
of reachable markings of a net N, i.e. those markings m for which there exists a
firing sequence starting at mg and leading to m.

Not all reachable markings represent good states of a system: a marking where
some places have a negative number of tokens models a state where some re-
sources have been taken on credit, but the credit has not been honored yet.
Honored markings are those markings which model states where all credits have
been honored. Thus in honoured markings the possible circular dependencies
among transitions have been solved.

Definition 5. A marking m of N is honored iff m(s) > 0 for all places s of N.

If the net has no lending arcs, all the reachable markings are honored. An honored
firing sequence is a firing sequence where the final marking is honored.

Example 2. Consider the LPN Nj in Figure 2. The initial marking is the multiset
po. The transition ¢; is enabled at pg as it may borrow tokens from places po
and p4. The other two transitions (¢ and t3) are not enabled. We have exactly

one maximal firing sequence: pg 4, P1, D2, P4 L, D2, P3 15, ). Note that
the marking reached after firing all the three transitions is a non-negative one,
hence it is honored.
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Consider now the LPN N, in Figure 2. The transition ¢; is enabled, as it may
borrow two tokens from place p;. Firing ¢ leads to the marking p1, p1, p2. Then,
if the transition t5 is fired, one token is given back to place p1, and we reach a
deadlock, i.e. a not honored state where no transitions are enabled. Instead, if
the transition t¢3 is fired then we return to the initial state, with one token at
place p;.

LPNs are intended to represent systems, hence a notion of composition should
be introduced. The idea is that labelled places are the interface of the LPN.
Those without outgoing transitions play the role of outputs, whereas those in-
coming transitions play the role of inputs. If a net N has an input place, and N’
has an output place with the same label, then in their composition N & N’ these
places will be plugged together. This models an asynchronous communication
channel between nets, which does not preserve the order of messages (as usual in
nets, see e.g. [1]). A transition with a certain label of a component is supposed
to produce tokens in all the interface places of the other component, that have
the same label.

The composition of LPNs we introduce is subject to some conditions, which
altogether take the name of correct labeling, and are collected in Definition 6.
The transitions of each components are labeled with actions, and the tokens
produced by these transitions may carry this information. When these tokens
are produced in labeled places, we require that this information is preserved
(this is the requirement (a) of Definition 6). Accordingly to the same intuition,
all the labeled places in the post-set of a transition should carry the same label
(requirement (b) of Definition 6). Finally, input/output places are not initially
marked (requirement (c)). This is because we want have input/output places as
the communication medium among the components.

Definition 6. A LPN (S,T,F,L,{,mg) is correctly labeled iff for all s € S
such that £(s) # L: (a) Vt,t' € ®s. L(t) = £(s) = L(t') (b) Vt € ®*s. |{4(s') |
shet® N US)# L =1, and (¢) mo(s) =0.

The underlying idea of LPN composition is rather simple: input and output
places with the same label are merged together and the flow relation is defined
accordingly. Formally, the output places s in N with a label occurring in N’ are
removed, and the ingoing transitions of s are connected to the input places in
N’ with label ¢(s). Furthermore, if a component has a transition ¢ with the same
label of a place s of the other component, then a flow arc is created from the
transition to the place. We require that arcs connecting a labeled transition to
a labeled place have always weight 1. All the other ingredients of the composed
net are inherited from the components.

Definition 7. Let N = (S,T,F, L,{,mg) and N' = (S",T',F', L', {',m{,) be two
correctly labeled LPNs. We say that N, N’ are composable whenever (a) SNS’ =
0 =TNT, and (b) YVt € T, Vs € S. U(s) # L = F(t,s) <1 and
vt e T, Vs € §'. U'(s) # L = F'(t,s) < 1 and in such case their

1
composition N & N’ is the LPN (S, T UT', F, L, 0, g) in Figure 3.
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S = (S\S) U (8'\9)
where S={s € S | {(s) € '(S') and s* =0}
and §' ={s' € 8" | £'(s') € £(S) and s'* = 0}

(s t):{F(s,t) ifseSandteT
’ F'(s,t) ifseS andteT’
F(t,s) ifseSandteT
F'(t,s) ifseS andteT”
Pt s) = F(t,s’) ifseS ands" €SandteT and L(t) ={(s)
’ F'(t,s") ifs€S and s’ €S and t € T’ and £'(t) = {(s)
1 ifteT and s € ' and £(t) = £'(s)
1 ifteT and s € S and £'(t) = £(s)
Bs.t) _{L(s,t) ifseSandteT
’ L'(s,t) ifs€eS andteT”
i) = {E(m) ifzeSUT
0 (x) otherwise
o 1 if s€ .S and mo(s)=1,0r s €S and mp(s) =1
o(8) = {0 otherwise

Fig. 3. Composition of two LPNs

Observe that composing two nets N and N’ such that £(S)N¢'(S") = 0 results
in the disjoint union of the two nets. Further, if the common label a € £(S)N¢'(S")
is associated in N to a place s with empty post-set and in N’ to a place s’ with
empty pre-set (or vice versa) and the labelings are injective, we obtain precisely
the composition between open nets defined in [1].

Example 3. Consider the nets in Figure 4. In the LPN N the transition ¢, can
be executed only if a token is present in the interface place p; labeled a, which
has no ingoing to any transition. In the LPN N’ the transition ¢, is enabled as it
may lend a token from the interface place p} labeled b. The result of composition
of these two nets is the LPN N & N’, where now the execution of the transition
t, puts a token in the interface place p; (the resulting marking is p1, pj, p}) and
at this marking firing ¢; leads to the empty marking.

Proposition 1. Let N;, i € {1,2,3} be pairwise composable LPNs. Then N1 @®
No = No® Ny, and N1 ® (N2 ©® Ng) = (Nl @Ng) @ Ns.

The composition @& does not have the property that, in general, restricting to

the transitions of one of the components, we obtain the LPN we started with.
A subnet is a net obtained by restricting places and transitions of a net, and

correspondingly the flow function, the lending function and the initial marking.
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Fig.4. Two LPNs and their pairwise composition

Definition 8. Let N = (S, T, F, L,{,mg) be an LPN, and let T' CT. We define
the subnet N|p = (8" T, F', L', {,m{), where: (a) S’ ={s € S| F(t,s) >0
or F(s,t) >0 fort € T'} U{s € S | mo(s) > 0}, (b) F' = F|(srxrryu (1 xs")
(¢) L' = L|gix1r, (d) ¢ =L|sur, and (e) mi =mg g .

Definition 9. Let N and N’ be two LPNs. We say that N is trace equivalent
to N’ (in symbols, N ~ N') whenever Tr(N) = Tr(N').

Proposition 2. For two composable LPNs N1, N2, we have that N; ~ (N1 @
NQ) Ti» fOT 1=1,2.

4 A Semantic Approach to Circular Causality

We review now a semantic approach to circularity based on the notion of event
structure with circular causality, which have been introduced in [6] and further
studied in [12] and [7]. Since [18,22], event structures (ES) are one of the classical
model for concurrency, and they are at least equipped with a relation (written
in [22]) modelling causality, and another one modeling non-determinism (usually
rendered in terms of conflicts or consistency). Extensions to ES often use other
relations to model other kind of dependencies, e.g. or-causality [2]. ES can pro-
vide a basic semantic model for concurrent systems, by interpreting the enabling
{a} F b as: “event b can be done after a has been done”. We use a relation to
model circular causality. Given a set of events E and an irreflexive and symmet-
ric relation representing conflicts (denoted with #), we say that a set X C F is
conflict-free (CF(X) in symbols) whenever Ve, e’ € X.—(e#e’). We denote with
Con the set {X Cpn, E | CF(X)}.

Definition 10. An event structure with circular causality (CES ) is a quadruple
& = (E,#,F,IF) where: (a) E is a set of events, (b) # C E X E is an irreflexive
and symmetric relation, called conflict relation, (¢) b C Con X E is the enabling
relation, and (d) |- C Con x E is the circular enabling relation, The relations -
and |+ are saturated, i.e. for all X, Y € Con and foro € {F,IF}: Xoe AN X C
Y = Y oe. We say that € is finite when E is finite; we say that & is conflict-
free when the conflict relation is empty.

For a sequence o = (eg ey . ..) (possibly infinite), we write o for the set of events
in 0. We write o; for the subsequence (eg...e;—1). If 0 = (eg...e,) is finite,
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we write o e for the sequence (e ...e,e). The empty sequence is denoted by e.
We adopt the following conventions: - e stands for ) - e and we write a - b for
{a} I b. For a finite, conflict-free set X, we write X - Y for Ve € Y. X F e. For an
infinite, conflict-free X, we write X Y as a shorthand for 3Xy Cp, X. Xo F Y.
All the abbreviations above also apply to IF.

A configuration C is a “snapshot” of the behaviour of the system. In [22], a
set of events C' is a configuration if and only if for each event e € C' it is possible
to find a trace for e in C, i.e. a finite sequence of events containing e, which is
closed under the enabling relation:

Vee C.do=(eg...en).e€0CC A Vi<n. {ey,...,ei1}Fe;

We refine the notion in [22] to deal with circular causality. Intuitively, for all
events e; in the sequence (eg...e,), e; can either be F-enabled by its predeces-
sors, or IF-enabled by the whole sequence, i.e.:

Vee C.Jo=(eg...en).e€0 CC A Vi<n. ({eo,...,ei,l}l—ei Vv crH—ei)

Clearly, the configurations of a CES without IF-enablings are also configura-
tions in the sense of [22], hence CES are a conservative extension of Winskel’s
general ES. Differently from ES, if C is a finite configuration of a CES | and ce
is a trace for all the events in C, not necessarily o is a trace for C'\ {e} (see e.g.,
&2 in Figure 5).

To allow for reasoning about sets of events which are not configurations, we
introduce the auxiliary notion of X -configuration in Definition 11 below. In an
X -configuration C, the set C' can contain an event e even in the absence of a
justification through a standard/circular enabling — provided that e belongs to
the set X. This allows, given an X-configuration, to add/remove any event and
obtain a Y-configuration, possibly with ¥ # X. We shall say that the events
in X have been taken “on credit”, to remark the fact that they may have been
performed in the absence of a causal justification. With this new concept in
mind, we can say that standards configurations are just (-configurations: they
represent sets of events where all the credits have been “honoured”.

Definition 11. Let &€ = (E,#,F,IF) be a CES , and let X C E. A conflict-free
sequence o = (eq ... en) € E* without repetitions is an X-trace of & iff:

Vi<n.(e;€X V oibe V olbe) (13)

For all C, X C E we say that C is an X-configuration of & iff CF(C) and:
Vee C. Jdo X-trace. e€ 0 CC (14)

The set of all X -traces of & is denoted by Te(X), abbreviated as Te when X = 0.
The set of all X -configurations of & is denoted by Fe (X)), or just Fe when X = 0.
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a a c
S T
a b NG b b d
&1 Es &3 &4

Fig. 5. Four CES . We adopt the following graphical notation for depicting CES : they
are denoted as directed hypergraphs, where nodes stand for events. An hyperedge from
a set of nodes X to node e denotes an enabling X o e, where o = I if the edge has a
single arrow, and o = IF if the edge has a double arrow. A conflict a#b is represented
by a waved line between a and b.

Example 4. Consider the CES in Figure 5. £; has enablings F a, b IF b, and
conflict a#b. By Definition 11, (), {a}, {b} € Fe,, but {a,b} & Fe,. €2 has en-
ablings a F b and b |- a. Here 0, {a,b} € Fe,, while neither {a} nor {b} belong
to Fe,. Also, Fe,({b}) = {0, {b},{a,b}}, and Fe,({a}) = {0,{a}, {a,b}}. &3 has
enablings {a, b} - ¢, cIF a, and ¢ I b. The only non-empty configuration of €3 is
{a,b,c}. €4 has enablings {a,b} I ¢, {a,b} IF d, ¢ - a, and d - b. We have that
{a,b,c,d} € Fe,. Note that, were one (or both) of the IF turned into a I, then
the only configuration would have been ().

Following [22], we assume the aziom of finite causes, that is, we always require
an event to be enabled by a finite chain of events. For instance, consider the event
structure: - -+ e, — -+ e3 — ea — €1 — eg For ey to happen, an infinite number
of events must have happened before it. As in [22], we do not consider the set
{e; | @ >0} as a configuration, because a justification of ey would require an
infinite chain. Similarly, in the CES : ag «- a1 « a2 « a3 -+ « a, --- where,
for ag to happen, an infinity of events must happen either before or after it, the
set {a; | ¢ >0} is not a configuration according to Definition 11, because a
justification of ag would require an infinite chain.

We relate Winskel’s ES with CES in Theorem 3 below. First, we introduce
the needed definitions.

Let F be a family of sets. We say a subset A of F is pairwise compatible if
and only if Ve, e’ € |JA. IC € F. e, e’ € C.

For a set of sets F we define the following three properties:

Coherence: If A is a pairwise compatible subset of F, then [JA € F.
Finiteness: VC € 5. Ve € C. 3Cy € F. e € Cy Cpp, C
Coincidence-freeness:

VC eF.Ve,e €C. (ee = (AC"€F.C'CC A (e < € &)

We say that F is a quasi-family of configurations iff it satisfies coherence and
finiteness; if F also satisfies coincidence-freeness, then we call F a family of
configurations. In that case, we say that F is a family of configurations of F
when JF = E.

A basic result of [22] is that the set of configurations of an ES forms a family
of configurations. On the contrary, the set of configurations of a CES does not
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satisfy coincidence-freeness. A counterexample is the CES &, in Example 4,
where {a,b} € F, but there exists no configuration including only a or b. Indeed,
the absence of coincidence-freeness is a peculiar aspect of circularity: if two
events are circularly dependent, each configuration that contains one of them
must contain them both.

Theorem 2. For all CES &, and for all X C E, the set Fe(X) is a quasi-family
of configurations.

Despite faithfully representing the legitimate states of a system where all the
credits are honoured, sets of configurations are not a precise semantic model for
CES . Indeed, they are not able to discriminate among substantially different
CES, e.g. like the following: € : alF b, blka, & : ab b, blF a, and & :
alF b, bF a. It is easy to check that the sets of X-configurations of &,¢&’,E"
coincide, for all X. This contrasts with the different intuitive meaning of - and
Ik, which is revealed instead by observing the traces: T¢ = {(ab), (ba)}, Te =
{(ab)}, and Ter = {(ba)}. To substantiate our feeling that configurations
alone are not sufficiently discriminating for CES , in Theorem 3 we show that for
all CES & there exists a CES &’ without F-enablings which has exactly the same
configurations of €. Therefore, the meaning of I, that is the partial ordering of
events, is completely lost by just observing configurations.

Definition 12. Let F be a quasi-family of configurations of a set E. We define
the CES &(F) = (E,#,0,IF) as follows:

(a) e#e! <= YCecF.egCVve¢C
(b)) XlFe <= CF(X) AN X is finite N 3IC € F.e € C C X U{e}

Theorem 3. For all quasi-families of configurations &F, we have ffé(,f) =7.

The consequence of this theorem, formalized by the corollary below, is that the
IF-enabling is the only (circular) causality relation needed, as the standard one
can be encoded into this one.

Corollary 1. For all ES &, there exists a CES &’ without F-enablings such that
Fe = Fer.

The theorem below yields a polynomial-time algorithm for computing the set
Re of reachable events, i.e. those events which belong to some configuration of €.
The algorithm exploits Kleene’s fixed point theorem, by defining the set Re as
the greatest fixed point of a monotonic (increasing) function F.

Theorem 4. For all X,Y,7Z C E, let:
Gy(Z) = YU{e | ZFe} F(X) = lfpGee| xirey

Then, for all finite conflict-free CES &, we have Rg = gfp F'
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Following the characterization provided by Theorem 4, an algorithm for con-
structing Re can be devised as follows. Let Xy be the set of all events in €. At
step 0, we compute X1 = F(Xp). This can be done by interpreting the (minimal)
F-enablings of € as a set of propositional Horn clauses, and then by applying
the forward chaining algorithm with input {e | Xy IF e}. The forward chaining
can be computed in polynomial-time in the number of F-enablings. If X; = X,
then we have finished, i.e. X; = Re. Otherwise, we compute Xo = F(X7) and so
on, until reaching a fixed point. In the worst case, this requires |E| steps, hence
we have a polynomial-time algorithm for computing Re.

5 Relating Models

We now cast the three formalisms illustrated in the previous sections in a more
coherent picture, by pointing out some relations among them. In particular, we
show that:

— each conflict-free CES € can be associated to a Horn PCL theory A such
that the atoms provable in A are exactly the events reachable in €.

— each Horn PCL theory A can be associated to a LPN N such that the places
marked in some honoured marking of N are exactly the atoms provable in A.

Taken together, these results state that finite conflict-free CES have the same
expressivity of Horn PCL, and that PCL is no more expressive than LPNs;
further, CES and LPNs provide two different models of Horn PCL.

5.1 CES wvs. PCL

In Definition 13 we show a translation from CES into PCL formulae. In par-
ticular, our mapping is a bijection of finite, conflict-free CES into the Horn
fragment of PCL , which comprises atoms, conjunctions and non-nested (stan-
dard/contractual) implications. When writing X + e we shall mean that X is a
minimal set of events such that (X, e) € F (similarly for IF).

The encoding [-] maps an enabling - into an —-clause, and a circular enabling
IF into an —-clause.

Definition 13. Let & = (E,#,F,IF) be a conflict-free CES. The encoding [€]
of € into a Horn PCL theory is defined as follows:

[(Xioei)ier] ={[Xioe] | i} " H_{% ifo="t
[Xoe = (AX)[o]e = o=k

Notice that the encoding above can be inverted, i.e. one can also translate a
Horn PCL theory into a conflict-free CES . The following theorem the correct-
ness and completeness of the encoding.

Theorem 5. Let € be a finite, conflict-free CES . An event e is reachable in &
iff [8} FpcoL e.
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T ={(X,a,—) | X 2a€ A} U{(X,a,—) | X »a€ A}
S =L(A) x (TU{x})
Fls.t) = {1 if (s =(a,%) A t=(X,a,-)) V (s=(a,t) A t = ({a}UX, ¢, )

0 otherwise

Fit,s) = 1 ifs=(a,t') Nt=(X,a,—) ANt #x
7710 otherwise

(s, 1) 1 ifs={(a,t) Nt={a}UX, ¢c,—)
s,t) =
0 otherwise

() a ifzx=(a,t)eSorz=(X,a,—)eT
€T =
1 otherwise

mo(s) = if s = (a,*) then 1 else 0

Fig. 6. Mapping from Horn PCL theories to Lending Petri Nets

A consequence of Theorem 5 is that we can exploit properties of PCL to derive
properties of conflict-free CES. For instance, from the tautology (a — b) A (b —
¢) = (a - ¢) of PCL we deduce that any conflict-free CES with enablings
at b and b IF ¢ can be enriched with the enabling a I ¢, without affecting the
reachable events.

5.2 LPNs vs. PCL

The result in Theorem 7 below gives a correspondence between LPNs and Horn
PCL theories. Technically, we associate Horn PCL theories with LPNs which
preserve the provability relation, in the sense that A - X if and only if the LPN
associated to A reaches a suitable configuration where all the atoms in X have
been fired. The idea of our construction is to translate each Horn clause into a
transition of an LPN, labeled with the action in the conclusion of the clause.

Definition 14. For a Horn PCL theory A, we define P(A) as the lending Petri
net (S, T,F, L,{,mg) in Figure 6.

We briefly comment below the construction in Figure 6. For each clause X oa
in A (with o € {—, —}), we introduce a transition of the form (X, a,0), and we
label it with a (the component X keeps track of the premises of the implication).
Places can have two forms: (a,t) for some label a and transition ¢, or (a, ).
Intuitively, a place (a, *) is used to ensure that a transition labeled a can only be
fired once, while a place (a, t) (labeled a) is used to collect the tokens produced by
transitions labeled a, and to be consumed by transition ¢. Indeed, the definition
of F'(t, s) ensures that each transition labeled a puts a token in each place labeled
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tb . Ok
F(s,t) s2 s s% st s st 0,1) a

ty 1 1 /O
L(s,t) s sb s5 s st s;

b
ta 1 st O

@

S

Fig. 7. LPN obtained from the PCL theory A of Example 5

a, while that of F'(s,t) (resp. L(s,t)) yields a non-lending (resp. lending) arc from
each place (a,t) to t whenever ¢ has a in its premises. Observe that a transition
t = (X, a,0) puts a token in each place (a,t’) with t’ # x, and all the transitions
bearing the same labels, say a, are mutually excluding each other, as they share
the unique input place (a,*). The initial marking will contain all the places in
L(A) x {x}; if a token is consumed from one of these places, then the place will
be never marked again. Finally we observe that each transition has a non empty
pre-set: for a transition ¢ = (X, a,0) we have at least (a,#) in the pre-set, and
in particular if o = — then the pre-set °t contains exactly (a, *), as *¢ does not
include places connected through lending arcs.

Ezample 5. Let A =a — b, b - a. According to Definition 14, P(A) has the
following places and transitions:

T ={ta,tp}, where t, = (b,a,—),t, = (a,b,—)
S:{sg,sg,sz,s‘g,sg,s?j} where
58 = (a,tq), 50 = (a,tp), s = (a,*),s5 = (b,ta), sy = (b, tp), sy = (b, *)

The arcs and the labels of P(A) are depicted in Figure 7. Observe that the LPN
P(A) has exactly one maximal firing sequence, i.e.:
ShySp Loy s, 8%, 80, 8¢ LN 5%, 50

All the transitions in P(A) labeled with a consume the token from the place
(@, *) in its pre-set, and this place cannot be marked again as it does not belong
to the post-set of any transition, hence among them only one can fire. As each
transition may be fired at most once, the net associated to a Horn PCL theory
is an occurrence net, in the sense of van Glabbeek and Plotkin in [21].

A relevant property of P is that it is an homomorphism with respect to com-
position of theories. Thus, since both & is associative and commutative, we can

construct an LPN from a Horn PCL theory A;--- A, componentwise, i.e. by
composing the LPNs P(Ay) - - P(A4,).

Theorem 6. For all A1, Ay, we have that P(A1, Ag) ~ P(A1) ® P(Az).
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The reachable markings m of the LPN associated to a Horn PCL theory are
completely characterized by a pair (m, £2(m)), called configuration of the LPN.

Definition 15. For a Horn PCL theory A, the configuration associated to a
marking m € ME(P(A)) is the pair (m, 2(m)), defined as: (i) m = {a € L |
m((a,*)) =0} (i) £2(m) = {{(s) | m(s) <0}.

The first component is the set of the labels of the transitions that have been
executed (the places (a,*) are empty), and the second one is the set of labels
of places with a negative marking, which means that the corresponding transi-
tions have not been executed yet (as the LPN is correctly labeled). Clearly, the
marking m is honored whenever 2(m) is empty.

The following proposition establishes that configurations characterize mark-
ings of the LPNs associated to Horn PCL theories.

Proposition 3. Let m and m’ be markings of P(A), for some Horn PCL theory
A. If m=m' and 2(m) = 2(m’), then m = m’.

In Theorem 7 below we state the core correspondence between lending Petri
nets and PCL: our construction maps the provability relation of PCL into the
reachability of certain configurations in the associated LPN.

Theorem 7. For all Horn PCL theories A, and for all conjunctions of atoms X :

AFX < 3dIme Mk(P(A).XCm A 2(m)=10

6 Conclusions

We have presented three formalisms which can model circular causal depen-
dencies, and we have established some relations among them. We conclude by
pointing out some differences, as these may open new research directions.

PCL and CES do not have a way to control the usage of resources, whereas
LPNs have this feature: once a resource is used, it is not any longer available.
For instance, consider the following lending Petri net:

(0,1) 1

(0,1) 1

%D
®

Here the unique resource produced by a can be used either by b or by ¢, but
never by both. Note that in no one of the maximal firing sequencess, i.e. (§ %

P2, P1, P3 5 p1 and 0 % pa, p1, ps — ps3, the reached marking is not honored.
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Instead, by modelling the above situation as the PCL theory a — b, a — ¢
and (b Ac¢) — a, we can deduce both a A b A ¢, as the atom a contractually
implied by b A ¢ can be “consumed” by both implications ¢ — b and a — c.
The logical approach may be possibly accommodated when moving to resource-
oriented logics like linear logic (indeed, the idea of connecting Petri nets and
linear logic is not new, see [16]); this appears more difficult to obtain when
semantic models (like event structures) are considered.

Lending Petri nets, unlike CES and PCL, can express situations where ex-
ecuting a transition depends on the availability of two resources, one of which
may possibly be lent. Consider, for instance, the following LPN:

[}——O
p2

(171)

0] ——@®

Transition a can be fired after b, because it needs at least one token in place p1,
whiel the other required token can be lent. Hence, we have the following firing

sequence: p3 LN P1 — pa,p1. Were b allowed to fire twice (e.g. with ps, ps as the
initial marking), then an honored final marking would be reached.

We finally point out that these models have found a common ground in the
framework of contract-oriented computing [11,9]. There, participants advertise
their contracts to a contract broker. The broker composes contracts which admit
some kind of agreement, and then establishes a session among the participants
involved in them. In such scenario, the broker guarantees that — even in the
presence of malicious participants — no interaction driven by the contract will
ever go wrong. At worst, if some participant does not reach her objectives, then
some other participant will be culpable of a contract infringement. In this work-
flow, it is crucial that contract brokers are honest, that is they never establish
a session in the absence of an agreement among all the participants. Recall the
scenario outlined in Section 1, where Alice and Bob are willing to exchange
their resources. In her contract, Alice could promise to give a (unconditionally),
declaring that her objective is to obtain b. A malicious contract broker could
construct an attack by establishing a session between Alice and Mallory, whose
contract just says to take a and give nothing in exchange. Mallory does not
violate her contract, because it declares no obligations, and so Alice loses.

Models of circular causality like those presented here can be used by Alice to
protect herself against untrusted contract brokers. By advertising the contract
b — a, Alice is saying that she promises to do a, but only under the guarantee
that b will be done. Then, if the broker puts Alice in a session with Mallory
(whose contract is not guaranteeing b), then Alice will not be culpable if she
refuses to do a. Of course, also the contract b — a would have protected Alice,
but this would have limited the interactions to those contexts where some other
participants are not protected [8].
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Abstract. Cloud Contracts capture architectural requirements in data-
centers. They can be expressed as logical constraints over configurations.
Contract violation is indicative of miss-configuration that may only be
noticed when networks are attacked or correctly configured devices go
off-line. In the context of Microsoft Azure’s data-center we develop con-
tracts for (1) network access restrictions, (2) forwarding tables, and (3)
BGP policies. They are checked using the SecGuru tool that continuously
monitors configurations in Azure. SecGuru is based on the Satisfiability
Modulo Theories solver Z3, and uses logical formulas over bit-vectors to
model network configurations. SecGuru is an instance of applying tech-
nologies, so far developed for program analysis, towards networks. We
claim that Network Verification is an important and exciting new op-
portunity for formal methods and modern theorem proving technologies.
Networking is currently undergoing a revolution thanks to the advent of
highly programmable commodity devices for network control, the build
out of large scale cloud data-centers and a paradigm shift from network
infrastructure as embedded systems into software controlled and defined
networking. Tools, programming languages, foundations, and method-
ologies from software engineering disciplines have a grand opportunity
to fuel this transformation.

1 Introduction

Modern large-scale cloud infrastructures are inherently complex to configure and
deploy: Network access restrictions are enforced at multiple points, forwarding
and filtering policies are programmed or configured in various formats targeting
devices that span different vendors and generations. Access restrictions evolve
with organizational changes and operators come and leave. The general problem
of analyzing networks is daunting, inhumane, and can really only be solved using
rigorous tools.

As part of an arsenal of tools to take on this challenge we show in very re-
cent work [11] how policies can be checked through a set of beliefs. Beliefs are
confirmed, refuted or refined by posing queries about the network. Checking be-
liefs in packet switched networks without having any architectural knowledge of
the network requires solving Boolean combinations of reachability properties. To
make general belief checking practical we developed a general purpose Network

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 21-32, 2015.
© Springer International Publishing Switzerland 2015
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Optimized Datalog engine that scales to data-center sized networks and used in
many different contexts: Datalog over bit-vectors is very general and not con-
fined to reasoning about IPv4, IPv6 networks, but applies also to Multi-protocol
Label Switching (MPLS) networks, other arbitrary packet formats and is adapt-
able to many scenarios. The Network Optimized Datalog engine is also available
with Z3.

This paper takes a narrower perspective to a specialized but very important
deployment scenario. We describe a system currently used in production, based
on technologies that have been matured for some time. Our starting point is
a carefully designed infrastructure, Microsoft Azure, where relevant properties
are articulated already in well-motivated design goals. These principles can be
captured using a set of high-level contracts that are enforced throughout the
life-cycle of a deployment. This scenario allows us to take advantage of the prop-
erties we know of the data-center architecture to pose queries that are solved
using specialized logics and efficient, well-established, reasoning engines. The
flip-side is that the contracts we present in this paper do not translate to arbi-
trary scenarios. The scale and economic significance of Microsoft Azure, however,
motivates our specialized solution, and we postulate that many of the techniques
we describe here are of general interest. The three sources of cloud contracts for
Azure’s data-center networks are: (1) network access restrictions, (2) forwarding
tables, and (3) Border Gateway Protocol (BGP) policies.

Many contracts can be captured in fragments of first-order logic. In this con-
text, we describe the SecGuru tool that checks cloud contracts in the Microsoft
Azure public cloud infrastructure. The tool is based on the Satisfiability Modulo
Theories solver Z3 [6]. SecGuru models network configurations using quantifier-
free logical formulas over bit-vectors. SecGuru’s checking of network access re-
strictions is a subject of a separate paper. It is described in detail in [8]. We
will here recall the highlights of network access restriction checking, and then
develop our newer extensions for checking forwarding tables and BGP policies.

Network Verification is an exciting new area for both modern networking and
verification technologies. In the broader context, networking is undergoing a
revolution thanks to new highly programmable commodity devices for network
control, the build out of large scale cloud data-centers and a paradigm shift
from network infrastructure as embedded systems into software controlled and
defined networking. The latter begs for the attention of techniques developed
hitherto for software engineering and CAD disciplines. Many techniques can be
adapted in a straight-forward way to modern packet switched networking, but
many more problems require new techniques and new ideas. It is also useful to
appreciate the differences of the correctness, business and deployment models for
networking, hardware and software. Bugs that ship in silicone are in the best case
fixed by firmware updates, and worst case by a costly recall; software bugs can
be addressed by periodic updates, but is vulnerable to the update distribution
process and adaption; cloud networking, in our context, is run as a (web) service
and bugs lead to outages and missed service level agreements (SLAs). The dy-
namics are different: hardware designs are driven by advances in circuitry that
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enables more complex designs; large software systems have to deal with features,
legacy and interoperability; cloud services are constrained by capacity, energy
requirements and current complexities are in part due to a heavy churn in new
technologies and the challenges of deploying large scale distributed monitoring
services. Lessons from the last two decades of static software analysis also include
the often referenced obstacles of the false positives, or even for true positives,
the practical obstacles and business impacts of fixing bugs'. The class of bugs
we address in networking seems to have a somewhat different flavor: each alert
that SecGuru raises is directly actionable. The cost of ignoring alerts translates
to opening a network to attacks, missed revenue (by breaking SLAs), decreased
performance, increased costs, and missing out of a competitive advantage. The
advantages of SecGuru are on the other hand, reduced time for building out new
data-centers, allowing more sophisticated and hence complex policies, making
the service auditable and even using a successful report to save precious time by
ruling out miss-configuration as a culprit during live site incidents.

Sections 2, 3 and 4 describe cloud contracts for access control lists, routing
tables and BGP policies, respectively. The material in Section 2 is described in
more detail in [8]. Section 3 extends the summary from [3] to discuss the impact
of checking routing configurations. Section 4 describes select BGP contracts
for configurations that we check statically. Contracts for the three configuration
sources are now checked on a continuous basis in Microsoft Azure by the SecGuru
tool. Section 5 provides background on the SMT solver Z3, reflects on broader
opportunities around Network Verification.

2 Access Control Lists

The SecGuru [8] tool has been actively used in our production cloud in the past
years for continuous monitoring and validation of Azure. It has also been used for
maintaining legacy edge ACLs. In continuous validation, SecGuru checks policies
over ACLs on every router update as well as once a day. This is more than 40,000
checks per month, where each check takes 150-600 ms. It uses a database of
predefined contracts. For example, there is a policy that says that SSH ports on
fabric devices should not be open to guest virtual machines. While these policies
themselves rarely change, IP addresses do change frequently, which makes using
SecGuru as a regression test useful. SecGuru had a measurable positive impact
in prohibiting policy misconfigurations during build-out, raising in average of
one alert per day; each identifies 3-5 buggy address ranges in the /20 range, e.g.,
"16K faulty addresses. We also used SecGuru to reduce our legacy corporate
ACL from roughly 3000 rules to 1000 without any derived outages or business
impact.

In more detail, the Azure architecture enforces network access restrictions us-
ing ACLs. These are placed on multiple routers and firewalls in data-centers and
on the edge between internal networks and the internet. Miss-configurations, such

1A classical issue in the in context of static tools, such as Prefix and Coverity, e.g.,
see http://popl.mpi-sws.org/2014/andy.pdf for an insightful discussion.


http://popl.mpi-sws.org/2014/andy.pdf

24 N. Bjgrner and K. Jayaraman

as miss-configured ACLs, are a dominant source of network outages. SecGuru
translates the ACLs into a logical predicate over packet headers that are repre-
sented as bit-vectors. These predicates are checked for containment and equiv-
alence with contracts that are represented as other bit-vector formulas. For
illustration, representative contracts are of the form:

Cloud Contract 1. DNS ports on DNS servers are accessible from tenant de-
vices over both TCP and UDP.

Cloud Contract 2. The SSH ports on management devices are inaccessible
from tenant devices.

The routers that are dedicated to connect internal networks to the Internet
backbone are called Edge routers and they enforce restrictions using ACLs. Fig-
ure 1 provides a canonical example of an Edge ACL. The ACL in this example
is authored in the Cisco IOS language. It is basically a set of rules that filter IP
packets. They inspect header information of the packets and the rules determine
whether the packets may pass through the device.

1 remark Isolating private addresses
2 deny ip 10.0.0.0/8 any

3 deny ip 172.16.0.0/12 any

4 deny ip 192.0.2.0/24 any

5 ..
6 remark Anti spoofing ACLs

7  deny ip 128.30.0.0/15 any

8 deny ip 171.64.0.0/15 any

10 remark permits for IPs without

11 port and protocol blocks
12 permit ip any 171.64.64.0/20

14 remark standard port and protocol
15 blocks

16 deny tcp any any eq 445

17 deny udp any any eq 445

18 deny tcp any any eq 593

19 deny udp any any eq 593

21 ééﬁy 53 any any
22 deny 55 any any

24 remark permits for IPs with
25 port and protocol blocks
26  permit ip any 128.30.0.0/15
27  permit ip any 171.64.0.0/15

Fig.1. An Edge Network ACL configuration

Each rule of a policy contains a packet filter, and typically comprises two por-
tions, namely a traffic expression and an action. The traffic expression specifies a
range of source and destination IP addresses, ports, and a protocol specifier. The
expression 10.0.0.0/8 specifies an address range 10.0.0.0 to 10.255.255.255. That
is, the first 8 bits are fixed and the remaining 24 (= 32-8) are varying. A wild
card is indicated by Any. For ports, Any encodes the range from 0 to 26 — 1.
The action is either Permit or Deny. They indicate whether packets matching
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the range should be allowed through the firewall. This language has the first-
applicable rule semantics, where the device processes an incoming packet per
the first rule that matches its description. If no rules match, then the incoming
packet is denied by default.

The meaning of network ACLs can be captured in logic as a predicate ACL
over variables src, a source address and port, dst, a destination address and port,
and other parameters, such as protocol and TCP flags. For our example from
Figure 1, we can capture the meaning as the predicate:

ACL =
if src =10.0.0.0/8 A proto = 6 then false else
if sre =172.16.0.0/12 A proto = 6 then false else
if src = 192.0.2.0/24 A proto = 6 then false else

if dst =171.64.64.0/20 A proto = 6 then true else

if proto =4 A dstport = 445 then false else

For ease of readability, we re-use the notation for writing address ranges. In bit-
vector logic we would write the constraint srec = 10.0.0.0/8 as src[31 : 24] = 10,
e.g., a predicate that specifies the 8 most significant bits should be equal to the
numeral 10 (the bit-vector 00000110).

Traffic is permitted by an ACL if the predicate ACL is true. Traffic permit-
ted by one ACL and denied by another is given by ACL; & ACLy (the exclu-
sive or of ACL, and ACLs). The SecGuru tool uses the encoding of ACLs into
bit-vector logic and poses differential queries between ACLs to find differences
between configurations. It also checks contracts of ACLs by posing queries of
the form ACL = Property, where an example property is that UDP ports
to DNS servers are allowed. The main technological novelty in SecGuru is an
enumeration algorithm for compactly representing these differences. Compact
representation of differences help network operators understand the full effect of
a miss-configuration.

3 Routing Tables

We recently added new capabilities to SecGuru. Most notably, using lessons from
our work on the more powerful Network Optimized Datalog engine, we devel-
oped techniques for checking reachability properties for routing tables in Azure.
Routers in Azure are configured to follow a specific layered data-center architec-
ture that we describe in more detail below. Figure 2 shows a schematic overview
of Azure’s data-centers are configured. It is a variant of the VL2 architecture [7].
In this architecture, each rack (at the bottom) is a top-of-rack switch that relays
packets from the rack to a hierarchy of routers above. The hierarchy provides
redundant routes to other racks within the a group called a cluster and to other
racks belonging to other clusters, and external traffic is routed to and from the in-
ternet.
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While the architecture
is fixed, each data-center
is deployed using a dif-
ferent number of machines
and clusters. Data-centers
grow and shrink when ten-
ants are migrated between
machines and assumptions
on the topologies change
when new technologies are
deployed. Thus, there are T [BE BE BE BE BE BE
ample of opportunities for = BE BB BB BB BB BE
miss-configuring routers in
spite of the overall fixed de- Fig. 2. Schematic overview of data-center routes
sign. It may be entirely pos-
sible to miss-configure all but one router in a redundancy group and only ob-
serving the mistake when the correctly configured router goes off-line. Our tool
checks routers from Azure networks. It catches any such miss-configurations and
at the same time provides a certificate when routers are configured correctly. The
latter is indispensable for operators when trouble-shooting live site incidents -
knowing which parts are healthy saves precious time and resources. SecGuru
retrieves a very significant amount of data from routers: Each router has a few
thousand rules and each data-center can have between dozen and a few hundred
routers. Some 500GB of routing tables are retrieved and checked for contracts
on a daily basis.

Figure 3 shows an excerpt of a routing table from an Arista network switch
Similarly to ACLs we can model routing tables as relations Router over desti-
nation addresses and next-hop ports that can be represented as atomic Boolean
predicates. Each rule in the routing table is either provisioned based on static
configurations specified in the device, or derived based on BGP network an-
nouncements that the device receives.

BE 0.0.0.0/0 [200/0] via 100.91.176.0, ni
via 100.91.176.2, n2

AW N e

BE 10.91.114.0/25 [200/0] via 100.91.176.125, n3
via 100.91.176.127, n4
via 100.91.176.129, nb
via 100.91.176.131, n6

10.91.114.128/25 [200/0] via 100.91.176.125, n3

via 100.91.176.131, né
via 100.91.176.133, n7

= O © N o u
o
=

e

Fig. 3. A BGP routing table
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We here choose an encoding of Router, such that for each destination address
dst and next-hop address n:

Router[dst — dst,n — true] is true
iff
n is a possible next hop for address dst

The routing tables have an ordered interpretation, wherein rules whose desti-
nation prefixes are the longest applies first. The default rule with mask 0.0.0.0/0,
listed first, applies if no other rule applies. For our example, our chosen encoding
of the predicate Router is of the form:

Router =
if ...
if dst = 10.91.114.128/25 then n3 V ng V nr else
if dst =10.91.114.0/25 then ng V ny V ns V ng else
ny VvV ng

Each Azure data-center is
built up around a hierar-
chy of routers that facili-
tate high—bandwidth traffic (S Data Center Router
in and out as well as within \nter Data Center

the data-center. Traffic that Traffic
leaves and enters the data-

Border Leaves

Data Center Spines

center traverses four lay- Inter Cluster oo .

. Traffic Cluster Spines
ers of routers, while traffic _/
within the data-center may > Host Leaves
traverse only one, two or at fi Virtual Machines

most three layers depend-
ing on whether the traffic is
within a rack, a physical par-
tition called a cluster, or be-
tween clusters. Figure 4 illustrates the hierarchies employed in Azure. Routers
close to the host machines belong to one of the clusters. Traffic in a correctly
configured data-center is routed without loops and along the shortest path for
cluster-local traffic. Sample (slightly simplified from the ones checked for Azure)
contracts are:

Fig. 4. Hierarchies in Azure.

Cloud Contract 3. Traffic from a host leaf directed to a different cluster from
the leaf is forwarded to a router in a layer above. In other words, suppose that
Router belongs to a cluster given as a predicate Cluster, and that RouterAbove
1s the set of routers above Router, then

—Cluster(dst) A Router(dst) = \/ RouterAbove(n)

n

On the other hand,
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Cloud Contract 4. Traffic from a host leaf directed to the same cluster is di-
rected to the local VLAN or a router in the layer above that belongs to the same
cluster as the host leaf router:

Cluster(dst) A Router(dst) = VLAN (dst) V \/ RouterAbove(n) A Cluster(n)

The routing behavior of routers at the same level from the same cluster should
also act uniformly for addresses within the cluster (they can behave differently
for addresses outside of a cluster range).

Cloud Contract 5. Let Routeri, Routers be two routers at the same layer
within the cluster Cluster, then

Cluster(dst) = Routery(dst) = Routers(dst)

4 BGP: Border Gateway Protocol Policies

The Azure network comprises several routing domains, and uses the BGP proto-
col to announce routing and reachability information between them. The com-
bination of static policies configured in the device and the route information the
device hears from its neighbors from the other routing domains determines (1)
the forwarding rules enforced in the device, and (2) the BGP announcements
that the device can make. These policies are critical to assure the availability
and stability of the network. For example, policies are configured in the devices
to avoid several hundreds of routes when they can be succinctly summarized as
a single route. As another example, policies are configured to reject routes that
are not reachable within the origin network. Such policies critical to enforce that
nobody can impersonate an address. The intent of these policies can be captured
as contracts, as we will illustrate with some examples.

) 128.230.0.0/16 128.230.0.0/16 128.230.0.0/16
Domain A / / /
Domain B

128.230.0.0/18 128.230.64.0/18 128.230.128.0/18 128.230.192.0/18

Fig.5. BGP Aggregate Addresses

Aggregate network statements (ANS) are used to specify a coarse aggregate
of address ranges Given a device, aggregate network statements (ANS) are used
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to specify a that are accessible from the device. Figure 5 provides an example
scenario. In this figure, domain A comprises 3 routers, and domain B com-
prises 4 routers. Each router The addresses reachable from the routers in do-
main A are a union of all the addresses reachable in domain B. All the four
address ranges reachable in domain B, namely 128.230.0.0/18, 128.230.64.0/18,
128.230.128.0/16, and 128.230.192.0/18, can be merged into a single address
range, namely 128.230.0.0/16. Thus, we could configure an aggregate network
statement in the routers in domain A to announce the combined aggregate
128.230.0.0/16 instead of announcing each of the four address ranges. Other
routers receiving the announcements from the routers in domain A thus have to
store only one route instead of four, thus saving memory consumption in the de-
vice. In real large IP networks such as Azure, the savings from these statements
are in the order of several hundreds of rules. The contract for the ANS is that
the set of configured tenant addresses that are handled by a given router

Given a device, aggregate network statements (ANS) are used to specify a
coarse aggregate of address ranges that are accessible from the device. Figure
5 provides an example scenario. Domain A comprises 3 routers, and domain
B comprises 4 routers. The addresses reachable from the routers in domain
A are a union of all the addresses reachable in domain B. All the four ad-
dress ranges reachable in domain B, namely 128.230.0.0/18, 128.230.64.0/18,
128.230.128.0/16, and 128.230.192.0/18, can be merged into a single address
range, namely 128.230.0.0/16. Thus, we could configure an aggregate network
statement in the routers in domain A to announce the combined aggregate
128.230.0.0/16 instead of announcing each of the four address ranges received
from the routers in domain B. Routers receiving the announcements from the
routers in domain A thus have to store only one route instead of four, thus
saving memory consumption in the device. In large IP networks such as Azure,
the savings from these statements are in the order of several hundreds of rules.
The contract for the ANS is that the set of configured tenant addresses that are
handled by a given router coincides with the configured ANS address ranges. In
other words:

Cloud Contract 6. The set of designated tenant addresses reachable from a
router coincides with the address ranges summarized in the BGP aggregate net-
work statements.

Safety contracts for route announcements are enforced using a construct called
route maps. Route maps specify policies for filtering or transforming route an-
noucements before either redistributing them or incorporating them as forward-
ing rules. For example, a safety contract for this configuration is that the devices
in domain A reject any route announcements for an address range that is not
contained in 128.230.0.0/16. In other words:

Cloud Contract 7. The device rejects any BGP route announcement with an
address range that is contained in the complement of tenant addresses reachable
from the router.
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5 Z3, SMT, Model Checking and Network Verification

The Satisfiability Modulo
Theories [2,5] (SMT) solver
Z3 [6], from Microsoft Re-
search, is a core of several Solution/Model
advanced program analysis,
testing and model-based de-
velopment tools. Figure 6
highlights the functionality
and use of Z3. Z3 determines

7

2 2 1 _
x“+y*<landxy>0.1 |:> sat,x—s,y—8

x*+y?<landxy>1 [ unsat, Proof

Is execution path P feasible? Does Policy Satisfy Contract?

satisfiability of logical for- S APz <
mulas. Furthermore, Z3 can rl | P

’ T @
provide witnesses for satisfi- SLAM m v " %% *
able formulas. This is useful v 5 e
for analysis tools that rely on Pb BOOGIE
components using logic for zg

describing states and trans-
formations between system
states?. Consequently, they
require a logic inference en-
gine for reasoning about the
state transformations. Z3 is particularly appealing because it combines special-
ized solvers for domains that are of relevance for computation and it integrates
crucial innovations in automated deduction. It is tempting to build custom ad-
hoc solvers for each application, but extending and scaling these require a high
investment and will inevitably miss advances from automated deduction. New
applications introduce new challenges for Z3 and provide inspiration for improv-
ing automated deduction techniques. It is not uncommon that when improve-
ments to Z3 are made based on one application, other applications benefit as
well.

The source code, as well as nightly builds of Z3 is available on-
line from http://z3.codeplex.com. There are several online re-
sources around Z3. An interactive tutorial on wusing Z3 is available
from http://rise4fun.com/z3/tutorial.

73 has recently been applied in a number of contexts related to Network Veri-
fication. These contexts require quite different capabilities. The use we described
in this paper only relies on the quantifier-free theory of bit-vectors. On the other
hand, the Network Optimized Datalog engine that we use in other work [11] re-
quires optimized data-structures to maintain sets of reachable states. Checking
firewall configurations is central to securing networks. Several other tools address
checking firewall configurations. These include Margrave [14], which provides a
convenient formalism for expressing rich properties of networks and firewalls (but

Fig. 6. Symbolic analysis with Z3

2 Online demonstrations of the tools mentioned in the bottom of Figure 6 are available
from http://rise4fun.com
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counter-examples are only available for one address at a time), and the firewall
testing tool in [4], which builds upon Isabelle/HOL and Z3 for generating test-
cases. Z3 is also used in a very different twist for verifying compilers for software
defined networks [15,1].

More broadly, SAT, QBF (Quantified Boolean Formula) and other SMT solvers
are actively purused for network data plane verification [18,12]. It is beneficial
to use specialized data-structures for analyzing IP networks, and this is explored
in [10,9,17]. Model checkers are also currently being developed for verifying con-
troller code for software defined networks [16,13].

6 Conclusion

We developed Cloud Contracts to capture main architectural constraints in Mi-
crosoft Azure. The SecGuru tool is used to check these contracts on a continuous
basis. By handling ACLs, routing tables and BGP policies, we covered the main
sources of how IP networking is managed in Azure. It provides indispesible value
for both more rapidly building out correctly configured data-centers, during the
life-cycle of data-centers, as part of certifying isolation boundaries in data-centers
and for analyzing live site incidents. SecGuru leverages the SMT solver Z3 for
checking cloud contracts. Many software analysis, testing and verification tools
already rely on Z3 and other SMT solvers to handle logical queries. The experi-
ence with SecGuru illustrates that the domain of engineering modern networks
is a fresh new area where many problems can be reduced to logical queries and
solved using advanced software engineering tools.
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Abstract. Internet of Things (IoT) envisions as a global network, con-
necting any objects around us, ranging from home appliances, wearable
things to military applications. With IoT infrastructure, physical objects
such as wearable objects, television, refrigerator, smart phones, supply-
chain items and any objects across the globe would get connected using
the Internet. Sensing, radio waves, mobile technology, embedded sys-
tems and Internet technology are promising actors which play significant
roles in IoT infrastructure. Security and privacy issues in IoT scenarios
would be much more challenging than what is been used in the con-
ventional wireless scenarios. In particular, the constrained environments
require lightweight primitives, secure design and effective integration into
other environments in order to see IoT in its desired shape. In this pa-
per, we discuss security and privacy challenges in IoT scenarios and ap-
plications with special emphasis on resource-constrained environments’
security objectives and privacy requirement. We provide different per-
spectives of 10T, discuss about important driving forces of IoT, and pro-
pose a generic construction of secure protocol suitable for constrained
environments with respect to IoT scenarios and applications.

Keywords: Internet of Things, Sensor networks, RFID system, Mobile
communications, Security, Privacy.

1 Introduction

The term Internet of Things was introduce by the Auto-ID Center in 1999 [1].
After a decade, in 2009, European Commission action plan envisioned “Internet
of Things” as a general evolution of the Internet from a network of intercon-
nected entities (e.g., PC-based LAN, Personal Digital Assistance) to a network
of interconnected objects (e.g., household items, consumer electronics) [2]. With
Internet of Things (IoT) infrastructure it is aimed that the Web of world would
get connected to all physical objects across the globe, ranging from home ap-
pliances, consumer electronics to chemical reactors, military equipments and
so on. While connecting these objects (a.k.a. things) the Internet would act
as the main communication backbone, supported by Bluetooth, Radio waves,
Near Field Communication (NFC) as other communication mediums to con-
nect each and every object around us [3]. Embedding technologies such as RFID

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 33-48, 2015.
© Springer International Publishing Switzerland 2015
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(Radio Frequency Identification) tags, sensing devices, smart phones are de-facto
driving forces in IoT infrastructure along with the conventional PC-based com-
puting environments. Roughly, IoT is an integration of several complementary
technological advancements aiming at bridging the gap between the Web of world
and the physical world. For example, assume that smart refrigerator is sensor
(and reader) enabled, where items inside the refrigerator are RFID tag-enabled.
The refrigerator (or items inside it) can be monitored from office or from a
shopping complex with the help of a handheld devices (e.g. smart phone). One
could also monitor (and control) the status of air conditioning machines at home,
door safety, vehicles, and so on, remotely through these resource-constrained sys-
tems. Smart energy, intelligent communications, machine-to-machine collabora-
tion, smart home, all these can be realized through IoT infrastructure. Naturally,
sensor networks, RFID systems and mobile communications found huge appli-
cations in IoT infrastructure. A typical view of IoT scenarios and applications
is shown in Figure 1.
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Sensing devices
]

RFID Readerfenabled
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Sensing devices dpvices

Internet of Things
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devices
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Fig. 1. Internet of Things Scenarios and Applications [4]

Wireless Sensor Networks (WSN) [5] has found enormous applications due to
its ubiquitous nature, easy deployment and the range of applications they enable.
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Networks of thousands tiny sensing devices which have low processing power,
limited memory and energy, provide an economical solution to some challeng-
ing problems such as military surveillance, real-time traffic monitoring, building
safety, wildlife monitoring, measurement of seismic activity and healthcare ap-
plications. In the context of IoT, WSN should not be limited with a single or
homogeneous application, instead, WSN will act as clusters to manage hetero-
geneous applications.

RFID system seems to occupy significant places in IoT infrastructure. With
RFID tags millions of tiny objects (e.g., books, consumable items, supply chains)
would get connected to readers, and then through reader it can connect to Web
of world. Typically, an RFID system consists of a set of tags, readers and a back-
end server. In IoT scenarios, RFID-enabled things require to talk to other things
such as sensors, mobile devices and embedded systems through RFID reader-
enabled capability (assume that other devices are also RFID reader-enabled).

The advances of mobile technology (e.g. 4G, 5G) with apps world have made
Web of world smart enough to extend its reach to more and more physical ob-
jects. Nowadays, mobile technology is used not only for voice communications or
text messaging but also mobile phone equipped with available resources acts as a
resourceful computing-communicating device for secure billing, trading, content
up/downloading and so on. Furthermore, mobile technology helps in connecting
sensing/tags-enabled things much easier than the conventional Internet based
client-server model.

Other embedding systems, systems-on-chip, and Robotics technology can also
contribute enormously in IoT applications. Constrained Application Protocol
(CoAP) [6] is a timely designed web transfer protocol for use of these constrained
environments. CoAP is an application layer protocol that translates to HT'TP for
integration with the existing Web while meeting specialized requirements such
as multicast support, very low overhead and simplicity for constrained networks
(e.g., 6LOWPAN [7]). It is prudent that these constrained environments require
need-based security and privacy services to resist potential attackers from con-
trolling their applications. We note that the security requirement varies from
application to application. The security primitives used in constrained environ-
ment should not consume expensive computational and communication cost. In
addition, the integration of these constrained devices along with conventional
computing model requires strong security and privacy support in IoT scenarios
and applications.

Our Contributions. In this paper, we discuss the security and privacy issues
of ToT scenarios and applications. The discussion takes us through the different
perspectives of IoT, security and privacy requirements, and important actors of
constrained environments in IoT infrastructure. We present a generic construc-
tion of secure protocol suitable for constrained environments in the context of
TIoT. The security goals of the protocol are mutual authentication, key establish-
ment, data confidentiality under the shared key and identity protection. We show
how the proposed construction can preserve privacy of the sender and intended
security services under an adaptive adversarial model.
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Organization of the Paper. The remainder of the paper is organized as fol-
lows. Section 2 provides some preliminaries. Section 3 discusses about important
actors of IoT. Section 4 presents our generic construction of protocol suitable for
constrained environment with respect to IoT scenarios and applications. Section
5 gives the adversarial model. We conclude the paper in Section 6.

2 Preliminaries

2.1 Perspectives of Internet of Things

Technological perspectives. In all terms such as hardware, software, middleware
and communication channels, IoT requires context-based technological advance-
ment, keeping consumers’ convenience as the primary concern. This leads to a
number of issues such as upgrading, migrating, compliance and/or deleting exist-
ing technology appropriately and integrating new technology wherever needed,
without affecting much impact on service provider and service consumer, based
on application requirement. Security, privacy, trust relationship, ownership of
data as well as service for Cloud computing, machine-to-machine computing,
all these are important concerns that open up significant challenges and oppor-
tunities to manufacturers, developers, service providers and service consumers.
Embedded devices, handheld devices, RFID tags-readers, smart tokens, sensors,
robotics, service-on-chip, nanotechnology and near filed connectivity technolo-
gies are to have rapid change in technological advancement. As a result, realiza-
tion of IoT can be seen as a paradigm shift in all sectors of technological front,
which makes significant changes in organizational and societal progress.

Business perspectives. 10T has a wider spectrum of business goal than what
Internet-based applications can support these days while writing the paper.
Tremendous potential for electronic business has already been arrived, and that
is going to scaled up in multiple folds in IoT scenarios. Different countries’ strate-
gic drivers require to discuss with standardized forums (e.g., IEEE, ISO/IEC,
IETF, SWIFT, ITU) in order to formulate an acceptable business policy that
would be applicable to IoT infrastructure. The factors that could work for adopt-
ing IoT in industry are Standards, specification, compliance, interoperability,
integration, security, privacy, trusts, and ownership. Roughly, the maximum
beneficiary of IoT infrastructure is industry itself. Therefore, consumers’ pri-
vacy, application providers’ data protection, service providers’ business interest,
countries’ Information Technology Act compliance, export-import laws are some
crucial concerns that need to be addressed globally by research and scientific
communities in consultation with Governments and industries.

Economic perspectives. The economic perspectives of IoT offer two kinds of in-
centives - one to consumers and other to suppliers. On one hand, consumers
will directly benefit from IoT infrastructure in terms of optimal time manage-
ment (e.g. connecting home appliances to office premises), greater flexibility
(e.g. anytime-anywhere service), effective security (e.g. door/vehicle-lock/unlock
alarm to mobile handset carrying by a person), and increasing revenue (e.g. smart



Privacy and Security Challenges in Internet of Things 37

energy, smart transport, smart shopping). On the other hand, suppliers will ben-
efit by generating revenues in terms of smart services, smart devices and smart
technology to assess vulnerabilities and solving them for consumers satisfac-
tion. Small scale service providers can use third party infrastructure for resource
sharing/pooling, and large scale providers can make best use of small industries’
services.

Human perspectives. Intellectual property, technologies, and information on core
processes reside in human minds can be used in IoT in a controlled way depend-
ing upon consumers and suppliers requirement. With IoT, things around us could
distribute risks far more widely than conventional Internet-based computing en-
vironment. Security and privacy of objects could pose a serious threat to some
application, and manufacturers could act a single source and/or a single point
of failure for mission-critical application. Trust deficiency, inter-dependency and
(in)competitive advantage among stake holders of business processes will con-
sume more than expected efforts for IoT to take its desired shape in our modern
society. Perhaps, to the best of author’s knowledge, this is one of the main rea-
sons why till date individuals, organizations, and Governments are unprepared
(or under prepared) for adopting IoT as a global network connecting each and
every object across the globe.

In order to provide intended supports towards these perspectives, IoT infras-
tructure requires to address some of the major challenges [8], [4] as follows.

- Standards: Standards and specifications by international forums are the
foremost requirements in order to see IoT in its desired shape. Although
European communities have been investing significant efforts for making
IoT mission successful, a collective effort by IEEE, NIST, ITU, ISO/IEC,
IETF, SWIFT and other standardized body could probably make this mis-
sion faster, effective, and implementable

- Identity management: In order to integrate trillions objects in IoT infrastruc-
ture, managing identities of objects is a major task in IoT. Both addressing
and uniqueness issues have to be addressed suitably. Some existing technolo-
gies, such as smart cards, RFID tags [9], IPv6 are going to play important
roles for identifying (and addressing) objects in IoT infrastructure.

- Privacy: One of the major challenges in global acceptance of IoT is the
privacy of objects, where the privacy issue involves object privacy, location
privacy, and human privacy.

- Security: In IoT, the primary means of communication channel is the Inter-
net. Therefore, IoT applications must be safeguarded from both passive and
active attackers. In addition to Internet security, IoT infrastructure should
provide Intranet security, data security, software security, hardware security,
and physical security.

- Trust and Ownership: IoT infrastructure enables communication among var-
ious hosts, intermediate systems and end-entity devices. Therefore, trust at
device level as well as at protocol level is a key factor in IoT. At the same
time, data ownership is an important concern when one system relies on
other in order to serve some designated task.
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- Integration: One of the main hurdles of IoT infrastructure is the integration
of heterogeneous technologies and devices that linked to the Web of world
and the physical world. The factors that need to be resolved at integration
stage are computation, bandwidth, storage, interoperability and security.

- Scalability: IoT has a wider spectrum than the conventional Internet of com-
puters. Therefore, basic functionalities such as communication and service
discovery along with upgrading/migrating /revoking services to function ef-
ficiently in both small scale and large scale environments.

- Regulation: In order to have IoT a reality, regulatory issues are key imple-
mentation issues for application and software that use public and/or pro-
prietary technology. Every country has its own Information Technology Act
and one can enforce certain regulatory norms before allowing a party to
implement some application that has larger interest to its citizens. Roughly
speaking, this is perhaps the most crucial concern in many countries in order
to agree or disagree on IoT’s adoption for future Internet applications.

2.2 Security and Privacy Challenges in Constrained System

Embedded devices are increasingly integrated into personal and commercial in-
frastructures, ranging from home applications to spacecraft applications. When
these embedded devices communicate over-the-air, security and privacy issues
of entities as well as data are challenging tasks for protecting application from
malicious intention. Furthermore, the design criteria of security for embedded
systems differs from traditional security design, because these systems are
resource-constrained in their capacities and easily accessible to adversaries. When
two entities send or receive information using public channels, attackers can
eavesdrop/replay/alter messages between communicating entities. Based on ap-
plication requirement security services such as data confidentiality, integrity,
authentication and availability can be enabled in it, but, we note that, the re-
quirement varies from application to application. Data confidentiality protects
sensitive information from unauthorized entities. Data integrity ensures that the
information has not been altered illegitimately. Entity authentication assures
that the information is sent and received by legitimate entities. Another im-
portant security property is the availability of intended services. Applications’
unresponsive behaviour for just few seconds could be a potential threat to a
patient’s life in medical application, a disaster to mission critical applications,
and also not customer centric for conventional applications. In order to resist
potential attacker to deny legitimate customer from applications’ services, ap-
plication must be enabled with appropriate intrusion detection and prevention
mechanism.

Embedded devices are small and thus, can be attached to consumer goods, li-
brary books, home appliances for identification and tracking purposes. In case of
any misuse (e.g. stolen device-enabled items), the terminal can trigger an appro-
priate message to seller/vendor/owner of the item. The privacy issue could link
to object or location. In addition, human privacy may be a concern in embedded
system. On one hand, person who carries embedded device could be tracked,
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on the other hand, devices’ could allow tracing device-enabled objects or person
in a controlled way, which could save money, national assets and human lives.
We note that the constrained systems should consider suitable primitives (prefer-
ably, lightweight primitive), clear design criteria of protocol and implementation
aspects with reasonable adversarial assumptions.

2.3 Elliptic Curves Arithmetic

An elliptic curve E over a field F is a cubic curve [10] with no repeated roots.
The set E(F') contains all points P(x,y) on the curve, such that z, y are elements
of F along with an additional point called the point at infinity(O). The set E(F)
forms an Abelian group under elliptic curve point addition operation with O as
the additive identity. For all P,Q € E(F), let Fj, be a finite field with order
prime ¢. The number of points in the elliptic curve group E(Fj), represented
by #E(F,), is called the order of the curve E over Fj,. The order of a point
P € E(F;) is the smallest positive integer r, such that rP = O. Without loss of
generality, the elliptic curve equation can be simplified as y? = 2 + az + b (mod
q), where a,b € F, satisfy 4a® + 27b% # 0, if the characteristic of F, is neither
2 nor 3. There are two main operations on elliptic curves, point addition and
scalar multiplication of point.

Point Addition. The line joining of points P, () intersects the curve at another
point R. This is an interesting feature of elliptic curve and one has to choose a
suitable elliptic curve to obtain an elliptic curve group of order sufficiently large
to accommodate cryptographic keys.

Scalar Multiplication of a Point. For a scalar n, multiplication of a curve
point P by n is defined as n-fold addition of P, i.e, nP =P+ P+ ---+ P (n-
times). There are fast algorithms [10] for computation of scalar multiplication
of point on elliptic curves.

Complexity Assumptions. Elliptic Curve Discrete Logarithm Problem
(ECDLP). Elliptic Curve Discrete Logarithm Problem (ECDLP) is a standard
assumption in which elliptic curve based cryptographic algorithm can rely upon.
The ECDLP is stated as: given two elliptic curves points P and Q(= zP), find-
ing scalar z is an intractable problem with best known algorithms and available
computational resources.

Decisional Diffie-Hellman (DDH) assumption: Let P be a generator of E(Fy).
Let z,y,2 €r Zy and A = 2P, B = yP. The DDH assumption states that: the
distribution < A, B,C(= zyP) > and < A, B,C(= zP) > is computationally
indistinguishable.

Computational Diffie-Hellman (CDH) assumption: Let P be a generator of
E(F,). Let z,y €g Z; and A = zP, B = yP. The CDH assumption states
that: given < P, A, B >, it is computationally intractable to compute the value
zyP.
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3 Driving Forces of Internet of Things

ToT infrastructure requires to facilitate seamless data collection/update between
objects with the help of Internet. Sensor networks, RFID system, Smart phone
domain, and other embedded systems would have a strong hold in IoT infras-
tructure, where conventional PC-based LAN/WLAN paradigm remains pivotal
functional body that may control other environments suitably.

3.1 Wireless Sensor Networks

In IoT infrastructure, wireless sensor networks (WSN) require interaction with
RFID system, handheld devices, and other constrained devices including con-
ventional PC-based LAN setup to reaching out both static and movable objects.
WSN consists of several tiny sensing devices and one or more base stations who
collect data from sensors as per application’s goal. Furthermore, depending on
applications’ goals, the network adopt cluster-based architecture, where each
cluster head is equipped with more resources than sensor nodes deployed in it.
Irrespective of cluster-based or non-cluster based architecture, most of the WSN
applications require authentication and integrity of data exchanged between sen-
sor nodes and base station. Moreover, some applications (e.g. healthcare) require
data confidentiality, privacy preserving, and availability of data in addition to
authentication and integrity.

3.2 RFID System

RFID system has found enormous applications in retail, supply-chain, health
care, transport, and home appliances. An RFID system consists of a set of tags,
readers and a back-end server. A tag is basically a microchip with limited mem-
ory along with a transponder. Every tag has a unique identity, which is used for
its identification purpose. A reader is a device used to interrogate RFID tags.
The reader also consists of one or more transceivers which emit radio waves by
which passive tags respond back to the reader. The back-end server is assumed to
be a trusted server that maintains tags and readers information in its database.
In the context of IoT, RFID-enabled things require to talk to other things such
as sensors, mobile devices and embedded systems through RFID reader-enabled
capability.

3.3 Mobile System

Mobile technologies (e.g. 3G, 4G) have revolutionized the computing and com-
municating world. Mobile phones along with Internet have virtually substituted
the need of desktop PC in wired or wireless environment. Smart phones equipped
with multi-core processors support services such as emailing, trading, video con-
ferencing, social networking and so on. Mobile communication system consists
of Mobile station, Base station subsystem and Network subsystem. The network
subsystem is governed by other entities like AuC (authentication centre), EIR
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(equipment identification register), HLR (home location register) and VLR (vis-
iting location register). The security part of mobile communication is primarily
controlled by the network subsystem with the help of these entities. Further-
more, it has been seen that the security algorithm used mobile communication
in some cases are proprietary, not available for public scrutiny. In the context of
IoT, mobile technology is going to act as an important contact point to other
resource-constrained systems (e.g., RFID system, WSN). Therefore, standard
and uniform security specification and interoperable standards among heteroge-
nous technologies/devices are an imperative demand in industry for protecting
applications from potential adversaries.

3.4 Connectivity Technology

The success factor of IoT primarily relies on the power of Internet technology.
Internet technology supports unique addressing for computers on a network. The
addressing field is of 128-bit length while using IPv6. In other words, Internet
technology has enough space to connect trillions objects by uniquely assigned
IP addresses. Internet along with near filed communication (NFC) such as blue-
tooth, radio waves, infrared can reach out each and every object around us.
In addition,low-power wireless mesh networking standard like ZigBee [11] along
with IEEE 802.15.4 MAC can connect tiny sensors embedded in low-cost devices.
The 6LoWPAN (IPv6 over Low-power Wireless Personal Area Networks) [7] can
also run on physical layers and allows for seamless integration with other IP-
based systems. Importantly, 6LoOWPAN offers interoperability with other wire-
less 802.15.4 devices as well as with devices on any other IP network link (e.g.,
Ethernet, WiFi). In summary, these connectivity technologies are adequate in
communication strength to connect all objects across the globe. The Figure 2
tries to capture the important actors of IoT infrastructure.

3.5 CoAP-Constrained Application Protocol

Constrained Application Protocol (CoAP) [6] is a recently devised web transfer
protocol for use of constrained nodes (e.g., low-power sensors, switches, or valves)
in constrained (e.g., low-power, lossy) networks. CoAP translates to HTTP for
integration with the existing Web while meeting specialized requirements such
as multicast support, very low overhead and simplicity for constrained environ-
ments, and machine-to-machine applications. Using CoAP, entities can provide
services over any IP network using UDP. Any HTTP client or server can inter-
operate with CoAP enabled entities by installing a translation proxy between
the communicating devices. As a result, CoAP with tiny embedded device has
huge potential to integrate other constrained environments with IoT by using
Internet. In the context of security, the CoAP supports flexible security services
such as no key, symmetric key and public key based DTLS [12], which could
provide need-based security layers based on application requirement.
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Fig. 2. Constrained environments for IoT Infrastructure

4 Secure Protocol for IoT Applications

A protocol should have precise goal, assumption and clear design principle. The
construction that we consider for modelling the proposed protocol has following
objectives.

Goals. The protocol aims to provide entity authentication, authenticated key
establishment and data confidentiality with a shared key established during the
current run of the protocol. The protocol can also support effective privacy of
protocol initiator (sender of the proposed protocol).

Assumptions. We consider an adaptive adversary who can gather any number
of message exchange between sender and receiver, and add/delete message com-
ponents. The adversary can also compromise any sender to impersonate a target
sender or receiver. We assume that the secret(s) stored in the sending/receiving
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devices is not know to the adversary. The protocol resists replay, impersonation,
and linkability under standard complexity assumption.

Design Choice. The protocol requires to use public key primitives for strong
authentication, key exchange and privacy preserving properties. Based on ap-
plication requirement, the other properties like anonymity, unlinkability, non-
repudiation can be required services. However, we consider primarily the former
set of security properties. We use elliptic curve cryptography [10] because of
its small key size and other interesting features. Furthermore, standard sym-
metric key cryptography and pseudo-random function are to be used for data
confidentiality and authentication codes generation.

We consider the architecture depicted in Figure 3 for modelling our protocol.
The protocol provides a generic sender-receiver communication structure that
can be implemented between two communicating entities such as tag-reader in
RFID system, sensor node—base station in WSN, mobile phone-base station in
mobile scenario and so on. The communication between receiver and proxy server
(or between proxy to proxy server) could rely on some standard protocol (e.g.
TLS [13]) where certificate-based proxy delegation, revocation and other required
security services be enabled in the protocol based on application requirement.

4.1 Generic Construction

The protocol consists of two principal participants - sender and receiver. The
sender could be sensor, mobile station, or tag; and receiver could be cluster head,
base station, or reader. The protocol has four phases - system initialization, pre-
deployment, authenticated key establishment, and data confidentiality.

System Initialization. The system may consist of many senders and receivers.
For the sake of simplicity, we consider the system with many senders and one
receiver. The receiver acts as the server’s agent (e.g., proxy server) or the server
itself.

The setup server chooses a suitable elliptic curve E(F,) over a finite field F,
where ¢ is a prime number sufficiently large enough to accommodate crypto-
graphic keys. Let P € E(Fy) be the generator of E(Fy). The parameters E(Fy),
g and P are made public. We refer interested readers to [10] for more on elliptic
curves arithmetic and properties.

Pre-deployment Phase. All senders and the receiver of the system require to
register into the system before deployment. The registration process follows a a
secure mechanism by which sending and receiving devices are being personalized
with intended security parameters. We assume that a trusted setup server does
the personalization process of sender and receiver during their registration.

Sender personalization: The setup server personalizes the sender with a private
key x €r Z. The corresponding public key X (=xP) is stored in the sender’s
memory. In addition, the public parameters E(Fy), ¢ and P are also stored in
the sender’s memory.
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Fig. 3. Architecture considered for modelling the protocol

Receiver personalization: Like sender personalization the setup server person-
alizes a receiver with a private key y €r Z;. The corresponding public key YV
(=yP) is stored in receiver’s memory. The receiver’s memory has to be person-
alized with the public parameters E(F,), ¢ and P.

We note that X and Y provide identity information of the sender and the re-
ceiver, respectively. Furthermore, a sender is also personalized with receiver’s
public key Y and the receiver is personalized with all senders public keys Xs. It
is also noted that the personalization phase is executed for sender/receiver only
once before its deployment into the system.

Authentication, Key Establishment, and Data Confidentiality. This
phase is invoked as and when sender wants to communicate with receiver.
By successful execution of this phase both sender and receiver mutually
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authenticate each other. They also establish a shared secret key followed by
traffic confidentiality under the shared key. The phase works as follows:

1. Sender selects a random number ns €g Z,, and computes Ny, = n P, chl =
F(X,ns,Y). The sender sends < Ng, chl > to the receiver.

2. Upon receiving < N, chl >, the receiver first retrieves X from chl !. Then,
the receiver checks whether X is a registered entity. If not, the receiver
terminates the operation; else, the receiver selects a random n, €r Z, and
computes

N, =n,P

res = F(Y,n,, X)

k. = Q(Nay,nmX)

¢ = HX[Y [N A7)
The receiver sends < N,,res,c,. > to the sender as a response to sender’s
challenge chl. Here, F, G, and H are suitable operations/functions (e.g.,
elliptic curve arithmetic, pseudo-random function).

3. Upon receiving < N,., res, ¢, >, the sender retrieves Y from res. If Y is not
found in sender’s memory, the sender discards the message. If Y is found,
the sender computes

ks =G(Ny,z,ns,Y)

¢ = H(X Y Ik IN |V,
then checks whether ¢/ = ¢,. If it holds, then the receiver’s authentication
is confirmed. Now, the sender computes confirm = H(ks|| all previous mes-
sages) and sends confirm to the receiver.

4. Receiver checks whether confirm = H (k.|| all previous messages except the
last one). If it holds, then the sender’s authentication is confirmed.

4.2 Security and Privacy Claim

We show how the above construction achieves intended security and privacy
goals.

Mutual Authentication. In step 2, the receiver confirms the sender’s partic-
ipation by checking X’s presence in its memory, and sender’s authentication is
confirmed with step 4. In step 3, the sender confirms the receiver’s authentica-
tion. In step 4, the key confirmation is achieved. It is noted that the authentica-
tion of sender and receiver is achieved with a standard message authentication
code (i.e., with the pseudo-random function H and secret parameters).

Key Establishment. After successful run of the protocol, both sender and
receiver have established a transient key ks (resp. k). Using this transient key
they can derive a shared key SK = H(X||ky/,||Y"). The shared key SK has input

! This requires some additional parameter be communicated along with chl; however,
one can use any alternative ways to do this part. We refer readers to [4] for a ready
reference.
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of the private key, the public key and the transient secrets. Once the session
is expired, the transient secrets ns and n, get erased from the respective local
state of the sender and receiver. This would also enable the protocol in achieving
forward secrecy, a useful security property required for many applications.

Data Confidentiality. Depending on the nature of applications where resource-
constrained devices are being deployed, the sender-receiver communication may
require protection from unauthorized access. The sender and receiver can gener-
ate their write key E;, = H(X||SK|SID|‘sender’) and E, = H(Y | SK|SID||
‘receiver’), respectively. Note that the parameter SID is the session identifier.
Now, the sender (resp., receiver) can use E; (resp., E,) for encrypting data, and
thereby, communicating over a secure channel.

Identity Protection. In the proposed construction, the messages exchange
between sender and receiver do not leak any identification of sender and receiver.
This guarantees the protection of the identities of the communicating parties.
This would help in preserving privacy of sender (and also receiver), which is an
important feature of many emerging applications.

5 Security Analysis

Adversarial model. An adaptive adversary is considered who can intercept
messages between sender and receiver, and can replay, manipulate the message
by adding or deleting data in it. The adversary is allowed to run following queries:

- initialize virtual sender. on input a sender identity, this oracle per-
sonalizes a virtual sender with z¥, XV, Y as secret parameters and stores
other public parameters in its memory. Then, it returns the personalized de-
vice to the adversary. Note that the adversary can know the reader’s public
key with this query, so reader’s privacy is not aimed in this case; otherwise,
the adversary should not have reader’s public key Y. The system may also
consider the sending device is tamper resistant, so the stored parameters
can not be extracted from its memory. But, this costs more to the applica-
tions like RFID and WSN, where number of tags and sensors are large, and
therefore, having device tamper-proof is not a practical solution. We assume
that by running the initialize virtual sender query, the adversary has
knowledge of Y. In other words, the privacy of the receiver is not aimed at
this adversarial model.

- response query. on input < NZ,chl” > with respect to the adversary’s
controlled device, this oracle returns the tuple < N, res?,c; > to the ad-
versary if XV is in receiver’s database. If X" is not found in the receiver’s
database, it returns L.

- auth query. on input < confirm” >, this oracle returns a bit indicating
whether or not the receiver accepts the session of the protocol run that
resulted in successful authentication of the sender. If the bit value is 1 then
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the receiver has established a session with the sender, whereas, bit value 0
indicates unauthorized attempt and no session has been established with the
sender.

- corrupt query. on input target device, this query returns xiqrge: and Y to
the adversary.

5.1 Security experiment

In this experiment, the adversary’s goal is to convince the receiver to accept an
unauthorized sender. In order to convince the receiver, the adversary requires to
compute a valid chl and confirm on a target sender, where the target sender
has not participated in above queries.

Claim 1. The proposed construction of the protocol is secure as no polynomial
time adversary can establish a session with the receiver with non-negligible ad-
vantage in the security parameter used in the initialization phase under standard
complexity assumptions.

The above claim can be proved by the security proof sketch used in [4], [14].

5.2 Privacy experiment

The goal of the adversary in this experiment is to distinguish between two dif-
ferent participating senders. Let us assume that the experiment consists of a
challenger C and an adversary A. The experiment is defined as follows.
EXP%,A(k):

1.beg {0,1}

2. Setup Receiver(1¥), where k is the security parameter

3. g + AWeries(qdyersarial capability)

4. Check whether g = b
The challenger C presents to A the system where either S; (if b = 0) or S; (if
b =1) is selected when returning a response query.

The adversary A is allowed to query the above mentioned oracles any number
of times and then outputs a guess bit g. We say that A breaks the privacy of the
protocol if and only if g = b, that is, if it correctly identifies which of the sender
was in participation. The advantage of the adversary is defined as Adv 4(k) = Pr
[ Expd_4(k) = 1] + Pr [ Expl_y(k) = 1] - 1
Claim 2. The proposed construction of the protocol preserves privacy of senders
as any polynomial time adversary can have advantage in guessing a sender par-
ticipation negligible (not more than a random guessing) in security parameter k
under standard assumptions.

The above claim can be proved by the security proof sketch provided in [4], [14].

6 Conclusions

Internet of Things (IoT) envisions as a global network, which would connect
any objects across the globe through Internet. In addition to conventional PC-
based Internet computing, WSN, RFID system, mobile computing are essential
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components that would contribute significantly to IoT infrastructure. In IoT in-
frastructure, these complimentary technologies require to interact each other in
order to connect objects around us. As a result, security and privacy of these con-
strained environments are important concerns in IoT scenarios and applications.
We discussed various security and privacy issues pertaining to IoT infrastruc-
ture. We have highlighted different perspectives of 10T, discussed about impor-
tant driving forces of IoT. We then proposed a generic construction of secure
protocol for resource-constrained environment in the context of IoT infrastruc-
ture. The proposed construction can support authentication, key establishment
and data confidentiality security properties. Furthermore, the construction al-
lows to to achieve effective privacy of the communication parties by protecting
their identities in message exchange.
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Abstract. In this paper we report on our ongoing project aimed at protecting the
privacy of the user when dealing with location-based services. The starting point
of our approach is the principle of geo-indistinguishability, a formal notion of
privacy that protects the user’s exact location, while allowing approximate infor-
mation — typically needed to obtain a certain desired service — to be released. We
then present two mechanisms for achieving geo-indistinguishability, one generic
to sanitize locations in any setting with reasonable utility, the other custom-built
for a limited set of locations but providing optimal utility. Finally we extend our
mechanisms to the case of location traces, where the user releases his location
repeatedly along the day and we provide a method to limit the degradation of
the privacy guarantees due to the correlation between the points. All the mech-
anisms were tested on real datasets and compared both among themselves and
with respect to the state of the art in the field.

1 Introduction

The widespread use of Location-Based Services (LBS) in today’s world has created new
risks to user privacy that users are increasingly becoming aware of. In large part, the
worries are caused by the shocking episodes of violations and leaks that keep appearing
on the news. Just to mention a couple of them, on April 20th, 2011 it was discovered
that the iPhones were storing and collecting location data from their users, syncing them
with iTunes and transmitting them to Apple, all without the users’ knowledge. More
recently, the Guardian has revealed, on the basis of the documents provided by Edward
Snowden, that the NSA and the GCHQ have been using certain smartphone apps, such
as the wildly popular Angry Birds game, to collect users’ private information such as
age, gender and location [1].

To some extent, also the research and the experimentation on privacy contribute to
raise the awareness about the practical risks. For instance, the “Please Rob Me” web-
site [2] aggregates location check-ins and presents them as “robbery opportunities”,
pointing out the fact that publically announcing one’s location effectively reveals to the
world that they are not home.

A survey among 180 smartphone users, described in [3], reported that 78% of the
participants believe that apps accessing their location can pose privacy threats. Further-
more, 85% of them declared that they care about who accesses their location informa-
tion. All these worries about location privacy may seem exaggerated at first, but one
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can see that they are fully justified when thinking to the possible malicious uses of lo-
cation information, such as robbing and stalking. For instance, the application “Girls
Around Me”, combines social media and location information to find nearby women
(who hadn’t necessarily agreed to be found), and, with one click the user can access
the Facebook profiles of targeted girls [4]. Particularly worrisome is the perspective of
potential combination with the users’ most sensitive information, such as sexual ori-
entation. Again, according to the Guardian [1], there have been cases of smartphone
applications from which such information was collected without the user’s knowledge.

Furthermore, location information can be easily used to obtain a variety of other
information that an individual usually wishes to protect: by collecting and processing
accurate location data on a regular basis, it is possible to infer an individual’s home or
work location, sexual preferences, political views, religious inclinations, etc.

There are numerous programs that collect location data from mobile devices. In this
paper, we focus our attention to those applications which collect such data to provide an
agreed-upon service, i.e., the LBSs. Obviously there exist methods for preventing the
collection of location data entirely, however they would completely nullify the benefits
of applications which provide location services. Our primary goal is to develop methods
that hinder the undesired tracking capacities of LBSs, while preserving as much as
possible the quality of the desired services.

Several notions of privacy for location-based systems have been proposed in the
literature. In Section 2 we give an overview of such notions, and we discuss their short-
comings in relation to our motivating LBS applications. Aiming at addressing these
shortcomings, we propose a formal privacy definition, called geo-indistinguishability,
that allows a user to disclose enough location information to obtain the desired service,
while satisfying the aforementioned privacy notion. Our proposal is based on a general-
ization of differential privacy [5] developed in [6]. Similarly to differential privacy, our
notion and technique abstract from the side information of the adversary, such as any
prior probabilistic knowledge about the user’s actual location.

To explain the principle of geo-indistinguishability, consider a user located in Paris
who wishes to query an LBS provider for nearby restaurants in a private way. To achieve
this the user employs obfuscation, i.e. he discloses some approximate location z instead
of his exact one x. Interestingly, 52% of the surveyed individuals in [3] stated no prob-
lem in supplying apps with imprecise location information to protect their privacy; only
18% objected to providing imprecise location information. Note that, in contrast to var-
ious works in the literature, we assume that the user is interested in hiding his location,
not his identity; in fact, the user might be authenticated to the service provider in order
to obtain personalized recommendations.

We say that the user enjoys ¢-privacy within r if, any two locations at distance at
most r produce observations with “similar” distributions, where the “level of similarity”
depends on /. The idea is that ¢ represents the user’s level of privacy for that radius: the
smaller / is, the higher is the privacy.

The definition of geo-indistinguishability abstracts from r by requiring that the (in-
verse of the) level of privacy ¢ depend on the radius r. Formally: A mechanism satisfies
geo-indistinguishability iff for any radius » > 0, the user enjoys er-privacy within r.
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This definition implies that the user is protected within any radius r, but with a level
{ = er that increases with the distance. Within a short radius, for instance r =1 km, /¢
is small, guaranteeing that the provider cannot infer the user’s location within, say, the
7th arrondissement of Paris. Farther away from the user, for instance for » = 1000 km,
¢ becomes large, allowing the LBS provider to infer that with high probability the user
is located in Paris instead of, say, London.

We propose a mechanism that achieves geo-indistinguishability by perturbating the
user’s location x. The inspiration for our mechanism comes from one of the most
popular approaches for differential privacy, namely the Laplace noise. We adopt a
specific planar version of the Laplace distribution, allowing to draw points in a geo-
indistinguishable way; moreover, we are able to do so efficiently, by using polar coor-
dinates. Another advantage of the resulting mechanism is that it is independent from the
particular user or the area it is used in, the only parameter is the desired level of privacy
or conversely the desired level of accuracy of the service.

Clearly, the perturbation of the information sent to the LBS provider leads to a degra-
dation of the quality of service, and consequently there is a trade-off between the level
of privacy that the user wishes to guarantee and the service quality loss (QL) that he
has to accept. The study of this trade-off, and the design of mechanisms which optimize
it, is an important research direction started with the seminal paper of Shokri et al. [7].
In [8] we have compared our mechanism with other ones in the literature, using the
privacy metric proposed in [9]. It turns our that our mechanism offers the best privacy
guarantees, for the same utility, among those which do not depend on the user.

The advantages of the independence from the user are obvious: first, the mechanism
is designed once and for all, we do not need different mechanisms for different users.
Second, even the same user may have different behaviors, for instance during different
parts of the day, and it would not be practical to change the mechanism all the time.
Finally, computing the prior of the user can be an expensive operation, and in some
cases even unfeasible.

However, if we are interested in protecting a particular user, then in general there are
mechanisms, specific for that user, that do better than the generic Laplace mechanism.
Thus, we are also interested in defining specialized mechanisms that optimize the trade-
off between geo-indistinguishability and quality of service for a particular user. More
precisely, given a certain threshold on the degree of geo-indistinguishability, and a prior,
we aim at obtaining the mechanism K which minimizes the QL. Based on the fact that
the geo-indistinguishability threshold can be expressed by linear constraints, we can
reduce the problem of producing such an optimal K to a linear optimization problem,
which can then be solved by using standard techniques of linear programming.

The two mechanisms discussed above correspond to a sporadic use of the service
in which a single location needs to be sanitized. In practice, however, a user might
performs repeated location-based queries from several locations, forming a location
trace that he wishes to protect. For each query, a new obfuscated location needs to be
reported to the service provider, which can be easily obtained by independently adding
noise at the moment when each query is executed. We refer to independently applying
noise to each location as the independent mechanism.
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However, it is easy to see that privacy is degraded as the number of queries increases,
due to the correlation between the locations. Intuitively, in the extreme case when the
user never moves (i.e. there is perfect correlation), the reported locations are centered
around the real one, thus revealing it more and more precisely as the number of queries
increases. Technically, the independent mechanism applying e-geo-indistinguishable
noise (where € is a privacy parameter) to n locations can be shown to satisfy ne-
geo-indistinguishability. This is typical in the area of differential privacy, in which €
is thought as a privacy budget, consumed by each query; this linear increase makes the
mechanism applicable only when the number of queries remains small. In order to deal
with multiple queries we propose a trace obfuscation mechanism with a smaller budget
consumption rate than applying independent noise [10]. The main idea is to actually use
the correlation from previous locations to try to predict a point close to the user’s actual
location. Predicted points are safe to report directly and thus have a smaller footprint
on the privacy budget.

We experimentally compare the above mechanisms on two large real-life data sets,
Geolife and Tdrive. The results show the utility improvements of the optimal con-
structed mechanism wrt the Laplace one, as well as the improvements of the predictive
mechanism wrt the independently applied noise.

This paper presents a systematic overview of the approach to location privacy devel-
oped by our INRIA team Comete. Some of the results presented here have appeared in
previous papers of ours specialized in particular aspects of the project [8,10,11].

Road Map. In Section 2 we discuss notions of location privacy from the literature and
point out their weaknesses and strengths. In Section 3 we formalize the notion of geo-
indistinguishability in three equivalent ways. We then proceed to describe two mech-
anisms that provide geo-indistinguishability in Section 4: one general, the other with
optimal utility. In Section 5 we propose a predictive mechanism that exploits correla-
tions on the input by means of a prediction function to improve the privacy guarantee.
In Section 6 we give an overview of the experimental analysis and comparison of the
mechanisms and Section 7 concludes.

2 Existing Notions of Privacy

In this section, we examine various notions of location privacy from the literature, as
well as techniques to achieve them. We consider the motivating example from the in-
troduction, of a user in Paris wishing to find nearby restaurants with good reviews. To
achieve this goal, he uses a handheld device (e.g.. a smartphone) to query a public LBS
provider. However, the user expects his location to be kept private: informally speaking,
the information sent to the provider should not allow him to accurately infer the user’s
location. Our goal is to provide a formal notion of privacy that adequately captures the
user’s expected privacy. From the point of view of the employed mechanism, we require
a technique that can be performed in real-time by a handheld device, without the need
of any trusted anonymization party.

Expected Adversary Error. The expected error of an optimal Bayesian adversary [7,9,12]
is a natural way to quantify the privacy offered by a location-obfuscation mechanism.
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Intuitively, it reflects the degree of accuracy by which an adversary can guess the real
location of the user by observing the obfuscated location, and using any side-information
available to him.

There are several works relying on this notion. In [12], a perturbation mechanism is
used to confuse the attacker by crossing paths of individual users, rendering the task
of tracking individual paths challenging. In [9], an optimal location-obfuscation mech-
anism (i.e., achieving maximum level of privacy for the user) is obtained by solving a
linear program in which the constraints are determined by the quality of service and
by the user’s profile. In [13] bandwidth constraints are also taken into account, while
[14] considers the case of repeated location reporting, as opposed to a sporadic use of
the mechanism. Furthermore, [15] analyzes the case where the attacker can also exploit
co-location information, such as geo-located pictures, shared on a social network, in
which several friends are tagged together.

It is worth noting that this privacy notion and the obfuscation mechanisms based on
it are explicitly defined in terms of the adversary’s side information. In contrast, our
notion of geo-indistinguishability abstracts from the attacker’s prior knowledge, and is
therefore suitable for scenarios where the prior is unknown, or the same mechanism
must be used for multiple users.

k-anonymity. The notion of k-anonymity is the most widely used definition of privacy
for location-based systems in the literature. Many systems in this category [16,17,18]
aim at protecting the user’s identity, requiring that the attacker cannot infer which user
is executing the query, among a set of k different users. Such systems are outside the
scope of our problem, since we are interested in protecting the user’s location.

On the other hand, k-anonymity has also been used to protect the user’s location
(sometimes called [-diversity in this context), requiring that it is indistinguishable among
a set of k points (often required to share some semantic property). One way to achieve
this is through the use of dummy locations [19,20]. This technique involves generating
k —1 properly selected dummy points, and performing k queries to the service provider,
using the real and dummy locations. Another method for achieving k-anonymity is
through cloaking [21,22,23]. This involves creating a cloaking region that includes &
points sharing some property of interest, and then querying the service provider for this
cloaking region.

Even when side knowledge does not explicitly appear in the definition of k-anonymity,
a system cannot be proven to satisfy this notion unless assumptions are made about the
attacker’s side information. For example, dummy locations are only useful if they look
equally likely to be the real location from the point of view of the attacker. Any side
information that allows to rule out any of those points, as having low probability of being
the real location, would immediately violate the definition.

Counter-measures are often employed to avoid this issue: for instance, [19] takes into
account concepts such as ubiquity, congestion and uniformity for generating dummy
points, in an effort to make them look realistic. Similarly, [23] takes into account the
user’s side information to construct a cloaking region. Such counter-measures have
their own drawbacks: first, they complicate the employed techniques, also requiring
additional data to be taken into account (for instance, precise information about the
environment or the location of nearby users), making their application in real-time by
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a handheld device challenging. Moreover, the attacker’s actual side information might
simply be inconsistent with the assumptions being made.

As a result, notions that abstract from the attacker’s side information, such as differ-
ential privacy, have been growing in popularity in recent years, compared to
k-anonymity-based approaches.

Differential Privacy. Differential Privacy [5] is a notion of privacy from the area of sta-
tistical databases. Its goal is to protect an individual’s data while publishing aggregate
information about the database. Differential privacy requires that modifying a single
user’s data should have a negligible effect on the query outcome. More precisely, it
requires that the probability that a query returns a value v when applied to a database
D, compared to the probability to report the same value when applied to an adjacent
database D’ — meaning that D, D’ differ in the value of a single individual — should
be within a bound of e. A typical way to achieve this notion is to add controlled ran-
dom noise to the query output, for example drawn from a Laplace distribution. An
advantage of this notion is that a mechanism can be shown to be differentially private
independently from any side information that the attacker might possess.

Differential privacy has also been used in the context of location privacy. In [24],
it is shown that a synthetic data generation technique can be used to publish statistical
information about commuting patterns in a differentially private way. In [25], a quadtree
spatial decomposition technique is used to ensure differential privacy in a database with
location pattern mining capabilities, while [26] uses variable-length n-grams to disclose
sequential data, such as mobility traces, in a differentially private way.

As shown in the aforementioned works, differential privacy can be successfully ap-
plied in cases where aggregate information about several users is published. On the
other hand, the nature of this notion makes it poorly suitable for applications in which
only a single individual is involved, such as our motivating scenario. The secret in this
case is the location of a single user. Thus, differential privacy would require that any
change in that location should have negligible effect on the published output, making it
impossible to communicate any useful information to the service provider.

To overcome this issue, Dewri [27] proposes a mix of differential privacy and k-
anonymity, by fixing an anonymity set of k locations and requiring that the probability
to report the same obfuscated location z from any of these k locations should be sim-
ilar (up to e). This property is achieved by adding Laplace noise to each Cartesian
coordinate independently. There are however two problems with this definition: first,
the choice of the anonymity set crucially affects the resulting privacy; outside this set
no privacy is guaranteed at all. Second, the property itself is rather weak; reporting the
geometric median (or any deterministic function) of the k locations would satisfy the
same definition, although the privacy guarantee would be substantially lower than using
Laplace noise.

Nevertheless, Dewri’s intuition of using Laplace noise! for location privacy is valid,
and [27] provides extensive experimental analysis supporting this claim. Our notion

! The planar Laplace distribution that we use in our work, however, is different from the distribu-
tion obtained by adding Laplace noise to each Cartesian coordinate, and has better differential
privacy properties (c.f. Section 4.1).
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of geo-indistinguishability provides the formal background for justifying the use of
Laplace noise, while avoiding the need to fix an anonymity set by using the generalized
variant of differential privacy from [6].

Other location-privacy metrics. [28] proposes a location cloaking mechanism, and fo-
cuses on the evaluation of Location-based Range Queries. The degree of privacy is
measured by the size of the cloak (also called uncertainty region), and by the coverage
of sensitive regions, which is the ratio between the area of the cloak and the area of the
regions inside the cloak that the user considers to be sensitive. In order to deal with the
side-information that the attacker may have, ad-hoc solutions are proposed, like patch-
ing cloaks to enlarge the uncertainty region or delaying requests. Both solutions may
cause a degradation in the quality of service.

In [29], the real location of the user is assumed to have some level of inaccuracy,
due to the specific sensing technology or to the environmental conditions. Different
obfuscation techniques are then used to increase this inaccuracy in order to achieve a
certain level of privacy. This level of privacy is defined as the ratio between the accuracy
before and after the application of the obfuscation techniques.

Similar to the case of k-anonymity, both privacy metrics mentioned above make
implicit assumptions about the adversary’s side information. This may imply a violation
of the privacy definition in a scenario where the adversary has some knowledge about
the user’s real location.

Transformation-based approaches. A number of approaches for location privacy are
radically different from the ones mentioned so far. Instead of cloaking the user’s loca-
tion, they aim at making it completely invisible to the service provider. This is achieved
by transforming all data to a different space, usually employing cryptographic tech-
niques, so that they can be mapped back to spatial information only by the user [30,31].
The data stored in the provider, as well as the location send by the user are encrypted.
Then, using techniques from private information retrieval, the provider can return in-
formation about the encrypted location, without ever discovering which actual location
it corresponds to.

A drawback of these techniques is that they are computationally demanding, mak-
ing it difficult to implement them in a handheld device. Moreover, they require the
provider’s data to be encrypted, making it impossible to use existing providers, such as
Google Maps, which have access to the real data.

Effectiveness of attacks. An indirect way of assessing the privacy guarantees of a mech-
anism is to measure the effectiveness of various location inference attacks. Several
works present attacks and practical challenges for location privacy. In [32] the authors
develop and test a toolkit for inference attacks on the reported locations of users to dis-
cover points of interests, future locations and co-location of two individuals. The same
technique was employed in [33] focusing on de-anonymization attacks with the goal
of evaluating the effectiveness of sanitization mechanisms. In [34] the authors tested
the resilience of Geo-Indistinguishability to identification of Points of Interests of users
over two real GPS traces datasets, with varying level of privacy (and therefore noise).
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3 Geo-indistinguishability

In this section we formalize our notion of geo-indistinguishability. As already discussed
in the introduction, the main idea behind this notion is that, for any radius r > 0, the
user enjoys er-privacy within r, i.e. the level of privacy is proportional to the radius.
Note that the parameter € corresponds to the level of privacy at one unit of distance. For
the user, a simple way to specify his privacy requirements is by a tuple (¢, r), where r
is the radius he is mostly concerned with and £ is the privacy level he wishes for that
radius. In this case, it is sufficient to require e-geo-indistinguishability for e = ¢/r; this
will ensure a level of privacy ¢ within r, and a proportionally selected level for all other
radii.

So far we kept the discussion on an informal level by avoiding to explicitly define
what /-privacy within r means. In the remaining of this section we give a formal defini-
tion, as well as two characterizations which clarify the privacy guarantees provided by
geo-indistinguishability.

Probabilistic Model. We first introduce a simple model used in the rest of the paper. We
start with a set X' of points of interest, typically the user’s possible locations. Moreover,
let Z be a set of possible reported values, which in general can be arbitrary, allowing
to report obfuscated locations, cloaking regions, sets of locations, etc. However, to sim-
plify the discussion, we sometimes consider Z to also contain spatial points, assuming
an operational scenario of a user located at z € X’ and communicating to the attacker a
randomly selected location z € Z (e.g. an obfuscated point).

Probabilities come into place in two ways. First, the attacker might have side infor-
mation about the user’s location, knowing, for example, that he is likely to be visiting
the Eiffel Tower, while unlikely to be swimming in the Seine river. The attacker’s side
information can be modeled by a prior distribution 7 on X, where 7 () is the proba-
bility assigned to the location z.

Second, the selection of a reported value in Z is itself probabilistic; for instance, z
can be obtained by adding random noise to the actual location z (a technique used in
Section 4). A mechanism K is a probabilistic function for selecting a reported value;
i.e. K is a function assigning to each location € X" a probability distribution on Z,
where K (z)(Z) is the probability that the reported point belongs to the set Z C Z,
when the user’s location is x.2 Starting from 7 and using Bayes’ rule, each observation
Z C Z of a mechanism K induces a posterior distribution o = Bayes(w, K, Z) on
X, defined as o(z) = Z;(I(?()I(,Z)gggjr)(m,)

We define the multiplicative distance between two distributions o1, 02 on some set
S as dp(01,02) = supgcs |In Z;g; |, with the convention that | In Zigg | = 0if both

01(5), 02(S) are zero and oo if only one of them is zero.

% For simplicity we assume distributions on X to be discrete, but allow those on Z to be con-
tinuous (c.f. Section 4). All sets to which probability is assigned are implicitly assumed to be
measurable.
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3.1 Definition

We are now ready to state our definition of geo-indistinguishability. Intuitively, a pri-
vacy requirement is a constraint on the distributions K (z), K (z") produced by two dif-
ferent points z, 2. Let da(+, -) denote the Euclidean metric. Enjoying ¢-privacy within
r means that for any x, 2’ s.t. da(x,2") < r, the distance dp (K (z), K(z')) between
the corresponding distributions should be at most ¢. Then, requiring er-privacy for all
radii r, forces the two distributions to be similar for locations close to each other, while
relaxing the constraint for those far away from each other, allowing a service provider
to distinguish points in Paris from those in London.

Definition 1 (geo-indistinguishability). A mechanism K satisfies e-geo-indistinguisha-
bility iff for all x,z':
dp(K(z), K(z")) < eda(x, )

Equivalently, the definition can be formulated as K (z)(Z) < e<®(@") K (2')(Z) for
allz, 2’ € X, Z C Z. Note that for all points 2’ within a radius r from z, the definition
forces the corresponding distributions to be at most er distant.

The quantity eda(z, ') can be viewed as the distinguishability level between the se-
crets = and z’. The use of the Euclidean metric ds is natural for location privacy: the
closer (geographically) two points are, the less distinguishable we would like them
to be. Note, however, that other metrics could be used instead of ds, such as the
Manhattan metric or driving distance, depending on the application. The definition
that we obtain by using an arbitrary distinguishability metric d, i.e. requiring that
dp(K(x),K(z")) < dx(x,2"), is referred to as d-privacy?, and is studied on its own
right in [6]. Some of the results of this paper do not depend on the actual metric, so they
are given in the general framework of d ., -privacy.

Note also that standard differential privacy simply corresponds to edy, (x, ' )-privacy,
where dj, is the Hamming distance between databases x, ', i.e. the number of indi-
viduals in which they differ. However, in our scenario, using the Hamming metric of
standard differential privacy — which aims at completely protecting the value of an in-
dividual — would be too strong, since the only information is the location of a single
individual. Nevertheless, we are not interested in completely hiding the user’s location,
since some approximate information needs to be revealed in order to obtain the required
service. Hence, using a privacy level that depends on the Euclidean distance between
locations is a natural choice.

Protecting Location Traces. So far, we have assumed a sporadic use of an LBS, mean-
ing that the service is used infrequently enough that we can assume no correlation be-
tween different uses and treat each one of them independently. In this case, the user’s
secret is a single location. In the case of repeated use, however, the user forms a loca-
tion trace which should be protected; the provider is allowed to obtain only approximate
information about the locations, their exact value should be kept private.

3 Note that we can generally consider the scaling factor € to be part of the metric, although
sometimes we emphasize it by talking of ed »-privacy.
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In this case, the secret is the trace, i.e. a tuple of points denoted by x = [z1, ..., Zy],
while x[i] denotes the i-th element of the trace. The notion of e-geo-indistinguishability
extends naturally by defining the distance between two tuples x, x’ as:

doo (x,x") = max; da(x[i],x'[1])

and using ed,-privacy as our privacy definition. Following the idea of reasoning within
a radius r, this definition requires that two traces at most r away from each other (i.e.
such that x[é],x’[i] are all within distance r from each other) should produce distribu-
tions at most er apart.

3.2 Characterizations

In this section we state two characterizations of geo-indistinguishability, obtained from
the corresponding results of [6] (for general metrics), which provide intuitive interpre-
tations of the privacy guarantees offered by this notion.

Adversary’s Conclusions under Hiding. The first characterization uses the concept of
a hiding function ¢ : X — X. The idea is that ¢ can be applied to the user’s actual
location before the mechanism K, so that the latter has only access to a hidden version
¢(x), instead of the real location x. A mechanism K with hiding applied is simply
the composition K o ¢. Intuitively, a location remains private if, regardless of his side
knowledge (captured by his prior distribution), an adversary draws the same conclusions
(captured by his posterior distribution), regardless of whether hiding has been applied
or not. However, if ¢ replaces locations in Paris with those in London, then clearly the
adversary’s conclusions will be greatly affected. Hence, we require that the effect on the
conclusions depends on the maximum distance da(¢) = sup,cy d2(x, $(x)) between
the real and hidden location.

Theorem 1. A mechanism K satisfies e-geo-indistinguishability iff for all ¢ : X — X,
all priorsmon X, and all Z C Z:

dp(o1,02) < 2eda(9) where o1 = Bayes(m, K, 7)
o092 = Bayes(m, K 0 ¢, Z)

Note that this is a natural adaptation of a well-known interpretation of standard dif-
ferential privacy, stating that the attacker’s conclusions are similar, regardless of his
side knowledge, and regardless of whether an individual’s real value has been used in
the query or not. This corresponds to a hiding function ¢ removing the value of an
individual.

Note also that the above characterization compares two posterior distributions. Both
01,02 can be substantially different than the initial knowledge 7, which means that an
adversary does learn some information about the user’s location.

Knowledge of an Informed Attacker. A different approach is to measure how much the
adversary learns about the user’s location, by comparing his prior and posterior distri-
butions. However, since some information is allowed to be revealed by design, these
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distributions can be far apart. Still, we can consider an informed adversary who already
knows that the user is located within a set N C X. Let da(N) = sup,, /¢ da(z, ")
be the maximum distance between points in x. Intuitively, the user’s location remains
private if, regardless of his prior knowledge within N, the knowledge obtained by such
an informed adversary should be limited by a factor depending on d2 (V). This means
that if do(N) is small, i.e. the adversary already knows the location with some accu-
racy, then the information that he obtains is also small, meaning that he cannot improve
his accuracy. Denoting by 7|y the distribution obtained from 7 by restricting to N (i.e.
7§ (z) = (2| N)), we obtain the following characterization:

Theorem 2. A mechanism K satisfies e-geo-indistinguishability iff for all N C X, all
priors mon X, and all Z C Z:

dp(mn,0)n) < eda(N) where o = Bayes(m, K, Z)

Note that this is a natural adaptation of a well-known interpretation of standard differ-
ential privacy, stating that an informed adversary who already knows all values except
individual’s ¢, gains no extra knowledge from the reported answer, regardless of side
knowledge about ¢’s value [35].

Abstracting from Side Information. A major difference of geo-indistinguishability, com-
pared to similar approaches from the literature, is that it abstracts from the side infor-
mation available to the adversary, i.e. from the prior distribution. This is a subtle issue,
and often a source of confusion, thus we would like to clarify what “abstracting from
the prior” means. The goal of a privacy definition is to restrict the information leakage
caused by the observation. Note that the lack of leakage does not mean that the user’s
location cannot be inferred (it could be inferred by the prior alone), but instead that the
adversary’s knowledge does not increase due to the observation.

However, in the context of LBSs, no privacy definition can ensure a small leakage
under any prior, and at the same time allow reasonable utility. Consider, for instance,
an attacker who knows that the user is located at some airport, but not which one. The
attacker’s prior knowledge is very limited, still any useful LBS query should reveal at
least the user’s city, from which the exact location (i.e. the city’s airport) can be inferred.
Clearly, due to the side information, the leakage caused by the observation is high.

So, since we cannot eliminate leakage under any prior, how can we give a reasonable
privacy definition without restricting to a particular one? First, we give a formulation
(Definition 1) which does not involve the prior at all, allowing to verify it without know-
ing the prior. At the same time, we give two characterizations which explicitly quantify
over all priors, shedding light on how the prior affects the privacy guarantees.

4 Mechanisms for the Sporadic Case

In this section we present two mechanisms for applying noise to a single location while
satisfying geo-indistinguishability. The first one, the planar Laplace mechanism, is a
simple and efficient mechanism that scales to any number of possible locations while
being generic and independent from the user’s behaviour. The second is adapted to a
specific user and guarantees optimal utility (or minimum quality loss) for that user,
however it is only applicable when the number of possible locations is limited.
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Fig. 1. The pdf of two planar Laplace distributions, centered at (—2, —4) and at (5, 3) respec-
tively, withe = 1/5

4.1 The Planar Laplace Mechanism

We start by defining a mechanism for geo-indistinguishability on the continuous plane.
The idea is that whenever the actual location is € R?, we report, instead, a point z €
R? generated randomly according to a distribution with probability density function:

¢ da(z,2)
De — —eda(x,z 1
()= ¢ (1)
This function is called the planar Laplace centered at x and is is illustrated in Figure 1.
The resulting mechanism can be shown to satisfy e-geo-indistinguishability [8].

Note that this definition of the two-dimensional Laplace distribution follows [36]
and is different than generating the two coordinates independently from a standard (one
dimensional) Laplace distribution. Such an approach would not, in fact, satisfy geo-
indistinguishability.

Drawing a Random Point. We illustrate now how to draw a random point from the pdf
defined in (1). First of all, we note that the pdf of the planar Laplace distribution depends
only on the distance from z. It will be convenient, therefore, to switch to a system of
polar coordinates with origin x. A point z will be represented as a point (r, ), where r
is the distance of z from x, and 6 is the angle that the line x z forms with respect to the
horizontal axis of the Cartesian system. After the transformation, the pdf of the polar
Laplace centered at the origin x is:

D.(r,0) = 26 re " 2)
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Let R, © be the random variables representing the radius and the angle; the prop-
erty that allows to efficiently draw from the polar Laplace is that the two variables are
independent, that is D.(r, 0) is the product of the two marginals:

D¢ r(r) = O2Tr D (r,0)df = 2re=c"

D.o(0) = fooo D.(r,0)dr = 217r

Note that D, r(r) corresponds to the gamma distribution with shape 2 and scale 1/e.
Hence, in order to draw a point (r, 6) it is sufficient to draw separately r and 6 from
D, g(r) and D, o(6) respectively. Since D. o(¢) is constant, 6 can be drawn from a
uniform distribution on the interval [0, 27).
We now show how to draw r. Following standard lines, we consider the cumulative
distribution function (cdf) C¢(r):

Ce(r) = /OTDE,R(p)dp =1—(14er)e "

Intuitively, C.(r) represents the probability that the radius of the random point falls
between 0 and r. Finally, we generate a random number p with uniform probability in
the interval [0, 1), and we set r = C'=!(p). Note that

€

Ctp) =~ (Maa("h) +1)

€

where W/ is the Lambert W function (the —1 branch), which can be computed effi-
ciently and is implemented in several numerical libraries.

Note that in practice only a discretized version of the continuous mechanism can be
implemented; the discretized variant can be shown to also satisfy geo-indistinguisha-
bility, for a slightly bigger ¢, although the difference is negligible on a double precision
machine. A detailed discussion of discretization issues can be found in [8].

The planar Laplace mechanism has two main advantages: first, it is simple and effi-
cient to compute without restricting the number of possible locations. Second, it can be
applied to a generic user without prior information on his behaviour. The usefulness of
the mechanism for generic applications is showcased in Location Guard [37], a browser
extension for Chrome and Firefox, which provides location privacy for websites access-
ing the user’s location through the HTMLS5 geolocation API, by adding noise to the
reported location using the planar Laplace mechanism.

On the other hand, being generic, the planar Laplace mechanism offers no optimality
guarantees for the quality loss of the reported location. In the following section, we
show how to improve utility by construct mechanisms adapted to the behaviour of a
particular user.

4.2 Geo-indistinguishable Mechanisms of Optimal Utility

The goal of a privacy mechanism is not to hide completely the secret but to disclose
enough information to be useful for some service while hiding the rest to protect the
user’s privacy. Typically these two requirements go in opposite directions: a stronger
privacy level requires more noise which results in a lower utility.
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From the user’s point of view, we want to quantify the service quality loss (QL) pro-
duced by the mechanism K. Given a quality metric d¢g on locations, such that dg (z, z)
measures how much the quality decreases by reporting z when the real location is x (the
Euclidean metric do being a typical choice), we can naturally define the quality loss as
the expected distance between the real and the reported location, that is

QL(K,m,dq) = 3, . m(x)K(z)(2)dq(z, 2)

where 7 is a prior on X modeling the user’s behaviour.

Despite the generality of the planar Laplace mechanism, in some cases we want to
be able to build a mechanism that optimizes the trade-off between privacy (in terms of
geo-indistinguishability) and quality loss (in terms of QL) for a specific user. Our main
goal is, given a set of locations X’ with a privacy metric d., a privacy level €, a user
profile 7 and a quality metric dg, to find an ed . -private mechanism such that its QL is
as small as possible. We start by describing a set of linear constraints that enforce ed -
privacy, which allows to obtain an optimal mechanism as a linear optimization problem.
However, the number of constraints can be large, making the approach computationally
demanding as the number of locations increases. As a consequence, we then propose an
approximate solution that replaces d, with the metric induced by a spanning graph.

Constructing an optimal mechanism. The constructed mechanism is assumed to have
as both input and output a predetermined finite set of locations X'. For instance, X’ can
be constructed by dividing the map in a finite number of regions (of arbitrary size and
shape), and selecting in X" a representative location for each region. We also assume a
prior 7 over X, representing the probability of the user being at each location at any
given time. Since X is finite, a mechanism K can be represented by a stochastic matrix,
where k. is the probability to report z from location .

Given a privacy metric d, and a privacy parameter €, the goal is to construct a ed -
private mechanism K such that the service quality loss with respect to a quality metric
dg is minimum. This property is formally defined below:

Definition 2. Given a prior , a privacy metric d, a privacy parameter € and a quality
metric dg, a mechanism K is ed»-OPTQL(7, dg) iff:

1. K is ed-private, and

2. for all mechanisms K', if K' is ed -private then
QL(K, 7, dg) < QL(K’, 7, dg)

In order for K to be ed-private it should satisfy the following constraints:

kpy < edx@a ), gl 2e X
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Hence, we can construct an optimal mechanism by solving a linear optimization prob-
lem, minimizing QL(K, 7, dg) while satisfying ed..-privacy:

Minimize: Y moky.do(z, 2)

r,ze€X

Subject to: k., < ecdx (@) z, 7, 2€X
Z ky, =1 reX
zeX
ke >0 r,z € X

It is easy to see that the mechanism K generated by the previous optimization prob-
lem is ed »-OPTQL(7, dg).

A more efficient method using spanners. In the optimization problem of the previous
section, the ed-privacy definition introduces |X'|? constraints in the linear program.
However, in order to be able to manage a large number of locations, we would like to
reduce this amount to a number in the order of O(|X|?).

So far we are not making any assumption about d ., and therefore we need to specify
| X| constraints for each pair of locations = and x’. However, it is worth noting that if
the distance d is induced by a weighted graph (i.e. the distance between each pair of
locations is the weight of a minimum path in a graph), then we only need to consider
| X'| constraints for each pair of locations that are adjacent in the graph.

It might be the case, though, that the metric d, is not induced by any graph (other
than the complete graph), and consequently the amount of constraints remains the same.
In fact, this is generally the case for the Euclidean metric. Therefore, we consider the
case in which d can be approximated by some graph-induced metric.

If G is an undirected weighted graph, we denote with d¢ the distance function in-
duced by G, i.e. dg(z, z") denotes the weight of a minimum path between the nodes x
and z’ in G. Then, if the set of nodes of G is X’ and the weight of its edges is given by
the metric d .., we can approximate d. with d¢. In this case, we say that G is a spanning
graph, or a spanner [38,39], of A’.

Definition 3 (Spanner). A weighted graph G = (X, E), with E C X x X and weight
function w : E — R is a spanner of X’ if

w(z,2') =dy(z,2") V(x,2') €FE
Note that if G is a spanner of X, then
dg(z,2') > dy(x,2') Vo2’ € X
A main concept in the theory of spanners is that of dilation, also known as stretch factor:

Definition 4 (Dilation). Letr G = (X, E) be a spanner of X. The dilation of G is

calculated as:
de(z,2")

(5 =
r#r' €X dX(l', 1”)

A spanner of X with dilation ¢ is called a 6-spanner of X.
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Informally, a §-spanner of X can be considered an approximation of the metric d
in which distances between nodes are “stretched” by a factor of at most §.
If G is a d-spanner of X, then it holds that

dg(z,2') < ddy(z,2') Va2’ e X
which leads to the following proposition:

Proposition 1. Let X be a set of locations with metric d, and let G be a §-spanner of
X. If a mechanism K for X is §dg-private, then K is ed . -private.

We can then propose a new optimization problem to obtain a ed . -private mechanism.
If G = (X, E) is a §-spanner of X', we require not the constraints corresponding to ed -
privacy, but those corresponding to §dg-privacy instead, that is, | X'| constraints for each

edge of G:
Minimize: Z Tokz-do(x, 2)
z,ze€X
Subject to:  k,, < esdc@* ) ze X, (x,2')€E
> hpa=1 reX
zeX
kyz >0 r,z € X

Since the resulting mechanism is §d¢-private, by Proposition 1 it must also be ed.-
private. However, the number of constraints induced by §dg-privacy is now |E|[X].
Moreover, as discussed in the next section, for any 6 > 1 there is an algorithm that
generates a d-spanner with O( J{fll ) edges, which means that, fixing §, the total number
of constraints of the linear program is O(|X'|?).

It is worth noting that although ed.-privacy is guaranteed, optimality is lost: the
obtained mechanism is §dg-OPTQL(7,dg) but not necessarily ed.-OPTQL(7,dq),
since the set of §dg-private mechanisms is a subset of the set of ed.-private mecha-
nisms. The QL of the obtained mechanism will now depend on the dilation § of the
spanner: the smaller ¢ is, the closer the QL of the mechanism will be from the optimal
one. In consequence, there is a trade-off between the accuracy of the approximation and
the number of constraints in linear program.

5 Mechanisms for the Repeated Case

In the previous section we considered a sporadic use of a service, in which case only a
single location needs to be obfuscated. We now turn our attention to the repeated case,
in which the user’s location trace (sometimes called trajectory in the literature) needs
to be protected. We denote by x = [z1, . .., x,,] a trace, by x[é] the i-th element of x, by
[] the empty trace and by z :: x the trace obtained by adding « to the head of x. We also
define tail(x :: x) = x. As already discussed in Section 3.1, geo-indistinguishability
can be naturally extended to the case of location traces by using d.. as the underlying
distinguishability metric.
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5.1 Independent Mechanism

In order to sanitize x we can simply apply a noise mech-

mechanism IM(x) anism independently to each secret ;. We assume that a
z =] family of noise mechanisms N(ey) : X — P(Z) are
for i:=1 to [x| available, parametrized by €p, where each mechanism

z:= N(en)(x[i]) N(en) satisfies ey-privacy. Both mechanisms of Sec-
Z:=2z:Z tion 4 can be used for this purpose. The resulting mech-
return z anism, called the independent mechanism IM : X" —

P(Z™), is shown in Figure 2. As explained in the intro-
Fig.2. Independent Mecha- duction, the main issue with IM is that it is nedoo-private,
nism i.e. the budget consumed increases linearly with n.

5.2 A Predictive d.-Private Mechanism

We introduce now our prediction-based approach. The fundamental intuition is that the
correlation of the points in the trace can be exploited to the advantage of the mechanism.
A simple way of doing this is to try to predict new points from past information; if the
point can be predicted with enough accuracy it is called easy; in this case the prediction
can be reported without adding new noise. One the other hand, hard points, that is those
that cannot be predicted, are sanitized with new noise. However testing if a point is easy
or hard reveals some information about the real location and violates d . -privacy as for
different locations we might have different answers. In order to respect the definition
we will need to make the test d-private itself, reducing its precision and adding a new
cost to our global budget. We will show that with enough correlation in the input the
gain in predicted points is worth the cost of the test.

Let B = {0,1}. A boolean b € B denotes whether a point is easy (0) or hard (1). A
sequence r = [z1,b1,. .., 2n, by of reported values and booleans is called a run; the
set of all runs is denoted by R = (Z x B)*. A run will be the output of our predictive
mechanism; note that the booleans b; are considered public and will be reported by the
mechanism.

Main Components. The predictive mechanism has three main components: first, the
prediction is a deterministic function {2 : R — Z, taking as input the run reported
up to this moment and trying to predict the next reported point, which should be at an
acceptable distance from the actual one. The output of the prediction function is denoted
by Z = (r). Note that the possibility of a successful prediction should not be viewed
as a privacy violation because {2 predicts the reported location, not the actual one.

Second, a fest is a family of mechanisms O(eg,l,2) : X — P(B), parametrized
by €gp,l, z. The test takes as input the point = and reports whether the prediction Z is
acceptable or not for this point. If the test is successful then the prediction will be used
instead of generating new noise. The purpose of the test is to guarantee a certain level
of utility: predictions that are farther than the threshold / should be rejected. Since the
test is accessing the actual location, it should be private itself, where ¢y is the allowed
budget for testing.
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mechanism Step(r)(x)

mechanism PM(x) (eg,€n,1) := B(r)
r:=] Z = 2(r)
for i:=1 to |x| b:=0O(es, 1, 2)(x)
(z,b) := Step(r)(x[i]) if b==0 then z:=2
r:=(z,b):r else z:= N(en)(z)
return r return (z,b)
(a) Predictive Mechanism (b) Single step of the Predictive Mechanism

Fig. 3. Pseudo code of Predictive mechanism

The test mechanism that will be used throughout the paper is the one below, which
is based on adding Laplace noise to the threshold [:

Oep,1,2)(z) = { 0if dx (2, 2) < 14 Lap(eq)

1 ow.

The test is defined for all e > 0,1 € [0,4+00),Z € Z, and can be used for any
metric d., as long as the domain of reported locations is the same as the one of the
actual locations, so that d (z, 2) is well defined.

Finally, a noise mechanism is a family of mechanisms N(ey) : X — P(2),
parametrized by the available budget e¢,. The noise mechanism is used for hard se-
crets that cannot be predicted and can be any of the sporadic mechanisms presented in
Section 4, although in the following we will assume the use of the planar Laplace for
simplicity.

3

Budget management. The parameters of the mechanism’s components need to be con-
figured at each step. This can be done in a dynamic way using the concept of a budget
manager. A budget manager ( is a function that takes as input the run produced so far
and returns the budget and the threshold to be used for the test at this step as well as the
budget for the noise mechanism: 3(r) = (eg, en, ).

Of course the amount of budget used for the test should always be less than the
amount devoted to the noise, otherwise it would be more convenient to just use the
independent noise mechanism. Still, there is great flexibility in configuring the various
parameters and several strategies can be implemented in terms of a budget manager.

The Mechanism. We are now ready to fully describe our mechanism. A single step of
the predictive mechanism, displayed in Figure 3b, is a family of mechanisms Step(r) :
X — P(Z x B), parametrized by the run r reported up to this point. The mechanism
takes a location = and returns a reported location z, as well as a boolean b denoting
whether the secret was easy or hard. First, the mechanism obtains the various configu-
ration parameters from the budget manager as well as a prediction z. Then the prediction
is tested using the test mechanism. If the test is successful the prediction is returned,
otherwise a new reported location is generated using the noise mechanism.

Finally, the predictive mechanism, displayed in Figure 3a, is a mechanism PM :
X" — P(R). It takes as input a trace x, and applies Step(r) to each point, while
extending at each step the run r with the new reported values (z, b).
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Note that an important advantage of the mechanism is that it is online, that is the
sanitization of each location does not depend on future ones. This means that the user
can query at any time during the life of the system, as opposed to offline mechanisms
were all the requests need to be generated before the sanitization.

The main innovation of this mechanism if the use of the prediction function, which
allows to decouple the privacy mechanism from the correlation analysis, creating a
family of modular mechanisms where by plugging in different predictions we are able
to work in new domains.

Privacy. It can be shown that the predictive mechanism, given a family of test functions
and noise functions respectively €9 and ey d-private, is itself d-private. The global
budget eg(r) is actually dependent on the budget manager and on the specific run, which
is incompatible with d,-privacy that is always independent from the prior. The reason
is that a hard step is more expensive than an easy step because of the cost of the noise
mechanism. Therefore there is a difference between the budget spent on a “good” run,
where the input has a considerable correlation, the prediction performs well and the
majority of steps are easy, and a run with uncorrelated secrets, where any prediction
is useless and all the steps are hard. In the latter case it is clear that our mechanism
wastes part of its budget on tests that always fail, performing worse than an independent
mechanism.

However we can still enforce the definition with the use of a e-bounded budget man-
ager. Such a budget manager provides a fixed privacy guarantee by sacrificing utility:
in the case of a bad run it either needs to lower the budget spend per secret, leading to
more noise, or to stop early, handling a smaller number of requests. In this case the bud-
get manager moves the impact of the runs away from the privacy budget and to utility.
Two such managers were developed, both with fixed global privacy, one improving QL
for a fixed number of requests, the other increasing the number of requests for a certain
fixed QL.

6 Evaluation

We experimentally verify the effectiveness of our mechanisms on the motivating exam-
ple of a user performing various activities in a city, using two large data sets of GPS
trajectories in the Beijing urban area ([40,41]). Geolife [40] collects the movements
of several users, using a variety of transportation means, including walking, while in
Tdrive [41] we find exclusively taxi drivers trajectories. Due to space restrictions, only
a small part of the results are given here; a detailed evaluation is available in [8,10,11].

Optimal Mechanism. To show the benefits of using a mechanism with optimal utility,
we compare now the QL of the optimal mechanism (OPTQL) and of the planar Laplace
(PL) when both are generated with the same privacy level e. We can see the results
in Figure 4a. The OPTQL mechanism clearly offers a better utility to the user, while
guaranteeing the same level of geo-indistinguishability.

Regarding the spanner approximation of the optimal mechanism, the relation be-
tween the dilation and the number of constraints is shown in Figure 4b. It is clear that
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Fig. 4. Optimal mechanism evaluation

the number of constraints decreases exponentially with respect to the dilation, and there-
fore even for small dilations (which in turn mean good approximations) the number of
constraints is significantly reduced with the proposed approximation technique. For in-
stance, we have 87250 constraints for § = 1 (the optimal case), and 25551 constraints
for 6 = 1.05. This represents a decrease of 71% with respect to the optimal case, with
only 1.05 approximation ratio.

Predictive Mechanism. In order to model both frequent (easier to predict) as well as
seldom users, the GPS traces were sampled with a different probability of jumping,
i.e. performing a query with a long delay (one hour) after the previous one. The test
included two budget managers, one optimizing QL for a fixed number of queries (fixed-
rate), the other reducing budget consumption to prolong the use of the system at a fixed
QL (fixed-ql). The results, shown in Figure 5, show considerable improvements with
respect to independently applied noise, for both managers: we are able to decrease the
average error up to 40% and the budget consumption rate up to 64%. The improvements
are significant enough to broaden the applicability of geo-indistinguishability to cases
impossible before: in our experiments we cover 30 queries with reasonable error which
is enough for a full day of usage; alternatively we can drive the error down from 5 km
to 3 km, which make it acceptable for a variety of applications.

7 Related Work

Several related works have been already presented in Section 2, a few more are dis-
cussed in this section.

On the side of the optimal mechanism construction, the work closest to ours is [42],
which independently proposes a linear programming technique to construct an optimal
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Fig. 5. Predictive mechanism evaluation with two budget managers

obfuscation mechanism wrt either the expected adversary error or geo-indistinguisha-
bility. Although there is an overlap in the main construction (the optimization problem
of Section 4.2), most of the results are substantially different. The approximation tech-
nique of [42] consists of discarding some of the geo-indistinguishability constraints
when the distance involved is larger than a certain lower bound. This affects the geo-
indistinguishability guarantees of the mechanism, although the effect can be tuned by
properly selecting the bound for discarding constraints. On the other hand, our ap-
proximation technique, based on spanning graphs, can be used to reduce the number
of constraints from cubic to quadratic without jeopardizing the privacy guarantees, by
accepting a small decrease on the utility.

On the side of the predictive mechanism, our work was mainly inspired by the me-
dian mechanism [43], a work on differential privacy for databases based on the idea of
exploiting the correlation on the queries to improve the budget usage. The mechanism
uses a concept similar to our prediction to determine the answer to the next query using
only past answers. An analogous work is the multiplicative weights mechanism [44],
again in the context of statistical databases. The mechanism keeps a parallel version of
the database which is used to predict the next answer and in case of failure it is updated
with a multiplicative weights technique.

A key difference from our context is that in the above works, several queries are
performed against the same database. In our setting, however, the secret (the position
of the user) is always changing, which requires to exploit correlations in the data. This
scenario is explored also in [45] were the authors consider the case of an evolving secret
and develop a differentially private counter.

Another work very close in spirit to ours is [46]. The authors of this paper also
consider the problem of location privacy for location based services, and use random
noise to conceal the actual location. However their work is mainly focused on exploiting
the features of existing technology, and does not attempt to give a rigorous definition of
privacy guarantees.
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In a recent paper [3], Fawaz and Shin propose the Location Privacy Guardian, which
is perhaps the most complete framework, in the current state of the art, for privacy
protection within smartphone applications. They consider several potential sources of
privacy breaches (profiling, tracking, etc.) and propose solutions for each of them. For
location privacy, they use our Laplace mechanism.

8 Conclusion

In this paper we have presented a framework for achieving privacy in location-based
applications, taking into account the desired level of protection as well as the side-
information that the attacker might have about the user. The core of our proposal is a
new notion of location privacy, that we call geo-indistinguishability. In order to ensure
this kind of privacy protection in location-based services, we have proposed mecha-
nisms that achieve geo-indistinguishability by perturbating the actual location with ran-
dom noise. We have considered two kinds of mechanisms: the first one is universal,
i.e., it does not depend on the user, and uses a bivariate version of the Laplace function
as the density function of the noise. The second one is designed assuming a particu-
lar user, and for that user it achieves the optimal trade off between privacy and utility.
This is done by formulating the optimal trade off as a linear programming problem,
whose solution are the conditional probabilities that compose the noise matrix. Finally,
we have considered the problem of traces, namely the repeated use of the mechanism
to generate a sequence of points (a situation that may arise, for instance, when the
user makes several requests to the service during a walk), and we have addressed the
problem of the degradation of the level of privacy due to the correlation of the actual
locations. We have proposed a method that limits the degradation by applying a predic-
tion mechanism, which allows to generate new reported locations without applying the
mechanism at each step. Finally, we have evaluated our methods and showed that they
are a considerable improvement w.r.t. the state of the art, and that our proposal to limit
the negative effects of the correlation in traces is effective in practice.
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Abstract. Understanding occupant-building interactions helps in per-
sonalized energy and comfort management. However, occupant identifi-
cation using affordable infrastructure, remains unresolved. Our analysis
of existing solutions revealed that for a building to have real-time view of
occupancy state and use it intelligently, there needs to be a smart fusion
of affordable, not-necessarily-smart, yet accurate enough sensors. Such a
sensor fusion should aim for minimalistic user intervention while provid-
ing accurate building occupancy data. We describe an occupant detection
system that accurately monitors the occupants’ count and identities in a
shared office space, which can be scaled up for a building. Incorporating
aspects from data analytics and sensor fusion with intuition, we have
built a Smart-Door using inexpensive sensors to tackle this problem. It
is a scalable, plug-and-play software architecture for flexibly realizing
smart-doors using different sensors to monitor buildings with varied oc-
cupancy profiles. Further, we show various smart-energy applications of
this occupancy information: detecting anomalous device behaviour and
load forecasting of plug-level loads.

Keywords: Smart Door, Smart Building, Energy Saving, User Comfort,
Electrical Energy.

1 Introduction

Designing new “green” buildings and retrofitting existing buildings with green
technologies pose numerous research challenges but essential for society. Two of
the main motivations for this transition towards a smarter and greener electricity
grid have been capping total usage or flattening the peak and reducing the
carbon footprint and costs. This has sparked new interest in developing smarter

* The authors would like to thank DeitY, Govt. of India and TCS for their generous
support of this work.
** Corresponding author.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 73-92, 2015.
© Springer International Publishing Switzerland 2015


http://www.cse.iitb.ac.in

74 N. Nasir

et al.

Table 1. Approaches to tracking occupancy using various sensors and their fusion

Sensor

Passive
Infra Red

CO2 [3]

Radio
Frequency
Identification

Face
Recognition
[9]

Sound
Detection [10]

PIR+Reed[1]

WiFi+Lan+
IM+Calender
+Access
Badge[6]

Advantages

Cheap;

Scalable; RT Re-
sponse; No

User Intervention

Cheap; User inter-
vention is not re-
quired; Scalable

Accurate when
proper measures
taken;Real Time
response; No user
intervention req.

No user Interven-
tion required

Cheap; Real-Time
Response;
Scalable

Cheap; Scalable

Cheap;Scalable

Occupancy

Disadvantages .
Information

When users become station-
ary (eg., working on PC) room
occupancy detected as NIL

Presence of oc-
cupants in room

Response is not real-time; Ac-
curacy reduces when there is Presence of oc-
proper air circulation cupants in room

User should carry RFID tag;
Tags must not be kept near
metallic objects; Accuracy de-
pends on speed of walking[5]

Count and iden-
tity

Computationally challenging;

Expensive; Accuracy is less

for moving objects; Not eas- Count and iden-
ily scalable; Requires 2 cam- tity

eras to detect Entry and Exit

Not suitable for environments Presence of oc-
like labs and libraries cupant in room

The sensor fails to detect oc-
cupancy in a multi user envi-
ronment

Presence of oc-
cupant in room

Accuracy reduces when users

don’t comply to the rules of

the system, WiFi can’t distin- Count and iden-
guish a person who is right tjty

outside the room, will be de-

tected as inside the room
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buildings, which can sense instances of undesired energy usage and intelligently
take decisions towards curbing such occurrences. For instance, smart buildings
may use sensors to track occupants and opportunistically disconnect loads in
empty rooms; we use the term “load” to refer to any appliance or device that
draws electricity.

Smart buildings inherently possess knowledge about their energy consumption
at any given instant. Considering that smart meters that record aggregate power
at fine granularity with high accuracies are ubiquitous in modern residential and
commercial environments, it can be assumed that most new buildings will pos-
sess this level of smartness. What can accentuate the smartness, is the ability to
calculate how much energy should optimally be consumed, given the various pa-
rameters (like temperature, relative humidity, etc.) that influence energy usage.
One such parameter is the occupancy state of the building: the electricity de-
mand of a building is driven by its occupants. Having real-time knowledge about
the occupants adds to the building’s intelligence significantly. This information
can be put to use not only for energy savings but also for other important ap-
plications ranging from knowing the health of appliances to priority evacuation
of children and the elderly in times of emergencies.

A review of existing occupancy monitoring systems shows that even the most
accurate of them have certain bottle-necks. For example, with biometric iden-
tification systems, which score well on accuracy, people have to stop at a place
to record their entry. This might be acceptable for a one-time check-in into a
building. However, for room-level occupancy monitoring, the system becomes
inconvenient due to the the fact that occupants need to register their identity
every time they enter/exit the room. Another familiar occupant monitoring sys-
tem is the Active RFID based system. RFID systems are generally used for
access control in buildings, but it also logs the occupant identity which can be
used to monitor occupancy. Active RFID systems, unlike passive RFID systems,
do not require a stop and swipe mechanism. They are also known to have high
accuracies. But in order to obtain high accuracy users need to carry the tag
at all times, they also have to be careful not to keep the tag next to metallic
objects and be wary of the speed with which they walk across the RFID reader.
Moreover, RFID readers are expensive and can’t be deployed in each and ev-
ery doorway of the building. In addition, these systems are deactivated during
evacuation of buildings so that the access control of the building doesn’t hinder
the free flow of occupants. If these systems are disabled during evacuation then
finding who and how many are still inside the building becomes troublesome. In
general, sensors need to be examined against characteristics such as, accuracy,
cost, reliability, interruption/inconvenience caused, computational complexity
and the occupancy data they help infer (how many, who and where). Table 1
summarizes the pros and cons of existing occupancy tracking systems along with
the occupancy questions they answer. Given this, it is clear that for a building
to have a real-time view of occupancy state, and use it intelligently, there needs
to be a smart fusion of cost-effective, not-necessarily-smart, yet accurate-enough
sensors. Such a sensor-fusion system should aim to respect the users’ natural
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behavior by allowing for minimalistic user intervention while providing accurate
occupancy data about the building. [7] talks about a probabilistic approach of
identifying occupants in a home environment, focuses on using height sensors
with the main goal as tracking the occupants. Our work, although has used few
similar sensors, focuses more on the energy saving application of the occupant
data and has been implemented using Machine Learning techniques in a lab en-
vironment where the number of users are much larger than a home environment.
These considerations prompted the work reported in this paper which lead to
the following contributions:

Firstly, we propose and report on the experiences with a set of novel solutions
to the occupancy tracking problem:

— Incorporating aspects from data analytics and sensor fusion, combined with
intuition, we have developed a smart door to tackle the occupancy detection
problem.

— The experience with the building of multiple versions of the smart door lead
to the design and creation of a plug-and-play architecture to flexibly address
the door’s controller’s design and construction.

— We have installed the whole system in our lab’s premises and have gathered
extensive experiential data. We report on the occupancy prediction accu-
racy results, offer a comparative analysis of the operation and usefulness of
different combinations of sensors and draw inferences that will be useful for
researchers and practitioners alike.

It is important to point out that the smart door design along with embellishments
such as a personalized appliance control system can help with matters related
to occupancy, such as “how many are in a given space” and “who is in a given
space”.

Secondly, with occupancy-related data in hand, in conjunction with smart
meter data, we show how some interesting energy-related practical questions
can be answered:

— How can smart meter data be used to detect the occurrence of “unusual”,
“abnormal” or “unexpected” energy usage profiles?

— How can knowing occupant identities help forecast plug-level load better?

— Can knowing “who” help give personalized actionable energy savings advice?

These experiences clearly demonstrate that occupancy matters!

2 The Smart Door

In this section, we describe the Smart Door; a system capable of providing oc-
cupant identities and count, in a room. The smart door achieves occupancy
identification and counting without any user interaction, supports easy sensor
integration and at the same time is cost effective. The design philosophy of smart
door is to enable its user to add sensors easily based on the accuracy required for
the occupant detection/identification; thanks to the plug and play architecture
described in Section 4. The base version of smart door has two LDR-laser pairs
for occupancy counting and detecting direction of movement. The sequence of
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lasers being cut determine if an occupant is entering or exitting a room. Hence
the base version of the Smart Door was capable of only keeping the real-time
occupant count and not the user identification. Further versions have both para-
phernalia and capability to infer identity of the occupants too. The plug and play
architecture helped to experiment with multiple occupant identification sensors
used to measure height, weight and skeletal parameters and are detailed in Sec-
tion 2.1.1, 2.1.2 and 2.1.3 respectively. Their accuracies with various learning
algorithms are also detailed in the section. We believe that the smart door can
be implemented under $100 when manufactured in large quantities, making it a
cheap system for building wide implementation.

2.1 Occupant Identification

We believed that sensing signatures from the human body, when people walked
through the smart door, could be used to uniquely identify people. To achieve
cost effectiveness, only signatures which could be sensed during both entry and
exit, using a single sensor, were considered.

When a person passes through the smart door, his/her signature is obtained
by the controller board, using the sensor. A Raspberry Pi board running Linux
is used as the controller board. A tablet is deployed at the entrance using which
people can manually tag their identity as they enter. The measured signature
along with the tagged identity information is used as training data for a super-
vised learning algorithm. The algorithm, after sufficient training, would then be
able to predict occupants’ identities based on their body signature. The entire
system, when used with a height sensor is designed as shown in Figure 1. Other
versions maintain the same design except for the sensor, which is switched on
depending on what body signature is being sensed.

O
Height
>
Identity

Learning Algorithm

Fig. 1. Occupant Identification: Height

The learning algorithm used for our implementation was Support Vector Ma-
chines (SVM). The prediction results for each individual signature (height, skele-
tal parameters and weight) and a comparison of SVM with Naive Bayes classifier
is presented in Section 2.3.
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2.1.1 Occupant Identification: Height. Height was chosen as the first sig-
nature that was sensed, since it could be easily sensed and does not vary signif-
icantly over time, in adults.

An ultrasonic sensor is mounted on the smart door, which gives the distance
to any object placed under it. The distance values are recorded between two
subsequent laser obstructions. We take the minimum of all the recorded values,
since the minimum distance from the ultrasonic sensor is when the beam hits
the topmost point of the head of a person and reflects back. From this obtained
minimum distance and the height of the smart door frame, the height of the
person is estimated.

2.1.2 Occupant Identification: Weight. A weight mat can be used to mea-
sure weight even when a person is walking, and moreover only a single sensor
is required for measurement during entry and exit. Although it can be argued
that the weight measured for a moving object will be less when compared to a
static measurement, it is important to note that the goal is to obtain a unique
signature. This goal is still achieved considering that the difference in weight
propagates through the data.

A weight mat was designed by attaching strain gauges underneath a wooden
board - four gauges fixed near the corners of the board. The strain on a strain
gauge produces a change in resistance and a Wheatstone bridge circuit can
be used to measure this. Proper calibration of all four gauges can thus give
the weight of a person standing or walking on the board. This board is placed
between the legs of the walk-through frame of the Smart Door to obtain weights
of people as they enter/exit the room.

2.1.3 Occupant Identification: Skeletal Parameters. Adhering to the
design philosophy of choosing signatures which could be sensed in both directions
using a single sensor, we decided to get data about occupants’ skeletal structures.
The Microsoft Kinect sensor, which uses its depth sensing technique to obtain
these parameters, was used.

As shown in Figure 2 [8], the Kinect can deduce the skeletal structure for
a person by obtaining the positions of about twenty joints of the body, using
its infrared and depth sensors. In order to obtain signatures useful to uniquely
identify humans, skeletal points that don’t change much, across multiple sensing
runs, were to be selected. A subset of points in the torso were identified as being
the most consistent: shoulder width, torso length and hip width were picked as
the signatures.

The Kinect was kept at a height, few feet away from the entrance into the
room, to capture the signatures when people entered and exited the room. As
with the height measurement, the Kinect values were record between subsequent
laser cuts of the smart door.

2.2 Results

The data acquired comprised of around 5000 records - signatures along with the
tagged identity information collected during entry and exit. The data set for all
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Fig. 2. Skeletal structure obtained from Kinect [8]
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the five signatures taken individually - height, weight, shoulder width, hip width
and torso length were put through an 10-fold cross validation using an SVM
classifier as well as a Naive Bayes classifier and the accuracy was measured. The

results are shown in Figure 3.
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Fig. 3. Prediction Accuracy: (a) Height (b) Skeletal Parameters (c) Weight

Kinect parameters taken individually fared poorly (30%). Height individually
achieved double the accuracy of the Kinect (60%) and weight fared even better
than height with an accuracy around 70%. One worthwhile observation is that
the low-cost height and weight sensors fared better in comparison to the costlier
Kinect sensor (it can, although, be argued that the Kinect sensor can be put to
a variety of other uses like face recognition, voice recognition, etc. but these do
not adhere to our design philosophy of a single sensor sensing for both entry and
exit). It was also observed that for the data set we had, SVM had a clear edge
over Naive Bayes in terms of prediction accuracy.
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3 Sensor Fusion

The results obtained in Section 2 indicate that individual signatures taken from
users were not necessarily unique to the individuals. However, we hypothesized
that multiple such signatures taken from individuals and fused together had the
potential to increase identification accuracy. In this section we show how this
accuracy significantly went up when intelligent sensor fusion was performed.

3.1 Results
The fusion of height data acquired from the ultrasonic sensor and the skeletal

data obtained from the Microsoft Kinect provided much higher accuracy than
they provided individually (Figure 4).
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Fig. 4. Prediction Accuracy: Height and Kinect features

When multiple combinations of height and skeletal features are examined, an
interesting trend was noticed: any combination of intuitively correlated features
leads only to a small increase in accuracy. In order to mathematically examine
this hypothesis, Pearson correlation was applied to combinations of two features.
Pearson correlation is used to show how strong the association is between two
variables. It ranges from +1 (indicating direct proportionality between variables)
to -1 (indicating inverse proportionality). A correlation of 0 indicates that the
two variables are independent of each other.The results are shown in Table 2.

Table 2 indicates that the highest correlation is between the hip-width and
the shoulder-width (0.733). Table 3 shows how their combination performs in
terms of occupant identification accuracy.

The result indicates that as a virtue of the high correlation, no additional
information is added to the model for it to improve. In order to test if less
correlation meant higher accuracy, we calculated the correlation between height
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Table 2. Correlation between features

Feature 1 Feature 2 Pearson Correlation
height weight 0.599
height hip-width -0.008
height shoulder-width 0.034
height torso-length 0.173
weight hip-width 0.066
weight shoulder-width 0.088
weight torso-length 0.385

hip-width  shoulder-width 0.733

hip-width torso-length -0.207

shoulder-width torso-length -0.152

Table 3. Prediction Accuracy: hip-width, shoulder-width

Features Accuracy%
hip-width 30.8
shoulder-width 30.9

hip-width, shoulder-width 31.0

and hip-width which are almost uncorrelated (-0.008). As can be seen from
Figure 4 the combination accounts for an accuracy of 64%.

In order to validate our original claim that adding sensors to the occupancy
detection system makes it more intelligent, we tested how weight performs when
combined with height. Figure 5 shows that a fusion of these two human pa-
rameters increases prediction accuracy to 87.1%. What makes this result even
more exciting is the fact that a simple combination of two low-cost and readily-
available sensors produces such high accuracy.

- Nalve Bayes

— g
—

Accuracy %
8

Weight Height and Weight

Fig. 5. Prediction Accuracy: Height and Weight

This performed extremely well considering that the two parameters have a
relatively high correlation (0.59). Analyzing this led to multiple plots like the one
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shown in Figure 6. The first plot shows the probabilities with which an individual
is identified among a certain subset of people with similar heights by the smart
door described in Section 2. It becomes evident that it is hard to distinguish
the individual uniquely. However, as shown in the second plot, for the same
subset of people, by using weight as a metric for identification the system can
identify them uniquely. Thus, along with correlation, it becomes important for
the sensors fused to be able to understand the distribution of features among the
occupants. This led to the formulation of a software architecture that seamlessly
incorporates these learnings in order to monitor occupants for a room of any
occupancy profile.

probability
probability

Fig. 6. Distribution of heights and weights for a subset of people

4 The Plug and Play Architecture

While installing various sensors to the smart door, we learnt a few key lessons.
First, the accuracy of the smart door’s prediction improved when an additional
sensor was added, which meant that there needed to be support for adding
multiple sensors to the setup. Second, the task of adding a new sensor can be
very tedious and user-unfriendly. In order to create a system which, from the
users’ perspective, was a plug and play model where they could just plug in a
sensor to the controller and hope to achieve improvement in prediction accuracy,
we developed a scalable software architecture for the smart-door.

The foundation for such a model was based on two key ideas; first, the user
should not have to make any changes in the code on the controller and second,
any added sensor should seamlessly fit into the system and start improving the
learning model and hence increase prediction accuracy.

4.1 Architecture

The Smart-Door has a master node to which all sensors(slave nodes) are wired
directly or connected wirelessly. The master node defines the actions that the
associated sensors must perform by exchanging messages with them. The master
is responsible for detecting entry/exit events, framing meaningful messages for
the slave nodes and reporting failures in the nodes to the administrator. The
master also collects data from all the local nodes and sending it to a common
database.
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A slave node consists of a sensor that is attached to a micro controller board
capable of storing sensed readings and performs local node aggregation. There
are two kinds of slave nodes associated with the master: local nodes, which
receive commands and sends data to master through wired connections and
remote nodes, which performs message and data exchange with the master over
a Wi-Fi network. Figure 7(a) gives a schematic detailing of these connections.

Local sensor

Ve_vPe [ sEssionD |

(b)

MSG_TYPE | SESSION_ID
P PORT

DB_NAME | TABLE_NAME
RCRD  SND RST
(©)
Controller
— MSG_TYPE | SESSION_ID
(server host, server port) (d

Socket

(client host, client port)

Remote sensor

@)

Fig.7. (a) shows the schematic for sensor connections to controller. (b), (c), (d) il-
lustrate formats of RCRD, RST and SND messages respectively, exchanged between
network sensor and the controller.

A configuration file exists on the master which contains a list of the local and
remote nodes and their locations (IP address in case of remote nodes and pin
numbers in case of local nodes). Whenever a new sensor is added to the system,
the administrator adds a new entry to the configuration file stating the type of
sensor and its location. Thus, no change is made to any code. Internally, the
master reconfigures and automatically incorporates the new sensor into the mix.

4.2 Messaging Protocol

A unique messaging protocol is designed in order for the master to communicate
with the slave nodes. The messaging protocol is different for the local nodes and
remote nodes. The activity diagram for the master and the state diagram for
the slaves are shown in Figures 8 and 9.

4.2.1 Local Node Messaging

— Upon detecting a possible entry/exit event (recorded by emitting sensor 1
(Section 2.1)), the master sets the RCRD pin HIGH on the local nodes. This
causes an interrupt in the nodes, which then starts data sensing.

— A possible entry/exit event may either be successful (recorded by emitting
sensor 2) in which case, the RCRD pin is set LOW and the SND pin is set
HIGH, which is an instruction to the node to calculate an average of recorded
values and send the data to the local node manager via the serial interface.
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Fig. 8. Activity diagram for controller

— If the possible entry is not successful, i.e., it times out, the RCRD pin is set
LOW and a RST pulse is sent which clears the data structures on the local
nodes.

— In case of a successful entry/exit event, the host inserts an entry into the
database table with the unique session id and the timestamp. The data re-
ceived by the local node manager is then updated in the the table.

4.2.2 Remote Node Messaging
— A possible entry/exit event triggers the master to frame a RCRD message
(Figure 7 (b)) which is transmitted to the client ports on all the remote
nodes. This prompts the remote sensors to begin storing sensed data.
— If the entry/exit event is successful, the master frames a SND message (Fig-
ure 7 (c)) which contains details about the common database where the
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Fig. 9. State diagram for local and network sensors

sensor values are stored. The remote node then calculates the average and
updates the entry in the database table.

— In case of a timeout event, a RST message is sent (Figure 7 (d)) which clears
all the sensed data stored in the remote node.

All remote node messages are sent over Wi-Fi, thereby using existing infras-
tructure.

Since most low cost processing boards do not have a real time clock on them, a
unique session id is used for synchronization instead of the conventional times-
tamp synchronization. The time of the event is marked by the host which is
Network Time Protocol synchronized. Thus, exact times of entry/exit events
are recorded with high precision (to the second).

4.3 Database Design

Considering the goal of the smart door is to achieve maximum scalability while
allowing minimal user intervention, another design choice that has been made
is the use of a NoSQL database [12] instead of a traditional relational database
model. With the addition of sensors, we wanted horizontal scalability and high
write operation performance, both of which were achieved very well by the open
source NoSQL database, MongoDB. This made it the database of choice for the
software architecture.

4.4 Cost Considerations

From the results presented, the smart door is able to predict identities of people
at fairly high accuracy and is scalable owing to the plug and play architecture,
enabling fusion of additional sensors with ease. It is interesting to analyze the
deployment cost of such a system including only the most essential sensors which
were identified from the experiments. Such a minimalistic Smart Door comprises
of a height sensor, a weight sensor, two Laser-LDR, pairs, an Arduino board, and
two low-cost Android Tablets. From Table 4 we can see that these components
amount to around $150 and this cost can be further cut down upon mass produc-
tion. At this cost, the system can be deployed at all doors in a building without
incurring much. The applications that arise from deploying in such a scale are
appealing and described in the following section.

5 Applications Enabled by Occupancy Information

The fusion of occupancy data and electricity consumption data can enable a
rich set of applications necessary for smart buildings to become smarter and
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Table 4. ComponentCost for Smart Door

Component Cost ($)

Ultrasonic Sensor 3
Weight Sensor 10

2 Laser-LDR Pairs 10
Arduino Board 25

2 Android Tablets 100

greener. In this section we explore some applications which use this fused data,
focusing on cases other than the conventional ones like load forecasting of HVAC
loads [2] [4] and room automation — in order to provide insights into other
important energy saving applications. The applications described here stem from
our experiences with buildings at II'T Bombay.

5.1 Auxiliary Sensing and Actuation for Energy Applications

5.1.1 Smart Meter Setup. The smart meter’s ability to provide high accu-
racy consumption data at fine frequencies makes it an important sensor. We use
three EM6400 smart meters (named LSM-A, LSM-P, and LSM-F respectively)
in order to understand the consumption profile of our lab. Table 5 shows what
appliances’ usage the respective smart meters monitor.

Table 5. SEIL smart meter connection and device profile

Phase 1 AC1& ACH4
LSM-A Phase 2 AC 2
Phase 3 AC 3
LSM-P Phase 1, 2, 3 Computers and Wall Sockets
Phase 1 Light Arrays and Fans
LSM-F Phase 2,3 Null

5.1.2 Relay Control. The fans, lights and air conditioners in the lab are
controlled using a relay system. Occupants turn ON/OFF their devices after
logging into a web portal, which sends actuation messages to the relays. The
resulting knowledge of who uses what devices allows for the appliance preferences
of the occupants to be learnt.

5.2 Anomaly Detection

The plot in figure 10 compares the electricity consumption profile of our academic
building on a day in which one of the 185 air conditioners in the building was
malfunctioning, to the day on which the anomalous device was rectified. The
exact details the anomaly are discussed later in this section. When we examine
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the peak power and total energy consumption, shown in Table 6, on these days,
we notice that on the day of the AC anomaly, the peak was higher by 31 kW
and the energy consumed was higher by almost 222 kWh. Considering that our
electricity usage is charged at $0.10/unit, we could have saved $22.2/ day had the
anomaly been identified earlier. This is admittedly very small compared to the
average electricity bill for the academic building, which is around $13300/month.

— Anomalous — Nermal

Power(kW)

100/ "*\|| ‘ iy ._l““ml

02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
Time

Fig.10. Comparison of an anomalous day to a normal day

Considering the relatively negligible saving, identifying the anomaly might
not seem like an issue worth addressing. However, the seriousness can be realized
when we understand that in a building with a large number of such AC units (185
in our case), with each room fitted with about 3-4 of them, these anomalies go
easily undetected. The primary cause for this is the fact that the non-anomalous
ACs in the room compensate for the lack of cooling by the malfunctioning one.
Now, when we look back at the problem and realize that an excess usage like
this might go unnoticed for months, as it has been in our case before we installed
smart meters, we realize that a single malfunctioning AC accounts for almost
5% ($666) of the monthly electricity bill for the building.

Table 6. Load profile — on an anomalous day (Jul 10) compared to the day it was
rectified (Jul 11)

Date Peak Power (kW) Energy Consumed (kWh)
July 10 204.98 2975.87
July 11 173.93 2753.02

Smart-meters have been put to use, beyond their conventional usage [11] of
monitoring electricity consumption, to detect such anomalous behavioral pat-
terns. If the plot for the anomalous device is examined, we notice periodic spikes
in the power drawn. It has been found that these spikes are due to a commonly
occurring fault in ACs: the compressor overload trip, which is caused by com-
pressor malfunction or non-function. In this section we provide an algorithm
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that successfully detects such an occurrence, using the smart meter data for the
building, and isolates the fault to a small set of devices.

In order to first identify the anomaly in real time, a Density-Based Spatial
Clustering of Applications with Noise (DBSCAN) algorithm is run over a 15
minute window of data. DBSCAN is a scalable and almost linear algorithm
which identifies clusters in large spatial data sets using only one input parameter
and gives out information about outliers in the same. As an input, the algorithm
takes the magnitude of all the power values that are observed within the interval
of interest. The output is a cluster of step-ups that are unusual for the profile.
It is assumed that no two devices turn on at the same instant (1 second as per
our smart-meter’s resolution).

input : Power data (per second), Power-surge threshold (T), minimum
neighbor distance (min dis), minimum points for a cluster (min pts)
output: Unusual clusters of power-surges based on magnitude
Calculate power-surges based on consecutive data points;
Filter them based on T, store in list PowerSurge;
Calculate global mean and global std deviation of list PowerSurge;
Run DbScan (min dis, min pts) on list PowerSurge;
for cluster with mean > (global mean+global std deviation) do
Mark the cluster as Unusual;
end

Algorithm 1. Clustering Power-Surges with unusual magnitudes

Once the spikes are identified, the anomaly is isolated to a small set of devices.
The flowchart in Figure 11 succinctly describes the fault localization algorithm.
If a spike is detected by the peak detection algorithm, the spike is evaluated
to find its phase information. This information is passed to a process that uses
the occupancy of the building in the relevant 15-minute interval and the set of
devices that those occupants are known to have used in the past (learnt over a
period of time using the system discussed in Section 4.1.2) to decipher which
given appliances on that phase are active.

In our experience, the output list generally contains only a set of 3-4 devices.
Thus, adding occupancy information leads to quick, almost real-time, identifica-
tion of anomalous devices. This algorithm has been put to use in the academic
building and has helped identify five major anomalies in the two months that it
has run.

5.3 Load Forecasting: Plug-Level Loads

In most offices and academic buildings, most of the loads are at the plug-level.
These loads, like desktop computers, laptops, printers and copiers are considered
to consume significantly lesser energy than HVAC loads. But our experiences in
the lab, which closely parallels an office space, taught us that this was not com-
pletely true. Figure 12 shows the plot of the energy consumed by various devices
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Fig. 11. Algorithm for detecting faulty devices

in this environment. Although the expected behavior of air conditioners con-
suming significantly higher power than the other loads is noticed in the summer
months (April, May, June), during the winter months, the plug-level usage be-
comes comparable to the cooling load, with plug-level consumption being higher
in the month of January. With this trend we expect that for at least half the
year, plug-level energy consumption is of prime importance. It is also worth not-
ing that in developing countries like ours, the majority of office spaces lack air
conditioning in which case their primary usage comes from plug loads.

These findings motivated us to research how the accuracy of predicting plug-
level load is affected by occupancy information.

5.3.1 Methodology. Since we had accurate occupancy and electrical con-
sumption data only for 25 days at the time of experimentation, the time intervals
for learning/prediction was chosen as 15 minutes so as to have more records for
the experiment. The features considered for learning and their representation is
as follows:
— Time of Day - A feature vector representing every 15" minute of the day
— Week End/Week Day - Binary feature representing if its a weekend or week-
day
— Who - A feature vector of size k is maintained for each time interval. k
denotes the total number of unique persons present in the occupancy records.
Each cell indicates the amount of time a person was present in the room, for
that interval, normalized to unity. For example, for the 15 minute interval
of 21:00 -21:15, if Person; was inside the lab for half the interval time, then
his feature value would be 0.5. Similarly, if Persons was present for 75% of
the time, his feature value would be 0.75.
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— Occupancy Count - Since, a room’s occupancy count can change within a
time interval, average occupancy count of the room is taken as a feature.
This is computed using occupancy count numbers and corresponding time.

In order to forecast the load requirement, we experimented with two well
known models: Support Vector Regression (SVR) and Decision Tree Regression
(DTR). The performance of the model was judged using the CV-RMSE (Coeffi-
cient of Variation of Root Mean Square Error) which measures the difference in
values predicted by the model to the observed values.

5.3.2 Results. Different combinations of the features described in the previ-

ous section were supplied to the forecasting models. The performance is detailed
in Table 7.

Table 7. Plug-level load forecasting results

Weekday /Weekend Occupanc DTR SVR
Interval Timg’ éf Day WP°  Count Y CV(RMSE) % CV(RMSE) %

15 v v 21.94 18.40

15 v v 25.08 28.1

15 v 30.36 29.12

One behavior observable from the table is that greater the occupancy informa-
tion (count, identity) the building has, the better it is able to forecast its energy
requirements. The model performs best, with only a 18.4% error, when the iden-
tities of the occupants are available. This indicates that a building which knows
its occupants’ identities performs load forecasting of plug-level loads 36.8% more
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accurately than a building that just uses calendar information to do the same,
thus making it smarter.

6 Conclusions

We have reported on a repertoire of techniques contributing to occupancy detec-
tion and using the detected/inferred information for better energy management.
Our design and implementation choices were driven by the following considera-
tions:

— Cost effectiveness: For example, using occupant signatures which could be
sensed using the same sensor during both entry and exit.

— Minimal User Intervention: The occupants should be allowed to freely walk
in and out of a room and the system should still be able to monitor the
occupancy.

— Resilient to Errors Thereby giving High Accuracy Prediction: Given the na-
ture of office environments, errors like electromagnetic interference were re-
solved and accuracies as high as 87.1% were achieved.

— FEuxtensible Architecture: Allow seamless addition of sensors, in a plug-and-
play fashion, into the mix of existing sensors to improve the functional-
ity /accuracy of the system.

It is clear that a single solution will not fit all occupancy detection scenarios. For
example, since many of the actions triggered following occupancy detection are
themselves prone to further validation, (for examples see Section 5), depending
on the applications at hand, some amount of inaccuracy can be tolerated in
occupancy detection and that can be exploited in trading-off between design
choices. It is in this context that the flexible architecture described in this paper
has a significant role to play.

Incorporating the lessons learnt in sensor fusion from Section 3.1, we are
currently building a sensor-recommender-tool that aids users in selecting the
best set of sensors for their room profile and intended purpose of deployment.
Sensor recommendations are made to the user based on how the features of the
room’s occupants are distributed, existing sensors on the smart door, the desired
accuracy and the required cost.

In our future work we also plan to look at further applications, including some
that are unrelated to energy management, but are related to smarter building
management, such as those that are necessary for emergency management and
disaster recovery.

References

1. Agarwal, Y., Balaji, B., Gupta, R., Lyles, J., Wei, M., Weng, T.: Occupancy-
driven energy management for smart building automation. In: Proceedings
of the 2Nd ACM Workshop on Embedded Sensing Systems for Energy-
Efficiency in Building, BuildSys 2010, pp. 1-6. ACM, New York (2010),
http://doi.acm.org/10.1145/1878431.1878433


http://doi.acm.org/10.1145/1878431.1878433

92

10.

11.

12.

N. Nasir et al.

Balaji, B., Xu, J., Nwokafor, A., Gupta, R., Agarwal, Y.: Sentinel: Occupancy
based hvac actuation using existing wifi infrastructure within commercial
buildings. In: Proceedings of the 11th ACM Conference on Embedded Net-
worked Sensor Systems, SenSys 2013, pp. 17:1-17:14. ACM, New York (2013),
http://doi.acm.org/10.1145/2517351.2517370

Emmerich, S., Persily, A.: State-Of-The-Art Review of Co2 Demand Controlled
Ventilation Technology and Application. Diane Publishing Company (2001),
http://books.google.co.in/books?id=1hr0Nzju3IYC

Erickson, V.L., Carreira-Perpifidn, M.A., Cerpa, A.E.: Occupancy modeling and
prediction for building energy management. ACM Trans. Sen. 10(3), 42:1-42:28
(2014), http://doi.acm.org/10.1145/2594771

Floerkemeier, C., Lampe, M.: Issues with rfid wusage in ubiquitous
computing applications. In: Ferscha, A., Mattern, F. (eds.) PERVA-
SIVE 2004. LNCS, vol. 3001, pp. 188-193. Springer, Heidelberg (2004),
http://dx.doi.org/10.1007/978-3-540-24646-6_13

Ghai, S., Thanayankizil, L., Seetharam, D., Chakraborty, D.: Occupancy detection
in commercial buildings using opportunistic context sources. In: 2012 IEEE In-
ternational Conference on Pervasive Computing and Communications Workshops
(PERCOM Workshops), pp. 463-466 (March 2012)

Hnat, T.W., Griffiths, E., Dawson, R., Whitehouse, K.: Doorjamb: unobtrusive
room-level tracking of people in homes using doorway sensors. In: Proceedings of
the 10th ACM Conference on Embedded Network Sensor Systems, pp. 309-322.
ACM (2012)

Labs, K.: Kinect sdk xna [Programming Guide] (2011),
http://www.kosaka-lab.com/tips/2011/06/kinect-sdk-xna.php

Lee, K.C., Ho, J., Yang, M.H., Kriegman, D.: Video-based face recognition us-
ing probabilistic appearance manifolds. In: Proceedings of 2003 IEEE Com-
puter Society Conference on Computer Vision and Pattern Recognition, vol. 1,
pp. I-313-1-320 (June 2003)

Padmanabh, K., Malikarjuna V, A., Sen, S., Katru, S.P., Kumar, A., Vuppala, S.K.,
Paul, S.: isense: A wireless sensor network based conference room management
system. In: Proceedings of the First ACM Workshop on Embedded Sensing Systems
for Energy-Efficiency in Buildings, BuildSys 2009, pp. 37-42. ACM, New York
(2009), http://doi.acm.org/10.1145/1810279.1810288

Palani, K., Nasir, N., Prakash, V.C., Chugh, A., Gupta, R., Ramamritham, K.:
Putting smart meters to work: Beyond the usual. In: Proceedings of the 5th In-
ternational Conference on Future Energy Systems, e-Energy 2014, pp. 237-238.
ACM, New York (2014), http://doi.acm.org/10.1145/2602044.2602084

van der Veen, J., van der Waaij, B., Meijer, R.: Sensor data storage performance:
Sql or nosql, physical or virtual. In: 2012 IEEE 5th International Conference on
Cloud Computing (CLOUD), pp. 431-438 (June 2012)


http://doi.acm.org/10.1145/2517351.2517370
http://books.google.co.in/books?id=1hrONzju3IYC
http://doi.acm.org/10.1145/2594771
http://dx.doi.org/10.1007/978-3-540-24646-6_13
http://www.kosaka-lab.com/tips/2011/06/kinect-sdk-xna.php
http://doi.acm.org/10.1145/1810279.1810288
http://doi.acm.org/10.1145/2602044.2602084

Discrete Control-Based Design

of Adaptive and Autonomic Computing Systems*

Xin An'!, Gwenaél Delaval?, Jean-Philippe Diguet®, Abdoulaye Gamatié?,
Soguy Gueye?, Hervé Marchand®, Noél de Palma?, and Eric Rutten®

1 Hefei University of Technology, Hefei, China
xin.an@hfut.edu.cn
2 LIG, Grenoble, France
{gwenael.delaval, Soguy-Mak-Kare.Gueye,noel.depalma}@imag. fr
3 Lab-STICC, Lorient, France
jean-philippe.diguet@univ-ubs. fr
4 LIRMM, Montpellier, France
abdoulaye.gamatie@lirmm. fr
5 INRIA, Rennes, France
herve.marchand@inria. fr
6 INRIA, Grenoble, France
eric.rutten@inria. fr
https://team.inria. fr/ctrl-a/members/eric-rutten

Abstract. This invited paper makes an overview of our works address-
ing discrete control-based design of adaptive and reconfigurable comput-
ing systems, also called autonomic computing. They are characterized
by their ability to switch between different execution modes w.r.t. ap-
plication and functionality, mapping and deployment, or execution ar-
chitecture. The control of such reconfigurations or adaptations is a new
application domain for control theory, called feedback computing. We ap-
proach the problem with a programming language supported approach,
based on synchronous languages and discrete control synthesis. We con-
cretely use this approach in FPGA-based reconfigurable architectures,
and in the coordination of administration loops.

Keywords: Autonomic computing, adaptive systems, reconfigurable
architectures, reactive systems, synchronous languages, discrete control.

1 Adaptive Computing Systems, and their Control

Computing systems are present in ever more aspects of society, and they have
to comply with two complementary, and sometimes contradictory, requirements:
adaptability to continuous changes in their environment or functionality, and
dependability w.r.t. the goal they fulfill and the persons in their contact.
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1.1 Administration Loops in Computing Systems

Motivations for being dynamically reconfigurable or adaptive are manifold: on
the one hand, systems should dynamically react to changes in application ob-
jectives, in environment of operation, and also in their implementation platform
or infrastructure, especially in open systems like the Cloud. On the other hand,
systems are too large or complex to be administrated manually and must be
automated, in order to avoid error-prone or slow decisions and manipulations.

This trend can be observed at very diverse levels of services and application
software, middleware and virtual machines, operating systems, and hardware re-
configurable architectures. The automation of such dynamical adaptation man-
ages various aspects such as computing and communication resources, quality
of service, fault tolerance. It can concern small embedded systems like sensors
networks, up to large-scale systems such as data-centers and the Cloud. For
example, data-centers infrastructures have administration loops managing their
computing resources, typically with energy-aware objectives in mind, and possi-
bly involving management of the cooling system. At a lower level, FPGA-based
architectures (Field-Programmable Gate Arrays) are hardware circuits that can
be configured at run-time with the logics they should implement: they can be
reconfigured dynamically and partially (i.e. on part of the reconfigurable surface)
in response to environment or application events; such reconfiguration decisions
are taken based on monitoring the system’s and its environment’s features.

Autonomic computing [21,20] is an approach for the design of systems evolving
in a self-managed way while continuing to run and deliver the service. It is based
on an engineering of the administration of systems in the form of a feedback loop,
automating the decisions and actions to be taken according to observations on
the state and events of the system.

1.2 The Need for Control

The other vital requirement for these systems is dependability, be it w.r.t. dam-
age in the finality of the system (information, business, ...) or w.r.t. safety (goods,
persons, ...) [6]. The need for guarantees and assurances on the behavior of these
automated systems can benefit from generally meaningful and classical formal
methods in Computer Science like Model Checking for logical or temporized as-
pects, or can make use of models from performance evaluation, or concerning
probabilistic aspects (e.g. Markov chains).

A specificity of autonomic systems is that they are based on a feedback loop,
the behavior of which calls for a corpus of design theories and techniques stem-
ming from Control Theory, where they have been studied for many decades.
This control oriented approach to autonomic computing [18] is a new interac-
tion between control and computer science, along with classically established
ones:

— computer science for control systems, widely considered in embedded and
real-time systems for the digital implementation of control;
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— theoretical computer science and control theory, designing hybrid systems as
mathematical models to combine discrete and continuous dynamics;

— control theory for computing systems, considered here, for designing well-
behaved automated computer management loops.

The autonomic loop is also naturally reactive, hence a new potential domain
for reactive languages and models, like synchronous languages [3], different from
hard real-time safety critical embedded systems, and bringing different perspec-
tives for their validation and verification tools.

1.3 Approach and Outline

We address the problem of combining adaptivity and dependability, requiring
run-time abilities to detect or even predict changes requiring an adaptation,
decide upon the appropriate adaptation, with possible anticipation, and give
guarantees on this appropriateness as a notion of correction of the control.

We propose an approach which is language-based and tool-supported, and
which we validated early on by confronting the method and its supporting lan-
guage and tools to concrete real-life systems from different domains, in order to
insure relevance and generality. This paper makes an overview of the approach,
as well as mentioning different facets of the work, that have been developed in
more specialized and detailed presentations elsewhere.

In the remainder, first Section 2 recalls basic notions in relevant domains:
Autonomic Computing in Section 2.1 ; reactive systems and their control in
Section 2.2. Then Section 3 presents the BZR language on which the approach is
based. Subsequently, Section 4 shows how the approach is validated in a range of
domains : software components and coordination of multiple autonomic loops in
Section 4.3 ; reconfigurable FPGA architectures in Section 4.2. Lastly, Section 5
concludes, discusses results and draws perspectives.

2 Background

2.1 Autonomic Computing

The aim of Autonomic Computing is to have networked computing systems able
to manage themselves, trough decisions made automatically, without direct hu-
man intervention. The Autonomic Computing Initiative (ACI) initiated by IBM
aims at providing the foundation for autonomic systems [21]. It is inspired by the
autonomic nervous system of the human body. This nervous system controls im-
portant bodily functions (e.g. respiration, heart rate, and blood pressure) with-
out any conscious intervention. In the past dozen years Autonomic Computing
has gained momentum, both academically and industrially [20].

Autonomic objectives have been defined for self-management aspects, often
called self-*, covering essential features:
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Fig. 1. MAPE-K autonomic manager for administration loop

— Self-configuration: automatic configuration of the system components at de-
ployment time, or also later during runtime, typically without stopping;

— Self-healing: automatic discovery, and correction of faults;

— Self-optimization: automatic monitoring and control of resources to ensure
the optimal functioning with respect to the defined requirements;

— Self-protection: identification and protection from arbitrary attacks: this se-
curity aspect can be addressed on external or internal aspects [9].

Interestingly, these objectives can interact, and their interferences can require
coordination, typically between self-protection and self-optimization.

The autonomic loop is a general feedback loop structure to take this into
account [21]. In this closed loop, systems are instrumented with monitors or
sensors, and with reconfiguration actions or actuators; these two kinds of in-
terfaces with the managed element (ME) have to be related by a control and
decision component, the autonomic manager (AM), which implements the dy-
namic adaptation policy or strategy. It can be defined as shown in Figure 1 with
the MAPE-K approach, with sub-components for:

— Monitoring: extracting relevant information from sensors, probes or monitors
instrumenting the managed element, and available at its API;

— Analysis: using the monitored information as well as other knowledge e.g.,
on past history, to decide on reactions to take;

— Planning: transforming the decisions into actions

— Execution: implementing the action according to the managed element con-
trol interfaces or actuators;

— Knowledge: storing and maintaing relevant information of the managed ele-
ment, used in the other sub-components, and updated by them.

Such autonomic loops can be designed and developed in many different ways,
relying on techniques from e.g. Artificial Intelligence, but an important issue
remains in providing guarantees on the behavior of such automated closed-looped
systems as the are generally difficult to master. A typical example is the so-
called “state-flapping” problem [20, p. 7:21], where reconfigurations altern back
and forth between two states because transition conditions are too close.
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Control for feedback computing is therefore a particularly interesting ap-
proach where this feedback loop is considered as a case of a control loop, where
techniques stemming from control theory can be used to design efficient, safe,
and predictable controllers [18]. Control theory provides designers with a frame-
work of methods and techniques to build automated systems with well-mastered
behavior. It involves sensors and actuators that are connected to the process or
“plant” i.e., the system to be controlled. A model of the dynamic behavior of
the process is built, and a specification is given for the control objective, and
on these bases the control is derived, following a formal computation. Although
there are approaches to the formal derivation of software from specifications, this
methodology is not usual in Computer Science, where often a solution is designed
directly, and only then it is analyzed and verified formally, and the distinction
between the process and its controller is not made systematically. This approach,
sometimes called Feedback Computing [18,29], although well identified, is still
only emerging. Works are scattered in very separate and dispersed efforts, in
different communities. Some surveys exist [5,8,10], offering a classification [25],
or concentrating on Real-Time computing systems [2].

The control approach advantages [29] come from its rigorous methodology
for modeling, designing, and analyzing feedback loops. It supports the design
of controllers that effectively manage uncertainties in computing systems, with-
out needing accurate models. They bring interesting properties of stability or
robustness, which, in the context of computer systems improves predictability.
On the other hand, there are of course difficulties and limitations. Making the
mapping from high-level management objectives to actual system-level sensors
and actuators, and to appropriate control models can be hard. Modeling com-
puting systems does not easily fit classical control methodologies: difference in
cultures shows for example in that many classical control problems are formu-
lated as regulation or tracking problems, rather than optimization, and deal only
with continuous metrics. On the side of the objects of control, most computing
systems were not designed to be controllable in the first place, and it is a real
architectural research problem to build and instrument them appropriately.

2.2 Reactive Systems, their Programming, and Discrete Control

The AM shown above is intrinsically a reactive component, therefore some design
approaches originally intended for embedded systems and general feedback loops
can be of interested for autonomic managers, for which they can be adapted.

Reactive systems and synchronous languages are characterized by their
continuous interaction with their environment, reacting to flows of inputs by
producing flows of outputs. They are classically modeled as transition systems
or automata, with classically famous languages like StateCharts [17]. We adopt
the approach of synchronous languages [3]|, because we then have access to the
control tools used further. Well known languages feature the imperative Esterel,
the equational declarative Lustre and Signal. The synchronous paradigm refers
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m‘ node delayable(r,c,e:bool) returns (a,s:bool)
= - let automaton
a = false a =false state Idle

do a = false ; s = r and c¢

until r and ¢ then Active

| r and not ¢ then Wait
state Wait
do a = false ; s = ¢
until ¢ then Active
state Active
do a = true ; s = false
until e then Idle
end

(b) te

Fig. 2. Heptagon/BZR example: : (a) graphical / (b) textual syntax

to the automata parallel composition that we use in these languages, allowing for
clear formal semantics, while supporting modelling asynchronous computations
[15]: actions can be asynchronously started, and their completion is waited for,
without blocking activity continuing in parallel.

The Heptagon/BZR language [13] supports programming of mixed synchr-
onous data-flow equations and automata, called Mode Automata, with parallel
and hierarchical composition. The basic behavior is that at each reaction step,
values in the input flows are used, as well as local and memory values, in order
to compute the next state and the values of the output flows for that step. Inside
the nodes, this is expressed as a set of equations defining, for each output and
local, the value of the flow, in terms of an expression on other flows, possibly
using local flows and state values from past steps. This can already be seen as a
programmatic solutions for reconfiguring the data flow between in- and outputs,
providing for control and coordination of data-flow tasks.

Figure 2 shows a small Heptagon/BZR program. The node delayable pro-
grams the control of a task, which can either be idle, waiting or active. When it
is in the initial Idle state, the occurrence of the true value on input r requests
the starting of the task. Another input ¢ can either allow the activation, or tem-
porarily block the request and make the automaton go to a waiting state. Input
e notifies termination. The outputs represent, resp., a: activity of the task, and
s: triggering the concrete task start in the system’s API.

Such automata and data-flow reactive nodes can be reused by instantiation,
and composed in parallel (noted ";") and in a hierarchical way, as illustrated
in the body of the node in Figure 3, with two instances of the delayable node.
Particularly, in the second instance, input c¢ is fed with the constant flow true:
hence, the behavior of this instance is specialized in that the requests are always
immediately starting the task. They run in parallel, in a synchronous way: one
global step corresponds to one local step for every node. In particular, when
r1,T92,C1 are received true at the same step from the initial state, the resulting
state is such that a; A as.

Synchronous languages are tool-supported, and compilers automatically gen-
erate executable code, e.g., in C or Java, typically structured as a reset function
to initialize variables, and a step function, implementing the global transition
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function. The code calling this function is application-dependent, and can be an
infinite loop, a periodical call, or an event-based or interruption mechanism.

Verification and discrete control are the available when using a reactive
language, which gives all the support of the the classical formal framework of
Labelled Transition Systems (LTS): they involve two main features. On the one
hand there is a memorization of a state, the current value z(k) resulting from
the previous transition at k — 1 (with an initial value (0)). On the other hand
is a transition function T computing the next value of the state in function of
the current observed input value y(k) and current state. It also computes output
values o(k), to send commands to the controlled system:

(x(k +1),0(k)) = T(y(k),x(k)), z(0) = zo

Particularly, we benefit from state-space exploration techniques, like Model-
Checking, in order to check whether or not a temporal logic formula is satisfied
by all the possible executions of the program.

More originally, the LTS of a program can be applied the operation of Discrete
Controller Synthesis (DCS). Initially defined as supervisory control of discrete
event systems in the framework of language theory [26], DCS has been adapted
to symbolic LTS and implemented in synchronous tools [23]. The LTS variables
y are partitioned into controllable ones ¢ and uncontrollable ones uc. For a given
control objective (e.g., staying invariantly inside a given subset of states, consid-
ered “good”, or keeping some states reachable), the DCS algorithm automatically
computes, by exploration of the state space, the constraint on controllable vari-
ables, depending on the current state, for any value of the uncontrollables, so
that remaining behaviors satisfy the objective. This constraint is inhibiting the
minimum possible behaviors, therefore it is called mazimally permissive. The
resulting synthesized controller C' gives values to controllable variables ¢, which
are part of the parameters of the transition function 7. In brief:

x(k+ 1) = T(uc(k),c(k),x(k)),z(0) = zo
ck) = C(uc(k),x(k))

Algorithms are related to model checking techniques for state space exploration.
If no solution is found, because the problem is over constrained, then DCS plays
the role of a verification. Discrete control objectives can be logical : ensuring,
for a given subset of states characterized by a predicate, its invariance (by con-
trol, it will not be left), reachability (from all visitable states), attractivity (no
cyclic sequence of transitions can avoid it). They can involve weights associated

twotasks(r1,c1,e1,72,€2) = ajy, s1,ag, 53
(ay,s1) = delayable(ry,cy, eq) ;
(ag, sg) = delayable(rg, true, eg)

Fig. 3. Heptagon/BZR example: nodes composition



100 X. An et al.

with states for quantitative aspects : bounding capacity, optimizing performance.
Multiple criteria optimization can also be supported. In the framework of the
synchronous languages and technology, the tool Sigali [23] is integrated in the
programming environments, and in the compiler of the BZR language [19].

Discrete feedback computing i.e., applying discrete control theory to com-
puting systems, is more recent than using classical control theory [18], as was
noted by other authors, essentially because it is less well-known than classical
control and less developed than classical verification and model-checking. Earli-
est works deal with controlling workflow scheduling [27] or application-specific
task schedulers [24,22]. A whole line of work focuses on the computing systems
problem of deadlock avoidance in shared-memory multi-threaded programs [28§].
Another kind of software problem concerns run-time exceptions raised by pro-
grams and not handled by the code [14].

Some related work can be found in computer science, in the notions of pro-
gram synthesis. It consists in translating a property on inputs and outputs of a
system, expressed in temporal logics, into a lower-level model, typically in terms
of transition systems. For example, it is proposed in a UML-related framework,
with the synthesis of StateChart from Live Sequence Charts [16]. These program
synthesis approaches do not seem to have been aware of Discrete Control Theory,
or reciprocally: however there seems to be a relationship between them, as well
as with game theory, but it is out of the scope of this paper. Also, interface syn-
thesis [7] is related to Discrete Controller Synthesis. It consists in the generation
of interfacing wrappers for components, to adapt them for the composition into
given component assemblies w.r.t. the communication protocols between them.

3 The BZR Language for Tool-Supported Design

Given our goal of combining adaptivity and dependability in adaptive and re-
configurable computing systems, we will combine reactive languages and models
with the autonomic computing structures and objectives. A central aspect in our
tool-supported approach is the specification and programming language Hep-
tagon/BZR, which provides for high-level design of controllers, and encapsulates
discrete control as a compilation operation.

Contracts on nodes are defined in the Heptagon/BZR language [19] using
a behavioral contract syntax [13]. It allows for the declaration, using the with
statement, of controllable variables, the value of which are not defined by the
programmer. These free variables can be used in the program to describe choices
between several transitions. They are defined, in the final executable program,
by the controller computed off-line by DCS, according to the Boolean expres-
sion given in the enforce statement. Knowledge about the environment such
as, for instance event occurrence order can be declared in an assume statement.
This is taken into account during the computation of the controller with DCS.
Heptagon/BZR compilation invokes a DCS tool, and inserts the synthesized con-
troller in the generated executable code, which has the same structure as above:



Control-Based Design of Adaptive and Autonomic Computing System 101

observer(sy, $3, €1, €9) = err ‘

err = false insert(?; €r, 4, eg) = Qr, Sy, Gy, Sg
e A =Sy A sy err = observer(sy, s;, €y, €;)
o assume true
enforce not err
err — false err = false with ¢,
. ot — true r, Sy, Qg, Sg = twotasks(r, ¢,, €,, g, €g)
(a) Observer: always 1 between 2 and 3 (b) Contract node for task insertion

Fig. 4. Observer and contract node

reset and step functions. Figure 4(b) shows an example of contract coordinating
two instances of the delayable node of Figure 2(a), as assembled together in
the twotasks node of Figure 3. The insert node has a with part declaring
controllable variable ¢,, and the enforce part asserts the property to be en-
forced by DCS: not err. The assume part is set to true, meaning that there is
no assumption on the environment. The contract can itself feature a program,
typically automata observing traces and defining states, to express a variety of
safety properties. For example, an error state can be defined where the intended
property is false, with the intention to keep it outside an invariant subspace.
Such an observer is illustrated in Figure 4(a) : given input flows for the starting
and stopping events of three tasks, it outputs value true on flow err when a
sequence is observed such that task 3 is started (upon s3) after task 2 (upon
its end event es), without a complete execution of task 1, from s; to e, having
taken place in between : this sequence violates the property that we have always
1 between 2 and 3. The contract in Figure 4(b) uses this observer for having
always an execution of the simple task between two executions of the delayable
task; this amounts to make invariant the state space where err is false. To en-
force this, ¢r will be used by the synthesized controller to delay the starting of
the delayable task until a full execution of the other one ends. The constraint
produced by DCS can have several solutions: the Heptagon/BZR compiler gen-
erates deterministic executable code by favoring, for each controllable variable,
value true over false, in the order of declaration.

The need for modularity comes when designs become complex. Advantages
of our DCS-based approach, more constructive than classical verification, are:

(i) high-level language support for controller design (tedious and error-prone
to code manually at lower C or Java level) with declarative objectives ;

(ii) correctness of the controller, w.r.t. the objectives, by definition of the
algorithms (hard to guarantee manually) ;

(iil) maximal permissiveness of controllers : they are minimally constraining,
and in that sense optimally flexibile (even harder to obtain manually);

(iv) automated formal synthesis of these controllers (rather than tedious
hand-writing followed by verification);

(v) automated executable code generation in C or Java.
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node(...) = ...
assume A enforce GG
with cy,...cq

subnode; (...) = ... __ subnodep(...) = ...
assume A; enforce GG; '°°°’ assume A, enforce G,

Fig. 5. Modular contracts in Heptagon/BZR,

However, when considering a large number of managers, this monolithic ap-
proach might not succeed, because exploring the large state space is very time
consuming, and can fail due to computing resource limits, which limits the scal-
ability of the approach. Furthermore, a modification, even partial, leads to a
recompilation of the overall coordinated composition invalidating previous gen-
erated codes which limits the re-usability of management components.

To address this issue, we exploit modular DCS, where the control objectives
can be decomposed in several parts, each part managed by a controller. Each
controller manages a limited number of components. This decreases the state
space to explore for the synthesis of each controller. The recompilation of a con-
troller that has no impact on other controllers does not require the recompilation
of the latter. This makes possible the re-use of controllers generated codes.

Modular contracts in Heptagon/BZR are based on the modular compila-
tion of the nodes: each node is compiled towards one sequential function, regard-
less of its calling context, the inside called nodes being abstracted. Thus, modular
DCS is performed by using the contracts as abstraction of the sub-nodes. One
controller is synthesized for each node supplied with local controllable variables.
The contracts of the sub-nodes are used as environment model, as abstraction
of the contents of these nodes, to synthesize the local controller. As shown in
Figure 5, the objective is to control the body and coordinate sub-nodes, using
controllable variables cy, ..., ¢q, given as inputs to the sub-nodes, so that G is
true, assuming that A is true. Here, we have information on sub-nodes, so that
we can assume not only A, but also that the n sub-nodes each do enforce their
contract : A\_,(4; = G;). Accordingly, the problem becomes that: assuming
the above, we want to enforce G as well as /\!_; A;. Control at composite level
takes care of enforcing assumptions of the sub-nodes. This synthesis considers
the outputs of local abstracted nodes as uncontrollable variables, constrained by
the nodes’ contracts. A formal description, out of our scope here, is available [13].
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objectives / controller |.._> transition function
M controllables
/ current state \
inputs | | outputs
managed system

Fig. 6. Autonomic loop based on discrete control

4 Discrete Control-Based Autonomic Managers

The specification and programming language presented before, independently
of AM design, can now be integrated in a method first exposed generally in
Section 4.1, and then illustrated by brief summaries of works concerning recon-
figuration control in DPR FPGA-based architectures in Section 4.2, and the
coordination of administration loops in Section 4.3.

4.1 General Design Method

An interpretation of the MAPE-K loop of Figure 1 in terms of the discrete
control framework of Section 2.2 is illustrated in Figure 6. For simplification, the
Monitoring and Execution parts are considered as simply forwarding sensor in-
puts and action outputs to the ME. The Knowledge part is assimilated to the
current state of the reactive system. The Analysis part is in charge of making
decisions w.r.t. choices in reconfiguration, according to the adaption strategy or
policy : we assimilate it to the specification of the control objectives, at design
time, which is then transformed by DCS and compilation into a controller tak-
ing the same place at execution time. The decisions are encoded as values on
choice points corresponding to the controllable variables, which are internal to
the AM. The Planning part in assimilated to the transition function, computing,
from the previous choice and current state (as well as inputs, here shown through
the controller for simplification), which are the actions to be executed to imple-
ment them. Our discrete control-based approach is an effective tool-supported
method for the design of AMs, which at the same time provides the designer
with guarantees on the behaviour of the controller, through the use of DCS.

Typical modeled features appearing in the design of AM are related to
computing systems and their common aspects in different fields. Of course the
management of data-centers supporting the Cloud is not identical to the re-
configuration controllers of embedded FPGA architectures. However there are
similarities in the manipulated objects, all resorting to computing.
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The computing activities under control are tasks for which typical observabil-
ity involves the state of activity (idle, active, waiting or other application specific
aspects), as well as relevant events notifying end of task or check points ; con-
trollability through choice points concerns firing the task or not, and choosing
variants or modes of the delivered service distinguished by the use of different
implementations and resources. Such tasks can be scheduled according to an
application workflow: this knowledge can usefully be integrated in the model, in
that it provides a predictive view of tasks to come in the future, which can in-
fluence the present choices. Resources can also feature observability (their usage
level according to metrics, their charge level in the case of energy supply) and
controllability (adding or removing computing resources, sleep modes).

The adaptation policies or strategies have to be explicited and formulated
formally themselves, in the form of control objectives. The typically concern
resource access control (exclusivity or bounded capacity), application termina-
tion (reaching a target state), fault tolerance (maintaining activity on other
resources upon failures), or more elaborate sequencing patterns. These common-
alities observed in case studies suggest a level of generality of the problem and
the proposed solutions.

Granularity levels can be quite diverse, both in time or pace ( the period of the
loop can be in minutes or even hours) and detail (the managed computations can
be whole systems). At the lowest level of MEs, computations should, just as
usual, of course be as fast as possible and the possible overhead of monitoring and
sensing should not interfere with system performance. Especially in parallel and
distributed systems the feedback loop should not impose costly synchronizations.

At the level of an AM, it is indeed the case however that the MAPE-K loop
is not supposed to run at that pace, and is mostly much slower or even sporadic
when event-based. This depends completely on the level of the decision to be
made, and on the duration of the execution of actions implementing it. As such,
it is similar to the period of control systems begin determined by the dynamics
of the process that has to be controlled. This dictates the maximal allowable
period between two significants events to be observed, and not to be missed ;
in turn, the latter gives an upper bound to the decision technique used, which
should not cost more time (hence limiting e.g., optimization techniques).

At the level of AMs coordination the pace can be naturally considered
even slower, and the feedback loop makes a step sufficiently rarely (compared
to e.g., processor frequency) for enabling the use of synchronizations such as in
distributed algorithms (e.g., leader election) when needed.

In our case, the most costly part in our method is DCS, but it is performed
off-line and therefore is not limited by the ME dynamics, but rather by the
design-time computing resources. The run-time cost is only that of the execution
of a decision diagram function i.e., very low. However an important aspect is the
size of the state space, in which DCS algorithms are exponential: therefore it is
vital to determine the highest possible level of the model, abstracting away from
fine-grain computations and from detailed fine-grain state-spaces.
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4.2 Reconfiguration Control in DPR FPGA-Based Architectures

Dynamically reconfigurable hardware has been identified as a promising solution
for the design of energy efficient embedded systems. However, its adoption is
limited by the costly design effort including verification and validation, which is
even more complex than for non dynamically reconfigurable systems. Therefore,
we appley our tool-supported formal method to automatically design a correct
control of the reconfiguration [1]. We design generic modeling patterns for a class
of reconfigurable architectures, taking into account both hardware architecture
and applications, as well as relevant control objectives. We validate our approach
on case studies implemented on Dynamic Partial Reconfigurable (DPR) FPGA.

The considered class of architectures is presented informally through an
example. Three levels are modeled separately, for which we will control the in-
teractions according to global objectives:

— architecture is multiprocessor on n reconfigurable tiles A1-An, plus a gen-
eral purpose processor A0 (e.g., ARM core). A tile Ai can be configured by
uploading a bitstream encoding the function to be executed, and put to sleep
mode with a clock gated mechanism to consume a minimum static power. A
battery supplies energy, with a sensor for charge going up or down.

— tasks are defined with choices, upon request, between starting immediately
or delaying ; between different bitstreams characterized each by : tiles used,
WCET (Worst Case Execution Time), reconfiguration time, power peak.

— application is specified as a dependency graph between tasks: upon end
notification of a task, requests are emitted for its following task(s);

The control problem is to use choices in order to satisfy global constraints
according to resource state and activities in parallel or further in the application.
The desired reconfiguration policy informally involves :

1. resource usage constraint: e.g., exclusive use of reconfigurable tiles A1-A4;
2. energy constraint: switch tiles to active mode if and only if needed;

3. power peak constraint: bounded by a maximum w.r.t battery level;

4. reachability: application graph execution can always finish once started;
5. optimizing e.g., global power peak is also possible [1].

A typical example of decision to be made is that, upon progress in the task
graph, new tasks must be started by choosing the mode or bitstream compatible
with available resources constraints, taking into account possible futures in the
application, which can require to keep resources for a later task. Figure 7 sum-
marizes, in the framework of Figure 6, what we need to formalize, and identifies
controllable and uncontrollable variables, as well as the relevant state informa-
tion, which determine the model abstraction level.

Generic models are shown in Figure 8, with patterns for modelling relevant
states and controllable or uncontrollable events. Architecture is modeled in (a)
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tiles exclusivity, on/off [ . .
reach end of DAG | transition function
bound power peak / batt. | | mode or delay
sw. on/off tile
progress in DAG (incl. possible futures)
activity of task modes (incl. costs),
state of tiles and battery
ends of tasks |start task mode|
battery charge| sw. on/off tile |
FPGA, tasks, application, battery
Fig. 7. Autonomic loop for DPR FPGA
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Fig. 8. Generic models: (a) tile 4, (b) task graph, (c) two modes task, (d) battery

for each tile (with state act;, controlled by ¢_a;), and (d) battery observer (giving
its state st, high, medium or low, according to received sensor values). In (c) a
task example with two modes has uncontrollable requests r; and end notifications
ei, and controllables c1, c3 to choose between modes, emitting state es and values
characterizing them. In (b) an application example with 4 tasks (A4; (B||C); D)
shows states recording progress in the graph, giving predictive model on which
tasks can be fired in the future, in reaction to end notifications e;, emitting
requests 7; towards tasks, with terminal state T. In order to model possible
behaviors of the system, these patterns are instantiated for all components, and
composed in parallel: (RMi||...||RMy||BM||TMal|...||T Mp||Application) with
values from modes of the active tasks being also composed, defining global values
for the different resources metrics (e.g., sum of local pp; into PP, union of rs).

Invariance and optimal control objectives are defined in contracts upon this
global behavior model. Controllable variables are declared in the with statement,
other inputs being uncontrollable inputs. The policy above can be formulated
in a generic way [1] in terms of properties mentioned in Section 2.2: Objective
1 to 3 are invariance objectives on state variables and associated metrics con-
stant values, e.g., for 3 : PP < (v1 if st = h else v if st = m else vs if st = ).
Objective 4 concerns reachability of terminal state T.
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Two experimental case studies have been implemented to demonstrate the
previous control models on real FPGAs [1]. After compilation towards executable
code, the controller is running on a Microblaze soft core (i.e. A0) on the FPGA.

4.3 Coordination of Administration Loops

Real autonomic systems require multiple management loops, each complex to
design, and possibly of different kinds (quantitative, synchronization, involving
learning, ...). However their uncoordinated co-existence leads to inconsistency
or redundancy of action. Therefore we apply our method to the discrete control
of the interactions of managers [11]. We follow a component-based approach
and explore modular discrete control, allowing to break down the combinatorial
complexity inherent to the state-space exploration technique. It also allows re-
using complex managers in different contexts without modifying their control
specifications. We validate our method on a multiple-loop multi-tier system.

The administration loops and their need for coordination are considered
in the context of JEE multi-tier applications which consist of: an apache web
server receiving incoming requests, and distributing them with load balancing
to a tier of replicated tomcat servers. The latter access to a database through
a mysql-proxy server which distributes the SQL queries, with load balancing, to
a tier of replicated mysql servers The global system running in the data-center
consists of a set of such applications in parallel.

A set of autonomic managers are used to administrate the system: Self-sizing
decides on the degree of replication of servers depending of the system over- or
under-load measured through the CPU usage. It aims at lowering the resources
usage while preserving the performance. It can add new replicas (which takes
time), or remove some (considered immediate); each of these two actions can be
inhibited. Self-repair targets a load balancer as well as replicated servers. It
manages fail-stop failure detected through heartbeat. It aims at preserving
the availability of the service. It triggers repair actions (taking time), which
can be inhibited. Consolidation targets the global virtualized data-center. It
adapts the computing capacity made available in a virtualized data-center, to
either decrease or increase it. It can be controlled by delaying the actions.

Coordination problems can occur when e.g., several loops react to the same
overload whereas one would have sufficed, or a failed load balancer leads to down-
sizing followed by upsizing again right after repair. Also, consolidation requires
to operate on a stable system in order to be consistent. The desired coordination
policy informally involves the following constraints:

In a replicated tier, avoid size-up when repairing.

In a load-balanced tier, avoid size-down when repairing the load-balancer.
In general, avoid size-down in a successor tier when repairing a predecessor.
At global data-center level, when consolidating, avoid self-sizing or repairing.
Wait until repairs or add finish before consolidation decreasing, and until
removals finish before increasing.

G 0N
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s | transition function
objectives 1-5 |

suspend add,
rem or rep
delay Incr, Decr

/ state of activity of managers \

add, rem, rep,
Incr, Decr

autonomic managers for sizing, repair, consolidation
multi—tier servers system

0, u, fail, i, d
notif. : na, nr, ¢

Fig. 9. Autonomic loop for Coordination

Figure 9 summarizes, in the framework of Figure 6, what we need to formalize.
It shows that the relevant information here is the state of activeity of AMs,
abstracting away from the way the individual controllers are working: we do not
consider how they perform, but observability on their activity and controllability
on their actions. The pace at which the coordination loop must work is defined
by the input events, much slower than the underlying data-center computations.

Their coordination by modular control is based on generic models for each
of them. Self-sizing control is an instance of node ctrl-mgr in Figure 10(a),
with outputs la for long action add, sa for short action rem and s for busy
state adding ; and with inputs for control: ca and crm for the actions, and for
monitoring: ml for overload o, ms for underload u, and notification nl for adding
na. This defines (add, rem, adding) = self-sizing(ca, crm, o, u, na).
Self-repair control is a simpler case, with only a long action of repairing, also
an instance of ctrl-mgr with outputs: long action rep, and busy state repairing
; and inputs: control ca, failure fail, and notification of repair done nr. Unused
parameters can be, for inputs, given the constant value false, and for outputs be
left unused. This defines: (rep, repairing) = self-repair(cr, fail, nr).
Consolidation control in Figure 10(b) presents essentially the waiting mecha-
nism of the delayable action of Figure 2(a), for each of its two long actions, the
activity of which is given by Incr and Decr. In the initial Idle state, when i is
true (increase is required), if ci is true it goes to | and emits si to start the
increase plan, otherwise it goes to Waitl and awaits ci to go to Incr and emit si.
When in Incr, it awaits until the notification of end e then returns back to Idle.
The case for decrease is similar.

Coordination Objectives. The models are instantiated for each AM in the
system, and their composition gives the global behavior before control. The
control is specified on this composed behavior. We formalize the strategy above:
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(si, sd, Incr, Decr ) = consolidation (ci, cd, i, d, e) ‘

Incr = false Incr = false Incr = false
Decr = false Decr = false Decr = false

(la, sa, s) = ctrl-mgr(c/, cs, ml, ms, nl) ‘

ics and ms/ sa
cland ml/la

Incr = true
Decr = false

Incr = false
Decr = true
s =False s =True
(a) AM controllability model (b) Consolidation control behavior model

Fig. 10. Modelling managers control
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Fig. 11. Bottom-up re-use of nodes

not (repairing and add).

not (repairingl and rem) with repairinglL from load-balancer self-repair.
between predecessor and successor tiers: not (repairingprcq and remgycee).
not ((Ilncr or Decr) and (repairing* or adding* or rem*)) where *
stands for conjunction of all corresponding states.

5. not ( (repairing* or or adding*) and sd) and not (rem* and si).

= 0N =

These properties can be grouped into a global contract to synthesize an in-
variance controller, but in order to have scalability and reusability, the system
can be built up bottom-up as shown in Figure 11. A first node Coord-rep. tier
cares for coordination within a replicated tier, with Objective 1. In order to be
re-usable, the node has to have a contract that exposes to upper nodes that when
a long action is started it is actually executed [11]. It is re-used in Coord-Ib-Rep.
tier, composed with the load-balancer self-repair, with Objective 2. For complete
application, this node can be re-used twice, to form node Multi-tier system, with
Objective 3. At data-center level, this last node is instantiated for each applica-
tion, and composed with the consolidation model, with Objectives 4 and 5. This
decomposition of DCS operations improves synthesis time dramatically, and the
modular code generation enables distributing the controller. These controllers
have been validated on an experimental data-center [11].

5 Discussion and Perspectives

Results. This invited paper makes an overview of our works addressing discrete
control-based design of adaptive and reconfigurable computing systems, also
called autonomic computing. We propose a tool-supported method, involving
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a reactive language and its compiler encapsulating techniques stemming from
discrete control theory. We validate the approach in domains ranging from soft-
ware components and smart environments to hardware reconfigurable architec-
tures. Our results demonstrate that control-based techniques for the design of
autonomic loops can augment computing systems with, at the same time, self-
adaptation capabilities and also predictability.

Limitations and extensions are of course made visible by our experiments,
and there is still much to be done for supporting efficiently at the same time
predictable and adaptive computing systems through behavioral model-based
methods. Some perspectives are as follows.

Modeling is bound to be an important part of the work for spreading behavioral
model-based control methods. Indeed, as is the case also for classical control-
based approaches [29], formulating autonomic management problems in terms
of systems behaviors and control objectives is hard, especially as computing
systems are usually not at all designed to be controllable. Our work explored
aspects related to computing resources like servers or cores on a multiprocessor
architecture, but other aspects of computing systems should be considered, such
as memory management issues (migration for proximity with a cache ; Software
Transactional Memory contention management), communications (choice of me-
dia between e.g., wire, WiFi, Bluetooth, ..., w.r.t. throughput, energy cost, ...)
or also security aspects. There often are favorable situations where the choices
to be made at run-time are between predefined sets of configurations: the control
is to enable efficient and appropriate use of these resources following dynamical
changes in the environment and system. Changes anticipated at design time can
be reified as variation points and exploited by the controller.

Ezxpressivity and scalability of the modeling formalism need to be extended in
order to improve the applicability of discrete control to realistic systems. Ex-
pressivity can be extended in order to account for more aspects of the systems,
and incorporate logico-numeric properties [4], or have a combined control where,
amongst the possibly several solutions satisfying the objective, determined by
discrete control, a choice can be specified according to other criteria e.g., prob-
abilistic or related to the continuous dynamics of the system.

Scalability requires efficiency in the DCS tools, which can benefit from progress
made in Model Checking: algorithms have similar cost, intrinsically exponential
in the worst case. This limits dramatically the above requirements of expres-
sivity, as timed or hybrid formalisms have even higher costs. However, there is
a way to attack this problem in the modeling phase, by identifying carefully
chosen levels of abstraction, for acceptable overhead / cost, at least in small to
medium systems. With modular and hierarchical decomposition of the problems,
controllers can be built for the different levels of decision, with different paces,
as mentioned in Section 4.1.

High-level languages and Domain Specific Languages (DSLs) are a useful help
for usability of these methods: their aim is to allow of designers to describe their
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systems in terms of the entities and components they manipulate, rather than
in terms of the formalisms. we are building upon the experience of Nemo [12] in
order to define a component-based systems language, extending known Archtec-
ture Description Languages (ADLs), where not only assemblies of components
are structurally defined, but also the different configurations and the reconfig-
uration behavior between them are described explicitly. As for other languages
built on top of underlying tools, this poses problems for diagnostic, when there
are several layers of translation between DSL and verification or synthesis tool.
Also, the specifity of DCS is that it works like a constraints solving tool, making
diagnostic in case of failure difficult to isolate and locate in the program.

Adaptive control is a desirable feature for autonomic computing, especially in
open systems, typically the Cloud, where new components can enter, and oth-
ers can leave the system to be managed. Another source of change is that new
policies or strategies must be enforced, which translates into a change of con-
trol objective. Adaptive discrete control has hardly been studied in research on
Discrete Event Systems, and can be seen as a new challenge motivated from
applications such as Autonomic Computing. Directions to address it can be
seen amongst having an upper controller switching between previously prepared
controllers, or, for slow-paced systems, having a DCS phase at run-time (for
reasonably sized subsystems) producing a new controller.
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Abstract. Mobile Healthcare (mHealth) systems use mobile smart-
phones and portable sensor kits to provide improved and affordable
healthcare solutions to underserved communities or to individuals with
reduced mobility who need regular monitoring. The architectural con-
straints of such systems provide a variety of computing challenges: the
distributed nature of the system; mobility of the persons and devices
involved; asynchrony in communication; security, integrity and authen-
ticity of the data collected; and a plethora of administrative domains and
the legacy of installed electronic health/medical systems.

The volume of data collected can be very large; together with the
data, there is a large amount of metadata as well. We argue that certain
metadata are essential for interpreting the data and assessing their qual-
ity. There is great variety in the kinds of medical data and metadata, the
methods by which they are collected and administrative constraints on
where they may be stored, which suggest the need for flexible distributed
data repositories. There also are concerns about the veracity of the data,
as well as interesting questions about who owns the data and who may
access them.

We argue that traditional notions of relational databases, and security
techniques such as access control and encryption of communications are
inadequate. Instead, end-to-end systematic (from sensor to cloud) infor-
mation flow techniques need to be applied for integrity and secrecy. These
need to be adapted to work with the volume and diversity of data collected,
and in a federated collection of administrative domains where data from
different domains are subject to different information flow policies.

Keywords: mHeath, smart phones, system design, scalability, privacy,
metadata, contextual evidence, hyper-graphs, CAP theorem, eventual
consistency, convergent replicated data types, distributed hash tables,
trustworthiness, decentralised information flow control, structure-
preserving hash functions.

1 Introduction

The term mHealth refers to the use of mobile phone technologies in the delivery of
health care in a variety of settings [WHO11]. mHealth has become an attractive
approach for providing better health care outcomes at lower cost and greater
convenience to both the patients as well as to health care providers [GMS05].
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Such solutions have become viable due to significant technological developments,
which include:

1. Cheaper, relatively reliable and more portable sensors of various kinds;

2. The wide adoption of increasingly inexpensive but computationally more
powerful smart phones;

3. Almost ubiquitous cellphone and wireless coverage at low costs to consumers;

4. Cloud storage and computing technologies.

mHealth is of interest to both the developed world and the developing world
since the same set of technologies involved can be adapted to work in quite
different socio-economic environments. For instance, senior citizens or patients
who need regular monitoring can be provided individual care at their residences
by equipping them with a set of sensors, the readings of which are aggregated
by a smart phone and transmitted at regular intervals or at times of emergency
to a doctor, nurse or other caregiver in a remote hospital. Their condition can
be monitored, reviewed and care advised or provided as and when required
without their having to make periodic inconvenient and expensive visits to a
hospital facility [WHO12]. (Such visits which take place in the current healthcare
arrangements are often unnecessary and sometimes disrupt the equanimity and
routine of such patients.)

At the other end of the spectrum, in developing countries with severe resource
constraints, rural health workers equipped with a smart phone or tablet and a
kit of sensors can periodically visit different settlements under their purview and
take readings of various parameters such as height, weight, temperature, blood
pressure, haemoglobin, pulse rates and even ECGs of say a couple of hundred
villagers. They can also make in situ reports on the prevalent environmental
conditions, documenting these with environment sensor readings and visual evi-
dence taken with the camera on the phone. The health worker can report these
public health data and medical data back to a primary health care centre, at
which location this information can be analysed and eventually relayed back to
a district hospital or public health research agency. While it may take some time
for such a model to become reality [MBN*10], kits such as the Swasthya Slate
— an Android tablet and kit of medical sensors — have been built and deployed
to provide effective low-cost health care to underserved communities [Swal2].

In the first setting, the purpose is primarily monitoring, with the sensors ded-
icated to collecting medical and environmental data of a single patient. Often
the sensors are medical grade (and so compliant to the appropriate medical stan-
dards) and a high level of assurance about the quality of data is necessary. If the
patient requires continuous monitoring of her condition, then constant real-time
communication is required with the nearest treatment facility. Emergency situ-
ations also require immediate and real-time communication. The data collected
need to be communicated and stored in the patient’s electronic medical health
record, with integrity and privacy [ABK12] being major concerns. In the rural
health care setting, the focus is more on using the technology for screening and
public health. One may probably not require extremely high fidelity and accu-
racy on the sensors if they are only being used for preliminary screening (thus
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providing an opportunity for low-cost innovations); however, they need to be
rugged enough to work in challenging physical settings. In addition, the health
care providers may not be highly trained or literate, and therefore the entire
kit should be portable, easy to use and “fool-proof”. If patients are not being
continuously monitored, one may be able to accommodate some slack in the
communication infrastructure, such as lower bandwidth or the ability to tolerate
delays.

1.1 Scalability and Trustworthiness

In order to be widely adopted and effective, two critical issues that mHealth
systems need to address are scalability and trustworthiness. Effective health care
can be provided to a large populace only if the system conserves the valuable
time of highly-skilled doctors at multi-speciality hospitals, by screening out those
patients who with a high degree of assurance do not require urgent or immediate
treatment. Regular screening and monitoring of community health can identify
potential problems in individual patients (as well as communities) well before
their condition develops to a point where treatment is both more expensive and
possibly less efficacious. Low-cost medical sensors reduce the cost of deployment
though usually by sacrificing accuracy of the medical readings. However, if these
were to be used only for screening, then they can potentially improve healthcare.
Coupled with a reliable communication system that links the patient readings
taken in the field to data bases of electronic medical records, the entire model
of health care delivery may be radically improved. Scalability means that the
system can deal with a huge volume of data collected over a wide geographical
area over a sustained period of time. The data collected may display a wide
variety in the kinds of medical parameters monitored, as well as in formats in
which they are presented. Finally there is a need to wvalidate the data being
collected, and to ascertain their veracity. Otherwise, we would be saddled with
large amounts of data of dubious quality, on the basis of which no sensible or
effective medical decisions may be possible [OKOG12].

This paper presents some of our early learning experiences in trying to de-
velop parts of an mHealth system such as developing low-cost sensors, collecting
information from the sensors in a systematic manner, and transmitting it using
technologies available on stock mobile phone to standard repositories currently
being used in hospitals and regional health centres. As stated above, our pri-
mary interest has been to ensure that the solution is scalable, and that there is
a modicum of quality assurance in the data that have been collected. We do not
present here any new technical results in the theory of distributed computing,
but suggest that certain ideas that have been proposed appear to be promising
in engineering a workable solution for mHealth, under a collection of “legacy”
constraints.

The rest of this paper is structured as follows. In the remainder of this in-
troduction, we discuss some of the requirements of an mHealth system that we
envisage, focussing only on some aspects related to scalability and trustwor-
thiness. We do not address here several other aspects of the system which are
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addressed using standard techniques well established in the distributed comput-
ing literature. In particular, we do not delve into network design and communi-
cation protocols. Nor do we discuss a variety of distributed data base issues such
as fault-tolerance and efficient information retrieval. In the domain of security,
we do not concern ourselves here with the algorithms used for encryption and
hashing, or about access control mechanisms. We believe that many of these
issues have been addressed by existing software systems; moreover, one of the
design constraints under which we operate is that it would be too ambitious and
also infeasible to redesign the entire healthcare information system. Instead we
concentrate on what security- and storage-related ideas will allow the design of
a decentralised, interoperating federated collection of extant systems that have
been deployed, with minimal modifications and as modest a trusted computing
base as necessary to achieve a reasonable (but by no means absolute) degree
of trustworthiness. We indicate how the architecture of the system must avoid
common fallacies encountered in the design of distributed computing systems.
We do not attempt in this paper to survey the field of mHealth systems since
there already are good surveys of the area [WHOL11].

In §2, we present the notion of a medical encounter as the basic unit of gath-
ering medical information, and indicate why it is important to include metadata
concerning the context in which those data were collected. We present a few
examples of how such metadata may be used to answer questions in the medical
domain, as well as in domains related to the administration of health care and
to research in public health. Following that, in §3 we address the question of
how data and metadata should be stored, suggesting hyper-graphs as a suitable
model for representing the data and their interrelationships. We mention how
data repositories may be distributed across different places and administrative
domains and possibly be of very different character. Furthermore, different frag-
ments of a single data record may be spread across these distributed repositories.
We indicate that graph-oriented distributed hash tables offer an efficient solu-
tion for accessing values from such distributed data repositories. We end the
section by suggesting that eventual consistency provides reasonable semantics,
and that conflict-free convergent data types can be implemented in mHealth set-
tings without incurring prohibitive overheads in achieving this weaker degree
of consistency between replicated copies of distributed fragments of a medical
record.

In §4, we address the other major issue on which we have focussed, namely
privacy and integrity of medical data (and metadata) [ABK12]. We argue that
merely securing communication using encryption and storage using access con-
trol is inadequate when different principals exchange information sensitive to
them, especially across different administrative domains. We identify the possi-
bilities of security being compromised due to information flow between different
applications in different components of the system, and examine techniques from
information flow control [Den76] that have been extended to decentralised set-
tings [ML98, KYBT07] for end-to-end information flow control. We mention how
mechanisms for information flow control can be systematically incorporated into
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the “stack” developed for collecting data and contextual metadata, and mention
some of the issues in building suitable security infrastructure into the mHealth
system. We conclude in §5.

1.2 Requirements

We identify some common requirements which should be satisfied by a large-
scale distributed mHealth system involving people, devices and communication
and storage infrastructure:

— Sensors: These need to be robust, efficient, reliable and easy to use by lay
persons (e.g., the patient or her family, a not-very-literate health worker).
There already are several low-cost sensors that can be used for screening.
However, these “stock” sensors often have no built-in communication facili-
ties (Bluetooth LE), and may not be of medical grade; nor do they have any
security features.

— Configuration: Configuration for collection of the data should be simple
and not have many device dependencies. The sensor kits should easily con-
nect with a smart phone, exploiting the computing power there for all the
necessary analysis of the readings, collation of related readings, etc. Up-
stream communication can then be from the smart phone using a variety
of options (3G, 4G, WiFi,...), and preferably opportunistically, using the
most appropriate medium based on cost, time-criticality, importance and
availability.

— Communication: The choice of communication media and protocols should
not be hard-wired into the solution. The system should be neutral about the
particular media used, especially since such a system is expected to operate
for several years, if not decades, in the face of ever-changing technologies.

— Data Representation Formats: The data (and metadata) collected dis-
play great variety. Readings can be

e discrete symbolic readings such as “clear”, “bloody”, “murky”, etc.;
discrete numerical values such as temperature or blood pressure;
sampled readings taken over an interval;

waveforms such as ECGs;

graphical images such as X-rays;

audio or video recordings, MRIs, etc.

A versatile system should be able to represent all these various types of
data, from the collection phase to their storage in a data repository. More-
over, since these data are intended to be long-lived (the lifetime of patients,
if not longer), the encodings for interpreting their bit representation should
perhaps be encapsulated within the representational formats. Encryption for
privacy, and hashing for anonymity add further complexity to the endura-
bility of any data representation solution.

— Interoperability and Seamless Integration with Medical Records
Systems: Medical data collected must be converted into a standard elec-
tronic medical record (EMR), health record (EHR) or patient health record
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(PHR). Since different hospitals may have invested in data bases and hospital
information systems (whether proprietary or open source), and are unlikely
to convert to yet another system, the design of the system must be agnostic
with respect to the data repositories.

— Security: If an mHealth solution is to be acceptable to the public, it must
provide a degree of data security expected by patients and users of the sys-
tem. Moreover, health care providers require a high degree of integrity and
trustworthiness of the data collected using mobile sensors, since the collection
of health data is removed in time and space from the usual hospital setting
where doctors may trust their staff, equipment and facilities (laboratories,
information systems) to comply with standard procedures.

— Interactive Queries: The data collected using such a widespread and di-
verse system must support interactive querying. This also requires appropri-
ate decentralised organisation of data respecting administrative boundaries
and ownership policies and access control, with suitable semantics regarding
consistency of data.

— Fault Tolerance: The system is expected to work in an operating envi-
ronment where there can be a variety of faults. An appropriate adversary
model needs to be defined, that can capture the various kinds of failures
with respect to with the system is resilient.

— Legacy issues and compatibility with existing systems: In addition
to network and data bases, as well as security policies, there may be a host
of other legacy issues which any mHealth solution must respect.

1.3 Avoiding Common Fallacies in System Design

The architecture of the mHealth system should perforce avoid common fallacies
about distributed systems:

— We do not assume that network at any layer is reliable. In particular, our
experience with protocols such as Bluetooth used in collecting sensor read-
ings is that users often do not configure the connections securely, and that
connections may break due to mobility of devices (sensors, phones), or elec-
tromagnetic interference. We also note that sensors may slip from their ideal
position while taking a reading, or that a particular protocol for taking
readings may not have been properly followed (e.g., ensuring that the pa-
tient should be seated, at rest and readings are not taken immediately after
vigorous activity, and that the cuff is at heart level when taking a blood pres-
sure reading). The challenge there is met by designing a network protocol
stack that sets up a secure, reliable connection between the sensor kit and
the Android device over protocols such as Bluetooth, with different layers
of the stack dealing with elicitation, validation, provenance or contextual
information and security [KGPP14].

— We do not assume that communication latencies are zero or even negligi-
ble. Nor do we assume that there is unlimited bandwidth, or that transport
costs are zero. In fact, the system is based on the premise that it must work
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properly in the face of being often disconnected, and most portions of the
system are configured to be delay-tolerant, when permitted by the applica-
tion. The communication protocols are designed to avoid wasted bandwidth
and dropped packets.

— The network is not assumed to be secure. Security is an important concern
in any healthcare system, particularly the privacy of sensitive information,
and more importantly the integrity of the data (and metadata) collected.
A major part of our ongoing research lies in defining appropriate models of
security by identifying attacker models and mechanisms that can ensure end-
to-end secure flow of information permitted by reasonable sets of policies.
We do not assume that there can be a centralized solution to security when
a variety of different principals are involved.

— The topology of the system is not assumed to be static. In fact, mobility — of
sensors, devices and principals — is a defining characteristic of an mHealth
system. Accordingly, we do not try to embed rigid routing policies into the
communication protocols and structures. Mobility also has important con-
sequences on scalability, especially in dealing with namespaces and routing
tables, as well as with security and trustworthiness.

— The most important realisation we reached in the design of a healthcare
system is that the system is decentralised not merely in space but also in
that there is no single administrator either of namespaces or of security
policies. There is great diversity and autonomy in the different health care
organisations (hospitals, research organisations, etc.), each with their own
data security policies, different data base access control mechanisms and
information disclosure and privacy policies.

— The network is not assumed to have a uniform or homogeneous structure.
The communication media, bandwidths, protocols, etc. exhibit great variety.
Clearly at the peripheries, especially in the developing world, the network
is slow, “flaky” and often inaccessible; communication may be over mobile
phone carriers. On the other hand, within a hospital or a research organisa-
tion it may be over reliable wired high-speed optical fibre networks.

— We realise that it will be prohibitively expensive as well as infeasible to
attempt to design a uniform solution that can be adopted by all principals
and organisations involved, so the focus has to be on developing a system
that works with the pre-existing infrastructural arrangements chosen by the
different healthcare organisations involved (network, operating systems, data
bases,...), supplementing them with components that can ensure a degree of
trustworthiness and value-addition while ensuring scalability.

2 Healthcare Encounters

Consider a developing world scenario where health worker Heena, equipped with
a kit of sensors and a smart phone, visits a patient Puja in a village, and takes her
readings for body temperature, pulse, blood pressure, weight, haemoglobin, and
an ECG. All of these readings are annotated with Puja’s ID, Heena’s employee
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code, the time and place where the readings were taken. In addition, a few
environmental parameters such as the ambient temperature, pollution levels,
humidity, etc. may be captured by sensors. Also consider a personal healthcare
scenario, where a set of sensors worn by the patient constantly collect and send
to a medical facility or doctor via a smart phone readings of the patient’s heart
rate, temperature etc., together with readings from an accelerometer worn by
the patient. The capturing of all this information taken together constitutes a
healthcare encounter, the outcome of which is a single record consisting of the
various medical data readings bundled together with critical metadata (who,
whose, when, where, with what, etc.) regarding the context in which the readings
were taken. An encounter is the basic unit around which the mHealth system
records may be built. A patient’s medical history may then be viewed as a
collection of records produced by such encounters.

However, a more useful metaphor is that of a “conversation”, where the en-
counter records are utterances but following which connections and correlations
may be made between this encounter record and those of, say, the patient’s
earlier encounters, or of encounters of the patient’s family members, or others
in the same locality, or those taken by the same health worker Heena, etc. In
other words, if the encounter results in a record in a data base, various “meta”
records are created by various analyses that are performed either on the smart
phone or in the hospital or at a regional level in a public health researcher’s
data base. Such meta-level observations are similar to commentary about previ-
ous utterances, or “asides” between a subset of listeners that may or may not be
accessible to all the participants of a conversation. By making such meta-records
first-class in the data repositories, we obtain a rich information system which
may be queried in different ways for greater effectiveness.

The richness of this system may be successfully exploited by representing the
data as a federated decentralised data repository. There have been various pro-
posal’s (e.g., by the NHS of the UK) to build centralised data repositories of
all patients, which can be accessed by various health care providers. However,
these proposals have assumed that the system would be highly centralized, and
operating within a single administrative domain. While there are obvious ben-
efits (to the patients, to the nation, to caregivers, to insurance companies, ...)
of building such a system that exceed the costs involved, they have met with
resistance from both caregivers, who may possibly be wary of the disruptions
involved in migrating from their existing systems, as well as privacy advocate
groups who worry about the compromising and exploitation of sensitive personal
information of patients. Moreover the complexity of designing such a system and
having it adopted uniformly is perhaps its greatest drawback.

2.1 Metadata Matters!

The metadata collected by various sensors including those on a smart phone
play an extremely important role in effective decision making, both medical and
administrative. An ultrasound image is of little value to a doctor unless she know
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whose it is and when and where it was taken. There are also other uses of the
metadata, some of which may include:

— If Heena is paid by the number of patients she visits, she may have an
incentive for defrauding the system by uploading readings from a small set
of locations passing them off as readings from far-flung villages. Or she may
be passing off old readings as new ones. If the metadata associated with
an encounter were bundled in a secure, nontamperable manner with the
readings, such fraud may easily be detected.

— The readings coming from a particular device may be observed to be con-
sistently lower that an expected range. This may be for a variety of reasons:
the health worker or patient has not placed the sensors properly; or there is
a fault in that particular device; or a design and/or manufacturing problem
with a particular batch of devices of particular brand; etc. Having metadata
related to the context of the encounter can help detect problems with the
data collected, and appropriate corrective actions can then be initiated;

— Researchers may be able to query anonymised data, correlating them across
time or space or other demographic information. This requires being able to
perform statistical analysis “underneath” the anonymising transformations
on the data.

— A device manufacturer may be able to keep track of the deployment, use and
performance of various devices that they have manufactured and sold to the
health care providers.

Many of these metadata are implicit in traditional hospital-based care, where the
trustworthiness of the data derives from it being collected in controlled contexts
that provide the medical practitioner or administrator a high degree of quality
assurance. This assurance of quality is what is lost when the encounter is removed
in time and space from the consumer of the information. An important design
consideration is therefore to record sufficient contextual evidence for the data to
enable informed decision-making [PPM*13].

2.2 Data Collection

Most sensors do not come equipped with facilities to collect the contextual ev-
idence metadata. We have proposed and prototyped systems [KGPP14, KG14]
where a set of sensors are connected via a micro controller board (Arduino cur-
rently, but Raspberry Pi or Intel’s Galileo may be used) to take readings from
the sensors in a coordinated fashion and communicate these to an Android smart
phone over Bluetooth, Wifi or even physically via USB. An Android app running
on the smart phone initiates the process of taking readings during the encounter,
and establishes connection with the micro controller board, which then elicits
readings from the sensors, and bundles them into a communication packet that
is sent to the smart phone. The readings are examined for validity and some
corrective actions are initiated locally. Various parameters are set by the An-
droid app using the phone sensors (e.g., GPS, time, the camera parameters).
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The protocol has been organised as a “Sensor Stack” with layers for connection
establishment and management, elicitation, validation, and adding contextual
metadata. Security layers for secure information flow are currently being in-
corporated. The Android app finally compiles the data and metadata collected
during an encounter into a commonly interpretable format (XML in our case)
suitable for communication to a variety of EMR/EHR systems.

3 Data Base Design Issues

Due to the great variety in the kind of information being collected, a uniform
template-based representation is probably not the best approach to represent-
ing medical data records. New kinds of information are likely to be added. Of
particular interest to us are the metadata that constitute “contextual evidence”.
These may not be of interest to the hospital (and thus no provision may be made
for such information in their health care records). The data generated in an en-
counter seem to be semi-structured. There also are temporal and causal links
between records. Yet various electronic medical records systems are built over
relational data bases such as SQL and MySQL. As noted earlier, it is unlikely
that a hospital will migrate to a new kind of data base even if the benefits are
apparent. Moreover, the system needs to accommodate several hospitals, each
of which may have their own preferred EMR system. Therefore, one needs a
flexible, EMR-agnostic way of incorporating the extra (meta) data into exist-
ing installed data bases. A solution is to build a separate data repository for
the metadata and then placing references to and from it in the various hospital
EMR systems. This has the advantages of:

— permitting more flexibility in the representation of contextual metadata,
which may even be represented as key-value stores;

— decentralised management of the information, with each hospital as well as
even patients controlling certain information according to their policies, and
managing these policies locally;

— flexibility in expansion of the system, incorporating new kinds of data bases,
more hospitals and a variety of healthcare/medical record formats;

— more efficient query-processing by exploiting locality of storage.

However, to realise such these advantages, one needs a model that is general
enough to capture and anticipate the various usages. We have already alluded to
the kinds of correlations between different medical records that a doctor, patient,
researcher or administrator may make. Such questions translate into queries on
data and metadata, and even on information derived from analyses done on
them. It is our position that hyper-graphs provide the correct abstraction for
the representing the information. Hyper-graphs are graphs where an edge can
connect more than one node. Moreover, they can easily accommodate higher-
order hyper-edges, that connect hyper-edges. Currently there are a few hyper-
graph data bases, e.g., [Iorl0]. Some of the advantages of hyper-graph-based
data bases are that they:
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— provide a powerful medium for data modelling and knowledge representation;

— can express n-ary and higher order relationships between graph nodes;

— provide for graph-oriented storage, and so can support graph traversals and
path-queries as well as relational-style queries;

— can support customisable indexing and storage management; and

— can accommodate extensible, dynamic data base schema through appropri-
ate typing.

The typing frameworks and query language design issues here provide interesting
problems for programming language researchers.

3.1 Distributed Data Base Issues

Apart from representational issues, this being a heterogeneous distributed sys-
tem, with a high degree of mobility, asynchrony, concurrent operation and possi-
bility of a variety of failures, there are significant problems related to concurrency
and fault-tolerance that need to be addressed in the design. Any centralised solu-
tion is not an option. The system comprises numerous smart phones connected
to one another and to health care centres and their data repositories “in the
cloud”, all working asynchronously; so any approaches based on synchronisation
are precluded.

The first issue is that of atomicity, which immediately raises the question
about what constitute transactions in such a system. A candidate answer is “the
collection of information during an encounter”. It is reasonable to view an en-
counter as the basic unit for updates. However, what is the span of an encounter?
Does it complete with the collection of readings by the micro controller board,
or when the information is transferred to the Android app, which makes an
XML (or similar) record for upstream transmission? Or does it conclude when
the information is uploaded to the cloud or to a hospital repository? We have
already noted that the data and metadata within even one record may be dis-
tributed spatially (due to ownership and administrative constraints). Thus it is
not entirely trivial how such a distributed write should be atomically executed
across the different sites involved. Thus the atomicity of transactions is not an
easy question, and the possible answers have an immediate bearing on notions
such as consistency.

Indeed we confront the issues of consistency, availability and operation under
network partition, as in Brewer’s so-called CAP theorem [Bre01]. Network parti-
tioning should be assumed to be the normal mode of operation, and availability
of the system is essential for its functioning. Therefore, we have to relax the
requirements of strict consistency. Indeed, it seems that working with a notion
of eventual consistency yields workable solutions which do not require a signifi-
cant overhead, and support autonomous functioning of entities in the mHealth
system. Fortunately, in the case of medical records, we can exploit the fact that
no records should be deleted. Readings that have become irrelevant, e.g., a nor-
mal body temperature reading from last year, or even readings known to be
erroneous are preserved in the store; they may be deprecated and discarded dur-
ing medical decision making by a doctor, but are still maintained for historical
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reasons, or to answer meta-queries unrelated to the patient’s health care (e.g.,
did the thermometer work correctly, or was the reading taken as prescribed in a
healthcare protocol?). Thus we can operate under the assumption that informa-
tion in the system grows monotonically. (In practice, there may be a hierarchy
of storage, with old, irrelevant, wrong and other such data that are unlikely to
be useful banished to lower, slower rungs of the hierarchy).

Recall that the contents of a logical record may be distributed across many
repositories. In distributed records, some information needs to be replicated
across different repositories, both for efficiency, and to be able to link information
in different parts of a hyper-edge which are stored on separate repositories. This
replicated and cross-referencing information must necessarily be maintained in
a consistent manner. Writing of semantically unrelated parts of a single record
into distinct repositories allows a degree of flexibility (e.g., commutation) in the
order in which writes may happen in a single distributed write transaction.

The monotonicity assumption makes it possible to design the system to exhibit
local coherence and eventual consistency. Causal linkages must of course be pre-
served (these are recorded perhaps as “why-provenance” information [BKTO01]
in some hyper-edge) but not all temporal precedences are relevant for justify-
ing treatment decisions made on information available at a particular time and
place. Thus if we can ensure that updates to hyper-edges can commute, and all
of its replicas execute all updates in causal order, then the replicas can (eventu-
ally) converge without invoking any elaborate coordination mechanisms. Mono-
tonicity of information and adopting weaker notions of consistency thus make
it possible to organise the health records as a (bunch of) Commutative Repli-
cated Data Types (CRDTs) [SPBZ11]. CRDTs have the excellent property that
they eventually converge without any complex concurrency control mechanism.
They are ideally suited for extremely large information systems; the principal
difficulty in designing CRDTs lies in efficient representation of the data type
to have good local coherence and convergence properties across replicas, with
respect to the series of operations performed on them. Write-monotonicity and
read-only operations in the hyper-graph data type greatly facilitate building a
large, scalable distributed data repository with good fault-tolerant properties.
We have previously experimented with a prototype implementation of hyper-
graphs as a CRDT [Prill], with promising results, and intend to incorporate
these ideas into our prototype mHealth data repository implementation.

3.2 Accessing Records

Even with migration of data to the cloud, there is a need to have fast and
reliable protocols for accessing records. We assume that, in general, the minimal
organisation of data in any repository will be some variant of a (key, value)-
store; any additional structure will be built on this basis. As we assumed that
the basic records in the system will be encounters, each encounter will be given
a unique key, perhaps derived from the personal IDs of the participants and the
time and place of the encounter. Using suitable hashing functions, a key may
be derived, which can be used for locating the record using Distributed Hash
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Tables. We envisage using a DHT based on ideas from systems such as Chord
[SMK™*01] or Koorde [KK03] which have a high degree of scalability and which
exploit graph-theoretic properties to make retrieval more efficient and robust. In
particular, given that many queries will involve some commonality of information
between the records sought to be retrieved (the same patient, or the same health
worker, or spatial location, or time period), we plan to use locality preserving
hashing techniques, which map closely related records to the same or nearby
repositories, thus making retrieval more efficient.

3.3 Presentation of Information

The more interesting challenges lie in how information is to be presented to vari-
ous consumers of information. It must, of course, conform to the access privileges
and privacy policy pertinent to that information. Moreover, the consumer of the
information (doctor, administrator, patient, ...) must not get overwhelmed by
the entire record, with data and metadata, and should also not be presented
with a complete medical history of a patient as recorded, replete with loads of
dated, irrelevant, deprecated information. This comprises a whole set of interest-
ing research problems in data science, information retrieval, security and query
processing.

A further issue that needs greater conceptualisation concerns the long-term
preservation of the data. The interpretation of bits (that represent records) lies
embedded in the software used to create and read the records. One has to design
for preservation of backward compatibility whenever the software is upgraded
or when any component of the system is upgraded or replaced. Alternatively,
all data should come with a generalised self-strapping protocol using which the
interpretation of bits is never mutilated.

4 Ensuring Trustworthiness

In any large distributed system dealing with such voluminous data, it is necessary
to ensure data integrity (that it not be tampered with) and also that the sensitive
information of each principal in the system is not divulged to any unauthorised
party. Data stored in the data repositories (data bases, file systems, key-value
stores, etc.) are said to be “at rest”. Such data are secured by using access control
mechanisms, which are supported by the operating systems and/or data bases.
When data are“in motion”, i.e., when that information is being communicated
between systems, security protocols based on modern encryption techniques are
used so that an attacker (active or passive) cannot compromise the integrity
of the data, or learn secrets etc. However, just these two sets of techniques are
inadequate to ensure that sensitive information is not improperly divulged, nor
that information that is trusted is derived from untrusted information sources
and untrusted data. The leakage, as they say, happens “at the joints”, namely
from the applications that access the data stores, process the information, and
then put the results onto communication channels, transferring information from
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one administrative and security domain to another. Very often the information
is leaked implicitly (i.e., the secret is not explicitly divulged, but can be inferred
by the adversary from information accessed by it that is derived from the secret
information).

It is our contention that ensuring trustworthiness of an mHealth system re-
quires addressing security not just of data at rest and data in motion but also
of data during computations. In other words, ensuring secrecy and privacy are
end-to-end design issues [SRC84]. Security cannot be ensured piecemeal even if
one were to use the best techniques and implementations for individual compo-
nents; the users of the mHealth system should be able to specify and rely on the
system to correctly deal with privacy and integrity of their data.

4.1 Information Flow Control

The problem of programs leaking information or computing results from un-
trusted sources is addressed by the techniques of Information Flow Control (IFC)
[Den76] . Programs are analysed to check whether during their execution infor-
mation can flow from data sources (input variables, files, etc.) considered secret
to public or insecure sinks (output variables, output files,...). Dually, for integrity,
the analyses check whether output values that are trusted are dependent from
data that are considered untrusted. The analyses can be at run-time (dynamic),
prohibiting accidental disclosure for instance. Alternatively, the analyses can
be performed statically (at compile time) and programs certified as secure or
(conservatively) labelled as insecure [DD77]. The analyses assume that security
classes form a lattice, and permitted information flows are those conforming to
the lattice structure. Each programming language primitive is abstractly inter-
preted in terms of meet and join operations over this lattice.

IFC analysis at the programming language level is a fine-grained analysis
technique to ensure security (whether privacy or integrity). It assumes that the
source code of the entire program is available, and that the entire program ex-
ecutes within one security administration domain. For large-scale distributed
systems with thousands of principals each with their own labelling of particular
pieces of information as private, such an analysis is not viable. IFC techniques
were modified by Myers and Liskov to work in a decentralised label manage-
ment framework to protect data for different users, each with their individual
policy [ML97]. These DIFC techniques, which work by each principal labelling
its information (without there being any single security authority) [ML98], have
been implemented at the operating system level in systems such as Asbestos
[EKVT05], HiStar [ZBWKMO06], Aeolus [CPST12], and Flume [KYB'07], the
last of which introduces the concept of an endpoint. DIFC techniques have also
been adapted for data bases [SL13].
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4.2 Security Model

Before we describe how DIFC techniques need to be further adapted for mHealth
applications, we briefly describe the security model. Characterising the adversary
is one way of understanding the operating environment in which the system
needs to be able to function. (The notion of an adversary is not merely one
that we encounter in security literature; it is perhaps a fundamental idea for
understanding the limitations of a computational system, whether in complexity
theory or in failure models, etc.)

The environment includes typical adversarial behaviour for any communica-
tion protocol (not merely a cryptographic one). Messages between components of
the system can get lost, duplicated, corrupted and an eavesdropper may attempt
to analyse (by decryption using available keys, or even brute force attempts to
learn the inputs from the output of a function) a message to learn its component
contents. The adversary can also fabricate messages using any keys, nonces, hash
functions and any other available data. We may consider a variety of adversar-
ial behaviours, from the Dolev-Yao model that assumes perfect encryption to
computationally-bounded and resource-bounded adversaries. We have not con-
sidered denial-of-service attacks though these are a real possibility in mHealth
systems. (At the very least, we should ensure that components of the system do
not flood others with unboundedly many messages.)

We require that the system function properly even if some components fail,
though perhaps at a reduced capacity and functionality. For example, a smart
phone should continue to be available for recording encounters even if the com-
munication link to the nearest hospital or the cloud fails temporarily. More
importantly, data that have been understood to have been committed to per-
manent storage should not be lost if a smart phone or micro controller board in
a health kit malfunctions. We believe that standard replication and transaction
management techniques in distributed data bases can handle the vast majority
of such faults. We do not assume that components within the trusted computing
base of the system will behave in Byzantine ways. However, the system should
be able to work in conjunction with a large number of devices and with software
outside the trusted computing base. (Ensuring that the trusted computing base
is free of bugs will however be no easy task.)

At the storage level, the adversary can attempt to read stored data with
whatever access control privileges and rights are at its disposal. It can also forge
information and store it in the repositories, in the hope of making principles
act as oracles to learn some critical information. Again, we do not consider
an adversary being able to fill up the repositories with “junk” thus preventing
genuine mHealth data from being saved on it.

At the computational level, we assume that the adversary may corrupt the
integrity of bona fidemedical data or metadata by tampering with them during
processing or by linking to malicious libraries at runtime or forging information;
it may also compromise confidentiality by gaining access to sensitive information
by requesting permission at installation time or by uploading the information to
a public server without informing the concerned user.
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At the policy level and deployment level, we assume that principals and
organisations involved have reasonable security policies, and that the hard-
ware and software components employed can correctly implement these policies.
Moreover, we assume that they will employ strong cryptographic techniques and
reliable access control mechanisms. The challenge is to support interoperation
of different organisations by ensuring information exchange amongst them while
respecting the privacy/integrity policies of one another.

The security mechanisms that we explore in our design cannot address threats
that arise due to the faulty working of sensors. To some extent, such problems
are dealt with in the validation layer of the “sensor stack”.

4.3 Tags, Labels, Authority

The DIFC framework of Myers and Liskov [ML97, ML98] allow principals to
express their privacy/integrity concerns about their data by tagging program
and data components. The tags indicate ownership of the components as well as
who may legally read the data according to a desired policy. Labels are sets of
tags. DIFC mechanisms track data as they flow through the system and restrict
the release of information. In systems such as IFDB [SL13], data objects are
immutably labelled, whereas processes reading the data get “tainted” by the
labels of the data read. Very roughly, information is permitted to flow from a
source s to a destination d if the label of s is contained in the label of d. Thus
information may be released to the public only by processes having the lowest
possible label. In Flume [KYB"07], which uses DIFC framework at the level of
standard OS abstractions, the focus is information declassification/endorsement
as data flow through interprocess communication endpoints.

Declassification allows particular tags to be removed from labels, and is useful
in releasing information to authorised principals or to declassify summary infor-
mation that may not reveal individual sensitive data. Since it removes constraints
on permitted information flow, declassification is permitted only for processes
having the requisite authority on the corresponding tags. Ownership of data
determines having the capability to declassify and to delegate this authority to
others (and to perhaps revoke this authority later).

DIFC frameworks presented in the literature rely on principals providing tags
appropriately for the various components. We believe that while this may be
possible in a small system, especially one involving security-aware users, it is
unrealistic for the general populace, particularly uneducated or uninformed in-
dividuals, to provide tags or to even comprehend the consequences of a security
policy. Since users cannot be expected to tag their data, we propose that data
be tagged automatically and systematically, by which we mean that tags are pro-
vided for different data fields of an encounter record by a layer within the “sensor
stack”. The granularity at which data are labelled in data bases may be at the
level of relations (tables), records (tuples) or fields. While in [SL13], an excellent
case is made for labelling data at the level of tuples, in mHealth systems we
suggest that labelling may have to be at the level of fields (or more precisely,
collections of fields), even though per-field labelling may involve a significant
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overhead. The reason for this is the following: it is not obvious who the owner
of an encounter record should be. The common belief that the patient should be
the owner of her data is not appropriate, since the encounter record may have
several fields, particularly metadata fields, of which she was totally unaware and
probably unconcerned. These metadata were collected as contextual evidence,
and may include the unique device number of a sensor, that may be of interest
to the hospital administrator or the device manufacturer, but have no relevance
for the patient. Were the patient the owner of these metadata, explicit declassifi-
cation would become necessary for queries related to this information. Moreover,
as discussed earlier, different portions of the encounter record may be distributed
across different data stores, each operating under a different privacy/integrity
policy. Therefore labelling at the granularity of records is not appropriate. Pre-
venting a blow-up in the size of tagging information is a crucial problem that we
are studying.

4.4 Non-invertible, Structure-Preserving Functions

It is a mistaken belief that anonymity and privacy can be achieved by eliding
identifying information from records. It is also often believed that by renaming
identifiers (obfuscation), one can achieve anonymity. There have been numerous
instances of data compromise due to such unjustified assumptions. It is therefore
necessary to transform the data by applying functions that are difficult to invert
(e.g., hash functions, one-way functions etc.). However, any query on the data,
such as range queries, need to be performed on the data “going below” the trans-
formations. Very roughly, if h is a transformation and @ an operation on data
Z1y..., 2T, we would like to compute ®(x1,...,z,). However, we are not given
Z1,...%, but instead are presented h(z1)...h(xy,). his said to be homomorphic
with respect to @ if h(®(z1,...,z,) = &' (h(x1),...,h(z,)) for some &'. In the
kind of operations we have examined, it may not be necessary to require that
the transformations be fully homomorphic. Finding weaker structure-preserving
properties and transformations that allow us to perform the desired operations
is a topic for future study.

The requirement of non-invertible functions also applies to the labels that
we generate systematically. The tags are usually opaque strings that should
not themselves reveal information. However, if they are being systematically
generated, they may be created based on the kind of data with which they are
associated (the field name) as well as other metadata that can be used to identify
an encounter. It is therefore necessary to use one-way functions or hash functions
that do not reveal much information about the inputs. The operation that one
performs on tags are checking subset inclusion, which may only require weak
structure preservation.

Finally, the mHealth system that we envisage involves data being shared be-
tween different administrative domains. Of course, this should be permitted when
the domains agree that they will respect each other’s security policies, without
necessarily having to take an union of the two sets of policies. This requires
checking tags that were generated in another domain, with the interpretation of
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the tags being understood only in that domain. We believe that the right ap-
proach to truly decentralised information flow control lies in being able to trans-
form tags generated in one namespace to those in another namespace through
a difficult-to-invert transformation, and to perform the information flow control
checks in the transformed domain.

5 Conclusion

In trying to address scalability and trustworthiness issues in developing an
mHealth system, we encountered the full variety of issues that distributed sys-
tems have to address:

— Communication protocols at different levels of the stack, especially within

the application layer;

Data base representation and efficient data retrieval issues;

— Consistency semantics in distributed data repositories;

Security issues beyond encryption and authentication;

— Making systems work with legacy applications and taking into account future
changes in software used.

The major system design issues involved are understanding the requirements,
picking a good model and set of associated techniques, optimising them with re-
spect to the constraints placed on the system, and finally understanding whether
these design choices allow the system to operate efficiently at scale.

Among various ideas in distributed computing, some concepts stand out as
pearls, using which dependable and reliable systems can be built: sequential con-
sistency, serialisability, linearisability, atomicity, idempotent operations; store-
and-forward communication, pipes for interprocess communication; public-key
encryption; failure detectors, and several others. Real-world problems help us
identify such key concepts from a gamut of proposals. Our still-early study of
mHealth systems suggests that to this list one may add: (i) Hyper-graph data
bases; (ii) graph-oriented distributed hash tables; (iii) CRDTSs; and (iv) Decen-
tralised Information Flow Control techniques.
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Abstract. Microbiome and metagenomic research continues to grow
as well as the size and complexity of the collected data. Additionally,
it is understood that the microbiome can have a complex relationship
with the environment or host it inhabits, such as in gastrointestinal dis-
ease. The goal of this study is to accurately predict a host’s trait us-
ing only metagenomic data, by training a statistical model on available
metagenome sequencing data. We compare a traditional Support Vector
Regression approach to a new non-parametric method developed here,
called PKEM, which uses dimensionality reduction combined with Ker-
nel Density Estimation. The results are visualized using methods from
Topological Data Analysis. Such representations assist in understand-
ing how the data organizes and can lead to new insights. We apply this
visualization-of-prediction technique to cat, dog and human microbiome
obtained from fecal samples. In the first two the host trait is irritable
bowel syndrome while in the last the host trait is Kwashiorkor, a form
of severe malnutrition.

1 Introduction

In recent years there has been an explosion of interest in microbiomes and
metagenomics, which has been coupled with a dramatic increase in data to
process and analyze. The microbiome is understood to be the community of
microorganisms that inhabit some environment, such as the human gut, the soil
surrounding plant roots, sewage treatment, etc. Metagenomics is the study of
the genetic material of the microbes inhabiting some microbiome. Some studies
focus on whole genomic sequencing of all organisms in the microbiome, providing
massive amounts of data to analyze. Often though, many studies focus primar-
ily on the diversity and specific abundance of each type of microorganism in
one or many samples. To this end, sequencing typically targets the 165 rRNA
gene which is present in most organisms. Equipped with 16S rRNA sequences,
researchers are able to estimate which microorganisms are present in the en-
vironmental sample and classify the them from coarser to finer categories by
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phylum, class, order, family, and genus, with a loss of accuracy as one moves
from coarser to finer classification.

It is understood that the microbiome plays a crucial role in the environment it
inhabits, and may have a complicated relationship with the host or organism of
interest. For example, the microbiome surrounding plant soil can have a dramatic
effect on drought resistance [1], and conversely plants can effect the microbiome
of the soil they inhabit [2] and changes in the health of a human host can
directly impact the microbiome in the gut [3,4]. However, many microbiome
collection efforts are focused on collecting samples from some environment and
do not consider information about the environment or host, such as host disease
status or other host phenotypes. As such, many studies and data sets contain
an abundance of microbiome samples from multiple hosts, with little or no data
on the host itself. Additionally, it is often difficult to understand and compare
multiple microbiomes with respect to host traits. Nevertheless, we are interested
in the relationship of a microbiome with respect to its associated host’s traits.

The goal of this study is two-fold. First, to quantify the host status (e.g.
disease status or some phenotype) by training a statistical model on available
host and metagenomic data. From this, one can then attempt to predict a host’s
trait using only metagenomic data. This study is focused on Operational Tax-
onomic Unit (OTU) information for each microbiome and binary host traits.
Second, provide a low-dimensional visualization of multiple host’s microbiomes
using tools from topological data analysis. The visualization is able to break
down multiple microbiomes with respect to the host traits as well as highlight
differences seen only at the microbiome level. The visualization is able to retain
important structures of the high-dimensional data with the goal of leading to
new insights and understanding of the otherwise opaque complicated data.

2 Methods

Quantifying Host Trait. All datasets that we studied contain multiple micro-
biome samples across multiple hosts. For each microbiome, OTU tables and the
host’s binary trait ({0,1}) were obtained. The first step involves the training of
a statistical model on available OTU and host trait data. Two approaches were
used for this step, widely used Support Vector Regression (SVR) — a paramet-
ric approach — and a new non-parametric algorithm called Prediction through
Kernel density Estimation of Metagenomic data, or PKEM for short. Both ap-
proaches are described below.

Support Vector Machines (SVMs) have been utilized in microbiome data anal-
ysis [5,6] due to their observed empirical performance on this type of data, as well
as due to several theoretical considerations as summarized in [5]: SVMs perform
well in data with limited sample size, are relatively insensitive to high dimen-
sionality of the data, prevent overfitting by using regularization techniques, and
can learn both simple and complex decision functions. Hence we also included
SVMs as a state of the art method in our comparison.

The topological data analysis visualization then uses the above predictions of
the host trait, as well as a distance measure between OTU tables. If available,
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the weighted UniFrac [7] distance was used. The output is a low-dimensional
representation of the microbiome data and is described below.

UniFrac distance is also used by existing microbial community analysis sys-
tems such as QIIME [8] that employs Random Forests for trait classification.
Here we focus on SVM as the benchmark method for classification, for the above
mentioned reasons.

Support Vector Regression. SVR [9,10,11,12,13] attempts to model the relation-
ship between the explanatory and response variables by finding a hyperplane
(high-dimensional generalization of a 3d-plane), where all the data points lay
either on the hyperplane or as close as possible to it. The real trick here is that
the data are first mapped to a different high-dimensional space using possibly a
non-linear kernel.

Following [14], given a training set (x;,v;), ¢ = 1,...l, where x; € R", the
goal of e-SV regression is to find a function f(x) that is at most ¢ deviation
from the explanatory variable y; over the response variable x;, while remaining
as flat as possible in the feature space. In our case, the response variables will be
OTU data, and the explanatory variable will be the host trait associated with
the microbiome. Training an SVR requires solving

min ;wTw+C (ZfﬂrZﬁf)

w,b,&
yi =W o(x;) —b < e+§ (1)

sublect o { wTo(x) +b—y; <e+€f

fivggk Z 0.

The data vectors x; are mapped to another space via the function ¢, and
SVR attempts to fit the data in this higher dimensional space. Thus, the choice
of ¢, referred to as the kernel, has a large impact. The de-facto SVR software
libsvm [15] provides four kernels:

Linear: uTv,

Polynomial: (yu'v 4 7)% ~ >0,
Radial: exp(—y|[u—v|?), v >0,
Sigmoid: tanh(yu'v + 7).

Conversely, Support Vector Machine (SVM) attempts to find a hyperplane
separating a set of data points and is used for binary classification. In this case
the inequalities in Equation 1 are reversed and thus data points are penalized
for being too close to the separating hyperplane via the £ and £* parameters
appearing the cost function. The CRAN 1071 [16] R [17] package was used for
all SVR and SVM computations.

PKEM. A second non-parametric prediction method was developed called
Prediction through Kernel density Estimation of Metagenomic data, or PKEM
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for short. It combines a dimensionality reduction step with multivariate kernel
density estimation. The dimensionality reduction step is often required since ker-
nel density estimation can lead to improper fitting of the data when sample sizes
are small relative to the dimension of the data. Classical principal component
analysis is used for the dimensionality reduction step.

Principal Component Analysis (PCA) [18,19] is a well-established method
which uses orthogonal transformations such that the first principal component
contains the largest variance, the second principal component contains the sec-
ond largest variance, and so on. PCA is often used on high-dimensional data to
transform and truncate the data to a lower dimensional space, while attempting
to preserve as much variance as contained in the original data. That is, PCA
reformulates the data according to the principal components, ranking from most
important to least important. By truncating the least important principal com-
ponents, one retains the most important parts of the original data while reducing
its dimension.

PCA can be accomplished using a singular value decomposition. Any real
m X n matrix M can be written M = UXV . Here, U is an m x m unitary
(UTU =UUT = I) matrix, ¥ is an mxn rectangular diagonal matrix containing
the singular values from largest (upper left) to smallest (lower right), and VT
is the transpose of an n x n unitary matrix. The PCA transformation is given
by UX, and the pth PCA truncation is given by U, X, where U, and X, are the
first p rows of U and X respectively.

Kernel density estimation (KDE) [20,21] is a non-parametric approach to
estimate the probability distribution of a random variable. That is, if one has
a sample of a random variable, kernel density estimation can be used to find
an approximation of the unknown distribution underlying the random variable.
Conceptually, kernel density estimation is similar to a histogram of the sample
data, but with a smoothing out operation.

In the univariate case, if (z1,...,2,) are sampled identically and indepen-
dently from a distribution with some unknown density function f, the goal of
kernel density estimation is to estimate f via some function fh. It does this by
giving a little bit of weight to each sample and is formulated as

fu(z) = nlh Z K(x — ;).

The function K (-) is the kernel and it is assumed to be symmetric and inte-
grates to 1. The parameter h is called the bandwidth and is chosen as small as
the data will allow. Typically a Gaussian kernel is used for K(-). One way to
visualize kernel density estimation is to imagine that for each data point on the
real line, a handful of dirt is dropped (which makes a nice Gaussian dirt hill).
Thus, if a group of data points are close on the real line, then a large mound
of dirt accumulates around the group of data points since one dropped many
handfuls of dirt around there. See Figure 1 for an example.

Multivariate kernel density [22] estimation is nearly identical to the above
univariate case, except the kernel is almost always a multivariate Gaussian and
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Fig. 1. Histogram of 140 data points (top left) sampled from some unknown distri-
bution. Kernel density estimation using 0.25 of normal bandwidth (top right). Kernel
density estimation using normal bandwidth (bottom).

the bandwidth parameter h is replaced by a bandwidth matrix H which is sym-
metric and positive definite. The bandwidth matrix H determines the shape of
the multivariate Gaussian kernel K (-).

oo

The PKEM algorithm can be summarized:

. Let X be a matrix where the rows are the OTU fractions and the columns

are the IV hosts being studied.
Let Y be the {0,1} host traits.
Let p be the user-input truncation dimension.

. Perform PCA on the subsets of columns of X with host trait Y equal to 0

(or 1). Use obtained PCA transformation on all data X, call transformed
data B.

. Train a multivariate kernel density estimation function F' using columns of

B with host trait Y equal to 0 (or 1).

. Output kernel density estimation function F' which takes as input any OTU

table data and outputs an estimate of its density estimation of the associated
host trait to be 0 (or 1).

The PKEM algorithm can be trained on either the OTU data taken from hosts

with traits valued 0 or valued 1, which may lead to different results depending on
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the data. The prcomp function in the stats base package of R [17] was used to
compute PCA and the np [23] R package was used to perform multivariate kernel
density estimation. Additionally, the function F' output by KDE is normalized
by the largest estimated value, yielding values in [0, 1].

2.1 Topological Data Analysis

Topology is the mathematical study of spaces and their qualities, such as prop-
erties of spaces that are preserved under continuous deformations. Topological
Data Analysis (TDA) is the application of the mathematically rigorous field
of algebraic topology towards understanding large and high-dimensional data.
Recently there has been a rapid growth in interest in TDA and its many appli-
cations [24,25,26,27,28].

One exciting application of TDA is forming reliable low-dimensional repre-
sentations of high-dimensional data, with the ambition that the low-dimensional
representation maintains important relationships and can be easier to interpret,
leading to new insights on the otherwise opaque high-dimensional data. One
recently introduced popular approach called mapper [29] has been successfully
applied in many additional studies [28,26]. The fundamental concept of mapper
is that the output is a combinatorial graph, as opposed to a set of data points
or some subspace. Additionally, TDA is more robust to noise, can handle large
data sets, and can handle any notion of distance. That is, one does not need to
use Euclidean distance of data and may choose a more appropriate measure of
distance. Lastly, mapper requires a filter function on the high-dimensional data,
which is some real-valued function. That is, the filter function f assigns some
real value for each high-dimensional data point.

The mapper approach works roughly as follows: The filter function is applied
to the input high-dimensional data X and the filter values are saved. Then the
range of filter values are divided up into k overlapping intervals. For each interval
of filter values, the subset of data from X corresponding to the current filter
interval is clustered. This clustering is performed for each filter interval. Once
all the clusters have been formed, a graph is drawn with a node for each cluster.
Since the filter intervals were overlapping, two clusters may share a data point
from X in common. Thus, if two nodes (clusters) share at least one data point
then an edge is drawn between the nodes. This completes the original mapper
algorithm, but additional visualization can be performed such as coloring each
node based on the average filter values as well as plotting any additional meta
data about the data points in each node. For an example of mapper see Figure 2.

It must be emphasized that the output of mapper is highly dependent on
the filter function chosen, the amount of overlap in the filter intervals, and the
distance used for clustering as well as the clustering method. However, the output
low-dimensional representation will often reflect the properties of the original
high-dimensional data.

For this study, the PKEM and SVR algorithms were used to compute filter val-
ues. If the host trait was disease (0 healthy, 1 disease), than each algorithm esti-
mates a host’s disease status from 0 to 1 depending on its associated microbiome
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Fig. 2. Example of mapper algorithm. First a filter function F' is applied to the data. In
this case, data are given a high value if they are to the left (red) and a low value if they
are to the right (green). Second, the range of filter values are formed into overlapping
intervals, creating corresponding collections of the original data. Third, each collection
of data is independently clustered. Lastly, an edge is drawn between two clusters if
they have at least one element of the data in common.

OTU data. The distance between OTU tables was either the weighted UniFrac
distance if available, or the Euclidean distance. Clustering was performed using
hierarchical clustering and the Ward method. Further, the number of clusters was
determined in an unsupervised way by choosing the number of clusters which max-
imized the mean silhouette score [30].

2.2 Data

Cat and Dog Data. All samples were from dogs and cats that lived in home
environments and were collected by veterinarians who evaluated the animals for
their GI disease. Healthy animals were owned by students and staff at Texas
A&M University. All samples were stored frozen at -80°C until processing of
samples for DNA extraction. A 100mg (wet weight) aliquot of feces was ex-
tracted by a bead-beating method using a commercial DNA extraction kit (ZR
Fecal DNA Kit™ Zymo Research Corporation) following the manufacturer’s
instructions. The bead beating step was performed on a homogenizer (FastPrep-
24, MP Biomedicals) for 60 s at a speed of 4 m/s. The collection and analysis
of fecal samples was approved by the institutional Clinical Research Review
Committee of the college of Veterinary Medicine, Texas A&M University.
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Cat Data. Fecal samples were obtained from healthy cats (n = 23) and cats with
diarrhea (n = 76). Diseased cats were further compared based on the duration
of their diarrhea: duration < 21 days (n = 32) vs. duration > 21 days (n = 44).
None of the animals received antibiotics within 3 months of sample collection.
Sequencing was performed targeting the V4 region of the 16S rRNA gene using
forward and reverse primers: 515F (5’-GTGCCAGCMGCCGCGGTAA-3’) and
806R (5'- GGACTACVSGGGTATCTAAT-3’) using the Ion Torrent platform
at a depth of 15,000 sequencing reads per sample. Operational taxonomic units
(OTUs) were assigned based on at least 97% sequence similarity using QIIME
v1.7. The sequences were deposited in SRA under accession number SRP047088.
A similar data collection and analysis process is described also elsewhere [31].

Dog Data. Fecal samples were collected from healthy dogs (n = 98), dogs with
chronic enteropathy (IBD, n = 79), and dogs with acute hemorrhagic diarrhea
(n = 15). All dogs with CE were evaluated by endoscopic examination and intesti-
nal inflammation was confirmed by histopathology. Dogs with acute diarrhea were
worked up for the GI disease and were all diagnosed with uncomplicated diarrhea
that resolved with routine symptomatic treatment within one week of presenta-
tion. None of the animals received antibiotics within 3 months of sample collection.
Sequencing was performed targeting the V4 region of the 16S rRNA gene using
forward and reverse primers: 515F (5-GTGCCAGCMGCCGCGGTAA-3’) and
806R (5- GGACTACVSGGGTATCTAAT-3’) using the Illumina platform at a
depth of 5,000 sequencing reads per sample. Operational taxonomic units (OTUs)
were assigned based on at least 97% sequence similarity using QIIME v1.7. A sim-
ilar data collection and analysis process is described also elsewhere [32].

Kwashiorkor Data. Publicly available data was taken from a study of gut mi-
crobiomes of Malawian twins suffering from Kwashiorkor, a form of sever acute
malnutrition [33] 1. In the study, 317 Malawian twin pairs were followed for three
years during which 43% became discordant (Kwashiorkor). In such discordant
cases, both twins were fed ready-to-use therapeutic food (RUTF). The authors
of the above study observed that the consumption of RUTF by discordant indi-
viduals eventually led to an improved health of the individuals’ microbiome, and
if RUTF was stopped prematurely the microbiomes regressed to their discordant
state. Additionally, when the authors transplanted discordant microbiomes into
gnotobiotic mice and provided a Malawian diet, the kwashiorkor microbiome
lead to drastic weight loss as well as changes in their metabolism.

Phylum, class, order, family, and genus level 16S OTU data was taken from
the original study for all individuals. Additional data was included here, specif-
ically weight-for-height z (WHZ) score, RUTF consumption, and age. Multiple
microbiome samples were available for each individual, each labeled with the
state healthy or kwashiorkor. All kwashiorkor samples were included in the anal-

! Data retrieved from Jeffrey Gordon website:
http://gordonlab.wustl.edu/SuppData.html
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ysis presented here, however, if an individual had multiple healthy microbiome
samples, only the sample with the highest WHZ score was included.

3 Results

3.1 Prediction Accuracy

The ability of SVR, SVM, and PKEM to accurately predict the host’s trait was
tested by tenfold cross validation. That is, OTU and host trait data were split
into ten evenly sized sets. Then SVR, SVM, and PKEM were trained on 90%
of the available data and each method was used to predict the remaining 10%
of the data. Both SVR and PKEM can be coerced to output a [0, 1] continuous
estimate of the host’s binary trait. Thus a threshold is used to determine if
the predicted host trait is 0 or 1. Figure 3 show the false positives vs. true
positives as the threshold for the {0, 1} classification varies. The parametric SVR
outperforms the non-parametric PKEM. However, PKEM does remain viable
as a classifier, as long as the threshold is low (approximately 0.2-0.3). Note,
the linear, polynomial, and sigmoid SVR kernels were also studied but did not
perform as well as the radial kernel.

Thresholds were set to 0.25 for PKEM and 0.50 for SVR and the F-score and
accuracy of SVR, SVM, and PKEM were computed, see Table 1. Accuracy is
reported in term of the F-score (F1) and the accuracy (ACC). Let TP=True Pos-
itives, TN=True Negatives, FP=False Positive, FN=False Negatives, P=Positive
instances, and N=Negative instances, then F'1:=2TP/(2T'P+ FP + FN) and
ACC :=(TP+TN)/(P+ N). Notice that the F1 score is primarily influenced
by the TP.

In the Dog data, PKEM (truncation dimension 6) is comparable to SVR
(linear) and SVM (linear) in terms of best accuracy 0.60. However, PKEM suffers
from fewer TP, and thus has a lower F1 score. SVM slightly outperforms SVR in
terms of F1, but not by a large margin, likely due to a poor choice of threshold
for SVR (0.50).

In the Cat data, SVR (radial) and SVM (radial) have highest accuracy (0.81),
while PKEM (truncation dimension 6) is slightly behind (0.78). Again, PKEM
under performs in the F1 score due to low TP, although it has better F1 score
than SVR (linear, polynomial) and SVM (polynomial, radial). In this case, SVM
seems to suffer from very low TP and thus low F1 scores.

In the Kwashiorkor data, SVM (radial, sigmoid) ties for highest accuracy
(0.64) and SVM (radial) has the highest F1 (0.76). The Kwashiorkor data set
presents the largest difference in F1 and accuracy between SVM versus SVR and
PKEM. It is good to note that, in this case, SVR and PKEM perform similarly.

Across all data, SVM attains the highest accuracy, or is at least as good as
SVR and PKEM. Although, SVM performs poorly in terms of F1 score on the
cat data. It is clear that all methods are able to use OTU microbiome data alone
in order to predict the host’s trait value. Additionally, the linear and radial kernel
often perform best. For this reason, the radial kernel was chosen for use in the
TDA visualization. PKEM performs well in terms of accuracy, although it does
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Fig. 3. Receiver of Operator Curves (ROC). The threshold to decide the {0,1} host
trait was varied and the false positive vs. true positive rates were recorded. An ideal
classifier would have ROC points in the upper left. The diagonal reflects a random

classifier.

fall behind in terms of F'1 score due to low TP. However, PKEM does not suffer

from a choice of a kernel, since it is non-parametric.

Although SVM has high accuracy, the fact that it gives a binary {0, 1} classi-
fication does not allow its use in the Topological Data Analysis described herein,
whereas SVR and PKEM both give an estimate of the host trait value in the

range of [0, 1].
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Table 1. Mean F-score (F1) and accuracy (ACC) of SVR, SVM, and PKEM on
Dogs, Cats, and Kwashiokor data under ten-fold cross validation. Let TP=True Pos-
itives, TN=True Negatives, FP=False Positive, FN=False Negatives, P=Positive and
N=Negative instances, then F1 := 2T'P/(2T'P + FP + FN) and ACC := (TP +
TN)/(P+ N). PKEM discrimination threshold set to 0.25. SVR threshold set to 0.50.

Dog Cat Kwashiorkor

F1 ACC F1ACC F1 ACC

Linear 0.68 0.60 0.41 0.58 0.49  0.51

SVR Polynomial  0.68 0.56 0.38 0.68 0.58  0.53
Radial 0.66 0.58 0.66 0.81 0.58  0.57
Sigmoid 0.66 0.59 0.57 0.76 0.60  0.57
Linear 0.69 0.60 0.58 0.83 0.73  0.65

VM Polynomial  0.69 0.54 0.07 0.76 0.74  0.62
Radial 0.69 0.54 0.33 0.810.76 0.64
Sigmoid 0.69 0.54 0.49 0.83 0.74 0.64

Trunc Dim 2 0.59 0.56 0.43 0.52 0.50 0.44
Trunc Dim 4 0.56 0.58 0.45 0.69 0.56  0.57
PKEM Trunc Dim 6 0.53 0.60 0.46 0.78 0.56  0.60
Trunc Dim 8 0.47 0.57 0.24 0.76 0.46 0.55
Trunc Dim 10 0.38 0.54 0.10 0.78 0.32  0.49

3.2 Topological Data Analysis on Metagenomic Data

Topological data analysis, specifically the mapper algorithm, was applied to the
Cat, Dog, and Kwashiorkor data. Recall that mapper requires as input a set of
filter values, the number of overlapping intervals to break the filter values into,
the percentage overlap of each interval, a pairwise distance between points, and
a clustering method. The SVR (radial) and PKEM algorithms were trained on
each data set, where each algorithm was trained on the entire data set and the
prediction was used as the filter values. The number of intervals was set to six
with an overlap of 90%.

For clustering, the hierarchical method was used with Ward criteria for joining
two clusters, which merges two clusters that minimize the resulting within-cluster
variance. Here an unsupervised approach was taken by cutting the hierarchical
clustering dendogram at 1.0, which in effect does hierarchical clustering using
the Ward criteria and merges clusters as long as the within-cluster variance does
not exceed 1.0. In the case of the Cat and Dog data the weighted UniFrac dis-
tance was used as input to the mapper algorithm in order to perform the cluster
analysis. Whereas in the Kwashiorkor data the Euclidean distance between OTU
samples was used as the distance measure.

Figure 4 shows the output of mapper applied to the Cat, Dog, and Kwashiorkor
data. Additionally recall that mapper connects two nodes (two clusters) if they
share an individual in common. In Figure 4 the number of overlapping individuals
is given on the edge in orange. Lastly, summaries of metadata for each dataset
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Fig. 4. Output of mapper applied to the Cat, Dog, and Kwashiorkor data. Left, the
PKEM algorithm is used to compute the filter values where on the right the SVR
algorithm with a radial kernel is used. Both used the weighted UniFrac distance.

and each cluster are also presented in Figure 4 and the details of each figure are
discussed below.

The TDA of the Cat data using PKEM is given in the upper left of Figure 4.
Inner curved bar plots give normalized mean Age, Appetite, Sex, Weight, and
Weight Loss. In the bottom a bifurcation of the healthy-like cats appears where
on the left the individuals appear to have higher weight and higher weight loss.
The healthy-like individuals on the right contain some mis-classified individuals
with IBD. The middle portion of clusters that are between healthy and disease
also shows a splitting of the data, where sex and appetite may play a role.
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The TDA of the Cat data using SVR (radial) is given in the upper right
of Figure 4, with the same meta-data as above. In this case there are few mis-
classifications in terms of IBD and acute. However, the most healthy-like individ-
uals do not seem to distinguish much in terms of the given meta data. However,
for the middle portion of the graph the disease-like to healthy-like data seems
to separate into two connected lines primarily by sex.

The TDA of the Dog data using PKEM is given in the second row and left of
Figure 4. Inner curved bar plots give normalized mean Age, Antibiotics, Weight,
and Gender. As in the Cat data using PKEM, there are some misclassification
of IBD and acute. On the bottom a bifurcation can be seen of the healthy-like
individuals noticeably by the application of Antibiotics or not and Age. In the
second row from the top of the clusters, there are three disease-like clusters
where it appears the cluster in the center distinguishes itself from the other two
by Weight.

The TDA of the Dog data using SVR (radial) is given in the second row and
right of Figure 4. In this case the healthy-like clusters are more abundant, but
with some more misclassification compared to the Cat data using SVR (radial).
For these healthy-like clusters, the distinguishing information seems to be the
Age and Gender of the individuals involved. Additionally, the center healthy-like
cluster has a high use of antibiotics. The second and third row of disease-like
clusters show a partitioning of the data distinctly by Gender, and the use of
Antibiotics or not.

The TDA of the Kwashiorkor data using PKEM is given in the last row and left
of Figure 4. Inner curved bar plots give normalized mean Age, Gender, and WHZ.
Again, there are some misclassification in the case of PKEM. Additionally in this
case, the most healthy-like individuals cluster together. The third row down of
clusters of in between healthy-like and disease-like appears to cluster first by
Age (right cluster) and then the remaining two clusters appear to distinguish
from one another by WHZ. In the case of the disease-like clusters they appear
to distinguish from one another by either Age, WHZ, or Gender indicating each
may be an important factor in the composition of the microbiome.

The TDA of the Kwashiorkor data using SVR (radial) is given in the last
row and right of Figure 4. In this case, the healthy-like individuals are quite
separated into multiple clusters where Gender and Age may play the biggest
role. In the middle section of clusters in between healthy-like and disease-like
there is a bifurcation of individuals primarily by Age and a Gender. In the case
of the most disease-like surprisingly Gender, and to a lesser degree WHZ, appears
to be a large factor in distinguishing microbiomes

4 Discussion

Research into microbiomes and metagenomics will only continue to grow, as well
as the size and complexity of the available data. Additionally, the connection
between host traits and the microbiome is only beginning to be elucidated and
needs further study. We demonstrated here that, in fact, statistical models can
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be trained on OTU metagenomic data and applied to accurately predict host
traits.

Gastrointestinal disease is most likely a combination of various environmental
factors and therefore it is not possible to define a clear cut host trait. Thus while
feces would have lower sensitivity for separation, intestinal biopsies may have a
much higher rate. This is also corroborated in Crohn’s disease [34] where the
authors observed a lower sensitivity when classifying disease status using fecal
samples (See Figure 4) as compared to using tissue samples.

Finally there is a need to visualize and understand the ever-growing complex
metagenomic data. Combining traditional prediction algorithms or novel non-
parametric prediction methods such as PKEM with powerful topological data
analysis can lead to improved insights into the data. For example, visualizing
the data along with annotations such as antibiotic usage, age, and weight can
assist in understanding the separation between healthy and afflicted individuals.
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Abstract. Understanding complex mammalian biology depends cru-
cially on our ability to define a precise map of all the transcripts
encoded in a genome, and to measure their relative abundances. A promis-
ing assay depends on RNASeq approaches, which builds on next genera-
tion sequencing pipelines capable of interrogating cDNAs extracted from
a cell. The underlying pipeline starts with base-calling, collect the se-
quence reads and interpret the raw-read in terms of transcripts that are
grouped with respect to different splice-variant isoforms of a messenger
RNA. We address a very basic problem involved in all of these pipelines,
namely accurate Bayesian base-calling, which could combine the analog
intensity data with suitable underlying priors on base-composition in the
transcripts. In the context of sequencing genomic DNA, a powerful ap-
proach for base-calling has been developed in the TotalReCaller pipeline.
For these purposes, it uses a suitable reference whole-genome sequence
in a compressed self-indexed format to derive its priors. However, To-
talReCaller faces many new challenges in the transcriptomic domain,
especially since we still lack a fully annotated library of all possible tran-
scripts, and hence a sufficiently good prior. There are many possible
solutions, similar to the ones developed for TotalReCaller, in applica-
tions addressing de novo sequencing and assembly, where partial contigs
or string-graphs could be used to boot-strap the Bayesian priors on base-
composition. A similar approach would be applicable here too, partial
assembly of transcripts can be used to characterize the splicing junctions
or organize them in incompatibility graphs and then provided as priors
for TotalReCaller. The key algorithmic techniques for this purpose have
been addressed in a forthcoming paper on Stringomics. Here, we address
a related but fundamental problem, by assuming that we only have a
reference genome, with certain intervals marked as candidate regions for
ORF (Open Reading Frames), but not necessarily complete annotations
regarding the 5’ or 3’ termini of a gene or its exon-intron structure. The
algorithms we describe find the most accurate base-calls of a cDNA with
the best possible segmentation, all mapped to the genome appropriately.

1 Introduction and Motivations

To obtain key insights into biological problems — especially, those with important
biomedical implications — one may need to observe how a population of cells of

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 150-161, 2015.
© Springer International Publishing Switzerland 2015
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heterogeneous types behave over time. By identifying and quantifying the full
set of transcripts in a small number of cells at different time-points and under
different conditions, and further aided by sophisticated systems-biology infer-
ence tools, the scientists have attempted to fill in the gaps in our understanding
of complex biological processes — for instance, those involved in disease pro-
gression. In a recent article, entitled: “Broad Applications of Single-cell Nucleic
Acid Analysis in Biomedical Research,” by Michael Wigler [Wigler, 2012] the
author discusses the hurdles posed by both the heterogeneity and temporality
in cancer as detected by single cell genomic assays that could be easily carried
over different stages of cancer progression. A complex picture has emerged from
these studies: Namely, that a tumor is a highly heterogeneous mixture of many
different cell-types ! and that each cell assumes different cell-states in response
to the micro-environment, signaling, metabolic needs with different strategies in
different cell-types. Thus an important problem faced by the cancer biotechnol-
ogists is that of collecting and interpreting massive amount of transcriptomic
data just from a single patient assuming that “in the near future assessing both
DNA and RNA content simultaneously from hundreds to thousands of single
cells will be quantitatively accurate, as complete as needed, and affordable.”

1.1 Challenges of RNA-Seq

In attempting to achieve these goals, one still faces enormous computational and
statistical challenges:

Sequence-Based Transcriptomic Data is Complex. (a) Genes can be
expressed with wildly varying copy numbers that change rapidly, (b)
the same gene can have multiple splice variants whose structures re-
main unannotated and are expressed in unknown and varying propor-
tions, and (c¢) many genes belong to gene-families sharing high-degree of
homology. See [Gingeras, 2009], [Batut et al., 2013], [Tilgner et al., 2012],
[Dunham et al., 2012], [Djebali et al., 2012].

Short Read Sequencing Technologies Have Limitations. Base-calling er-
rors tend to be rather high for next generation sequencing platforms (more
than 1% error in the initial 100bp read, with the error rate rising further with
the read-length), which further confounds the analysis of already complex
transcriptomic data.

Single-Cell RNA-Seq Presents Additional Hurdles. Firstly, the data
quality is lowered by the need for enzymatic pre-amplification. This pro-
cess significantly truncates the 5’ region of the transcript, resulting in an
unavoidable loss of sequence information. Secondly, due to the small amount
mRNA present in a single cell at any one time, the number of obtainable
reads per cell is much smaller than that obtainable from bulk samples (typ-
ically < 40 million vs. 150 million+), making rare transcripts harder to
detect. See [Bartfai et al., 2012], [Tariq et al., 2011], [Levsky et al., 2002].

! Certain cell-types such as Cancer Stem Cells, Circulating Tumor Cell, Tumor Ini-
tiating Cells, appear to be rare, though they assume disproportionately dominant
roles in the fate of the tumor.
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Existing sequence analysis technologies fail to adequately address
these problems [Dobin et al., 2013], [Grant et al., 2011], [Wu and Nacu, 2010],
[Wang et al., 2010], [Trapnell et al., 2009], significantly limiting the effectiveness
of single cell RNA-Seq. A superior base-calling approach, such as the one pro-
posed here, could alleviate the situation considerably, for example, by correctly
re-calling ‘poor quality’ bases will effectively ‘salvage’ extra reads that would
have been discarded due to low quality. This approach significantly increases the
number of reads per run in cases where the sample is of limited quantity (single
cells) or is degraded (preserved tissue).

1.2 TotalRecaller: Base-Calling Innovation

TotalReCaller (TRC, [Menges et al., 2011]) is a rapid base-calling and resequenc-
ing platform for NGS (next-generation sequencing), originally created to be versa-
tilein handling various genomics applications. Currently, alternative re-sequencing
approaches use multiple modules in a serial pipeline (i.e., without feedback) to in-
terpret raw sequencing data from next-generation sequencing platforms, while re-
maining oblivious to the genomic information until the final alignment step
[Dobin et al., 2013], [Grant et al., 2011], [Wu and Nacu, 2010], [Wang et al., 2010],
[Trapnell et al., 2009], [Menges et al., 2011], [Bona et al., 2008]. Such approaches
fail to exploit the full information from both raw sequencing data and the refer-
ence genome that can yield better quality sequence reads, SNP-calls, variant detec-
tion, as well as an alignment at the best possible location in the reference genome.
TRC addressed this unmet need for novel reference-guided bioinformatics algo-
rithms for interpreting raw analog signals representing sequences of the bases (A, C,
G, T), while simultaneously aligning possible sequence reads to a source reference
genome.

The resulting base-calling algorithm, TotalReCaller (TRC), achieves demon-
strably improved performance in all genomic domains, wherever it has been
tested. A linear error model for the raw intensity data, coupled with Burrows-
Wheeler transform (BWT) and FM-index based alignment create a Bayesian
score function, which is then globally optimized over all possible genomic lo-
cations using an efficient branch-and-bound approach. The algorithm has been
implemented in soft- and hardware [field-programmable gate array (FPGA)| to
achieve real-time performance. Empirical results on real high-throughput Illu-
mina data were used to evaluate TotalReCaller’s performance relative to its
peers Bustard, BayesCall, Ibis and Rolexa based on several criteria, particu-
larly those important in clinical and scientific applications [Menges et al., 2011].
Namely, it has been evaluated for (i) its base-calling speed and throughput, (i7)
its read accuracy, (i) its specificity and sensitivity in variant calling and (iv) its
effect on FRC (Feature-Response Curve) analysis, as used in genome assembly
(see [Mishra, 2012]).

If our genomic and transcriptomic knowledge was complete and correct (i.e., we
have high quality references genomes along with its complete annotations) then the
existing TotalReCaller can derive and use a Bayesian prior efficiently to achieve
similar order of high accuracy also in RNASeq applications as in its genomic ver-
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sion [Menges et al., 2011]. However, more than 50% of the RNA sequences are
estimated to be unannotated [Tilgner et al., 2012], [Djebali et al., 2012], and com-
plicating the matter, not only are many genes expressed in multiple splice-variant
isoforms (whose structures are unknown), but also in cancer, pseudo-genes are often
transcribed. These structural variations need to be learned and encoded in the prior
used by RNASeqTRC (while allowing for self-index to carry out rapid searches).
Two important modifications — one in alignment and the other in data-structures
- play a key role in achieving this goal and are described in this paper: namely, (a)
branch-and-bound for “gappy” alignment (to reference genome) and (b) a com-
pressed “stringomics” data structure that generalizes BWT to a family of strings
(e.g., isoforms). The specific innovative attributes of RNASeqTRC that make it
ideal for single cell transcriptomic profiling are summarized:

High Accuracy. RNASeqTRC’s empirical Bayesian approach can yield high
specificity and sensitivity.

Robustness Against Incomplete Information. Encoding the priors by
“gappy” references and Stringomics data-structures allows RNASeqTRC to
deal with the uncertainty of unannotated genes with no significant loss of
performance (compressibility and fast queries).

High Speed. RNASeqTRC’s simplicity of structure makes it amenable to hard-
ware acceleration.

2 Approach

The proposed approach to transcriptomic assays follows the standard protocols,
which have been categorized into the following classes: (1) Align-then-assemble,
(2) Assemble-then-align and (3) Hybrid Approach [Martin and Wang, 2011].
Since TRC performs simultaneous base-calling and alignment, even when it is
used in the de movo fashion, it possesses a significant amount of information
about the alignments, although this information may vary from transcript-to-
transcript. These variations may depend on whether the transcript has been
annotated or not, and for unannotated transcript, whether it can be inferred
from the reference by a ‘gappy’ alignment. In order to describe the full algo-
rithm precisely and clearly, we have organized the rest of the section, in terms
of various building blocks.

2.1 Base-Calling without a Reference

The simplest base calling process at the core of TRC involves certain stan-
dard pre-processing steps and may vary from technology to technology: for Illu-
mina’s HiSeq technology, we developed linear models addressing crosstalk, fading
and cycle synchronous lagging [Menges et al., 2011]. Tt mainly uses a dynamic
transition matrix in order to filter the raw intensity channels. The model is
derived from modeling crosstalk and fading and then extended to include lagging.
Since the models are described in great details elsewhere [Menges et al., 2011],
we omit them here.
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For simplicity, it is assumed that in each cycle, the sequencing proceeds with
one new base at a time (e.g., no lagging in a cycle asynchronous manner). In
other words, after the first cycle, there are four possible sequences of length one;
after two cycles there are 16 possible sequences each of length two; and after
k-cycles there are 4F possible sequences each of length &k and so on, which can be
represented in a quaternary tree of depth k. Among these exponentially many
possibilities, a small subset (ideally one unique string represented by a path in
the tree) is desired to be identified as the ones very likely to be the correct (or
closest-to-the-correct) base-sequence of the DNA. For this purpose, TRC solves
a combinatorial optimization problem using Branch and Bound (B&B), which
statistically estimates the correctness of a solution by an associated score.

The B&B algorithm [Lawler and Wood, 1966], [Land and Doig, 1960] is an
iterative algorithm based on three consecutive steps. Each cycle performs an
iterative process consisting of:

Branching: Explore the solution space by adding new leafs to the tree.

Bounding: Evaluate the solution space by weighing the leafs of the tree with
respect to a suitably chosen score function.

Pruning: Constrain the solution space by pruning all but the best b < const,
b > 1 solutions: b is the beam-width of the underlying beam-search algo-
rithm. When b = 1, note that this is just a greedy algorithm. Subpaths of
the resulting tree can be augmented with the computed score function, as
well as a p-value either using a known null-model for the score function or by
empirical Bayes method, where null model itself is estimated from the data

(e.g., ordering over the score functions of the best b solutions computed so
far).

Note that an MLE (maximum likelihood estimator) score functions can be com-
puted from the precomputed linear models quite easily using calibrating data
(or all the solutions computed so far), without modeling exact chemistry or op-
timally estimating the parameters of the underlying technology. We recommend
a data-driven score-function for this purposes, as it makes the resulting TRC
algorithm technology-agnostic.

Following the pre-processing step, we may assume that we have a model for
following conditional probabilities for the observations: namely, Py(Xp|B) =
conditioned to the underlying base being B € {A, T, C, G}, it is the probability
of estimating the normalized intensity on B’s channel to assume a value Xpg in
the k' cycle; P, (Xp|-~B) = conditioned to the underlying base being =B =
{A,T,C,G} \ B, it is the probability of estimating the normalized intensity on
B’s channel to assume a value Xp in the k*" cycle. They may be approximated
as Gaussian distributions with the parameters ugp, op, p-p and o_p:

Xg|B ~N(up,08),  Xp|-B~N(t-p,0-p).

Thus,
(XB — MB)2>

1
Pk(XB|B) = \/27TCTB eXp < 20_2
B
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Similarly,
1 Xp — p-p)?
Py(Xp|~B) = exp (( 5~ H-p) >
V270 205
Combining the previous results and computing the log likelihood, we get a
score function as shown below:

[ P(XB|B)
fscore(XB’ k) =1In (P:(XBIT_‘B)>

| (O'B) 1(XB_,UﬁB XB—MB) (XB_MﬁB XB—MB)
=In + + - .
0-B 2 0-B op 0-B opB

2.2 Base-Calling with Gappy Alignment to a Reference Genome

While the approach described earlier, with well-chosen score function extracts as
much information as possible to call each base accurately and provides b-optimal
solutions (b = beam-width parameter), ordered according to their scores (or
their p values or quality scores), it can be further improved in the presence of a
Bayesian prior that also provides the marginal probabilities Py (B) and Py (—B).
In the absence of any prior information about the underlying biological system,
the most non-informative prior can be chosen to make all P, (B)’s equiprobable
for all B € {A, T, C,G}, taking the value 1/4 (in which case Py (—B) = 3/4); the
values can be modified suitably when the CG-bias for the reference genome(s)
is known, or when the di-neucleotide, tri-neucleotide biases for the reference
genome are known (from the reference genome), or when the distribution of k-
mers over the genome are known. A better solution may be derived from Markov-
model of the reference genome (e.g., derived from an estimated HMM), which can
be inferred from an assembled reference (genotypic/haplotypic) genome(s), an
assembled genome with a single reference along with all the population poly-
morphisms (e.g., SNP’s, indels, breakpoints, structural variants), or a semi-
assembled reference genome with a set of un-phased contigs, or even from just
a collection of sequence reads (possibly error-corrected, and organized in a de-
Bruijn graph). A more direct solution can be devised by avoiding pre-processing
altogether and simply following a “lazy-evaluation” scheme where Py (B) (and
P, (—B)) are estimated in real-time by aligning the (k—1)-prefix of the sequence,
analyzed and ‘called’ so far, to all the locations in the reference genome using ef-
ficient compressed and searchable data structures (e.g., BWT, Burrows-Wheeler
Transform and FMI, Ferragina-Manzini Index and its variants, see the survey by
Navarro and Makinen [Navarro and Mékinen, 2007]). Thus the composite score
function is:

*

fscore(XB; k) + walign(')fscore(B; ka SPk, €EPky SPk—1, epkfl)
with

Py(B) )
Py(-B)

= In(epr — spr + 1) — In(epr—1 — SPr—1 — €pr + 5Pk),

focore(Bs k, 8Pk, €Dk, SPk—1,€pr—1) = In (
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where the FMI’s sp; and epy define the interval in the FMI-dimension corre-
sponding to all the aligned matches in the reference for B in the k'" cycle, which
translates in a very straightforward manner to the number of occurrences of
the sequences in the reference up to cycle (k — 1), which can be calculated by
epr — spx + 1. Since the equivalent value after (k — 1) cycle is epg—1 — spr—1+1,
the corresponding number for “non-matches” to B (or matches to —B) is the
difference (epr—1 — Spr—1 — epr + spi). The estimator can be suitably modified
to a “shrinkage estimator,” for instance, one using pseudo-counts, which also
avoids various degenerate situations.

It is also straightforward to further generalize the TRC base-callers to more
general class of alignments that include “indels,” by simply expanding the 4-
character alphabet from {A, T, C, G} to a 6-character alphabet {A, T, C, G, ¢, 6},
where ¢ represents an insertion and ¢ a deletion. Of course, the score function
appropriate for a runs of insertion and deletion is more complex, and also requires
some amount of “look-ahead” before employing the “pruning” step in the branch-
and-bound algorithm. A very nalve way to account for the effect of a ‘gap’ is to
introduce another operation -, which indicates that the score function needs to
account for a gap in the alignment by restarting a new subtree rooted at a node
labeled . The simplest implementation we describe here lets a new alignment
to restart (anywhere in the genome: the FMI’s being recalculated ab initio). In
order to avoid trivial gaps, there should be an appropriate gap penalty, and the
putative ‘gaps’ will need to be checked (using the FMI’s for substrings between
the gaps) in post-processing step. The performance of the ‘gappy’ alignments
can be improved significantly, by making sure that the alignment process is
sufficiently localized: For instance, in the case of RNASeq applications, it makes
sense to limit the alignments only to ORF’s or to run several alignment processes
in parallel, with each process using a set of ‘pools’ of ORF’s, where all the ORF’s
in the same pool are sufficiently uncorrelated from each other.

However, once such a base-caller is used with priors resulting in ‘gappy’ align-
ment, the resulting base-calls are expected to be superior to what can be inferred
by the traditional base-callers that have been developed for RNASeq applica-
tions. But more importantly, from the base call and the ‘gappy’ alignment (the
correct one being inferred from the FMI values), one could also infer the lo-
cations of exons and splice sites, providing an annotation for the intron-exon
structure as well as the splicing isoforms that the data represent.

2.3 Base-Calling with Alignment to an Annotated Reference
Genome: “Stringomics”

In addition, for RNASeq applications, TRC can also take advantage of the anno-
tated portions of the reference genome, by using a novel data-structure, recently
developed by Ferragina and Mishra [Ferragina and Mishra, 2013]. In this struc-
ture, the exon-intron structures and the multiple splicing-isoforms are encoded
efficiently such that the scheme described earlier (for the whole genome) can
be extended and generalized easily without sacrificing space and time efficiency.
Thus, this “stringomics” data-structure supports, as would be expected, the
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complex topology encoded by the splice junctions connecting groups of exons
and is represented as a directed-acyclic graph DAG. Its main function is to align
the sequence seen so far as a path in the graph and provides the needed informa-
tion about the next anticipated base efficiently (e.g., in terms of indices similar to
FMI). We sketch the basic ingredients of the “stringomics” data structure below,
and encourage the reader to consult the full paper [Ferragina and Mishra, 2013].

We define a “stringome” to be a family of strings that can be obtained by con-
catenation of a small number of shorter elemental strings — “stringlets,” which
may (or may not) additionally share many common structures, patterns and sim-
ilarities or homologies. Study of such combinatorial objects have been referred to
as “stringomics,” as in [Ferragina and Mishra, 2013]. The stringomics approach
aims to solve various algorithmic problems related to a special case of pattern
matching on hypertext. It is built on an underlying graph, which is directed and
acyclic (DAG, Directed Acyclic Graph); furthermore, the nodes are assumed to
be partitioned into groups, whose strings may have certain additional structures
that allow them to be highly compressed.

To be precise, our problem consists of k groups of variable-length strings
K1, Ka, ..., Kg, providing the building blocks for the “stringomes.” The strings
are n in number, have a total length of N characters, and are further linked
in a pair-wise fashion by m links, defined below more precisely. Each group K;
consists of n; strings {s;1, Si2, . - -, Sin, I, Possibly similar to each other. In many
situations of practical interest to us, it could be assumed that |s;j| < Smax
and n; is bounded from above by a small constant. The indicator function,
1y ¢+ is 1, if there is a link (edge) between the pair of strings (s',s”) and 0,
otherwise. It is, then, n = Zle n;, N = Zle Z?;l |sij], and m = (n1 +

ng) + Z;:ll Y oseK,; 2usek,,, Ls' s Several complexity bounds can be derived

in terms of the parameters N and m, resorting subsequently to the k-th order
empirical entropy Hj(K) of the string set K = U;K; when dealing with com-
pressed data structures [Navarro and Mé&kinen, 2007].

These groups of strings are interconnected to form a multi-partite DAG G =
(V, E) defined as follows. The set V' consists of n 4+ 2 nodes, one node per string
s;; plus two special nodes, designated sy and s,,11, which constitute the “source”
and the “sink” of the multi-partite DAG and contain empty strings (in order to
avoid generating spurious hits). The set E consists of m edges which link strings
of adjacent groups, namely we can have edges of the form (s;;/, s(;11);~), where
1<j <n;and 1 < j” < nyyq. In addition, the source sy is connected to all
strings of group K; and the sink s,,4; is linked from all strings in K.
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The main algorithmic question, to be addressed, is the following: Build an
index over G in order to efficiently support two basic pattern queries:

Counting: Given a pattern P[1, p], we wish to count the number occ of pattern
occurrences in G.

Reporting: Same as the previous query, but here we wish to report the positions
of these occ occurrences.?

Various versions of the “Stringomics,” can be created using basic building
blocks for: Dk (to keep track of the indexing), Tk (to organize the underlying
strings and stringlets) and Pk (to perform 2d-range queries in an index-space).

Theorem 1. Listed below arethree possible implementations of the “Stringomics”
ensemble of data structures, which address three different contexts of use. 3

I/O-efficiency: The following implementation built upon, the String B-trees
for Dk and for Tk, the external-memory Range-Tree for Pk, uses O(N/B +
(m/B)(logm/logloggm)) disk pages, which we can safely assume to be
O(N/B), hence O(N log N) bits of space.

Compressed Space: The following implementation built upon, the FM-index
for Dk, two Patricia tries for Tk, the Range-Tree for Px, uses NHy(K) +
o(N) +mlog?m bits of space.

I/O + compression: The following implementation built upon, the Geometric
BWT for Dk, the String B-tree for Tk, a blocked compression scheme for the
strings in K, an external-memory Range-Tree for Pk, uses O(N + mlogm)
bits of space. O

We remark that, for various RNASeq applications of immediate interest, any
suffix-array like data structure is likely to satisfy our algorithmic needs; nonethe-
less, we prefer a somewhat more complex implementation based on FM-index as
we foresee rapidly growing needs for the technology to scale.

2.4 Putting it all Together

Base Calling. The RNAseqTRC algorithm works in real-time in the standard
manner, but without the fore-knowledge of whether the underlying cDNA (being
read currently) corresponds to an annotated gene (in which case the prior is
already encoded in the “Stringomics” data structure) or to an unannotated gene,
pseudo-gene or a contaminant (in case the prior is available from a possibly
‘gappy’ alignment to the reference genome). Thus TRC runs, in parallel, two (or
multiple) branch-and-bound algorithms to call bases with the two sets of priors

2 It is clear that the identification of a pattern occurrence may involve in our DAG
setting three integers: one to identify the source string, (optional) one to identify
the destination string, and one to specify the offset of the pattern occurrence in the
source string.

3 We note parenthetically that these are not necessarily the best possible combinations
but only offer a good trade-off between simplicity and efficiency.
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and compares the resulting score values at the end to decide whether the cDNA
examined corresponds to an annotated or unannotated gene.

Additionally, as TRC collects a new dictionary of unannotated genes, it can
compile a dictionary of isoforms of genes and pseudo-genes, along with their
structural descriptions in terms of exons, introns, and splicing junctions. Period-
ically, in a “garbage-collection-like” step, this dictionary will be examined serially
to filter out contaminants (chimeras and sterile transcripts, pseudo-genes, etc.),
leaving only the newly discovered genes, rank-ordered by their score functions
(or p-values). The validated newly discovered genes are then inserted into the
existing “Stringomics” data-structure, which will involve modifying the three
data-structures: Dk (to keep track of the indexing), Tk (to organize the under-
lying strings and stringlets) and Pk (to perform 2d-range queries in an index-
space). The frequency of this “garbage-collection,” step can be determined as
the one that optimizes the computational complexity of “dynamization.”

Note that, at this point, the role of TRC can be easily abstracted away (and
hence hidden) from the rest of the RNASeq pipeline, as it can treat TRC as just
a base-calling module — except that it has the ability to produce better-quality
base-calls, and that it can be tuned suitably to take the best advantage of the
trade-off between false-positive and negative errors.

Transcriptome Profiling. If our focus was only on the set of transcripts as-
sociated with the annotated genes, as would be the case, in many clinical tran-
scriptomic applications, then the simplest strategy would be to keep track of
the splice-junctions (i.e., the edges in the Stringomics graph) corresponding to
the reads seen from the entire set of reads. The paths in the Stringomics data-
structure induced by the edges, labeled by the tracking of splice-junctions, corre-
spond to the splice-variants isoforms, and a rough estimate of such paths can be
inferred by a max-flow algorithm running on the graph. However, a much better
estimate for the expressed transcripts and their copy number can be obtained
from a Bayesian algorithm that, in its prior, models the distributions of the data
that correspond to a particular hypothesized transcriptomic profiling.

Transcriptome Assembly. In certain applications, in addition to transcription
profiling, it would be necessary to discover mutational changes to transcripts,
transcript-editing, new transcripts, new splice-variant isoforms of known/
annotated transcripts, or even sterile transcripts (e.g., resulting from pseudo-
genes). For such applications, the reads would need to be accurately assembled,
which is complicated by the read-lengths, quality of base-calling, and various
subtle statistical issues, related to variable coverage, estimation of optimal pa-
rameters, strand-specificity, etc. The advantage provided by RNASeqTRC are
manifold: (1) base-calling accuracy, (2) longer reads, (3) information from align-
ments to stringomics and reference (that are stored by FM-indices or Dk /Pk
structure in Stringomics). These information provide important ingredients to
check local correctness of the string-overlaps, and can be summarized by a global
score function. Overlap-Layout-Consensus-based global-optimizing algorithm,
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such as SUTTA [Narzisi and Mishra, 2011], can be used with these informa-
tion to assemble the reads and count the coverage in each transcript-assembly
to create a transcriptional profile for all transcripts (sterile or otherwise), and
to discover those assemblies that fail to match any of the known annotated
transcripts (or fail to align to the reference by a ‘gappy’ alignment).

As discussed earlier, the strategies for whole genome transcript-analysis are
usually categorized in terms of three related approaches: (1) Align-then-assemble,
(2) Assemble-then-align, and (3) Hybrid [Martin and Wang, 2011]. In terms of
these categories, the approach described here would be considered a hybrid
approach as the underlying base-caller, TRC, automatically aligns to all the
known information, such as references, annotations and variations (provided in
its prior), and uses these information in base-calling, assembly, validation and
discovery.

3 Conclusions

This paper initiates the study of transcriptional analysis using very accurate and
efficient algorithms, that can be eventually implemented in hardware to run in
real-time. Our algorithm efficiently uses Bayesian priors to improve accuracy,
and since it obtains these priors from the reference genome and its annotations,
it would be appropriate to classify it to be a “reference-guided strategy.” As
always, the success of reference-guided assemblers depends on the quality of the
reference genome being used, but since TRC can optimize the waiign parameter in
its score function, TRC trades off errors (false positives and negatives) in the best
possible manner. TRC will not thus be affected very strongly by the “hundreds
to thousands of mis-assemblies and large genomic deletions, which may lead to
misassembled or partially assembled transcriptomes,” existing in many extant
reference assemblies. Another issue, not directly addressed in this paper, arises
from certain trans-spliced genes, in which two pre-mRNAs are spliced together
into a single mature mRNA, and requires TRC’s stringomics data structure to
be complicated further. In the simplest description provided here, such trans-
spliced genes (or those with RNA-editing) will show up as uninterpretable new
transcripts. Their status: as new discoveries, as chimeras or as contaminants,
will have to be determined in a post-processing step.
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Abstract. The reverse k-nearest neighbors of a query data point g character-
izes the influence set of g, and comprises of data points which consider ¢ among
their k-nearest neighbours. This query has gained considerable attention due to
its importance in various applications involving decision support systems, profile-
based marketing, location based services, etc. Although this query is reasonably
well-studied for scenarios where data points belong to Euclidean spaces, there
has not been much work done for non-Euclidean data points, and specifically, for
large data sets with arbitrary distance measures. In this work, a framework has
been proposed for performing RkKNN query over data sets that can be represented
as directed graphs. We present a graph pruning technique to compute the RkNN
of a query point which significantly reduces the search space. We report results
of extensive experiments over some real-world data sets from a social network,
a product co-purchasing network of Amazon, the web graph, and study the per-
formance of our proposed heuristic in various settings on these data sets. These
experiments demonstrate the effectiveness of our proposed technique.

1 Introduction

A common problem that arises in many marketing and decision support systems is to
determine the “influence” of a data point on other data points of a database. Korn, Flip
and Muthukrishnan introduced the concept of reverse nearest neighbor[4] in 2000 to
compute the set of influenced points for datasets with a notion of “closeness” between
the points. The underlying idea is that a nearby point have a larger influence than a
point farther away, which immediately leads to the concept of reverse nearest neighbor
(RNN), and its generalisation reverse k-nearest neighbor (RkKNN).

The most common application of reverse nearest neighbor query for computation of
influential sets can be illustrated by a facility location scenario. Suppose a company is
exploring the option of opening a new restaurant in a location and wants to find likely
customers — people who would be “more likely” to use this restaurant compared to
another one; in our terminology, we say these people are influenced by the location and
profile of this restaurant.

The important issue, therefore is to efficiently compute the data points influenced by
a query point. Technically, the reverse nearest neighbor (RNN) of a query point consists
of all those data points for which the query point is their nearest neighbor (NN). Reverse
k-nearest neighbor (RkNN) is a generalisation of RNN, where kNN is used in the place
of NN in the earlier definition.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 162-173, 2015.
(© Springer International Publishing Switzerland 2015
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Efficient algorithms for computing RKNN have been designed for various types of
data [2,3] and several variants of nearest neighborhood query. Majority of these works
have focused on data with a well-defined concept of distance or similarity, such as
Euclidean distances, similarity measures for word vectors, and other distances that are
metric in nature. However, the problem becomes fundamentally different for data points
with arbitrary distances between the points such as people, products, movies, etc. Data
with an arbitrary notion of distance is well represented by a weighted graph. The focus
of this paper are data which can be represented as such graph, and furthermore, as
weighted directed graphs. The nodes in the graph are the data points, and the weighted
and directed edges represent the distance and relation, respectively, between related
points.

Given such a graph, it is often meaningful to consider the shortest-path distance as
the distance between two points. There are a few major hurdles in computing RKNN of a
query point in such a graph. First similar to the general problem, the concept of nearest
neighborhood is not symmetric, so we cannot simply run one single-source shortest
path query from the query point.

Fig. 1. Nearest Neighborhood using Shortest-path Distance

For example, in Fig. 1, P; is the nearest neighbor of query point g but P is the NN of
P, and not of q. This also implies that the points in RNN need not be in the immediate
vicinity of the query point, and a large segment of the graph may have to be traversed.
This presents a major challenge for large graphs because we cannot benefit from locality
conditions. A solution based on running a Dijkstra’s algorithm from every point (to
compute the kNN of each point) would be correct, but computationally very expensive.
Secondly, we are interested in a non-index based solution; index/pre-processing based
techniques are often not much efficient or directly possible for situations where k is not
fixed and due to relationship constraints present in graphs.

An interesting application of RKNN query in directed graphs can be seen in social
networks; here, RkKNN can be used to determine the influence set of any person. The
weights on the directed edges of such network can represent the influence of one person
on another, say, regarding forwarding of messages, and the RkNN query for a person
would then give a set of individuals who would play an important role in diffusing any
information initiated or forwarded by the query person.
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In an earlier work, a graph-pruning based algorithm was designed by Papadias et
al.[11] for undirected graphs. However their technique does not work for directed graphs.
The main contribution in this paper is an approach for computing reverse nearest neigh-
borhood for directed graphs. We give two algorithms, Directed Eager (D M) and an op-
timized version for large graphs, Directed Eager Materialization (D EM) for processing
(monochromatic) RkNN for arbitrary k. Another important contribution is extensive ex-
perimentation on large directed networks coming from real datasets including that of a
social network, a product co-purchasing network from Amazon and a web network of
Berkeley-Stanford university.

The rest of the paper is organized as follows: Section 2 presents the necessary back-
ground and related work. Section 3 discusses our algorithm. Section 4 reports our exper-
imental results on some real world data sets including performance comparisons with
respect to various parameters. Section 5 concludes the paper suggesting some directions
for future work.

2 Background and Related Work

2.1 Reverse Nearest Neighbor Query

We will now formally define the relevant terms.
Given a dataset P, the monochromatic RkKNN of a query point ¢ not in P is defined
as:

RKNN (q) = {peP | dist(p, q) < dist(p, p.(p)), where p,.P is the k' NN of p}

Similarly, given two datasets P and () and a query point q€(Q, the bi-chromatic
RKNN of a query point q returns all those data points p € P which are nearer to ¢ than
any other points of Q.

bRKNN (q) = {peP | dist(p, q) < dist(p, qx(p)), where q; €@ is the k' NN of p}

In this paper, we are interested in only monochromatic RkKNN.

Furthermore, like [11], we consider a generalized scenario where not all nodes in the
graph are data points. For instance, not every author in a co-authorship graph works in
some specified field. Such networks are called restricted networks. Consider the exam-
ple in Fig. 2(a). Suppose it represents a DBLP co-authorship (collaboration) network.
An (monochromatic) RINN query for query point ¢ will return authors whose 1NN is
¢, among authors of his same field {P1, P2, P3, P4 }. Other nodes, such as n;, ny and ng3
represent the authors which are not working in the author’s field and, thus, are irrelevant
for this query.

In this figure, RNN(q)={P4}, because P,’s NN is ¢, and R2NN(¢q)={P1,P3,P4}. The
other type of network, where the data and query points can be any node of the graph,
is called an unrestricted network. However, we give a solution for the more general
restricted network.
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(a) Monochromatic RNN query (b) Bi-chromatic RNN query

Fig. 2. Types of RNN Queries

2.2 Related Work

A lot of work has been done on RNN queries. The work was started by a paper [4] in
2000 where the authors define the notion of influence set and show that nearest neigh-
bour set of a point is different from a reverse nearest neighbour set of the point. They
show multiple applications of RNN query whereas finding a facility location is one of
them. To solve RNN query efficiently, the authors propose to have a pair of R-tree struc-
tures on spatial objects and MBR regions of objects containing their nearest neighbour,
respectively. Subsequently, there has been more work [7,10] on providing efficient so-
Iutions using better data structures or methods constraining the search to a well defined
set of candidates. Our work focuses on finding RkNN set for weighted directed graphs
and uses network distances as well relationship of nodes for search.

The other work for RNN query has been done on Road networks [8,5,11,9,6] and
for continuous RNN queries [1,3]. In continuous RNN queries case, the problem is to
continuously report the RkNN set of a moving query point. The brute force solution
of computing RNN set afresh would not be good and hence an incremental solution
was proposed by the authors. The approach is based on the concept of safe region that
defines the boundary around a query point, crossing which there is a need to recompute
the RNN set.

The work on RNN query over road network was done in [8,5]. Safar et al. [5] used
a network Voronoi diagram (NVD) for efficiently processing the RNN queries over
road networks. The NVD uses the Voronoi cell that has the nodes & the edges which
are nearer to the generator point of the cell compare to other points in the network.
The authors in [11] model the road network as an undirected graph and presents two
versions of problem, restricted case where data objects/points can be only at intersection
nodes and unrestricted case where objects can be anywhere on the edges. The authors
gave two different algorithms called eager and lazy approaches that use heuristic rules
to prune the search space.
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3 Proposed Solution

Here we present our proposed algorithms for solving an RkNN query for a given
directed graph (digraph) G, and edge weight function d(-). As explained earlier,
our algorithm is based on the results of Papadias et al.[11] with crucial modifications
necessary to handle directed networks.

We maintain two graphs, one Gj; and another graph Gr whose edges are reverse of
that of G. This is required because our algorithm traverses in a best-first manner starting
at g (which uses G,y), but to ascertain the inclusion of a node p in RkNN(q) we need to
check the neighborhood of p for which we use Gg.

Our algorithm is based on the following key lemma which is used to optimize explo-
ration of the graph. Using the rule given in the lemma, unpromising nodes are identified
those need not be further explored. As exploring them further would not be useful due
to the reason that if a successor of the node have its short path to the query point through
the node, it would not be in RKNN.

Fig.3. Lemma

Lemma 1. For a query point q, a data point p and a node n, if d(n,q) > d(n,p) and
there is another data point p!# p whose shortest path to q passes through n, then point
p! is not in the RNN set of q.

Proof. The proof is really straight forward.

d(pt,q) = d(pt,n)+d(n,q) >d (pt,n)+d(n,p) > d(p/,p).
Since, d(p/,p)<d(p’.q), p’ € RNN(q). O

Therefore, in such a situation, the node n can be pruned and need not be further
expanded. As an illustration, refer to Fig. 3. There, d(n2,q) = 2 > d(nz2,pl) = 1.
According the lemma, any data point (in Fig. 3 p4) whose shortest path to ¢ passes
through no cant be the RNN of ¢ as the data point p4 is nearer to p;. In this case, node
ngy will be pruned and need not be expanded further.
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Reversed
Flow/Edges

(a) (b)

Fig. 4. Example of Directed Eager (a) Main Graph G, (b) Reverse Graph Gr

Similar to [11], we use two subroutines range-NN query and verify query. A straight
forward modification of these subroutines given in their paper turn out to be suffi-
cient for directed graphs, so we skip their implementation details in our paper. The
range-NN(n,k,q) query returns (at most) k nearest data points with shortest-path dis-
tance smaller than d(n, ¢). The query verify(n,k,q) is similar to range-NN(n,k,d(n,q)),
except that it stops as soon as q is encountered.

3.1 Directed Eager(D E) Algorithm

Our main algorithm traverses the reverse graph G starting from the query point q, in
a best-first manner, and every encountered node n in G, is inserted into a min-heap H.
H is also used to select the next node to explore. For every point node n deheaped from
the queue, we proceed as given below. The range-NN and verify queries are executed
on the main digraph G, and all other operations are done on the reverse graph Gpg.
The only difference between the range-NN query and the verify query is that range-NN
returns the set of k nodes whereas verify returns boolean value to decide whether to
explore the node further.

— If the node contains a data point p€P, then we need to take two decisions:

1. Whether p € RkNN(q)? This we determine by running range-NN(p,k,q).

2. Whether p should be explored further? This we determine using Lemma 1 by
using verify(p,k,q). If k (or more) points are found, then there is no need to
explore further the neighbors of p.

— If the node does not contain a data point, then we only need to determine whether
that node should be explored further. We employ the same treatment as (2) above.
— In the case of node is not to be explored further no adjacent nodes of the currently

Blé)v{/e‘ilno & ‘é]%)tllllrra SRSt ﬁ?ngﬁ?' PHWH 1c \gleerllll%ag query RNN(q) for k=1.
The algorithm starts its traversal from node n1 (source node which contains the query
point q) and insert < n;(q),0> into H (currently empty). After this, n; is deheaped.
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Algorithm. D Eager(q, k)
insert < n(g),0 > into H // n(q) is the node containing query point g
while (not-empty(H ) do
< n,d(q,n) >:=de-Heap(H);
if (n is not visited before) then
mark n as visited

if (n does not contain a point) then
kNN (n) = range-NN(n,k,d(q,n)) in main digraph Gps.
end
else if (n contains a point p) then
kNN(p) = verify(p,k,q) too check in main digraph Gas.
if ¢ discovered by verification add p to RkNN(q)
end
if (| KNN(n) |< kor| kNN(p) |< k) then
For (each non-visited adjacent node n; of n in reverse digraph Gr)

insert < n;, d(g,n) + w(n,n;) < into H
end
end

end
return RkNN(q)

Since it does not contain any data point, and since d(n;,q)=0, range-NN returns the
empty set trivially. Therefore, it’s adjacent nodes in reverse graph Gr, <na, 2> <ng,
2> and <n7, 3>, are now inserted into H.

The next deheaped node is ny which also does not contain a data point. A range-
NN(ns,1,2) query in Gjs again does not return any point within distance 2 from ns.
Similar to the previous case, its adjacent node < ng, 3> in Grp, is inserted into H.

The subsequent deheaped node is ng4, which too, does not contain a data point. How-
ever, a range-NN(ng,1,2) in Gy, returns a data point pa, because d(ng,p2) = 1 <
d(g,n4) = 2. Hence node n4 can be pruned, and so its adjacent nodes are not inserted
into H.

Next node n7 is deheaped which contains a data point p4. We run a range-NN(n~,1,3)
query that returns py itself, however running verify(py, 1,q) in G returns the data point
p2. Therefore, neither py belongs to RkNN(g), nor should py be explored further. In
case of verify query at a node, data point located at the node itself is not considered.

At last node n3, containing data point p1, is deheaped and range-NN(ns, 1,3 ) returns
point p1. The verify(p1,1,q) query in Gyy) finds g and returns true. So p; is added into
RkNN(g) and no adjacent of ng is added in heap H.

At this stage, H is empty which means that our algorithm is terminated with final
result containing RNN(q)={p1 }.

3.2 Directed Eager Materialization

Materialization is the technique of pre-computing the shortest distances between all
pairs of nodes and store it in a lookup table. A naive approach for materialization is
to apply the kNN query on each node, but this method is not scalable for large graph.
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Therefore, an all-NN algorithm is proposed that accessed the network only once to
compute the distance value for different values of & for each node.
The algorithm is as given below.

Algorithm. Directed All-NN (k)
for (each node n those contains point p in main digraph Gyr) do
insert < n,p,0 > into H
end
while (not-empty(H)) do
< n,p,d(p,n) >:=de-Heap(H)
if (| kNN (n) |< k and p¢ kNN(n) ) then
add < p, d(p,n) > to kKNN(n)
for (each adjacent node n; of n in reverse graph Gr) do
if (| KNN(n;) |< k and p¢ kNN(n;) ) then
insert < n;, p, d(p, n)+w(n,n;) > into H
end
end
end

end
return kNN

Our directed eager materialization algorithm (Directed EM or D EM) utilizes the
materialized lookup table build above to retrieve the kNN of any n in constant time.
This replaces the costly range-NN and verify operations to constant time table look-up
operation.

4 Experimental Evaluation

In this section, we show our experimental results for processing RKNN query over di-
rected graphs. In the graph |V| represents number of nodes in the graph, |P| represents
data points cardinality and D=|P| / |V| represents data density. However, if D = 1
then RINN query returns a point situated on the query node itself. For providing more
meaningful results, we restricted value of D from 0.1 to 0.4. All the experimental re-
sults show the average value of 50 queries generated randomly from all the data points
in the network. All algorithms are implemented in Java and experiments are run on an
Intel Xenon 2.00 GHz machine with Windows environment. In our experiments, we
evaluate the performance of the algorithms in terms of (i) computation time in millisec-
onds(ms), (ii) number of accessed nodes, (iii) number of accessed points. We study the
performance with respect to the size of requested data points (k), and the density (D)
of a graph. The value of k <<| P |.

4.1 Directed Graph

We study the performance of directed eager (D E), directed eager materialization
(D EM) and the naive approach on different datasets.
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The first set of experiments has been performed on a social network dataset of Face-
book !. The dataset contains 1862 users and 20k directed edges among the users. A user
is represented as a node n and an edge direction between two users e(i,j) refers, if a user
’i” has sent at least one online message to a user ’j’. The strength measure or weight on
the edge e(i,j) represents the 1/(number of messages) between users ’i’ to ’j’.

Experimental cost versus k (D = 0.4, |V| = 1862) Experimental cost versus D(k = 10, [V| = 1862)
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Fig. 5. Facebook Social Network (a) Effect of K on Computation Time (ms) (b) Effect of D (data
density) on Computation Time

In the first experiment, we measure the effect of query parameter k£ on computation
time when density D is 0.4. Figure 5(a) shows the result. When k increases, the com-
putation cost also increases. It is because of the increase in the number of accesses of
nodes/points with increase in k. In the second experiment, effect of density D on the
computation cost is evaluated. Fig. 5(b) shows the results. It is seen that when D in-
creases (value of K is set to 10 as a default value), the computation time cost decreases.
It is due to the fact that increase in density of points in the graph makes availability of
data points near to the query points as well as increases the proximity of data points to
each other and other graph nodes. The probability of finding k data points within the
distance d(n,q) from a node increases and hence the adjacent nodes of the node need not
be put in the heap. This results in better pruning and less graph is searched for RKNN.

It can be seen that when the data density D is very low, D E performs worse as
compared to the naive approach. It is because of non-pruning of nodes. Most of the
nodes in the graph do not find k data points and hence their adjacent nodes are enqueued
in the heap, and the algorithm D F ends up in accessing more nodes for retrieving k
points. When D increases, the computation cost of algorithm D FE drastically decreases
and performs better than the naive approach. During this experiment, we also observe
that when D increases, then the number of accesses nodes decreases and the number of
points increases, because more points need to be verified.

The second set of experiment has been performed on product co-purchasing network
of Amazon 2. The dataset contain 410,235 nodes and 3.3 million edges. Each node
represents the product which was purchased by a customer from the Amazon sites.
Two products ¢ and j are linked by a directed edge from ¢ to j if the product j is

! (http://toreopsahl.com/datasets/#online_social_network)

2 http://snap.stanford.edu/data/amazon0505.html
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purchased after product . The edge can be interpreted as a causal relation, i.e., if item ¢
is purchased then item j is also purchased. All the edge weights are assigned randomly
for our experiments.

Table 1. Effect of K on Computation Time, Table 2. Effect of D on Computation Time,
D = 0.4, Amazon Dataset K = 10, Amazon Dataset

K DE DEM Naive D DE DEM Naive

1 0.56 0.32 1424.08 0.1 64.06 7.32 16852.38

2 0.64 0.36 2460.92 0.2 19.1 4.2 15140.12

4 1.18 0.52 5138.54 0.3 9.56 3.2 14445.6

8 3.36 1.62 11371.42 0.4 4.58 2.08 13986.24

16 9.94 4.28 24444.34
32 37.68 13.74 48922.28

Experimental cost versus k (D = 0.4, [V]| = 410235) Directed accessed nodes versus k (D = 0.4, |V| = 410235)
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Fig. 6. Amazon product co-purchasing Directed network (a) Effect of k£ on Computation Time
(b) Effect of k on Accessed Nodes (c) Effect of k& on accessed Points

Table 1 shows the computation cost for different values of k£ when D is 0.4. The
experimental results show that when k increases, then computation time increases. The
naive algorithm takes too much time as compared to D E. It is because of early pruning
of the search space by algorithm D E and exploring only few nodes. Fig. 6 shows
the performance of the directed eager materialized (D EM) algorithm with respect to
the directed eager(D E) algorithm. (D EM) algorithm performs much better due to its
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constant time cost for verification step (Naive showed worst amongst all and not shown
in the graph). However the graph for the value of D as 1 are not shown, in this case
D E would perform best as the probability of finding k data points is very high within
k hops from the node. As we will go farther from the query point, their probability of
being in RkNN set would decrease.

Next experiment shows the effect of D, given in Table 2. It shows that when D in-
creases the computation cost decreases. It is because of the reason that the algorithm
D F finds more points near around the query point and expansion happens to a small
set of nearby nodes. Figure 7 shows this experimental result for D E and D EM al-
gorithms. Figure 7(b) & 7(c) show qualitative results in terms of accessed nodes and
accessed points. It may be noted that we do not count an accessed node twice.

Experimental cost versus D (k = 10, |V| = 410235) Accessed nodes versus D (k =10, |V]| = 410235)
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Fig.7. Amazon product co-purchasing Directed network (a) Effect of D on Computation Time
(b) Effect of D on Accessed Nodes (c) Effect of D on accessed Points

5 Conclusion and Future Work

We have presented two algorithms for RKNN query on directed graphs in the paper. The
optimized version, D E M algorithm, performs best amongst all and takes very less
time for finding out an RKNN set. We have performed an extensive set of experiments
on three real graphs to study the performance of the algorithms. Results show that the
pruning rule we have proposed in the paper is very effective.
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Abstract. This paper proposes a distributed algorithm for gathering
a group of autonomous, homogeneous, oblivious, asynchronous mobile
robots having limited visibility (sensing) ranges. To the best of our knowl-
edge, all reported results have assumed that the visibility ranges are uni-
form for all the robots. In contrast, we consider that the visibility ranges
of the robots are not uniform. Moreover, the robots have no knowledge
about the visibility ranges of other robots. However, a lower bound on
the visibility range of all the robots is known to all the robots.

Keywords: Asynchronous robots, Nonuniform limited visibility,
Gathering.

1 Introduction

A swarm of robots is a collection of small, inexpensive, identical, autonomous
mobile robots working together to execute a task. Distributed algorithms for
swarm robots is an emerging field of research where the interest is to realize
the fact that, these swarm robots though having minimal capabilities can be as
powerful as expensive big robots. Under the basic distributed model of swarm
robots [3], that we use in this paper, the robots are represented by points on
the 2D plane. Each robot considers itself as the origin of its local coordinate
system. They agree on the directions of X and Y axes. The robots operate on
executing a cycle wait-look-compute-move repeatedly. In wait phase they remain
idle, in look phase they sense or observe the positions of the other robots in their
surroundings, up to a certain range (known as visibility range), with the help
of some sensing devices. The robots plot the positions of other robots in their
local coordinate systems. In compute phase, depending upon what they have
observed and the requirement of the given task the robots compute destinations
to move to. Finally, in move phase, the robots move to their destinations. The
robots are oblivious, i.e., after completing a cycle, the robots remove all computa-
tions related to that cycle. The robots execute the cycles following asynchronous
scheduling, where, all robots do not observe at the same time. All robots may
not be active at a time to execute the cycles. Some robots may observe other
robots in motion. The robots can not differentiate between a static robot and a
moving robot. Thus, different robots compute on different data. In move phase, a

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 174-180, 2015.
© Springer International Publishing Switzerland 2015
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robot may stop before reaching its destination. And it may again start the cycle.
However, if it moves, it travels at least a distance  in each move step. Robots
do not communicate explicitly through wired or wireless medium. In look phase
a robot can observe a finite range, known as visibility range, around itself. The
visibility range may be different for different robots (in our case)!. The robots
have no knowledge about the visibility ranges of the other robots. The minimum
visibility range of all the robot, say A > 0 is fixed and known to all the robots.
The robots do not know the total number of robots and they can not identify if
a point contains more than one robot.

Gathering of point robots (collecting the robots at a point not fixed in ad-
vanced) under unlimited visibility has been investigated by many researchers
[1,2,4,6] for a long time. It has been proved [3] that gathering is not possible
for oblivious robots without any extra assumptions. To study the solvability of
gathering problem the traditional model has been modified by various aspect
such as providing constant amount of memory or implicit message communica-
tion by the robots [5] or allowing the robots to have limited range of vision [4].
Flocchini et al.[4] first proposed a gathering algorithm under limited visibility
for oblivious, asynchronous robots. They consider that all the robots have equal
visibility range. In many real time situation, it many not be possible for all the
robots to sense uniform range of visions. It may happen due to some internal
hardware error or external environment issues. Algorithms considering nonuni-
form ranges of vision will make the system more general. In this paper, we have
modified the algorithm by Flocchini et. al. [4], for gathering the robots with
limited nonuniform visibility ranges.

2 Terminology

Let R={ry...,r,} be a finite set of robots. r, describes the position of a robot
r € R on a 2D plane. Let V,. denote the visibility range of r. Let Gr(V, E) be
a directed graph formed by the robots in R, defined as follows. V' is the set of
n robots in R. If a robot 7; can see another robot 7;, then there exists an edge
e;j connecting 7; and r; having direction from r; to r;. Note that if r; and r;
are mutually visible then both e;; and ej;; exist. We assume that if ; can see 7;
then r; can also see r; and vice versa.

A directed graph G is known as strongly connected when, there is a path from
any node u to any other node v if and only if there is a path from v to u also.

Definition 1. A directed graph is called Strong Edge Connected Graph (SECG)
if there is an edge from w to v if and only if there exist an edge from v to u,
where u and v are any two vertex in G.

! Traditionally it is uniform for all the robots.



176 A. Chatterjee, S.G. Chaudhuri, and K. Mukhopadhyaya

Note that every SECG is also strongly connected graph but every strongly
connected graph is not SECG. The robots in R form a SECG denoted as Gg.
We assume that initially Gr is connected. We use the following notations in
this paper, Min(a,b): the minimum between a and b; Dist(a,b): the distance
between a and b; V,.: the vertical line drawn through r; H,.: the horizontal line
drawn through r; A: the minimum visibility radius of the robots in R; V' C.: The
circle centered at r, v, (the visibility range of r);

3 Gathering Algorithm

v, Ve V!
Ve, '
Ve,
7 r A P
1A o,
U, e . ,
L7 ” . °
Fig. 1. Down move Fig. 2. Right move Fig. 3. Diagonal move

if r sees robots only below on V,. (Fig. 1.) then
r’ : the robot nearest to r on V,.; A = Min(A, Dist(r,7"));
Compute a point T, on V. such that Dist(r, T}.) = A;
r moves to Tr;

Algorithm 1. Down Movement

if r sees robots only to its right (Fig. 2.) then
r’ : the robot nearest to r and lies on the vertical line just next to V.
p : is the projection of ' on H,; A = Min(A, Dist(r,p));
Compute a point T, on H, such that Dist(r,T}) = A;
r moves to T};

Algorithm 2. Right Movement
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if r sees robots both below on V. and on its right (Fig. 3.) then

r’ : the robot nearest to r on the vertical line just next to V,;
B := Upper intersection point between VC(r) and V,;
C' := Lower intersection point between VC(r) and V,-;
A := Point on V,. at distance v, below r;
28 := ArB;
if g < 60° then

Rotate B around r such that 5 = 60°;

Let B’ be the position of B after rotation;
H :=The point on Vg * and on the diagonal of the parallelogram with
sides rB and rA;
A = Min(A, Dist(r, H));
Compute a point T} along the ray rH such that Dist(r,T;) = A;
r moves to T};

Algorithm 3. Diagonal Movement

* vertical line through B

4 Correctness of the Algorithm

Lemma 1. Gg remains connected during down movements of any robot r € R.

Proof. If r finds a robot 7’ below on V,., » moves down A distance. Note that 7/
can not be in motion. If 7/ is static, r moves down Dist(r,r") decreases. Thus r
and 7’ remains mutually visible. Hence, connectivity does not break. There exists
no other robot on upper or right or left side of r, in VC,.. Any arbitrary robot
inside or on the V' C,. can only lie on V,. or right-down side of . These robots can
not move according to our algorithm. Let " be a robot on V,. or at right-down
side of r, such that r” is inside or on VC,. As r executes a down movement,
Dist(r,r") reduces. Thus, r does not lose connectivity with any arbitrary robot
inside or on VC,. a

Lemma 2. Fvery internal chord of a triangle has length less or equal to the
longest side of the triangle.

Lemma 3. G remains connected during right movements of any robot r € R.

Proof. If r sees robots only in its right side, then it decides to move right. r
moves to the nearest vertical line V. passes through r’ such that r’ is a robot
nearest to r on V. Since, ' can not move by our algorithm, when r moves
towards r’ along H,., if r’ lies below or above H,., r will perform right movement
by distance A along H, towards h = projected point of ' on H,. Let T} be
the computed destination of r. Let p be any arbitrary position of r towards T..
Dist(p,r") < Dist(r,r’) (lemma 2). Thus, Dist(r,r’") reduces as r moves to ;.
If 7/ lies on H,, r will perform side movement towards r’ along H,. Dist(r,r")
decreases. Thus the distance between r and r’ decreases during side movement
of r. r and 7’ remains mutually visible. Therefore connectivity does not break.
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Note that when r is executing side movement, there exists no robot at its up,
left and down. All robots in V C,. lies at right side of r. Thus, this lemma is also
true if we replace r’ by any arbitrary robot v/ in VC, at right side of . O

Lemma 4. Gy remains connected during diagonal movements of any robot r €
R (Fig. 4).

Fig. 4. Examples of diagonal movement of r (lemma 4)

Proof. r decides to move diagonally if it sees a robot say r’ below on V,. and
a robot say 7 in its right side. Note that v’ and # can not move. As r moves
diagonally Dist(r,r') and Dist(r,7) reduce (from lemma 2). Thus the mutual
connectivity between 7’ and r, 7 remains intact during diagonal movements of
r. If ¥ and 7 are replaced with any arbitrary robots on below r and right side
of r, this lemma holds. O

Combining lemmas 1, 3, and 4 we can state that:

Theorem 1. The graph Gr remains connected during the execution of the al-
gorithm.

Now we will show that the robots will gather in finite time. (for the lack of
space we will present only some of the proofs of the lemmas.)

Lemma 5. Let V2 be the left most vertical line, i.e., no robots lie to its left.
FEither (i) one of the robots on V will leave, or (ii) all the robots on Vo will be
gathered to the bottom-most robot on V., in finite time.

Corollary 1. If there exists any robot at the right side of V., then all robots on
Ve will leave V. in finite time.

Let V3 be the right most vertical line of R.

2 The vertical line passes through the left most robot(s) in R.
3 The vertical line passes through the right most robot(s) in R.
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Lemma 6. The robots in R will not cross Vg .
Note that V, changes due to robots movement, but Vz is fixed.

Lemma 7. Distance between V. and Vg reduces by a finite amount in finite
number of movements of the robots.

Proof. Suppose at time ¢, V. is the left most vertical line for R. If V, # Vg,
then all the robots leave V. after finite time and moves towards Vg (corollary
1). Note that if the robots perform right or diagonal movements to leave V., the
distances of the robots from Vi reduces. Suppose at time ¢’ > ¢, when all the
robots moves from V. (at t), V} is the new left most vertical line. Since all the
robots have been moves towards Vg, the left most vertical line is also shifted
towards Vr. Thus, the distance between V; and Vg is less than the distance
between V, and V5. O

Following lemma 7 we can state that:

Lemma 8. After a finite time there exists no vertical line between V. and Vg .
Lemma 9. All the robots in R will reach Vg in finite time.

Proof. Suppose from lemma 8, at some time there exist only V, and V. The
robots from V. will leave after a finite time (corollary 1) and the distance between
V. and Vg reduces (lemma 7). Suppose, after some time the maximum distance
between a robot in V. and a robot in Vg < A. At this stage when the robots
on V. leave, they directly move on Vg. Since, there are finite number of robots,
all the robots reach V5 in finite time. |

Lemma 10. If V, = Vg, all the robots gather on down most robot in finite
time.

Finally we can state the following theorem.

Theorem 2. The robots in R will gather in finite time.

5 Conclusion

In this paper, we have proposed a gathering algorithm for a swarm of oblivious,
asynchronous robots having nonuniform visibility ranges. Till now (both in [4]
and this paper), for gathering robots in limited visibility, it have been assumed
that the robots are mutually visible (though having unequal visibility ranges)
and they have agreement in the direction of X —Y . The immediate open questions
of this work would be as, (i) is gathering possible if the robots are not mutually
visible? (ii) is gathering possible if the robots have agreement in one axis?
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Abstract. We propose a process calculus which explicitly models routing
in a distributed computer network. We define a model which consists of
a network of routers where the topology of routers is fixed. The calcu-
lus has three syntactic categories namely processes, nodes and systems.
Processes reside in nodes which are connected to a specific routers which
forms a system. Upon creation of new nodes, the routing tables are up-
dated using flooding method. We show that the proposed routing calculi
is reduction equivalent to its specification asynchronous distributed pi-
calculus (ADpi). We believe that such modeling helps in prototyping the
distributed routing algorithms.

Keywords: Routing, Process Calculi, Flooding, Specification, Computa-
tional Cost.

1 Introduction

In the last decade, we have witnessed the birth of many calculus intended to sup-
port programming of global distributed systems. These formalisms, in
[7,12,6,4,11,1,2,10], in general provide constructs and mechanisms at different
abstraction levels. These models don’t consider the actual topology or routing
of the process communication as the Internet connectivity is neither a clique
nor a forest of trees. We present a name passing calculus, DRy, (an elaboration
of ADpi calculus [7]) with a realistic topology of nodes with routers to act as
functions in determining the path from a source node to the destination node.
We characterise the cost of communication to prove certain properties, such as
path determination, about the routers with an aim to show their impact on the
quality of service of the network. We develop the calculus for describing dis-
tributed computations explicitly in the presence of routers in an Internet like
network. The new concept is that of a site for computational activity. It consists
of named routers which host computational entities called nodes. Each node is
directly connected to specific router. These sites run in parallel to form a large
distributed network called a system. The communication between processes of
any two nodes in this network is possible only through their respective routers.
In Fig.1 we present a very simple network for the purpose of illustration. This
network consists of three routers Ry, R, and Rs.

* We gratefully acknowledge the support received from commonwealth scholarship
commission, UK (Ref: INCS-2005-145 and INCF-2012-252).
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The nodes I,m,n,0,p,q and r are D R
connected to their respective routers
Ri, R, and Rj; as shown. The routers | (™ (n) 0
are connected through a fixed topol-
ogy. There connectivity is a directed
graph and is defined as I'.. We shall

view the routers as named functions
which map set of node names to
router names. Therefore the entries in @

the router function form a table called

a routing table. The routing table at

a router R is expressed as (R). The Fig.1. A Simple Distributed Network with
routing tables at each router are used Routers

to determine the path of communica-

tion between the communicating pro-

cesses.

In DR,, we describe a method for routing table update where upon creation
of a new node we update all the routing tables in the network. The fundamental
approach followed is very similar to breadth first traversal [3] of a graph. In
DR, we use two types of messages. One called as control messages which are
involved in propagating the update information and updating the routing tables
about newly created nodes in the network. The other is a value propagating
message which is used to propagate and deliver values to the waiting input
processes. Whenever a new node is created a set of control messages propagate
in a breadth first search manner across the network of routers to update all the
routing tables. As soon as all the routing tables are updated the control messages
are automatically discarded by the semantics of the language. This method of
routing table update is known as Flooding[13]. We use two types of control
messages; one for propagating the update information to all the connected
routers and another for updating the router tables. The control messages don’t
participate in the communication of values between the processes.

A typical system in DR looks like (R)[n[P]]l where a process is P is located at
node n. The node 7 is directly connected to the router R. The systems reduce with
respect to the router connectivity I'. and therefore the reductions are defined
on configurations. A configuration I'c > S consists of router connectivity I'. and
system S.

In Sections 2 and 3 we describe the syntax and semantics of DR,. Section
4 discusses the equivalence between DR, and its specification. Section 5 is the
conclusion.

2 Syntax

We will use v, 1, ... to describe values which may be a name or a variable. We
use variablesa, b, c, .. . to range over channel names C or node names N.n,m, . ..
are used to range over node names N and we use R, Ry, Ry, ... to range over set
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of router names R. The variables k, [, . . . range over integers to represent the cost
of communication.

Further, we assume that sets of channel names, node names and router
names are disjoint from each other. We also assume that router and node
names are unique. There are three syntactic categories in the calculus: Sys-
tems, Nodes and Processes. The syntax of this calculus is described in Fig. 2.

We describe a system as (R)[M]]

where R is a router and M ST = ®IM] ;ysttems
. . outer
is a nodes. All components in SIT Concurrency
M are directly connected to the [RIMgg (1,1, 0@c) Value Messages
[RIMsq(update,m, R’) Update message
router R. C(?ncurrency between [RIMeg (prop, 1) Propagate message
two systems is expressed as S| T. (newd) S New name
K . e Identity
[RIMgq(n,m,v@c) is a message at
router R. This message propagates
M, N := Nodes
a value v sent by a process at node Tl Named processes
n to another process located at des- MIN Concurrency
. . . (newd) M New name
tination node m. Value v is sup- 0 Identity
posed to be delivered at channel
c of a waiting process at node m. 1 ;.. Process terms
k is an integer representing the 2T Input
m!{v@c) Output
number Of hops the message .has ifu=vthen T else U Matching
crossed on its way to the destina- (newb) T Channel name creation
H newnode m with P in Q New node creation
101. TIu Concurrency
The control messages are cat- +T Repetition
. stop Identity
egorised as update and prop-
agate messages which we de- Fig. 2. Syntax of DR,

note as [R]Msg(update,m, R") and

[RIMgy(prop, m) respectively. The

update message [R]Msg(update,m, R’) is used to update the routing table (R)
with an entry {m — R’} about the newly created node m. For example the
message [R]Mgq(update, m, R’) will update the routing table at R with an entry
{m — R’} provided the router R does not know about the node name m. If R
already knows about m then this message at R is discarded. In this calculi we use
a notation (R)(m) | to denote that node m is defined at the router R. Similarly
we use (R)(m) T to denote that node m is undefined at router R.

The propagate message [R]Msg(prop, m) is used to propagate the new node
name m across the network. The propagate message [R]Msq(prop, m) generates
set of update messages at all the routers which are directly connected to R with
an update entry {m — R}.

We call these messages, update and propagate, control messages. Since control
messages don’t deliver any values therefore they are not used in determin-
ing the quality of services in delivery of values. For this reason the super-
script representing the number of hops a message has already crossed in a
routers network has been left blank in control messages whereas in the value
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carrying message [R]Mlgg(n, m, v@c), which is different than control messages,
it has been represented as k. The term (newd) S is a scoping mechanism for
names as usual [9,7]. The syntax for nodes are described in [7]. Similarly the
process terms are very similar to the terms in [7,9]. The definitions of bound
variables and names in [7,9] are extended in a similar way in this calculus as
well. Since names of routers and nodes are fixed and disjoint therefore they
can’t be renamed in this calculi. However a-conversion may be applied to
channel names. We use a formal relation between the systems called struc-
tural equivalence, intuitively to represent the systems as same computational
entities. This is defined in a conventional way [7,9]. We use the notion = to
represent this relation. Structural equivalence is defined for each syntactic cate-
gories. However, the process equivalence is inherited by the node equivalence
and the node equivalence is inherited by the system equivalence. For example
(RYINT = (R)[S] is true provided N = S where N and S are nodes at router
R. There are certain axioms which are standard and applicable to all syntactic
categories. These standard axioms are similar to standard pi-calculus structural
equivalence axioms [7,9]. The standard axioms for structural equivalence, which
is applicable at all syntactic categories, is same as described in the conventional
manner at [7]. We use two additional notations; one as Adj(R;) to represent

Adj(R1) = {Ry | (Ry,Ry) € I} and the other I'. > J] [RIMsg(update,k, R;) to
Adj(Ry)

mean [Ry]Mgg(update, k, R1) | [R3]Msq(update, k,Ry) | ... | [R,]Msg(update, k, R1)
where Adj(R1) = {Ry,..., R} .

3 Reduction Semantics

The reduction semantics of DR, are defined on configurations I'c > S. A typical
configuration reduction step is described as I'.>S—*T'.>S” where the cost of this
reduction is k and a system S reduces to S’ with respect to the router connectivity
I'c. The reduction rules for DR, are given in Figures 3 and 4. The reduction
rules (R-CONTX), (R-STRUCT) in Figure 4 are about compositional reductions
and reductions that are defined upto structural equivalence. These rules are
directly inherited from [7]. The rules (R-0UT) and (R-IN) in Figure 3 are about
message creation and delivery. We have only one rule for message forwarding
for those messages which carry a value for delivery to a waiting input process at
some node. For example in a configuration I'c > [Rl]M’;g(n, m,v@c) | (R)[NT | S,
suppose (Rq)(m) = R, then this message is hopped to router R,. This means
that the configuration I'; > [R1]M’§g(n, m,v@c) | (R)H[[N] | S is reduced to I >

[Rz]Mlggl (n, m, v@c)|(R2)[N]||S. Note that the superscript k is incremented by one
to record the number of hops the message has travelled so far. This reduction is
irrespective of the knowledge of the routing table (R,) about the n(v) if v € NN.
This is because, in case (R2)(v) T, there are separate control messages which will
eventually update the router table of R, about n(v).

The reduction rules about new node creation and routing table updates are

significant and they follow flooding mechanism (in a breadth first traversal
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mechanism [3]) to update the routing tables about the newly created nodes.
These rules, (R-NEWNODE — CREATION), (R-UPDATE — I), (R-UPDATE — II) and
(R-PROPAGATE), are self explanatory in Figure 3.

(rR-0UT)

e > (R)[nlm!(v@c) | P1| N] — I > [RIM3y (1, m, v@c) | (R)[n[P] | N1

(R-MSG—FWD)

Ry, Ry) €T

(R1)(m) = Ry

e > [RyIMEG (12, m,0@c) [(R)INT | S — T > [RoIMES! (1, m, v@c) | (R2)INT | S
(R-IN)

(RY(m) =R

T > [RIME; (1, m, v@c) | (RY[mlc?(x) P]| N] —* T > (R)[mIP{%A}] [ N]

(R-NEWNODE—CREATION)

I'. > (R)[n[newnode m with P in QI — I'. > (new m){(R)[n[Q] | m[P]] | [RIMsq(update, m, R)

(R-MATCH)

I > (R)[[nlif v = v then P else QI —> I'. > (R)[n[P]]

(R-MISMATCH)

I'. > (R)[nlif v, = v, then P else QI — I'. > (R)[1n[QI] v1 # v2

(R-UPDATE-T)
(R)(m) T
T > (R1)INT | [R1]Msg(update, m, Ry) — I'c > (Ri{m — R[N | [R1]Msg(prop, m)

(R-UPDATE-II)
(Ry)(m) |
I'e > (RINT | [R1IMsg(update, m, Ry) — I'c > (Ry)[N]

(R-PROPAGATE)

Ie > [RiIMgg(prop,m)|S — I'e> ]I [RIMsg(update,m,Ri)|S  Adj(Ry) € S
Adj(Ry)

Fig. 3. Reduction semantics for DR,

How do we know that the reduc-
tion semantics is reasonable and does
not introduce inconsistencies in the  smven

» S=§,I.>S —*I,>R, R =R

system? We know because we can " "
prove thatif a configuration is “coher-
ent” before we apply areductionitre- ~ ®cv

: “ / ” : FCDS]_) F(‘DS]
mains “coherent”. “Coherence” will - N ,
. . . CI>S]|Sz—> FC>51|52
mean a series of properties, which r 5,15, —*I. 55| s,
summed together gets us the notion I >(ewd)S; —* I > (newd) S,
of a well-formed configuration. As an
example all the routing tables must
have knowledge of the propagating
node names. Therefore this should be
a condition on a well formed configurations. The notion of well formed con-
figurations in DR, is adapted from the established theory of typed behavioural
equivalence [8,5]. It's easy to show that conditions on well-formed configura-
tions are preserved by semantic reductions.

Fig. 4. contd...Reduction semantics for DR,
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4 Equivalence between DR, and its Specification

We shall now try to establish an equivalence of DR, with a specification of it.
ADpi [7] like language where located processes are called nodes, and each pair
of nodes are directly connected can be a specification for DR. In [7], as all pair
of nodes are directly connected they form a clique of the graph of connected
nodes. Intuitively, D is a top level view of DR,.

We show that both languages, DR and Dy, are reduction equivalent after abstract-
ing away the details of routers and paths from DR. For the purpose of abstraction
of routers and paths from DR, we define a function, J, over DR, system to a D
system. Function 3 abstracts away the routers from a DRy, term.

5 Conclusion

We described the routing calculi DR,, where the crucial role of routers in de-
termining the quality of communication services in a distributed network is
demonstrated. We justified this model by showing that this is, in fact, imple-
mentation of ADpi [7]. The basic design of the model itself shows that it is
closer to the real distributed networks.
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Abstract. Given a set of sensors, the strong minimum energy topology
(SMET) problem is to assign transmit power to each sensor such that
the resulting topology containing only bidirectional links is strongly con-
nected and the total energy of all the nodes is minimized. The SMET
problem is known to be NP-hard. Currently available sensors in the mar-
ket support a finite set of transmission ranges. So we consider the k-
DisTINCT-SMET problem, where only k transmission power levels are
used. We prove that the k-DISTINCT-SMET problem is NP-complete for
k > 3. However, on the positive side, we show that the 2-DisTINCT-
SMET problem can be solved in polynomial time. The energy cost of
transmitting a bit is higher than the cost of computation, and hence it
may be advantageous to organize the sensors into clusters and form a
hierarchical structure. This motivated the study of k-Distinct-rStrong
Minimum Energy Hierarchical Topology (k-Distinct-rSMEHT)
problem: Given a sensor network consisting of n sensors, and integers
k and r, assign transmit powers to all sensors out of the & distinct power
levels such that (i) the graph induced using only the bi-directional links
is connected, (#i) at most r sensors are connected to two or more sensors
by a bidirectional link and (¢i¢) the sum of the transmit powers of all the
sensors is minimum. We Propose a T'gl- approximation algorithm for the
k-Distinct-rSMEHT problem for any fixed r and arbitrary k.

Keywords: Wireless Sensor Network, Topology Control Problem, Trans-
mission Power Assignment, Graph Theory, NP-complete, Heuristics.

1 Introduction

A wireless sensor network (WSN) consists of a collection of autonomous de-
vices, each of which consists of a digital circuitry, radio transceiver, transmission
amplifier and a small battery. The communication among these nodes is based
on radio propagation. Since the battery of each sensor is of limited capacity
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and it is not possible to replace the battery always, energy conservation is a
critical issue in order to increase the lifetime of a sensor network. Each sen-
sor node v has an omni-directional antenna, which can transmit signal within
a certain specified range r(u). Node u can directly communicate with other
nodes located within its range. In general, communication is multi-hop in nature,
where intermediate nodes are used to relay the transmission until destination is
reached.

Given a set of sensors S, and a connectivity constraint I7, the minimum range
assignment problem, MIN-RANGE(IT) is to assign transmission range f, to the
nodes in S such that given connectivity constraint II is satisfied and cost(f) is
minimum. The connectivity constraint I could be simple connected, strongly
connected or bi connected (see [4]). The symmetric connectivity is the strong
form of connectivity among all, as it contains only bidirectional links. The bidi-
rectional /symmetric edges are preferred in wireless sensor networks, because the
signal transmitted over a link are to be acknowledged. Bidirectional links also
simplify routing protocols. The current MAC layer protocols such as IEEE 802.11
and S-MAC take into account only bidirectional links. The bidirectional range
assignment is studied by cheng et al. [3] and they named this problem as Strong
Minimum Energy Topology (SMET) problem. The SMET problem is known to
be NP-hard [3].

Currently available sensors in the market support a finite set of transmission
ranges. So we consider k-DISTINCT-SMET problem, where only k transmis-
sion power levels are used. We prove that the k-DisTINCT-SMET problem is
NP-complete for k > 3. However, on the positive side, we show that the 2-
DisTINCT-SMET problem can be solved in polynomial time. The energy cost of
transmitting a bit is higher than the cost of computation, and hence it may
be advantageous to organize the sensors into clusters and form a hierarchi-
cal structure. This motivated the study of k-Distinct r Strong Minimum
Energy Hierarchical Topology (k-Distinct-rSMEHT) problem: Given a
sensor network consisting of n sensors and an integer r, assign transmit pow-
ers to all sensors out of the k distinct power levels such that (i) the graph
induced using only the bi-directional links is connected, (i) at most r sensors
are connected to two or more sensors by a bidirectional link and (éi7) the sum
of the transmit powers of all the sensors is minimum. We propose a Tgl— ap-
proximation algorithm for the k-Distinct-rSMEHT problem for any fixed r and
arbitrary k.

The rest of the paper is organized as follows. In Section 2, we present a sum-
mary of related work. In Section 3, we define the SMET problem and the special
cases of the SMET problem. In Section 4, we propose an efficient algorithm
for the 2-DISTINCT-SMET problem. In Section 5, we present the k-Distinct-
rSMEHT problem for arbitrary r and k and propose a (T;rl)-approximation
algorithm for the k-Distinct-rSMEHT problem for fixed r and arbitrary k.
Finally, Section 6 concludes the paper.
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2 Previous and Related Work

A WSN is modeled as a complete weighted undirected graph G = (V, E, ¢), where
¢: E — R is the cost function. Given a spanning sub graph H of G, the cost of
H is defined as C(H) = 3_ ¢ () c(€). For a vertex u € V, the power of u is the
maximum cost of an edge in H, incident on u, i.e Py (u) = max,,cpm) C(uv).
The power of a graph is the sum of powers of its nodes. We are interested in the
minimum energy spanning subgraph problem where the subgraph is a spanning
tree. Minimum energy spanning tree problem is NP-hard for the sensors on a
2-dimensional plane (see [3]).

The minimum energy symmetric connectivity problem is studied in [3]. For
more details about topology control in WSN, we refer to [8].

Prim-incremental heuristic for the SMET problem was proposed by [3]. Valley-
free heuristic for the SMET problem was proposed by [1]. Panda and Shetty pro-
posed Kruskal-incremental based heuristic algorithm [5] and local search based
heuristic algorithm [6] for the SMET problem. A 2-hop strong minimum energy
rooted topology (2h-SMERT) and its algorithmic aspects are presented in [7].

3 Special Cases of Strong Minimum Energy Topology
Problem

Definition 1 (SMET). Given a set of sensors in the plane, compute the trans-
mit power of each sensor such that there exists at least one bidirectional path
between any pair of sensors and the sum of transmit powers of all the sensors is
minimized.

Let T = (V, E’) be a spanning tree of a weighted graph G = (V, E,) having
cost function w. Let Pr(v) = max{w(uv)luv € E(G)} and P(T) = >, oy Pr(v).
The SMET problem now reduces to the problem of finding a spanning tree T
of G such that P(T) is minimum. Formally, we define the SMET problem as
follows:

Problem: SMET

Instance: (K,,,w, M), where K, is a complete graph with n nodes, w : E(K,,) —
RT is the weight function, and M is a positive real value.

Question: Does there exist a spanning tree T of K,, such that P(T) < M?

As the status of the SMET problem is known to be NP-hard [3], we exam-
ine the computational complexity of the following special cases of the SMET
problem.

1 k-DisTINCT-SMET Problem: The SMET problem with the restriction that
the admissible range of a node is one of the k-distinct power threshold values.
This special case is important as the currently available sensors in the market
supports a discrete set of power ranges.

2 k-Distinct r Strong Minimum Energy Hierarchical Topology (k-Distinct-
rSMEHT) problem: Given a sensor network consisting of n sensors and inte-
gers k and r, assign transmit powers to all sensors out of the k distinct power
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levels such that (i) the graph induced using only the bi-directional links is
connected, (i7) at most r sensors are connected to two or more sensors by a
bidirectional link and (#47) the sum of the transmit powers of all the sensors
is minimum.

4 k-Distinct-SMET Problem

In practice, it is usually impossible to assign arbitrary power levels to the trans-
mitters of a radio network. Instead one can only choose from a constant number
of pre-set power levels corresponding to a constant number of ranges [2]. In this
context, we study the decision version of the k-DISTINCT-SMET problem which
is formally defined below:

Problem: k-DISTINCT-SMET-D

Instance: (K,,w, M), where K, is the complete graph with n nodes, w :
E(K,) — {c1,c2,...,ck} is a weight function, and M is a positive real num-
ber.

Question: Does there exist a spanning tree T of K, such that P(T) < M?

Theorem 1. The k-DISTINCT-SMET-D problem is NP-complete.

Proof. The proof is omitted due to space constraint.

4.1 The 2-Distinct-SMET Problem

Consider the case where only two power threshold levels, say, high and low are
used. We call this problem 2-DISTINCT-SMET problem. Power assignment in
radio networks with two power levels is studied by Carmi and Katz [2].

Let ¢; and ¢y be the two distinct edge costs assigned to K,,. Let E(¢;) =
{elw(e) =¢;}, 1 <i<2.

Theorem 2. An optimal solution for 2-DISTINCT-SMET problem can be found
i polynomial time.

Proof. The proof is omitted due to space constraint.

5 k-Distinct-rSMEHT Problem

Most wireless networks are structured hierarchically, where some nodes play
the role of cluster heads and others as ordinary nodes. So we a study a topology
control problem where there are k distinct power levels and at most r sensors are
connected to two or more sensors by a bidirectional link and the total power of
the network is minimized. The k-Distinct-r SMEHT Problem is formally defined
as follows.

Problem: k-DisTiNcT-r SMEHT-D

Instance: (K,,w,r, M), where K, is a complete graph with n nodes, w :
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E(K,) — {c1,c2,...,c;} is a weight function, r and M are positive real num-
bers.

Question: Does there exist a spanning tree T of K,, such that P(T) < M and
T has at most r non-pendent vertices?

Theorem 3. The k-DisTINCT-r SMEHT-D problem is NP-complete.

Proof. The proof is omitted due to space constraint.

5.1 Approximation Algorithm for the k-Distinct-rSMEHT Problem
for Fixed r

Given a weighted complete graph (K,,, w) and a fixed positive integer constant r,
we propose a Tgl -approximation algorithm for the k-Distinct-rSMEHT problem.
In order to explain our algorithm we define, the extension of a tree as follows:

Definition 2 (Extension of a Tree). Let T' = (V;, E') be any tree such that
Vi CV(Ky). Let Vi ={v1,va,...,u}. Let X1 ={a |z € V\{v,ve,...,u} and
w(zvy) <w(zv;) 2<j<l}. Lt X; ={xz|zeV\{vn...u}U (U;;llXj) and
w(zv) <w(zvy) 1 <j<lIl,j#i}, fori>1. Let E; ={vix |z € X;},1<i <L
The extension of T!, denoted as Ex(T'), is defined by Ex(T') = (V, Ez(E")),
where Ex(E') = E' U (UL, E;).

Let T* be tree of K,,. If T! is not a spanning tree, then extension of tree T" is
used to construct a spanning tree T' of the complete graph K.

Lemma 1. Let T be a minimum energy tree of an instance (K,,w,r) of the k-
Distinct-rSMEHT problem. Let vy, va, ..., v, 1 < r, be the non-pendant vertices of
T and vi41,Vi42, - .., Uy be the pendant vertices of T. Let T' = T[{v1,va,...,u}].
LetT" be the extension of T'. Then, P(T") < *$1 P(T).

Proof. The proof is omitted due to space constraint.

Algorithm 1. Algorithm k-Distinct-rSMEHT

Input: (K,,w,r), where K,, is a complete graph having cost function
w: E(Kyp) — {c1,¢2,...,ck}, and r is a fixed integer constant.
Output: A spanning tree T with at most r non-pendant vertices.
1 begin
2 Let T be any arbitrary spanning tree of K, having exactly r non-pendant
vertices.
for each subset V, of V(K,) of r elements do
for each spanning trees Tr of K,[V;] do
if P(Ex(T,)) < P(T)) then
T = Ex(T));
end
end

© W O W

end
10 output(7T);
11 end
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Note that Ex(T"!) is a spanning tree of K, and can be computed in O(nl)
time. Let K,[V,] denote the subgraph of K, induced by vertices in V,, C V. We
now propose an algorithm to construct a minimum energy spanning tree T' of
K,, with at most r non-pendent vertices.

Theorem 4. The algorithm k-Distinct-rSMEHT is a Tgl-approximation algo-
rithm.

Proof. The proof is omitted due to space constraint.

6 Conclusion

In this paper we study the k-Distinct-SMET problem and the k-Distinct-rSMEHT
problem. We proved that the k-Distinct-SMET problem is NP-complete for & > 2.
We proposed a polynomial time solution for the k-Distinct-SMET problem, for
k = 2. We proposed a ’“JQFI - approximation algorithm for the k-Distinct-rSMEHT
problem for any fixed r and arbitrary k.
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Abstract. Path planning is an important issue for localization with
mobile anchor in wireless sensor networks as movement of the mobile
anchor consumes more energy compared to static anchor. Most of the
works available in the literature either looks into the aspect of reducing
path length of the mobile anchor or tries to increase localization accuracy.
In this paper we propose a cost-effective movement strategy i.e., path
planning for a mobile anchor which reduces path length and at the same
time localization can be done using localization scheme [3], which yields
good accuracy. Simulation results show improvement over existing work
[4] in terms of both path length and localization accuracy.

Keywords: Path Planning, Connected Networks, Mobile Anchor, Range-
free Localization, Wireless Sensor Networks.

1 Introduction

Generally several static anchors are used to localize sensor networks, whereas
one mobile anchor with a suitable path planning can substitute those static an-
chors. There are localization schemes [3,6,7] in literature which use mobile anchor
for localization. One can save large number of anchors with deployment cost in
the expense of the mobility of the mobile anchor. So, path planning of the mo-
bile anchor has become an important issue in the area of localization. In most
of the existing works [2,4] where path planning has been done for connected
network, ranging techniques have been used. Our aim is to propose a move-
ment strategy which uses connectivity information only for anchors next step
of movement while adapting with existing range-free localization schemes which
yields better accuracy. Topology-based path planning problems can be viewed
as a graph traversal problem. Sensors have information about their neighbors
which they send to the mobile anchor for determining the path. Kim et al. pro-
posed a path planning in [2] for randomly deployed sensors using trilateration
method for localization. Mitton et al. in [4] proposed a depth first traversal
scheme DREAMS by the mobile anchor to localize the sensors. Both these
works need range estimations. Mobile anchor first visits a sensor in DREAM S,
using random movement before performing depth-first traversal on the network.
An already visited localized sensor provides information to the anchor about
it’s next destination. Algorithm stops when anchor returns to the first sensor.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 193-198, 2015.
© Springer International Publishing Switzerland 2015
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During depth-first traversal, anchor performs distance-based heuristic movement
using received signal strength (RSS) from sensors. Chang et al. proposed another
path planning algorithm of the mobile anchor in [1] mobile sensor calculates its
trajectory by moving around already localized sensors.

Our Contribution. In this paper we provide a hexagonal movement strategy
for mobile anchor. Our proposed distributed range-free movement strategy lo-
calizes all sensors within 7/2 error-bound in a connected network, where r is
the transmission range of the sensors and the mobile anchor. To the best of
our knowledge, this is the first work where localization and path planning both
have been done using connectivity of the network without any range estimation.
Simulation results show improvement over existing work [4] in terms of both
path length and localization accuracy.

2 Path Planning for Connected Network

In this section we discuss path planning to localize an arbitrary connected net-
work of any number of sensors. The mobile anchor broadcasts beacon with its
position information after every ¢ time interval. Distance traveled by the mobile
anchor between two consecutive broadcasts of beacon is called beacon distance
and is denoted by u. The circle with radius r centering at the sensor, where r is
the communication range of the sensor. Largest regular hexagon inscribed within
the communication circle of any sensor is defined as LRH. Definition of beacon
point is given below.

Definition 1. (Beacon point) The position of the anchor that is extracted from
the beacon received by a sensor at time x is denoted as a beacon point for the
sensor if and only if the sensor does not receive any beacon either in time interval
[ — to,x) or in time interval (x,x + to], where ty is the waiting time such that
t < tg < 2t andt is time interval of periodical broadcasts of beacon by the anchor.

The algorithm begins with localizing a sensor by random movement of the an-
chor. The localized sensor broadcasts its position which is received by the anchor
and according to our movement strategy, the anchor reaches at any point on the
communication circle of the localized sensor. Then anchor computes the LRH
inscribed within the communication circle with that point as a vertex. At the
same time all the other vertices of LRH are also computed by the anchor. Then
the anchor starts moving along the LRH and broadcasting beacons with its cur-
rent position along with all vertices of the LRH at regular interval so that any
sensor which receives a beacon, knows the LRH. At the same time all the neigh-
bors of the localized sensor marks at least two beacon points which help them
to compute two probable positions of themselves according to the scheme [3].
In our work we do not need three beacon points to localize the sensor like the
scheme [3]. Hexagonal movement strategy helps to reduce the requirement of
beacon points from three to two. One may find the detail description in [5] along
with the proofs of the theorems stated in this paper.
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We have found conditions in the following theorem to make the error bound of
the scheme [3] less than r/2. This error bound ensures localization of all sensors
within r/2 error according to our proposed path planning as we have used the
scheme [3] for localization.

Theorem 1. Using the localization scheme [3], if | > (r—u) then the localization
error remains less than r/2 for beacon distance u < r/7.5, where [ is the distance
between two beacon points and r is the communication range.

Theorem 2. If an anchor completes its movement along the LRH around a
sensor @, then all other sensors lying inside the circle of radius 3r/2 centering
at Q can be localized with error less than /2 for suitable beacon distance u, if
Q has been localized within r/2 error.

Theorem 3. If a mobile anchor completes its movement along the LRH around
a sensor which is localized within r/2 error, then all its neighbors are localized
within r/2 error.

3 Distributed Algorithm for Path Planning

We assume sensors form a connected network. The number of sensors in the
network is not an input of our algorithm. Each sensor has unique id and knows
the id of its one hop neighbors. Set of one hop neighbors of a sensor ¢ is denoted
by nbd(i). We define NLN-degree(i) as the number of non-localized neighbors of
a sensor ¢. Initially NLN-degree(i) = |nbd(i)|, where |nbd(7)| is the cardinality
of the set nbd(i). Mobile anchor decides its path according to the Algorithm 1:
HEXAGONALLOCALIZATION.

Algorithm 1. HEXAGONALLOCALIZATION

1. Mobile anchor localizes a sensor by its random movement then PUSH id of the

sensor into the STACK.

2. Computes LRH centering at sensor ¢ which is at the TOP of the STACK and

broadcasts beacons with period ¢ until the LRH movement completes.
3. The anchor moves r/2 distance towards ¢ and sends a message to ¢ for next
destination of its movement.
. Sensor 7 sends a message to all j € nbd(z) for NLN-degree(j) with their positions.
. On receiving the replies, sensor i selects a neighbor sensor j’ that achieves the value
max{NLN-degree(j)|j € nbd(i)} and sends position of j/ with NLN-degree(j’) to the
anchor for next destination of movement.
6. If NLN-degree(j’) > 0 then the anchor PUSH j into the STACK and moves to the
closest point of the communication circle of j/ and executes step 2, otherwise
POP from the STACK.

7. The algorithm terminates if STACK is empty, otherwise the anchor revisits the
sensor whose id is at the TOP of the STACK and executes step 3.

SIS

Algorithm 1 ensures localization of all sensors in a connected network. Time
complexity of the proposed algorithm is same with complexity of Depth First
Search in a connected graph.
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4 Simulation Results

We have used MATLAB platform to study the performances of our proposed
schemes. We have randomly generated connected graphs of sensors in a 50 meter
x 50 meter square region. According to the section 2, we have taken values of
beacon distance u < r/7.5. Following Fig. 1 shows the hexagonal movement
path of a mobile anchor through the network during localization, where black
thick lines are transition path between LRHs. The blue crosses and red circles
are the actual and calculated positions of the sensors respectively and pairs are
joined by dotted lines. The number of sensors n, communication ranges r, path
length D and average positioning error are given in the caption of each figure. All
the values showing in the tables and figures are in meters. As the area remains
fixed and connectivity is maintained by increasing number of sensors along with
decreasing communication range of sensors and the anchor, path length does not
increase much with the number of sensors. We have also simulated path lengths of
the mobile anchor for different number of sensors with communication range 10
meter. As number of sensors varies from 100 to 300, path length varies from 1490
to 1754 meter as shown in Table 2. As average degree increases with the number
of sensors in a fixed region, one LRH movement localizes more number of sensors
(approximately equal to the average degree), so path length does not increase
much with the number of sensors. By average degree, we mean average number
of one hop neighbors each node have. In Table 1, we have shown localization
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Fig. 1. Hexagonal movement pattern in a connected network

error for different communication ranges r and beacon distances u. Localization
error decreases as beacon distance decreases for any fixed communication range.
Here, u = r/k, where k > 7.5 according to Theorem 1 and Theorem 2. We
have compared path length and average error of our algorithm with [4]. For
comparison, we have considered same parameters as in [4]. Sensors are randomly
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Table 1. Showing average error (in meters) for different communication range and
beacon distance

Beacon distance — r/10 r/15 r/20 r/25 r/30
Communication range(|)

10 1.47 1.10 0.61 0.42 0.33
15 2.35 1.36 1.01 0.73 0.54
20 2.74 1.90 1.28 0.93 0.62
25 4.35 2.38 1.53 1.22 0.94
30 5.89 3.14 2.12 1.64 1.13

Table 2. Average path length (in meters) of our scheme varying number of sensors
No. of sensors 100 150 200 250 300

Average path length (meter) 1490 1550 1640 1675 1754

deployed over a square region of side length 1000 meter forming a connected
graph. Average degree of vertices in the connected graph is varied from 7 to 35
by increasing number of sensors, where a sensor represents a vertex. We have
compared path length of our proposed algorithm with DREAMS — LM ST —
Closest as it provides minimum path length among the methods proposed in
[4]. Simulation results show that, path length of our technique is higher than
DREAMS—LMST—Closest for average degree 7 and 10 as shown in Fig. 2. But
as average degree increases, our method outperforms [4] in terms of path length.
We have compared average error with DREAM S — Random [4] as DREAM S —
Random yields minimum average error among the methods proposed in [4].
Lesser localization errors are shown in Fig. 3 for different beacon distances 1
meter and 0.5 meter where r = 100 meter.
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5 Conclusion

Our movement strategy reduces the requirement of three beacon points for lo-
calization to two beacon points. In a connected network, once a sensor is local-
ized, our path planning is able to localize all its neighbors with one hexagonal
movement around the sensor. After completing one hexagonal movement, an-
chor decides its next destination depending upon received information from the
neighboring sensors and localizes all sensors along the way it moves. The novelty
is that without knowing the boundary of the network, our distributed algorithm
localizes all sensors using connectivity without any range estimation. In future
we will try to investigate path planning in presence of obstacles.
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work.
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Abstract. In this paper we propose a framework to compute MC/DC
percentage for distributed test case generation. MC/DC stands for Mod-
ified Condition/Decison Coverage [1]. This approach uses several client
nodes to generate the non-redundant test cases in a distributed and scal-
able manner. To achieve an increase in MC/DC, we transform the input
C program, P, into its transformed version, Pl, using Ex-NCT. A cover-
age analyzer accepts P along with the generated test cases as input from
SCORE framework and outputs the MC/DC percentage. The experi-
mental studies show that SMCDCT approach achieves 6.5 % (approx.)
of average increase in MC/DC. This increase in MC/DC percentage is
achieved in an average computation time of 7.1622715 seconds.

Keywords: MC/DC, Distributed Concolic Testing, Coverage Analyser.

1 Introduction

We propose an approach to calculate MC/DC percentage using SMCDCT
(Scalable MC/DC percentage Calculator using Distributed Concolic Testing) for
structured C programs. SMCDCT consists of mainly three modules: i) Code
Transformer (Ex-NCT) [2], i) Concolic Tester (SCORE) [3], and iii) Cover-
age Anlyser (CA) [2]. The experimental studies in [2] shows that Ex-NCT gives
better MC/DC percentage as compared to Program Code Transformer (PCT).
Hence, in SMCDCT we use Ex-NCT for code transformation of the target
programs. In this approach, we use SCORE in SMCDCT to improve the ef-
fectiveness and efficiency of the framework, as compared to traditional concolic
testing. SCORE is based on distributed concolic testing to generate test cases for
the program under consideration. This process reduces the computation time for
measuring MC/DC percentage. The coverage analyser takes the non-transformed
program and the generated test cases to calculate the MC/DC percentage.

2 SMCDCT Framework

First we present an overview of the proposed SMCDCT framework in Section
2.1, then discuss the steps of our proposed approach in Section 2.2.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 199-202, 2015.
© Springer International Publishing Switzerland 2015



200 S. Godboley, S. Panda, and D.P. Mohapatra

2.1 Overview of SMCDCT Framework

As the CREST concolic tester supports only linear-integer arithmetic (LIA) for-
mulae, the non linear arithmetic operations in a target C program may not be
analyzed symbolically [4,5]. The concolic testing consumes a significant amount
of time in exploring the possible execution paths, and this forms a big challenge
in its reification. We have proposed a framework to overcome some of the above
mentioned limitations. Our main objective is to achieve an increase in MC/DC
percentage without affecting the time value. We have used six distributed com-
puting nodes connected through network in order to decrease the time cost of
traditional concolic testing. To achieve high scalability, SMCDCT framework en-
ables distributed nodes to generate test cases independently. SMCDCT consists
of three modules these are discussed below:

Code Transformer. The Code Transformer (Ex-NCT [2]) uses transformation
technique to instrument the C program by augmenting it with additional nested
if-else conditional statements. This augmentation of code with additional state-
ments causes MC/DC to vary.

SMCDCT

CODE TRANSFORMER

identification of Conditional
predicates 3| Statements using EX- |—3|
NOR operation

Transtormed Program

S

Chent 1

Fig. 1. Schematic representation of the proposed SMCDCT Framework

SCORE. SCORE consists of the library code and symbolic execution engine
modules to achieve full path coverage without generating any redundant test
cases. SCORE supports the bit vector symbolic path formulae by using 73 2.19
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SMT Solver [6] to solve the non-linear arithmetic operations symbolically. A dis-
tributed concolic algorithm in SCORE decreases the communication overhead
among the distributed nodes and increases the speed of test case generation [3].

Coverage Analyser (CA). The module CA [2,7] accepts original C program
under test and set of test cases generated from concolic tester as inputs to
compute the MC/DC percentage.

As SMCDCT is based on SCORE, so it overcomes the limitations of tradi-
tional concolic testing. Therefore, SMCDCT is efficient to effectively perform a
distributed and scalable concolic testing in less time.

2.2 Steps of Our Proposed Approach

In this section, we describe in detail the steps of our proposed approach to
compute the MC/DC percentage difference. These steps are as follows:

Step1: Generate Test Suitel for the target program P.

Step2: Compute MC/DC 1 percentage.

Stepd: Transform P into P’.

Step4: Generate Test Suite2 for P’.

Steph: Compute MC/DC 2 percentage.

Step6: Compare MC/DC 1 percentage and MC/DC 2 percentage.

3 Experimental Study

In this section, we discuss the experimental analysis of the obtained results. The
experimentation is carried out on two benchmark C programs (sed and grep)
taken from SIR repository [8]. The results are presented under four different
experimental scenarios as described below:

i. The first scenario corresponds to the experimentation carried out with the
CREST tool that ran on a stand-alone machine.

ii. The second scenario corresponds to the experimentation carried out with
Ez-NCT and CREST tool that ran on a stand-alone machine.

iii. The third scenario corresponds to the experimentation carried out with
SCORE tool that ran on a client-server architecture implemented with six
distributed nodes.

iv. The fourth scenario corresponds to the experimentation carried out with Ez-
NCT and SCORE tool that ran on a client-server architecture implemented
with six distributed nodes.

The readings in Table 1 show that we achieve 6.5 % (approx.) of average increase
in MC/DC for both the experimental programs. The Table 2 shows, the differ-
ent timing results for the two experimental programs. From Table 2, it can be
observed that the average of total computation times for the two experimental
programs is 7.1622715 seconds.
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Table 1. Comparison of MC/DC percentages

S.No Program MCDC %(CREST) MCDC %(Ex-NCT + CREST) MCDC %(SCORE) MCDC %(Ex-NCT + SCORE) MCDC %(difference)

1
2

4

We

sed 58.5 % 79.7% 82.4% 89.7% 7.3%
grep 53.8% 76.2% 79.68% 85.37% 5.69%

Table 2. Timing Reqiurements
S.No Program Ex-NCT (Sec) SCORE (Sec) CA (Sec) Total Time (Sec)

1 sed 2.213746 0.871246  3.812357 6.897349
2 grep 2.523712 1.114357  3.789125 7.427194

Conclusion and Future Work

proposed a framework for distributed test case generation named SMCDCT

that is based on coverage analysis of C programs. We discussed the detailed
steps of our proposed approach along with the working principles of the mod-
ules (Code transformer, SCORE, and Coverage Analyzer) of SMCDCT. The
experimental results show that the proposed approach achieves better MC/DC
in comparison to the existing approaches. SMCDCT approach achieved 6.5 %
of average increase in MC/DC. This increase in MC/DC percentage is achieved
in an average computation time of 7.1622715 seconds. In future, we will aim at
developing an approach to find MC/DC of OOPs.
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Abstract. Quantitative analysis of concurrent systems becomes intract-
able due to searches over the enormous state space. Since these systems
often contain many identical processes consisting of symmetrical and in-
terchangeable components, this problem can be tackled using symmetry
reduction. In this paper, we present an on-the-fly symmetry reduction
technique that is applicable to explicitly represented models in the prob-
abilistic setting. We have performed the experiments by integrating our
technique into PRISM probabilistic model checker. Experimental results
are very encouraging with considerable reductions in both the time taken
for property evaluation and the associated memory usage.

Keywords: Probabilistic Model Checking, Explicit State Representa-
tion, On-the-fly Symmetry Reduction.

1 Introduction

Probabilistic model checking is an automated formal procedure intended to verify
the quantitative properties of stochastic system. The system is modeled as either
a Discrete Time Markov Chain(DTMC), a Markov Decision Process(MDP) or
a Continuous Time Markov Chain(CTMC) [6] to verify its desired properties.
The model of a system can itself be represented in either symbolic or explicit [2]
form.

One of the major problems associated with model checking is the state space
explosion, i.e., as the number of components increases in the system, the state
space associated with the system model grows exponentially. This problem is
more intense with concurrent system analysis.

Concurrent system frequently contains replicated components in form of iden-
tical processes. Replication of processes induces symmetry in the state space as-
sociated with the system model. As a consequence, model checking may involve
redundant search over the equivalent areas of the state space. To overcome this
state space explosion in concurrent system, symmetry reduction is well suited. It
exploits the presence of replicated components in the system. Key challenge in
symmetry reduction is to find out the states that belong to the same equivalence
class.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 203-206, 2015.
© Springer International Publishing Switzerland 2015
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Symmetry reduction constructs a smaller model known as quotient model in
which sets of equivalent states in the original model are replaced with respec-
tive single equivalence class representatives. Model checking of the system can
then be performed on a quotient model, thus avoiding redundant searching over
equivalent area of the state space.

On-the-fly symmetry reduction has successfully applied onto non-probabilistic
model checking [1]. In this paper, we present an on-the-fly symmetry reduction
algorithm to build a quotient model at the time of exploration of reachable states.
Our algorithm is applicable to explicitly represented probabilistic models. Major
problem with explicit state representation is to list out all reachable states. Hence
explicit model cannot be built with enormous state space. Using an on-the-fly
symmetry reduction, we are able to build an explicit quotient model of an original
model with extensive state space. We also explore integration of our proposed
on-the-fly symmetry reduction method into PRISM [3] for explicitly represented
system.

2 Related Work

Survey paper [7] explain different approaches of symmetry reduction for symbolic
and explicit-state representation. Here we focus onto the symmetry reduction
techniques applied on explicit representation of probabilistic models.

Thesis entitled “Probabilistic symmetry reduction” by Christopher power [5]
has presented a new probabilistic model specification language PSS (Probabilis-
tic Symmetric System). The author has also built a tool to generate the quo-
tient model of explicitly represented system model and set of properties formulas
which can be analyzed using PRISM. But the main hurdle of using this tool is
that it is not freely available for other users.

3 On-the-Fly Symmetry Reduction

Here, we discuss our proposed on-the-fly symmetry reduction algorithm which is
applicable to explicitly represented probabilistic models. Input of the algorithm
is the probabilistic model (represented in language form) of a given system to
be analyzed. And output of the algorithm is quotient model where S and Py
contains reduced states and transitions respectively. The representative state
which required further for transition computation is stored into set Explore.

The algorithm 1 begins by adding the initial state so into Sg and Explore.
Start with exploring sg and computes the number of transitions and successor
state for each transition. Now for each successor state of sqg, algorithm computes
the representative and check if it has been encountered before. If the represen-
tative of successor state has not been encountered then it is added to Sg and
Explore. The transitions of the representative state are added into Pg. Now
algorithm extract the next state from Ezplore set and proceed further. Once
the Explore set is empty, the state space has been fully explored. Here,S¢g and
Pg contains the states and transitions of quotient model.
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Algorithm 1. On-the-fly Symmetry Reduction
// Initialization
Sq = {representative(so)};
PQ = Q);
Explore := {representative(so)};

while Explore # () do
remove a state s from Explore;
//compute transitions for state s
for each transition s - § do
s’ = representative(3);
if s’ ¢ S then
insert s’ into Sg and Explore;
end if
insert s — s’ into Pg;
end for
end while

We have to compute the representative of each state. Let I = {1,2,...,n}
be the set of component identifiers. A state s € S has the representation
s = (g,01,12,...,1,), where l; denotes the local state of component i and g
indicates global variables if any. The usual lexicographical ordering of vectors
provides a total ordering on S. From the equivalence class of a state, we have
chosen lexicographically smaller state as a representative of that state. Here,
once the state is generated, we sort that state component-wise. This sorted state
is lexicographically smaller and considered as the representative.

Note that our proposed algorithm bypasses the major limitation of explicit
models - the requirement to enumerate all reachable states and transitions. The
algorithm computes the representative of a state at the time of exploration itself.
So those states, whose representative is already explored, need not be stored.
This frees up the storage space. Also, such states are not even explored, thereby
saving time. In the next section, we present our experimental results.

4 Experimental Results

Our contribution extends the functionality of PRISM’s explicit engine by provid-
ing it with a mechanism for symmetry reduction. Here we present experimental
results for PRISM benchmark case study - the randomized consensus shared
coin protocol from [4].

Table 1 shows the comparison between original and symmetry reduced ex-
plicit model. For “Consensus” case study, N denotes the number of symmetric
processes in the system. Columns 3-4 give the state space size of original and quo-
tient explicit model. As expected, using symmetry reduction we obtain a large
reduction in state space size and it increases with N. Next two columns show
the time taken for building the each model. Last two columns shows the time
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Table 1. Experimental Results of Original and Quotient Explicit Model

Explicit Model

Model size . . A Model Checking
(States) BUlSI(:CE:II(;l:) (in Time (in Seconds)
Case Study N Full Ci:”ﬁcel‘}: Full %i";‘;’:t
Original Quotient explicit P explicit p
model model
model model
(proposed) (proposed)
2 272 154 0.123 0.068 0.058 0.048
Consensus 4 22656 2e+3 0.704 0.562 2.812 0.371
shared 6 1.2e+6 le+4 38.17 2.134 373.77 3.856
coin 8  6.let7  detd  OON 6.379 - 28.483
protocol ou
10 2849  13ets OO 21.568 - 155.864

required to performing probabilistic model checking on each of the two models.
In “consensus”, using full explicit model, we cannot build a model with more
than 6 number of processes. However, using an on-the-fly symmetry reduction,
we were able to build a model with more number of processes. Time required
to perform model checking on quotient model is much less compare to original
model. Thus, the proposed on-the-fly symmetry reduction technique speeds up
the model checking task and also enables the verification of systems with larger
number of processes.
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Abstract. Complex business processes can be realized by composing
two or more web services into a composite web service. Due to the
widespread reachability of Internet, more and more web services are
becoming available to the consumers. Quality aware consumers look for
resilience in services provisioned on Internet. This paper proposes mes-
sage logging based checkpointing and recovery for web services to make
them resilient to faults. It presents an algorithm that checkpoints services
participating in a choreography in such a way that the execution time
and cost of service constraints are always met. It identifies checkpoint
locations by considering the costs involved in checkpointing, message log-
ging and replaying for service recovery. The cost estimation is carried out
using service interaction patterns and QoS values of the services involved.
Performance of the proposed checkpointing strategy is corroborated with
the results obtained from experiments.

Keywords: Web services, choreography, checkpointing, QoS.

1 Introduction

There are several algorithms that are proposed in literature for checkpointing
distributed applications. Any checkpointing scheme has to satisfy the require-
ment of resilient service provisioning [13]. Checkpointing a choreographed web
service needs special care so that recovery does not need a chain of restarts of
component services. Hence checkpointing web services is of interest. We propose
to perform checkpointing of choreographed web services at three different stages
of web service development: 1. Design time 2. Deployment time 3. Run time.

A group of web services interacting with each other by means of message
exchanges, to accomplish a business task are called as a choreographed web ser-
vices. Choreographed web services have the information about their sequence
of message based interactions, and actions to be performed by each of them,
documented in a design time artefact called as choreography document. Us-
ing this document, we have proposed a design time checkpointing approach in
our previous work [12] that introduces checkpoint locations in a choreography,
at places where non repeatable actions are performed. In the event of transient
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failures(temporary failures) this checkpoint arrangement avoids chain of rein-
vocation of web services, specifically when a non repeatable action is executed.
But, it does not handle the issue of meeting deadlines in case of transient fail-
ures. This paper addresses this issue using Quality of Service(QoS) values (like
response time, reliability, cost of service etc.) and other quantities like check-
pointing time, message logging time etc which can be measured at the time of
deployment. We propose a time and cost aware checkpointing algorithm that
introduces minimum number of checkpoints so that execution time and cost con-
straints are met even in the event of transient failures. The trade-off between
number of checkpoints and recovery time is experimentally analysed. As part of
our future work we intend to take up revision of checkpoint locations at run
time using dynamically predicted QoS values and dynamic composition of web
services. We have presented our approaches on response time prediction of web
services in our previous works [11] [14].

This paper is organised as follows: in section 2 we discuss existing checkpoint-
ing approaches and compare them with our approach, in section 3 we give an
overview of our choreography model and three stage checkpointing approach, in
section 4 we brief on our proposed approach for deployment time checkpointing.
Checkpointing algorithm is given in section 5 along with experimental results.
Conclusion and future work are discussed in section 6.

2 Related Work

Well understood techniques|6] for checkpointing and recovery of distributed ap-
plications are not readily applicable for that of web services. This is because a
recovery strategy for distributed applications requires other processes also, in
addition to failed process, to rollback. Such a strategy is not suitable for com-
posite web services since requiring chain of rollbacks of the remaining services
leads to a compromise in quality of the composite service.

Fault handling strategies proposed in the field of web services are of two
types [13]: Checkpointing and recovery [2], [10], [9], and Substitution [4], [3], [5].
In the proposed checkpointing and recovery strategies [2],[10], responsibility of
specifying checkpointing locations in the design document is bestowed on the
user. Success of such strategies lies in the knowledge and skillset of the users.
In another checkpointing strategy[9], checkpointing is used to save the work of
constituent services that have not failed but, the faulty constituent service has
to restart from the beginning. Substitution approaches proceed by substituting
the faulty web service with a functionally equivalent one. The main drawback
of this approach can be seen when the invoking service itself fails. The failed
instances would have to be reexecuted from the beginning. This implies recalling
the invoked services again resulting in increased execution times.

QoS aware checkpointing has been proposed in various areas like embedded
systems [1], and mobile computing [8]. In [1] authors propose QoS aware message
logging based checkpointing of embedded and distributed systems. They formu-
late the problem of finding an optimal checkpoint interval, in a process, that
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maximizes systems overall quality as a Mixed Integer Non-Linear Programming
(MINLP) problem and provide an algorithm for finding the solution. They do
not consider QoS values of other processes participating in the composition, in
checkpointing decisions. In [8], authors work on mobile computing environment
where in hosts going out of range transfer their checkpointed data to other hosts.
It uses link reliability values to dynamically maintain superior checkpointing ar-
rangement.

Considering QoS values of the constituent services while taking checkpoint-
ing decisions for a choreographed web service is pivotal in meeting promised
deadlines. In our survey we have not come across any web service checkpointing
strategy that focuses on this issue. Hence in this paper we advocate time and
cost aware checkpointing strategy that makes use of QoS values of constituent
services, to decide on checkpoint locations while meeting the promised deadlines.

In the next section we present concepts [12] required here for putting the
proposed strategy at right perspective.

3 Checkpointing Choreographed Web Services

A choreography of web services describes in a document, called choreography
document, series of interactions that are to be performed by constituent web
services to accomplish common business goals. A choreography of web services
is modelled as a composition of interaction patterns in our previous work. We
use this model to aid in checkpointing decisions. In the following subsection we
give a brief on our model, details can be obtained from [12].

3.1 Modelling Choreographed Web Services

Each participant £ of a service choreography performs some local actions and
communicates necessary information with other participants. Thus, broadly,
operations of a service are classified into two categories: local action and inter-
action. An interaction pattern, or a pattern in short, is defined as a sequence
of operations wherein the first operation in the sequence is an interaction. In our
previous paper [12] we have proposed different types of interaction patterns and
detailed on modelling service choreographies using these patterns.

To make the description in this paper self-contained, and to keep up with the
space requirements, we use only one of our proposed patterns, pattern P, (Chose
P, as it has maximum number of interactions) in this paper. In Ps, the initiator
¢ sends an invoke message and continues to execute a sequence of operations,
before getting a reply from &,.. Upon receiving the invoke message, &, executes a
sequence of operations and sends a reply message back to £ (refer to Fig 1(a)).

In [12] we propose that service interaction patterns may be combined in differ-
ent ways using composition operators to give composite patterns. We proposed
four kinds of composite patterns: sequential pattern, nested pattern, iterative
pattern, and concurrent pattern whose operators are ”.”,[ |,* and | respectively.
Fig 1(f) depicts an example choreography which is modelled as a composition of
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Fig. 1. Modelling service choreographies and checkpointing rules

our patterns. A composite web service is compactly represented in text using a
pattern string. A pattern String represents a choreographed web service whose
composition is expressed in terms of patterns and composition operators. The
pattern string for the example choreography is p,.ps[pe].pa[pe]-ps

In a step towards identifying possible checkpoint locations in a given choreog-
raphy, we associate each pattern with what are called as C-points. A C-point
is a probable checkpointing location. We define three types of C-points: service
point, must save point and invocation Point. Fig 1(b) depicts C-points in pat-
tern P5. A service point is marked in the initiator of the pattern after the reply
message is received. An invocation point is marked in the initiator of the pattern
after it sends the invoke message. A must Save point is marked in a participant
of a pattern after a nonrepeatable action, if any.

The example choreography depicted in Fig 1(f) is used to assist in illustration
of concepts. In this example, web service £ interacts with few other web services
resulting in a composite web service. We illustrate checkpointing the web
service ¢ in this paper, which is applicable to other constituent web
services.

To start with, we define what are called as sequential components. The part
of pattern string which is delimited by ”.” operator is called as a sequential
component ”s” . The sequential components in our example are p,, py[pe,
pdlpe), ps which are named as s1, s2, s3, s4 respectively (Fig 2(a)).

Each sequential component is a pattern(can be either atomic or composite)
and hence has C-points associated with it. Sequential components are referred to
as components for ease of writing from here on. If the web service £ initiates n
number of components we have a maximum of 2ns C-points to be converted into
checkpoints. It may not be possible to convert all these C-points since conversion
of all the C-points might result in violation of deadlines.
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Fig. 2. A choreography and its recovery components

3.2 Recovery Components

A recovery component is defined as an execution unit that is delimited by check-
points. A failure at anywhere in a recovery component results in rollback to the
checkpoint placed at the beginning of the recovery component. In case check-
points are inserted into a web service either at design time or later, the pattern
string that reflects the choreography must reflect the checkpoint locations also.
Hence we use the following notation: For a component s if its invocation point is
converted to a checkpoint then symbol ”!” is added to the left of it, if its service
point is converted to a checkpoint then symbol ”!” is added to the right of it
and if both the C-Points of a component are checkpointed then the component
is removed from the pattern string along with its two ”!” marks. A recovery
component is that part of a pattern string which is delimited by ”!” mark.

Fig 2(a) depicts the example choreography with checkpoints inserted at de-
sign time. It’s pattern string annotated with ”!” marks at design time is given by
$1.182.83.84. Thus we have initially two recovery components s1, s2.83.54 for the
example choreography. Fig 2(b) depicts the choreography and its recovery com-
ponents after a service point is converted into checkpoint at deployment time.
By this time we have three recovery components s1, S2.53, S4.

3.3 Proposed Approach on Deployment Time Checkpointing

We assume that occurrence of transient failures in a web service follow Poisson
distribution with the mean failure rate given by A. It is assumed that failures do
not occur during recovery time. Each failure has to be followed by recovery of
the failed service for successful completion of its execution.

Recovery of a web service has the following two overheads: execution time
overhead and cost overhead. Execution overhead is the additional time
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required during recovery that includes: i)rollback to the checkpointed state ii)
replay logged messaged iii) re-execute unsaved activities. Cost overhead is the
additional overhead to be paid to reinvoke a constituent web service in case its
reply is not logged. Every web service has deadlines for execution time and cost
which have to be met even in case of failures to provide a quality service.

Deployment time checkpointing aims at inserting minimum number of check-
points to reduce recovery overhead in case of failures so that constraints are met.
Minimum number of checkpoints ensure minimal execution time in case of failure
free executions. Minimal recovery overhead requires more number of checkpoints
to be inserted which results in undesirable increase in time for failure free execu-
tions (execution instances which do not fail). Hence we do not aim at minimal
recovery overhead, instead we aim at minimum number of checkpoints which re-
sult in minimum overhead during failure free executions. Detailed procedure for
checkpointing is presented in the next section.

4 Procedure for Deployment Time Checkpointing

Deployment time checkpointing is performed in three stages. 1) Measurement of
execution time and other quantities at deployment time. 2)Collection of QoS val-
ues of constituent services. 3)Computation of recovery overhead and placement
of checkpoints.

4.1 Measurement of Quantities

Initially all the participants of a choreography should insert checkpoints in their
code at the locations according to design time checkpointing policy. Let & be
the participant which is currently being checkpointed. Let T, T, Tr and Tegr
represent checkpointing time, message logging time, message replay time and
time to restore £ to a saved state, respectively. These quantities have to be
determined experimentally at deployment time. Let Cp represent the cost of
service charged by £ when service is provided with in the promised maximum
execution time T'p.

4.2 Collection of QoS Values

We have identified and modeled those QoS attributes which play a crucial role
in checkpointing decisions. The considered QoS attributes are response time,
vulnerability and cost of service provision.

Let & be the service provider in a component s initiated by £&. Response
time s.t,; of s, is defined as the response time of &,.. Vulnerability s.vl of s to
failures is defined as vulnerability of &, which in turn is defined using reliability
of &.. Reliability rl is defined as the success rate of the service i.e. the ratio of
number of times the service is successfully delivered to total number of service
invocations. &..vl = 1 — (&..rl). Cost of a service is defined as the price to be
paid for providing the requested service. Cost of service s.ct of s is defined as
cost of service provided by &, of the component.
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4.3 Computation of Recovery Overhead

Recovery overhead is measured in terms of additional execution time and cost of
service to be paid, to recover £ from failures. Recovery overhead for each of the
recovery components is computed using the quantities measured at deployment
time and QoS attributes defined above.

4.3.1 Execution Time Overhead

For each of the components s, initiated by the participant &, let s.t,; and s.t,;
represent average local activity time and response time of the callee. These val-
ues are determined experimentally at deployment time. For every component
s, there can be only one invocation point, one service point, and one or more
must save points in &. According to our design time checkpointing policy[12],
only invocation point and must save points of a component may be converted
into checkpoints, service points cannot be. Let s.ny,, > 0 and s.n;, € (0,1)
represent number of must save points and invocation points which are converted
into checkpoints at design time. Let s.ng, € (0,1) represent number of service
points which are converted into checkpoints. According to the design time policy,
s.nsp = 0 indicating that zero service points are checkpointed yet.

Let Tpyure(s) represent pure execution time of a component s without includ-
ing any of checkpointing and message logging times. Tpyre(s) = max(s.tet, S.trt).
Let Ttized(s) represent the fixed execution time of component s after including
checkpointing and message logging times for checkpoints and logs inserted at
design time. Checkpointing time is given by (s.nmp + s.1ip) * Tc. These check-
points are never revised at deployment time and run time. Hence we call it
as Tfigea(s). If an invocation point or a must save point is converted into
checkpoint, the reply message received by £ has to be logged, refer [12]. Let
$.nmy € (0,1) represent number of message logs at design time for component s.
Tized(s) = Tpure(s) + (8nmp + 8.14p) * T + STy * T

We use the notation ag(s) to represent Trizeq(s), 0 indicates that 0 C-points
of s are converted into checkpoint in deployment stage. Let T'f;zeqa(€) represent
fixed execution time of the participant £ before converting any of the C-points of
¢ into checkpoints in deployment stage. It is in short represented as c (&) where 0
indicates that 0 C-points are already converted into checkpoints in deployment
stage. Trized(§) = ao(&) = Y12, ao(s;) where ng is number of components
initiated by &.

ai(€) represents failure free execution time of ¢ after & C-points are
converted into checkpoints and lg messages are logged in deployment stage.
Oék(f) = Z?;l ao(si) +kxTo+1lgxTr.

Let Tw (§) represent worst case execution time of the participant £ which
is defined as follows: Tw (§) = ai(§) + Trec(§), which includes ay(€), and time
Trec(§) to recover the web service in case of its failure. To satisfy the promised
maximum execution time, Ty () must be < Tp. In the next subsection we de-
scribe recovery time T)..(§) computation.
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Recovery Time Computation. In a component if its invocation point is check-
pointed, then the service s.£, is not invoked again and hence T..(s) includes 1)
the time taken, T g, to restore the web service from its latest checkpoint, ii) mes-
sage replay time T and iii) time to execute unsaved local activities. Maximum
unsaved work in a component results when a failure occurs almost at the end
of the component, i.e just before receiving reply. If s’s invocation point is con-
verted into checkpoint at design time Tree(s) = Tor + Tr + S-tat, €lse Trec(s) =
max(s.tet, s.tr¢). Table 2 (fifth column) gives recovery time values for the exam-
ple choreography. Trec(r) = >, f(5) * Trec(s), where f(s) = (A% Trec(s)) gives
average number of failures in the component s. T,..(§) = Z?=1 Trec(r;) where
n is the number of recovery components of &.

Trec(s)

Relative recovery time of component s is defined as: T ec(s) = 77 ()"

Relative recovery time of recovery component r is: Tj.pe.(r) = ;‘Eg

4.3.2 Cost Overhead

Let Ciotq; indicate failure free cost of service for all the components of £, Ciota; =
S, si.ct. Let Crec(s) indicates additional cost incurred in component s during
recovery in case of a failure.

In a component if its invocation point is checkpointed, then the service &,
is not invoked again and hence there is no additional cost of invocation. Thus,
Crec(s) = 01if s.nip = 1, else Crec(s) = s.ct.

Crec(r) = Zser f(8) % Crec(s). and Cree(§) = Z?:l Crec(ri)-
Crec(s)
Crec(r)”

Relative recovery cost for r is defined as: Cypec(r) = greigg

Relative recovery cost for s is defined as: Cppec(s) =

Let Cw (§) indicate worst case cost of service which is defined as Cw (§) =
Chotai + Crec(€). Cost constraint is satisfied if Cy (§) < Cp.

4.3.3 Checkpointing Score

Checkpointing score cs of a component s quantifies suitability of the component
for checkpointing. It is defined as the following weighted sum. Higher values of
cs indicate greater need for checkpointing the component.

s.c8 = Wi % Tppee(s) + Wa x s.0l + W3 % Crpee(S)

where Z?:1 W; = 1 and they represent weights to be used to alter the effects
of individual components on the checkpointing score. Similarly, checkpointing
score c¢s of a recovery component r is defined as:

r.cs = Wi s Tppee(r) + Wa sk rvl + Wy % Crpece(T).

4.3.4 Deciding on Checkpoint Locations

Recovery component 7; which has the highest checkpointing score is selected for
checkpointing. From among all components of r;, the component s, that has got
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maximum checkpointing score is selected for placing the checkpoint. Further, if
local activity time of s, is greater than or equal to s,’s response time the next
checkpoint is placed at service point of s,. Else the next checkpoint is placed at
invocation point of s,, i.e if s,’s response time is larger, the service provider of
S, is not reinvoked in the event of failure of £ by placing a checkpoint at the
invocation point (refer to Fig 1 (d,e)).

5 Time and Cost Aware Checkpointing Algorithm

We propose Time and Cost aware Checkpointing algorithm [Algorithm 1] that
incrementally converts C-points into checkpoints, one at a time. It takes as in-
put all the quantities measured and collected at deployment stage, and pattern
string representing the composition with checkpoints inserted at design stage
(line no 1). Algorithm starts by computing recovery overhead of all components
(line nos 4,5). In each iteration it finds out recovery components and computes
their execution cost and time overhead (line nos 12,14). It then computes worst
case execution cost Cy(§) and time Ty (§) (line nos 13,16). Then it checks to
see if Ty (€) is within Tp and Cyw (&) is within Cp. If so, it terminates. Gener-
ally Tw () is large and is greater than Tp. After conversion of a C-point into
checkpoint, Ty (£)) decreases. Also, total checkpointing time increases. We con-
tinue converting C-points into checkpoints until time and cost constraints are
met. Exact checkpointing location is decided using the deployment checkpointing
strategy presented in subsection 4.3. Due to space constraints we do not present
the algorithm RecoveryComponents(ps,&) that extracts recovery components
from a given pattern string.

5.1 Experimental Results

To illustrate the effectiveness of our approach, we have developed, tested and
monitored the performance of sample web services using Oracle SOA suite 11g
[7]. We have used weblogic server which is configured to work as SOA server.
Oracle JDeveloper is used for development and deployment of web services.
Oracle Enterprise Manager which is also a part of Oracle SOA suite, is used to
collect performance related metrics. The weblogic server is hosted on a machine
using 4GB RAM, 2.13GHz CPU and J2SDK5. Oracle 11g Database is installed
on a machine having 4GB RAM and 3.00GHz CPU. All the PCs run on Windows
7 OS and are connected via high speed LAN through 100Mbps Ethernet cards.

To aid in our experimental results, we have developed the following web ser-
vices: WS1: web service which invokes currency converter web service and then
calculator web service. WS2: web service which invokes currency converter web
service. WS3: web service which invokes calculator web service. WS4: web
service takes an Indian state and returns its capital. WS5: web service which
returns the Indian state to which a given capital city belongs. WS6: web service
which invokes four web services in the order: WS4, WS3,WS2,WS5. For testing
the efficiency of the proposed algorithm, we have used web service WS6, the
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Algorithm 1. Time and Cost aware Checkpointing Algorithm

1 Input: Read Tc, T, Tr,Tcr,Tp,Cp, A and QoS values of components, pattern
string ps.

2 k = 0//k indicates number of C-points checkpointed at deployment time
3 lg = 0// ml indicates number of messages logged at deployment time
4 for each component s do
5 Compute Crec(s) , Trec(s)
6 Ciotal = Z?:bl Si.ct
7 R = RecoveryComponents(ps,§)
8 while R is not Null do
9 n = |R| // Number of recovery components
10 for each recovery component r € R do
11 Compute Crec(r) , Trec(r)

12 Crec(&) = D0 1 (Crec(ri))

13 Cw (&) = Crotat + Crec(&)

14 Trec(é-) = Z?=1(TT€C(Ti))

15 aw(§) =ao(§) +k*xTe+1lg*TL

16 Tw (&) = ar(€) + Trec(€)

17 if (Tw (&) <Tp) and (Cw () < Cp) then

18 break. // deadlines can be met
19 //else select a component from recovery component r for checkpointing
20 for each recovery component r € R do
Crec(r
B Coul) = G
22 Troreelr) = 7725(0)-
23 r.cs = CHS(r) //CHS computes checkpointing score of r
24 j = index of recovery component whose cs is returned by maxj_; (r;.cs)
25 Let the recovery component 7; consist of sequential components from index
1 to 14+h where 1 < h <ns —1
26 for each component s € r do
27 s.cs = CHSP(s) //CHSP computes checkpointing score of s
28 o = index of component whose cs is returned by max'*"(s;.cs)
29 if so.tat > So.trt then
30 So.nsp = 1 //Place the next checkpoint at service point of s,
31 else
32 So.nip =1 //Place the next checkpoint at invocation point of s,
33 So.Nmi = 1 //log the reply message received
34 lg=lg+1
35 k=k+1

36 R = RecoveryComponents(ps, &)
37 Print no of checkpoints inserted = k
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Table 1. Execution Time Parameters for WS6
Quantity Value Time in msec, Cost in units
Tc 78
T 24
Tr 15
Ter 36
Tpure, @0 () 4171, 4171+478+4-24=4273
Tp,Cp 6000,150
Wi, Wa, W3, A 0.333,0.333,0.333,.001
Table 2. Checkpointing score calculation for constituent web services
s WS sitar ao(s) Trec(s) sl s.ct Cree(s) cs f(s)
s1 WS4 125 642 642 043 25 25 (0.2533+0.434-0.555)  0.642
*0.333=0.413
s2 WS3 240 1286 240436+ 0.56 30 O (0.115+0.564-0)* 0.291
15 =291 0.333=0.225
s3 WS2 1024 1460 1460 0.38 25 25 (0.576+0.384-0.555)*  1.460
0.333=0.504
sa WSH 245 783 783 0.24 20 20 (0.308+0.244-0.444)* 0.783
0.333=0.330
Table 3. Algorithm 1 Trace for k=1
Quantity Value
Q,Qo {51, 52,53, 54}
R={ry,r2} r1 = S1,72 = 52.53.54
Crec(&) S (Crec(r1), Crec(r2)) = > (25%0.642,0+ 25 1.46 + 20 % 0.783) = 68
Tree(€) S (Tree(r1), Tree(r2)) = SO(642 % 642, 291 % 291 + 1460 * 1.46 + 783

ag(€), Tw(€)
Ctotar(£), Cw (§)
71

T2

k3,0 h

.783) = 3241
4273 40 = 4273, 427343241=7514

100,68

Trree = oy = 0.198,0l = 0.43, Crpec = 25 = 5555, cs = .367
Trrec = 2531 = 8727,0l = 0.81, Cprec = &3 = 661, cs = .780
0,2,2,2

max(s2.cs, 83.¢s, s4.¢s) max(0.225,0.504, 0.330) = 0.504

o

3, Place checkpoint at ip of s3 and log reply message.
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choreography document of which is depicted in Fig 2(a). Numbers in the figure
depict fixed execution time, ag(s), of each of the components.

Table 1 depicts the values of various required quantities that are recorded
and read into the algorithm. Table 2 shows checkpointing score calculation for
components. Table 3 gives a trace of the algorithm for & = 1. According to
computations component sz is selected for converting its invocation point into
checkpoint.

Graphs in Fig 3 depict variation of important quantities computed by the
algorithm with increase in k value. It can be seen that Ty and Cys cross time
deadline for k = 0 (Fig 3(c),(d)). Tw and Cw decrease considerably after con-
verting a C-point into checkpoint. Also, failure free execution time increases due
to this checkpoint. But conversion of another C-point into checkpoint is not taken
up because deadline is already met with £k = 1 and also failure free execution
time increases further with k¥ = 2 (Fig 3(b)). Hence the algorithm terminates
when k=1.

Recovery time Vs k i i i
e ry ax(¢) Failure free execution time Vs k
3500 4450
200 8400
2500
4350
2000
4300
1500
4250
1000
500 4200
0= 4150
(a) k=0 k=1 =2 (b) k=0 =1 k=2
Ty (¢) Worst case execution time Vs k | ¢..¢) Worst Case Cost Vs k
8200 180
7600 150
7000
120
6400
920
5800
80
5200
4600 30
4000 0
(©) k=0 k=1 k=2 (d) =0 k=1 k=2

Fig. 3. Plots of important quantities in three iterations of algorithm

6 Conclusion and Future Work

In this paper we have detailed on time and cost aware checkpointing algorithm
that has to be adopted at deployment stage for resilient execution of chore-
ographed web services. We define units of execution called as recovery compo-
nents and compute their checkpointing score by using execution time and other
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quantities measurable at deployment time and QoS values of constituent ser-
vices. It aims at introducing minimum number of checkpoints in a web service
so that time and cost constraints are met during both failure free executions and
failed and recovered executions. Web services operate in highly dynamic Internet
where response times are bound to vary from the advertised values. We intend
to take up run time revision of checkpoint locations as part of our future work.
It is mainly intended to consider actual values of all response times and revise
checkpoint locations accordingly.
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Abstract. For registry based web services, finding a service for a given
input and output, can be improved by registry preprocessing, that groups
services of similar input and output parameters, to a cluster. This paper
proposes a Wordnet based similarity detection technique for service I/O
parameter clustering and also demonstrates the uses of the technique
with experimental result.

1 Introduction

The increasing availability of web services within an organization and on the
Web demands for an efficient search mechanism to find services satisfying user
requirements. Various approaches can be used for service search, such as, search-
ing in UDDI, Web and Service portals. Universal Description, Discovery and
Integration (UDDI) is an industry standard for service registries,developed to
solve the web service search problem. In this paper we take up the issue of
searching at service registries for its practicality in business world as providers
would like to post their services centrally, for searching there is less time consum-
ing than searching on world wide web. Further in many business domains, pri-
vacy is a concern and that drives implementation towards registry based service
provision.

Among different techniques for service composition and service search, in-
put/output parameter matching is a technique of often use [18,7,6,4,12,14].
The input and output parameters of a web service represents its functional-
ity and can be utilized for finding similar and composable services. Most of
the current approaches for service search and service composition use semantic
web services that have semantic tagged descriptions[12], e.g., OWL-S, WSDL-S
[2,15].

However, these approaches have many limitations: it is impractical to expect
all services to have semantic tagged descriptions and descriptions of majority
of existing web services are specified using WSDL and do not have associated
semantics. Approaches that use non-semantic services[7,18,16] often refer to do-
main ontology that could be at times large and complex enough for the purpose.
Further, from the consumer’s perspective, the consumer may be unaware of the
domain and the exact terms to be used in the service request. As a result, such

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 220-232, 2015.
© Springer International Publishing Switzerland 2015
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a search may overlook many relevant services. In order to address these limita-
tions a generic input/output parameter matching approach, not tied to a specific
service description language, needs to be developed.

A parameter name,(eg: FlightInfo, CheckHotelCost), is typically a sequence
of concatenated words,(eg: Flight,Check,Hotel,Cost), referred to as terms. For
effectively matching I/O parameters of web services, it is essential to consider
their underlying semantics. However, this is hard since parameter names are not
standardized and are usually built using terms that are highly varied due to
the use of synonyms, hypernyms, and different naming conventions. Hence, to
widen the scope of I/O parameter matching, it is useful to cluster service I/O
parameters based on their similarity.

We exploit the semantic similarity and co-occurrence of terms in parameter
names, computed using wordnet as the underlying ontology, to cluster service
parameters into semantic groups. We propose a semantic similarity measure for
computing similarity of parameters and an approach for clustering service pa-
rameters based on the classical DBSCAN algorithm[3]. The parameter clustering
serves as a pre-processing step for I/O parameter based web service search. Ex-
perimental evidence shows that the clusters generated by our algorithm has a
better Precision and Recall values when compared with the clusters generated
by K-means algorithm[10].

The rest of the paper is organized as follows. In section 2 we describe the
semantic similarity measure for computing similarity of service I/O parameters.
Section 3 describes the procedure for clustering service parameters into semantic
groups. In Section 4 we essay the related work. Section 5 discusses our experi-
mental results. We conclude our work in Section 6.

2 Similarity Measure for Clustering Service Parameters

The similarity /distance measure reflects the degree of closeness/separation be-
tween a symbolic description of two objects into a single numeric value and hence
should correspond to the characteristics that distinguish the clusters embedded
in a dataset. The similarity metrics like edit distance etc. mostly measure a
kind of structural similarity with scant regard to semantic similarity. For this
application semantic based search is wishful for providing a number of alter-
native web services to a user on need. A cluster of web services is formed on
the basis of similarity of their I/O parameters. Then for a given set of query
I/0 parameters, corresponding set of alternative services can be picked from
a cluster that is selected by matching of query I/O parameters to I/O param-
eters of a cluster. Thus, in general measuring similarity between two param-
eters has an importance for preprocessing of service registry to find clusters
of services. Clustering of parameters based on similarity is a two-step method.
First,a parameter is tokenized to terms and second, the parameter similarity is
computed.
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2.1 Tokenizing Web Service I/O Parameters

A parameter name,(eg: FlightInfo, CheckResortCost), is typically a sequence
of concatenated words like Flight,Check,Resort,etc., referred to as terms. For
widening the scope of matching I/O parameters of web services, it is essential to
consider their underlying semantics. However, this is hard since parameter names
are not standardized and are usually built using terms that are highly varied due
to the use of synonyms, hypernyms, and different naming conventions. We hence
exploit the semantic similarity of the terms in service registry to form clusters of
parameter names. Further these clusters are used for searching webservices for
a given query I/O parameters.

Due to the nature of the parameter names normally included in a WSDL,
we first apply a tokenization process to produce the set of terms to be actually
matched before applying the parameter name similarity function. For eg., pa-
rameter names included in a Web service could be like HotelName or FlightCost
which are difficult to find in a general purpose ontology. On the contrary, we
can find the terms composing these names: e.g., hotel, cost, name, flight, in the
ontology. Hence, we tokenize a parameter name to obtain the terms to be used
for similarity calculation. A parameter name P; is tokenized to a term vector
T'p, according to a set of rules inspired by common naming conventions, taking
care of case change, presence of underscore and hyphenation, etc.

2.2 Parameter Similarity Function (pSim)

The Parameter Similarity Function, pSim, calculates the semantic similarity
between two parameters and returns a value in [0...1]. The higher the value
of pSim, the higher the similarity between the two parameters. In particular
pSim(Py, Py) = 1iff P is semantically similar to P, whereas, pSim(Py, P2) =0,
iff P, and P, are semantically unrelated. The pSim function relies on a maximiza-
tion function called maxMeas that computes the maximum measure between
the two term vectors we are comparing.

Maximization Function (maxMeas). On inspecting many web services in
dataset[1], we observed that most of the Parameter names are built of domain
dependent terms. Table 1 lists a few example parameter names that can be used
to get the cost of a hotel or room. It can be seen that though the terms are
similar, their placement in the parameters differ from one to another. For ex:
looking for the term Hotel in all the parameter names listed in Table 1, we
observe that it is the first term in 5, second term in 1, third term in 7 and &,
parameters 2 and 4 have synonymn Room as second term and parameters 3
and 6 have synonymn Resort as second and sixth term respectively. Given a
set of terms for parameters, they can be placed anywhere based on the naming
conventions used by the provider. Hence, given the term vectors Tp, and Tp,,
we compare each term in a parameter Tp, with all terms in Tp,.

The maximization function is formulated as a maximum weighted bipartite
matching problem. Given a graph G = (V,E), a matching M C E, is a set of
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Table 1. Different placements of Hotel in Parameters

Par No Parameter Names Placement for Hotel

1 GetHotelCost second

2 FetchRoomPrice second (Synonymn)
3 CheckResortCost second (Synonymn)
4 RequestRoomRate  second (Synonymn)
5 HotelCostEnquiry first

6 ResortPrice first (Synonymn)

7 RequestForHotelRate third

8 CostOfHotel third

pairwise non-adjacent edges; that is, no two edges share a common vertex. A
maximum weighted bipartite matching is defined as a matching where the sum
of the values of the edges in the matching have a maximal value.

Let A and B be set of vertices representing the term vectors that need to be
matched, with an associated edge weight function given by measuring function
mf : (A, B) — [0...1]. The maximization function maxzMeas : (mf, A, B) —
[0...1] returns the maximum weighted bipartite matching, i.e., a matching so
that the average of the edge weights is maximum. Expressing the maximization
function using Linear Programming model, we have :

e [Zie[,jeJ mf (A, Bj) - %}
maxMeas (mf, A, B) =

max { | A, | B[}
subject to,
Say=t v =1 v
x5 =1, iel, Zx”—l, VieldJ
jeJ i€l

0<mf(A,B)) <1, iel, jelJ
I=[1...04f], J=[1...]B]]

|A|l < ||B]| implies that the number of terms in A is lesser than the number
of terms in B; so, for each term in A, we may find a similar term in B. On the
contrary, ||A]| > || B]| always evaluates to a mazMeas < 1. Since our approach
alms to compute the similarity between A and B, we divide the result of the
maximization by the maximum cardinality of A and B. Hence, the function
maxMeas is symmetric , ie., maxMeas (mf, A, B) = maxMeas(mf,B,A).
Apart from [|A| and ||B]|, the mazMeas function is affected by mf : (A, B)
values.

Fig 1 illustrates the computation in maxM eas function , where the bold lines
constitute the maximum weighted bipartite matching.
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maxMeas(mf,A,B)=(1.0+0.9+0.8)/3
=0.9

Fig. 1. Ilustration of maxMeas function

Given two parameters P4 and Pp and their term vectors T4 and Tg, their
semantic similarity is evaluated using the maxM eas function introduced above
as:

pSim (Pa, Pp) = maxMeas (simMeas, T, Tg) (2)

The weights of the edges are given by simMeas : (terma;, termp;) — [0..1].

Wordnet for Similarity Computation. Several approaches are available for
computing semantic similarity among terms, by mapping terms (concepts) to an
ontology and by examining their relationships in that ontology. Some of the pop-
ular semantic similarity methods are implemented and evaluated using WordNet
as the underlying reference ontology [13]. We use jen (Jiang and Conrath) mea-
sure for computing the semantic similarity between two terms.

Note that the following properties hold for the Parameter Similarity Function
(pSim):

1. 0 < pSim(Pa, Pp) < 1. pSim(Pa, Pg) = 1 iff the two parameters are totally
similar and fully replacable and pSim(Pa, Pg) = 0 iff the two parameters
are totally unrelated.

2. pSim is symmetric , i.e., pSim(Pa, Pg) = pSim(Pg, Pa).

3 Similarity Based Clustering of Service Parameters
(SCSP)

Our clustering is based on the following heuristic : ” parameters tend to express
the same concept if the terms in their names are semantically similar” and is
validated by experimental results. The clustering algorithm, Similarity Based
Clustering of Service Parameters(SCSP), is based on the classical DBSCAN
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Algorithm[3]. DBSCAN is a density based clustering algorithm, designed to dis-
cover clusters of arbitrary shape and capable of handling noise and outliers
effectively. The key idea in DBCAN is that for each data object of a cluster,
the neighbourhood of a given radius(Eps) has to contain at least a minimum
number(MinSP) of objects.

3.1 Definitions
The following definitions are used in our clustering algorithms :

1. € Semantic Neighborhood of a Parameter: We define ¢ Semantic Neigh-
borhood of a parameter P; in a set of parameters P, as follows:

SN.(P,) = {P; € PlpSim(P,, P}) > ¢} (3)

where € is the minimum parameter similarity value defined to form clusters.
2. Core Parameter(CP): A parameter is a Core Parameter, iff,

|SN.(CP)| > MinSP (4)

where MinSP is the minimum number of similar parameters required to
make a cluster.

3. Noise: Let C1, ..., Cy be the clusters of parameters in P wrt. e and MinSP.
We define the noise as the set parameters in P not belonging to any cluster
Ci 5 i.e.,

Noise={p e P|Vi:p ¢ C;} (5)

3.2 SCSP Algorithm

To find a cluster, SCSP starts with an arbitrary parameter P; in P and retrieve all
parameters that are in € Semantic Neighborhood of P;. If P; is a Core Parameter,
as defined in eqn 4, then this set of parameters yields a cluster with respect to
€ and MinSP. If P; is not a Core Parameter, then the algorithm continues by
searching for another Core Parameter in P. This procedure is continued till all
the clusters and Noise in P are generated. Algorithm 1 and Procedure 2 provides
the psuedocode for the clustering algorithm and the procedure for selecting a
Core Parameter.

3.3 Cluster Validation

Ideally, clusters generated by SCSP Algorithm should have the following fea-
tures:

1. Rare parameters should be left unclustered.

2. The cohesion of a cluster(the similarity between parameters inside a cluster)
should be strong; the correlation between clusters(the similarity between
parameters in different clusters) should be weak.
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Algorithm 1. Similarity Based Clustering of Service Parameters
Input: pSim for P, ¢, MinSP
Output: Parameter Clusters

1 foreach P; in P do

2 nextP=P;

3 if CoreParameter(nextP, e, MinSP) then

4 Create a cluster with nextP as CoreParameter
5 else

6 Mark nextP as Noise

Procedure Core Parameter
Input: nextP,pSim for P, e, MinSP
Output: Boolean value
count:=0
foreach P, in P do

if pSim (P;, nextP)> ¢ then

count:=count +1

if count > MinSP then

return true
else

return false

® N O oA W N

Traditionally, cohesion is defined as the sum of squares of Euclidean distances
from each point to the center of the cluster it belongs to; correlation is defined as
the sum of squares of distances between cluster centers[5]. Clearly, these measures
cannot be applied to our context because of the similarity measure utilised for
clustering. We hence quantify the cohesion and correlation of clusters based on
parameter similarity function defined for clustering.

Given a cluster C7, we define the cohesion of Cy as the percentage of closely
associated parameter pairs over all term pairsii.e.,

(P, Py) | P, Py € Cr,i # j,pSim(P;, Pj) > €|
Coh(Cr) = Il - Icr — 1] (6)

Given two cluster C; and C, we define the correlation between C7 and Cy
as the similarity measure between the Core Parameters of the two clusters,i.e.,

COT(C[,CJ) :pSzm(C’P(C’I),C’P(C’J)) (7)

An ideal clustering has a high average Cohesion value while maintaining a
low average correlation value. Our goal is to obtain a parameter clustering with
such properties.
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4 Related Work

Specifications for web services fall into two main categories viz. ontology based
and keyword based. A web service of former category is built with domain ontol-
ogy whereas of latter case keywords are used for specifying inputs and outputs.
Though, semantic webservices are versatile in arture still keyword based service
specification is popular for its fast response avoiding reference to domain ontol-
ogy that could be at times large and complex enough for the purpose. Hence
we have taken keyword based service specification and are interested in I/O Pa-
rameter based search that correspond to service functionality which user may
find interesting. In this paper we propose to cluster I/O parameters to widen
the scope of I/O parameter based service search.

A great deal of research has been done in recent years on wordnet based
approaches[18,11,9,8,17] to enhance the efficiency of semantic service matching
and on I/O parameter based web service search[18,16,14] in a service registry.
In this section we summarize these approaches for non-semantic web services.

4.1 Wordnet Based Approaches for Service Matching

Zeina et al[17] propose an approach for tagging Web services automatically. Text
mining and machine learning techniques are used for extraction of candidate tags
and for selection of relevant tags. The extracted set of tags is then enriched with
semantically related tags using WordNet. Cheng et al.[18] present a matching al-
gorithm SMA between web services of multiple input/output parameters, which
considers the semantic similarity of concepts in parameters based on WordNet.
They propose a service composition algorithm Fast-EP based on their storage
strategy.

Shao et al.[8] propose a web service discovery method that combines Word-
Net and domain ontologies along with SWRL (Semantic Web Rule Language)
rules. They use WordNet to extend queries,whereas domain ontology is used to
store services descriptions, service name and service attributes. Shang et al.[9]
propose a method that uses domain ontologies in conjunction with WordNet
to evaluate functional similarity between queries and web service descriptions,
based on WSDL and SAWSDL. WordNet is also exploited to expand the query

for increasing accuracy of service search.

4.2 I/0O Parameter Based Approaches for Service Search and
Composition

Xin Dong et.al.[16] develop a clustering based web service search engine, Woogle.
They extract a set of semantic concepts, by exploiting the co-occurrence of terms
in Web service inputs and outputs of operations, from the set of Web services
that match a given user query. This makes it possible to combine the original
keywords with the extracted concepts and compare two services on a keyword
and concepts level to improve precision and recall. This approach leads to signifi-
cantly better results than a plain keyword-based search. Paliwal et.al[12] propose
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an ontology guided categorization of Web Services into functional categories for
efficient service discovery.

Pablo et.al.[14] present an A* algorithm for matching semantic input-output
message structure for web service composition. A service dependency graph is
dynamically generated for a given request from services in a repository and a
minimal composition satisfying the request is found using A* search algorithm.
Daewook Lee et.al [7] propose an relational database approach to build a scalable
and efficient I/O parameter based web services composition search system. The
compositions are pre-computed and stored in tables, along with the ontology
information extracted from web services.

Most of the current approaches discussed above for I/O parameter based ser-
vice search and composition either use semantic services or domain ontology
for finding services having similar I/O parameters. These approches have many
limitations: it is impractical to expect all services to have semantic tagged de-
scriptions and descriptions of majority of existing web services are specified us-
ing WSDL and do not have associated semantics. The domain ontology referred
to could be at times large and complex enough for the purpose. In order to ad-
dress these limitations a generic input/output parameter matching approach, not
tied to a specific service description language, needs to be developed. Hence, to
widen the scope of I/O parameter matching we propose to cluster service I/0O
parameters based on their similarity, computed using wordnet as the underlying
ontology.

5 Experimental Results

In this section, we present an experimental evaluation of the proposed approach
by measuring;:

1. Quality of Service Parameter clustering.
2. Performance of I/O parameter clustering.

Experimental Setup. To evaluate the performance of Algorithm SCSP, as
discussed in section 3.2, we conducted experiments on QWS dataset[1]. We ran
our experiments on a 1.3GHz Intel machine with 4 GB RAM running Microsoft
Windows 7. Our algorithms were implemented with JDK 1.6, Eclipse 3.6.0 and
Oracle 10g. The values for the parameters € and MinSP for SCSP Algorithm
is set as 0.75 and 3 respectively. The experiments were initially conducted for
200 parameters in the registry and then repeated for all the 500 I/O parameters
of 1000 web services in the registry.

5.1 Evaluating Quality of Service Parameter Clustering

To evaluate the Quality of SCSP clustering algorithm, we introduce two met-
rics Cluster Cohesion and Correlation as defined in section 3.3. We compare the
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performance of our approach with clusters generated by K-means[10] cluster-
ing approach. K-means is a widely adopted clustering algorithm that is simple
and fast. Its drawback is that the number of clusters has to be predefined manu-
ally before clustering. On applying SC'SP and K-means algorithm on 200 service
1/0 parameters, 5 clusters were obtained, for which cluster cohesion was calcu-
lated. Repeating the same process for 500 service I/O parameters yielded 10
clusters. Figure 2 compares the cluster cohesion values obtained for the clusters
generated by SC'SP algorithm with those generated by K-means clustering. The
average cluster cohesion for SCSP algorithm is 0.295 whereas for K-means al-
gorithm is 0.623 for 500 service I/O parameters, as seen in Figure 2b. It can
be inferred from the results that our approach generates clusters with higher
Cluster Cohesion values, thus generating clusters of better quality.

08
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07 0.7 —— W K-means
06
05
04
03
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01 7
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| WK-means Clustering 0.4 % % B 3 B W Parameter

o a il
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(a) 200 Service I/O Parameters (b) 500 Service I/O Parameters

Fig. 2. Cluster Cohesion of Generated Clusters

5.2 Performance of Service Parameter Clustering

We use two standard metrics: Precision and Recall, widely adopted in informa-
tion retrieval domain, to measure the overall performance of SCSP clustering
algorithm. The performance of our approach is compared with clusters generated
by the standard K-means[10] algorithm. Let SP(C;) be the number of param-
eters that are correctly placed in the cluster C;, M P(C;) be the number of
parameters that are misplaced in the cluster C; and M .SP(C;) be the number of
parameters that should have been placed in C; but has been placed in another
cluster. Then Precision and Recall of a cluster C; is defined as below :

. _ SP(C)
Precision (C;) = SP(C) + MP(Cy) (8)
B SP(C;)
Recall (C) = gp () + MSP () ©)

Figures 3 and 4 compares the values of Precision and Recall of clusters gen-
erated by SCSP algorithm versus that of K-means clustering, for 200 and 500
service I/O parameters respectively. The average Precision and Recall values ob-
tained is summarized in Table 2 It can be inferred from the results obtained that

our approach outperforms the traditional K-means approach both in Precision
and Recall.
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Table 2. Average Precision and Recall of Clusters

Number of I/O Performance Algorithm Algorithm

Parameters Measure SCSP K-means
200 Precision 0.672 0.54

200 Recall 0.834 0.636

500 Precision 0.66 0.38

500 Recall 0.777 0.668

6 Conclusion

I/0 Parameter based web service matching is an important issue, especially for
non-semantic Web service search and composition. For this application semantic
based search is wishful for providing a number of alternative web services to a
user on need. A cluster of web services is formed on the basis of similarity of their
I/0 parameters. Then for a given set of query I/O parameters, corresponding set
of alternative services can be picked from a cluster that is selected by matching
of query I/O parameters to I/O parameters of a cluster.

Thus, in general measuring similarity between two parameters has an impor-
tance for preprocessing of service registry to find clusters of services. Hence in
order to widen the scope of search for a web service with a given set of I/O
parameters, it is useful to cluster services having similar I/O parameters. In this
paper, we propose an approach for clustering service I/O parameters on their
similarity, using wordnet as the underlying ontology.
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Algorithm SCSP in section 3.2 generates Parameter Clusters of I/O param-

eters of the web services in a registry. The cluster selection in the algorithm is
governed by the values of € and minSP, as discussed in section 3.1. We have
simulated the algorithms on QWS Dataset[1]. Experimental evidence shows that
the clusters generated by our algorithm has a better Precision and Recall val-
ues when compared with the clusters generated by K-means algorithm[10]. We
would further like to utilize these parameter clusters for clustering services with
similar I/O parameters to enable Parameter based web service search in service
registries.
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Abstract. In e-commerce systems like online auction houses or online stores,
there are financial transactions involving buyers and sellers. At large payment
processing firms, there is significant risk of fraud (upto 0.9 %). This fraud can
be prevented before the actual transaction phase through risk scoring models. In
the post transactions phase, measures like withholding or reserving funds of the
seller, or asking for additional supporting material from the seller to release the
funds can be done. There are numerous variations based on different geogra-
phies or different seller classes or different holding mechanisms of these
measures.

It was found that the software being developed for a payment system was
combining both infrastructural software (database, queue, logs) as well the ac-
tual risk business process. Subsequently, prototypes were created for different
risk measures in the post transaction phase using executable BPMN?2 (using Ac-
tiviti engine). For example, a certain amount of money may be withheld from
the seller for a configurable time period which can be edited in the graphical
BPMN2.

In this paper, we discuss the numerous types of transactions, the numerous
measures for financial risk and how BPMN?2, can be used to model the same
and at the same time form a performant executable component reducing devel-
opment time. It is also possible that such models can be standardized and ex-
changed in the industry.

1 Introduction

E-commerce is one of the rapidly growing businesses in the world with revenues ex-
pected to be in the range of 1.5 trillion dollars as of 2014. The average fraud rate in
e-commerce has been estimated to range around 0.9% (approx. 3.5 billion dollars)
which is a significant number due to risks like credit card fraud, identity theft, spoofing
and other sophisticated attacks. The classic risk model has 4 major ways of dealing
with risk: Avoidance, Reduction, Transference or Acceptance. Each of these concepts
is applicable at a certain stage of the transaction being conducted between a buyer and
seller. The transaction stages are typically split into pre-transaction, transaction and
post-transaction stage. Pre-transaction risk avoidance strategies can be adopted based
on payment history or whether the person conducting the transaction is on a blacklist
or if the credit card is under dispute or there is a sudden location change. In post
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transaction, holding a payment in the sellers account and releasing it only after certain
duration so as to avoid any disputes or asking for additional information if fraud is
suspected is an accepted method. This paper primarily focuses on modeling post trans-
action risk in an executable fashion however pre-transaction risk can also be modeled.

The software achieving the objective under study is highly complex, distributed
with real-time elements and asynchronous components. It is primarily developed for
post transaction risk management. The nature of variations handled in the software
could be geography specific or seller specific or product specific or mechanism spe-
cific. Further, in the software, there is close coupling between the infrastructural code
(say accessing the database, queueing system, mailing system, logging system) and
the actual business process for post-transaction risk handling. Also, software requires
multiple changes in code and business logic level to introduce changes and there is a
lot of duplicate cut and copy code. By segregating the software into infrastructural
and post transaction business process models that can be executed it is possible to
achieve ease of comprehension, rapid configurability, simplified service composition
and orchestration, ease of deployment, and standardized versioning.

2 Brief Review of Business Process Modeling and Risk

There has been a lot of work on risk and business; as risk forms a fundamental com-
ponent. Business process modeling has been used for tasks ranging from program
planning to program execution [1]. In the current context, program execution is one
the key parameters for realizing it benefits technically. Typically flow charts, data
flow diagrams, control flow diagrams are some of the traditional methods. BPEL
(Business Process Execution Language) and BPMN2 (Business Process Modeling
Notation) are some of the more modern methods. The modeling element of choice if
BPMN?2 primarily because it is friendly towards business personnel as well as tech-
nical personnel, the tool support for BPMN?2 is rapidly growing and variety of train-
ing materials are available for free from the concept to execution cycle [2, 3, 4].

In e-commerce, there have been numerous attempts to integrate BPM. For exam-
ple, the work [5] addresses web service composition in e-business. In [6], BPM is
introduced as a technology for collaborative commerce (C-Commerce) with applica-
tions for e-procurement. In, [7], workflow management systems and their types are
elucidated with a production work flow having high business value, low uniqueness,
high complexity and high task structure. This paper is one of the first to address pro-
duction workflows in e-commerce live systems. With regards to financial risk, [8, 9]
model financial risk based elements.

The research problem addressed in this paper is how executable BPMN2 models
can be used for financial risk management in e-commerce and the investigating the
technical areas like performance and usability where there can be future improve-
ments. This will also form the basis of full-fledged adoption in the financial risk
domain both at organization and industry level. Activiti [10, 11] was chosen as the
experimental open source BPMN2 process execution platform due to the availability
of an integrated modeling tool, management tool, larger specification support, com-
munity support, open source nature and Java interoperability.
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3 A Brief Review of Introducing BPMN2 within an Organization

A step by step model is required to make BPMN2 successful [12]. The steps followed
in migration of the post transaction risk software are in Fig 1.

Fig. 1. Process for introducing BPMN2 within an organization

4 Use Cases

In this section, use cases are provided to prove the applicability of financial risk systems
in e-commerce and how executable BPMN2 was applied.

4.1 Holds and Reserves

All transactions are placed under a hold or a reserve when the buyer pays the seller
for a specific good. These holds are auto-released after a configurable period. An
executable BPMN2 diagram models the same.

Fig. 2. Release Timers for Hold Types
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4.2  Buyer Confirmation and Buyer Rating

In certain cases, if the buyer confirms the receipt of a product or if the buyer rates the
seller highly after the transaction is completed in post-transaction phase, the hold
placed on the seller account is released.

Fig. 3. Release mechanisms when buyer gives positive feedback or confirms receipt

4.3  Shipping Release

Sometimes, the seller may not be able to wait till the hold amount is released after the
specified configurable period. Hence, they would provide proof that the item has been
shipped.

Fig. 4. Shipping Release of Held Funds when Seller updates shipping details

5 Performance Engineering and Usability Studies

It was found that on an average the first deployment of any BPMN2 process took
around 4 seconds of time. Once the process was deployed the process was within
acceptable limits of 20 to 35 milliseconds as required for the simple timer process
discussed in 4.1. Further load testing is being carried out to validate the same with
live traffic. The deployment time of the solution was also considerably reduced.
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6 Conclusions and Future Works

This paper looked at financial risk management in the post transaction phase and how
executable BPMN2 can be used in software to segregate framework and business
process level concerns and improve productivity especially when the software has
multiple simple variations on a common theme. A model was presented on how to
introduce BPMN?2 based solutions. The existence of an overarching strategy in the
model and gradual rather than top down introduction of BPMN?2 is a criteria for suc-
cess discovered.

Executable BPMN2 models for financial risk management in e-commerce can be
standardized across the industry, only allowing for company or service specific varia-
tion. This will allow for uniform buyer and seller experience when dealing with a
plethora of e-commerce solutions and also allow them cognitive insight into the actual
process. For example consider a shareable Know Your Customer executable model.
This is termed as multi-tenancy. Future benchmarking with other approaches like
BPEL or proprietary is also planned.

Mathematically, BPMN?2 has been modeled as graph rewrite rules [13]. One of the
applicable emerging areas for modeling e-commerce risk in post transaction phase is
artificial immune theory [14] which was validated with senior risk professionals in the
organization. Further, complexity theory [15] can be used to model the external envi-
ronmental changes. The exploration of mathematical foundation of the executable
modeling with these theories is also planned.

Acknowledgements. We thank our organization and Risk Product Development par-
ticipants in our training and ideation programs for all their feedback and encourage-
ment.
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Abstract. Business applications in domains such as e-Governance, re-
quire collaboration among both Governmental and non Governmental
departments, which raises the need for composing SOAP-based as well
as RESTful services. Existing works address this objective using static
composition alone. However, it would be beneficial if users can specify
the requirements during run-time, based on the outcome of the previous
services executed. In general, business applications follow a predefined
order and consequently the composition process can follow a template of
business activities. Existing works on dynamic web service composition
either separate the composition and execution phases distinctly or per-
form them in an interleaved fashion. The former approach cannot adapt
to changes in run-time whereas the latter can select services based on
the outcome of previous service executions. However, the interleaved ap-
proach does not support business activities that have a specific ordering
among them. Hence, a novel hybrid model - Dynamic InterLeaved Tem-
plate (DILT) - that enables interleaved composition and execution of web
services based on predefined workflow templates has been proposed in
this paper. This hybrid model lends itself naturally for composing both
SOAP-based and RESTful services.

Keywords: Web Services, Dynamic composition, Service Oriented Ar-
chitecture, SOAP services, RESTful Services.

1 Introduction

Applications in e-Governance are increasingly becoming widespread which re-
quire handling transactions across the various governmental as well as private
departments. Whenever a single service is not sufficient for implementing a busi-
ness process, multiple services need to be suitably composed. The web services
are heterogeneous in nature and the two prominent types are SOAP-based and
RESTHful services. In general, SOAP-based web services are predominantly used
in business applications where multiple competing providers exist for a single
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functionality. RESTful web services are preferred for Governmental department
web services since, RESTful services are light-weight and less prone to security
attacks.

Existing works on web service composition provide solutions for static com-
position of SOAP-based web services using Existing language standard for com-
position - Business Process Execution Language (BPEL), static composition
of RESTful services [1], and semi automated solution for both types. In e-
Governance business applications, the component services of a composition need
input values from the end-user. Sometimes, the end-user might want to decide
the service parameter values based on the outcome of the previous service execu-
tion. Several authors have surveyed and compared different approaches for web
service composition [2]. Interleaved approach [3] supporting dynamic composi-
tion interleaves composition and execution of component services of a composite
service. However, in enterprise applications, the business is conducted in a pre-
determined manner and hence the template based composition [3] is more suit-
able wherein the control flow among the business activities is captured. Existing
works on composition of SOAP and RESTful services together [4,5], follow ei-
ther static composition or severely restrict the interaction between heterogeneous
services. The existing dynamic composition frameworks [6,7,8] do not allow the
interleaving of composition and execution steps. Existing works on interleaved
composition and execution [9,10] do not follow a specific ordering among busi-
ness activities. Hence, a novel Dynamic InterLeaved Template model (DILT) is
proposed in this paper, that dynamically interleaves composition and execution
steps associated with component services of a composite business process, based
on predefined control flow. This hybrid model lends itself naturally for composing
heterogeneous services.

2 Existing Work

Peng et al., proposed REST2SOAP [4] framework that integrates RESTful web
services with SOAP-based services by converting them into SOAP services. In
this work, the advantages of RESTful services such as lightweight nature and
security are lost. Another hybrid orchestration approach of He et al. [5] is effective
only when the interactions among different types of services are minimal. The
MDCHeS [11] approach used BPEL engine to compose SOAP-based services,
JOpera visual composition language to compose RESTful services, and BPEL for
REST extension for composing heterogeneous services. All these works are semi-
automatic approaches and do not address dynamic composition. An approach
proposed by De Giorgio et al. [12], supported alternate service selection at run-
time from a pre-discovered set of SOAP-based and RESTful services which is
not truely dynamic.

A-DynamiCoS [13] framework supports user-centric interleaved service com-
position. However, it is not suitable for business applications where the activities
follow a specific order. In Ardagna et al.’s [14] adaptive composition approach,
web service selection as well as optimization and web service execution are inter-
leaved. However, selection of each service is not interleaved with its execution,
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which makes specification of user requirements based on the outcome of the
previous service execution, impossible. Ozorhan et al., [15] proposed an abduc-
tive event calculus framework that can be used to formalize the interleaved and
template-based approach [3] separately. This framework does not address com-
bining interleaved and template based approaches. All these three works do not
address composition of heterogeneous web services.

3 Proposed Hybrid Model for Web Service Composition
and Execution

The proposed hybrid model, DILT combines the features of interleaved and
template based approaches for composing and executing web services. Figure 1
depicts the approach adapted by DILT model. This model involves three steps
namely, dynamic selection, binding, and execution of services. The web ser-
vices are selected from the respective service registry based on their type at
run-time by matching the functional requirements specified by the user and the
capabilities of the services advertised in the registry. Since, this paper does not
focus on semantic discovery of services, it is assumed that the activity as well
as the corresponding services are named similarly. The services from different
service providers corresponding to a given activity are named as activity name
followed by the name os the service provider. When several service providers
deploy services for the same functionality, service selection involves comparing
their non-functional capabilities which is outside the scope of this paper. The
three steps involved in the composition are interleaved for each activity present
in the template. Hence, the response of the previous service execution is useful
for deciding the selection of services from the registry, for a subsequent activ-
ity in the workflow template. The process flow of the proposed DILT model is
shown in Figure 2. The services are composed in sequence or in parallel based
on the workflow patterns. The workflow patterns such as Sequence, AND-Split,
AND-Join, XOR-Join, and XOR-Split have been considered in the schema. The
approach adapted by the DILT model is depicted in Figure 3. A set of following
middleware services have been designed and deployed.

— WFParser for parsing the workflow template

— WSSelection for selecting a SOAP-based web service from WSRegistry and
SOAPBinding for binding them

— URIRetrieval for selecting RESTful web services from RESTfulRepository
and RESTBinding for binding them

4 Case Study

The proposed DILT model is illustrated using an e-Governance application of
Land Registration (LR) as depicted in Figure 4 . which involves searching, select-
ing and buying a residential plot that suits the user preferences and registering
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the sale deed with the government department for registration.The LR appli-
cation involves collaboration among the various real estate providers as well as
Government departments such as the registration and the revenue departments.
The business workflow for Land Registration depicted in Figure 4 involves se-
quential composition of searching for a land with specific requirements, selecting
the land, obtaining the land value fixed by Government, calculating the total
land cost, validating land details, and registering the land.

5 Experimentation

The LR application is implemented using the proposed DILT model. The ap-
plication is implemented using the technologies, JAX-WS for SOAP-based web
services and JAX-RS for RESTful services. The impact of DILT model on the
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performance of LR application is studied by measuring the effort involved in
executing the various activities. The execution effort for obtaining the results of
an activity, (EE;) includes the efforts involved in composing a suitable service
i, (CE;) and then executing it. RT; represents the response time of a service.
EE; = CE; + RT;. The composition effort involved in dynamically composing
a service i, (CE;) consists of the time incurred in selecting a suitable service
(ST;) and binding the service based on its type (BT;). CE; = ST; + BT;. The
execution effort involved in the case of SOAP based services is high compared
to RESTful services, since SOAP messages need to be prepared whereas in case
of RESTful message, it involves only a HTTP request.

The percentage of additional effort spent in dynamic service selection by the
proposed approach in DILT model, has been measured and shown in Figure 5.
It is observed that on an average, 26% of execution effort is incurred in service
selection during run-time. Though dynamic selection, adapted in the DILT model
incurs an additional overhead, the advantages of the proposed approach such as
adapting to new services/providers, service selection based on the outcome of
previous service execution, and dynamic composition of heterogeneous services
justify the overhead.

A comparison of the proposed DILT model with the existing works discussed
in Section 2 is presented in Figure 6.

6 Conclusion

The major contribution of this research work is to compose heterogeneous web
services dynamically. By interleaving the composition and execution steps, the
outcome of the service saved as user context becomes useful in specifying the
user preferences for selecting the subsequent services. Since e-Governance appli-
cations follow a predefined ordering among the activities of the business process,
the template based approach adapted in the proposed DILT model suits such
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applications. The proposed model requires the user to specify the input param-
eter values for any service, only when the service is composed and executed.
Thus, the user can preserve the privacy of data and can avoid security risks.
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Abstract. One of the main challenges in service oriented architecture is
the optimal selection and ranking of web services. The process of selecting
relevant services from a service repository in a heterogeneous environ-
ment is a difficult task. Use of different search engines help in selection
process by efficiently searching the service repository (like UDDI), peer-
to-peer networks, service portals etc. Fixing up appropriate services is
necessary because composition of these services leads to the development
of a particular application. In this paper, soft computing technique such
as ANN and Fuzzy logic are employed for optimal selection of web service
with the help of the requisite attributes related to quality of service. A
comparative study of performance of both the techniques based on error
parameter has been made in order to help in critical assessment.

Keywords: Web Service, QoS, BPN algorithm, RBFN, PNN, Fuzzy
logic.

1 Introduction

Web service is the basic building block of Service Oriented Architecture(SOA). It
provides interoperable, reusable and loosely coupled services to client. Web ser-
vice consists of three main component. i.e, Service Consumer, Service Provider,
and Service Registry. Interaction between components occur through publish,
find and bind operation [2]. Service provider builds the services and publish it in
to service registry. Service consumer search services in service registry. Services
are described using WSDL(webservice description language) [2].

The objective of this paper is to select the appropriate web service from the
repository like UDDI using fuzzy logic [5] [4] and Artificial Neural Network [7].
Back Propagation Network (BPN) using gradient descent method [3]. Radial Ba-
sis Function network (RBFN) using Pseudo inverse Technique, and Probablistic
Neural Network (PNN) for classification of web service have been applied [6]. In
both the techniques i.e, fuzzy logic and ANN, web services are classified based on
quality of service attribute. Accuracy of result obtained from both the methods
is compared in order to critically access the performance.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 245-248, 2015.
© Springer International Publishing Switzerland 2015
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2 Literature Survey

There are quite a number of approaches available for QoS(quality of service)
based discovery. Entropy Based discretization method is used for webservice
selection [4]. Other approaches based on artificial neural network is used for
ranking of web service but this paper provides the better result [1].

3 Methodology

Web service description and discovery is realized using universal description dis-
covery and integration(UDDI). To define the QoS, nine QOS parameter such as
Response Time(RT), Availability(AV), Throughput(TP), Success ability(SA),
Reliability(RB), Compliance(CP), Best Practices(BPT), Latency(LC), Docu-
mentation(Doc) are considered.

Based on these nine QoS parameters service classification is done separately
such as fuzzy logic and ANN [4]. The techniques considered are based on concept
such as:

Fuzzy Logic is the multivalued logic. It consist of three phases i.e, Fuzzifi-
cation, Fuzzy inference system, and DeFuzzification.

BackPropagation Network is a multilayer feed forward network. Network
is trained using supervised learning Algorithm.

Radial Basis Function Network(RBFN). In RBFN weight as well as cen-
ter both are learned and each hidden layer unit is represented as radial center

Probablistic Neural Network(PNN). Probablistic neural network(PNN) is
inherently a classifier. PNN is based on the Bayesian network and principle of
statistical algorithm.

4 Results and Analysis

4.1 Fuzzy Logic

A set of nine attributes of QoS are used as a quality of service. That is used as
input in inference system and the output is found as quality of web service(QoS).
Each attributes is classified with four membership functions (Triangular Mem-
bership Function) i.e, Low, Medium, High, VeryHigh as input and poor, average,
good, best respectively as output i.e, ranges form 0 to 1.

From the Fuzzy Rule based approach, web service is classified by the giving
input value to the rule viewer that can generate the output.

The output is finally computed by defuzzification mechanism. The centroid
method is applied to convert fuzzy set obtained from aggregation into crisp
result. MatLab Tool is used for above calculation. It can generate the output of
the above system in Rule Viewer.
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4.2 Artificial Neural Network

ANN algorithms like BPN, RBFN and PNN used in this study consider nine
QoS attributes as input. These nine inputs corresponds to input layer nodes in
each ANN algorithm. However, number of hidden layers differs for each network.

In BPN, number of nodes present in hidden layer is considered to be greater
than nodes of input layers. So number of hidden nodes considered to be fifteen
in BPN.

In RBFN, hidden layer consisting of four radial center is taken. Since there
are four different classes, Euclidian distance of a web service input vector(nine
QoS attribute) from these radial center is calculated.

In PNN, hidden layer consisting of four hidden unit and each hidden unit
corresponds to each class. In the summation layer, sum of output from each

unit is calculated. Then at the output layer, maximum of all the output from
summation layer is taken. Maximum value corrsponds to output class to which

a particular web service belong. Calculated value is compared with the actual
value (DataSet [1]) for the performance evaluation.
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Fig. 2. Accuracy of PNN

Performance of Fuzzy logic and ANN are shown in figure 1 and 2. Matlab tool
is used for calculating the Performance of Fuzzylogic and Python programming

language is used for performance evaluation of ANN. Finally, Comparison of
different technique are given in Table 1.
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Table 1. Performance of Different Algorithm

Performance Evaluation Parameter ANN RBFN Fuzzy Logic
MAE 0.0182 0.204 0.0687
MARE 0.0795 0.56 0.0358
RMSE 0.0779 0.26 0.2621
SEM 0.0234 0.06 0.0478

5 Conclusion

In this paper a method of optimal web service selection using soft computing
technique like ANN and Fuzzy logic has been proposed. BPN, RBFN and PNN
are used for classification of web services. Among these Neural networks accu-
racy obtained by the BPN is best. Accuracy obtained using PNN is moderate
and RBFN accuracy is less than PNN. Rule based Fuzzy logic approach is used
for classification of web services and it provides the accuracy better than RBFN.
Problem with this approach is that as the no of attribute increase, service classi-
fication becomes more complex. Some other different machine learning technique
like Neuro Fuzzy technique can be further applied for improving accuracy.
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Abstract. An Integrated Internet MANET (IIM) is a heterogeneous network
which is an interconnection of the wired Internet and the wireless MANET.
Two of the issues which arise in Integrated Internet-MANET are gateway load
balancing and efficient gateway discovery. These two issues have been
addressed separately in the literature. In this paper, a mechanism is presented
which incorporates gateway load balancing and adaptive gateway discovery
together. The proposed mechanism uses the Maximal Source Coverage
algorithm for dynamically adjusting the proactive range of the IIM while using
the WLB-AODV routing protocol for gateway load balanced routing of packets
in the MANET. Simulation results using ns-2 network simulator show that the
proposed protocol gives better performance in terms of packet delivery ratio
and end to end delay than the existing approach.

1 Introduction

An interconnection of MANET and Internet is called an Integrated Internet MANET
(IIM) [1]. This interconnection is achieved through intermediate gateways. Mobile nodes
in the MANET discover and register with the gateways in order to access Internet
connectivity. Strategies for integrating mobile ad hoc networks with the Internet have
been proposed which address the issue of routing of packets from one network to the
other [1]. The issue of gateway load balancing has been addressed in the literature [2] [3]
and also that of efficient adaptive gateway discovery [4] [5]. But none of the authors have
addressed these two issues together. In this paper, the issues of gateway load balancing
and gateway discovery are addressed together as part of a single mechanism. In the
proposed approach, WLB-AODYV [3] routing protocol is used for load balanced routing
of packets between mobile nodes within the MANET, and between mobile nodes and
gateways. The maximal source coverage gateway discovery mechanism is used to
dynamically adjust the proactive zone of the IIM. The proposed algorithm has been
simulated in network simulator ns-2. Its performance has been compared to the WLB-
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AODYV approach which does not use adaptive gateway discovery. It is observed that
the proposed approach gives better performance delivery ratio and end to end delay than
the existing approach.

2 Adaptive WLB-AODYV Protocol

The features of gateway load balancing and adaptive gateway discovery are combined
to give the adaptive WLB-AODYV protocol based on the maximal source coverage
algorithm. The mobile nodes in the ad hoc network run the WLB-AODYV routing
protocol in order to facilitate gateway load balancing. The maximal source coverage
adaptive gateway discovery is used to achieve dynamic adjustment of the proactive
range of gateway advertisements. The proactive ranges of all the gateways in the [IM
have been initialized to 2 hops. In figl, mobile node MNG6 is an active source which is
outside the proactive range in the current gateway advertisement cycle. MN6 receives
gateway advertisements from two different gateways viz. gatewayl and gateway?2 via
the paths MN1-MN3 and MN1-MN4-MN8. MNG6 registers with gateway 2 since the
path MN1-MN4-MNS is lightly loaded when compared to MN1-MN3 which is
heavily loaded. Initially, MN6 was 3 hops away from both the gateways. Now, since
MNG6 has become an active source of gateway2, the TTL value of the gateway 2 is
adjusted to 3 hops in the next gateway advertisement cycle to increase the proactive
range and include MNG6 into the proactive range.

In this way, the advantages of load balanced routing of packets and adaptive
gateway discovery are combined into a single protocol.
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Highly loaded path

—
Lightly loaded path

Intermediate Node
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Fig. 1. Working of the proposed Adaptive WLB-AODV protocol

3 Performance Evaluation

The proposed protocol has been simulated in the network simulator ns-2.34 [7]. Its
performance is compared with the integration strategy running WLB-AODV routing
protocol without any adaptive gateway discovery mechanism. For the integrated Internet-
MANET framework, we use the AODV+ routing protocol [6]. The parameters for the
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simulation scenarios are given in table I. The variable parameter is speed of mobile node
which varies between 1 mt/sec to 6 mts/sec. The performance of the proposed routing
protocol is analyzed with respect to the following performance metrics:

Table 1. Simulation Parameters

Simulation Parameter Value
Number of Mobile Nodes 15
Number of gateways 2
Toplogy 800 X 500
Mobile node radio range 250m
Simulation time 900 sec
Number of traffic sources 5
Traffic Type CBR
Mobility Model Random Waypoint
Node Speed 1-6 Mts/Sec
Packet Sending Rate 5 packets/ sec
Number of destination nodes | 2
Pause Time 60 seconds
Ad Hoc Routing Protocol AODV+
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Packet Delivery Ratio: It is the percentage of the number of packets received by
the destination to the total number of packets sent by the source.

End-to-End Delay: It is the average overall time taken (delay) for a packet to
traverse from a source node to a destination node.

From figures 2 and 3, we observe that the proposed protocol performs better than the
existing approach in terms of packet delivery ratio and end to end delay. Thus we
observe that for lightly loaded MANET with 15 mobile nodes, the proposed protocol
outperforms the existing approach in terms of packet delivery ratio and end to end delay.

4 Conclusion

In this paper, a protocol to implement gateway load balancing and adaptive gateway
discovery, called Adaptive WLB-AODV was proposed which addressed these issues
together. The proposed mechanism has been simulated in the network simulator ns-2.
The simulation results show that the proposed protocol gives better performance than
the existing approach in terms of packet delivery ratio and end to end delay. In the
proposed approach, only the gateway advertisement proactive zone is dynamically
adjusted. In the future, it is proposed to modify the protocol to include dynamic
adjustment of gateway advertisement periodicity.
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Abstract. We propose a slice based testing technique to generate test
paths for web applications. Our web application is based on Common
Gateway Interface (CGI) and we have used PERL programming lan-
guage. Our technique uses slicing criterion for all variables defined and
used in the program. Then, it computes the slices for each of these crite-
ria and generates test paths. Finally, we generate test cases using these
test paths.

Keywords: Program Slicing, CGI, PERL, Test Case.

1 Introduction

Mark Weiser [1] introduced technique of program slicing. In this paper, we pro-
pose an algorithm named Web Slice Testing (WST) Algorithm to generate test
paths for web applications using slicing [3]. Rest of paper is organized as fol-
lows. In Section 2, slice based testing of CGI programs is discussed. Section 3
concludes paper.

2 Proposed Work

Let u be a node corresponding to statement s in a program P and slice(u) be
static slice w.r.t. slicing criterion < s,v > where v is a variable defined or used
at s.

Web Slice Testing (WST) Algorithm

1. Construct the Web Application Dependence Graph (WADG) statically once.
2. Compute static slices with respect to each slicing criterion < s,v > using
two-phase algorithm proposed by Horowitz et al. [2].
3. Let slice(u;) and slice(uz) be two slices.
(a) If slice(uy) C slice(us), then discard slice(u;) and retain slice(us).
4. Generate the test paths. Let node u correspond to statement s.
(a) Perform Breadth First Search (BFS) starting from the node present in
the slice(u) whose indegree is zero.
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cl #!C:\Dwimperl\perl\bin\perl.exe

hl <html>

h2 <head><title>Triangle Type</title></head> c2 use strict;
h3 <body> €3 use CGI qw(:standard);
<!--<center>--> #print "Content-type: text/html\n\n";
h4 <h2>Triangle Categorization</h2> c4 print header(), start_html ("Type of Triangle");
<br><br> 5] print "<center>";
h5 <ul> cé print h2("Result");
hé <li>Invalid triangle</1i> print "</center>";
h7 <li>0Obtuse angled triangle</li> c7 my $valid=0;
h8 <li>Acute angled triangle</li> c8 my $a=param("a");
hs <li>Right angled triangle</li> c9 my Sb=param("b"):
hio <li>Input values are out of range</li> cl0 my S$c=param("c");
</ul> cll $valid=&check validity($a,$b,Sc);
<br><br> cl2 if (svalid==1) {
hll <h4>Enter values between 1 and 100</h4> cl3 find category($a,$b,$c):}
<br><br> cl4 elsif(Svalid==-1){
hi2 <form action="http://localhost/trgcgi/ €S print h3("Invalid triangle");}
trg.cgi® method=POST> clé else{
hl3 <table> cl7 print h3("Input values are out of range"):}
hl4 <tr> cl8 print end html();
hls <td>First Side</td> cl9 sub check validity{
hlé  <td><input type=text name="a"></td> <20 if(5_[01>0 && $_[01<=100 €& $_[11>0 && $_[11<=100
</tr> && 5_[2]1>0 && $_[2]<=100){
h17 <tr> c21 if(($_[0]+5_[1]]>5_[2] && ($_[11+5_[2]1)>5_[0] &&
h1s <td>Second Side</td> ($_[21+5_[01)>5_[11){
hl9 <td><input type=text name="b"></td> c22 svalid=1;}
</tr> €23  else{
h20 <tr> c24 $valid=-1;}}
h21 <td>Third Side</td> €25 return Svalid;}
h22 <td><input type=text name="c"></td> c26 sub find_category{
</tr> €27 my $al=($_[01*$_[01+$_[11*$_[11)/($_[21*$_[2]);
</table> c28 my $a2=($_[1]*3_[11+5_[2]*$_[2])/($_[01*3_[0]);
<br><br><br><br> €29 my $a3=($_[2]1*$ [21+$ [01%$ [01)/ (5 _[11*$ [11);
h23  <input type=reset value="Clear"> €30 if(sal<l || $a2<l || $a3<l){
h24 <input type=submit value="Categorize"> c31 print h3("Obtuse angled triangle");}
</ form> c32 elsif($al==1 || $a2==1 || $a3==1){
<l-—</center>——> c33 print h3("Right angled triangle");}
</body> c34 else{
</html> €35 print h3("Acute angled triangle");}}

Fig.1. An example HTML code to Fig.2. CGI code to determine the category
input values of 3 sides of a triangle of triangle based on the values of 3 sides
(trg.html) (trg.cgi)
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(b) During traversal, perform the followings:
i. Traverse the ancestor nodes of u whose outdegree is zero.
ii. Let k& be a descendant node of u whose outdegree is zero. Then,
discard k if k ¢ slice(u).
iii. Let k be an ancestor node of u whose outdegree is zero. Then, discard
kif k ¢ slice(u).
iv. Let k£ be an ancestor node of u representing the end of the program.
Then discard k if k ¢ slice(u).
5. Repeat Steps 3 to 4 for all slices computed in Step 2.
6. Design test cases randomly to exercise all test paths obtained in Step 5.
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Fig. 3. WADG of the programs given in Fig. 1 and Fig. 2

Working of the Algorithm: Triangle Classification Problem. Consider
a program for classification of a triangle. Its input is a triplet of positive integers
(say a,b and ¢) and 1 < a < 100,1 < b <100 and 1 < ¢ < 100. The output may
have one of the following words: [Acute angled triangle, Obtuse angled triangle,
Right angled triangle, Invalid triangle, Invalid Input].
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Fig. 1 gives HTML code to input values for 3 sides of the triangle and Fig. 2
shows CGI code to solve the above Triangle Classification Problem. The WADG
of programs given in Fig. 1 and Fig. 2 is shown in Fig. 3. We compute static
slices for all variables defined and used at some statements and then compare
two slices to find whether one slice is subset of another. Then, we perform BFS
starting from a node present in retained slice whose indegree is zero. Applying
Step 4 of WST algorithm, we find test path for that slice. Table 1 shows test
paths to be executed in each slice and test cases for example program given in
Fig. 1 and Fig. 2. Symbol p~q denotes all nodes present on path between nodes
p and q.

Table 1. Test cases designed from the slices computed

Test Slicing  Test path to be executed Test cases

Case Criterion Input  Expected

1D a b ¢ Output

T1 slice(c15) h17h24,c17¢11,c197¢21,c23, 30 10 15 Invalid
c24,c¢25,c12,c14,c15,c18 triangle

T2 slice(c17) h17h24,c17¢11,¢19,c20,¢25,c12,c14,c167¢18 10 -1 6 Invalid input

T3 slice(c31) h17h24,c17¢11,c197¢22,c25, 30 20 40 Obtuse angled
cl12,c13,c267¢c31,c18 triangle

T4 slice(c33) h17h24,c17¢11,c197¢22,¢25, 30 40 50 Right angled
c12,c¢13,c26"¢30,c32,c33,c18 triangle

T5 slice(c35) h17h24,c17¢11,c197¢22,c25, 50 60 40 Acute angled
c12,c13,c26"¢c30,c32,c34,c35,c18 triangle

3 Conclusion

We presented a technique to test web applications based on Common Gateway
Interface (CGI) using program slicing and generated test cases. Our technique
computed slices for all variables defined and used in program. We had performed
breadth first search on intermediate representation WADG using only nodes
present in those slices. This traversal yielded required test paths for those slices.
Finally, we designed test cases using these test paths.
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Abstract. WiMAX is an upcoming technology gaining grounds day by day that
has inherent support for real and non real time applications. Distribution of
resources in such networks has always been a challenging phenomenon. This
problem can be solved by designing intelligent and adaptive systems. This
paper proposes an application of fuzzy logic by virtue of which an intelligent
system for distribution of resources has been defined. The system works
adaptively to allocate bandwidth to traffic classes according to incoming traffic
in their queues. The results demonstrate significance of the proposed method.

Keywords: Fuzzy Logic, WiMAX, Quality of service.

1 Introduction

The theories of fuzzy logic are very useful at places where defining exact and precise
mathematical modeling is very difficult. Fuzzy logic based system can be used in
such situation where vagueness of fuzzy can help to write applications for these
scenarios. One such place is distribution of resources in WiMAX networks. WiMAX
stands for World Wide Interoperability for Metropolitan Area Networks which is
popularized and licensed by WiMAX Forum in compliance with IEEE 802.16
standard [1]. Incoming traffic in WiMAX network is categorized into five different
service classes namely UGS(unsolicited grant service), ertPS(extended real time
polling service), rtPS( real time polling service), nrtPS(non real time polling service)
and BE(best effoert). IEEE 802.16 standard specifies only priority to these classes and
does not specify any fixed mechanism for allocation of resources to these classes.
Equipment manufacturers are free to design and implement their own algorithms.
Increasing number of multimedia applications makes process of resource allocation
a very complex and tedious process as real time applications are always hungry for
more and more resources. This puts lots of pressure on scheduler serving these service
classes and maintaining relatively good quality of service levels gets more difficult
with rise in number of packets in network. This requires scheduling system to be
intelligent and powerful so that it can adapt itself to incoming traffic pattern of
various applications. This paper discusses one such intelligent system developed
using fuzzy logic. The fuzzy logic system works according to the changes in traffic
patterns of incoming traffic and adapts itself to these changes so that appreciable
performance level can be maintained for all service classes. Design of intelligent
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systems for WIMAX networks has started gaining popularity very shortly as number
of papers in this direction is still limited. Few of these studies are available at [3]-[10].
Fuzzy logic has been employed by Tarek Bchini et. al. [2] and Jaraiz Simon et al.[3]
in handover algorithms. Use of fuzzy logic for implementing inter-class scheduler for
802.16 networks had been done by Yaseer Sadri et al.[5]. Authors had defined fuzzy
term sets according to latency for real time applications and throughput for non real
time applications. Shuaibu et al.[4] has developed intelligent call admission control
(CACQ) in admitting traffics into WiMAX. Mohammed Alsahag et al.[6] had utilized
uncertainty principles of fuzzy logic to modify deficit round robin algorithm to work
dynamically on the basis of approaching deadlines. Similar studies have also been
proposed by Hedayati[7], Seo[8] and Akashdeep[9] et al.

2 System Design

Different nodes/subscribers(SS) in WiMAX network request resources from BS and
these requests are classified into different queues by classifier of IEEE 8021.6. The
scheduler at BS listens to these request and serves these queues by performing two
different functions:- allocating resources to different request made by SS and
transmission of data to different destinations. Presently IEEE 802.16 does not specify
any algorithms for resource allocation and numbers of schedulers are available in
literature with weighted fair queuing(WFQ) being one of them. Real time classes have
high priority as a result of which low priority non real time classes tend to suffer
increased delays in WFQ algorithm. This can be improved by devising strategy that
could adapt itself to changing requirements of incoming traffic.

The proposed system works as component of base station(BS) consuming two
input variables and outputting a single output variable. The input variables are taken
as follows:- Since real time traffic classes have strict time constraints and demand
service before expiry of time limits therefore latency of real time applications is taken
as first input variable. Throughput is another desired parameter for non real traffic and
is taken as second input variable. The output of fuzzy system is taken as weight of
queues serving real time traffic. Membership functions for these variables have been
defined utilizing knowledge of domain expert for which substantial amount of data
has been explored. Five different linguistic levels are defined for input and output
variables .The membership function are defined as NB(Negative Big), NS(negative
small), Z(Zero), PS (Positive small) and PB(positive big). The nature of variables
forces their dynamics to range between 0 and 1. The rule base consists of 25 rules.
The rule base has been defined considering the nature and dynamism of input traffic
and is considered to be sufficiently large.

The initial weight for any flow (i) is calculated from following equation

w; = Rmin(i)

ey

Z?:o Rmin (i)
where Ry is the minimum reserved rate for flow(i) and All flows shall satisfy the
constraint of equation 2.

Yhowi=1 0001 <w;<1 @)
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Equation (2) enables system to allocate a minimum value of bandwidth to all flows as
weights of queues cannot be zero. Whenever new bandwidth request is received by
BS, BS calls fuzzy inference system. The fuzzy system reads values of input
variables, fuzzifies these values and inputs it to the fuzzy scheduler component at BS.
Fuzzy reasoning is thereafter applied using fuzzy rule base and a value in terms of
linguistic levels is outputted. At last, de-fuzzification of output value is performed to
get final crisp value for weight. De-fuzzification is performed using centre of gravity
method and inference is applied using Mamdami’s method. The outputted value is
taken as the weight for real time traffic. The bandwidth allocation to different queues
is made on basis of weight assigned to that queue using desired bandwidth allocation
formula.

3 Results and Discussion

The proposed scheme is tested by designing a WiMAX network consisting of one BS
and a number of SS and performing two different experiments to validate scheduler
performance. First experiment was implemented by increasing SS from 10 to 120.
The inter service number of connections were also varied to admit traffic pertaining to
all applications. Obtained results in terms of delay, throughput and jitter for all five
scheduling services indicate that proposed system was able to provide required quality
of service levels for all service classes. This is because fuzzy system was able to adapt
itself to requirements of incoming traffic and was able to modify weight of queues to
suit incoming traffic requirements.

Another experiment was conducted by increasing number of UGS connections in
scenario while keeping number of rtPS, ertPS and nrtPS connections fixed. Scenario
consists of 10 ertPS, 10 rtPS, 25 nrtPS connections and 25 BE connections and
number of active UGS connections were varied from 10 to 40. Values of delay
incurred by real time and non real time classes with increase in number of UGS
connections were plotted. The variation in delay of UGS connections is minimal
while delay for ertPS and rtPS classes shows an increase when number of UGS
connections approaches above 30 which is understandable as more resources are
consumed to satisfy high priority UGS traffic class. The delay for nrtPS and BE
traffic classes shows steep rise when amount of traffic increases in the network, this
was expected since these classes have minimum priority amongst all traffic classes. In
spite of this increase delay values are considerably manageable considering amount of
traffic in network. Values of throughput were also observed under same experiment.
Throughput obtained for UGS are maximum since periodic grants are made to this
class by scheduler. Throughput for ertPS and rtPS was quite good until number of
UGS connection increased beyond a limit after which throughput for nrtPS started to
decrease but throughput for ertPS still remained competitive enough. nrtPS
throughput shows small oscillations and scheduler provides minimum bandwidth to
achieve minimum threshold levels for nrtPS class. The BE service enjoys same
throughput as enjoyed by nrtPS service for small number of active connections since
scheduler have allocated residual bandwidth to this service. When number of
connections is high, throughput for BE decreases as this is least prioritized class.
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Throughput of both non real time classes was good in the start as there were enough
resources available but increased amount of UGS led to degradation of performance
levels of these classes.

4 Conclusion and Future Scope

This study has proposed an application of fuzzy logic for allocation of resources in
WiMAX networks. The system is intelligent as it adapts itself to requirements of
incoming traffic. Results indicate that system was able to provide desired quality of
service levels to all traffic classes. Increase in relative traffic of UGS was also not
able to deteriorate system performance. The system can further be improved by
incorporating more input parameters to fuzzy system and one such parameter can be
the length of queues of various traffic classes.
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Abstract. This paper proposes an algorithm, to enhance the prediction
accuracy of inhabitant activities in smart home networks. This work is an
enhancement to SPEED [1], which was earlier drawn upon [2,3]. It works
with the nested episodes of activity sequences along with the innermost
episodes to generate user activity contexts. For a given sequence, our
approach on an average predicts 86 percent accurately, which is much
better than SPEED’s 59 percent accuracy.

1 Introduction

The daily routines of inhabitants generate activity sequences in Smart Home Net-
works, which follow a pattern for each inhabitant. Historic activity sequences can
be used to predict user behavior and give reminders about upcoming activities.
We have adopted an algorithm SPEED [1], which is drawn from [2,3]. SPEED
categorizes sequence of user activities into episodes and generate contexts. These
contexts are used for predicting inhabitants activities using prediction by partial
matching algorithm (PPM). For details about PPM one can refer to [1].

In a sequence, where multiple nested episodes are possible, SPEED only con-
siders the inner most episode for identifying context frequencies, which results in
reduced prediction accuracy. Our proposed algorithm overcomes the limitations
mentioned above and results in better prediction with a faster convergence rate.
Also, resource management and concurrent activity scheduling is an important
functionality of any multi-resource Smart Home solution, having more resources
of same type (multiple TV sets). The better the resource management, the bet-
ter is user experience in a Smart Home. For example, consider a smart home
solution deployed in a 2 user (Userl, User2) environment . Assume there are 2
TV sets installed in a smart home, one in living room and another in bed room
of Userl. Consider that based on the past history of Userl activities, there is a
prediction that Sunday 7 : 30pm, a scheduled TV show to be watched by Userl.
At the same time User2 has a weekly show scheduled at 7 : 30pm on Sunday.
So in this situation, smart home should be able to allocate living room TV set
to User2 and suggest Userl to watch show in bed room. This idea provides an
algorithm to handle concurrent activities in Smart Home environment through
resource management.
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2 Predicting and Scheduling User Activities in Smart
Home

In this section, we propose our algorithm to improve prediction accuracy of
inhabitant activities and we use inhabitant and resident interchangeably. Using
the activity sequence, we can predict inhabitant’s activities based on certain
parameters, such as day and time. SPEED [1] categorizes sequence of events
of inhabitant into episodes, we use the same approach here as well. And we
represent start of an activity with a capital letter and finishing of an activity
with a small letter, same as SPEED [1]. A sample activity sequence can be
represented as KCRrckAaK RCerk, we will use this sequence to compare our
results with SPEED. An episode is defined as all activities between starting
an activity and ending an activity both inclusive. For Example KCRrck is an
episode, C Rrc is another episode. Once the episodes are identified, our approach
as that of SPEED [1] uses them to generate contexts, which will be used to create
context trees. These context trees are used for predicting inhabitant’s activities
using PPM as below.

Pe(¥) = pr(¥) + ex(¥).Pe-1(¥) (1)
Where, 1) is the symbol to predict, Py (¢)) is the final probability of symbol 4,
k is the length of the phase, px (%) is the probability of seeing the ¢ symbol after
the k length phase, e (¢) is the escape probability (probability of null outcomes)
of symbol . Using SPEED algorithm, the contexts are getting generated from
smallest episode, which is available in window, refer [1] for algorithm and gen-
erated contexts for an episode. In our example sequence K CRrckAaK RCecrk,
SPEED considers only Aa episode for generating contexts, even though there are
other episodes, such as KCRrck and CRrc. It treats the remaining episodes as
noise data generated in smart home. Our approach considers outer episodes along
with inner episodes, results in extracting more contexts from a given sequence.
While considering nested episodes, we ensure de-duplication of episodes. Also we
propose a model to allocate resources to inhabitant in a multi-inhabitant and
multi-resource environments [4,5]. Nowadays, it is quite common to have multi-
ple appliances/resources of same kind in homes; e.g., having a TV set in living
room, bed room and drawing room. All these having restricted access for users,
e.g., all users can have access to living room TV set, but access is restricted for
TV sets that are installed in bedrooms. We form a bipartite graph between in-
habitants and resources by constructing edges between inhabitant and accessible
resource. While predicting the activity, the smart home controller is able to find
out what are all the available resources to allocate and inform to the user.

3 Simulation and Results

For simulations, we considered user sequence as K CRrckAaK RCcrk, which is
already mentioned in previous section. We have generated list of all possible
contexts using SPEED and our approach, Table 1 represents the comparison of
all possible contexts along with their frequencies.
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Table 1. Comparison of all possible contexts using SPEED and Our Approach

Possible Contexts us- Possible Contexts using Our Approach
ing SPEED

R(1),r(1),A(1),a(1),  A(1),a(1),K(2),k(2),C(2),¢(2),R(2),r(2),Rr(1),re(1),KC(1),

C(1),¢(1),Ce(1), ck(1),Aa(1),Cc(1),RC(1),cr(1),KR(1),rk(1),Rre(1), KCR(1),

Aa(1),Rr(1) rck(1),CRr(1),RCe(1),Cer(1),crk(1),KRC(1),CRrc(1),KCRr(1),
Rrck(1),RCer(1),KRCc(1),Cerk(1),KCRrc(1),CRrck(1),
KRCecr(1),RCerk(1),KCRrck(1),KRCecrk(1)
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Fig. 1. Comparison of SPEED and our approach

3.1 Example

Now let us see an example of how to calculate the probability of events using
both the approaches using the previous sequence KCRrckAaK RCerk. Assume
that our current window state is K and we try predicting an event from current
window state. We assume all of the suffixes of window (K, null) to calculate the
probability of the next event. Suppose that we have to estimate the probability
of the next event of switching on Coffee Machine (C'). Using SPEED, there are
two contexts (K, null), from which we can estimate the probability of event C.
From context K, probability of event C' after context K = 0, escape probability
is 0. From context null, probability of event C' after context null = 1/6. The
total probability of event r occurring after window sequence K is 040(1/6) = 0.
Using Our Approach, there are two contexts (K, null), from which we can
estimate the probability of event C. From context K, probability of event C'
after context K = 1/2, escape probability is 0. From context null, probability
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of event C after context null = 2/14. The total probability of event r occurring
after window sequence R is 1/240(2/14) = 0.5. In this example, the probability
of predicting C' from Sequence K is not 0 as in SPEED, because after K there
is at least one instance of C' happened. In this example, our algorithm predicts
the probability of events more accurately than that of SPEED. The compari-
son of both the approaches for various activity sequences are shown in Fig. 1.
In Fig. 1 both SPEED and our approach results in almost equal prediction ac-
curacy in case of sequence having single episode (with or without noise data),
where as in nested episode sequences with noise data our approach is performing
much better than SPEED. Even in Nested episodes with no noise data also, our
algorithm is predicting more accurately than SPEED. Overall our algorithm’s
prediction accuracy is much better than that of SPEED and provides better QoS
to inhabitants.

4 Conclusion and Future Work

We proposed an algorithm for predicting inhabitant activities in smart home
environments. Our approach considers user activities in all the episodes, without
losing any activity in a given sequence. Hence it results in generating more
contexts than that of SPEED, this leads to better prediction accuracy and better
convergence rate compared to SPEED. As a future work, one can try to extend
the research on predicting user activities in a multi-inhabitant environments with
bigger activity sequences and more nested episodes.
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Abstract. Cloud computing appeals to private individuals and partic-
ularly enterprises at a progressive rate, but a noticeable percentage of
them refuse it due to mistrust or missing commitment to security. The
cryptosystem SecureString 2.0 was designed to outweigh these deficits
through the support of blind computations on character strings. Repe-
tition pattern attacks count among the most hazardous enemies of Se-
cureString 2.0 objects because reoccurring ciphergrams within them may
reveal linguistic identifying features of the correspondent plaintext. This
paper analyzes and compares the success probability of repetition pattern
attacks on the following three sorts of SecureString 2.0 objects: single-
word-containing ones, multi-word-containing ones with a known number
of words plus unknown delimiter positions, and multi-word-containing
ones with an unknown number of words plus unknown boundary loca-
tions. The latter type is expected to provide the highest privacy.

Keywords: Blind computing, Character string, Character string func-
tion, Character string operation, Cloud, Cloud computing, Dictionary
Attack, Repetition Pattern, Repetition Pattern Attack, Secure comput-
ing, String, String function, String operation.

1 Introduction

These days, private individuals and particularly enterprises have to administer
and process huge masses of data. Either they house and compute their binary
goods in their private computer centers respectively in their home workstations,
or they resort to outsourced virtual environments — well-known as (public) cloud
computing. While in-house solutions let their owners know where their data
reside, redundancy through geographical replicas and scalability lack or demand
expensive expansions. Cloud computing offers the opposite with great flexibility
and resilience, but the detention of sensitive data as well as reading or writing
activities on them become nontransparent and thus probably dangerous.

The resulting challenge consists in the maximum yield of the advantages of
both paradigms accompanied by the eradication or mitigation of the disadvan-
tages. An imaginable approach could focus on costly enhancements of the own
physical IT-infrastructure to a private cloud to achieve all benefits. The cheaper
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way is taken by bringing (convenient) security to a public cloud. Security poses
as a coarse term and needs further specification. Privacy, integrity, authentic-
ity and resilience represent intersubjective desirable security goals that shall be
maintained at all.

Many scientific disquisitions have proposed ways to sustain data security in
outsourced unconfident or semiconfident domains. These ones for secure numeric
calculations try to explore feasible homomorphic functions. Most of those ones
for secure string computations tackle issues in enciphered databases and key-
word search in encrypted documents, mainly by dint of trapdoor functions. Both
function types — homomorphic and trapdoor ones — form the heart algorithms of
blind computing. Blind computing indicates that a cloud application computes
ciphertext data without becoming aware of the meaning of input, output and
intermediate results. A comparative overview of state-of-the-art published work
about blind computing can be found in [7].

SecureString 1.0 [6] belongs to the kind of cryptosystems for blind comput-
ing on nonnumerical data. It bases upon a topical underlying symmetric cryp-
tosystem and polyalphabetical encryption. The ciphering scheme encrypts each
n-gram (substring of length n) of a word together with the beginning position of
the n-gram within the word. Thereby, the start index of each n-gram stipulates
the applied alphabet on it. SecureString 1.0 brings the ciphertext n-grams out
of sequence after their encryption without losing the possibility to operate on
them because their order can be restored after their decryption through their
enveloped position information. Due to the finiteness of character string lengths
that can be fully supported through querying and replacing operations, every Se-
cureString 1.0 object intendedly contains exactly one word. Disadvantageously,
this discloses the string boundaries and abets repetition pattern attacks on them.

Among other improvements, the succeeding SecureString 2.0 [7,8] overcame
this limitation to permit an arbitrary number of cohered words per Secure-
String 2.0 object. In detail, SecureString 2.0 heads for monoalphabetical (sub-
stitutional) encryption within each character string, but every utilized alphabet
(alphabet = encryption transformation) must not become effective for more than
one word. Normally, each encryption transformation depends on a dedicated key,
but SecureString 2.0 enciphers each character of the same plaintext character
string together with an identical salt (salt = arbitrary nonce). If the salt always
transmutes from word to word, then the encryption transformation also changes
from word to word, even in case the same key would be employed for all character
strings. Automatic salt updating [1,9] is applicable, which means that each salt
serves as input for a hash function that outputs the salt for the encryption of the
successive plaintext word. This non-size-preserving behavior of SecureString 2.0
entails the advantage that the decryption scheme can simply ignore salts rather
than care about them. Optionally for flow control, the salts can be shortened to
make room for an appended sequential number that becomes verified during the
decryption scheme.

Howsoever SecureString 2.0 ensures a unique encryption transformation for
each character string, this treatise examines the first time how the success
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probability of repetition pattern attacks varies according to the foe’s knowl-
edge respectively nescience of the amount of enclosed words in SecureString 2.0
objects whose delimiters (e.g. blanks or full stops) appear as ciphertext char-
acters of ordinary words. The answer for this first inquiry strongly correlates
with the upshot of the following second raised question: Does the recognizability
of the proper word boundaries, whereupon each of them shares the salt with its
left-neighbored character string, abate if an opponent is unaware of the amount
of included words in SecureString 2.0 objects? The detectability of the genuine
delimiters and hence the success probability of repetition pattern attacks are
anticipated to recede if the quantity of ciphered character strings in Secure-
String 2.0 objects stays unclear for an opponent. The findings of these research
questions allow to assess the privacy of SecureString 2.0 objects for various rep-
etition pattern attack scenarios.

Apart from the introductive section, this paper is structured as follows: Sec-
tion 2 treats of preliminaries that are to be found in related work about repetition
pattern attacks. While Section 3 embodies a formal view on repetition pattern
attacks on single-word-containing SecureString 2.0 objects, Section 4 does the
same for multi-word-containing ones. Ultimately, Section 5 summarizes the ob-
tained examination results and suggests worthwhile future work.

2 Preliminaries

2.1 Repetition Patterns

A repetition pattern characterizes regularities of an observed text through map-
ping its characters to natural numbers. Appearing equal numbers indicate re-
occurring characters. Definition 1 expresses the generator function of a mono-
graphic repetition pattern for an arbitrary input text.

Definition 1. Let X be an alphabet, let v € X' be plaintext of length | € N,
and let v; € X|j € NA1 < j <1 be the j** character of v.
Then rp(v;) computes the j*" number of the repetition pattern of v as follows.

1 ifji=1
rp(v;) = ¢ rp(v;) if (3t e IN|1 << j)(v; =vj)
L+ maz{(rp(v1), - ,rp(vj—1)}) if (Bi € N1 < < j)(vi = vy)

The complete repetition pattern of v emerges from the ordered set RP(v) :=
{rp(v)L <j <1}

For example, the word ”cabbages” causes the repetition pattern ”12332456”,
just as the the character string ” guttural” ends in. Evidently, the generator func-
tion for repetition patterns is not injective. ”"Idiomorphs” denote text particles
with the same repetition pattern [2]. Cryptanalysts name instantiations of pat-
terns without repetitions as pangrams [5]. The theoretical maximum of distinct
repetition patterns with length [ equals the count of partitions of a set with
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Table 1. Bell numbers

1 012345 6 7 8 9 10 11 12 13 14
B(1) 11251552203 877 4140 21147 115975 678570 4213597 27644437 190899322

cardinality [ [2], the Bell number B(l) := 2_:10 (".1)B(k) [3,4]. Table 1 depicts
the exponential growth of the Bell numbers. The most recent publication about
SecureString 2.0 [8] inadvertently supposed the Catalan numbers as upper limits
for producible differing repetition patterns that are growing more slowly than
the Bell numbers.

An encryption scheme behaves monoalphabetically if it substitutes each occur-
rence of a specific plaintext character or of an n-gram with the same ciphertext.
This statement even holds for contemporary ciphers with large block sizes (256
bits or more), but the odds (for hackers) look bad that such long plaintext blocks
recur. Even if plaintext block repetitions happen, more sophisticated operation
modes than ECB (Electronic Code Book) mode [10] impede the use of just one
alphabet and therefore ciphertext recurrences. Anyway, if a cryptosystem (such
as SecureString 2.0) deliberately processes shorter block lengths (e.g. 7, 8 or
16 bits at monographical substitutional encryption) to maintain the viability of
string operations directly on encrypted texts, then repetitive ciphertexts become
more probable. For this reason, the incorporated volatile salt in SecureString 2.0
grants ciphertext repeats within character strings only. Nonetheless, recurring
plaintext characters or n-grams induce related ciphertext repetitions. The first
invariance theorem in [2] confirms that all monoalphabetical substitutions pre-
serve identical repetition patterns between plaintexts and their counterpart ci-
phertexts. Shannon divides all plain- and ciphertexts into residue classes on the
basis of their repetition patterns [14]. In contrast, homophonic and polyalpha-
betical substitutions as well as transpositions destroy this heredity of repetition
patterns [2]. SecureString 2.0 exploits polyalphabetism to avert repeating ci-
phertext in different words and therefrom deductions of relationships between
them.

2.2 Repetition Pattern Attacks

A repetition pattern attack stands out as a subtype of dictionary attacks. To
conduct a dictionary attack, an offender requires a repository with an exhaustive
list of potentially occurring words [15]. A conventional dictionary attacker tries
to break (a secret password of) an authorization mechanism by testing it out
with one repository word after another until they reveal the correct element [12].
A repetition pattern attack on a sole ciphertext character string differs from a
traditional dictionary offense against an authorization mechanism in two points.

Firstly, only the repetition patterns of a subset of repository words coincide
with the repetition pattern of the attacked character string and come into con-
sideration as plaintext candidates. One could assume that a dictionary compre-
hends |¥|' words with length [ and thus |X| times more than such ones with with
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length [ — 1 (corresponding to | ‘2‘ ', = |X|). Additionally, it is assumable that
the repetition patterns of the |X|' character strings with length I split into the
B(1l) maximally possible alternatives equably. Both assumptions seldom persist
in practice. Already the recent survey about SecureString 2.0 [8] remarked that
the frequency scale of natural language words with various lengths resembles
almost normal distribution rather than equipartition. Also, only the minority
of the potential B(l) repetition patterns per length [ matches for the vocables
of a natural language. The extremely rare incidence of more than two identical
letters in a row describes one obvious cause therefor.

Secondly, there exists no primitive deciding algorithm to unambiguously de-
termine the correct candidate. In case of natural languages, programs can de-
cide on orthographical and grammatical mistakes at the best rather than on the
meaningfulness of sentences or texts. Computers can combinatorially assemble
all candidate combinations and perform rudimentary preselections, but only hu-
mans possess sufficient feel for language to can make the final decision on useful
text constructs. In case of repetition pattern attacks on character strings that do
not appertain to a natural language, solely the evaluation of the most frequently
occurrent candidate could help.

If an assailant expects certain words or phrases (ideally such ones without
known idiomorphs) in a monoalphabetically enciphered cryptotext, then they
can look there for the appearance of the accordant repetition pattern and save a
lot of time instead of attempting to link all ciphered character strings to appro-
priate candidates in the dictionary. Each such discovered cryptotext fragment
together with the probable word forms a ”crib” [2]. The prosperous detection of
cribs claims the normalization of all search positions in the ciphertext as detailed
in example 1.

Ezample 1. Let X be an alphabet, let v := "Hide the bomb near the pump”
be the targeted plaintext and w € X?7 its monographically monoalphabetically
encrypted counterpart, let v := ”"bomb” be the sought keyword and ¢ € X4 its
monographically monoalphabetically enciphered counterpart, then the function
in Definition 1 generates the same repetition pattern RP(v) = RP(w) :=71234

674 89108 1141213 674 141510 14” for v and w respectively the
same repetition pattern RP(u) = RP(q) :=="12 3 1” for v and q.

Subsequently, RP(q) must be compared with each repetition pattern of all
six embraced character strings of w as follows: 71 2347, 712 37,71 2 3 17,
712347,71 23" and ”1 2 3 1”. The bold repetition patterns label the two
idiomorphic substrings "bomb” and ”pump”. The keyword "bomb” poses as a
suboptimal example due to a bulk of coexisting idiomorphic English expressions
for the repetition pattern RP(q), but quests for words with inimitable repetition
patterns would promise better success.

Even if the spaces in v would become ciphered monograms in w rather than
staying invariant and thence exposed, the comparison of RP(g) with each of the
following 24 repetition patterns (which reflect all four characters long substrings
of w) identifies ”bomb” and "pump”: 7123 4”,712347,712347,71234",
"12347,712347,712347,712347,712347,71231”, 712347,
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’7123477 77123477 ’7123477 771234” ’7123477 771234’7 ’71234” 771234’7
"12347,712347,712347,71234” and "1 2 3 17.

(Especially long) terms with unique repetition patterns can also be spotted
through those of their subpatterns that are unique as well. Queries for shorter
words respectively their resultant repetition patterns skimp on time. For the
same purpose, ciphergram look-ups for the nominative case of nouns respec-
tively for infinitive verbs may take place before continuing with their declined
or conjugated variants.

3 Repetition Pattern Attack on Single-word-containing
SecureString 2.0 Objects

In case of the SecureString 2.0 cryptosystem, the most easily breakable cipher-
text accrues if an opponent has the knowledge that it only incorporates such
SecureString 2.0 objects whereupon each of them comprises of exactly one en-
crypted dictionary entry. If a plaintext includes a dictionary word v,,|m,o €
INAT1 < m < o with an unrivaled repetition pattern, and a SecureString 2.0
object merely consists of v,,’s ciphered form w,, in accordance with Theorem 1,
then |U,,| = 1 and thence p(v,,) = p(wy,) = | =1 =, i.e. arepetition attack can
uncover wy, very easily. Consequently, the probability of exposing one character
string of w attains the maximum value 1 with 1—[];._; 1—p(wi) = 1—0 = 1 be-
cause the factor 1 —p(wy,) = 1 —1 = 0 zeros the entire product []7._; 1 —p(wg).

Theorem 1. Let X be an alphabet, let v € X* be a plaintext with o € WN|o > 0
delimited character strings, let v, € X*|k € NA1 < k < o be the kY word of v
and wy, € X* its correspondent SecureString 2.0 object, let w := {wy|l < k < o}
be the ordered set of all SecureString 2.0 objects (each with an enciphered word
of v), let the function in Definition 1 generate the correct repetition pattern
RP(vi) = RP(wy) for each vy, respectively wy, let Q C X* be a dictionary with
at least all o words that occur in v, and let 2 C Q be the probability space with
all events (dictionary words) that precisely own the repetition pattern RP(wy).

1. Then

p(wy) : (Vu € £2;)(RP(wy) = RP(u))

|$2%|
is the probability of choosing the right dictionary item for wyg,
2.

1-— H 1 — p(wg)
k:=1

is the probability of guessing the true dictionary word for at least one char-
acter string of w,
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3. and .
p(w) = [] plwr)
k:=1

is the probability of choosing the right dictionary item for each character
string of w.

Proof:

1. wy, encapsulates only a single event. Therefore, the set Ay € P(f2) with
the correct events must be singleton and incloses just vg. The incidence rate
p(Ak) = p(vg) = p(wy) can differ from text to text and hence is presumed
equally as that of the other members of (2 with p(u)|(Vu € 2%)(u # vg).
If all events in a finite probability space resemble uniform distribution, then
the incidence rate for each of them is p(u) = p(Ax) = p(vk) = p(wg) =
‘lg’;} = !;kl referred to Laplace’s formula.

2. On the contrary, the probability of selecting not the correct event in {2, arises
from the probability of picking one of the mutually exclusive, complementary
events p(£2x\Ax) := 1 — p(Ag). The probability of opting the wrong event
for each element of w results from the product of the individual converse
incidence rates [[7._; 1 — p(wg). The converse probability of this product (1
- [17.—; 1 — p(wg)) shows the chances of choosing not all events wrongly, i.e.
at least one event correctly.

3. The probability of guessing the proper event for each element of w is the
product of the individual incidence rates []7._, p(wg). O

A SecureString 2.0 object, which embraces all o units of w with recognizable
boundaries, implies just a single data structure with the equivalent vulnerability
magnitude as o SecureString 2.0 objects, each with one item of w. The succes-
sional subsection investigates the implications of wrapping all elements of w in
one SecureString 2.0 object while keeping their boundaries covertly.

4 Repetition Pattern Attack on Multi-word-containing
SecureString 2.0 Objects

Malicious parties that snap up a multi-word-containing SecureString 2.0 object
with concealed character string delimiters interest themselves in the recognition
of these boundaries in order to seek dictionary words with the repetition pat-
terns of the segregated words. Foremost, an evildoer must designate all possible
positions of a targeted repetition pattern that suit as delimiter candidates. If
multi-word-containing SecureString 2.0 objects do not imbed additional delim-
iters or miscellaneous characters to create intentional confusion for villains, then
Theorem 2 itemizes the characteristics of potential word boundary candidates
in repetition patterns.

Theorem 2. Let X be an alphabet, let w be a SecureString 2.0 object that se-
cures a plaintext v € X' without additional confusing delimiters or miscellaneous
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characters, whereupon each word boundary shares the salt with its left-neighbored
character string, let w; € X|j € NA1 < j <1 be the j** encased character in w
and rp(w;) its number in the repetition pattern RP(w) agreeable to Definition 1.

Then each rp(w;) represents a potential word delimiter candidate if it fulfills
all of the following requirements.

1. 1 <rp(w;) <l
2. (Vi e N|1 <i < j)(rp(w;) < rp(w;))
3. (Vi e N|j < i <D)(rp(w;) > rp(w;))

Proof:

1. Supposedly, if the j** encased character of w tags a word delimiter with
rp(w;) = 1 respectively rp(w;) = I, then j = 1 respectively j = [ in agree-
ment with Definition 1. The first respectively the last character of w as
word delimiter contradicts the presumption that w does not embed addi-
tional confusing delimiters or miscellaneous characters. On account of this,
1 < rp(w;) <! must be valid for a word delimiter candidate w;.

2. Assuming that the jt* encased character of w marks a word delimiter and an
1|1 <14 < j with rp(w;) > rp(w;) exists, then at least one f € IN|1 < f <
with rp(wy) = rp(w;) must occur in RP(w), because (Vrp(h) € IN|rp(f) <
rp(h) < rp(i))(3g|rp(9)+1 = rp(h) in compliance with Definition 1. The va-
lidity of rp(wy) = rp(w,) contravenes the premise that only a non-repetitive
number in a repetition pattern can flag a word boundary, because each de-
limiter shares the salt with its left-neighbored character string and each
word exhausts a unique salt. On that account, a word boundary candidate
w; demands that (Vi € IN|1 <14 < j)(rp(w;) < rp(w;)).

3. Granted that the j' encased character of w typifies a word delimiter and
an i|j < ¢ < I with rp(w;) < rp(w;) exists, then at least one f € IN|1 <
f < j with rp(wy) = rp(w;) must appear in RP(w), because (Vrp(h) €
INrp(f) < rp(h) < rp(y))(3g|lrp(g) + 1 = rp(h) pursuant to Definition 1.
Plural existences of the same ciphertext character connote that they adhere
to the same salt. Therefrom, rp(wy) and rp(w;) and all interjacent enciphered
characters belong to the identical word. Accordingly, the also-intermediary
rp(w;) is surrounded by characters of the same character string and cannot
act as word boundary anymore. That is why (Vi € IN|j < ¢ < I)(rp(w;) >
rp(w;)) must have validness for a character string delimiter w;. |

There may be void combinations of word delimiter candidates. In particular,
those ones are invalid in which adjacent candidates deny character strings be-
twixt them. For this reason, upon ascertainment of the potential word bound-
aries, all valid combinations of them must be descried in order to calculate the
success probability of a repetition pattern attack on each of them and to derive
an overall success probability.
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4.1 Repetition Pattern Attack on a SecureString 2.0 Object That
Contains a Known Number of Multiple Words

If a miscreant becomes aware how many separate character strings a targeted
SecureString 2.0 object protects and reckons that exactly one delimiter symbol
divides contiguous words, they can stint expenses and continue only with such
word delimiter combinations that contain one item fewer than the set of sepa-
rated words. The number of scrutinized boundary combinations ensues from the
amount of all potential delimiters |D| and the quantity of o character strings in
a SecureString 2.0 object. Theorem 3 displays the case for a SecureString 2.0
object without a punctuation mark as the last character, i.e. one with o words
and o — 1 boundaries. Furthermore, the Theorem excludes all combinations with
adjoining delimiter candidates.

Theorem 3. Let X be an alphabet, let w be a SecureString 2.0 object that se-
cures all o € N|o > 0 delimited character strings of a plaintext v € X*, let
D C RP(w) be the ordered set of all potential word boundary candidates subject

to the outcome of Theorem 2, let D,, € Dlm € NA1 < m < ((lfll) be the

mth combination of o— 1 character string delimiter candidates out of D, and let

bm € {1,000} be a dichotomous flag that indicates if D, constitutes a valid word
boundary combination.
Then

{1 if (Bd,e € Dyp)(|d —e| = 1)
bm = .
oo otherwise
Proof: Due to the familiar fact of o shielded words inside w, an iniquitous cryp-
tographer may presume o — 1 delimiter symbols that divide them. The binomial
coefficient determined by |D| and o — 1 gives the number of subsets of D with
o — 1 elements. All of these subsets with conterminal boundaries, i.e. such ones
with an arithmetic difference of 1, are invalid and hence their binary marks set
to infinite. The flags of unobjected combinations are assigned to 1. O
Eventually, a wretch executes a repetition pattern attack in virtue of Exam-
ple 1 for the o words of each valid boundary combination. Theorem 4 pursues
Theorem 3 and outlines his overall success probability of breaking w with it.

Theorem 4. Let QQ be defined as in Theorem 1, let X v,0,w, D,m, Dy,, by, be
defined as in Theorem 3, let Wi m € X*|k € INAL < k < o be the k" encapsulated
word in w if the elements of Dy, act as character string delimiters in w, and let
p(wg,m) be the probability of choosing the right item for wi m, in Q.

Then

PO ey R\ N
Zm::l bm*HL;D:iHl p(whm) Zm::l bm*n(;;;=1 (Wi, m)

18 the probability of revealing the right word delimiters and the correct dictionary
item for each character string of w.
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Proof: As proved in Theorem 1, the probability of tipping the right event for each
element of w is the product of the individual incidence rates []7._, p(wg,w) if the
elements of D, act as character string delimiters in w. The multiplicative inverse
bm*HZ;:l p(wrem) counts the quantity of suitable dictionary word combinations. If
D,,, encompasses an invalid word boundary combination, then Theorem 3 returns
b, := 00 by what the amount of fitting dictionary word combinations becomes
zeroed. Each valid combination of character string delimiters contributes such a
quantity of matching dictionary word combinations. As a result, all these quanti-
ties must be summated to a total amount of suited dictionary word combinations

D
Zg,‘;‘:lz bm*HZ:ll p(wn ) - The reciprocal value 2(0”3'1) ! is the prob-

1
mi=1" by aTIg, g p(wy, )

ability of culling the right character string boundaries and the co?rect dictionary
item for each word of w. O

Despite a criminal’s lore about o for a multi—word—contail‘lir‘lg SecureString 2.0

D

object, they need to look up the repetition patterns of 27(’:_:12 by, * o ciphertext
words instead of o look-ups in summary for o comparable single-word-containing
SecureString 2.0 objects. On these grounds, the usage of one o-word-containing
SecureString 2.0 object in place of o single-word-containing SecureString 2.0
objects improves privacy rather than abides it.

4.2 Repetition Pattern Attack on a SecureString 2.0 Object That
Contains an Unknown Number of Multiple Words

This subsection deals with the success probability of repetition pattern attacks
on SecureString 2.0 objects which conceal their amounts and positions of pro-
tected words and boundaries. For that reason, a felon must check all subsets of
the list with the potential word delimiter candidates D for validity rather than
only those with 0—1 items as demonstrated in Theorem 3. Theorem 5 copies the
principle from Theorem 3 how to differentiate between valid and void boundary
combinations, but significantly more subsets than in Theorem 3 can incur that
need to be processed.

Theorem 5. Let X, v,0,w,D be defined as in Theorem 3, let D,, C D|m €
N AL <m < 2Pl be the m* combination of string delimiter candidates out of
D, whereby each of the |D| bits of the binary representation of m — 1 decides
the incorporation of a particular candidate of D in Dy,, and let b, € {1,000}
be a dichotomous flag that indicates if D,, constitutes a valid word boundary

combination.
Then

oo otherwise

b {1 if (Bd,e € Dp)(Jd — e = 1)

Proof: In addition to the proof of Theorem 3, it needs an evidence that an m for
each subset of D exists, so that D,, equates the subset. P(D) is the power set
of D and enfolds all 2!P! diverse subsets of D (inclusive the empty subset with
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nary a potential character string delimiter candidate and D with all potential
word boundary candidates). Let m be stored in an array with as many binary
elements as candidates in D, whereupon each bit of m determines the presence of
a dedicated candidate in D,,,. A bit can adopt one of 2! = 2 states. An array with
|D| bits can adopt one of 2IP! states. Accordingly, m possesses barely enough
states to enumerate all 2/°! items of P(D). O

Finally, a delinquent can move on to execute a repetition pattern attack on the
character strings of all valid word delimiter combinations as shown in Theorem 6.

Theorem 6. Let Q be defined as in Theorem 1, let X v,0,w, D be defined as
in Theorem 3, let m, Dy, by, be defined as in Theorem 5, let A(by,,0) be the
Hamming weight [11,13] of by, i.e. the number of ones in by, let wi ., € X*|k €
NAL1<Ek < Abm,0)+ 1 be the k" encapsulated word in w if the elements of
Dy, act as character string delimiters in w, and let p(wg,m) be the probability of
choosing the right item for wy m, in Q.
Then
p(w) = 5ID| ! = !

> ! S ;
m:=1 b7VL*HLL;)=777i‘+1 m:=1 bm*l—[ﬁ;’){nﬂ)*—l

P(Wk,m) P(Wi,m)

1s the probability of revealing the right word delimiters and the correct dictionary
item for each character string of w.

Proof: Further to the proof of Theorem 4, the differing upper bounds of the
product and of the summation sign require to be proved.

Like in Theorem 3, it is assumed that the last wrapped character in w con-
cludes the closing word rather than being a punctuation mark. Thence, each sur-
mised character string of w is followed by a delimiter symbol except the last word.
Thereby, w shields |D,,| = A(by,,0) boundaries and |D,,| + 1 = A(b,,0) + 1
character strings. This explains the product of |D,| + 1 = A(bs,,0) + 1 word
incidence rates.

The upper bound of the summation sign 2/P! follows from the number of
vetted subsets as per Theorem 5. o

The deficiency of knowing the amounts and positions of safeguarded character
strings and boundaries in SecureString 2.0 objects aggravates the odds to break
them. In the most secure case, v is a pangram, i.e. in obedience to the first
condition of Theorem 2, |v| — 2 = [ — 2 (all but the first and the last) guarded
characters in w qualify for potential word delimiters and entail

p(w) = 2lv|—2 ! = ol—2 !

> o > >
m:=1 bm*nﬁ(:b{"’o)Jrl m:=1 bm*l—[ﬁ(;{n,o)Jrl

P(Wi,m) P(Wk,m)

5 Conclusion

Repetition pattern attacks stick out as the most striking measure to break Se-
cureString 2.0 objects because repetitive ciphertext characters may occur in
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them. On these grounds, this paper provides an investigation over the success
probability of such offensives.

After an introduction of the cryptosystem SecureString 2.0 and its predecessor
SecureString 1.0, the preliminaries set out with Definition 1 that specifies and
exemplifies how to generate and offend a monographic repetition pattern for an
arbitrary input text.

Thereafter, Theorem 1 handles the success probability of repetition pattern
attacks on SecureString 2.0 objects if an assaulter knows that they just shelter
single words. The privacy of such objects becomes highly vulnerable if their
repetition patterns merely mesh with few dictionary elements, or, more seriously,
only with a lone one.

If a SecureString 2.0 object allegedly harbors several character strings, then
the potential boundaries between them can be figured out with the aid of The-
orem 2 which presents the necessary properties that a number of a repetition
pattern must have to become a candidate.

The Theorems 3 and 4 clarify the two research questions of Section 1 for
a known amount of unknown words and their unknown boundaries in Secure-
String 2.0 objects. Expectedly, such objects proffer harder recognizability com-
pared to single-word-containing ones.

The Theorems 5 and 6 treat the two research questions of Section 1 in case a
thug is even not aware of the number of character strings (and of their delimiters)
in SecureString 2.0 objects. Such objects come along with the most difficult
detectability in comparison with the other two settings but still do not cope
modern privacy needs.

The finding of the last attack scenario notably is that the aim of stronger
secrecy could be reached with SecureString 2.0 objects that convert every ar-
bitrary plaintext into pangram ciphertext, i.e. ciphergrams never reoccur. The
advancement of SecureString 2.0 to accomplish this goal would be valuable future
work.

Acknowledgments. Many thanks to Bettina Baumgartner from the University
of Vienna for proofreading this paper!
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Abstract. Secret sharing scheme is a key component of distributed
cryptosystems. In its basic form, secret sharing schemes can tolerate
honest but curious adversary. But, in modern open system environment,
adversary can behave maliciously i.e., the adversary can do anything
according to his available computational resources. To get rid of such
adversary, cheating identifiable (multi) secret sharing scheme plays an
important role. Informally, cheating identifiable (multi) secret sharing
scheme can identify the cheating participants, who are under the control
of malicious adversary, and recover the correct secret whenever possible.
However, to achieve unconditional security against such adversary, share
size should be at least equal to the size of the secret. As a result, the
need for computational notion of security of such schemes, which can ac-
commodate smaller share size, has been felt over the years, specially in
case of multi-secret sharing schemes. In this paper, we propose a notion
of security for computationally secure cheating identifiable multi-secret
sharing scheme for general access structure along with a construction
which is secure under this new notion.
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1 Introduction

Secret sharing scheme is a corner stone of secure distributed cryptographic pro-
tocols. It is also an essential building block for encryption schemes (specially
identity based encryption scheme). Informally speaking, a secret sharing scheme
(SSS) allows a dealer D to split a secret s into different pieces, called shares,
which are given to a set of players P, such that only certain qualified subsets
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of players can recover the secret using their respective shares. The collection of
those qualified set of players is called access structure I's corresponding to the
secret s.

Blakley [2] and Shamir [16], in 1979, independently, introduced the notion
of secret sharing scheme with a construction for threshold access structure.
Presently, there exists a rich literature of secret sharing schemes with advanced
features like general access structures (where qualified subsets are not all of same
size t), multiple secrets (when number of secrets to be shared is more than one),
verifiability, multi-usability (reconstruction of one secret does not endanger the
security of the other secrets). But, some important issues remain open after ex-
tensive work of last three decades. In this paper, we deal with one of them. We
consider cheating identifiable multi-secret sharing for general access structure
which is an enhanced version of multi-secret sharing for general access that can
tolerate any number of malicious participants and capture more realistic scenar-
ios. In this scenario, the dealer is assumed to be honest and the goal is to identify
the cheaters and to recover the correct secret whenever possible. In this work,
we focus on public cheater identification, where reconstruction of the secret and
cheater identification can be performed by a third party.

Most of the cheating identifiable secret sharing schemes proposed and anal-
ysed so far enjoy unconditional (or information-theoretic) security. Though there
is an advantage that information theoretically secure scheme can tolerate com-
putationally unbounded adversary, but there are some crucial drawbacks, such
as requirement of honest majority, large amount of secret information. An al-
ternative solution can be relying on computational security, by which tolerance
of arbitrary number of dishonest participants is possible with lower share size
(secret information), that serves well in practical purposes.

1.1 Related Work

The idea and construction of computationally secure secret sharing schemes came
into existence with various proposals [1,8,6,15,4,3,11]. In 1994, He-Dawson [8]
proposed a multi-stage (¢,n) threshold secret sharing scheme. In 2007, Geng
et al. [6] proposed a multi-use threshold secret sharing scheme using one-way
hash function and pointed out that the He-Dawson scheme was actually an
one-time-use scheme and can not endure conspiring attacks. A SSS is said to
be multi-use if even after a secret is reconstructed by some players, the share
remain hidden from the adversary. Generally, to make a scheme multi-use, the
players do not broadcast the original share but a shadow or image of that share,
which is actually an entity that depends on the original share. This image or
shadow is known as the pseudo-share. Multi-use multi-secret sharing for general
access structure was first introduced in [15,4].

Herranz et. al. [9], [10] formalize the computational notion of security for
multi-secret sharing schemes with a concrete construction. In [12], authors dis-
cussed formal security notion for cheating identifiable threshold (single) secret
sharing scheme. But, up to the best of our knowledge, there does not exists any
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formal security notion for computationally secure cheating identifiable multi se-
cret sharing scheme for general access structure.

1.2 Owur Contribution

In this paper, we introduce a formal notion of security for computationally secure
cheating identifiable multi secret sharing scheme for general access structure
and propose a multi secret sharing scheme which is secure under the proposed
notion in random oracle model. In this context, it is worth mentioning that
there is a simple way (see [13]) to construct computationally secure cheating
identifiable secret sharing scheme from secret sharing scheme by using signature
of the dealer on the shares and thereby preventing any tampering of shares. But,
this technique is not applicable for multi-use multi-secret sharing schemes, as in
multi-use multi secret sharing schemes, secrets are reconstructed with the help
of pseudo-shares which are generated by the participants. As a result, dealer’s
signature may not be useful any more.

1.3 Organization of the Paper

In Section 2, we describe the adversarial model and communication model on
which our construction and analysis are based. The detailed construction is given
in Section 3 and its security analysis is done in Section 3.1. Finally we conclude
in Section 4.

2 Model and Definition

In this section, we specify the adversarial and communication model used in the
rest of the paper. We also propose formal definitions of construction and security
of cheating identifiable multi-secret sharing scheme for general access structure.

Adversarial Model. The dealer D is assumed to be honest. The dealer delivers
the shares to respective players over point-to-point private channels. We assume
that A is computationally bounded and malicious. Once a player P is corrupted,
the adversary learns his share and internal state. Moreover from that point
onwards, A has full control over P. By being malicious, we mean that A can
deviate from the protocol in an arbitrary manner.

Communication Model. We assume synchronous network model. There are
point to point secure channels among the dealer and the players. Moreover, all
them have an access of a common broadcast channel.

Definition 1. A Cheating Identifiable Multi Secret Sharing Scheme (CI-MSSS)
2 consists of three probabilistic polynomial time algorithms (Setup, Dist, Reconst)
as follows:

1. The setup protocol, Setup, takes as input a security parameter A € N, the
set of players P and the k access structures I'y,Is,..., I, where I =
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{Ain, Aia, ..., Air, } is the access structure for the ith secret and A;; is the
jth qualified subset of the access structure for the ith secret s;, and outputs
some public and common parameters pms for the scheme (such as the access
structures and set of players, mathematical groups, hash functions, etc.). We
implicitly assume that pms also contains the descriptions of P and the access

structures.
2. The share distribution protocol, Dist, (run by the dealer D) takes as input
pms and the global secret § = (s1, Sa,...,8) to be distributed, and produces

the set of shares {xo}p,ep, possibly some public output outpy, and a set of
public verification values V = {V, (4, a,,) * Pa € Aij € I}, (Note: (x4, Aij)
is a public function used to generate pseudo-shares from the share x, and
the qualified set A;;.)

3. The secret reconstruction protocol, Reconst, takes as input pms,outy,y, V
and the possible pseudo-shares {¢}}p,ea,; of the players belonging to some
subset A;; € Iy and outputs either a possible value of the secret s} for the
i-th secret or a special symbol L along with o list of cheating participants

CheatList = {Pa € Aij : th(wmAi,j) 7£ sz}

For correctness, we require that, for any indez i € {1,2,...,k} and any subset
Aij elrl;, it holds

Reconst(pms, outyup, {¢(Ta; Aij)} Paca,;) = si

if {Ta}pP.ca,; C {Ta}r.er and (outpuy, {Ta}p,er) < Dist(pms,§) is a distri-
bution of the secret S = (s1,...,84,...5k) and the setup protocol has produced
pms < Setup(1*, P, {I}1<i<k)-

The computational security and cheating identifiablity of CI-MSSS (2 is de-
fined by the games described in Definition 2 and Definition 3 respectively.

Definition 2. (Indistinguishability of Shares against Chosen Secret At-
tack). Indistinguishability of shares of a CI-MSSS under chosen secret attack
(IND-CSA) is defined by the following game G between a challenger C and an
adversary A as follows:

1. The adversary A publishes the set of players P and the k access structures
Fl,FQ,..., Iy c 2P,
2. The challenger C runs pms < Setup(1*, P, {I;}1<i<k) and sends pms to A.

3. A outputs a subset B C P of unqualified players (unqualified means Ji €
{1,2,...,k} such that B ¢ T}) and two different global secrets 8©) # §1)
with the restriction:

SZ(O) = 351),% €{1,2,...,k}, such that B € I}.

4. The challenger C chooses at random a bit b € {0,1}, runs Dist(pms, §®)) —
(outpup, V, {Za}tp.ep) and sends (outpys, V, {xa}PaeB) to A.
5. Finally, A outputs a bit V.
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The advantage of A in breaking the CI-MSSS (2 is defined as Adv 4(\) = |Pr[b) =
b 1.

The scheme {2 is said to be computationally IND-CSA secure if Adv.a()) is
negligible for all polynomial-time adversaries A.

Definition 3. (Cheating Identifiability). Cheating Identifiability of a CI-
MSSS 2 is defined by the following game G between a challenger C and an
adversary A as follows:

1. The adversary A chooses the set of players P, a secret vector § = (s1, 82, ...,
sk) and the corresponding k access structures Iy, I, ..., I, C 2F. Then A
runs pms < Setup(1*, P, {Ii}1<i<k) and sends (pms,s) to C.

2. The challenger C runs Dist(pms, §) — (outpup, V,{Za}p,ep) and sends
(outpup, V,{za}tp,ep) to A.

3. For each secret s;, A outputs one qualified subset of I'; and a correspond-
ing set of pseudo-shares (may or may not be honestly generated) of each
participant in that qualified set, i.e.,

Vie{1,2,...,k}, A outputs some A;; € I and {@},} p,ea,,

4. The challenger C runs Vi € {1,2,...,k}
Reconst(pms, outyus, V, {©4 } Paea,,» Aij € I5) — Out;,

) S Zf Vap(xmAi') = thgaVPa € Aij
where Out; = { {L, CheatlList = {P, € A;; ;Vw(ma,Au) # Vo: }}, otherwise
5. If for any i € {1,2,...,k}, for some P, € Aij, o(za,Aij) # @k, but
Vio(ra,a:) = Vir, t.e., Py ¢ Cheatlist, the challenger C sets b = 1, else

o]
sets b= 0. Finally, C outputs the bit b.

The scheme (2 is said to be computationally cheating identifiable if Pr[b = 1]
is negligible for all polynomial-time adversaries A.

3 A Cheating Identifiable Multi-Secret Sharing Scheme

In this section, we modify the MSSS for general access structure proposed by [15]
and analyse its security in the computational model of IND-CSA and cheating
identifiability. (It is worth mentioning that the scheme in [15] lacked formal
security analysis.) The scheme {2 = (Setup, Dist, Reconst) consists of three basic
phases,

1. Setup: On a input security parameter \, the set of n players or participants
P ={P, : a € {1,2,...,n}} and k-access structures I, I5,..., I} for k
secrets, where I; = {A;1, Aia, ..., A, } is the access structure for the i-th
secret and A;; is the jth qualified subset of the access structure of ith secret
s; and |A;j| = i ,



Computationally Secure Cheating Identifiable MSSS 283

(a) Choose a g = g(A)-bit prime p.

(b) Choose a hash function H : {0,1}¢*+™ — 7, C {0,1}9, where | =
[log2k] + 1,m = [logat] + 1 such that t = max{t1,t2,...,tx}.

(c) Choose distinct identifier /D, €g Z;, corresponding to each of the par-
ticipant Py, € {1,2,...,n}

(d) Choose a hash function G : {0,1}¢ — {0,1}*®). [This is needed for
cheating identifiability.

(e) Set as pms = (p,q,k,l,m,H,G,IDy, P, I"1,I5,...I}).

. Dist: On input pms = (p,q,k,l,m,H,ID,,P,I1,I5,...I}) and k secrets
S81,82,...,8k € Zp - {O,l}q,
(a) Choose x4 €g {0,1}7, a=1,2,...,n. o N
(b) For A;; where i = 1,2,...,k;j = 1,2,...,t;, choose dy,dy,.. .,d:,jirl
€r Z, C {0,1}7 and set
fzy(x) =3 + dijx + déjl‘Q IS di{j_lxmj—l
(c) For each P, € A;j, compute
— ©(xa, Aij) = H(xallit]|jm) where 4; denotes the [-bit binary repre-
sentation of 7, j,, denotes the m-bit binary representation of j and
‘|| denotes the concatenation of two binary strings.
= B = fij(IDa) and M3 = Bf — p(za, Aij)-
— the public verification values V,(,, ,,) = G(¢(2a, Aij)). [needed for
cheating identifiability]
(d) Output {as}i<a<n as shares, outp,, = {M% Py e A, 1 <i <kl <
j < t;} as public output.
(e) Output V = {Vi(z,,4,;) : Pa € Aij,1 < i < k;1 < j < ¢} as public
verification value. [needed for cheating identifiability]

. Reconst:

(a) Participant Phase: On input pms,outy,, and A;; € I;, each partic-
ipant P, € A;; computes and broadcast ¢(zq,Ai;) = H(zalli1]|im),
VAij e ;.

(b) Verification Phase: On input V and {p(z4, 4ij) : VPy € Ai; € I3},

— participants check G(¢(za, Aij) < Vo (2a,Aij)s VPa € Ajj.
— compute Cheatlist = { Py : G(p(Ta, Aij) # Vio(za,A,) )

(¢) Secret Reconstruction Phase:

— if CheatList = (), then compute f;;(IDy) = Bf; = Mg + ¢(wa, Aij),
VP, € A;j. Then compute and output s; from {fi;(IDq) : Po € Asj}
using Lagrange’s Interpolation.

— otherwise, output {_L, CheatList}.
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3.1 Security Analysis of 2

Theorem 1. 2 satisfies correctness condition.

Proof : As correctness is considerable only when all the participants are honest,
it is obvious that, using Lagrange’s Interpolation, every qualified set of honest
participants can reconstruct corresponding secret. ]

Theorem 2. (2 is IND-CSA secure CI-MSSS in random oracle model.
Proof : Let Ap be an adversary against IND-CSA security of §2. Let C be
the challenger of the security game. Ay, starts the game by choosing a set of
participants P = {Py, Ps, ..., P,} and k access structures I, I5, ..., ). C runs
Setup of {2 to generate pms and send everything in pms except the hash functions
G, H to Ag.

Ap outputs a set B C P of corrupted players and two different global secrets
5§ £ 51 with the restriction:

SEO) = 351),% €{1,2,...,k}, such that B € I}.

C chooses pairwise distinct zo €g {0,1}9, a=1,2,...,n.

Simulation of H-queries: C starts with two empty lists namely H-list and
R-list. When Ap, submits a hash query of the form x||i||j (In this proof, for
simplicity, we write i;,j,, as 4,7 only.), C checks whether x = xz, for some
P, eP.
If x # 2o, Va € {1,2,...,n}
Choose v €r {0,1}7
do ¢ Add (zl|i]|,7) to the R-list

Return .
If © = z,, for some «,

If 2 = 2, & P, € B, Ifx=x, & Py ¢ B,
IfPQEAZ‘jEFi IfPQEAijEFZ‘
Choose hq i ; €r {0,1}9. Choose hq;; €r {0,1}9.
Add (za||i|lj, ha,s,;) to H-list Add (zql|i||j, ha,i,;) to H-list

do Return hq g ;. do Return hq ;.
IfPa¢Aij€Fi IfPa¢AijEFZ‘
Choose v €r {0,1}1. Choose v € {0,1}1.
Add (z4|é]|4,7) to the R-list Add (z4|)i]4,7y) to the R-list
Return 7. Return 7.

If a hash query z||i||j by Ag, is already in H or R-list, the stored value is sent
back to Ag. It is to be noted that the entries in R-list are not required in the
actual execution of the MSSS, whereas H-list will be used by the challenger C
to simulate the outyys.

Simulation of G-queries: C starts with two empty lists namely G-list and G’-
list. When Ap, submits a hash query of the form h*, C checks whether A* = hq i ;
for some h* € H-list.
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If h* = ha,; € H-list, If h* ¢ H-list,
Choose Va5 €r {0,1}". Choose 1 €r {0,1}*.
do Add (ha,i j; Va,i;) to G-list  do Add (h*,n) to G’-list
Return V, ; ;. Return 7.

If a hash query h* by Ag is already in G or G'-list, the stored value is sent
back to Ag. It is to be noted that it may happen that Ay queries the hash
function G with A* such that at that stage h* ¢ H-list, but h* was latter added
to the H-list as some hq ; ;. In that case, the entry (h*,n) is shifted from G’-list
to G-list and renamed as (Ra,i,j, Va,i,j). Observe that the entries in the final G’-
list are not required in the actual execution of Dist algorithm. Only the entries
in G-list are used by the challenger C to simulate the V.

C chooses a bit b € {0,1} and do the following:

— VA;; € I where i =1,2,...,k;j=1,2,...,t;, choose dij,d;j,...,dfij_l €R
Z, €{0,1}7 and set

fzy(x) =s; + dgjx + d;ij I dizj_lxrijfl
— For each P, € A;j, compute B = f;; (ID,), MG = Bk — haij-

The values of ha ;; are either recollected from H-list, if they exist, or they
are chosen randomly from {0, 1}2. In the latter case, the entry is added to the
H-list for answering further hash queries. Moreover, C generates a simulated set
V = {Va,;: Po € Aij € I} where V,,; ;’s are either collected from G-list, if
they exists, or randomly chosen from {0,1}* and added in the G-list.

C returns the public output out,,, = {M% 1Py €A, 1 <i<k1<j<t},
V = {Va,; : Po € Ajj € I} and the shares {z, : P, € B} of the corrupted
participants to Ag. Finally, A, outputs its guess b’ for b.

Therefore, to compute the probability that A, outputs the correct bit, we
distinguish between two cases, depending on whether Ay somehow manages
to get the pseudo-share hq;,; for some non-corrupted participant P, ¢ B and
P, € A;; € I; or not. If Ap gets hq;; for some P, ¢ B, say with probability
0, this is the best case for A, and he can correctly guess the secret bit. On
the other hand, if Ay, is not able to output any pseudo-share corresponding to
a non-corrupted participant, which happens with probability 1 — §, then the
probability of A guessing the correct bit is exactly 1/2. Hence, in any case,
the probability of A, guessing the correct bit is § + (1 — §) = g + 5 ie
Adva, (V) = [(5 + 5) — 3] = 30

Now, let E; be the event that Ao makes a hash query zq|i[|j, where x4 is
the share of P, € P\ B and P, € A” € I; and |B| = £. The probability that a

single H query leads to FEj is ; ;- Now, taking Qg to be the total number of

H-queries, we get

Pr[El]—1<1nt~>(1 not )(1 net )
21 20 {1 20— F—Qpu+1
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~ QH ~.
<1-(1-" t %QH(nit)Sn'fozn'QH
24 _ 2 — 2 — i 20

as t,Qp are negligible com_pared to 29. Let Fy be the event that Ay guesses
the hqa; for some P, ¢ B and P, € A;; € I; from the publicly available
Va,ij- Since, Vi 4 ; is randomly chosen and letting Q¢ to be the total number of
G-queries, we get,

1% _ Qc
Qu T ou
n-Qu Qg

9q + ou ° Thus,

1/n-Qr Qg
AdvAQ(A)~2( » +2u).

PrEy) = 1— (1 -

Now, § = Pr[E; U Es] < Pr[E4] + Pr[Es] =~

Theorem 3. (2 is cheating identifiable, if G is collision resistant.
Proof : The adversary A chooses the set of players P, a secret vector § =
(s1,82,...,58,) and the corresponding k access structures Iy, Iy, ..., I, C 27.
Then A runs Setup(1*, P, {Ii}1<i<k) — pms = (p,q,k,I,m, H,G,1D,) and
sends (pms,§) to C. The challenger C runs Dist(pms,S) to output the shares
{za}p,ep, public outputs outpu, = {Mg : Py € Ajj,1 <i<k;1<j <t} and
public verification value V = {Vsa(acmAij) 1P, € A;;,1<i<k1<j<t}and
sends (outpyy, V, {za}p,ep) to A.

For each secret s;, A outputs one qualified subset of I'; and a corresponding
set of pseudo-shares (may or may not be honestly generated) of each participant
in that qualified set, i.e.,

Vi e {1,2,...,k}, A outputs some A;; € I; and {¢},}p.ca,;-
Finally, the challenger C runs Vi € {1,2,...,k}
Reconst(pms, outyup, V, {04} Paca,;, Aij € Ii) = Out;,

Si, if th(wmAij) = sz,VPa € Aij

{L, Cheatlist = { Py € Aij : Vi(ao,a,;) 7 Vir }}, otherwise
Now, let us consider the case when A wins the game i.e., when C outputs

b = 1. Note that b = 1 = 3 at least one ¢ € {1,2,...,k} such that 3P, € A4;;

with o(za, Aij) # @5, but Voo, a,) = Ver, 1.,

P(2a, Aij) 7# o but Glp(za, Aij)) = G(pq);

i.e., we find a collision for G.

Let us denote the event of finding collision for G by Colg and let Pr[Colg] = d¢-.
Thus, the adversary wins the game if Colg occurs, i.e., Pr[b = 1] < d¢.

Since, G is collision resistant, dg is negligible and as a result, Pr[b = 1] is
negligible. a

where Out; = {
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Conclusion

In this paper, the notion of computational cheating identifiability for multi-
secret sharing schemes for general access structure is established. We also provide
construction and proofs of security of a cheating identifiable MSSS for general
access structure. As a topic of future research, one can think of more efficient
construction of cheating identifiable multi-secret sharing schemes for general
access structure.
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Abstract. Peer to Peer (P2P) is one of the most popular technology which
paved a way to new structures in many applications including content
searching, file sharing etc. On the other hand, inclusion of a few malicious
peers, the entire network could be disrupted without proper security mea-
sures. This paper presents a very simple but an effective security mecha-
nism for gossip based P2P networks. In the proposed protocol, each
gossiping node observes its peers closely to ensure that no malicious nodes
will actively participate in the gossip protocol. To achieve this, each peer
builds trust information about other nodes in the system and exchanges
with its neighbours. Using the trust information, each node is able to iden-
tify and blacklist malicious nodes in its view. Thus, each node gossips only
with nodes it deems as non-malicious. The efficiency of the proposed pro-
tocol is far ahead of existing security protocols such as TooLate. Our sim-
ulation results show the effectiveness of the proposed work.

1 Introduction

The Internet has grown in an uncontrolled manner over the years, while providing
wide variety of useful services. The idea of providing centralized services over
Internet may lead to serious service level agreement (SLA) violations due to
long latencies and one or more single point failures. Clearly, centralized services
can not scale to the size of Internet. So, the only way to provide fast services
on such large sized network is Peer to Peer (P2P) computing. In P2P model,
nodes not only consume resources passively, but they also participate, interact
and contribute to the services that they make use of. This participatory nature
of computing has been exploited for supporting a large number of efficient large-
scale distributed applications. P2P model combines scalability and high resilience
to the network dynamics.

A striking feature of P2P network is that its membership changes dynamically
with time. Nodes may join and leave a network in an unrestricted manner.
Interestingly, the dynamicity also leads to many difficulties in implementation of
non-trivial services over P2P networks. In order to tackle the issue of dynamicity
and unstructured nature of P2P model, overlays were proposed. P2P overlay
networks are organized in regular structures known as distributed hash tables
(DHT). DHTs are important in P2P systems as they offer an effective means
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of performing exhaustive and exact search through efficient routing in large-
scale systems. This structured P2P overlay networks provide efficient lookups
by organized architectures and precisely placing links between nodes across the
network [8,1,14].

Gossip based mechanisms in unstructured P2P overlays have drawn attention
of researchers for development of efficient protocols [16]. It has been showed
that gossip based protocols can ensure connectivity even with high degrees of
churn (rate of nodes joining and leaving). In these protocols, nodes periodically
gossip with other nodes to exchange data and/or membership information. Such
protocols achieve different topologies depending on how the views get exchanged.
Structurally, different topologies are generated in the form of random graphs
through random peer sampling (RPS) protocols [13].

RPS service is a basic building block in gossip based systems to deploy and main-
tain connected overlays even in the presence of high churn. RPS can be employed
in a wide variety of settings such as information dissemination [2,13], load balanc-
ing [10] and overlay bootstrapping [11]. RPS is also a generic tool that acts as a
source of randomness to guarantee both connectivity and convergence to weakly
structured overlays like the ones built through peer clustering [15]. Such overlays
provide an efficient support for keyword-based or range queries. For example, Cy-
clon [16] is an RPS protocol in which nodes swap random links (exchange a subset
of their neighbours) in order to shuffle the overlay. This policy prevents the dupli-
cation of links and ensures that the in-degree of nodes remains balanced, and the
overlay remains connected even if 70% nodes become dead or leave at suddenly.

But, the major drawback of RPS gossip protocols is that a few cooperating
malicious nodes (MNs) can easily fool the protocol and become important. Later
those malicious nodes can get the other nodes to connect them and in this way
create a hub. Then, after some time all the malicious nodes leave the system
and thus partition the network. This form of attack is called hub attack and the
effect of the attack has been shown in SPSS [6] and TooLate [7].

Both these works [6,7] also described solutions to prevent hub attack. The
idea behind these protocols is to maintain blacklist and whitelist of node descrip-
tors for each node. TooLate protocol is a distributed protocol whereas SPSS is
centralized. A node (say A), monitors other nodes in the system. If A realizes
that some node (say X) has high in-degree, then A believes X to be malicious
and blacklists X. To identify this, TooLate protocol runs multiple instances of
gossip with its few selected neighbours. If intersection of the view of the node A
and the view of any of the selected gossip peer X crosses a threshold, then X is
placed in the local blacklist of A.

Recently some papers described and analysed different attack scenarios, which
are also focused on in-degree of a node. The paper [4] described a protocol for
uniform and ergodic sampling with malicious nodes. Brahms [5] described a
protocol to work against byzantine attacks in gossip protocols.

In this paper we augment the basic RPS protocol with a mechanism to detect
malicious nodes. Each node, in the augmented protocol, maintains three more
data-structures: Genuine Table (GT), Suspicious Table (ST) and Malicious Table
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(MT) in addition to view table. These tables contain descriptors of other nodes
in the system. In the course of gossip, each node populates these tables. A node
believes that the nodes in its genuine table to be honest and does not gossip
with the nodes in the malicious tables believing them to be malicious.

The simulation results show that the non-malicious nodes are able to detect
the malicious nodes, and assists their neighbors not to gossip with such malicious
nodes. The protocol has been simulated over PeerSim simulator [3], and the
results were compared with TooLate protocol.

The organisation of the rest of this paper is as follows. The Hub attack in
a common gossip based protocol is described in Section 2. The proposed so-
lution (S-Gossip) is described in Section 3, which includes its data structures
and gossiping mechanism. Experiments are analysed in Section 4 while Section
5 concludes the work.

2 Hub Attack in Traditional Gossip Protocols

Gossip based protocols usually form a random graph with the help of a set of
neighbours. These set of neighbours referred as view. The view of each node
are exchanged and update own view with fresh peers. This activity produces a
random graph after each gossip.

Gossip based routing protocols are preferred for unstructured networks, as they
have proved to be inherently scalable, fault tolerant and robust. Also these proto-
cols are highly adaptable to network changes and dynamic environments. They
can exhibit the property of graceful degradation in case of huge failure of nodes.

In such gossip mechanism each update depends on the current view of a peer
and received peers from its neighbours. Figure 1 shows a sample of different view
conditions. A view may be full of non-malicious peers, malicious peers or combi-
nation of them. A1, A2, A3 and B1, B2, B3 are sample of different view condition
of peer A and the received view from a gossiping peer, say B, respectively. Cases
(Al and B1), (A2 and B1), and (A3 and B1) represent full of non-malicious peers
inside their views. In this case, view of A always filled non-malicious peers. In con-
trast, case (Al and B3), (A2 and B3), (A3 and B2), and (A3 and B3) are full of
malicious peers and the resulting view of A is always converted into full of mali-
cious peers. The figure also reflects that the view of A turns completely malicious
in those cases which have B3 received view. This is also depicted that if view is com-
pletely filled with malicious peer, such as A3, may be recovered with non-malicious
nodes when it receives non-malicious peer, such as B1. Case (A2 and B2) may fill
partially or fully malicious peers into the resulting update view of A. Suppose the
received malicious nodes are same as exist malicious nodes inside view. In this case
only malicious nodes are updated. But the received malicious nodes are different,
it may fill completely malicious nodes inside view.

The Hub attack is very simple and straight forward. In this attack, the ma-
licious peers send the descriptors of malicious peers and update own view with
non-malicious peers. Thus, after a few cycles the view of a genuine node con-
tains only malicious nodes and gossip with those only. Therefore, these nodes
could be completely disconnected if all the malicious nodes leave out. To bypass
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Al
View of node A or

Bl

Cases A’s View after merging with B’s View
(Al and B1) or (A2 and B1) Non-Malicious Nodes
or
(A3 and BI)
Some Malicious Nodes Malicious Nodes
(A2 and B2)

(Al and B2)

(Al and B3) or (A2 and B3)
or
(A3 and B2) or (A3 and B3)

Fig. 1. A sample of S-Gossip architecture

the security mechanism i.e., to hide from being detected the malicious nodes
gossip periodically rather continuously. They can target only those nodes which
are very active in the overlay rather all the nodes. Those modifications in Hub
attack can strengthen the attack and it becomes difficult to detect for a security
scheme.

To prevent from these damages, we proposed secure gossip (S-Gossip) protocol
verifies the in-degree of the suspected node while gossip. Verification is based on
trust among the neighbours. This property focuses about in-degree of suspicious
nodes with the help of information given by gossiping nodes that whether the
nodes having that suspicious nodes are present in their View or not.

3 The Proposed Solution (S-Gossip)

S-Gossip detects a malicious peer by a non-malicious peer after executing a few
gossip cycles and prevent the overlay from the disruption. In this section we
present S-Gossip technique emphasizing the way it detects the malicious nodes
attempting for Hub attack.

3.1 Data Structure Used in S-Gossip

As in traditional RPS gossip protocol like Cyclon, S-Gossip also uses a data
structure named View. View Table has two descriptors for each nodes, NodeID
(NID) and Age. Node ID is a unique identification of the node and assumed to
be remaining unchanged throughout. Age shows the oldness of a node within its
corresponding view. Apart from View, S-Gossip uses three more data structures
named Genuine Table (GT), Suspicious Table(ST) and Malicious Table(MT).
GT contains three descriptors named NID, Suspicious Count (SCount) and
Time-to-Live (TTL). SCount descriptor reflects the same occurrence of that
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Genuine Table Suspicious Table Malicious Table
(GT) (C1Y) (MT)
NID | SCount| TTL NID | MCount| TTL ND | TTL
| Entry I—lr Gl sc1 T —2> s1 mc1 T1 L3, M1 T
G2 sc2 T2 s2 mc2 T2 M2 T2
G3 sc3 3 s3 mc3 T3 M3 3
Gn | SCn | Tn Sn | MCn | Tn Mn Tn
4}

Fig. 2. A sample architecture of the tables

node while gossip with neighbours. TTL value indicates the liveliness of a node
within the tables. ST has three descriptors NID, Malicious Count(MCount) and
TTL and MT has NID and TTL only. The fields used in each table is as depicted
in figure 2.

Among four tables VT uses for gossiping while GT, ST and MT for detecting
Malicious nodes and isolating thereafter. The nodes of GT, ST and MT are
treated as non-malicious, suspicious and malicious nodes respectively. The three
tables (GT, ST, MT) maintained in such a way that no common nodes exist in
either of two tables at any instance.

Vi(GT.NID,NST.NID,N MT.NID;) = ¢ (1)
But VT includes the NID from GT only, so
(VT C GT). (2)

3.2 Gossiping in S-Gossip

The Gossiping in S-Gossip is carried out as follows and depicted in Algorithm
1. This technique uses Genuine Table(GT), Suspicious Table(ST) and Malicious
Table(MT) to detect and confirm the malicious nodes. To start with, each node
(say A) keeps its peers in GT. A node chooses a peer (say B) for gossiping (with
maximum age value) from the GT and initiate gossiping by sending its gossip
sequence (GS). GS contains its view appended with /3 number of suspicious node-
ids. Initially due to lack of suspicious nodes the said could be 0s. The identical
operation is also being executed by peer B. Now both the peers A and B update
their view considering the received view in GS from their peer. This operation
is called as maintain view(). Let A receives C; in the view of GS received from
B. This leads to different cases as C; may or may not exist in the tables of A.
The action corresponding to each case is highlighted in table 1.

Thus the exchange while gossiping is performed in the similar fashion to that of
the traditional gossiping mechanism except a few suspicious NIDs are piggybacked.
These NIDs are used to conform a node malicious or not by its peers. For this pur-
pose after each cycle the tables are updated as discussed in the next section.
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ALGORITHM 1: Gossiping in S-Gossip

forever do
wait(T time units)
incr. VT Age and decr. TTL of (GT, ST & MT)by 1
Q + select peer();
neighbor to send < select to send();
ext neighbor to send < piggybacking;
send ext neighbor to send to B
receive ext neighbor to send from B
View + maintain view();
end

Table 1. Actions as per Ci’s position

Options Actions of receiving node C;

A’s View Insert node C; into GT table.

A’s GT  Update node C; SCount.

A’s ST  Update node C; MCount.

A’s MT  Reinitialised TTL value with max.
Insert node C; into View.

No where Update SCount of node Cj;, if present.

Table Update. The main purpose of this phase is to take out the conformed
malicious nodes to MT from ST and suspicious nodes from GT to ST. Thus
S-Gossip uses three level of filtering they are SCount in GT, MCount in ST and
TTL in MT table as summarized in table 2.

In each cycle each node updates their tables as follows. The SCount of GT
is updated accordingly the characteristic of the corresponding node. Here to
accomplish with Hub attack the SCount value increases if the same NID exists
in the view filed of GS received from neighbor peer.

Table 2. Updating Tables

Entry /Exit Cause Update
1 Receiving node only presents in View. Insert in to GT.
Declared as suspicious and
2 GT-Nodescount > GT (1 +0) move inside STIicable.
3 ST.Nodeyrcount > STthr move inside MT
GT.Noderrr, =0 or
4 ST.Noderrr, =0 or Remove from the table.

MT.Noderrr, =0
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To demote a node from GT to ST, GT computes an upper threshold §(=
USCount + TSCount ). Where, pscount and oscount denote respectively for Mean
and Standard Deviation on SCount in GT, defined as in equations 3 and 4.

| W=D
HSCount = N Z node; (scount) (3)
1=0

and

o Zz('g(;l)(nOdei.(SCount) - (,UfS'Count))2
0SCount = ‘N| (4)

Here N is the size of the network i.e., number of active nodes in the considered
P2P system. Any node with SCount value more than ¢ is shifted to ST initializing
MCount to 0 and TTL to view length (vl). The said entry is deleted from GT.
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Note that the TTL in GT decrements in each cycle and the said entry from GT
can be deleted if the corresponding TTL reaches to 0.

The MCount value of corresponding NID increments if the said NID exists in
the Suspicious field of GS. Once the MCount reaches to vl, the said NID is shifted
to MT (initializing the TTL to a maximum value) deleting the corresponding
entry from ST. The TTL decrements on each cycle and the said entry is deleted
from the MT (to avoid the indefinite growth of MT) once the TTL reaches to 0.

4 Experimental Analysis

To evaluate the efficiency of S-Gossip, the simulations are performed through
PeerSim [3] simulator. We consider the Hub attack as a case study and com-
pared its efficiency with TooLate, the existing security protocol. This is because

20 ToolLate (5,000 Nodes) ~
Toolate (10,000 Nodes) **
S-Gossip (5,000 Nodes) ~
S-Gossip (10,000 Nodes)
S
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TooLate is proposed to identify the Hub attack. S-Gossip can be used to detect
any other types of malicious nodes also.

Both the security protocols are implemented on the base of Cyclon. Without
any security mechanism, the gossip protocol can easily be effected by very few
malicious nodes, as shown in figure 3, which could be reduced by both S-Gossip
and TooLate. We took different scenarios by changing the number of nodes in
the network, and percentage of malicious nodes during simulation study. It is
observed from the figure 3, figure 4 and figure 5 that S-Gossip is better capable
enough, to detect and isolate the malicious nodes, and therefore reduces the
cache pollution after a fewer cycle.
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Also, the experiments are performed for different churn rates. The results have
been shown for 1% and 2% respectively in figure 6 and figure 7. It is conformed
that for different churn rates also S-Gossip is more effective than that of TooLate.

The figure 8 shows that after a few cycles (around 10)almost all the malicious
nodes are detected and isolated as they shifted into MT.

5 Conclusion

This paper presented a security enhanced gossip based mechanism named S-
Gossip for unstructured P2P networks. Each node in S-Gossip observes the
characteristic of its neighbors and conforms maliciousness of a peer based on
the feedback obtained from other peers. The protocol isolates the malicious peer
preventing to gossip with it. For evaluation we have simulated the Hub attack
in the PeerSim simulator and compared with the existing solution TooLate. The
result conforms that S-Gossip is more effective then TooLate. On the top, the
proposed mechanism can be used to thwart against other malicious attacks also.
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Abstract. Social network data are generally published in the form of social
graphs which are being used for extensive scientific research. We have noticed
that even a k-degree anonymization of social graph can’t ensure protection
against identity disclosure. In this paper, we have discussed how closeness
centrality measure can be used to identify a social entity in the presence of k-
degree anonymization. We have proposed a new model called k-degree
closeness anonymization by adopting a mixed strategy of k-degree anonymity,
degree centrality and closeness centrality. The model has two phases, namely,
construction and validation. The construction phase transforms a graph with
given sequence to a graph with anonymous sequence in such a manner that the
closeness centrality measure is distributed among the nodes in a smooth way.
The nodes with the same degree centrality are assigned with a closer set of
closeness centrality values, making re-identification difficult. Validation phase
validates our model by generating /-neighborhood graphs. Algorithms have
been developed both for the construction and validation phases.

Keywords: k-degree anonymity, k-degree closeness anonymity, closeness
centrality, Social network.

1 Introduction

Two common approaches in privacy preserving data mining are secure multiparty
computation [1] and data obscuration [2]. Randomization and anonymization are the
two most important data obscuration methods. The anonymization problem is widely
studied in the context of relational tables but less amount of work is found in the field
of graph anonymization. Among various anonymity models such as k-anonymity
[3, 4], I-diversity [5], (a,k) anonymity [6], and anatomy [7], the k-anonymity model
has emerged as the most popular model where the focus is on generalization and
suppression[8] of quasi-identifiers [4,8]of relational tables. Authors of [9] have
proved that two general version of optimal k-anonymization of relations are NP-hard.
Generalization and Suppression can be applied to anonymize the node label and edge
label in a social graph, but will not fruitfully work against identity disclosure. Even
the removal of labels and assignment of random numbers to nodes of the graph, called
naive anonymization [10] cannot serve the purpose. Establishment of k-anonymity is
challenging in case of social graphs because social dependencies exist among the
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social entities, thus any modification may cause a ripple effect to other social entities
present in the social graph [11].

An interesting anonymization model is k-degree anonymization [12]. This
approach realizes the degree sequence to generate a graph that satisfies the same
degree for at least k nodes. Random perturbation of graphs to assure structural
automorphism is also a strong model [10]. But ensuring automorphism is not possible
in all cases. K-anonymity social network can be designed by using edge addition,
edge deletion, swapping, vertex addition etc. In the edge addition problem the k-label
sequence anonymity of arbitrary labeled graph is hard [13]. To achieve k-anonymity
by addition of minimum vertices, on vertex-labeled graph is NP-complete [14].

Attack models are used for re-identification. To protect against the neighborhood
attack, combination of k-anonymity and /-diversity model is useful [15]. The node and
link data from other domain can be correlated with the anonymized network to re-
identify the anonymized nodes [16]. Structural attack threatens re-identification by
analyzing structure of the network. Authors of [17] have proposed k-symmetry model,
which modifies a naive anonymized network such that for any vertex in the network,
there are at least k-1 structurally equivalent counterparts. In another powerful attack
called 7 *-neighborhood attack [18], the adversary has a prior knowledge about the /-
neighborhood graph along with degrees of the target’s one-hop neighbors. HIGA
scheme with probability indistinguishability property is used against this attack [18].

In most of the previous works centrality measures are not used during
anonymization, which may be used by an adversary to re-identify a node. Our
approach is based on the integration of three different approaches: k-degree
anonymization, degree centrality measure and closeness centrality measure. We have
introduced a k-degree closeness anonymity model and weighted closeness centrality
measure. We have devised an algorithm that transforms a given original graph G into
a k-degree closeness anonymous graph G,;, which sets priority of the nodes by
considering a balance between degree and closeness centrality. The performance of
the model is measured by using closeness centrality and weighted closeness
centrality. Our model is validated through /-neighborhood graphs.

2 Basic Concepts

In this section we have provided some basic definitions and formulae that are used in
the subsequent sections. Related concepts are explained with examples for better
understanding.

2.1  Naive Anonymization

Definition 1 (Naive Anonymization). A graph G(V,E) is mapped to an isomorphic
graph G,(V,E;), such that Label(V)is mapped to Label(V;),where Label(V;) €
RS(Random Set).

Fig.1 shows an original social graph G. Fig.2 is a naive anonymized version of G,
by using one-to-one random mapping {Alice>1 Bob—>2 Sastri>3 Yang—>4 Zen—>5
Srinivash->6 Doglous—>7}.
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2.2  K-degree Anonymization

Definition 2 (K-degree Anonymization). A graphic degree sequence ds(G) is k-
degree anonymous if |ds(G)I/\ud(G)| > k, k=min(F).where ud(G)is the sequence of
unique degrees and F=f,,f,,....f, is the frequency sequence of those degrees in ds(G),
if ds(G) is k-degree anonymous then G is also k-degree anonymous.

Fig.3 represents a 2-degree anonymous graph of NG. Degree sequence of graph D
is {2, 2, 3,2, 3, 2,2} which is enumerated according to the numeric order.
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2.3  Degree Centrality

Degree Centrality is a basic measure that allocates high importance to vertex with
high degree. This is obtained by counting the number of I present in i row of
adjacency matrix A.

DC(V;)=deg(V)). )

where deg(V;) is degree of vertex V; .

2.4  Closeness Centrality

Closeness Centrality is the summation of Geodesic distance to the node from rest of
the nodes divided by n-1.

CC(V)=1/n-15;:8(V; V) @

where n represents number of vertices, g(V;,V;) represents shortest path length
between V;and V; or geodesic distance. Lesser the CC(V;) value higher is the priority
or importance of the node.

2.5 Weighted Closeness Centrality Measure

This metric assigns a high value to vertex V;that is present far away from the vertices
with higher degrees.

WC(V)=1/n-135:d(Vi)*g(V; Vi) 3)

where n represents number of vertices, d(V;) represents degree of vertex V; and
g(V;V;) is geodesic distance.

3 Proposed Model

3.1  K-degree Closeness Anonymization

Definition 3 (K-degree Closeness Anonymization). A Graph G is called k-degree
closeness anonymized if it satisfies k-degree anonymity and there exits at least one
node with the same degree in the 1-neighborhood distance of the k-anonymous nodes.

Let the k-degree anonymous degree sequence be ds<d;d,d;,...... ,d,>such that
d:>d;,;.Construction of edges takes place between the nodes with degree d; and the
nodes with degree d;where i+1<I<i+d;-1. During this construction d; is eliminated and
ds is updated to <d,-1,.....,d,-1,...d,> where x=i+1,y= i+d;-1.Degree sequence is not
rearranged after an iteration. It forms clusters of d;-nearest neighbors where d; varies
from node to node. It ensures that a node with degree d; contains at least one node
with degree d; in its I-neighborhood distance for k>2. This is applicable to both the
nodes x; and x; between which an edge is placed as the graph is undirected.



A Centrality Measure Based Approach for Network Anonymization 303

Example: Graph D in fig. 3 is 2-degree anonymous but not 2-degree closeness
anonymous. Let us consider a graphic degree sequence {3, 3, 2, 2, 2, 2} that
corresponds to the graph CD in fig.4. Graph CD is 2-degree closeness anonymous
because for degree 3, node 3 and node 4 are present in /-neighborhood distance. For
degree 2, node 2 and node 1, node 5 and node 6 are in /-neighborhood distance.

3.2 Identity Disclosure

In identity disclosure, the identity associated with the social entity representing a node
in a social graph is disclosed. In naive anonymization approach the simple
background knowledge along with the published anonymized graph can re-identify
the social entity. If the adversary knows that degree of Sastri is 3, then he can easily
identify Sastri as node 3 in fig.2. So a better approach can be a k-degree anonymous
approach. Fig. 3 is a 2-degree anonymous graph of fig. 1. So probability of finding
out Sastri as node 3 is 72. But if the adversary is modeled to access both degree and
closeness centrality value then re-identification becomes easier. Suppose the
adversary knows that degree of Yang is 2 and having closeness centrality value 1.83
(as computed by equ.2). Then in 2-degree anonymous graph in fig. 3 the adversary
finds all 2 degree nodes {1, 2, 4, 6, 7} with closeness centrality {2.5, 2.5, 1.66, 2.5,
2.5}, so he can re-identify Yang as node 4 with a closer value 1.66 to the valuel.83.
To avoid this problem we have constructed a 2-degree closeness anonymous graph of
fig.1 shown in fig.5 where all nodes with degree 2 {1, 2, 4, 6, 7} having closeness
centrality {2.3, 2.3, 2.5, 2.0, 2.0}, which makes re-identification of Yang difficult.

3.3  Adversary Model

In this section we discuss an adversary model against which our proposed model
works. In our adversary model the adversary is allowed to query on the original
graph. An adversary is modeled for degree query and closeness centrality query where
he is provided with a prior knowledge of degree and closeness centrality of the nodes
respectively. Adversary is assumed to be a passive attacker. By acquiring the prior
information about the network through query, the adversary tries to disclose the
identity of the social entity. Here adversary is only concerned about identity
disclosure.

3.4 Problem Definition

We have proposed a model called k-degree closeness anonymization which works
considerably well against the adversary model. Our objective is to hide the identity of
the social entity by distorting the social graph. Given a graph G with degree sequence
d(G) and a k-degree anonymous degree sequence d. Graph G is converted into k-
degree closeness anonymous graph G, that satisfies d.
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4 Design of the Algorithms

In this section we present our algorithms that serve our problem definition. We have
proposed DegreeToGraph and GraphTransformation algorithms for construction of
the k-degree anonymous graph and OmneNeighborhood algorithm to validate the
resultant graph.

4.1  Degree to Graph Conversion Algorithm

In fig.6 we explain the DegreeToGraph conversion algorithm. Input ds is a k-degree
anonymous sequence which is converted into k-degree closeness graph. Variable s
stores the size of the degree sequence ds. Name assigns the numbers to the nodes of
the graph. The adjacency matrix mat is initialized with zeroes. All the nodes are then
arranged according to their respective degree sequences. The edges of the graph are
traced out and the corresponding locations of matrix mat are set to binary 1. During
edge tracing the node X with degree n forms n different edges with n subsequent
nodes of X. This process is repeated Idsl times.

Algorithm. DegreeToGraph(ds)
Input: k-degree anonymous sequence
Output: k-degree closeness Graph
1. s« size(ds)
2. Name[]<I tos
3. tel kel
4. mat[ltos, 1tos]<0
5. while k<s do
6. for i—ktosdo
7. for j—i+1to s do
8. if d[i]<d[j] then
9. Swap(d[i].d[j])
10. Swap(Name[i],Name[j])
11. end if
12. end for
13. end for
14. for m—t+1to s do
15. if d[t]!=0 then
16. mat[Name[t],Name[m]] < 1
17. mat[Name[m],Name[t]] < 1
18. dft] «dft]-1
19. d[m] —d[m]-1
20. end if
21.  end for
22, kek+lt—t+1
23.  end while
24. return(mat)

Fig. 6. DegreeToGraph Algorithm
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4.2  Graph Transformation Algorithm

Fig.7 depicts the GraphTransformation algorithm. The algorithm is implemented by
using some set theoretic operations to the adjacency matrix of the graph that is a
consequence of edge addition and deletion operation in the corresponding graph. Steps 1
and 2 generate k-degree closeness anonymous graph and a complete graph from a k-
degree anonymous sequence and complete graph sequence respectively. Steps 3 and 4
find the complement of Graphs G and G, respectively. Steps 5 and 6 define edge
deletion. Steps 7 and 8 explain edge addition. Graph G is converted into G;.

Algorithm: GraphTransformation(G)

Input:  Original Graph(G) and k-degree anonymous sequence
d(G1).
Output: G converted to k-degree closeness anonymous graph.

1. G;<DegreeToGraph(d(Gl)).
2. CG < DegreeToGraph(v).

3. COMPG « CG-G

4. COMPG, < CG-G,

5. INTER;~ COMPG,N G

6. G« G-INTER,

7. INTER,— COMPG N G,

8. G« G+INTER,

Fig. 7. GraphTransformation Algorithm

4.3  Validation Algorithm

We validate the k-degree closeness anonymity by finding out /-nighborhood graphs of
all nodes through the OneNeighborhood algorithm explained in fig.8. The input to the
algorithm is a graph G and a node for which [-neighborhorhood graph is to be
generated. It returns a matrix fart which is the adjacency matrix of /-neighborhood
graph. This algorithm is invoked n number of times to generate [-neighborhood
graphs of all n vertices.

4.4  Complexity Analysis

In DegreeToGraph algorithm lines 6-13 can be computed in O(n’) time for n times.
Lines 14-21 can be computed in n-1, n-2,....,1 times. So the time complexity of
DegreeToGraph is 0(n3)+0(n2)z0(n3). However, the lines 6-13 can be computed in
O(n log n) time by using merge sort. So the time complexity of DegreeToGraph is
reduced to O(n’). In GraphTransformation algorithm all lines except lines 1 and 2 can
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be computed in O(n’) time because the set theoretic operations are implemented on
the adjacency matrix of the graph. Lines 1 and 2 can be computed in O(n’) time. So
the time complexity of GraphTransformation is O(n’). The complexity of
OneNeighborhood is dominated by the computation of lines 18-28. Lines 18-28 can
be computed in O(m®) where m is number of nodes present in the I-neighbourhood
distance of node . The OneNeighborhood algorithm is invoked n times for the purpose
of validation and the time complexity turns out to be O(n(max(m) )2 ).

Algorithm. OneNeighborhood(G,node)
Input: G is the adjacency matrix of Graph G, node is a node for which|
1-neighborhood graph is to be generated.
Output: OneNeighborhood Graph .

. s size(G)

2.t<0

3. fori—1tosdo

4. if G[node,i]==1 then

5 te—t+1;

6. mft]<i;

7. end if

8. end for

. 51 < size(m)

10. tart[1 to s1+1, 1 tosl+1]<0
11.p<2

12. for j« Ito sl do

13. tart[1,p] <1

14.  tart[p,1] <1

~

Nel

15. pep+l;

16. end for

17. 1«1

18. fori—11tosl-1do
19. l<I+1

20. ke<l+1

21. forj—i+ltosldo

22. i G[m[i],m[j]]==1 then
23. tart[Lk] — 1

24. tart[k,1] — 1

25. endif
26. k<k+1
27. end for
28. end for

29. return(tart)

Fig. 8. OneNeighborhood Algorithm
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5 Experimental Setup

Experiments are carried out using both synthetic and real data sets. All the algorithms
are implemented in MATLABR2009b. The real datasets like CSphd and Kohonen are
gathered from the UCI Network Data Repository. We have converted CSphd and
Kohonen graphs into undirected graphs. Self-loops are removed from Kohonen graph
to make it as simple graph. Experimental results show that our proposed model works
much more efficiently in distorted homophily networks. The nodes with same degree
centrality are placed closer to each other and assigned with a closer set of closeness
centrality. We have observed that if the network is having n nodes which is divided
into clusters C;,C,,.....C,, then C; contains at least 2 and at most n-2*(m-1) nodes.
Also, if n nodes are present with degree d then at most ceil(n/2) and at least / clusters
of same degree d are present. We have seen that our all k-degree closeness
anonymized graphs pass through the validation phase.

5.1 Result Analysis

We have compared our proposed model of k-degree closeness anonymization with
the existing k-degree anonymization model [12]. Our comparison is based on two
centrality measures: closeness centrality and weighted closeness centrality. We
have shown the closeness centrality comparisons in fig.9 and fig.10 for the
synthetic graphs Synthl and Synth2 respectively where k=2. We have observed
that the distribution of both closeness centrality and weighted closeness centrality
are uniform in our model in comparison to the existing model. Fig.11 shows
weighted closeness centrality distributions for Synth1. The closeness and weighted
closeness centrality are measured with the help of all pair shortest path evaluation
methods.

2.8

Closeness Centrality
[\

—2—k-degree anochymity
4 51 T~ k-degree closeness anonymity .

3 4 5 & 7
Node

Fig. 9. Model comparison according to Closeness Centrality of Graph Synthl
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Fig. 10. Model comparison according to Closeness Centrality of Graph Synth2
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Fig. 11. Model comparison according to weighted Closeness Centrality of Graph Synth1

Table 1. Standard deviations of datasets

Stddev ifg‘ej;:ee Pass through
Graph Nodes Edges k k-degree. closeness  Validation

anonymity .

anonymity

Synthl 7 8 2 0415 0.369 V
Synth2 9 13 2 0.449 0.298 V
Synth3 10 18 3 0.492 0.325 V
Synth4 12 19 3 0.485 0.201 \
Synth5 13 24 3 0.5 0.302 \
CSphd 1882 1740 4 3.214 2.567 \
Kohonen 4470 12731 4 4.68 3.97 \
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Graphs with different nodes, edges and k values are converted into k-degree
anonymous and k-degree closeness anonymous graph. All k-degree closeness
anonymous graphs are validated by /-neighbourhood test. The standard deviations of
closeness centrality of these two versions of each graph are tabulated in Table 1, and
the comparison is shown in fig.12. We have noticed, if G is a k-degree anonymous
graph and G is a k-degree closeness anonymous graph then Std . .(G)<Std..(G;), where
Std.(X) is the standard deviation of closeness centrality measure of graph X. The re-
identification of a node in a k-degree closeness anonymous graph is difficult because
the nodes with the same degree are assigned with nearer closeness centrality values.

5 T T T T T T T ’ﬁ
U Y
:‘3’ —-’"t-’f
i !
g -
Q L
w3
2
G -
9, ~
+] r .
o —é.—k-degree anonymity
F —Kk-degree closeness anonymity
e
i o i
7]

1 | 1 1 1 1 1 1
[§] aon 1000 1200 2000 2500 3000 3500 4000 43500
Number of Nodes

Fig. 12. Model comparison according to standard deviation of closeness centrality

6 Conclusions

In this paper, we have proposed a model called k-degree closeness anonymity to
protect against identity disclosure in social networks. Algorithms have been designed
for the construction and validation of the model which are computed in O(nz) and
O(n(max(m) )2 ) time respectively. We have analyzed the algorithms based on
closeness centrality and weighted centrality measures. Further, it is shown that our
proposed model is efficient in comparison to existing k-degree anonymity model with
respect to our adversary model. The proposed model ensures uniform distribution of
centrality measures with less standard deviation with respect to k-degree anonymity
model.
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Abstract. Wireless Sensor Networks (WSN) are network of sensors having low
computation, storage and battery power. Hierarchical WSN are heterogeneous
network of sensors having different capabilities which form a hierarchy to
achieve energy efficiency. Key management algorithms are center of the securi-
ty protocols in WSN. It involves key pre distribution, shared key discovery, key
revocation, and refreshing. Due to resource constraints in WSN achieving a per-
fect key management scheme has been quite challenging. In this paper a new
key management scheme for Hierarchical WSN based on Chinese Remainder
Theorem has been proposed. An experimental setup is created to evaluate this
scheme. The results indicate that it establishes the key with minimum computa-
tion, communication, storage cost at each node, also it is scalable and resilient
to different attacks.

1 Introduction

Since the evolution of practical cryptography, key management has been subject
of attention. This is mainly because prior to any secure communication, encryp-
tion/decryption key must be obtained. Key exchange generally uses public key cryp-
tography, however for a WSN it becomes infeasible, for want of resources. Thus a
key management scheme is needed. In this paper a key management algorithm for
hierarchical sensor network based on Chinese remainder theorem is proposed.

The organization of this paper is as follows. Section 1 introduces the topic in gen-
eral. In Section 2 popular existing schemes for sensor network key management
are discussed. At the end of this section their respective pros and cons are analyzed.
Section 3 discusses the architecture of sensor network and proposed scheme in detail.
In Section 4 experimental setup and simulation parameters are explained in brief. In
Section 5 the result of the experiments are presented with a detailed discussion on
these results and finally an analysis is made. Section 6 provides conclusion and scope
for future work.

2 Existing Schemes

This section gives a brief account of different popular schemes for key management
with their pros & cons. There are many key management algorithms proposed in
literature for WSN [6]. Table 1 presents a comparative analysis of the schemes based
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on different parameters such as scalability, resilience, process load, communication
load and storage load. From Table 1 it is seen that all these algorithms have their re-
spective limitations. Some algorithms provide connectivity but require either heavy
computation [3] or they have large storage and communication requirements [2], [4].
Some algorithms do provide key distribution without these shortcomings but they have
their own requirements like prior deployment knowledge [5]. The hybrid schemes have
other issues such as scalability and lack of resilience to common attacks.

Table 1. Comparison of different key management algorithms for WSN

Protocol Theory Resi- Process Comm. Storage
lience Load Load Load

Pure Probabilistic [1] Random Graph Medium | Medium | Medium | High

Q Composite [2] Random Graph Good Medium | High High

Polynomial based [3] t-degree polynomial | Good High Medium | High

Matrix based [4] Symmetric Matrix Good Medium Medium | High

Deployment Info based [S] | Random Graph Excellent | Medium | Medium | Medium

Thus there is a need for a novel key management scheme which overcomes the
above discussed limitations. A scheme for key management in HSN based on CRT
was presented in [7], which discussed the theoretical idea. In this paper this idea is
extended and evaluated to make it practical in a real sensor network environment.

3 Proposed Scheme

3.1 Architecture

The sensor network architecture for which the key management algorithm is proposed
is HSN (Hierarchical Sensor Network). A HSN is organized into groups called clus-
ters with a CH (cluster head). All communication to base station (BS) happens via this
CH. CH generally have larger computation power and memory. Individual sensor
nodes in a cluster are responsible to accumulate the sensing data and send it at regular
time interval to the CH. Each of these clusters has a group key (GK) which is used for
all communication within the cluster. The CH sends these sensed data to BS on re-
quest basis. The communication between CH and BS is encrypted via a key that is
exclusively shared by each CH and BS. This key is called BGK. Typical architecture
of HSN is as shown in Fig. 1.

Fig. 1. Hierarchical Sensor Network Architecture
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The total numbers of nodes considered in this experiment are 128, 256, 512 and
1024 i.e. total four setups. The number of nodes in each cluster is taken to be 8
and 12.

3.2  Scheme Details

This section explains establishment of group key and rekeying in HSN architecture
using CRT. The best algorithm to solve CRT congruence takes m (log n)’ operations,
where m being total equations and n, bit size of keys. In pre-distribution phase each of
the sensor node get their private key K; from the BS’s key pool, each of these keys are
relatively prime to each other. The BS and CH maintains ID«<K pair in its database
for each node. In running phase the cluster is formed by sending HELLO message by
the CH, the sensor nodes in the proximity respond to this message and forms the clus-
ter. Once the cluster is formed the CH deletes keying information of nodes not in its
cluster. In each of these clusters, the CH now chooses a randomly generated group
key GK and forms a congruence system as follows

X =a, (mod K))

X = a, (mod K,)

X =a, (mod K,)

Where ai= GK @ K| and K; is the secret key of sensor SN;. The CH solves this
congruence to find X. The CH then broadcast this X value to sensor nodes in its
group. The sensor nodes will calculate the group key by formula GK = (X mod K;) @
Ki~

XOR Overflow. While creating the congruence the residuals of congruence is calcu-
lated by XOR of node keys with group key i.e. a; = GK @K;. These a; some times are
greater than K;. So while creating the congruence instead of using a;, use a;% K; (i.e.
reminder of a; divided by K)). Viz. if K;= 17 and GK = 53 then a;= GK @ K; =36. In
this case the congruence equation becomes:

X=36-med+H =>X=2 (mod 17)

So, while calculating GK at node the value of a; is taken as 2 instead of 36. Thus
the divisor value should be preserved for each congruence equation to get original a;.
For this purpose divisor value d; is stored for each node and unicasted to individual
nodes separately. The formula for calculating group key at node level now changes as
follows:

X mod K; = a’;(This is not actual a;)

ai=d;*K; + a’;

And finally GK = a;® K.

Key Selection. There are two stages in key selection. In first stage the key pool (KP)
is selected from a set of strong primes N, in second phase individual node keys are
chosen from this key pool. The key pool size depends on size of the network. Initially
the key pool is selected randomly and then refreshed regularly. New keys are selected
from N using following formula:

K; (new) = N[K; (old)*F mod INI]
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Where F is no. of refresh and INI is size of set N. These key pools (KP) are stored
in a 2D array of size nxn. Individual keys K; for nodes are selected from the key pool
based on following formula:

Ki = KP[q][r],

Where q = (A*22 + C) mod n and r = (B*22 + D) mod n and A, B, C and D are
each decimal representation of 8 bit parts taken from four equal division of 32 bit ID.

4 Experimental Setup

As explained in the architecture section, there are four different setups considered for
this experiment i.e. sensor networks having 128, 256, 512 and 1024 total nodes
(CH+SN). The number of nodes in each cluster is taken to be 8 and 12 for each case.
Different specifications for these nodes are used as simulation parameter that are
listed in Table 2.

Table 2. Generic simulation parameters

Parameter name Value

Number of sensor nodes 128/256/512/1024

Max nodes in cluster 8/12

Key pool 20X20/30X30/40X40/60X60 with max key size 16 bit
Area size (A) 200 m x 200 m (for 128 nodes and accordingly)
Radio range in open air 200 m

Bandwidth 20kbps

Max Packet size 512 bits

Initial battery capacity 200 J (for Sensor Node), 4000J (for CH)

Min Simulation time 600 sec

5 Results and Analysis

The criteria for evaluating key management schemes include processing complexity
(Tp), communication complexity (T.), storage complexity (T,), resilience, rekeying
cost and scalability. Different results and their analysis w.r.t. these evaluation criteria
are as follows:

Computation Cost (T;). The time taken to calculate the CRT congruence is close to
3.2 and 5 psec (Fig. 2) for clusters of size 8 and 12 respectively. The theoretical value
of time consumed are 3 and 4.8 psec respectively. These theoretical values are
approximately same as obtained in the experiment.
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CRT calculation time (psecs) in different setups
cluster size 8 m cluster size 12
3167 >0 3.251 4.997 3.221 5.147 3.196 >-114
128 256 512 1024

Fig. 2. Number of nodes Vs. CRT calculation time (usec)

If the energy (battery power) consumed in CRT computation is considered, it is
approximately 1.26and 2.02pJ (Fig. 3) for clusters of size 8 and 12 respectively. This
is slightly greater than theoretical values which are 1.15 and 1.82 pJ respectively.

Energy consumed in CRT calculation (p J) in different setups
cluster size 8 m cluster size 12

121 203 128 197 129 221 131 231
[ | [ ] [ | Il
128 256 512 1024

Fig. 3. Number of nodes Vs. Energy consumed in CRT calculation (pJ)

Communication Cost (T.). In this scheme to establish group key the CH broadcasts
the cluster key X (i.e. one transmit) and sensor nodes receive the cluster key.

Energy consumed (mJ) in cluster key broadcast by CH in different
cluster size 8 setups M cluster size 12

3.376 5.221 3.414 5.272 3.432 5.209 3.388 5.324
128 256 512 1024

Fig. 4. Number of nodes Vs. Energy consumed (mlJ) in cluster key broadcast by CH

The results from Fig. 4 indicate that the energy consumed at CHs are approximate-
ly 3.4mJ and 5.2mJ respectively for clusters of size 8 and 12. This is very close to
theoretical values which are 3.2 and 5.0mJ. Similarly from Fig. 5, the energy con-
sumed per node for cluster key receive is 58 and 90 pJ for clusters of size 8 and 12
respectively.

Energy consumed (i J) in cluster key receive by SN in different setups
cluster size 8 M cluster size 12
57.87 89.51 58.54 90.37 58.81 89.29 58.09 91.26
[ | | [ | I
128 256 512 1024

Fig. 5. Number of nodes Vs. Energy consumed (WJ) in cluster key receive by SN
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Here energy consumed in communication is significantly higher than the energy
consumed in computation (see prev. section); this also supports the fact that this
scheme is computationally efficient.

Scalability. For the purpose of evaluating scalability and consistence of the network,
simulation is carried for specified number of times (min 600 secs) and energy con-
sumed per operation (i.e. per node addition/deletion) is noted.

Total energy consumed per operation (m J) in different setups
cluster size 8 cluster size 12
4.156 6-109 418y 6267 4278 6425 4412 6.555
128 256 512 1024

Fig. 6. Number of nodes Vs. Total energy consumed per operation (mJ)

By observing this energy consumed data (Fig. 6), we can made a conclusion that the
energy consumed per operation is independent of size of the network and the energy
consumed depends on cluster size and increases linearly with change in cluster size.

Rekeying Cost. In the above experimental setup total number of message exchange
per operation (including broadcast and unicast messages) is also measured. This gives
the rekey cost calculation.

Security Analysis. Here we discuss resilience of proposed algorithm to different
attacks. The performance of the network in case of node removal/addition is already
discussed in previous section. Other attacks and their effects are further discussed.

Brute Force Attack. This algorithm is designed to make brute force attacks very
difficult. Suppose key pool size is P and cluster size is C then probability of compro-
mise of a group key is C/P. In this setup maximum key pool size is 3600 and cluster
size is 12, so the probability of a key compromise using brute force is 0.0033.

Node Capture Attack. If an adversary is able to compromise a node, the keying in-
formation is revoked from that node, and whole congruence is recalculated excluding
that node to establish a new group key.

Collusion Attack. This scheme is full collusion resistant i.e. if an adversary is able to
compromise k nodes he can’t establish a GK with other nodes or get keying informa-
tion of an uncompromised node.

Forward Secrecy. This scheme provides forward secrecy as the group key GK is
chosen by CH at random and it has no relation with older keys. If size of key space
out of which the GK is chosen is n and a perfect random number generator is used

oy .1
then probability of key reuse at next renewal is -

Backward Secrecy. In this scheme if an adversary is able to get information of too
many revoked nodes, he may be able to find a pattern and guess a future key. To
avoid attack against backward secrecy, we refresh the key pool at regular intervals.
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6 Conclusion and Scope for Future Work

This paper discusses a new key management technique for Hierarchical Sensor Net-
work which is based on Chinese Remainder Theorem. This scheme provides key es-
tablishment in a cluster like environment with minimal computation, storage and
communication cost. Experimental result also suggests that it is highly scalable and
consistent. The resilience to different attacks was also analyzed and it can be con-
cluded that it is protected from most common attacks that may happen in clustered
architecture of HSN. Future work may include combining the CRT based scheme
with distributed architecture in a hybrid scheme.
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Abstract. Current techniques used for network intrusion detection have limited
capabilities in coping with the dynamic and increasingly complex nature of
security threats. In this paper, we propose a classification model for detecting
intrusions based on Genetic Programming, Artificial Immune Recognition
Systems (AIRS1, AIRS2), and Clonal Selection Algorithm (CLONALG).
Further, six Rank based, viz., Information Gain, Gain ratio, Symmetrical
Uncertainty, Chi squared Attribute Evaluator, Relief-F, and one-R; and five
search based feature selection methods, viz., PSO Search, Genetic Search, Best
First Search, Greedy Stepwise, and Rank Search have been employed to select
the most relevant attributes before classification. The performance of the model
has been evaluated in terms of accuracy, precision, detection rate, F-value, false
alarm rate, and fitness value.

1 Introduction

A genetic or evolutionary algorithm [1] applies the principles of evolution found in
nature to the problem of finding an optimal solution to a problem. Genetic
programming (GP) is a rule evolution approach for detecting novel attacks. Four
genetic operators, namely reproduction, mutation, crossover, and dropping condition
operators are used to evolve new rules. Initial rules are selected based on background
knowledge and can be represented as parse trees. New rules are used to detect novel
or known attacks. Intrusion detection systems require that the system be able to
change over time to accommodate new information and new attacks.

Artificial immune systems [2] are new class of algorithms inspired by how the
immune system recognizes attacks and the intruders. The immune system is
sometimes called the “second brain” for its abilities to recognize new intruders and
remember past occurrences. The role of the biological immune system is to provide
the organisms with an effective mechanism against pathogenic infections. The
biological immune system mainly consists of two defensive lines, one is the innate
immune system, and the other is the adaptive immune system. These two systems
perform the defensive tasks complementarily. The important characteristic of the
immune system is learning. The learning ability of the immune system lies primarily
in the Clonal expansion [3]. The core of the adaptive immune response is the Clonal
selection theory.
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2 Evolutionary Computation Based Classification Techniques

2.1  Genetic Programming (GP)

Genetic programming is an evolutionary computation (EC) based technique that
automatically solves problems without requiring the user to know or specify the form
or structure of the solution in advance [4]. GP randomly generates an initial
population of solutions which is then manipulated using various genetic operators
such as reproduction, crossover, mutation, and dropping condition.

Genetic Programming Algorithm
Input: Populationsize, nodes func, nodesterm, Pcrossover, Pmutation, Preproduction, Palteration
Output: Sbest
begin
Population « InitializePopulation (Populationsize, nodes func, nodesterm)
EvaluatePopulation (Population), Sbest « GetBestSolution (Population)
while StopCondition () do
Children « @
while Size (Children) < Populationsize do
Operator < SelectGeneticOperator(Pcrossover, Pmutation, Preproduction, Palteration)
if Operator = CrossoverOperator then
Parentl, Parent2 « selectParents (Population, Populationsize )
Child1, Child2 < Crossover (Parentl, Parent2), Children < Child1, Children « Child2
else if Operator = MutationOperator then
Parentl « SelectParents (Population, Populationsize),
Child1 < Mutate (Parent]), Children « Child1
else if Operator = ReproductionOperator then
Parent] « SelectParents (Population, Populationsize)
Childl « Reproduce (Parentl), Children « Childl
else if Operator = AlterationOperator then
Parent] « SelectParents (Population, Populationsize)
Child1 « AlterArchitecture(Parent1), Children « Child1
end
end
EvaluatePopulation(Children)
Sbest < GetBestSolution (children, Sbest), Population < Children
return Sbest
end

2.2 The AIRS Algorithm

The Immune System (IS) is a complex system comprising of cells, molecules and
organs that represent an identification mechanism capable of perceiving and
combating dysfunction of our own cells (infectious self) and the action of exogenous
infectious microorganisms (infectious non-self) [S]. Artificial Immune Recognition
Systems (AIRs) refer to a class of algorithms inspired by the human immune system.
The AIRS algorithm has five basic steps, viz., Initialization, Antigen training,
Competition for limited resources, Memory cell selection, and Classification. The
classification performance of AIRS algorithm depends on user defined parameters
such as affinity threshold scalar, clonal rate, hyper-mutation rate, initial memory cell
pool size, number of instances to compute the affinity threshold, number of nearest
neighbors, and total resources.
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AIRS2 Algorithm.
Input: InputPatterns, Clone,,., mutate ae, StiMpresh, TESOUICESmax, affinitymresh
Outputs: CellSmemory
begin
Cellsmemory < InitializeMemoryPool(Input Patterns)
for (InputPattern; € InputPatterns)
Stimulate(CellSmemory ;InputPatterns), Cellyes < GetMostStimulated(InputPattern;, Cellsmemory)
if (Cellpey™ # InputPattern;”™* )
Cellsmemory < CreateNewMemoryCell(InputPattern; )
else
Clones,um < Cellpes:
for (i to Clonegm)
Cellsiones « CloneAndMutate(Cellpes)

stim

X Cloneye x mutatee . CellSciones < Cellpese

end
while(AverageStimulation(CellSiones <= StiMnresn)
for (Cell; € CellSciones)
Cellsgones — CloneAndMutate(Cell;)
end
Stimulate(Cellsiones, InputPatterns),
ReducePoolToMaximumResources(Cellsjones, r€SOUrCeSmax)
end
Cell, < GetMostStimulated(InputPattern;, CellSciones)
endif
if (Cell™ > Cellpes™™ )
Cellsmemory < Cellc
if(Affinity(Cell., Cellpes) <= affinitymresn )
DeleteCell(Cellpesi, Cellmemory)

endif endif
end
return (CellSmemory)
end

2.3 CLONALG: Clonal Selection Algorithm

The CLONALG is based on Clonal selection theory as proposed in [6]. Its goal is to
develop a set of antibodies that represents a solution for a specific problem.

CLONALG Algorithm.
Input: Populationsize, Selectionsize, Problemsize, Randomcellsnum, Clonerate, Mutationrate
Output: Population
begin
Population « CreateRandomCells (Populationsize, Problemsize )
while StopCondition() do
for each pi € Population do
Affinity(pi)
end
Populationselect « Select(Population, Selectionsize ), Populationclones « @
for each pi € Populationselect do
Populationclones < Clone (pi, Clonerate)
end
for each pi € Populationclones do
Hypermutate(pi, Mutationrate ), Affinity(pi)
end
Population « Select (Population, Populationclones, Populationsize)
Populationrand < CreateRandomCells (Randomcellsnum), Replace(Population, Populationrand)
end
return Population
end
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3 Proposed Hybrid Model

The hybrid classifier techniques enhance the accuracy of classification. The objective
of the proposed model is to combine different techniques to build a hybrid intrusion
detection system which can exhibit low false alarm rate and high detection rate. The
model as depicted in figure 1 comprises of two levels. The first level consists of
feature selection methods with an objective of identifying, and removing irrelevant
and redundant attributes from the intrusion dataset. Five search based methods
namely, PSO search, Genetic search, Best First search, Greedy Stepwise, Rank
Search; and six rank based methods namely, Information gain, Gain Ratio,
Symmetrical Uncertainty, Chi Squared attribute evaluator, Relief-F, and One-R, have
been applied for selection of relevant attributes. In the second level the reduced data
set obtained from level-1 is classified using four evolutionary computation techniques
viz., Genetic Programming (GP), Artificial Immune Recognition System algorithms
(AIRS1, AIRS2) and the Clonal Selection Algorithm (CLONALG).

Search Based Methods Rank Based Methods

PSO Search/ Genetic Search/ Information Gain/Gain Ratio/

Best First Search/ Greedy Symmetrical Uncertainty/Chi-Squared
Stepwise/Rank Search Attribute Evaluator/Relief-F/One-R

~
Genetic Genetic
AIRS1 AIRS2 AIRS1 AIRS2
[Programmin] [ ] [ ] CLLONAL E’mgrammjn] [ ] [ ] CILONAL

Evaluation Criteria Evaluation Criteria
Accuracy/Precision/Detection Rate/F- Accuracy/Precision/Detection Rate/F-
Value/False Alargl Rate/Fitness Value Value/False Alarg Rate/Fitness Value

Fig. 1. Evolutionary Computation Based Classification Model
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4 Experimental Setup and Result Analysis

The NSL-KDD intrusion dataset [7] which consists of 41 feature attributes has been
used for our experimentation. The total number of records in the data set is 125973
out of which 67343 are normal and 58630 are attacks. First, the dataset is subjected to
pre-processing using two different categories of feature selection methods [8]. Then,
the training and testing of the classifiers are done using 10-fold cross-validation.

Table 1 and 2 depict the performance of four Evolutionary Computation based
classification techniques with five different search methods and six rank based feature
selection methods respectively. We have compared the accuracy, precision, detection
rate, F-value, false alarm rate, and fitness value of all four techniques. AIRSI
technique with Best First Search feature selection method gives the highest accuracy
of 94.2757% and the highest detection rate of 90.6549%. AIRS1 technique with
Greedy Stepwise Search feature selection method gives the lowest false alarm rate of
2.2289%. Similarly, AIRS1 technique with Relief-F rank feature selection method
gives the highest accuracy of 93.8391% and the highest detection rate of 92.323%.
Further, AIRS2 technique with Gain Ratio feature selection method gives the lowest
false alarm rate of 1.332%.

Table 1. Comparison of classifiers with Search based feature selection

Search Evaluation Criteria
based Classifier Accuracy | Precision | Recallor | F-Value | False Fitness
Feature Techniques | in % in % Detection | in % Alarm Rate | Value in %
Selection Rate in % in %
PSO Genetic 89.027 94.4064 81.2366 87.3278 4.1905 77.8323
Search Programming
AIRS1 72.7688 71.9058 68.0965 69.9494 23.1635 52.323
AIRS2 82.7709 95.1948 66.3295 78.183 2.9144 64.3961
CLONALG 89.0691 89.3274 86.8958 88.0948 9.0388 79.0414
Genetic Genetic 88.9611 94.4502 81.0438 87.2349 4.1459 77.6838
Search Programming
AIRS1 89.6819 86.4729 90.7160 88.5437 12.5655 79.3171
AIRS2 85.2508 81.6161 88.1699 84.7665 17.2906 72.9248
CLONALG 87.0496 84.8923 87.7997 86.3216 13.6035 75.8559
Best First Genetic 90.2026 92.1582 86.292 89.1287 6.3926 80.7756
Search Programming
AIRS1 94.2757 96.8442 90.6549 93.6474 2.5719 88.3234
AIRS2 91.2076 94.3799 86.2442 90.1289 4.4711 82.3881
CLONALG 87.6108 84.5805 89.7407 87.0842 14.2435 76.9585
Greedy Genetic 87.7077 92.2138 80.3752 85.8885 5.9086 75.6262
Stepwise Programming
AIRS1 91.1878 97.0295 83.6261 89.8306 2.2289 81.7622
AIRS2 91.4609 96.8086 84.4363 90.2001 2.4234 82.3901
CLONALG 89.7518 89.0529 88.9101 88.9814 9.5155 80.4499
Rank Genetic 88.1641 93.7638 79.8823 86.2682 4.6256 76.1873
Search Programming
AIRS1 87.6672 89.1863 83.6432 86.3259 8.8294 76.258
AIRS2 89.1159 92.5055 83.3686 87.6997 5.88 78.4662
CLONALG 88.846 88.0101 88.0266 88.0183 10.4406 78.8361
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Fig. 2. Comparison of Detection Rate/Recall

Fig. 3. Comparison of False Alarm Rate

Table 2. Comparison of classifiers with Rank based feature selection

Rank based Evaluation Criteria
Feature Classifier Accuracy Precision Recall/ F-Value False Fitness
Selection techniques % % Detection % Alarm % Value %
%
Information Genetic Program 88.746 93.8921 81.095 87.0256 4.5929 77.3704
Gain AIRS1 93.0572 96.3968 88.3865 92.218 2.8763 85.8442
AIRS2 93.2359 96.2542 88.9272 92.4457 3.0129 86.2478
CLONALG 88.896 86.9198 89.6299 88.2541 11.7429 79.1048
Gain Ratio Genetic Program | 87.5592 93.8257 78.4308 85.4404 4.4934 74.9066
AIRS1 68.7925 64.3405 73.912 68.7945 35.6637 47.5516
AIRS2 84.6681 97.818 68.5877 80.6356 1.332 67.6742
CLONALG 88.307 87.7161 87.0698 87.3917 10.6158 77.8266
Symmetrical | Genetic Program 89.4882 94.181 82.5124 87.9614 4.4385 78.8501
Uncertainty AIRS1 88.9524 86.0478 91.0216 88.4649 12.8491 79.3261
AIRS2 91.6522 90.6547 91.4958 91.0733 8.2117 83.9825
CLONALG 88.7579 86.7686 89.4917 88.1091 11.881 78.8592
Chi-Squared | Genetic Program | 90.2741 94.3656 84.1259 88.952 4.3731 80.4469
Attribute AIRS1 91.6371 92.5627 89.1984 90.8494 6.2397 83.6327
Evaluator AIRS2 90.0883 88.2189 90.834 89.5074 10.5608 81.2412
CLONALG 87.7505 85.2386 89.1131 87.1328 13.4357 77.1401
Relief-F Genetic Program | 90.4329 95.465 83.4061 89.0291 3.4495 80.529
AIRS1 93.8391 94.3195 92.323 93.3106 4.8409 87.8538
AIRS2 92.1078 91.655 91.3611 91.5078 7.242 84.7447
CLONALG 83.8672 86.7087 77.1653 81.6591 10.298 69.2188
One-R Genetic Program | 89.1143 94.9521 80.9125 87.3719 3.745 77.8823
AIRS1 93.3756 96.7741 88.7242 92.5745 2.5749 86.4397
AIRS2 90.7631 90.4762 89.6691 90.0708 8.2231 82.2955
CLONALG 88.9119 86.7214 89.9488 88.3056 11.9908 79.1632

5 Conclusion

In this paper, we have proposed a hybrid intrusion detection model based on four
evolutionary computation based classifiers and two different categories of feature
selection methods. The performance of the model was analyzed along different
evaluation criteria on the intrusion dataset. It was observed that the AIRS1 classifier
with Best First Search feature selection gives the highest accuracy and with Relief-F
feature selection gives the highest detection rate whereas AIRS?2 classifier with Gain
Ratio rank feature selection gives the lowest false alarm rate.
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Abstract. Node deployment strategy plays a crucial role in determining the in-
trusion detection capability of a wireless sensor network (WSN). In this paper,
we investigate the intrusion detection problem in a tailor-made Gaussian distri-
buted network considering multiple-sensing detection scenario. Exhaustive si-
mulation is performed primarily to validate the correctness of modeling and
analysis. Effects of different network parameters on the detection probability
are also examined. Finally, the effectiveness of the proposed approach is con-
firmed by comparing with its counterpart Gaussian deployment strategy under
the considered scenarios.

Keywords: Energy-hole problem, Gaussian distribution, Intrusion detection.

1 Introduction

Intrusion detection is one of the fundamental applications in WSNs and has signifi-
cant importance in practice. Generally, it is defined as a monitoring system for detect-
ing the existence and movement of any malicious intruder that is invading the
network domain within pre-defined distance or time period [1]. A WSN for intrusion
detection can be implemented for diverse security scenarios, ranging from small
apartment to a large battlefield.

Distributed intrusion detection in WSNs has been extensively studied by many
researchers. In one such work, Wang et al. [2] formulated the intrusion detection proba-
bility for both homogeneous and heterogeneous uniformly random distributed WSNs
while in [3] Wang et al. examined the intrusion detection problem in a truncated Gaus-
sian distributed WSN. In [1], Wang and Lun derived analytical formula for detection
probability considering multi-level sensing model. Although, it is observed that the
uniformly distributed [3], Gaussian distributed [1], truncated Gaussian distributed [3]
WSN ensured the improved detection quality, however all of them suffers from energy-
hole problem [4]. To alleviate the energy-hole problem, a customized Gaussian distribu-
tion based node deployment strategy is proposed in [4]. Since customized Gaussian
deployment mitigates the energy-hole problem, thereby, one can obtain enhanced
network lifetime compared to both uniform and Gaussian deployments.

In view of the above said benefits, in this paper, we investigate the intrusion detec-
tion problem exploring customized Gaussian distribution based node deployment
strategy. Further, we mathematically derive the detection probability with respect to
network parameters e.g., number of deployed nodes, sensing range etc., employing
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multiple-sensing detection model. The effectiveness of the proposed approach is con-
firmed by comparing with its counterpart Gaussian deployment strategy.

The rest of this paper is organized as follows. The system model and definitions
considered for the present work is described in Section 2. Section 3 examines the
intrusion detection probability in a customized Gaussian distributed WSN for mul-
tiple-sensing detection model. Section 4 illustrates and explains both the theoretical
and simulation results. Finally, the paper is concluded with some mention about the
future scope of the work in Section 5.

2 System Model

In this section, we describe the network model. This section also presents network
deployment model, sensing and detection models, and the performance evaluation
metrics considered for this work.

2.1  Network Model

We consider a square shaped network area which is covered by a set of uniform-width
coronas or annuli [4]. Each such annulus is designated with width r as layer. The sink
is considered to be located at the centre of the network area and responsible for col-
lecting data from the nodes. Nodes are placed in different layers surrounding the sink
where the area of a layer-i is equal to 7 (2i—1)r> for i=1,...,N.

2.2  Network Deployment Model

We assume nodes deployed in different layers around the sink use two dimensional
customized Gaussian distribution [4]. In customized Gaussian distribution, the proba-
bility density function (PDF) that a node resides at point (x, y) of layer-i with respect
to deployment point (x', y') is given in (1), where o, and o, are standard devia-
tions along X and Y dimensions of layer-i. Since, we consider layered network archi-
tecture where the sink is located at centre i.e., at co-ordinate (0, 0) therefore, in our
case mean value is (0, 0) i.e., standard deviations for X and Y dimensions of layer-i
are equal i.e., 0;, =0, =0,. The PDF given in (1) is used in this work for node dep-
loyment as given in (2), where O'l-2 is the variance for i=1,...,N.

| _[(“f):(”'f]
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(x, y)=——e \ 207 ), 2
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2.3  Sensing and Detection Models

We consider the network comprises of static nodes equipped with sensing and
communication units. Let each node has a sensing/detection range of r, . Further, we



Intrusion Detection in a Tailor-Made Gaussian Distribution WSNs 327

consider a realistic probabilistic sensing model [5] in which the probability that the
node detects a target depends on the relative position of the target. Equation (3) shows

the probabilistic sensing model where 7, (7, <r;) is a measure of the uncertainty in
detection, / is the distance between node and target, 4 and f are parameters that meas-
ure detection probability [1].

In a WSN, there are two detection models single-sensing and multiple or m-sensing
detection models [3]. We consider m-sensing detection model where an intruder has
to be sensed by at least m (>1) nodes and m depends on an application.

0, if ,+r, <l
_ Yy .
p=ye ", if - <l<nr+r. 3)
L if’}—l’éZl

2.4  Evaluation Metrics and Definitions

In order to evaluate the performance of intrusion detection in WSNSs, intrusion distance
and detection probability have been considered as metrics. Similar to [3], we define the
intrusion distance (D) as the distance between the point where the intruder enters the
WSN and the point where the intruder gets detected by any node(s). Following the defini-
tion of intrusion distance, the maximal intrusion distance (denoted by d, r > d >0) is the
maximal distance allowable for the intruder to move before it is detected by the WSN.
On the contrary, detection probability P[D <d] is defined as the probability that an in-
truder is detected within the maximal allowable intrusion distance d, specified by a WSN
application.

As an intrusion strategy model, we assume that the intruder enters the network do-
main at an arbitrary point and moves toward the centred target along a linear path
[1, 3] for compromising purpose.

3 Theoretical Analysis on Intrusion Detection

In this section, we theoretically derive the detection probability for customized Gaus-
sian deployed WSN under m-sensing detection scenario. In case of d >0, the intrud-
er is allowed to travel some distance within the WSN and is therefore referred to as
relaxed intrusion detection [3]. On the contrary, if d =0, the intruder has to be de-
tected before it can make any movement inside the WSN and is therefore referred to
as immediate intrusion detection [3]. For theoretical analysis purpose, we build a
Cartesian coordinate system as illustrated in Fig. 1. Without loss of generality, (0, 0)
is set as the target, and (R, 0) is the starting position of the intruder, where
(i—1)r <R <(i+1)r. The intruder is moving towards (0, 0) along the X-axis.

Theorem 1: The probability P;[D <d] that an intruder can be detected within the
maximal allowable intrusion distance d under the m-sensing detection is given as:

Fy [D < d] = 1_|:ZZI=I[A;)(1_ )2 PQe’leﬂ )(S_q) (Pl + Pzeﬁw3 )q:| .
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Fig. 1. Intrusion detection area in a customized Gaussian deployed network area for d >0

Proof: In order to detect the intruder within d, there should be at least m nodes dep-
loyed in the intrusion detection area A, where A = A + A, (Fig. 1). Let p;, p, and

p, be the probability that a node is deployed in the intrusion detection area A;, A
and A, respectively. Hence, the probability that ¢ numbers of nodes (out of total S

(S-9)

nodes) are deployed in the area A is (1-p,) pi . The probability that ¢ nodes

)(qu)

exactly located in the area A4 is (‘;)(1— )2 pf . The probability that less than m

(where m>1) nodes are placed in the intrusion detection area A is

Zgll(g)(l— 2 )(qu) pf . Consequently, the probability that at least m nodes are

placed in the area A, can be determined as: 1—[22’:1(2 )(1_ e )(qu) Ptq} . Accord-
ing to our probabilistic sensing model, a node located in the area A, can detect the
intruder with probability e‘ﬂ”ﬂ . Therefore, the probability that at least a node detects

. . . ) .
the intruder in the area A, is p, = p; + p2e A Hence, the intruder to be detected
when it enters the network domain under m-sensing detection scenario is given as:

Fa [D < d] = 1‘{2:21[5](1— P Pzefleﬁ )(S_q) (pl + Pze’/w3 )1 .

Theorem 2: The probability A[D =0] that an intruder can be immediately detected
once it enters network area under the m-sensing detection is given as:

RID=0]=1-| 7. (§)0-m)" "t |

Proof: For immediate intrusion detection, intrusion detection area is confined within
A ie., d=0 and p, =0. Therefore, from Theorem 1, the probability that the in-
truder can be detected immediately after it enters the network area is derived as:

R[D=01=1-| £, (8)a-p)" s |
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From both theorems, it is revealed that S, r,, R, and the node distribution play an
important role in determining the intrusion detection probability of a customized
Gaussian distributed WSN for both immediate and relaxed intrusion detections.

4 Simulation and Verification

In this section, the effectiveness of the developed analytical model for intrusion detec-
tion, reported in Section 3, is evaluated through simulation using MATLAB (version
7.1). Monte-Carlo simulation is performed to validate the correctness of our proposed
model and analysis.

4.1 Simulation Arrangement

Simulation results of our Customized Gaussian Distributed (CGD) WSN scheme is com-
pared with Gaussian Distributed (GD) WSN [3] scheme. During simulation, we assume
(100x100) m* network area where an intruder enters the network domain at an arbitrary
point (100, 0) and moves towards the centre (0, 0) along a linear path. Further, we as-
sume r=10m, 7, =10m, 7, =5 m, =25, 1=0.5, =0.5 and d=20 m. Due to page limita-
tions, effects of S and 7, on the detection probability are only examined. Extensive simu-
lation has been performed with a confidence level of 95% and 5% accuracy.

4.2  Effect of the Number of Deployed Nodes

Fig. 2(a) illustrates the analytical and simulation results on detection probability for
the CGD and GD under immediate and relaxed intrusion detection scenarios when §
is varied from 10 to 200. It is clear from the plot (Fig. 2(a)), that simulation results are
well matched with the analytical results. The detection probability for both the scena-
rios keeps increasing with the increase in S and the CGD performs better compared to
the competing scheme GD for both scenarios. This is because CGD provides en-
hanced node density [4] in monitored areas that are around the border compared to
GD. This supports the effectiveness of the CGD in terms of relieving the drawback of
GD when the intruder starts from the network boundary.

4.3  Effect of the Sensing Range

Fig. 2(b) illustrates the effect of r, on the intrusion detection probability in both CGD

and GD. While simulating, we consider 200 nodes are deployed. It is observed from
Fig. 2(b), similar to Fig. 2(a), that the detection probability for both the scenarios
keeps increasing with the increase of 7, as increasing r, improves the network
coverage leading to a higher detection probability. Further, under the given network
parameters, the detection probability approaches towards 1 while 7, is increased to a

certain threshold. For example, for CGD (Fig. 2(b)), threshold of 7, is 30 m for

4-sensing detection. This also supports the effectiveness of the CGD in terms of
relieving the drawback of GD when the intruder starts from the network boundary.
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Fig. 2. Simulation and analytical results under immediate (d=0) and relaxed (d>0) intrusion
detection scenarios. (a) Varying number of deployed nodes. (b) Varying sensing range.

5 Conclusion and Future Work

In this work, we have devised an analytical model for intrusion detection by exploring
customized Gaussian distribution based node deployment strategy. The intrusion de-
tection probability is mathematically formulated as a function of network parameters
(e.g. number of deployed nodes, sensing range) for multiple-sensing detection scena-
rio. Exhaustive simulation is performed to validate the correctness of modeling and
analysis. The results show dominance of our proposed approach over the competing
scheme [3] in terms of detection probability under various network parameters. As a
future extension of our work, the effect of realistic probabilistic sensing model on the
detection probability may be analyzed considering different values of 1 and /.
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Abstract. If (electronic) computations need to be undertaken, then
mostly performance or commercial aspects lead to the selection for an
optimal executing computer. In case the beneficiary of the computation
upshots does not wholly confide in any computers except his ones, trust
becomes his major decision criterion instead. Blind computing can do the
trick to (re)win the beneficiary’s confidence. This paper ameliorates the
well-known cryptosystem SecureString 2.0 concerning privacy through
pangram ciphertexts and referring integrity through secret sharing. The
emerging cryptosystem of this amelioration is called SecureString 3.0
that facilities blind computing on encrypted character strings through
an untrusted host.

Keywords: Blind computing, Character string, Character string func-
tion, Character string operation, Cloud, Cloud computing, Secret Shar-
ing, Secure computing, String, String function, String operation.

1 Introduction

Blind operations on numerical values have emerged since the introduction of the
homomorphic cryptosystem RSA (Rivest Shamir Adleman) in 1978 [9]. Blind
computing on character strings turns out to be a double-edged sword.

On the one hand, (key)words and fragments of scrambled texts can be tied
and covertly sought with characterizing hash values with the aid of a searchable
encryption scheme easily (see Definition 1).

Definition 1. Let X be an alphabet, let h : X* — X* be a (trapdoor) hash
function, let w € X* be a sought plaintext keyword and h(u) its hash value,
let E : X* — X* be an encryption function that enciphers not only an input
plaintext v € X* but additionally attaches the hash values of encrypted keywords
by dint of h to its output, and let f(v,u): X* x X* — {false, true} be a search
function that decides if v contains one occurrence of u at least.

Then the homomorphic function g(E(v),h(u)) : X* x X* — {false,true}
forms a searchable encryption scheme, if (Vv)(Yu)g(E(v), h(uw)) = f(v,u).

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 331-334, 2015.
© Springer International Publishing Switzerland 2015
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On the contrary, secure modifying character string operations prove to be more
difficult because too easy replacements or cutting-outs of ciphertext parts abet
successful replay or cut and splice attacks [1,5]. However, if a key customer
mistrusts the security of an in-house computer center of a business partner for
modifications on his crucial character strings, then they may claim to face up to
the hard problem of safely swapping out these operations to an external provider
supported by an adequate cryptosystem.

Two versions of an innovative cryptosystem named SecureString tried to of-
fer safe modifying computations on ciphered character strings [3,4,5,7]. Each of
the two recent treatises about the second edition (SecureString 2.0) addressed
another improvement opportunity in its concluding section. ” A second view on
SecureString 2.0” calls for better integrity of SecureString 2.0 objects [5]. The
most recent treatise about SecureString 2.0 suggested to develop an advance-
ment of the cryptosystem that converts every arbitrary plaintext into pangram
ciphertext and thereby impedes any recurrences of ciphergrams [7].

On these grounds, this paper incorporates both advices in order to introduce
SecureString 3.0 as the next generation of the cryptosystem.

The main Section 2 delves into the principles of the third SecureString edition.
The last Section 3 recaps the merits of this disquisition and recommends ideas
for worthwhile future work.

2 SecureString 3.0

While the assignment for smarter privacy can be prudently coped with pangram
ciphertext, the assurance of integrity (especially against cut and splice attacks)
in SecureString 3.0 objects puzzles one’s head. An offender can malevolently
garble SecureString 2.0 objects by eradicating, duplicating or displacing parts
of them, possibly even remaining undetected. For example, SafeChat [8] and
SIMS (Secure Instant Messaging Sifter) [6] require a trustable mechanism that
annihilates illicit terms in messages before they reach their consignees, and apart
from the designated senders and receivers, no parties (such as online filters) may
acquire awareness about message contents.

Obviously at first glance, the consigner or particularly the addressee of a
message could take over the sieving process and permit the establishment of
a contemporary end-to-end encryption instead of wasting computing time and
space by employing a homomorphic cryptosystem. In case a receiver suspects a
sender’s censor quality, an engaged TTPG (Trusted Third Party Generator) can
restore confidence by securely double-checking the sender’s sieve outcome with
a searchable encryption scheme. Unfortunately, a rule-based set of expressions
(inclusive their declined or conjugated variants) intended for excision may vary
from day to day (similar to virus databases). For that reason, an serviced online
repository with deprecated vocables must be periodically polled and downloaded
as necessary by the decentralized filters.

If these bandwidth-incriminatory transfers shall be avoided, then no alterna-
tive to an online sifter remains, but the task of maintaining integrity must be
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accomplished anyhow. The most promising resolution would be if an online sieve
echoes its clean (yet ciphered) results to their source. The originator inspects
the cleaned messages and decides either to reject the amendments by completely
dropping them or to confirm them by fingerprinting them with irreversible hash
values, signing the fingerprints and conveying the signatures to the online filter.
The sifter forwards the messages and their signed fingerprints to the target and
thence demonstrates the addresser’s consent to the executed modifications.
This thought is going to affect the successional principles of SecureString 3.0.

2.1 Principles

SecureString 3.0 acts as a revised continuation of its predecessors that perpetu-
ates their approved attributes rather than reinvents the wheel. The listing given
below specifies the established and the novel characteristics of the cryptosystem:

— Underlying Replaceable Symmetric Cryptosystem: SecureString 3.0
performs each ciphering by means of a topical underlying exchangeable sym-
metric cryptosystem that becomes unquestionably exchanged if its vulnera-
bility exceeds any observable modern security norms.

— Monographic Encryption [2]: SecureString 3.0 monographically substi-
tutes plaintext to circumvent time-consuming inter-ciphertext-polygram op-
erations.

— Message Authentication Code (MAC): Despite the employment of
monographic encryption, the integrity of an altered SecureString 3.0 ob-
ject abides, because its creator signs its hash value upon inspection and thus
enables the recipient to perceive possible malicious alterations, e.g. caused
through cut and splice attacks.

— Public Key Infrastructure (PKI): Each signature of a MAC bases upon
its signer’s private key for a state-of-the-art asymmetric cryptosystem. The
corresponding public key must be signed by a trustworthy CA (Certification
Authority).

— Polyalphabetism [2]: SecureString 3.0 utilizes the same encryption trans-
formation as long as it does not have to create recurring ciphertext. Just
before repetitive ciphertext would arise, a new encryption transformation
becomes operative. That is why such a transformation change may happen
within a word just as well.

— Salting: SecureString 3.0 obtains different encryption transformations by
suffixing diverse salts to plaintext characters. Each salt indicates another
encryption transformation.

— Automatic Salt Updating [1,6]: In compliance with SecureString 2.0,
each salt serves as input for a hash function that outputs the salt for the
encryption transformation of the successive plaintext word. Every use case
with high data throughput is urged to employ a T'T'PG that demands just
a starting salt in order to prepare the homomorphic computations for an
untrustworthy (external) node.
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3 Conclusion

Business partners’ or customers’ suspiciousness of the security of in-house data
processing centers can force a corporation to outsource applications to an exter-
nal hosting solution (such as a public cloud). Generally, such external surround-
ings proffer amplified resilience but inferior authenticity, integrity and privacy.
Blind computing finds a remedy to maintain the latter, in particular with the
help of homomorphic cryptosystems in narrow sense for blind computations on
ciphered numeric values.

This disquisition advances SecureString 2.0, a cryptosystem for blind comput-
ing on ciphertext character strings, to SecureString 3.0. The new release pledges
improved privacy through pangram ciphertexts and stronger integrity through
cognizance division between a trusted sender, a trusted third party generator
and an untrusted host.

Related future work should focus on algorithmic implementation details, on a
security analysis based on an appropriate adversarial model, and on a compar-
ative performance analysis for SecureString 3.0.

References

1. Anderson, R.J.: Security engineering - a guide to building dependable distributed
systems, 2nd edn. Wiley (2008)

2. Bauer, F.L.: Decrypted Secrets: Methods and Maxims of Cryptology, 4th edn.
Springer Publishing Company, Incorporated (2010)

3. Fahrnberger, G.: Computing on encrypted character strings in clouds. In: Hota,
C., Srimani, P.K. (eds.) ICDCIT 2013. LNCS, vol. 7753, pp. 244-254. Springer,
Heidelberg (2013)

4. Fahrnberger, G.: Securestring 2.0 - a cryptosystem for computing on encrypted
character strings in clouds. In: Eichler, G., Gumzej, R. (eds.) Networked Informa-
tion Systems. Fortschritt-Berichte Reihe 10, vol. 826, pp. 226-240. VDI, Diisseldorf
(2013)

5. Fahrnberger, G.: A second view on securestring 2.0. In: Natarajan, R. (ed.) ICDCIT
2014. LNCS, vol. 8337, pp. 239-250. Springer, Heidelberg (2014)

6. Fahrnberger, G.: Sims: A comprehensive approach for a secure instant messaging
sifter. In: 2014 13th IEEE International Conference on Trust, Security and Privacy
in Computing and Communications (TrustCom) (September 2014)

7. Fahrnberger, G.: Repetition pattern attack on multi-word-containing securestring
2.0 objects. In: Natarajan, R., Barua, G., Patra, M.R. (eds.) ICDCIT 2015. LNCS,
vol. 8956, pp. 265-277. Springer, Heidelberg (2015)

8. Fahrnberger, G., Nayak, D., Martha, V.S., Ramaswamy, S.: Safechat: A tool to
shield children’s communication from xplicit messages. In: 2014 14th International
Conference on Innovations for Community Services (I4CS), pp. 80-86 (June 2014)

9. Rivest, R.L., Shamir, A., Adleman, L.: A method for obtaining digital signatures
and public-key cryptosystems. Commun. ACM 21(2), 120-126 (1978)



A Secure Image Hashing Technique
for Forgery Detection

Tanmoy Kanti Das! and Piyush Kanti Bhunre?

1" Academy of Technoogy, India
dastanmoy@gmail.com
2 National Institute of Science and Technology, India
kbpiyush@gmail.com

Abstract. Nowadays most of the multimedia contents are in digital
form. With the increased use of powerful computer and image processing
software, along with wide availability of digital cameras have given rise to
huge numbers of doctored images. Several forgery detection algorithms
are available. However, these techniques do not address the issue from
cryptographic point of view. As a result, even if an image or video is
identified as doctored, most of the time it is not possible to track the
actual offender. Here, we present a perceptual hash function which can
be used for both detection of forged images as well as tracking of forgers.

1 Introduction

Analog photos and video images have always been accepted as a “proof of occur-
rence” of the depicted event. For that very reason, courts have set high standard
to ensure the integrity of those images. Advent of digital images raises addi-
tional concerns, because the images can so easily be manipulated and in many
occasions, forged images are used to influence the naive people. Although digital
watermarks have been proposed as a tool to provide authenticity of images, it
is a fact that most of the images that are captured today do not contain any
watermark. And we expect this situation will not change in immediate future.
Hence, it is required to develop techniques those can detect the tampering of
digital images. Some of the well known digital image tempering techniques can
be found in [2]. In light of these problems, the subject of digital forensics has
been developed to find the answers to the following questions [5].

— Is this an original image or manipulated image?

What is the processing history of the image?

— What parts of the image has undergone processing and up to what extent?
— Was the image acquired by the device as claimed by the producer?

— Did this image originate from a source X as claimed?

These are just a few questions that are routinely faced by forensic experts and law
enforcement agencies. Most of the existing research in this area is based on image
processing techniques and lack a proper cryptographic framework. And it is well
known that, once an image processing based forgery detection methodology is
developed, the forgers will find new ways to circumvent it. Here, we propose a
new perceptual hashing algorithm which use cryptographic framework for both
authentication of digital images and tracking of the forgers.

R. Natarajan et al. (Eds.): ICDCIT 2015, LNCS 8956, pp. 335-338, 2015.
© Springer International Publishing Switzerland 2015
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2 Image Hashing Technique

In general, cryptographic hash functions or message authentication functions are
used to ensure data integrity. However, these functions are key dependent and sen-
sitive to change in every bit of information. We know that minor changes in image
information (i.e. pixel values) do not change the image visually. For example, one
can generate some image I’ form original image I by applying lossy image compres-
sion over I and both I’ and I remain visually indistinguishable. In this scenario, we
want the hash function to produce same hash values for I and I’ as long as these
images remain visually indistinguishable. Several image hash functions [1,6] were
proposed in the existing literature. But they mostly depend on complex image pro-
cessing techniques. Here we propose a new image hashing technique which is in-
spired by the ideas presented in [4]. Our technique is based on wavelet transform
and uses basic statistical features like mean, standard deviation, kurtosis, skewness
etc. to generate the hash value.

Before we proceed further, let us first discuss about wavelet transform using an
example. Consider the following one dimensional signal I = [11,5,7, 15] consist-
ing of four samples. After applying Haar wavelet transform [7], the coefficients
look like IE=1 = [112"'5, 7"'215, 112_5, 7_215] = [8,11,3, —4]. In the next level of
wavelet transform, low frequency coefficients (here, first two coefficients) are sub-
jected to further processing. Thus, IL>2 = [8211, 8}11 ,3,—4] =[9.5,—-1.5,3, —4].
As, in this example, there is only one low frequency component, we can not pro-
ceed further. To extend these ideas to images, we consider an image as a 2D
signal and apply wavelet transform separately, first along the rows and then
along the columns. In each level of wavelet transform four different bands are
generated and they are denoted as LL,,HL,,LH,, HH,, where n is the level
number. Let us now describe the hashing algorithm.

1. Pre-process the original image O to get I.

2. Compute wavelet transform of the image I upto n*" level. So there will be nx 3+1
bands. Exclude band LL, from further processing.

3. For each band, compute mean, median ,mode, range, standard deviation, kurtosis,
skewness and represent the result in a matrix form. So, there will be 7 columns,
each representing one statistical feature and there will be n X 3 rows.

4. We convert all the values obtained in the last step to a 3 bit integer number and

apply gray coding [3] to get a bit sequence.

. The bit sequence is decoded using (7, 3) Reed-Solomon code to get the hash value.

6. Encrypt the hash value H using the private key of the owner X using RSA algo-
rithm or any other suitable public key algorithm to form the digital signature Dx.
Now X can publish the image along with the digital signature Dx.

ot

Here, we always choose LL band for next level of wavelet transform. Though
one can choose any of the available bands i.e. LL, LH, HL, HH for next level
of wavelet transform. In fact, the choice of band for the next level of wavelet
transform can be made key dependent to introduce randomness. In this scenario,
one cannot compute the hash value without the knowledge of the key. Thus the
hash value becomes a keyed-hash message authentication code (HMAC). Now,
after receiving an image I along with the digital signature Dy from X, one can
can check whether the image is authentic or not, using the following steps:
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1. Generate the hash value H' using the received image I
2. Decrypt the hash value Dx to get H using public key of X.
3. If normalized hamming distance between H and H’ is less than threshold, then
(a)Image is authentic as the hash values match.
(b)X is the owner of the image as we can decrypt Dx using the public key of X.
4. Else the image is not authentic.

Security Analysis

Security of image hashing technique is not well defined and an active area of
research. In this context, Swaminathan et al. proposed a security metric based
on differential entropy of the hash value in their paper [6]. In simple terms, one
can describe differential entropy is the amount of effort an adversary has to put
to compute the correct image hash without the knowledge of the key. So, larger
value of differential entropy is better for security. Our algorithm when used in
HMAC mode performs very well in this regard.

Suppose we compute the k features Ml(p), Mép), Mép), e M,gp) from a wavelet
band at p* level, where p = 1,2,---,n. At pt* level, one of the wavelet bands
LL® LH® HL® HH® ischosen at random for the computation of the wavelet
bands in the next level. In the proposed scheme, the wavelet bands are chosen with
equal probabilities. Note that, as the wavelet bands are chosen randomly, the com-
puted features will also take random values. Let us first consider the probability
distribution of the i** feature at the 27? level. The i** feature Mi(2) have four pos-
sible values depending upon the choice of wavelet band at the first level to gener-
ate the wavelet bands at the 2"¢ level and they are equally likely. Therefore the
entropy of Mi(2) is log(4). Hence the entropy of k random features, denoted by a

vector M(?) = [Ml(z), MQ(Z), e M,g2)] at the 2" level is klog(4). The wavelet band
that is chosen for next level of wavelet computation can be represented as follows.

BW =§PLL® 4 6P LH® + 5% HL® + 68 HH® (1)

where, 5%’ Iz, 5(Lp 21, 51(3172, 5%}1 are delta-functions associated with each wavelet band
and its value can be either 0 or 1. The value of delta-function is 1 only when
the corresponding wavelet band is chosen for next level of wavelet transform.
Therefore, value of random variable Mi(2) can also be written as:

M = 5 ) M (LLD) 487y M (LH™Y ) 465 M (HLD) 4833, M{P (HHD) (2)

In level 3, the randomly chosen wavelet band, denoted by B, is further de-
composed into four wavelet bands. The randomly chosen wavelet band and the
extracted feature can be written as follows.

2 2 2 2
B® =2 LL® 462 LH® 467 HL® 16, HH® (3)
M = 5 M (LLD) 487, M (LH) 4657 M (HLD) 4837, M (HH®) (4)

From equation 1-4, it follows that at level 3, the i*" feature can take 42 many
different values due to different choices of §’s at level 1 and 2. Each of those values
of the feature is equally likely. Hence the entropy for the ith feature in the 3™
level is log(4?) and the entropy for k independent features is klog(4?). Following
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a similar argument, the entropy of a feature at n'" level will be log(4"~1) =
(n — 1)log(4). Then the entropy of £ many independent features at n'" level is
k(n —1)log(4).

It is observed that the random vectors Mi(p),p =2,3,---,n are not indepen-
dent. In fact, for any fixed 4, it is obvious that the sequence of random variables
M2 MP  M™ will form a markov chain of order 1 and the conditional

S M LM
distribution of the random variable M i(p +1) given M. i(p ) is a discrete uniform dis-

tribution with probabilities 111 for each of its four distinct values. Hence, the joint

entropy of the i*" feature for all levels of the wavelet tree is as follows.

EMP MP, - M) = EMP) + BE(MP | MP) + -+ B | M)

ie., B(MP, M®P ... M™) = log(4) + log(4) + - - - + log(4) = (n — 1)log4

Considering k many independent features, we can obtain the joint entropy of all
features at alllevelsas k x (n—1) x log(4) which is same as the entropy of the feature
vector at the last level. This result shows that the joint entropy of the features is a
linear function of both the level (p) of the wavelet tree and the number of features
(k) is used for computation of the hash value. Now, consideringn = 6 and k = 7,
the entropy of our algorithm is 70. Though we cannot compare it directly with the
results obtained by Swaminathan et. al. [6] as they have reported the differential
entropy; however, the best value of differential entropy obtained by them is 16.39.

3 Conclusion

In this paper, we have proposed a secure and robust image hashing algorithm.
The proposed technique possesses very good discriminating property and is very
much sensitive to malicious image processing operations like object insertion. It is
robust against the content preserving image processing operations such as JPEG
compression, filtering, small rotation etc.. Nevertheless, further improvement is
desired against the geometric operations such as rotation, scaling, translation.
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Abstract. This paper is aimed at the design and development of secure cloud
architecture for the Wireless Sensor Networks (WSN), in which the sensor data
are represented as services and are accessed by the client applications in a
secure manner with a simple authentication solution for sensors (SASS).
Currently, sensor system needs an intelligent middleware to integrate with the
cloud. Service Oriented Architecture (SOA), which makes use of the web
services and XML technologies, will provide a solution to meet the current
demands. Web services provide a mechanism for open and flexible interaction
between heterogeneous systems with loosely coupled service endpoints. Further
a technique based on formal specification is utilized which reduces the data
volume of xml documents at a level that can be handled by the resource
constrained environment of the wireless sensors. The proposed architecture will
provide a scalable infrastructure for integrating heterogeneous sensor networks
using a small set of powerful abstractions.

Keywords: secure cloud, sensor, service, intelligent middleware, SOA, SASS,
formal specification, xml.

1 Introduction

Wireless Sensor Networks consists of energy constrained sensor nodes and a Sink
node with higher processing capabilities. The heterogeneous sensors to sense different
process parameters are networked together to form a distributed sensor network [1].
The gathered data can be made accessible to other nodes, including a specialized one
called sink through a variety of means [2]. Sensor networks are distributed event
based systems that focus on simple data gathering applications and operate notably
differently from that of traditional computer networks. The sensor information can be
transmitted to the requesting client as [3] SOAP messages, which is accessed through
the Cloud.

Currently, the cloud system demands an intelligent middleware that can be
interoperable in a secure way with different entities to fulfill the client application
requirements. This paper proposes an advanced middleware solution namely Service-
Oriented Architecture based on web services for WSN applications. In this paper, the
SOA is a middleware which acts as an agent, translating application requirements into
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WSN configuration parameters and provides an abstraction layer between
applications and the underlying network infrastructure. Data provided by the sensors
are represented as Services. Hosting a web service [4] challenges battery life,
bandwidth, processing power constraints of low power sensor nodes. Clients access
the sensor network by submitting queries to those services. The proposed Sensor
Profiles which is based on formal specification, reduces the verbosity of XML
messages embedded with SOAP, hence occupies less bandwidth during data
transmission.

Sensor networks collect information about the physical environment, but typically
lack the resources to store and process the collected data over long periods of time.
Cloud computing elastically provides the missing storage and computing resources.
Specifically, it allows to store and access the collected sensor data effectively via
Cloud-based services. As an additional benefit, storage and processing in the Cloud
enable the efficient aggregation and analysis of information from different sensor data
sources. However, sensor data often contain sensitive information. As the volume of
users accessing the cloud data is also increasing heavily, the vulnerability of the data,
which is an invaluable asset for any organization, is also increasing proportionally.
For current Cloud platforms, the data owner loses control over the data once it enters
the Cloud. Hence, a Cloud design is required that the data owner can trust to handle
the sensitive data securely. A trusted Cloud design is analyzed and security
architecture of Sensor Cloud [5] is presented. This architecture enforces end-to-end
data access control by the data owner reaching from the sensor network to the Cloud
storage and processing subsystems as well as strict isolation up to the service-level.

In this paper a security solution called Simple Authentication Solution for Sensors
(SASS) for sensor accessing through a Cloud environment is proposed based on [6],
in which message to be authenticated is also encrypted, with secure encryption
algorithm, to append a short random string to be used in the authentication process.

2 Service Oriented Sensor Network Architecture with Secure
Cloud Architecture

An advanced middleware solution to the problem of integrating a Wireless Sensor
Network into the information system of an enterprise, such as cloud at a high
abstraction level is proposed through the Service Oriented Sensor Networks (SOSN).
The SOSN model has three elements namely Sensor Service Provider, Sensor System
Registry and Sensor Systems Client. The sensor system services are categorized in to
Pressure service, Temperature service, and Level service. A sensor Service provider
offers the above services and describes the interface information of the services in
interface description language called SSDL (Sensor Services Description Language)
which is in the form of XML that makes the services available in the Sensor System
Registry. Services are the key building blocks of SOA. A service is usable function
that can be invoked by another component through a well-defined interface. Services
are loosely coupled, that is, they hide their implementation details and only expose
their interfaces. In this manner, sensor system client need not be aware of any
underlying technology or programming language which the service is used. The
sensor system clients discover the service available in the registry by service names
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and acquire the interface information by Sensor SDL of the sensor services. Based on
this information, the clients have a binding with the sensor service provider and can
invoke services using Simple Object Access Protocol (SOAP).

The sensed data such as temperature is measured through WSN-EDU2110CB
Wireless Sensor Network Educational Kit operating at 2.4 GHz with Data Acquisition
boards with temperature (MDA100) sensor and PC Interface Boards (MIB520).The
sensor data are obtained through TinyOS simulator (TOSSIM). This simulator runs on
TinyOS1.7. NesC is the language used to simulate the sensor nodes. The TOSSIM itself
got the packages to simulate real time sensors. A sensor node is simulated and its sensed
parameters are written into tossim.txt file in the following path: C:\ProgramFiles\UCB\
cygwin\opt\tin yos-1.x\apps\Sense\tossim.txt. The sense folder also contains two NesC
files called configuration (Sense.nc) file and Module (SenseM.nc) file.

The XML representation of sensor data is essential for web service deployment.
Moreover, XML is a key feature to build SOSN. Using XML in sensor networks
encourages the interchangeability of different types of sensors and systems. The
general verbosity of XML conflicts with the limited energy and memory capacities of
sensor nodes. In this proposed work, sensor profiles are written in XML, to be
transported with SOAP request and response messages.

J2EE 1.4 Sun App Server is used as the service provider. The J2EE 1.4 platform
provides comprehensive support for web services through the JAX-RPC 1.1 API, which
can be used to develop service endpoints based on SOAP. The interface and
implementation files for the process parameters such as temperature, pressure, and flow
are written. Configuration files are written to specify the XML namespace and target
namespace. These files are compiled to generate Sensor Services Description Language
(contains possible inputs and server’s address) for client reference and mapping file (port
number and service endpoint location) for the server reference. With deployment tool
war files are generated from the services written and deployed in the server. To facilitate
orchestration and aggregation of services into processes and applications, registry (data
base) is used. To publish the services, the eb-XML registry available with tomcat50-java
web services developer package is used. The SSDL files for sensor services are used and
the appropriate service bindings are set to register the services on tomcat server.

The data which comes from the sensor node is in SOAP format. Inside the SOAP
message sensor profiles - xml is used. In order to reduce the power consumption of
the sensor nodes, the normal SOAP message is optimized into reduced format. This
optimized SOAP is sensed from the sensor node to sink node. The sensor data which
are sensed from the sensor node is also updated on sensor base. This will be useful for
performing the future statistical analysis. The client application sends a SOAP request
for a specific service to sink by the application running on the Sun App Server. The
sink uses the XSLT based transformation and mapping algorithm to transform the
data in a suitable format for internet accessing. This is accomplished through web
service provided by the Sun App Server.

Sensor resources do not have direct connection with cloud. Hence, a framework is
necessary to manage the data from the sensor network and take it over long
environment. Hence SOSN is extended to cloud by using Integration Controller which
acts as a bridge between the two technologies. The Integrated architecture of SOSN
with Cloud is shown in Figure 1. In this architecture the Integration Controller (IC)
will upload the sensed data to the IBM Bluemix Cloud.
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Fig. 1. Integrated Cloud Architecture with SOSN

The collected data only leaves the network domain of the sensor service provider on
distinct and controlled paths. Cloud computing allows sharing of sensor resources by
different users and applications under flexible scenario. In this scenario security of the
sensor data is to be considered. Sensor data access is an application in which messages
that need to be exchanged are short and both their privacy and integrity need to be
preserved. The SOAP with sensor profiles-xml message which is to be authenticated is
also encrypted, with any secure encryption algorithm, to append a short random string to
be used in the authentication process. Since the random strings used for different
operations are independent, the authentication algorithm can benefit from the simplicity
of unconditional secure authentication to allow for faster and more efficient
authentication, without the difficulty to manage one-time keys. The used encryption
algorithm is a block cipher based to further improve the computational efficiency of the
authentication technique.

In the proposed architecture, the authentication of the message transmitted is taken
care of in the IC module, the end user is able to access the sensor data by performing
a simple step of providing user name and password, and is represented as mobile
client in Figure 2.

3 Performance Analysis

3.1  Web Service Message Sizes for Different Encapsulations

The web services implementation is centered on the WSDL standard. WSDL supports
several encapsulation protocols for sending the method calls to the web service host
device. Currently supported encapsulation protocols are SOAP, HTTP, and MIME. The
binding section of the WSDL file describes which one of these standards is used for
accessing methods. The SOAP envelope is very verbose and also needs significant radio
bandwidth. The web service message sizes for different encapsulations are shown in
Table 1. The proposed SOAP message with sensor profiles-xml encapsulation, occupies
less size compared to the previous SOAP encapsulations, which are taken from the
previous research [7]. This is due to the fact that the proposed messages are well
compressed SOA messages. When this message is transferred over the wired or wireless
link it occupies only less bandwidth; hence the performance is improved.
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Fig. 2. Temperature service at mobile client

Table 1. Web service message sizes for various encapsulations

Method name SOAP 1.1 SOAP 1.2 HTTP SOAP with Sensor
profiles-xml

GetTemperature 491 442 162 426

GetTemperatureRes 479 499 258 482

ponse

3.2  Optimization in the Proposed Authentication Code

Since in sensor based applications messages are short, eliminating the need to perform
such a cryptographic operation will have a significant impact on the performance of
the MAC operation. For instance, while the cryptographic hash functions SHA-256
and SHA-512 run in about 23.73 cycles/byte and 40.18 cycles/byte, respectively [8],
the modular multiplication used in the proposed scheme runs on the used data
acquisition boards with temperature (MDA100) sensor in about 2.5 cycles/byte,
which illustrates the significance of removing the cryptographic phase from the
proposed authentication code. Another significant advantage of the proposed method,
especially for low-power devices, is hardware efficiency. The hardware (memory)
required to perform modular multiplication is less than the hardware required to
perform sophisticated cryptographic operations.
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4 Conclusion

The proposed paper aimed at working on the service oriented paradigm for sensor
network application engineering. This solution extends to sensor clouds offering
Sensor as a Service. The necessary abstraction was implemented using the service
oriented parameters with performance guarantees, such as small message sizes which
occupies only less bandwidth during transmission and less processing cycles
consumed by the sensor board processor for authentication codes. Therefore, they are
more suitable to be used in computationally constrained sensor devices. The security
solution remains simple as most of the complexities of the authentication process are
handled at the sensor node level itself. The proposed architecture enables client
applications to easily access and process large amounts of sensor data from various
applications. Hence the architecture is scalable as heterogeneous sensor systems can
be integrated with cloud through the service oriented sensor parameters.
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Abstract. Cloud federation has been emerged as a new paradigm in which group
of Cloud Service Providers (SP) cooperate to share resources with peers, to gain
economic advantage. In this paper, we study the cooperative behavior of a group
of cloud SPs. We present broker based cloud federation architecture and model
the formation of cloud federation using coalition game theory. The objective is to
find most suitable federation for Cloud SPs that maximize the satisfaction level
of each individual Cloud SP on the basis of Quality of Service(QoS) attributes
like availability and price.

Keywords: Cloud federation, Coalition game, satisfaction level, cloud broker,
Cooperative game.

1 Introduction

Delivering cloud services are often a delicate balancing act where service provider (SP)
has to balance resource request traffic, maximize resource utilization and accommodate
spikes in demand while satisfying service consumer’s service level agreements (SLAs).
With more awareness and growth in the cloud market, demand for cloud resources
has increased and it will become difficult for individual SPs to fulfill all resource re-
quests without violating SLAs. Hence this necessitates cloud SPs to form federation
for seamless provisioning of resource requests across different cloud providers. Cloud
federation is the practice of interconnecting the cloud computing environments of two
or more SPs where each SP can share resources with peers to gain economic advan-
tages. In the last few years, many cloud service providers are moving into federation,
some relevant research works in this field can be found in [1],[2],[3],[4],[5]. However,
none of these works in the literature considered the cloud federation formation based on
cloud SP QoS attributes, from the game theoretic perspective. The major contribution
of this paper is to formulate the cloud federation as a coalitional game. The proposed
cloud federation mechanism is based on satisfaction level of cloud service provider QoS
attributes (availability and price).
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2 Cloud Federation Architecture

In this section, we propose a broker based cloud federation architecture, which is an
extension of the cloud service broker architecture [6]. It finds the best federation from
a set of federations fd = {fdy,fda, - fdy} where each fd; = USP', SP' € 1 where
n= {SP1 ,SP2 SP3....... SPZ} denotes set of cloud service providers. The components
of cloud federation architecture are (a) Service Provider Broker (SPB): administers a set
of registered cloud SP and set of federation formed by different cloud SP, (b) Broker
Coordinator (BC): handles all internal request for fd; and intimate every update to
SPB, (c) Virtual machine instance type (VMITy, ): keep homogeneous types of instances
information of different SP in fd; where I 