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Abstract. In a conventional password based authentication system, an
adversary can obtain login credentials by performing shoulder surfing.
When such attacks are performed by human users with limited cognitive
skills and without any recording device then it is referred as weak shoul-
der surfing attack. Existing methodologies that avoid such weak shoulder
surfing attack, comprise of many rounds which may be the cause of fa-
tigue to the general users. In this paper we have proposed a methodology
known as Multi Color (MC) method which reduces the number of rounds
in a session to half of previously proposed methodologies. Then using the
predictive human performance modeling tool we have shown that pro-
posed MC method is immune against weak shoulder surfing attack and
also it improves the existing security level.

Keywords: Authentication, Human shoulder surfer, Human performance
modeling tool, Session password.

1 Introduction

Authentication is an important component of computer security. Among the
different authentication schemes, password based authentication is one of the
popular schemes for its efficacy and ease of use. However, the scheme fails to
give security against observation attack while entering password in a public place
(like ATM counter). In this attack, the attacker observes the credentials entered
by the user and later may use it illegally for login purpose. This attack is also
referred as shoulder surfing attack.

Now depending upon the nature of shoulder surfing attack and the types of
equipment adversary uses, the attack is divided into two categories − a) Strong
Shoulder Surfing Attack, where an adversary uses some recording device (like
conceal camera) to record a user login session [12] [11] and, b) Weak Shoulder
Surfing Attack, in which attacker relies on limited cognitive capabilities of hu-
man users and does not use any recording devices, though s/he might use pencil
and paper to note down session information [18]. Now in general strong shoulder
surfing resilient schemes such as [29] [12], [11] require more computational skills
from users’ end than that of weak shoulder surfing resilient schemes [26], [18].
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As system used in public domain (like ATM machine) is handled by all type of
users so computational complexity during login is required to be less and thus,
weak shoulder surfing resilient schemes become effective over strong shoulder
surfing resilient one. In addition of giving protection against observation attack,
shoulder surfing resilient schemes provide security against attacks such as- key-
logger based attack [14], spreading chemicals on keypad to obtain the keystrokes
[7], etc.

To avoid weak shoulder surfing attack, Roth et al. [26] proposed a scheme
(we call it as Black-White or, BW method) in 2004 which was considered to
be secure against weak shoulder surfers till 2012 [28]. Later Kwon et al. [18]
proved that, human shoulder surfers − without equipped with any gadgets like
recording device, can break the security of BW method by performing following
three operations :

1. Covert attention [21] [18]
2. Perceptual grouping [19]
3. Motor operation [2]

In their work [18] authors proposed an improved methodology (termed as Four
Color or FC method in this paper) which overcomes the above three step opera-
tions attack, performed by skilled human shoulder surfers. In literature, shoulder
surfers capable of performing Covert Attention, Perceptual Grouping and Motor
Operation are denoted as CPM shoulder surfer. The details of these operations
are explained in Section 2. Though FC method is secured against weak shoulder
surfing attack but the major problem with this scheme is that a huge number
of rounds is required for login. In fact, both BW and FC methods require 16
rounds in a session during login for a PIN of length 4. Thus the user fatigue level
becomes high [26] as user needs to face more number of rounds in a session. This
may cause human mind inattentive and increase error rate during login [22].
Motivated by this issue we have made two major contributions in this paper.

Contribution 1: We have proposed a new model known as Multi Color or MC
model in which user faces 8 rounds for a four digit PIN. Security analysis shows
that MC method provides better security against random key selection attack
(see Section 4) than of those BW and FC methods.

Contribution 2:We have performed security analysis of our method against
CPM shoulder surfers, by using human performance modeling tool as shown by
Kwon et al. [18]. We introduce the concept of hardness factor, higher value of
which shows less vulnerability of a method against weak shoulder surfing attack.
We also derive that MC method has higher value of hardness factor compared
to BW and FC method.

The rest of the paper is organized as follows − in Section 2 we have given a
brief overview of the existing work and also discussed some preliminary concepts
required to understand our approach. The proposed approach is presented in
Section 3. We have performed security analysis in Section 4. Usability analysis
of our work is illustrated in Section 5. We conclude and give future direction of
our work in Section 6.
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2 Overview of Existing Work and Some Preliminary
Concepts

Many methods [27], [4], [12], [11] have been proposed since international standard
for PIN management, ISO 9564 mandated the fact that PIN entry device should
be designed in such a way which can give protection against shoulder surfing
attack [1]. Some methodologies such as [12], [11] were developed to resist partially
observable shoulder surfing attack. Methods like [4], [29] were proposed to tackle
fully observable shoulder surfing attack against strong adversary. However most
of these schemes require a lot of computation from the user end.

Schemes proposed to handle weak adversary is relatively easy to use. In 2004
Roth et al. proposed a scheme termed as BW method [26] which is resilient
against shoulder surfing attack performed with limited cognitive skill. In this
method, the user interface consists of a numeric keypad on which, half of the
numeric buttons on the keypad are colored as black and rest are colored as white
as shown in Fig 1.

Fig. 1. Above figure shows user response for PIN digit 3. Each time keypad gets par-
titioned into half of the keys as black and the rest as white. User needs to identify the
correct partition in which his/her PIN digit belongs.

The color of the numeric buttons varies in each round. User needs to identify
the proper color that appears on his chosen PIN digit by pressing either black or
white color button. User chooses a four digit PIN from a set Q = {0, 1, 2, ..., 9}.
User needs to face r = �log2|Q|� rounds for each PIN digit. So for a l digits (here
l = 4) long PIN user will face l × r rounds.

Limitations of BW Method: To explain the limitations of BW method, some
prerequisite knowledge is required about the vision and information processing
capabilities of human. This will help readers to understand the activities of CPM
shoulder surfers and vulnerability of BW method more clearly.

Foveal Vision: It refers to normal vision capability of human while fixing
his/her eye at a particular object [23]. For example, in the word n+1, by looking
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at ‘n’ a person can understand the whole word. This is because while looking
at ‘n’, character ‘+’ and ‘1’ also come into normal vision angle. It has been
observed that people having normal (or correct to normal) vision, can notice
objects within 2◦ of visual angle, by fixing eye at a particular position. 1◦ visual
angle is about 3 normal text from the point of eye fixation.

Fig. 2. Above figure shows a foveal and parafoveal vision ranges of human eyes by
fixation of eye to a particular point (shown by yellow color +). Inner circle shows the
foveal vision range and outer circle shows the parafoveal vision range.

Parafoveal Vision: It signifies the vision region which is hard to see (if not
impossible) by fixing eye at a particular point. It starts from the end point of
foveal vision region and surrounds within an angle of 5◦ from the eye fixation
point [23]. Readers can assume that, this region starts after 4 to 5 normal text
and ends after 8 to 9 texts from there. To gain information from this vision
region, human needs saccadic (rapid) eye movements (except skillful video game
player). Video game players normally have improved vision capabilities than of
normal people [13] and can obtain information from extra foveal vision region
even without saccadic movement of eyes. Both foveal and parafoveal vision ranges
have been shown in Fig.2.

Covert Attention: Covert attention corresponds to attention not associated
with eye movements. Significance of covert attention is, human can store a fair
amount of information in visual short term memory (VSTM) [20] from foveal
vision range by performing covert attention. By this operation, video game play-
ers can obtain the information from both the visual angles (2◦ and 5◦) because
of their improved vision skill [5] [13]. Extracted information from the range of
foveal vision, helps adversary to perform perceptual grouping which is discussed
next.

Perceptual Grouping: Perceptual grouping [19] implies grouping of objects
and it depends upon their proximity, similarity, continuation, closure and sym-
metry. In BW method adversary can group objects (colored numeric buttons)
based upon their color from the fovel vision range.
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Motor Operation: Motor operation [2] requires a co-ordination between cen-
tral nervous system and the musculoskeletal (muscular and skeletal) system.
Human processes the grouping information by performing covert attention and
perceptual grouping which requires effort of human mind. Now if the adversary
wants to write down some gained information, his/her hand (comes under mus-
culoskeletal system) must be engaged and thus the co-ordination between hand
and mind is required for surreptitious handwriting, without moving the eyes.

Attack on BW Method by CPM Shoulder Surfers: Time required to
enter a digit in each round by user is called response time. If the response time
of the user allows the attacker to perform the necessary operation to obtain the
PIN digit then attacker will proceed successfully. By using CPM-GOMS tool
Kwon et al. [18] in their work showed that CPM shoulder surfers can proceed
successfully to break the security of BW method. In Fig. 3 we have shown a
pictorial presentation of attack scenario on BW method.

Fig. 3. Above figure shows a foveal vision angle to obtain the perceptual grouping.
Parafoveal vision helps attacker to obtain the color chosen by user see (Fig. 2). Based
upon the user response attacker discards the group (shown by yellow dot in the picture)
from (visual short term memory) VSTM [8] [20] not falling into user color response.
Finally attacker obtains a group consisting of single object due to logarithmic decrease
of group cardinality in BW method.

In the first round of response of a digit, attacker first groups the black and
white objects together. One thing is needed to mention here, while attacker
groups those black and white numeric buttons depending on the colors, attacker
overlooks the digits on the color buttons. After perceptual grouping attacker
sees the user response in the first round corresponding to the first digit and
depending upon that attacker discards one of the group from VSTM. For exam-
ple, if user presses white color button then attacker discards the group of black
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objects. Reason behind this is, user PIN has appeared on the button belonging
to white color group, so only that information is required by the attacker. In the
immediate next round attacker keeps his/her eyes on those part of the keyboard
interface which forms the previous color group and has been stored in his/her
VSTM. Now in this round attacker finds that color black has appeared on some
portion of the group stored in VSTM and color white has appeared on the rest.
Now again depending upon user response attacker discards some of the objects
from VSTM and stores a smaller perceptual group in VSTM at the end of the
second round. This will be continued through out the four rounds corresponding
a PIN digit of user. In every round, the cardinality of the perceptual group will
be decreased and always it will converge to 1 on or before four rounds. After
identifying a single object by the end of fourth round attacker will observe the
digit written on it. Then s/he performs hand motor operation to write down the
digit.

FC Method: In 2013 Kwon et al. [18] proposed a scheme referred as FCMethod
in which they have used four colors for coloring the numeric keypad. Each nu-
meric button has been divided into two partitions. So there has been a total of
20 partitions (10 numeric buttons each having 2 partitions) which are filled with
those 4 colors. The basic principal behind coloring the button are (i) each color
will appear in exactly 20/4 (i.e. 5) partitions. (ii) same color will not appear on
a button twice. So in each round user will find that his/her PIN digit posses two
colors. User can choose any one of those two colors as his response and will press
the color button of his/her chosen color. For giving response there exist four
color (which are used to color the numeric buttons) buttons on user interface.

Fig. 4. Above figure shows user response for PIN digit 6. Each time user keypad gets
partitioned using four colors. User needs to identify one of the correct color of his/her
corresponding PIN digit.
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Power of FC Method: There are evidences that human can recognize a visual
object in quick time, occurring within 100− 200 milliseconds of stimulus presen-
tation and can bring that thing within consciousness in another 100 milliseconds
of time [25]. So objects posses similar properties can be perceptually grouped
within at most 300 milliseconds. As in BW method attacker needs to perceptu-
ally group two different objects (black and white) so it takes 600 milliseconds to
perform perceptual grouping. In [18] Kwon et al. showed that login time com-
plexity of BW method in each round, would allow CPM shoulder surfers to get
that required time for perceptual grouping operation. Thus security of the BW
method was compromised.

In FC method perceptual grouping to identify objects of four colors takes
(4 × 300 or) 1200 milliseconds [25] in each round. But time complexity of each
round does not allow the CPM shoulder surfers to get that required time for
perceptual grouping, in fact in [18] authors showed that CPM shoulder surfers
only get 700 milliseconds for perceptual grouping which is much less that the
required time limit and thus reduces the chance of attack.

3 Proposed Multi Color Methodology

The main problem of FC method is that it takes 16 rounds for a four digit PIN.
Thus the login process becomes lengthy and as a result is more error prone. In the
proposed approach our aim is to reduce the login rounds without compromising
with the security. In this section first we will discuss the basic feature and the
login principal by using our proposed Multi Color (MC) methodology. Next we
will describe how each digit of user PIN gets identified by the system uniquely.
In MC method we have used a set COLORS consisting of five different colors
− here COLORS = { Red, Green, Pink, Yellow, Sky }. For color blind people
the same set can be replaced by MARKS = { Black, White, Dot, Vertical strip,
Horizontal strip }. User PIN consists of 4 digits denoted as d1,d2,d3,d4.

3.1 Basic Feature of MC Method

Each numeric button in MC method is subdivided into three partitions namely
Up,Middle and Down. So for ten numeric buttons from 0 to 9 there are 30 (3×10)
partitions over which the five colors will be distributed. So each color will appear
exactly in (30/5 or) 6 places. Now there will be a coloring constraint, by following
which those colors will be distributed. The coloring constraint is described as
follows:

Each color will appear in six partitions in six different numeric buttons.
Among those six partitions, each partition will appear exactly twice.

In Fig. 5 we have shown the distribution of five colors in MC method. Each
numeric button holds three different colors. Each color is placed on six different
numeric buttons holding each partition exactly twice. Five color buttons shown
bellow in Fig. 5 are used for giving response by user. To design the login interface
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Fig. 5. A prototype model of MC method

Table 1. Useful notations used in algorithms

Notations Descriptions
δ(X) Randomly permute elements of set X
Bk Numeric button associated with digit k

Bk(p) pth partition in Bk

cfPosition(S) Returns the first element from the set S
getEmpty(Bk) Returns the partitions in Bk, not filled by any color
equCheck(A,B) Checks whether set A, B are equivalent or not

colr(Bk(p)) Returns color at pth partition of Bk

getValue(p) Returns the value associated with a partition p
getColorpos(C,Bk) Returns the partition where Color C placed in Bk

cardinality(S) Returns the cardinality of set S
exchangeBackColor(BX,BS) Background color of numeric buttons BX and BS

exchanged
rand(S) Choose an element from set S randomly

view(Keypad) Shows the colored numeric buttons on user interface

we have used Algorithm 1. Readers can refer to Table 1 to understand the
meaning of the notations used in Algorithm 1 (and also in Algorithm 2 in Section
3.2) in Table 1.

Algorithm 1 takes the permuted color set COLORS as its one of the inputs.
The other input N is a set of integers from 0−9. At each iteration, for each color
C ∈ COLORS set FILLED holds those partitions where C is already placed
twice and can not be placed any more. Set S used in Algorithm 1 stores values
of k for which numeric button Bk has already been encountered for a particular
color. Variable k, used in the algorithm assures that same numeric button Bk

for a particular color C, does not get selected more than once.
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Algorithm 1. Color.NumericButtons()

Input: This algorithm will take set COLORS and set N = {0, 1, ..., 9} as input.

Output: This algorithm colors ten numeric buttons by following coloring constraint.

COLORS ← δ(COLORS) /* randomly permute the color set */

foreach (C ∈ COLORS) do

Initialize: up ← 0; mid ← 0; down ← 0; /* variable up, mid and down are associated

with partition Up, Middle and Down respectively */

FILLED ← empty ; S ← empty;

while (1) do

k ← rand(N-S); /* selects a random number from the set N-S */

P ← getEmpty(Bk); /* holds those partitions in Bk not filled by any color */

if (equCheck(P,FILLED) = false AND P �= empty) then
pos ← cfPosition(δ(P − (P∩FILLED)));

if (pos �= empty) then /* condition false if P ⊆ FILLED */
Bk(pos) ← C;

getValue(pos)++; /* increases value of up, mid, down */

end

if (up=2) then
FILLED ← Up;

end

if (mid=2) then
FILLED ← Middle;

end

if (down=2) then
FILLED ← Down;

end

end

add digit k to set S

if (cardinality(S) = 10) then /* if color C can not be placed in any numeric

button by maintaining the coloring constraint */

for (t = 0 to 9) do

if (C /∈ Bt) then /* if Bt not posses color C */

for (r = 0 to 9) do

pos ← getEmpty(Br); /* pos initially holds partitions in Br

not filled by any color */

pos ← cfPosition(δ(pos−(pos∩FILLED)));

if (pos �= empty) then

if (colr(Bt(pos)) /∈ Br ) then

Br(pos) ← colr(Bt(pos)); Bt(pos) ← C; /* swap colors

between the partitions */

getValue(pos) ++; break;

end

end

end

end

if (up = 2 AND mid = 2 AND down = 2) then
break;

end

end

end

if (up = 2 AND mid = 2 AND down = 2) then
break;

end

end

end

return (ColorNumericKeypad);
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3.2 Login Procedure and Evaluation of User Response

Using our proposed methodology user will give response twice for each of his/her
PIN digit. As user PIN is 4 digit long so user will face 2 × 4 = 8 rounds in
each session. In the first round user selects one color out of three colors from
the numeric button corresponding to the first digit of the PIN and presses the
corresponding color button. While choosing the color in the first round, user
needs to remember the chosen partition. For the subsequent responses in that
session user will look for the numeric button corresponding to his/her PIN digit
and will select the color from the same partition.

Fig. 6 and Fig. 7 show user response for first two digits of PIN “d1 d2 d3
d4”(where d1 = 2, d2 = 3, d3 = 4, d4 = 1 taken as an example here). User
gives his/her response in the first round by choosing a color from the middle
of the numeric button corresponding to his/her first PIN digit 2 and thus user
will always select a color from the middle of his/her corresponding PIN digit in
that session. User enters his /her response for the first PIN digit in the first and
second round, then for the second PIN digit in third and fourth round and so
on. With the notion of the above discussion we define session partition next.

Fig. 6. Above figure shows first and sec-
ond round responses for digit 2 with ses-
sion partition selected as middle

Fig. 7. Above figure shows third and
fourth round responses for digit 3 while
session partition remains middle

Definition 1 Session partition: It represents an arbitrary partition SP ∈
{Up, Middle, Down} on the numeric button corresponding to the first PIN digit
of the user from where user chooses the first color for giving response in first
round. For giving rest of the responses, user will choose the color from same
session partition SP corresponding to the numeric button of the PIN digit.
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Validation of User Response: Our scheme ensures that valid responses of
genuine user will uniquely be identified. This means by guessing a different PIN
an attacker will never be able to access the valid user’s account. Total 8 rounds
complete the MC method and user has to response in two consecutive rounds
for a single PIN digit. So by the end of each even round (2,4,6,8) every single
PIN digit of user should uniquely get identified by the system.

To achieve this we have used the following strategy. After giving the first color
response by the user, system will track the session partition (for that entire
session) with the help of user color response and first PIN digit of the user.
Next in each odd (1,3,5,7) round system will record the color “C” appeared on
session partition corresponding to the user PIN digit d1,d2,d3,d4 respectively.
Then system will look for all other numeric buttons (say “tracked buttons”)
along with partition (say “tracked partition”) where color “C” has appeared. In
each even round (2,4,6,8) system will ensure that color “C”, which has appeared
on the session partition on the numeric button corresponding to the user PIN
digit, will never appear in those “tracked buttons”, on the “tracked partitions”.
Though “C” may appear in those “tracked buttons” on different partitions. One
thing needed to mentioned here that “C” may same as “C”. If user fails to choose
the session partition properly then system will return numeric buttons with
arbitrary color combination by maintaining coloring constraint in each round
and will block the user at the end of the session.

For instance in Fig.6 user has responded with color button “Green” in the
first round. System finds that user has identified session partition as Middle
by identifying the color “Green” on the user PIN digit 2. Next system locates
“Green” color in all other “tracked buttons” along with partitions. In the im-
mediate even round (second round) system allocates color “Red” in the session
partition Middle, of numeric button 2. System ensures that “Red” color has not
appeared on the “tracked partitions” of those “tracked buttons”.

Significance of this is, if an attacker guesses a PIN digit wrongly, say 7 and
identified session partition as middle in the first round, then also his response
will match with the valid response of the user (see Fig. 6). This is because, same
color has appeared in both the partitions (middle of numeric button 7 and 2).
Now as system ensures that, color appear in middle of numeric button 2 will not
appear in the previously tracked partitions (including middle of numeric button
7) in immediate even round (here second round), so attacker finds a different
color (green) in middle of numeric button 7 which is not a valid color response,
as color “Red” has appeared in middle of numeric button 2. Thus if an attacker
proceedes successfully in any of those odd rounds (by guessing a wrong PIN digit
or wrong session partition), our system ensures that, in immediate even round
followed by an odd round, attacker will give a wrong response if either of PIN
digit or session partition is wrong.

We have used Algorithm 2 to evaluate user response. Two array data struc-
tures “but” (abbreviation of button) and “poss” (abbreviation of position) are
used in that algorithm which will hold the information about “tracked buttons”
and the partition information respectively. In Fig.6 user responds by pressing
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color button “Green” in the first round. So array “but” and “poss” will hold
the information about color “Green” that has appeared on the other numeric
buttons. Table 2 shows the content of both the arrays for the above described
situation. We have presented Algorithm 2 which will evaluate the user response.
The user will only get authenticated if array Resp in Algorithm 2 holds value 1
at all it’s indices. In Algorithm 2 “response” indicates the color entered by user
as his/her response.

Table 2. Information stored in “but” and “poss”

index but poss
0 1 up
1 4 down
2 5 up
3 7 middle
4 9 down

4 Security Analysis

On discussing the security analysis of MC method first we will show the attack
scenario by CPM shoulder surfers against skilled user login. Skilled users [18] are
those who can minimize the login duration by suppressing rapid eye movement.
We have used CPM-GOMS tool to perform security analysis. To prove the va-
lidity of the theoretical analysis we have performed an experimental analysis in
support. Both the results show that MC method is more secure than BW and
FC method.

Modeling the Security and Usability Trade-Off Using CPM-GOMS
Tool for MC Method: Though it is quite feasible for CPM shoulder surfers to
perform shoulder surfing attack on BW method but in FC method [18] authors
have shown using CPM-GOMS tool that the same attack is infeasible. In our
work we have used the same tool to show that our method is even slightly
better than FC method. One thing can be noticed that, while performing the
experimental analysis for user login and attacker activity we have tried our best
to keep both user set and adversary set as mentioned in [18] in terms of their
background and ability to perform. This helps us to compare better with the
previous technologies.

The reason behind modeling execution time using CPM-GOMS [16] [15]
(stands for cognitive perceptual motor and goals, operators, methods, and se-
lection rules) is, it can model overlapping actions by interleaving cognitive, per-
ceptual and motor operators and thus can predict the skilled behavior. Next we
will introduce different functionality of CPM-GOMS.
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Algorithm 2. Evaluation of user response
Input: This algorithm takes color keypad as input generated by Algorithm 1. Output: This

algorithm will check user response in each round.

for (r=1 to 8) do

Keypad ← Color.NumericButtons(); /* Keypad holds colored keypad returned by Algorithm 1 */

if (r = 1) then
view(Keypad); flag ← 0;

if (response ∈ Bd1) then

SP ← getColorpos(response,Bd1); /* sets session partition */

flag ← 1; Resp[r] ← 1; k←0;

for (i=0 to 9) do

if (response ∈ Bd�r/2� and i �= d�r/2�) then
but[k] ← i; poss[k] ← getColorpos(response,Bd�r/2�); k++;

end

end

else
SP ← null; Resp[r] ← 0;

end

else

if (SP �= null) then /* If SP correctly identified */

if (r.Isodd() = true) then
flag ← 1; view(Keypad);

if (SP = getColorpos(response,Bd�r/2�)) then
Resp[r] = 1; k←0;

for (i=0 to 9) do

if (response ∈ Bd�r/2� and i �= d�r/2�) then
but[k] ← i;

poss[k] ← getColorpos(response,Bd�r/2�); k++;

end

end

else
flag ← 0; Resp[r] ← 0;

end

else

if (flag = 1) then /* If SP correctly identified */

pColor ← colr(Bd�r/2�(SP)); /* holds valid color response */

for (t=0 to 4) do
X ← but[t]; Y ← poss[t];

if (colr(BX (Y)) = pColor) then

for (S=0 to 9) do

if (poss[t] �= getColorpos(pColor, BS)) then
exchangeBackColor(BX ,BS); break;

end

end

end

end

view(Keypad);

if (response = pColor) then
Resp[r] = 1;

else
Resp[r] = 0;

end

else
view(Keypad); Resp[r] = 0;

end

end

else
view(Keypad); Resp[r] = 0;

end

end

end
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Fig. 8. Modeling and synchronization of MC method. (Each round takes 1280 ms. All
rounds finish in 10.24 sec.) Skilled user is modeled.

Descriptive Operators and Functionalists of CPM-GOMS: Every task
has been represented by a box with a duration in milliseconds (ms). According
to the architecture of production system, cycle time of each cognitive operator
is 50 ms [3] which is considered here. The cycle time to visually understand the
presence or absence of an object is taken as 100 ms [9] but it may vary with the
complexity of visual perception. The eye motor operation is set to 30 ms [17]
which follows the conventional eye movement time in all CPM-GOMS models
proposed after 1992 [10]. Time required for hand motor is reported as 300 ms
in [18] and it has been evaluated empirically in their work. In our observation
we also find the same. The reason behind this, in [6] author shows that “touch
on screen” may take around 450 ms, though it may vary depending upon the
screen distance and width. But estimated 450 ms time includes visual perception
(requires 100 ms) of button and cognitive operation “initiation of move and
touch” (requires 50 ms). So time required to perform hand motor is 300 ms,
which is justifiable. The synchronization point is set after user presses a color
button as his/her response.

Basic Idea Behind Overcoming the Attack: The basic idea behind over-
coming the attack performed by CPM shoulder surfers is to increase the time
required to perform the attack in such a manner so that it exceeds the user
login time. If attacker does not get the required time to process the information
then s/he will definitely fail. There are enough evidences that human can rec-
ognize objects within a time range of 100 − 200 ms and takes another 100 ms
to bring this information into awareness [25], thus perceptual grouping of same
type of objects take 100 + 200 = 300 ms. So in BW method adversary requires
around 600 ms for perceptual grouping (300 ms each for recognizing group of
black object and group of white object). Now in MC method as we have used
five overlapping colors so total time required for perceptual grouping is 300×5 =
1500 ms. We modeled skilled user login time (see Fig. 8) by CPM-GOMS, which



312 N. Chakraborty and S. Mondal

shows that by suppressing saccadic eye movement user can give response in 1280
ms time in each round (which is very close to the actual login time by skilled user
1275 ms in each round discussed in Section 5). So attacker needs to accomplish
the attack within 1280 ms. But human performance modeling tool shows due
to other activities like, Attend Partition, Initiate (Init.) Eye Move and so on
s/he only gets at most 900 ms (see Fig. 8) time to perform perceptual grouping
which is never been enough to perform the attack. Attacker needs 600 ms more
to perform the attack. Thus like FC method [18] and unlike BW method [26]
CPM shoulder surfers fail in MC method to perform the attack. With the notion
of above discussion we will define “hardness factor” next.

Definition 2 Hardness factor: It is the ratio of actual time needed by CPM
shoulder surfers to get the PIN digit and skilled user login time. Higher value of
this shows less vulnerability of a methodology against the shoulder surfing attack
performed by CPM shoulder surfers.

In our proposed method user login time (or the time CPM shoulder surfers gets)
is 1280 ms. But to perform the attack, it requires 1280 + 600 = 1880 ms. So
hardness factor becomes 1880/1280 or, 1.468.

Experimental Analysis of Shoulder Surfing Attack: To see whether the
theoretical acceptance of the attack model is valid in reality or not we have
selected 15 participants (12 male and 3 female) as attacker having average age
of approx 24 years and (correct-to) normal eyesight. They all were right handed.
As suggested in [18], we have selected only those people who like to play fast video
games. Our experimental analysis comprises of two phases − a)Training Phase
in which we introduced three methods to the attackers and gave a demonstration
on how attack can be performed by CPM shoulder surfers on BW method. For
each of the methods we employed 5 skilled users (total 15) who we believe, can
achieve reasonably faster login time. We also split the participants (who will
perform the attack) in 3 groups (each having 5). Then we asked them to learn
how the attack can be performed. We allow each group to perform the attack on
a single method in each day (first day on BW method, second day on FC method
and third day on MC method). There were one to one interaction between the
skilled users and participants. It took three days to complete the training phase.
Each participant faced around 15 rounds for each of the methods in training
phase. Next in b) test phase fourth, fifth and sixth day we asked the participants
to perform the attack on BW, FC and MC method respectively. The attack was
performed against 20 login (by skilled user) sessions for each participant. So we
have collected total (20× 15) = 300 results from the participants for each of the
methods. We have used smart phones for login.

We have seen that 68.3% of the attackers have been able to identify all the
four digits of PIN for BW method. Three of them were able to do it in 18,
16 and 16 sessions (out of 20 sessions). The duration of each login session was
about 15 − 16 seconds (skilled user login time) in BW method. In the next
two days of experiment, (meant for FC and MC method) there was a severe
degradation in attackers performance. None of them was able to retrieve all
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Fig. 9. Above figure shows that CPM shoulder surfers in 68.3% cases can get all PIN
digits entered by user using BW method. All digits in the PIN are secure only in 3.3%
of cases of BW method and that of 64.4% for FC and 73% for MC method.

four digit successfully in any single session. Many of them even failed to detect a
single digit. Fig. 9 shows the performance graph of attacker for BW, FC and MC
method. Duration of each session for FC method was 17 − 18 seconds (skilled
user login time) and that of MC method was 10− 11 seconds (skilled user login
time). While performing the attack by video game players, we have observed
that non-video game players can achieve the same capabilities as video game
players by several practices [13].

Security against Random Key Selection Attack: In each of the BW and
FC methods, attacker can proceed successfully with a probability 1/2 in each
round by randomly guessing the color buttons. Thus security against this kind
of attack in both the method are (1/2)16 or, 15.25×10−6. In case of MC method
attacker might success in the first round with a probability 3/5 (as 3 colors will
appear on user’s PIN digit and choosing of anyone is valid for the first round).
But in subsequent rounds, the probability of success will get reduces to 1/5 and
thus probability of success by the attacker will be (3/5)× (1/5)7 or, 7.68× 10−6,
which is further reduced from both BW and FC method.

5 Usability Analysis

While performing usability analysis we have incorporated total 30 participants
(21 male and 9 female) whose ages were between 24 − 45 years. They all were
habituated with touch screen technology and having (correct-to-) normal eye
sight. We made three groups and randomly assign ten users to each group. We
demonstrated how BW, FC and MC methodologies work and uploaded all three
of those in a server so that they can use it to train themselves for login. We have
set a global PIN, which is same for all participants for all three methods. During
the demonstration we show them by suppressing saccadic eye movement, how
one can achieve faster response time and encourage them to do so while login. We
also gave all participants 2 days of time to get familiar with the login modules.
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During test period we collected the data for one day. We randomly pick each
group and assign a random chosen login method to each group so that each
group gets one method out of three. No methods were distributed to more than
one group. Participant were asked to perform the login using smart phones. Each
participant in a group were requested to login ten times using the login method-
ology allocated to that group. Thus for each methodology we have obtained
(10× 10) 100 tested data. There after we have performed an analysis regarding
login time and percentage of error during login. Fig. 10 shows how login time
varies for BW, FC and MC methods (10.2− 14.8 sec for MC method, 17.1− 24
sec for FC method and 16 − 22 sec for BW method). We have taken average
login time for each participant to perform statistical significance test. In t test
(t(18) = 0.228, P<0.05) [24] shows no significant difference between BW and
FC method in terms of login duration. A one way ANOVA test suggest (F(2,27)
= 35.3, P<0.05) [24] among BW, FC and MC method, at least one method sig-
nificantly reduces login duration. So cumulative result of both the test suggests,
using MC method one can achieve faster login time.

Fig. 10. Above figure shows a comparison of login duration among BW, FC and MC
method

Result in Fig.10 shows that login time increases for some users and this is
because, few users make a random eye movement during login and do not follow
the strategy of “suppression of saccadic eye movement” during login. In this pa-
per we have shown that, by following some smart work user can reduce the login
time and thus can avoid the attack while using MC or, FC method. But using
BW method no user can avoid such attack and thus this method is vulnerable
to shoulder surfing attack performed by CPM shoulder surfers.

Percentage of error occurs during login was estimated as 0.16 for BW method,
0.15 for FC method and that of 0.07 for MC method. Student t test (t(18) =
0.80, P < 0.05) [24] suggests there exists no significant difference between BW
and FC method. A one-way ANOVA test shows (F (2, 27) = 3.45, p < 0.05)
[24] at least one method among BW, FC and MC method significantly reduces
error rate while login. Cumulative result of both the test shows MC method is
less prone in terms of login by user.
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User Feedback: After performing the usability analysis, we gave all the users
a feedback form. Almost all (above 80%) agree that our methodology takes a bit
more time (2 − 3 login session) in terms of learning initially. But most of them
prefer MC method due to less number of rounds and better security. They also
agree that fatigue level using our methodology is much less.

In [18] using CPM-GOMS tool authors showed that skilled user login time
using BW method is 960 ms and that of 1080 ms for FC method in each round.
They also informed that CPM shoulder surfers require 960 ms to perform the
attack on BWmethod and 1580 ms for FC method (each result was derived using
CPM-GOMS tool). Hardness factor greater than 1 suggests a method is secure
against CPM shoulder surfers and it increases monotonically. In Table 3 we have
presented a summary of comparative analysis among all three methodologies.
Pr[SRKS] in Table 3 denotes probability of success by selecting random keys for
giving response.

Table 3. The outline of comparative features among BW, FC and MC method

BW method FC method MC method
PIN length 4 4 4
Rounds 16 16 8
Hardness factor 1 1.462 1.468
Pr[SRKS] 1/216 1/216 3/58

Login time More More Less

6 Conclusion and Future Work

Strong shoulder surfing attack resilient schemes (that resist recording attack)
often require more computational skills from users end and so they are not
very commonly used in public domain. Authentication system used in public
domain are often targeted by human shoulder surfers and for those systems a
better alternative is to use schemes which can resist attack performed by human
adversaries. Schemes which can resist such attack are known as weak shoulder
surfing resilient schemes.

In this paper we have presented MC Method which is immune to weak
shoulder surfing attack performed without any recording device. Our proposed
methodology minimizes user effort during login by a large margin. That is a
major advantage we have achieved here. However, to achieve this we have not
compromised with the security aspect. On the contrary we are able to increase
the security level. These two advantages combined together have made the pro-
posed MC scheme to a powerful scheme. We have also shown the comparative
study with two existing techniques and found that the proposed technique per-
forms well with respect to those techniques both in terms of usability and secu-
rity point of view. In future we will try to extend this shoulder surfing resilient
scheme against the adversaries with recording device.
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