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Abstract. The probabilistic encryption produces more than one ciphertext for
the same plaintext. In this paper an attempt has been made to propose a
probabilistic encryption algorithm based on simple linear transformation. The
variable length sub key groups are generated using a random sequence. A
randomly selected element is replaced by each element of the plaintext from the
corresponding indexed sub key group. With this a cryptanalyst cannot encrypt a
random plaintext looking for correct ciphertext. The security analysis and
performance of the method are studied and presented.
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1 Introduction

The information to be transmitted must be secure against several attacks. This is
achieved by using encryption and decryption techniques, which converts readable of
information into unreadable form and vice versa. Many numbers of cryptographic
algorithms are available to provide secured transformation of information, but the
efficiency and strength of the algorithm is one of the most important aspects to be
studied in the field of information security. With the development of probabilistic
encryption algorithms a cryptanalyst cannot encrypt random plaintext looking for
correct ciphertext because the encryption process produces more than one ciphertext
for one plaintext. We consider linear transformation based cryptosystem which is a
simple classical substitution cipher.

In 1929 Hill developed a simple cryptosystem based on linear transformation. It is
implemented using simple matrix multiplication and it hides single character frequency
and also hides more frequency information by the using large key matrix. But it is
vulnerable to known plaintext attack and the inverse of every shared key matrix may not
exist all the time. It is a simple traditional symmetric key cipher and the message is
transmitted through the communication channel is divided into ‘m’ blocks, each of size

3

n’. Assume that both ‘n’ and ‘m’ are positive integers and M, is the i™ block of
plaintext. This procedure encrypt each of the block M; one at a time using secret key

matrix. It maps each character with unique numeric value like A=0, B=1 ... to produce
the ‘n’ characters in each of the block. The i ciphertext block C; can be obtained by
encrypting the i plaintext block M; using the following equation (1)
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C, =M ;K modm €))

In which K is an n x n key matrix. The plaintext can be obtained from the
decrypted cipher text using following equation (2)

M; =C,K™" modm 2)

In which K" is the key inverse and it exist only if the GCD (det K (mod m), m) = 1.

Many researchers improved the security of linear transformation based
cryptosystem. Yeh, Wu et al. [16] presented an algorithm which thwarts the known-
plaintext attack, but it is not efficient for dealing bulk data, because too many
mathematical calculations. Saeednia [13] presented an improvement to the original
Hill cipher, which prevents the known-plaintext attack on encrypted data but it is
vulnerable to known-plaintext attack on permutated vector because the permutated
vector is encrypted with the original key matrix. Ismail [5] tried a new scheme
HillMRIV (Hill Multiplying Rows by Initial Vector) using IV (Initial Vector) but
Rangel-Romeror et al. [10] proved that If IV is not chosen carefully, some of the new
keys to be generated by the algorithm, may not be invertible over Z,, , this make
encryption/decryption process useless and also vulnerable to known-plaintext attack
and also proved that it is vulnerable to known-plaintext attack. Lin C.H. et al. [8]
improved the security of Hill cipher by using several random numbers. It thwarts the
known-plaintext attack but Toorani et al.[14, 15] proved that it is vulnerable to chosen
ciphertext attack and he improved the security, which encrypts each block of plaintext
using random number and are generated recursively using one-way hash function but
Liam Keliher et al [7] proved that it is still vulnerable to chosen plaintext attack .
Ahmed Y Mahmoud et al [1, 2, 3] improved the algorithm by using eigen values but it
is not efficient because the time complexity is more and too many seeds are
exchanged. Reddy, K.A. et al [11, 12] improved the security of the cryptosystem by
using circulant matrices but the time complexity is more. Again Kaipa, A.N.R et al
[6] improved the security of the algorithm by adding nonlinearity using byte
substitution over GF (2°) and simple substitution using variable length sub key
groups. It is efficient but the cryptanalyst can find the length of sub key groups by
collecting pair of same ciphertext and plaintext blocks. Later Adinarayana reddy [17]
improved the security of [6] by dynamic byte substitution where the dynamic byte
substitution shifts the static location to new secret location. Goldwasser and Micali
introduced the probabilistic encryption algorithm [18] but is impractical to
implement. In this paper randomness will be included to the linear transformation
based cryptosystem to overcome chosen-plaintext and chosen-ciphertext attacks and
to reduce the time complexity.

In this paper an attempt has been made to introduce the concept of probabilistic
encryption. The detailed algorithm is presented in section-2 and its performance and
security analysis are studied and presented in section-3.
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2 Method

In this paper an attempt is made to propose a randomized encryption algorithm which
produces more than one ciphertext for the same plaintext. The following sub sections
explain the proposed method.

2.1  Algorithm

Let M be the message to be transmitted. The message is divided into ‘m’ blocks each
of size ‘n’ where ‘m’ and ‘n’ are positive integers and pad the last block if necessary.
Let M, be the i" partitioned block (i = 1, 2, ... m) and size of each M is ‘n’. Let C,

be ciphertext of the i block corresponding to the i of block plaintext. In this paper
the randomness is added to the linear transformation based cryptosystem. Each
element of the plaintext block is replaced by a randomly selected element from the
corresponding indexed sub key group. The randomly selected element will not be
exchanged with the receiver. In this method key generation and sub key group
generation is similar to hybrid cryptosystem [3]. Choose a prime number ‘p’. The
following steps illustrate the algorithm.

1. Step 1: Key Generation. Select randomly ‘n’ numbers (k,,1k, ---,k, ) such
that GCD (kl,lk2 --‘,kn)= 1. Assumek; € Z,. Rotate each row vector

relatively right to the preceding row vector to generate a shared key
matrix K, . The generated key matrix is called prime circulant matrix.

2. Step 2: Sub Key Group Generation. Let r = Zki mod p and generate a
i=1
sequence of ‘p’ pseudo-random numbers S; (i =0, 1,... p-1) with initial seed

value as r. Generate the sub-key group Sg as i from pseudo-random numbers
as,j=(i+ §;) modb, forall i€ S§; and b< |_p/2J. (i.e. the sub-key groups

are formed with the pseudorandom number sequence.)
3. Step 3: Encryption. The encryption process encrypts each block of plaintext
using the following steps.
3.1 Initially the transformation is applied as ¥ = KM mod p

3.2 The index of very element of the vector Y is calculated as,
Index =Y mod b (i.e. Y mod b = (y; mod b, ... y, mod b)) and
corresponding to the vector Index an element is randomly
selected from the corresponding sub key group Sg and that
becomes C, and C; = (y; /b, ... y,/b) + (yy mod b, ... y, mod
b) mod p i.e. C1 = Y/b + Index
3.3 The pair of ciphertext (C;, C,) is transferred to other end.
4  Step 4: Decryption. The decryption process decrypts each of the received
ciphertext pair (C1, C2) using the following steps
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4.1 Receiver receives ciphertext pair (C;, C,) and searches for the
index vector Index from C, then calculate Y as Y = (b*(C;-
Index) + Index) mod p

4.2 In order to obtain the plaintext the inverse key matrix 1is
multiplied with the resultant vector Y as

M =K 'Ymod p
The algorithm is explained through the following example

2.2 Example

Consider a prime number p as 53 and the set of relatively prime numbers as [5, 27,
13]. Generate shared key matrix Kj,;. Assume the plaintext block M= [12, 14, 3].
Generate a sequence of ‘p’ pseudo-random number with seed value as r = 45. Assume
b =5 and generate five sub-key groups (Sg) from the random number sequence. The
sub key groups are random and of variable length.
Sc [0] = {0, 6, 17, 21, 24, 25, 31, 38, 50}
Sc[11=1{1,4,9, 12, 16, 29, 30, 34, 39, 40, 43, 44, 46, 48, 49}
Sc [2]1 = {2, 3, 13, 22, 23, 26, 37, 45, 51, 52}
Sc [31=1{7, 10, 15, 19, 20, 27, 33, 42}
Sc [4]1= {5, 8, 11, 14, 18, 28, 32, 35, 36, 41, 47}
Y = KM mod p = KM mod 53 = [0, 42, 44]
Y/b=(0,8,8)
Y%b=(0,2,4)
Now select elements randomly from the corresponding sub key groups
and add the position of those elements to the corresponding quotient Y / b.
The possible ciphertext pairs are presented in table 1.
The same plaintext is mapped to many ciphertext pairs
After communicating the ciphertext pair (C;, C,) to the receiver, the
decryption process outputs the plaintext as [12, 14, 3].

3 Performance Analysis

The performance analysis is carried out by considering the computational cost and
security analysis which are to show the efficiency of the algorithm.

3.1 Computational Cost

The time complexity measures the running time of the algorithm. The time
complexity of the proposed algorithm to encrypt and to decrypt the text is O (mn’)
which is shown in the equation (4), where ‘m’ is number of blocks and ‘n’ is size of
each block, which is same as that of original Hill cipher. In this process Tg,. and Tpe.
denote the running time for encryption and decryption of ‘m’ block of plaintext
respectively.
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Ty (M) = m(n*)Tyyy + m(n*)T 4y 3

Tpee(m) = m(n2 Ty + m(n2 )T 40 +mnT,

In whichT

waa » Ty » and T are the time complexities for scalar modular addition,

multiplication, and search for the index respectively.

Ty (m) = m(n2 ), + m(n2 )Cp = O(mnz) @

Tpec(m) = m(n2 )y + m(n2 )cy +mncy= O(mnz)

Where cy,c, and c; are the time constants for addition, multiplication and index search
respectively. The running time of encryption our method and other methods are
analysed and presented in the Fig 1. The running time our method is equal to the
linear transformation based cipher. As the block size increases the time to encrypt is
linearly increasing whereas other method is increasing exponentially. Similarly the
time to decrypt also increases linearly as block size increases. This method
outperforms comparing with other methods. Our method even reduced the space
complexity because it needs only n memory locations to store the key as the shared
key is circulant matrix.

3.2  Security Analysis

The key matrix is shared secretly by the participants. The attacker tries to obtain the
key by various attacks but it is difficult because the random selection of elements
from sub key groups. It is difficult to know the elements of the sub key groups
because each sub key group is of variable length and generated by modulo which is
an one-way function.

The proposed cryptosystem overcomes all the drawbacks of linear transformation
based cipher and symmetric key algorithms. This is secure against known-plaintext,
chosen-plaintext and chosen-ciphertext attacks because one plaintext block is
encrypted many number of ciphertext blocks. This is due to the random selection of
element from the corresponding sub key group. Therefore, the cryptanalyst can no
longer encrypt a random plaintext looking for correct ciphertext. To illustrate this
assume that the cryptanalyst has collected a ciphertext C;and guessed the

corresponding plaintext M correctly but when he/she encrypt the plaintext block
M the corresponding ciphertext block C; will be completely different. Now he/she

cannot confirm M is correct plaintext for the ciphertext C;. This makes the more

secure and efficient. It also requires huge memory. It is also secure against brute force
attack if the key size is at least 8 and prime modulo p is at least 53. It is free from all
the security attacks.
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Table 1. Ciphertext corresponding to Plaintext
Plaintext M Cl C2
Case 1 [12, 14, 3] [0, 10, 12] [6, 26, 41]
Case 2 [12, 14, 3] [0, 10, 12] [31, 51, 18]
Case 3 [12, 14, 3] [0, 10, 12] [50, 2, 18]
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Fig. 1. Block Size Vs Encryption time
4 Conclusion

The structure of the proposed cryptosystem is similar to substitution ciphers i.e.
initially the linear transformation is applied on the original plaintext block then the
result is replaced by a randomly selected element from the corresponding sub key
group. The sub key groups are of variable length and each sub key group is generated
randomly using one-way modulo function. The proposed probabilistic encryption
algorithm produces more than one ciphertext for one plaintext because each element
of the block is replaced by a randomly selected element from the corresponding sub
key group. The proposed cryptosystem is free from all the security attacks and it has

reduced the memory size from n” to n, because key matrix is generated from the first
row of the matrix and is simple to implement and produces high throughput.
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