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Abstract. We prove that, for a KEM/Tag-DEM (Key Encapsulation
Mechanism/ Tag Data Encapsulation Mechanism) hybrid encryption
scheme, if the adaptive chosen ciphertext secure KEM part has the prop-
erties of key malleability and key fingerprint and the Tag-DEM part is
a one-time secure tag authenticated encryption, then the hybrid encryp-
tion is seucure against related key attacks (RKA). We show that several
classical KEM schemes satisfy these two properties.
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1 Introduction

The traditional model for the security of public key encryption schemes assumes
that cryptographic devices are black-boxes and the private keys are completely
hidden and protected from the attackers. For example, in the definition of adap-
tive chosen ciphertext attacks (IND-CCA2), the adversary can only communicate
with the challenger through the encryption oracle and the decryption oracle, and
can not get any internal information of the cryptographic devices. However, real
attacks demonstrate that the adversary may get or modify the private key by
using physical side-channels [26,7,9,18].

Related-key attacks (RKAs) were first proposed in [25,6] as a cryptanalysis
tool for block ciphers. Real attacks [7,9], in which the attacker can modify the
keys stored in the memory, turned this theoretical analysis model for block ci-
phers to a practical attack model for all kinds of cryptographic primitives such
as public key encryption (PKE), identity based encryption (IBE), digital signa-
ture and so on. The theoretical definition of RKA security was first proposed
by Bellare and Kohno [4], who treated the case of PRFs (PseudoRandom Func-
tions) and PRPs (PseudoRandom Permutations). Research then expanded to
other primitives [1,3,16,17].
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The RKA security of public key encryption schemes was first considered by
Bellare, Cash and Miller [3]. They showed how to leverage the RKA security
of block ciphers to provide RKA security for high-level primitives including SE
(symmetric encryption), PKE, IBE and digital signature. They also showed that
IBE is an enabling primitive in the RKA domain: achieving RKA secure IBE
schemes yields RKA secure CCA-PKE (chosen ciphertext secure PKE) and dig-
ital signature schemes. Their main idea is to protect the secret key of a high
level primitive with a RKA secure PRG (PseudoRandom Generator) which can
be constructed from a RKA secure PRF. Since affine functions and polynomial
functions contain constant functions, RKA secure PRFs for these functions can
not exist. That is, the framework of [3] can only get RKA security for linear
functions. To overcome the linear barrier, Bellare et al. [5] proposed a frame-
work enabling the constructions of RKA secure IBE schemes for affine functions
and polynomial functions of bounded degree. To go beyond the algebraic barrier
and achieve RKA security for arbitrary key relations, Damg̊ard et al. [15] pro-
posed the bounded tamper resilience model, in which the number of tampering
queries the adversary is allowed to ask for is restricted.

Wee [31] firstly proposed direct constructions of RKA secure public key en-
cryption schemes. Wee showed that the Cramer-Shoup CCA secure constructions
[12,13] do not satisfy the property of finger-printing. To achieve this property,
Wee turned to the “all-but-one extraction” paradigm [8]. Dingding Jia et al. [22]
showed that the Cramer-Shoup paradigm satisfy a similar property as finger-
printing and proposed two RKA secure public key encryption schemes based on
the Cramer-Shoup paradigm.

1.1 Our Contribution

We focus on how to uniformly enhance an IND-CCA2 secure PKE schemes to
CC-RKA (adaptive chosen ciphertext related key attack) security. Specifically,
for the KEM/Tag-DEM framework [11], we prove that CC-RKA secure hy-
brid encryption schemes can be constructed from an IND-CCA2 or IND-CCCA
[19](Constrained Chosen Ciphertext Attacks) secure KEM and a one-time secure
tag authenticated encryption. In addition, we require that the KEM scheme has
the properties of key-malleable and key-fingerprint. We show that several classi-
cal IND-CCA2 or IND-CCCA secure KEM schemes satisfy these two properties.
Thus we get efficient RKA secure hybrid encryption schemes.

In the construction of RKA secure schemes, key malleability is a useful and
widely used property [2,3,5] (also name as “key homomorphism” in [31]). Key
malleability means that the decryption of a ciphertext C using a secret key φ(sk),
where φ denotes a function, equals the decryption of some other ciphertext C′

using the original secret key sk. If the adversary can not find a (φ,C) pair such
that C′ equals the challenge ciphertext C∗, then the key malleability property
reduces the CC-RKA security to the IND-CCA2 security. To prevent the adver-
sary from getting such pairs, Wee [31] combined a tag-based CCA secure scheme
with a one-time signature scheme, where the tag is derived from the verification
key of the one-time signature scheme. In addition, Wee required that C and C′
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share the same tag. If C and C′ are valid ciphertexts and share the same tag,
then the one-time signature scheme tells us that C = C′. To achieve CC-RKA
security, Wee required that C∗ is an invalid ciphertext under any φ(sk) �= sk.
As a result, the adversary can not find a (φ,C) pair such that C = C′ = C∗ is
a valid ciphertext under φ(sk). This property is another useful property named
as “key fingerprint” in [2] and “finger-printing” in [31].

Instead of adding a one-time signature scheme to a tag-based CCA secure
PKE scheme as in[31], we show that the AE-OT (one-time secure authenticated
encryption) secure DEM part in the hybrid scheme itself is a good choice to
prevent the adversary from finding a valid (φ,C) pair such that C′ = C∗, here
C,C′, C∗ denote the ciphertext of the KEM part. That is, the AE-OT secure
DEM part can provide an integrity authentication service for the KEM part.
When C �= C′ = C∗, the AE-OT property guarantees that the adversary can
not construct a valid DEM part. More formally, we prove that the KEM/Tag-
DEM hybrid encryption is CC-RKA secure if the IND-CCA2 (or IND-CCCA)
secure KEM part has the properties of key malleability and key fingerprint and
the Tag-DEM part is a one-time secure tag authenticated encryption.

Compared with Wee’s construction [31], our construction can get CC-RKA se-
cure public key encryption schemes from the “all-but-one extraction” paradigm
and the Cramer-Shoup paradigm uniformly, while Wee’s construction can only
get CC-RKA secure public key encryption schemes from the “all-but-one extrac-
tion” paradigm.

1.2 Outline

In section 2 we review the definition of related key attacks, key encapsulation
mechanism and data encapsulation mechanism with tag. In section 3 we propose
our new construction. In section 4 we show that several classical IND-CCA2
secure KEM schemes satisfy key malleability and key fingerprint. Finally we
give the conclusion in section 5.

2 Definitions

If S is a finite set, s
R← S denotes that s is sampled from the uniform distribution

on S. If A is a probabilistic algorithm and x an input, then A(x) denotes the
output distribution of A on input x. Thus, we write y←A(x) to denote of running
algorithm A on input x and assigning the output to the variable y.

2.1 Related Key Attacks

We follow the definition of related key attacks from [31]. A public key encryption
scheme is secure against adaptive chosen ciphertext related key attacks (CC-
RKA) if the advantage of any adversary in the following game is negligible in
the security parameter k.
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1. The challenger runs the key generation algorithm (PK, SK) ← KeyGen(1k)
and sends the public key PK to the adversary.

2. The adversary makes a sequence of calls to the related key decryption oracle
RKA.Dec(·, ·) with (φ,C). Here φ ∈ Φ, Φ is a class of related-key deriving
functions, C is a ciphertext. The challenger decrypts the ciphertext C using
φ(SK) and sends the result to the adversary.

3. The adversary queries the encryption oracle with (m0,m1). The challenger
computes:

b
R← {0, 1}, C∗ ← EncPK(mb)

and responds with C∗.
4. The adversary queries the related key decryption oracle continuously with

(φ,C). The challenger acts just as in step 2. The only restriction is that the
adversary can not query the related key decryption oracle with (φ,C) that
φ(sk) = sk and C = C∗.

5. Finally, the adversary outputs a guess b′.

The adversary’s advantage in the above game is defined as AdvrkaA,Φ(k) =
|Pr[b′ = b] − 1/2|. An encryption scheme is Φ-CC-RKA secure if for all PPT

adversary the advantage AdvrkaA,Φ(k) is a negligible function of k.

2.2 Key Encapsulation Mechanism

A key encapsulation mechanism consists of the following algorithms:

– KEM.KG(1k): A probabilistic polynomial-time key generation algorithm
takes as input a security parameter (1k) and outputs a public key PK and
a private key SK. We write (PK, SK) ← KEM.KG(1k)

– KEM.E(PK): A probabilistic polynomial-time encapsulation algorithm takes
as input the public key PK, and outputs a pair (K,ψ), whereK ∈ KD(KD is
the key space) is a key and ψ is a ciphertext. We write (K,ψ) ← KEM.E(PK)

– KEM.D(SK,ψ): A decapsulation algorithm takes as input a ciphertext ψ
and the private key SK. It returns a key K. We write K ← KEM.D(SK,ψ).

A KEM scheme is secure against adaptive chosen ciphertext attacks if the
advantage of any adversary A in the following game is negligible in the security
parameter k.

1. The adversary queries a key generation oracle. The key generation oracle
computes (PK, SK) ← KEM.KG(1k) and responds with PK.

2. The adversary makes a sequence of calls to the decapsulation oracle. For
each query the adversary submits a ciphertext ψ, and the decapsulation
oracle responds with KEM.D(SK,ψ).

3. The adversary queries an encapsulation oracle. The encapsulation oracle
computes:

b
R← {0, 1}, (K1, ψ

∗) ← KEM.E(PK),K0
R← KD,

and responds with (Kb, ψ
∗).
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4. The adversary makes a sequence of calls to the decapsulation oracle. For each
query the adversary submits a ciphertext ψ, and the decapsulation oracle
responds with KEM.D(SK,ψ). The only restriction is that the adversary
can not request the decapsulation of ψ∗.

5. Finally, the adversary outputs a guess b′.

Let Pr[Asuc] be the probability that the adversary A succeeds in the game
above. The adversary’s advantage in the above game is

AdvccaA (k) = |Pr[Asuc]− 1/2| = |Pr[b′ = b]− 1/2|.

If a KEM is secure against adaptive chosen ciphertext attacks defined in the
above game, we say it is IND-CCA2 secure.

Hofheinz and Kiltz [19] proposed a relaxed notion of IND-CCA2 named as
“constrained chosen ciphertext security” (IND-CCCA). In the definition of IND-
CCCA the adversary is allowed to make a decapsulation query if it already
has some priori knowledge of the decapsulated key K. That is, the adversary
need to provide an efficiently computable boolean predicate pred : K → {0, 1}.
To construct a predicate pred(K) that evaluates to 1, the adversary has to
have a high priori knowledge about the decapsulated session key K. The formal
definition of IND-CCCA is similar to that of IND-CCA2, while the only difference
is that the adversary provides a (ψ, pred) pair in the decapsulation query, and
the challenger verifies whether pred(K) = 1 or not. If pred(K) = 1 then K is
returned, and ⊥ otherwise. The adversary’s advantage is defined as

AdvcccaA (k) = |Pr[Asuc]− 1/2| = |Pr[b′ = b]− 1/2|.

Φ-Key malleability.We say that a KEM has the property of Φ-key mal-
leability if there is a PPT algorithm T such that for all φ ∈ Φ, PK, SK and
ψ:

KEM.D(φ(SK), ψ) = KEM.D(SK, T (PK, φ, ψ)).

Φ-Key fingerprint. For all PK, SK and ψ, we say that a KEM has the
property of Φ-key fingerprint if for any PPT adversary the probability to find
a function φ ∈ Φ such that φ(SK) �= SK and T (PK, φ, ψ) = ψ is a negligible
value εkf .

2.3 Data Encapsulation Mechanism with Tag

A data encapsulation mechanism with tag consists of two algorithms:

– Tag-DEM.E(K,m, t): The encryption algorithm takes as inputs a key K, a
message m, a tag t and outputs a ciphertext χ. We write χ ← Tag-DEM.E
(K,m, t)

– Tag-DEM.D(K,χ,t): The decryption algorithm takes as inputs a key K, a
ciphertext χ, a tag t and outputs a message m or the rejection symbol ⊥.
We write m ← Tag-DEM.D(K,χ, t)
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We require that for all K ∈ {0, 1}le (le denotes the length of K), m ∈ {0, 1}∗
and t ∈ {0, 1}∗ ,we have:

Tag-DEM.D(K,Tag-DEM.E(K,m, t), t) = m.

A Tag-DEM scheme is IND-OT (indistinguishability against one-time attacks)
secure if the advantage of any PPT adversary A in the following game is negli-
gible in the security parameter k:

1. The challenger randomly generates an appropriately sized key K and a tag
t∗.

2. The adversary A queries the encryption oracle with two messages m0 and
m1) such that |m0| = |m1|. The challenger computes

b
R← {0, 1}, χ∗ ← Tag-DEM.E(K,mb, t

∗)

and responds with χ∗ and t∗.
3. Finally, A outputs a guess b′ .

The advantage of A is defined as Advind-otA (k) = |Pr[b = b′] − 1/2|. We
say that the Tag-DEM is one-time secure in the sense of indistinguishability if

Advind-otA (k) is negligible.
A Tag-DEM scheme is INT-OT (one-time secure in the sense of ciphertext

integrity) secure if the advantage of any PPT adversary A in the following game
is negligible in the security parameter k:

1. The challenger randomly generates an appropriately sized key K and a tag
t∗.

2. The adversary A queries the encryption oracle with a message m. The chal-
lenger computes

χ∗ ← Tag-DEM.E(K,m, t∗)

and responds with χ∗ and t∗.
3. Finally, the adversary A outputs a ciphertext χ and a tag t such that

Tag-DEM.D(K,χ, t) �=⊥.

The advantage of A is defined as

Advint-otA (k) = Pr[(χ, t) �= (χ∗, t∗)].

We say that the Tag-DEM is one-time secure in the sense of ciphertext in-

tegrity if Advint-otA (k) is negligible.
A Tag-DEM is one-time secure in the sense of tag authenticated encryption

(Tag-AE-OT) iff it is IND-OT secure and INT-OT secure. Similar to AE-OT
secure ciphers in [24], Tag-AE-OT secure ciphers can also be constructed from a
SE (symmetric encryption) scheme and a MAC (message authentication code)
scheme. The only difference is that the MAC scheme takes the ciphertext of the
SE scheme and the tag t as inputs.
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3 Hybrid Encryption Against Related Key Attacks

In this section we prove that the KEM/Tag-DEM hybrid encryption [11] is Φ-
CC-RKA secure if the IND-CCA2 (or IND-CCCA) secure KEM part has the
properties of Φ-key malleability and Φ-key fingerprint and the Tag-DEM part is
a one-time secure tag authenticated encryption. The KEM/Tag-DEM framework
for hybrid encryption can be described as follows.

– KeyGen(1k): The key generation algorithm is the same as that of the KEM
scheme.

(PK, SK) ← KEM.KG(1k)

– Encrypt(PK,m): The encryption algorithm works as follows:

(K,ψ) ← KEM.E(PK), χ ← Tag-DEM.E(K,m,ψ), C ← (ψ, χ)

– Decrypt(SK,C): The decryption algorithm works as follows:

K ← KEM.D(SK,ψ),m ← Tag-DEM.D(K,χ, ψ)

Before formal proof, we give a direct understanding of the CC-RKA security
of the KEM/Tag-DEM hybrid encryption scheme. Intuitively, for an IND-CCA2
secure public key encryption scheme, if the private key is completely protected,
the ciphertext is non-malleable. That is, the adversary can not construct a ci-
phertext based a valid ciphertext C∗. However, in the CC-RKA model, the
ciphertext may be malleable since the adversary can modify the private key. In
the KEM/Tag-DEM framework the Tag-DEM part provides the integrity au-
thentication service to the KEM part. The INT-OT security of the Tag-DEM
scheme guarantees that the adversary can not extend an existing ciphertext to
get a new valid ciphertext.

First we prove the CC-RKA security of the hybrid encryption scheme when
the KEM part is IND-CCA2 secure.

Theorem 1. If the KEM part is IND-CCA2 secure and has the properties of Φ-
key malleability and Φ-key fingerprint, the Tag-DEM part is Tag-AE-OT secure,
then the hybrid encryption above is Φ-CC-RKA secure.

Proof. Suppose that an adversary A can break the Φ-CC-RKA security of the
hybrid encryption. To prove the theorem, we construct an adversary B to break
the IND-CCA2 security of the KEM scheme. The construction of B is described
as follows.

Setup: The adversary B gets the public key PK from the challenger and
sends it to the adversary A.

Decryption oracle1: When A queries the related key decryption oracle with
(φ,C), where C = (ψ, χ), φ ∈ Φ, the adversary B computes m as follows and
returns it to A.

ψ′ ← T (PK, φ, ψ),K ← Dkem(ψ′),m ← Tag-DEM.D(K,χ, ψ).
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Here Dkem(·) denotes the decapsulation oracle of the KEM scheme, T is the
transform function according to the Φ-key malleability property. According to
the Φ-key malleability property, we have

K = Dkem(ψ′) = KEM.D(SK,ψ′) = KEM.D(φ(SK), ψ).

Thus the adversary B simulates the related key decryption oracle perfectly in
this step.

Challenge: The adversary A queries the encryption oracle with two messages
m0 and m1. The adversary B computes as follows.

(K∗, ψ∗) ← Ekem(PK), b
R← {0, 1},

χ∗ ← Tag-DEM.E(K∗,mb, ψ
∗), C∗ ← (ψ∗, χ∗).

Here Ekem(PK) is the encryption oracle of the KEM scheme, K∗ is randomly
chosen from the key space or equals to KEM.D(SK,ψ∗). The adversary B sends
C∗ the A.

Decryption oracle2: When A queries the decryption oracle with (φ,C) con-
tinuously, B computes ψ′ ← T (PK, φ, ψ) and acts as follows.

– Case 1: ψ′ �= ψ∗. The adversary B computes m as follows and returns it to
A.

K ← Dkem(ψ′),m ← Tag-DEM.D(K,χ, ψ).

– Case 2: ψ �= ψ′ = ψ∗. The adversary B returns a rejection symbol ⊥. Accord-
ing to the INT-OT security of Tag-DEM, Tag-DEM.D(K∗, χ, ψ) =⊥ except

with the probability of Advint-otA .
– Case 3: ψ = ψ′ = ψ∗ and χ = χ∗. The adversary B returns a rejection symbol

⊥. Since the adversaryA can not query (φ, (ψ, χ)) such that (ψ, χ) = (ψ∗, χ∗)
and φ(SK) = SK, we have that φ(SK) �= SK. According to the Φ-key
fingerprint property, the probability that A can find a function φ ∈ Φ such
that φ(SK) �= SK and T (PK, φ, ψ) = ψ is a negligible value εkf .

– Case 4: ψ = ψ′ = ψ∗ and χ �= χ∗. The adversary B returns a rejection symbol
⊥. According to the INT-OT security of Tag-DEM,Tag-DEM.D(K∗, χ, ψ) =⊥
except with the probability of Advint-otA .

According to the four cases above, we have that B simulates the related key

decryption oracle in this step perfectly except with the probability of Advint-otA +
εkf .

Guess: Finally when A outputs b′, B outputs 1 if b′ = b and 0 otherwise.
To compute the advantage of B in breaking the IND-CCA2 security of the

KEM scheme we first consider the probability that B succeeds in guessing K∗ =
K1 or K∗ = K0. According to the algorithm above, we have:

Pr[Bsuc] = Pr[b′ = b|K∗ = K1] Pr[K
∗ = K1]+

Pr[b′ �= b|K∗ = K0] Pr[K
∗ = K0],

(1)

where Pr[Bsuc] denotes the probability that B succeeds in guessing K∗ = K1

or K∗ = K0.
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According to the definition of the IND-CCA2 security for KEM, we have that:

Pr[K∗ = K1 = KEM.D(SK,ψ∗)] = Pr[K∗ = K0] = 1/2. (2)

If K∗ = K1 = KEM.D(SK,ψ∗), we have that B simulates the Φ-CC-RKA

challenger perfectly except with the probability of Advint-otA +εkf . Thus we have:

Pr[b = b′|K∗ = K1] ≥ 1/2 + AdvrkaA,Φ − (Advint-otA + εkf). (3)

If K∗ = K0, since K0 is randomly chosen from the key space we have that K∗

is independent from the point view of A except the probability of Advint-otA +εkf .
Thus we have:

Pr[b �= b′|K∗ = K0] ≥ 1/2−Advind-otA − (Advint-otA + εkf). (4)

From equations (1), (2) and (3) we have that:

Pr[Bsuc] = Pr[b′ = b|K∗ = K1] Pr[K
∗ = K1]+

Pr[b′ �= b|K∗ = K0] Pr[K
∗ = K0]

≥ (1/2− Advind-otA − (Advint-otA + εkf))1/2+

(1/2 + AdvrkaA,Φ − (Advint-otA + εkf))1/2

= 1/2(AdvrkaA,Φ −Advind-otA ) + 1/2− (Advint-otA + εkf)

(5)

Finally we can get the advantage of B as follows:

AdvccaB = |Pr[Bsuc]− 1/2|
≥ 1

2Adv
rka
A,Φ − 1

2Adv
ind-ot
A −Advint-otA − εkf .

(6)

This completes the proof of theorem 1. �	
Now we prove the CC-RKA security of the hybrid encryption scheme when

the KEM scheme is IND-CCCA secure.

Theorem 2. If the KEM part is IND-CCCA secure and has the properties of Φ-
key malleability and Φ-key fingerprint, the Tag-DEM part is Tag-AE-OT secure,
then the hybrid encryption above is Φ-CC-RKA secure.

The proof of theorem 2 is similar to that of theorem 1. The only difference
is that in the decryption oracle B needs to provide a boolean predicate function
pred when querying the decapsulation oracle of the IND-CCCA secure KEM
challenger. Just as in [19], we can use the ciphertext of the Tag-DEM scheme as
the boolean predicate function. That is predχ(K) = 0 if Tag-DEM.D(K,χ, ψ) =⊥
and predχ(K) = 1 otherwise.

4 Instantiations

In this section we show that several classical KEM schemes have the properties of
key malleability and key fingerprint. Specifically, we consider the KEM schemes
from the Cramer-Shoup paradigm and the “all-but-one extraction” paradigm.
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4.1 KEM Schemes from the Cramer-Shoup Paradigm

We show that the IND-CCCA secure KEM scheme proposed in [24] has the prop-
erties of keymalleability and key fingerprint. First we review the scheme as follows.

– KeyGen(1k): Assume that G is a group of order q where q is large prime
number.

(g1, g2)
R← G, (x1, x2)

R← Z∗
q , h ← gx1

1 gx2

2 ,

PK ← (g1, g2, h,H), SK ← (x1, x2),

where H is a 4-wise independent hash function.
– Encapsulation(PK):

r
R← Z∗

q , u1 ← gr1 , u2 ← gr2 ,K ← H(hr), ψ ← (u1, u2).

– Decapsulation(SK,ψ): K ← H(ux1
1 ux2

2 ).

Now show that the KEM above satisfies Φ×-key malleability and Φ×-key fin-
gerprint, where φ×(s) = as mod q, φ× ∈ Φ×, a ∈ Zq.

Φ×-Key malleability. For PK = (g1, g2, h,H), SK = (x1, x2), ψ = (u1, u2)
and φ×(x1, x2) = (a1x1, a2x2), the transform function T is defined as:

T (PK, φ×, ψ) = (ua1

1 , ua2

2 ).

The correctness of T can be verified as follows:

KEM.D(φ×(SK), ψ) = H(ua1x1
1 ua2x2

2 ).

KEM.D(SK, T (PK, φ×, ψ)) = KEM.D(SK, (ua1
1 , ua2

2 )) = H(ua1x1
1 ua2x2

2 ).

Φ×-Key fingerprint. For PK = (g1, g2, h,H), SK = (x1, x2), ψ = (u1, u2)
and φ×(x1, x2) = (a1x1, a2x2), if (a1x1, a2x2) �= (x1, x2) we have that

T (PK, φ×, ψ) = (ua1
1 , ua2

2 ) �= (u1, u2).

Thus the KEM above satisfies Φ×-key fingerprint.
There are severalKEMschemes from theCramer-Shoupparadigm [14,27,24,20].

It is easy to verify thatKEMscheme in [20] also satisfies these two properties, while
the KEM schemes in [14] and [27] are not Φ×-key malleability.

4.2 KEM Schemes from the All-But-One Extraction Paradigm

We show that the IND-CCA2 secure KEM scheme proposed in [21] satisfies key
malleability and key fingerprint. First we review the scheme as follows.

– KeyGen: The key generation algorithm chooses uniformly at random a Blum
integer N = PQ = (2p+1)(2q+1), where P,Q, p, q are prime numbers, then
computes:

g
R← QRN , x

R← [(N − 1)/4], X ← gx2
lK+lH

,
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PK ← (N, g,X), SK ← x,

where H : QRN → {0, 1}lH is a TCR (Target Collision Resistant) hash
function, lH is the bit length of the output value of H, lK is the bit length
of the encapsulated key K.

– Encapsulation:

μ
R← [(N − 1)/4], R ← gμ2

lK+lH
, t ← H(R), S ← ∣

∣
(

gtX
)μ∣
∣ ,

K ← BBSN (gμ2
lH
),

where BBSN (s) = LSB(s), · · · ,LSB(s2lK−1

), LSB(s) denotes the least sig-
nificant bit of s.

– Decapsulation: Given a ciphertext (R,S) and PK, the decapsulation algo-
rithm verifies R ∈ Z∗

N , S ∈ Z∗
N ∩ [(N − 1)/2], then computes:

t ← H(R),

if

(
S

Rx

)2lK+lH

= Rt then computes

2γ = gcd(t, 2lK+lH ) = αt+ β2lK+lH ,

returns K ← BBSN

(
((

SR−x
)α

Rβ
)2lH−γ

)

,

else returns the rejection symbol ⊥ .

Now we show that the KEM scheme above has the properties of Φ+-key mal-
leability and Φ+-key fingerprint, where φ+(s) = s+ a, φ ∈ Φ, a ∈ ZN .

Φ+-Key malleability. For PK = (N, g,X), SK = x, φ+(x) = x + a, and

ψ = (R,S) = (gμ2
lK+lH ,

∣
∣
∣

(

gtXga2
lK+lH

)μ∣
∣
∣) the transform function T is defined

as:
T (PK, φ+, ψ) = (R,SR−a) = (gμ2

lK+lH
,
∣
∣
(

gtX
)μ∣
∣).

The correctness of T can be verified as follows:

KEM.D(φ+(SK), ψ) = BBSN (gμ2
lH
).

KEM.D(SK, T (PK, φ+, ψ)) = KEM.D(SK, (R,SR−a)) = BBSN (gμ2
lH
).

Φ+-Key fingerprint. For PK = (N, g,X), SK = (x), φ+(x) = x + a, and

ψ = (R,S) = (gμ2
lK+lH

,
∣
∣(gtX)

μ∣∣) if x+a �= x and T (PK, φ+, ψ) = (R,SR−a) =
(R,S) we have R−a = 1 mod N . Since a ∈ ZN , R ∈ QRN we have pq ≤
a = δpq ≤ 4pq, where δ ∈ {1, 2, 3, 4}. Thus we can find pq from the equation
pq = a/δ ≈ N−1

4 and then factor N . So the adversary can not find such φ+

except with negligible probability.
There are several KEM schemes from the all-but-one extraction paradigm

[10,23,21,30,29,28]. It is easy to verify that KEM schemes in [30,29,28] also satisfy
these two properties, while the KEM schemes in [10,23] do not satisfy Φ+-key
malleability.



30 X. Lu, B. Li, and D. Jia

5 Conclusion

We proved that the KEM/Tag-DEM hybrid encryption is Φ-CC-RKA secure
if the IND-CCA2 (or IND-CCCA) secure KEM part satisfies Φ-key malleabil-
ity and Φ-key fingerprint and the Tag-DEM part is a one-time secure tag au-
thenticated encryption. We showed that several KEM schemes satisfy these two
properties. Thus we can get efficient CC-RKA secure hybrid encryption schemes.

Compared with Wee’s construction [31] we do not need the one-time signature.
In addition, we can get CC-RKA secure public key encryption schemes from the
“all-but-one extraction” paradigm and the Cramer-Shoup paradigm uniformly.
While Wee’s framework can only get CC-RKA secure public key encryption
schemes from the “all-but-one extraction” paradigm.
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