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Abstract. This paper is concerned with increasing the impact of publicly
funded research and development (R&D) in cyber security and privacy. In the
context of a high level of threat, there is a pressing need for firms and institu-
tions to implement innovative and robust cyber security and privacy technolo-
gies. This particular challenge requires a systematic coordinated approach across
both the public and private sectors. The innovation ecosystem involves complex
interactions between key actors such as policy makers, incumbent service pro-
viders, and new innovators, each with their own view of how to increase the
impact of R&D in cyber security and privacy. Drawing on R&D literature and
roadmapping theory, this paper presents a framework and research tool for
establishing an integrated view of innovation management in cyber security and
privacy.

Keywords: Innovation management - Impact - Cyber security - Privacy

1 Introduction

Research in security and trust like other domains faces difficult transition from research
into practice [1]. Recent work on cyber security research highlights the main factors
(i.e. “insufficient awareness of the complexity of cyber security transfer”, “a scatter-
shot approach to R&D” and “mismatch between market and threat environment” [2])
that jeopardise transferring security technology from research to practice — “many
research investments lead to security technologies that never see the light of the day”
[2]. This difficulty that research outcomes have to transition into real world applications
and markets is often depicted as the “valley of death” [3]. That is, most of research
outcomes will fail to have any industry impact. Whilst this usefully serves to filter out
poorly conceived propositions, the challenge therein is to identify and support tech-
nologies that are valued by the market and of importance to end users [4].

This problem can be analysed from two different viewpoints: technological and
contextual. On the one hand, research outcomes may not be ready or mature enough to
be deployed into practice. On the other hand, application domains may not be ready to
adopt new technological developments due to low levels of innovation intakes.

From a technological viewpoint of analysis, it is necessary to identify and under-
stand the barriers that inhibit technology transitions to practice, and how to address them
[5, 6]. Another technological aspect to be considered is the maturity of developments.
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The NASA Technology Readiness Levels (TRLs) are often used to assess the maturity
of technology to be delivered in operational environments [7, 8]. Moving from one
technology readiness level to the next one (and above TRL 3 and TLR 4) requires
dealing with a “research and development degree of difficulty” (that is, probability of
success of R&D objectives) [9]. Moreover, it also requires a commitment of resources
beyond the affordability of many research and development contexts, in particular, of
publicly funded research [10, 11]. The assessment by TLRs is now being adapted for use
in European Horizon 2020 funded research. This represents a significant shift affecting
how funding decisions are reached and how post-funding evaluations are carried out.

From a contextual viewpoint of analysis, it is necessary to understand whether
specific domains are ready to adopt new technologies. Specific application domains
have developed and adopted validation processes (collecting evidence) to assess the
readiness of technology to be deployed in operational environments in order to mini-
mise the risk of innovation (e.g. see the EUROCONTROL E-OCVM [12, 13]). At the
national level, the innovation index is widely adopted as a measure to assess the level
of innovation in different countries [14]. The Global Innovation Index (GII) takes into
account composite indicators ranking innovation performances. The combination of
these two perspectives, i.e. technological readiness (that is, how mature technology is)
and contextual innovation (that is, how ready the innovation environment is), identifies
a readiness-innovation space to discuss strategies to support research impact. It high-
lights two critical situations: (1) high-readiness of technology and low-innovation
context, (2) low-readiness of technology and high-innovation potential context. The
former characterises situations where technology has been extensively developed and
used, but the deployment context is unable to benefit from innovation for different
reasons (e.g. lack of innovation culture, unsuitable supporting mechanisms). The latter
characterises situations where technology is under-developed for an innovation
ecosystem.

With the aim of supporting evidence-based policy making and increasing the impact
of R&D decision-making, this paper sets out the method for conducting a comprehensive
and systematic empirical investigation of stakeholder experiences in cyber security and
privacy innovation. This includes both demand side views as well as technology and
innovator views, across the end-to-end spectrum of innovation management. Insights
generated are expected to capture authoritative snapshots of the health of innovation
ecosystems. This paper is structured as follows. Section 2 introduces an integrated
innovation management framework. Section 3 outlines a systematic procedural method
for capturing the views and experiences of cyber security stakeholders. Section 4 applies
the proposed framework on a case study based on a literature review. This is to further
explain the framework itself and its application on a concrete example. Section 5 high-
lights some concluding remarks and discusses the application of the proposed framework
for roadmapping R&D initiatives in cyber security and privacy.

2 An Integrated Framework for Innovation Management

In order to support effectively the transition from publicly funded research to operation
environments it is necessary to address different challenges, e.g. human resources,
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government regulations, deployment issues, and funding cycles [6]. Enhancing the
readiness level of technologies requires not only dealing with such challenges but also
using the suitable support at the right time. Different mechanisms may be suitable for
early research developments but not so effective in supporting transition to operations.
Other instruments may support effectively technology transfers and adoption. In order
to increase the impact of R&D in cyber security and privacy, different instruments (e.g.
research projects, pilot projects, pre-commercial procurements [15, 16]) can support
innovation at various stages [17], from R&D initiatives enhancing the maturity and
readiness of technology to the adoption of innovative technology. Similar consider-
ations may arise in analysing the risk of technology (new or existing) with respect to
market (new or existing) [18]. The European Commission, for instance, is supporting
the adoption of pre-commercial procurement in order to deliver innovation in public
sectors in Europe [19]. The pre-commercial procurement has been successfully adopted
and used across different services [20, 21].

Initial findings from SecCord research [22] combined with insights drawn from
critical aspects of R&D, as discussed, highlight three discrete primary areas of
investigation: (I) R&D policy and market, (II) technology readiness, and (III) tech-
nology transfer (also referred to as transition). Figure 1 illustrates these areas of
investigations forming together the integrated framework for innovation management
underpinning empirical investigations and roadmaps in cyber security and privacy.

Some stakeholders clearly operate within one particular area of investigation (e.g.
regulators and funders within R&D Policy and Market, and Information Communi-
cations Technology (ICT) service providers within Technology Transfer), whilst others
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Fig. 1. An integrated framework for innovation management
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can provide expert views and experiences across more than one process (e.g. inno-
vators). The framework in Fig. 1 thus outlines the scope and focus for capturing,
integrating and systematically analysing all stakeholder views of cyber security R&D
impact.

3 Capturing Stakeholder Views and Experiences

There are a variety of tools available to capture stakeholder views and experiences. The
use of roadmaps have been used for decades, offering a powerful visual representation
of stakeholder views on where they want to go to achieve their desired objective [23].
In both academic and practitioner literature, they are reported as a recognised and
proven tool, used extensively to ensure the right capabilities are in place at the right
time. The process of roadmapping is said to require the simultaneous consideration of
markets, products, technologies and interaction between them over time [24]. Much of
the documented cases focus on the development and use of roadmaps at the firm-level,
and advocates the importance of gaining cross functional views (across silos) and
helping staff to see the impact they have on other parts of the organisation [25].
Roadmaps have also been used in similar fashion by governments looking at the
industry level — bringing together a wide variety of stakeholder views from private and
public sectors as well as other bodies such as educational institutions. The US gov-
ernment has developed such industry-based roadmaps for cyber security strategy and
planning [26, 27].

Fellow colleagues and researchers across various European institutions, including
other ICT projects’ in Trust & Security funded by the European Commission’s
Framework Programme 7 (FP7), are actively investigating where investments need to
be made in specific cyber security technologies and are also developing fechnology
roadmaps for the security and privacy domains. At the level of individual technologies,
technology roadmapping can offer a valuable stakeholder appraisal of early stage
technologies and help strengthen value propositions and routes to market [28]. This
research however will employ a strategic roadmapping approach — where the emphasis
is more on characterising policy and practice related to R&D impact. This might for
example include a focus on cross-boundary development processes, business models,
security ecosystem dependencies, and involvement of end users [29]. While much has
been reported recently on their use, roadmapping methodologies are continually
evolving and can be customised in various ways [30, 31].

3.1 Roadmap Dimensions

The primary areas of investigation outlined in the integrated framework (Fig. 1) have
been used to make up the three main layers of the roadmap architecture template for
this research, as laid out in Fig. 2. They align well with typical layers found in generic
roadmaps where the top is usually concerned with trends and drivers (‘know why’); the

! http://cordis.europa.eu/fp7/ict/security/projects_en.html
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middle contains products, services, systems, requirements (‘know what’); and the
bottom includes resources (includes technology) to be marshalled and integrated to
develop the delivery mechanisms [32]. From an emerging typology of roadmaps, the
proposed architecture for this research combines the ‘strategic appraisal’ and ‘business
reconfiguration’ types [31]. This is based on the need to credibly establish and review
evidence of the ‘as-is’ (current position in Fig. 2) in cyber security and privacy R&D.
This can be compared and contrasted the desired ‘to-be’ end-state (vision in Fig. 2),
which will lead to a gap analysis and initiate discussion of routes to address the gap.

Time

R&D Market
&Policy

Current Position \
Technology Gap
Transfer Capture, structure ..

Vision
& share knowledge . X
Migration path

Technology Strategic review —l/
Readiness

Fig. 2. Proposed roadmap architecture, incorporating the research framework

Following a robust and systematic method, this research project will develop an
initial desk-based roadmap based on empirical data from semi-structured interviews
and an online survey of cyber security stakeholders across stakeholders in Europe. The
results will inform future activities towards a consolidated roadmap in cyber security
and privacy. Future activities may include local and national roadmapping workshops.
A judgement will be made as to when to best share the desk-based roadmap with other
stakeholders. On the one hand, sharing the results after completion of all data gathering
activities may help achieve triangulation using various sources of data. On the other
hand sharing an emerging roadmap with stakeholders at key stages might validate key
findings over time. Either way, a comparison of desk based and workshop based
roadmaps at any stage in the research will provide interesting insights about the per-
ceived reasons for similarities and differences.

3.2 Process for Building a Strategic Roadmap

The format and process of developing a strategic roadmap will adopt a customised
approach based on extensive learning from practitioner and academic expertise and
experience [29, 30]. Source materials have been modified slightly to fit the roadmap
architecture in Fig. 2 and an industry-based level of analysis (rather than firm level).
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The research will adopt a three stage process, moving from (1) visioning key stake-
holder end-states, (2) identifying problems and prioritising opportunities, and
(3) establishing pathways forward. Figure 3 outlines the specific empirical activities of
mapping and analysis associated with each of the three stages.

Time
R&D Market
& Policy (1a) Map strategic
landscape
||| (3a)Note
Technolo strengths and
v e s weaknesses (2b) Map future
Transfer analyse current Map .
situation (3b) Chart requirements
| || recommendations
Technology at each level
Readiness (1b) Map future
capability

Fig. 3. Proposed roadmapping workshop method

Stage 1 — Visioning

(1a) Map strategic landscape — This involves developing a collective under-
standing of high level strategic goals related to R&D market and policy. This may
include policy objectives, regulation, market maturity, national strategic initiatives,
and future industry threats and challenges. Whilst there may be considerable dif-
ferences in ideas between stakeholders, this activity can conclude by restating the
common thread of increasing impact. This is an opportunity to create an appetite for
change.

(1b) Map future capability — This relates to how future publicly funded R&D
capability can be transformed at the operational level. Capability includes how
organizations go about (individually or collectively) increasing the potential of their
new security technologies. TRLs may be used in this context to frame how future
capabilities relate to advancing through levels of maturity to a desired outcome.

Stage 2 — Opportunities

(2a) Map and analyse current situation — This will likely involve the greatest
amount of time, whereby stakeholders involved in R&D market and policy, tech-
nology transfer and technology readiness articulate existing issues, challenges,
enablers, and barriers associated with delivering impact. This will culminate with a
process of ranking both problems and opportunities against Stage One findings.
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(2b) Map future requirements — The focus at this point turns towards bridging the
so-called ‘valley of death’ and may draw on problems and opportunities raised in
2a. Broadly speaking, this is likely to establish future positions related to business
model choices, ecosystem needs, roles of intermediary entities, alternative/optimal
forms of collaboration across boundaries, use of commercial vehicles, and different
approaches to managing intellectual property rights.

Stage 3 — Pathways

(3a) Note strengths and weaknesses — This involves an in-depth collective dis-
cussion of the gaps identified from an analysis of Stage One and Stage Two. Gaps
may be ranked against a scale to indicate the level of investment that is likely to be
required to address them. If possible, broad indications of short, medium and long
term timings associated with levels of investment may also be captured.

(3b) Chart recommendations at each level — This is the final activity of the
workshop, which is designed to generate a final set of recommendations for
increasing the impact of publicly funded R&D. The output of this activity may
generate an execution roadmap to guide stakeholder decision-makers and research
sponsors. This is where the importance of having participation from all stakeholder
groups to help ensure recommendations have a greater chance of being
implemented.

During roadmapping workshops, within each activity, stakeholder ideas will be

captured using sticky notes against large wall charts, and then grouped into swim lanes
(horizontal rows) where common themes exist, creating new categories. This may
involve ‘walking the wall’ and critiquing ideas, filtering high-value trends via a voting
process, and storytelling experiences through small group exercises [29].

33

Innovation Ecosystem

Past research also points out the importance of or securing committed and diverse
stakeholders groups across disciplines, and ensuring their fully engagement with the
process to avoid producing superficial roadmapping results [25]. Our research proposes
the following stakeholder groupings and will seek participation from each one:

1.

Research and development (individuals and organisations seeking to bring new
technologies to market, e.g. University spin-outs and R&D labs in an enterprise)

. Security and privacy technology/service provider (of ICT based systems, e.g.

anti-virus security service provision)

. Technology owner or operator (of ICT based systems, e.g. internal IT service

within an organisation)
Consultancy or industry support (institutional associations, standards bodies,
technology and market analysis, e.g. think tanks and incubators)

. Funders and Investors (individual or entity responsible for sponsoring or investing

in R&D, e.g. venture capitalist investment)
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6. Policy and regulation (Government department, agency or appointed body, e.g.
innovation policy development)

7. Dependent third party (those who might be compromised by a security breach,
e.g. end user in an organisation).

This research incorporates learning from past roadmapping initiatives [31] to ensure
a successful outcome. This includes a robust framework and roadmap architecture that
is aligned with future developments of the European cybersecurity strategy [33], and a
systematic process for empirical data collection and analysis through various sources,
drawing on the support of a wide variety of stakeholders in cyber security and privacy.

4 Increasing the Impact of Cyber Security R&D in the US

This section assists in establishing proof of concept for the selected roadmap archi-
tecture (as set out in Sects. 2 and 3). Observations from industry leading developments
in the United States presented an opportunity to conduct a desk-based roadmapping
exercise. Various published US policy sources were analysed mainly from the ‘regu-
lator’ stakeholder viewpoint [27, 34—40]. The US roadmap presented in Fig. 4 reflects
data captured for activities 1a, 1b and 2b, which essentially outlines the future vision. It
is possible to take this exercise further through desk-based research by investigating
other documented stakeholder perspectives. This would help construct a more inte-
grated view of innovation management in the US.

= Nant .| B.1)Address (3.2) Solutionsto  (3.3) New, (6.1) Rapid (6.2) Define goals ~ (8.1) Departments
g National Security | ¢jtical emerging threats  tested adoption of for standards. report R&D
g Priorities | \eaknesses technologies  R&T bodies requirements
=3 (4.2) Shiftingrisk ~ (A4.3) Create (4.5) Develop (4.6)Rewards ~ (5.1) (5.2) Seed (5.3) University  (7.4) Data
-3 ~ Market | tothe private cross-agency partnerships for for program Incubators for  funding for and industry protection for
= incentives | sector forums mature technologies managers radical R&D industry led RRD _Partnering vulnerability data
= Exploiting | (5.4) Quality (7.3) Focus funding
= thetalent | talent in public on multi-disciplinary
base | sectorroles projects
3 System of (1.1) Stakeholder  (8.2) Departments
2 Systems | collaboration create scientific
= approach foundation
>
S Intellectual | (1.5 Newways (1.1 Industry
2 property | of managinglPR  forumfor
s commercialization
2
9 : (4.4) Leverage (1.2) Metricsand ~ (1.3) Proven (1.6) Committed to
g ,,ff,gf‘“f networked benefits (large demonstrations  system
= ISR environments. scale systems) trustworthiness
bS]
S Deployment ford(estl ti (1.4) Preparation  (1.7) Monitoring  (1.8) Critical areas for (2.1) Bridging new
5‘ process andevaitiation for test and accountability ~ technology application  and legacy systems
S evaluation
i Business | (41 Earlystage  (7.2)Industry need and
= case transition plan evidence based investment

Fig. 4. US example roadmapping exercise
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A more detailed breakdown of the original data can be viewed in the appendix. As
expected, common themes across source documents are represented by swim lanes and
new category labels have been generated. For example, categories under technology
readiness include: effective prototyping, deployment process and business case.

5 Discussion and Concluding Remarks

It is clear that measures must be taken to ensure that investments in promising cyber
security and privacy technologies survive the valley of death and are given the
opportunity to deliver high value impact. Given the complexity associated with cyber
security research-to-practice transfer, it is vital to collect and analyse the views of key
stakeholders (involved in the end-to-end process of innovation) when devising rec-
ommendations that could lead to future policies, strategies and interventions.

This paper has outlined a framework and research tool for developing an integrated
view of innovation management in cyber security and privacy. Most importantly, it
provides a robust and systematic approach for collecting and analysing industry-level
stakeholder views using tried and tested strategic roadmapping methodology. This will
be implemented to characterise views of the cyber security innovation ecosystem in the
United Kingdom and Europe. The research tool also can be applied to conduct a
historical desk-based roadmapping exercise. In this regard, other future applications
might include an impact assessment of past European funded R&D projects, the
findings of which could inform planning for future research programmes. It may also
be possible to repeat the process for other industries, particularly where similar com-
plexities exists.

Insights generated by the research tool may assist identifying a mismatch between
stakeholder views and recommendations, and current R&D policies and strategies.
Having stakeholder engagement across the groupings identified in Sect. 3 will allow
for a greater understanding of connections and dependencies in the ecosystem. For
instance ‘regulators’ and ‘investors’ can learn more about challenges faced by
‘innovators’ or the impact of their decisions on established ‘ICT owners and opera-
tors’. The risks are that the quality of the insights will depend heavily on the com-
mitment and expertise of selected stakeholders. The end product of the roadmapping
process should be regarded as a snapshot in time, unless maintained and updated. All
findings and analysis will be presented in a white paper to the European Commission
and disseminated widely to stakeholders, networks and forums in cyber security and
privacy.
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Appendix

Increasing the impact of publicly funded R&D in the United States — Desk-based roadmapping

Source

Roadmap label

Documented evidence

A roadmap for cybersecurity research 1.1 Stakeholder Public-private collaboration among government,
[34] collaboration industry, and academia, + extraordinary
economic, social, and technological forcing
functions
1.2 Metrics and benefits Metrics need to be experimentally evaluated and
(large scale benefits to large scale systems clearly
systems) demonstrated
1.3 Proven Proven demonstrations of effectiveness are
demonstrations required, this would help roll-out adoption in
practice
14 Preparation for test Design mechanisms, policies, and plans for test
evaluation evaluation that can be incrementally
deployed
1.5 New ways of Innovative approaches to licensing and sharing
managing IPR intellectual properties for global scale
(Intellectual technologies
Property Rights)
1.6 Committed to system Overarching commitment to system
trustworthiness trustworthiness, going beyond past
approaches
1.7 Monitoring and Recognition of the pervasive needs for
accountability monitoring and accountability
1.8 Critical areas for Understanding critical areas suitable for
technology technology application
application
Cross sector roadmap for cybersecurity 2.1 Bridging new and Encourage R&D into tying legacy systems into
of control systems [27] legacy systems upcoming security solutions
Homeland Security — cybersecurity 3.1 Address critical Driving security improvements to address
R&D priorities [35] weaknesses critical weaknesses
32 Solutions to Discovering new solutions for emerging cyber
emerging threats security threats
3.3 New, tested Delivering new, tested technologies to defend
technologies against cyber security threats
Trustworthy cyberspace: Strategic Plan 4.1 Early stage transition Early stage transition plan in place, that includes
for the Federal Cybersecurity R&D plan commercialization pathways, tech transfer
Program [36] coordination, proactive program
management, and resources to reward success
in transitioning
42 Shifting risk to the Private sector is willing to take on significant
private sector risk-taking and shepherd research through the
commercialization process
43 Create cross-agency Participation in cross-agency security
forums entrepreneur forums, PI meetings, laboratory
expos, and defense venture catalyst initiative
44 Leverage networked Cross-agency activities designed to leverage
environments for available operational and next generation
test and networked environments to support
evaluation experimental deployment, test and evaluation
in public and private environments
45 Develop partnerships Cross-agency activities designed to develop
for mature partnerships for mature technologies, through
technologies open system integrator forums (VCs, Sls,
government), and small business innovative
research conferences
4.6 Rewards for program Government funded R&D to build-in rewards

managers

for government program managers and
principal investigators for commercial
success

(Continued)
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Increasing the impact of publicly funded R&D in the United States — Desk-based roadmapping

Source

Roadmap label

Documented evidence

Cybersecurity game-change R&D
recommendations [37]

Cyberspace policy review: assuring a
trusted and resilient information and
communications infrastructure [38]

Roadmap to achieve energy delivery
systems cybersecurity [39]

Federal R&D strategic plan [40]

5.1 Incubators for radical Support game-changing R&D using incubators
R&D and Federal start-up funding
52 Seed funding for Support industry-based research consortia to
industry led R&D lead and direct focused R&D using seed
funding
53 University and Support universities to create industrial partner
industry programs designed to stimulate pre-
partnering competitive cooperation among industrial
partners
54 Quality talent in Recruit experienced high quality talent into
public sector roles government program manager roles,
supporting technology transfer
6.1 Rapid adoption of Federal government to work with industry to
R&T (Research develop migration paths and incentives for
and Technology) rapid adoption of research and technology
development, including collaboration
between academic and industrial laboratories
6.2 Define goals for Federal government, in collaboration with
standards bodies private sector and other stakeholders, should
use the infrastructure objectives and R&D
framework to help define goals for national
and international standards bodies
7.1 Industry forum for Develop a matchmaking forum to connect
commercialization researchers, vendors, and asset owners to
accelerate research from concept to
commercialization
72 Industry need and Develop mechanisms for utility and vendor
evidence based engagement for pilot research studies to
investment address the business case up front. Create a
forum for industry to detail and request R&D
topics
7.3 Focus funding on Require diverse (academic, lab, industry)
multi-disciplinary participation to receive funding
projects
7.4 Data protection for Support legislation that protects entities who
vulnerability data disclose vulnerabilities in good faith to the
appropriate parties
8.1 Departments report Required to provide Congress with a strategic
R&D plan based on an assessment of cyber security
requirements risk to guide the overall direction of Federal
cyber security and information assurance
R&D for IT and networking systems
8.2 Departments create Through existing programs and activities,

scientific
foundation

support research that will lead to the
development of a scientific foundation for the
field of cyber security, including research that
increases understanding of the underlying
principles of securing complex networked
systems, enables repeatable experimentation,
and creates quantifiable security metrics
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