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Abstract. Methods to construct a hash function using an existing block
cipher recently attract some interests as an approach to implement a hash
function on constrained devices. It is often required to construct a hash
function whose output length is larger than that of the underlying block
cipher to provide sufficient level of collision resistance with the use of an
existing block cipher. This article presents a new mode of double-block
compression function, which is based on the mode proposed by Jonsson
and Robshaw at PKC 2005. The mode can be instantiated with a block
cipher whose key-length is larger than its block-length such as AES-
192/256, PRESENT-128, etc. This article also provides provable security
analyses to an iterated hash function using the proposed mode and the
MDP domain extension. The security properties discussed are collision
resistance, preimage resistance, pseudorandom-function property of the
keyed-via-IV mode, and the indifferentiability from a random oracle.

1 Introduction

Background. A cryptographic hash function transforms strings of arbitrary length
to strings of fixed length. It usually consists of a compression function and do-
main extension. A compression function is a function from strings of fixed length
to strings of fixed smaller length. Domain extension specifies how to process input
strings of arbitrary length using a given compression function. A cryptographic
hash function of this type is called an iterated hash function.

Most of the iterated hash functions are classified into two types according to
their compression-function construction: block-cipher-based and permutation-
based. The methods to construct block-cipher-based compression functions are
further classified into dedicated and using existing block ciphers. The former
includes most of the widely deployed or well-known hash functions such as
MDz [25,26], SHA-z [8], Whirlpool [24] and so on. On the other hand, the
latter attracts some interests as an approach to implement a hash function on
constrained devices [4,27]. This is the topic of this article.

The collision resistance of a hash function producing n-bit digests is at most
O(2"/?) due to the birthday attack. To provide sufficient level of collision resis-
tance with the use of existing block ciphers, it is necessary to construct a com-
pression function whose output length is larger than that of the underlying block
ciphers. There have been several proposals for modes to construct double-block
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compression functions [6,11,13,15]. One line of research is to present a general
model and discuss security properties in a unified way [22]. We are interested in
another line of research: identifying modes of practical interest.

Our Contribution. We first present a mode of compression function based on
the mode proposed by Jonsson and Robshaw [13]. Then, we provide provable
security analyses to an iterated hash function using the proposed compression
function and the MDP domain extension [12] in terms of collision resistance
(CR), preimage resistance (PR), pseudorandomness as a function (PRF), and
indifferentiability from a random oracle (IRO).

CR, PR and IRO are discussed in the ideal cipher model, and PRF is discussed
in the standard model. Birthday-type lower bounds are given to its CR and IRO.
These bounds are optimal up to some constant factors for this kind of iterated
hash functions. A lower bound optimal up to a constant factor is also given to its
PR. The keyed-via-IV (KIV) mode is shown to be a PRF if the underlying block
cipher is a pseudorandom permutation (PRP) under rather mild related-key
attacks.

The proposed mode requires an underlying block cipher with its key length
larger than its block length, which is similar to that of abreast-/tandem-DM [15]
and Hirose mode [11]. The advantage of the proposed mode over them is that
the key input of the underlying block cipher only receives the chaining value. It
prevents attackers from manipulating the key inputs directly. It also enables the
reduction of the PRF property of the hash function to the PRP property of the
underlying block cipher. The advantage of the proposed mode over MDC-2/4 [6]
is that the security reductions are settled and, in particular, optimal security
levels (up to some constants) are achieved for CR, PR and IRO.

Related Work. Security properties such as collision resistance and preimage re-
sistance of existing double-block modes have also been analysed in the ideal
cipher model. Steinberger gave a lower bound on CR of MDC-2 [28], which is
quite lower than the birthday bound. Optimal birthday-type lower bounds were
obtained on CR of abreast-DM and Hirose modes [9,11,16]. A nearly optimal
lower bound was obtained on CR for tandem-DM [19]. Optimal lower bounds
on PR were obtained for abreast-DM, tandem-DM and Hirose modes [1].

Ozen and Stam [22] presented a general model of double-block modes using
one or two calls to a 2n-bit-key and n-bit-block block cipher, and discussed CR
and PR of the modes in this model. Strictly, our analysis of CR is not covered
by theirs since our analysis accepts a block cipher with variable-length key.
Furthermore, they discussed neither IRO nor PRF.

There are some proposals to construct double-block iterated hash functions
using a block cipher. Naito [21] proposed a scheme using a 2n-bit-key and n-bit-
block block cipher. He also presented a birthday-type lower bound on IRO of the
hash functions in the ideal cipher model. Kuwakado and Hirose [14] proposed a
scheme suitable for lightweight block ciphers. They discussed the preimage resis-
tance of the hash function and the PRF property of its keyed mode in the stan-
dard model. Lee and Stam [18] recently showed that the iterated hash function
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using the double-block compression function called MJH [17] has asymptotically
optimal collision resistance in the ideal cipher model.

Organization. Section 2 gives some notations and definitions of security prop-
erties used and discussed in the paper. The proposed double-block mode is pre-
sented in Sect. 3. The iterated hash function composed of the compression func-
tion with the MDP domain extension is also presented in this section. Collision
resistance and preimage resistance are discussed in Sect. 4. Pseudorandomness
of the KIV mode is discussed in Sect. 5. IRO is discussed in Sect. 6.

2 Preliminaries

2.1 Notations

Let F(X,Y) be the set of all functions with domain X and range Y. Let P(X)
be the set of all permutations on X'. Let BC(n, k) be the set of all (n, x) block
ciphers, where n and k represent their block size and key size, respectively.

Let ¥ = {0,1}. Let X* = |2, X% ()" = U2, X", and (Z")SF =
U 7.

For binary strings = and y, let z||y be their concatenation. For simplic-
ity, for My, Ma,...,M; € X", My||Mz|---||M; will be denoted by M ; or
MiMsy--- M.

Let ¢ be the permutation on X* defined by ¢(zp|zr) = 2r| 2L for every ay,
and zg in XF/2.

2.2 Collision Resistance and Preimage Resistance

Let HP be a hash function using a block cipher E. The collision resistance and
preimage resistance of a block-cipher-based hash function are often discussed in
the ideal cipher model [3]. We follow this convention.

In the ideal cipher model, the underlying block cipher E is assumed to be
uniformly distributed over BC(n, k). An encryption/decryption operation is an
encryption/decryption query to the oracle E. Without loss of generality, it is
assumed that an adversary does not make any query to which it already knows
the answer.

Let A be an adversary trying to find a collision for H?, that is, a pair of
distinct inputs mapped to the same output by HP. The col-advantage of A
against H? is given by

Advgh (A) = Pr[A” = (M, M) N HP(M) = HE(M') A M # M'] |

where E is uniformly distributed over BC(n, k). It is assumed that A makes all
the queries necessary to compute HZ (M) and HP(M’). Let Adv$ek(q) be the
maximum col-advantage over all adversaries asking at most ¢ queries.
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Let A be an adversary trying to find a preimage of a given output v for H?.
The pre-advantage of A against H” is given by

AdvhTy (A) = Pr[AP(v) = M AHP (M) =] ,

where E is uniformly distributed over BC(n, k). It is assumed that A makes
all the queries necessary to compute H(M). Let Adv¥; (¢q) be the maximum
pre-advantage over all adversaries asking at most ¢ queries.

2.3 Pseudorandom Function and Permutation (PRF & PRP)

Let f € F(K x X,)) be a keyed function from X to ) with key space K. Let A
be an adversary which has oracle access to a function from X to ) and outputs
0 or 1. The prf-advantage of A against f is given by

AdviT(A) = |Pr[Afx = 1] — Pr[4? = 1]| |

where K is uniformly distributed over K and p is uniformly distributed over
F(Xx,)).

Let f € F(K x X,X) be a keyed function. Then, the prp-advantage of A
against f is given by

Advi™P(A) = [Pr[AT% = 1] — Pr[A? = 1]| ,

where K is uniformly distributed over K and p is uniformly distributed over
P(X).

2.4 PRF & PRP under Related-Key Attacks

The PRF and PRP under related-key attacks are formalized by Bellare and
Kohno [2]. Let & € F(K,K). Let A be an adversary which has oracle access
to g(key(-, K),-), where g € F(K x X,)), K € K and key € F(® x K,K)
such that key(p, K) = ¢(K). A asks a pair of ¢ € & and z € X as a query,
and obtains g(¢(K), z). For simplicity, g(key(-, K),-) is denoted by (g, K). The
pri-rka-advantage of A against f € F(K x X,)) restricted by @ is given by
Adv T (A) = [Pr[AVF) = 1] — Pr[APF) = 1]

9

where K is uniformly distributed over K and p is uniformly distributed over
F(KxX,)).

Let P(K x X, X) be the set of all keyed permutations on X with key space K.
The prp-rka-advantage of A against f € F(K x X, X) restricted by @ is given
by

AdvER™(A) = [Pr[AUF) = 1] — Pr[A®F) = 1)) |

where K is uniformly distributed over K and p is uniformly distributed over
P(Kx X,X).
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2.5 Indifferentiability from Random Oracle

The notion of indifferentiability is introduced by Maurer et al. [20] as a gen-
eralized notion of indistinguishability. It is tailored to security analysis of hash
functions by Coron et al. [7].

Let C' be an algorithm with oracle access to an ideal primitive F. In the
setting of this article, C' is an algorithm to construct a hash function using F
with fixed input length. Let H be a variable-input-length (VIL) random oracle
and S be a simulator which has oracle access to H. S™ tries to behave like F in
order to convince an adversary that H is C7 . Let A be an adversary with access
to two oracles. The indiff-advantage of A against C' with respect to S is given
by

AdviBdT(4) = [Pr[ACT T = 1] — Pr[A™S" = 1]

3 Construction

Let E € BC(n, k), where k is an even integer such that n < k < 2n. We con-
sider constructions of an iterated hash function with the following compression
function F : ¥* x X" — X* based on E:

F(hi, M;) = try o (En, (M;) & M;)||tri2(En, (0(M;)) @ o(M;))
o : X" — X" is an involution with no fixed points, that is, ¢ = ¢! and
o(M;) # M; for any M; € X" try o : X" — X¥/2 outputs k/2 least significant
bits of the input. F' is depicted in Fig. 1. It is based on the mode proposed
by Jonsson and Robshaw [13], and its upper or right half has the structure of
the Matyas-Meyer-Oseas (MMO) mode. It can be instantiated with AES with
256-bit or 192-bit key.

MDP [12] is adopted for domain extension. Let m be a permutation on X*
with at most few fixed points. For 1 <i < N, let M; € X", F2 : XF x (X))t —
X* is an iterated hash function such that FS(IV,Mi|---||[My) = hy, where
ho = IV is a fixed initial value, h; = F(h;—1,M;) for 1 < i < N — 1, and
hny = F(n(hn-1), My). Notice that hy = F(x(IV), M) if N = 1. For M € X*,
an unambiguous padding function pad : X* — (X™)* is necessary to apply F°
to M. Fy is illustrated in Fig. 2.

M; 4»_E (D»] tl’k/Q M, ]\/[N_l My

;I L NC

Fig. 1. Compression function F' Fig. 2. Hash function Fy

]

&
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4 Collision Resistance and Preimage Resistance

In this section, the collision resistance and preimage resistance of F¢ is evaluated
in the ideal cipher model. The followings are assumed here:

— When adversary A makes an encryption query (K, X), A receives Y such
that Fx(X) =Y and also gets for free Y’ = Ex (0(X)).

— When A makes a decryption query (K,Y), A receives X such that Fx(X) =
Y and also gets for free Y/ = Ex (o(X)).

4.1 Collision Resistance

The theorem given below implies that the collision resistance of Fy is optimal
up to some constant factor.

Theorem 1. For1<q< 2",

2
+ 2¢q
Ad col < q q
Vi@ S grja(y g panen) T k(1 - g a2

Ezample 1. The upper bound of Theorem 1 is 0.5 if ¢ = 2257 for (n,k) =
(128,256) and if ¢ = 294° for (n, k) = (128,192).

It is easy to see that AdeOI( ) < Adv§e'(g) + Advh(¢). Upper bounds on
Adv$?'(q) and AdvPr®(q) are given in Lemmas 1 and 2, respectively. The upper
bound on Advh(¢) is not so tight but suffices for our purpose.

Lemma 1. For 1 <q< 2",

2
q q
Ad col < )
PO < pn Sy o Ly

Proof. Let A be any collision-finding adversary against F' asking at most ¢
queries to E. For 1 < i < ¢, making the i-th query, adversary A obtains some
(K;, X;,Y:) and (K;,0(X;),Y/) such that Ek,(X;) =Y; and Fk,(0(X;)) =Y.
Let W; = tl’k/g(Y;‘ (S5) Xi)Htrk/Q(}/i/ S O'(XZ)))

Let Coly,; be the event that W; = ¢(W;). Let Cols; be the event that W; €
U {W], ¢(W;)}. If A succeeds in finding a collision for F' just after the i-th
query, then elther Coly; or Coly; occurs. For the two events,

277,7](?/2 (277,7}6‘/2)22(1' _ 1)

S gn (i —1) WA PO < 0 or oo 2 - 1))

The probability that A finds a collision for F' is bounded above by

on—k/2 N (2" %2)2q(q - 1)
2 (2 1) " (@~ (20— 22" (2~ 1)

2n7k/2q 271716/2(] 2
o2 (2”2q)

[C0|1 Z]

IN

q
Z (Pr[Coly 5] + Pr[Colz;])
=1
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Lemma 2. For1<¢q< 2",

. 2

AdVE(0) < gy ;271,1)2 '
Proof. Let A be any preimage-finding adversary against F' asking at most ¢
queries to E. For 1 < i < g, making the i-th query, adversary A obtains some
(K;, X;,Y:) and (K;,0(X;),Y/) such that Ek,(X;) =Y; and Fk,(0(X;)) =Y.
Let W; = tl’k/g(Y;‘ (5) Xi)Htrk/Q(}/i/ S O'(XZ)))

Let T be the given digest. Let Pre; be the event that W; =T or ¢(W;) = T.
Then,

r[Pre; (2n—k/2)2. 2
PriPrei < (on _ (2i — 2))(2n — (20 - 1)) -

The probability that A finds a preimage of T' for F' is bounded above by

q " (2n—k/2)2 - 2q (Qn—k/2)2 - 2q
ZPY[P ;] < (2n — (20— 2))(2" — (2 — 1)) = (2n — 2¢)2

i=1

4.2 Preimage Resistance

With the technique of “super query” introduced by [19], it can also be proved
that the preimage resistance of Fy is optimal up to a constant factor in the ideal
cipher model.

Theorem 2. q
pre
Advi () < ok—4(] — 21-n)

Proof. Let A be any preimage-finding adversary against F' asking at most ¢
queries to E. Here, we call the queries normal queries. It is assumed that, if A
makes 272 normal queries with respect to a key, then it is given for free the
remaining 2"~ ! pairs of plaintexts and ciphertexts with respect to the same key.
This event is called a super query.

Let PreN be the event that a preimage is obtained by some normal query. Let
PreS be the event that a preimage is obtained by some super query. Then,

Adv (q) < Pr[PreN] + Pr[PreS] .

For PreN, the probability that a preimage is obtained by a normal query is
at most (27%/2/27=1)2.2 = 1/2F=3, Since A makes at most ¢ normal queries,
Pr[PreN] < q/2%=3.

On the other hand, for PreS, the probability that a preimage is obtained by
a super query is at most

2n—k/2 2n—k/2 on+1

. L2.9n 2 < .
2n71 oan—1 _ 1 — 2k(1 _ 21777,)

Since A makes at most q/2"~2 super queries, Pr[PreS] < ¢/(2¥3(1-2!"")). O
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5 Keyed Hashing Mode

We consider a keyed hashing mode of F2: keyed-via-IV (KIV) mode. It is ob-
tained simply by replacing the initial value IV with secret key K, that is,
F°(K,-), where K € X*.

For this mode, it is assumed that the inputs satisfy the following property.
Let M C (X™)* be the domain of the KIV mode of F?°. For any positive integer
[, for any Mj; ; and M’l’l] in M N X" M # o(M]) if My = M[/l,lfl]' Let
us call this property U—’[[ree. It is easy to see that the KIV mode of F? cannot be
a PRF if its domain is not o-free.

The following theorem implies that the KIV mode of F? is a PRF if F is a
PRP under related-key attacks with respect to Rel = {id, ¢, w, w0 $}, where id is
the identity permutation on X*. Let Py 4 = {z € X¥ |n(2) = z V7 (z) = ¢(z)}.

Theorem 3. Let A be a prf-adversary against the KIV mode of F7. Suppose
that the domain of the KIV mode of F? is o-free. Suppose that A runs in time
at most T, and makes at most q queries, and each query has at most £ message
blocks. Suppose that ¢ < X\2™ /e for some positive constant A < 1, where e is the
base of the natural logarithm. Then, there exists a prp-rka-adversary B against
E such that

P, 1 02k/2 2n 241
AV (A) < bg- AdVERE(B) + Lg (' % ) (50)

2k +2k/2 1—-A\27

B makes at most q queries restricted by Rel and runs in time at most T+O(LqTg),
where Tg represents the time required to compute E.

It is easy to make Py 4 small. For example, Py 4 is empty if n(zy|zr) =
(z1, ® cL)||(zr ® cr), where xy,, xR, cL, R € X*/2 and ¢, and cg are distinct
constants.

The last term of the upper bound in Theorem 3 is £2(1) for v/£q = 2(2"/?)
if k = 2n. If K = 2n — 2c for some constant c, then it is £2(1) for ¢/ +1q =
Q(Qn/(1+2*“))_

Theorem 3 directly follows from the succeeding three lemmas.

Let A be an adversary with access to m oracles (u1, K1), (u2,Ks), ...,
(i, Kpm), where u; € F(K x X,Y) and K; € K for 1 < i < m. Each query
by A is directed to just one of the m oracles. Let us define the following nota-
tion: ((uj, K;))7y = (w1, K1), (u2, K2), . .., (um, Km). The m-prf-rka-advantage
of A against h under ®-related-key attacks is defined as follows:

Advg;?rf-rka(A) = |Pr[ASED = = 1] — Pr[AS(P KDz = 1]

where K;’s are independent random variables uniformly distributed over K, and
p;’s are independent random keyed functions uniformly distributed over F(K x

X, ).

Lemma 3. Suppose that there are q balls and t bins. Each ball is placed in a
bin chosen independently and uniformly at random. Let m be a positive integer
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and X\ be a real such that 0 < ;qt < A< 1. Then, some bin contains m or more
balls with probability at most
i)
1—X\mt '

Proof. Omitted due to the page limit. O

Lemma 4. Let f(K,z) = tryo(Ex(z) ® x). Let A be a prf-adversary against
the KIV mode of Fz. Suppose that the domain of the KIV mode of Fy is o-free.
Suppose that A runs in time at most T, and makes at most q queries, and each
query has at most £ message blocks. Then, there exists a prf-rka-adversary B
against f with access to q oracles such that

rf - prf-rka |PTB¢‘ 1
Advgﬁ (A) < (- Adv’éeﬁf (B)+4q ( ok + ok/2

B makes at most q queries restricted by Rel and runs in time at most T+0(¢qTEg),
where Tg represents the time required to compute E.

Proof. For i € {0,1,...,4} (¢ >1),let I, : (¥™)=Y = X* be a random function
such that

Ck()(M[Ll]) ifl1<i<i,

([M){mmmmmme>ﬁH19§“

where o and «; are independent and random functions; «q is uniformly dis-
tributed over F((X")<%, X*), and a; is uniformly distributed over

{ala e F((Z")", 2%) and a(M ;—qllo(M;)) = ¢(a(M)14))} -

Notice that oy and «; are independent and random elements uniformly dis-
tributed over X* if i = 0. Then,

AdvR (A) = |Pr[A% = 1] — Pr[A = 1]|

A prf-rka-adversary B with g oracles ((u;, K j)>?=1 is constructed using A as a
subroutine. B first selects i € {1,...,¢} uniformly at random. Then, B runs A.
B simulates a random function 3 uniformly distributed over F((X™)<i=1 XF)

via lazy sampling. B answers to the t-th query of A, M) = M, [(1t,)1]7 as follows:
1. If 1 <1 <i—1, then B returns S(M®).
2. Suppose that i <[ < /. Let
. t’ t t t t
p = min {t/ [t <tA <M[(1,i)71] = M[(1,)z>1] v M[(l,i)fl] = M[(L)FQ]HU(Mi(—)l))} .
(a) Suppose that [ =i. If p # L, then B returns

— up(m(Kp), M{)|up (m(Kp), o (M) it MP)_ = M(P

[1,i—1] (i—1)> and
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— up(m(0(Kp)), M{) up ((6(F5)), o (MD)) if MP)_,) =
M[(lt?i_g] ||U(Mi(i)1 )

Otherwise, B returns us(m(Ky), Mi(t))||ut(7r(Kt),J(Mi(t))).
(b) Suppose that i +1 <1< /¢. If p# L, then B returns

— F2(up (K, M)y (K, o (M), M)y if ME)_ = D
and
o t t t .
— F2(up(¢(Kyp), MI|up(9(Kp), (M), M) ) if MPL_) =

M o).

Otherwise, B returns Fﬁ(ut(Kt,Mi(t))||ut(Kt,o(Mi(t))),M[(Z,tJ)ru]).

Now, suppose that B is given oracles ((f, Kj)>§=1, where K;’s are independent
random variables uniformly distributed over X%. Then,

wp(m(Kp), M) Jup (m(K), o (M) = F2 (£, M)

K2

wup(m(D(Kp)), M) |Jup(m(D(K)), o (M) = F2(o(Ep), M)

K2

and
F2 (uy (K, M) [ (K, (M), M) ) = F2(E, M)
Fg (up(0(Kyp), M) up(3(Kp), o (M), ML), 1) = F2(6(Ky), M{1))

Therefore, we can say that A has oracle access to I;_1, and
1
(LE N2 — 1| = Lioa _
Pr[B j 1_1]_€;Pr[A L=1] .

Next, suppose that B has oracle access to {(pj, Kj)>?=1, where p;’s are inde-

pendent random functions uniformly distributed over F(X* x X7, X*#/2), and
K’s are independent random variables uniformly distributed over X k. Since the
domain of Fy is o-free, B can successfully simulate I; to A if ¢(K;) # K; and
{n(K;), m(¢(K;))} N {K;, ¢(K;)} is empty for every 1 < j < ¢. Let Bad be the
event that ¢(K;) = K; or {n(K;),7(¢(K;))} N {K;,¢(K;)} is not empty for
some j. Then,

Pr {B«Pijj))g:l — 1:|

— Pr[-Bad] Pr [B<<PJ’KJ>>?:1 =1 ‘ ﬁBad] +Pr {Bad A BYe Ky = 1]

Pr[-Bad] <
= Y PrfA = 1) 4 Pr {Bad A Bl Ko = 1}
=1

1 XZ:P [AL _ 1] _ Pr[Bad] XK:P [AL _ 1] +P [B d /\B((Pijj)W:l _ 1:|
e £ T = e £ r = r a =
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From the discussions above,
AQNET(B) = [pr [BORDios Z1]  p [t 2 ]|
1
>, |Pr[ATo = 1] — Pr[A" = 1]| — Pr[Bad]

1
= AdvD:(A) — Pr[Bad] .

1
Thus,
AdvRI(A) < £+ Advig P ™4 (B) + € - Pr([Bad]
<0 AdVEPTT(B) + £ q ('Z’;ﬁ + 2,3/2)
B makes at most ¢ queries and runs in time at most 7 + O(¢qTxg). a

Lemma 5. Let f(K,x) = try o (Ex(x)Dx). Let A be a prf-rka-adversary against
[ with m oracles. Suppose that A runs in time at most T and makes at most
q queries restricted by Rel. Suppose that ¢ < A2" /e for some positive constant
A < 1. Then, there exists a prp-rka-adversary B against E such that

AdvE PR (A) < m - AdVRP R (B) +

2k/2 o q 2n—k/241
Rel, f ( )

1—A\2n

B makes at most q queries restricted by Rel and runs in time at most T+O(qTg),
where Tg represents the time required to compute E.

Proof. Let K1, ..., K,, be independent random variables uniformly distributed
over ¥, Let P1,---,Pm be independent and random keyed functions uniformly
distributed over F/(X* x X, X%/2). Let wy, . . ., @,, be independent random keyed
permutations uniformly distributed over P(X* x X" X") and let @;(-,z) =
try2(w; (-, x) @ x) for 1 < j <m. Then,

Adv™ prf-rka(A) < ‘Pr {A<(f’Kj)>}"=1 — 1] — Pr [A<(ﬁ'j’Kj)>§"’=1 — 1] ‘ +

Rel, f
Pr [A«ﬁj,Km;":l _ 1] —Pr [A«pj’xj»;’;l — 1”

Let O; be m oracles such that (f, K1), ..., (f, K;), (©ix1, Kitx1)s- -y (COm, Km)
for 0 <4 <m. Notice that O = ((w0;, K;))j~; and O, = ((f, K;))[L;-

A prp-rka-adversary B is constructed using A as a subroutine. The algorithm
of B with an oracle (u, K) is given below, where v is either E or w. w is a
random keyed permutation uniformly distributed over P(X* x X7 $™) and K
is a random variable uniformly distributed over X*.

1. selects i from {1,2,...,m} uniformly at random.

2. runs A with oracles (f,Ki1),...,(f,Ki-1), (4, K), (@it1,Kit1),---,
(ﬁmaKm) by Simulating (faKl)"..,(f,Kifl)a and (7~ﬂi+1,Ki+1),...,
(@m, Km), where a(-, z) = tryo(u(-, z) © ).
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3. outputs A’s output.

Then, .
PrPﬂEK)zl]zilZ;PrMOizq
and | me
P&[B““K)—]}—-WL;%I%[AOi—l]
Thus,

AdVEZﬁgka(B) = ; ’Pr [Aom =1] —Pr [AOO _ 1]|

B makes at most ¢ queries and runs in time at most 7 + O(q¢ Tg).
It is possible to distinguish @, and p; only by the fact that there may be
(2"=*/2 4 1)-collision for p;(-,x) & x. Thus, since A makes at most g queries,

9

) k/2 n—k/2
Pr {A«@j,f@));;l _ 1} Py [A«pj,Km;';l _ 1” < 2 (eq)2 i
=1 \2n

which follows from Lemma 3. O

5.1 An Example of Padding for o-Free Inputs

In this subsection, o is assumed to be a permutation on X™ such that o(z) = z®c¢
for some non-zero constant c. The permutation is denoted by o..
Let pad be a padding function such that

pad(M) = M|[107"/2||len,, ;o (M) ,

where d is a minimum non-zero integer such that |M|+d =n—1 (mod n), and
len,, /2 (M) is the n/2-bit binary representation of [M]. It is easy to see that pad
is o.-free if, for example, ¢ = 17/2||0"/2.

6 Indifferentiability from Random Oracle

We show that Fy is indifferentiable from a VIL random oracle in the ideal cipher
model with pad and o, given in the previous section.

Theorem 4. Let E € BC(n,k). Let P, be the set of fized points of w. Let A be
an adversary that asks at most qy queries to the VIL oracle, qo queries to the
encryption oracle and qq queries to the decryption oracle. Let ¢ be the mazimum

number of message blocks in a VIL query. Suppose that q = lqv + ge + qa <
27=1/3. Then, in the ideal cipher model, Advi?éijg(A) is bounded from above by

q 9¢* +2(|Px| — 1)q ¢ L
2k/2(1 — 3g/2n=1) © 2k(1 —3q/2n=1)2  4(2F — 2K/2 —6q — |Pr| +4) 27717

where the simulator S is given in Figure 3. S makes at most 2(qe + qa) queries
and runs in time O((ge + qa)?).
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Proof. Omitted due to the page limit. O

Theorem 4 implies that the query complexity to differentiate F? from a VIL
random oracle is £2(min{2*/2 2"}), which is optimal up to a constant factor.

Ezample 2. The upper bound of Theorem 4 is 0.5 if ¢ = 2!243 for k = 256 and
if ¢ = 293 for k = 192. Though IRO implies CR, Theorem 1 gives a slightly
better bound for CR than Theorem 4.

The simulator S given in Figure 3 simulates the ideal cipher by lazy evaluation.
P(s) (C(s)) is the set of plaintexts (ciphertexts) which are available for the reply
to the current query with the key s. Es(z) and Ds(x) are L for any s € X
and x € X" initially. They get defined by the queries of the adversary and the
corresponding oracle replies. V is the set of the keys in the queries so far.

The simulator keeps a tree, which initially consists of the root IV. T is the
set of the nodes in the tree so far. During the simulation, for example, new nodes
F(s,x) = to||t1 and F(s,o0(x)) = t1]|to are created by an encryption query (s, x)
if s € T, and they augment the tree together with the edges s — to||t; and

S U(—I; tlHtO~

The procedure extend(s) uses the VIL random oracle H and evaluates F2 (IV, )
for the message, if any, corresponding to the path in the tree from the root IV
to s such that s is the chaining value fed into final F' through 7. Owing to the
padding pad, the message is unique if it exists. The procedure path(s) returns
the message. 1b(M) is the last block of pad(M). fhalf and shalf give the first
half and the second half of the input string, respectively.

7 Implementation

We implemented the proposed compression function by instantiating the ideal
cipher F with AES-192 or AES-256. The involution o was defined with the
bitwise complement of the first byte of M;. The throughput of the compression
function was measured on the Intel Core i7-2600S, the Intel Core i7-2600, and
the Intel Core i7-2720QM, which support the AES instruction set (AES-NI). The
GNU Compiler Collection version 4.4.5 or 4.4.6 was used for code compilation.
The result is shown in Table 1. In the serial implementation, after the topside
encryption is finished, the downside encryption is performed. In the pipelined
implementation, each round of two encryption functions is interleaved. In both
of implementations, the key schedule is performed only once. The throughput
of our hash function will approach asymptotically to these values for sufficiently
large data.

The result showed that the pipelined implementation was better. The In-
tel manual [10] recommends to process 4 or 8 blocks in parallel for optimized
throughput since the hardware that supports the four AES round instructions
is pipelined. Bos et al. [5] pointed out that constructions such as the DM con-
struction gave an advantage on exploiting such a hardware feature. Our hash
function can also gain the benefit of the hardware feature by interleaving each
round of two encryption functions.
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Initialize:

1: V< 0; T+ {IV}; P(s) « X™; C(s) «+ X7

Interface £(s, z):

300: if Es(z) = L then
310: if s € T then

320: E(z) € C(s); Es(0(2)) < C(s) \ {Bs(2)};

330: to < try 2 (Es(z) ® ); t1 4 try 2(Es(o(z)) @ o(x));
331: if to = t1 V {to]t1, t1]|to} N B # 0 then abort;
340: T(—TU{toHtl,tho};

341: extend(to]|t1); extend(¢1]|t0);

350: else

360: E.(z) & C(s); Es(o(z)) & C(s) \ {Es(z)};

370: Ve VU{s} P(s) « P(s) \ {z,0(2)}; C(s) = C(5) \ {Es (), Es (0(2)) };
380: return E,(z);

500: if Ds(z) = L then
510: if s € 7 then

520: D, (z) & P(s); Es(o(Ds(z))) & C(s) \ {z};

530: to < tri/2(Ds(x) ® x); t1 < try)2(0(Ds(x)) @ Es(0(Ds())));
531: ifto=t1V {to“tl,tho} NnB ;ﬁ ? then abort;

540: T(—TU{toHtl,t1Hto};

541: extend(toHtl); extend(tlﬂto);

550: else

560: Dy(x) & P(s); Es(0(Ds(z))) & C(s) \ {z};

570: YV« VU{s}; P(s) « P(s)\{Ds (), o(Ds(2))}; C(s) = C(s)\{, B (0(Ds(2))};
580: return Ds(x);

Subroutine extend(s):

700: 5+ m(s); M « path(3); z + 1b(M); ~

710: if  # L AEs(z) = L then > if M exists
7200ty & SR & snoki2y i

721: to < to||fhalf(H(M)); t1 < ti||shalf(H(M));

722: Es(x) < to ® x; Es(o(x)) + t1 ® o(z);

723: if Es(x) = Es(o(z)) V {Es(z),Es(o(x))} ¢ C(5) then abort;

730: V< VU{5}; P(5) + P(5) \ {z,0(x)}; C(5) + C(5) \ {Es(x),Es(o(x))};

Fig. 3. Pseudocode for the simulator S. B=VUT Ux '(VUT)Ur(T)U Ps.
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Table 1. Throughput [cycles/byte]

k 192 256
Core i7 26008 2600 2720QM 2600S 2600 2720QM
serial 7.07 8.43 6.44 9.07 11.09 8.21
pipelined 6.44 8.06 5.84 8.00 9.80 7.26
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