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Abstract Plateaued functions were introduced in 1999 by Zheng and Zhang
as good candidates for designing cryptographic functions since they possess
desirable various cryptographic characteristics. They are defined in terms of the
Walsh-Hadamard spectrum. Plateaued functions bring together various nonlinear
characteristics and include two important classes of Boolean functions defined in
even dimension: the well-known bent functions and the semi-bent functions. Bent
functions (including their constructions) have been extensively investigated for more
than 35 years. Very recently, the study of semi-bent functions has attracted the
attention of several researchers. Much progress in the design of such functions
has been made. The chapter is devoted to certain plateaued functions. The focus
is particularly on semi-bent functions defined over the Galois field F»» (n even). We
review what is known in this framework and investigate constructions.

1 Introduction

The so-called plateaued functions in n variables (or r-plateaued functions) were
introduced in 1999 by Zheng and Zhang in [54] for 0 < r < n. They were first
studied by these authors in [55, 56] and further by Carlet and Prouff in [7] as good
candidates for designing cryptographic functions. The Walsh—Hadamard spectrum
is a very important tool to define and design plateaued functions. An n-variable
Boolean function is said to be r-plateaued if the values of its Walsh transform

belong to the set {0, :I:ZHTJH} for some fixed r, 0 < r < n. Consequently, plateaued
functions have low Hadamard transform, which provides protection against fast
correlation attacks [33] and linear cryptanalysis [31]. It has been shown in [54]
that plateaued functions are significant in cryptography as they possess desirable
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various cryptographic characteristics such as high nonlinearity, resiliency, low
additive autocorrelation, and high algebraic degree and satisfy propagation criteria.
Plateaued functions bring together various nonlinear characteristics. They include
three significant classes of Boolean functions: the well-known bent functions, the
near-bent functions and the semi-bent functions. More precisely, the bent functions
are exactly O-plateaued functions, the near-bent (also called semi-bent in odd
dimension) are 1-plateaued functions, and the semi-bent functions are 2-plateaued
functions. 0-plateaued functions and 2-plateaued functions on F,. exist when n is
even, while the 1-plateaued functions on F,. exist when n is odd.

For r € {0,1,2}, r-plateaued functions have been actively studied and have
attractive much attention due to their cryptographic, algebraic, and combinatorial
properties.

In the mathematical field of combinatorics, bent functions (or O-plateaued
functions) are a special type of Boolean functions. Introduced and named in 1974 by
Rothaus [46] in research not published until 1976, firstly studied by Dillon [14], bent
functions are so called because they are as different as possible from all linear and
affine functions (more precisely, they are at maximum Hamming distance from the
set of all affine functions). They are extremal objects in combinatorics and Boolean
function theory and have been studied for about 35 years (even more, under the name
of difference sets in elementary Abelian 2-groups). The motivation for the study
of these particular difference sets is mainly cryptographic, but bent functions play
also a role in sequence theory, as difference sets, and especially in coding theory,
as elements of Reed-Muller codes. Bent functions exist only with even number of
inputs 7 and have 2-valued spectrum 27 . The definition of bent function has been
extended in several ways, leading to different classes of generalized bent functions
that share many of the useful properties of the original. A lot of research has been
devoted to designing constructions of bent functions. The reader can refer to the
book’s chapter of Carlet [4] for general constructions of bent functions and to the
following references [37,41, 44] for a complete state of the art on bent functions
defined over the Galois field F,., including the main constructions obtained until
2012.

Another special family of plateaued functions defined in even dimension is the
set of semi-bent functions. The notion of semi-bent function has been introduced in
1994 by Chee et al. [11]. Nevertheless, these functions had been previously investi-
gated in [2] under the name of three-valued almost optimal Boolean functions. Very
recently, the development of the theory of semi-bent functions has increased. For
very recent results on the treatment of semi-bent functions, we refer to [6,38—40,43].
The motivation for their study is firstly related to their use in cryptography (we
recall that in the design of cryptographic functions, various characteristics need be
considered simultaneously). Indeed, unlike bent functions, semi-bent functions can
also be balanced and resilient. They also possess various desirable characteristics
such as low autocorrelation, and a maximal nonlinearity among balanced plateaued
functions, satisfy the propagation criteria, and have high algebraic degree. Secondly,
besides their practical use in cryptography, they are also widely used in code
division multiple access (CDMA) communication systems for sequence design
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(see, e.g., [17, 19-21, 23, 24, 45]). In this context, families of maximum-length
sequences (maximum-length linear feedback shift-register sequences) having three-
valued cross-correlation are used. Such sequences have received a lot of attention
since the late 1960s and can be generated by a semi-bent function [10]. Up to 2011,
the main constructions of semi-bent functions in even dimension are either quadratic
functions [48] or derived from power polynomials 7+ (x¢) for a suitably chosen d
(see [10]). Since then, several constructions of semi-bent have been proposed in the
literature. The principal engine of this progress is the result of several important
observations in connection with the construction of bent functions [5, 36,42]. We
shall describe this more precisely in Sect. 4.2.

The chapter is devoted to certain plateaued functions. Special attention is directed
to semi-bent functions. We review what is known in this context and investigate
new constructions. The chapter is organized as follows. In Sect. 2, we fix our main
notation and recall the necessary background. Section 3 is devoted to r-plateaued
functions. We recall some basic concepts concerning these functions. In Sects. 3.1—
3.3, we treat special classes of r-plateaued functions and present an overview related
to the notion of bent, near-bent, and semi-bent functions, respectively. Next, in
Sect. 4, we focus on the class of semi-bent functions. We survey the constructions
discovered recently. We first point out the relationship between the semi-bentness
property of some type of functions and some exponential sums (involving Dickson
polynomials). Secondly, we emphasize the link between semi-bent functions and
some bent functions. Finally, we study the new connections between semi-bent
functions and oval polynomials from projective finite geometry and investigate
several constructions. Open problems related to semi-bent functions are given in
Sect. 4.

2 Background

For any set E, E* = E \ {0} and #E will denote the cardinality of E. For any
positive integer k, F,« denotes the finite field of order 2.

Let n be a positive integer. A Boolean function f is a map from the vector space
% of all binary vectors of length n to the finite field with two elements I, i.e.,
f : F5 — F,. The Hamming weight of a Boolean function f on F’, denoted by
wt(f), is the size of the support of the function,i.e., the set {x € F3/ f(x) # 0}.
The Hamming distance dy ( f, g) between two functions f and g is the size of the
set {x e F}/ f(x) # g(x)}. Thusitequals wy (f & g).

In cryptography, the most usual representation of these functions is the algebraic
normal form (ANF) :
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where the a;’s are in F,. The terms ]_[l.e ; Xi are called monomials. The algebraic
degree of a Boolean function f equals the global degree of its (unique) ANF, that
is, the maximum degree of those monomials whose coefficients are nonzero.

There exist several kinds of possible trace (univariate) representations of Boolean
functions (see, e.g., [4, p. 266]) which are not necessary unique and use the identi-
fication between the vector space I} and the field .. A possible representation of
Boolean functions using such an identification is to consider any Boolean function
as a polynomial in one variable x € F,: of the form f(x) = 231:01 a;x’/ where
the a;’s are elements of the field. This representation exists for every function from
Fon to Fon, and such a function f is Boolean if and only if ay and ay—; belong to
F, and ay; = a? for every j # 0,2" — 1, where 2; is taken modulo 2" — 1. This
allows representing f(x) in a (unique) trace expansion. Recall that for any positive
integer k, and r dividing k, the trace function from F,: to F,-, denoted by Tr]f, is
the mapping defined as

k
7—1

Trk(x) == szir =x+x7 + 2 2
i=0

In particular, we denote the absolute trace over ', of an element x € [Fu: by
_ -l ot
Tri(x) =) i_yx°.
A unique representation of a Boolean function over F,» by means of trace
functions is of the form

f(x)= Z 7 (@ x7) + (1 + x> (1)

e,

called its polynomial form, where:

— T, is the set of integers obtained by choosing one element in each cyclotomic
class of 2 modulo 2" — 1 (the most usual choice for j is the smallest element in
its cyclotomic class, called the coset leader of the class).

— o(Jj) is the size of the cyclotomic coset of 2 modulo 2" — 1 containing j (recall
that, the cyclotomic class of 2 modulo 2" — 1 denoted by C(j) is defined as
C(j) = {j.j2.j22,j23 ..., j2°)=1} where o(j) is the smallest positive
integer such that j2°¢) = j (mod 2" — 1)).

— a; €.

— € = wt(f) modulo 2 where wt ( f) is the Hamming weight of the image vector
of f, thatis, the cardinality of its support supp(f) := {x € F» | f(x) = 1}.

Note that the expression of f given by (1) can also be written under a non-unique
form 7r} (P (x)) where P(x) is a polynomial over Fy:.

The algebraic degree of f is then equal to the maximum 2-weight of an exponent
Jj forwhicha; # 0ife = 0 and to n if € = 1. Recall that the 2-weight w»(j) of an
integer j equals by definition the number of 1’s in its binary expansion. In particular,
affine functions are those of algebraic degree at most 1.
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Quadratic functions are those of algebraic degree 2. They can be represented as
follows: when 7 is even,

2
2 ) " "
) =) T (aix® ) + Tri (asx'+27)

i=1

where a; € Fon,Vi,0 <i <n/2and as € Foua.
When 7 is odd,

n—l1

2 .
fx) = ZTr’f(aile“),a,- € Fon.

i=1
The rank of a quadratic function f is defined as follows:
rank(f) = n — dimp,rad(B )

where rad(By) := {x € Fo | By(x,y) = 0,Vy € [y} with B the bilinear form
defined as

Br(x,y):= f(x+y)+ f(x)+ f(¥).

Set k s := dimg,rad(B ). Then 2 divides (n —k r). Any quadratic Boolean function
on [y has a rank 27 with 0 < ¢ < [5] [29] and can be obtained as follows: set
Br(x,y) = f(0)+ f(x) + f(») + f(x + ). Then the rank of f equals 2¢ if and
only if the equation éf (x,y) = 0 forany y € Fy in x has exactly 2"~% solutions.
The set E; := {x € Fo,| Vy € Fo, éf (x,y) = 0} is called the linear kernel
of f.

Note that a significant result dealing with quadratic Boolean functions of rank 2¢
has been obtained by Helleseth and Kumar [21] (see Theorem 1).

The bivariate representation of Boolean functions is defined only when n = 2m
is even as follows: we identify I with Fom x Fom, and we consider then the input
to f as an ordered pair (x, y) of elements of Fom. There exists a unique bivariate
polynomial

D
E aj jx'y’

0<i,j<2m—1

over [Fm such that f is the bivariate polynomial function over F,» associated to it.
Then the algebraic degree of f equals

S max  (wa(i) + wa())),
(@) aij#0
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and f being Boolean, its bivariate representation can be written in the form

f(x,y) =Tr{"(P(x,y))

where P(x, y) is some polynomial in two variables over [Fon.
Now, let f be a Boolean function over Fy» and a € Fyn. The derivative of f with
respect to a is defined as

Dy(x) = f(x) + f(x +a),Vx € Fo.

For (a,b) € Fyn x Fon, the second-order derivative of f with respect to (a, b) is
defined as

DpDy(x) = f(x)+ f(x +b)+ f(x +a)+ f(x +a+b),¥Vx € F.

The notion of Walsh transform refers to a scalar product. When I is identified
with the field F»» by an isomorphism between these two n-dimensional vector spaces
over [, it is convenient to choose the isomorphism such that the canonical scalar
product “-” in [} coincides with the canonical scalar product in '»», which is the
trace of the product : x - y = 77} (xy) for x, y € Fon.

If f is a Boolean function defined on F,:, then the Walsh—-Hadamard transform
of f is the discrete Fourier transform of the sign function y s := (=1)/ of £, whose
value at w € Fy» is defined as follows:

Yo €Fn, Jf(w)= Z (—1) T (@),

x€Fyn

The Walsh transform satisfies the well-known Parseval’s relation

Z )/(72(0)) — 22n'

w€Fn

Note that not all values of the Walsh—-Hadamard transform can have the same sign,
except when the function is affine. This comes from the fact that we then have

2
(Zwern )/(7(0))) = Y wery X7 (@) which implies that all these values are null

except one (see, for instance, [42]).

The Walsh-Hadamard transform is an important tool for research in cryp-
tography. It plays an important role to characterize many cryptographic criteria
for Boolean functions but also to define some significant cryptographic Boolean
functions used in various type of symmetric cryptosystems.

Finally, the rank of quadratic Boolean functions is connected with the distribution
of its Walsh—Hadamard transform values. The following result concerning the
distribution of the Walsh transform of quadratic Boolean functions is due to
Helleseth and Kumar.
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Table 1 Walsh spectrum of

: : ) Value of )f} (w), w € Fon | Number of occurrences
quadratic function with

n—2t
rank 2¢ 0 2
on—t 221—1 + 2[—1
_2n—1 221—1 _ 2[—1

Theorem 1 ([21]) Let f be a quadratic Boolean function on Fon with rank 2t,
0 <1 < |5 Then the distribution of its Walsh transform is given in Table 1.

3 Plateaued Functions

Plateaued Boolean functions can be defined as follows.

Definition 1 A Boolean function f defined over Fy: is said to be r-plateaued if

the values of its Walsh transform y; are in {0, :EZ%}, for some fixed r, r =
0,1,...,n.

The r-plateaued functions exist only when n — r is even; equivalently, if n and r
have the same parity (which implies that 2 divides n + r). The value A := 2 i
usually called the amplitude.

Remark 1 Note thatif f is an r-plateaued function on Fy., then its Walsh transform
X7 can be expressed by y; = ((—1)% + (—1)”)2”+2r_2 for some Boolean g and A
defined over [Fyn.

Plateaued functions can be characterized by their second-order derivatives. More
precisely:

Proposition 1 ([7]) A Boolean function f on Fon is plateaued if and only if there
exists A (necessarily the amplitude of f ) such that for every x € Fyn

Z (_1)Dath(x) = )2

a,beFm

where D, Dy, f is the second-order derivative of f with respect to (a,b) € F3,.

A direct consequence of the previous proposition is that all the quadratic
functions are plateaued. Several properties of plateaued functions have been studied.
Concerning the degree of r-plateaued functions, it has been shown in [56] that for
a given fixed n and r with r > 0, the maximum possible degree of r-plateaued on
Fon is "‘;H (while the maximum possible degree of 0-plateaued on [ is 5) and
that this upper bound is sharp. Other properties of plateaued functions can be found
in [2].

The existence of r-plateaued functions on Fy» (0 < r < n) has been shown
in [56]. However, there exist some results concerning the nonexistence of certain
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types of plateaued functions. More precisely, Xia et al. have proved in [52] that
there are no homogeneous' 0-plateaued of degree 5 when n > 4. This result on the
nonexistence of homogeneous 0-plateaued functions has been extended on one hand
by Meng et al. [34] for functions of degree 5 —k (0 < k < 5) and on the other hand
by Hyun et al. [22] for O-plateaued functions f (not necessarily homogeneous) of
minimum degree (i.e., the lowest degree among the degrees of nonconstant terms
in f 5 —k (0 <k < %). Moreover, very recently, it has been proved in [22] the
nonexistence of r-plateaued functions on Fy» (0 < r < n) with certain degree for a
givenn > N and r (where N is some integer depending on r). More precisely:

Proposition 2 ([22]) For any nonnegative integer k, there exists an integer N such
that for an integer n > N, there is no r-plateaued function (0 < r < n) over Fy of

minimum degree % — k, where N is the smallest integer satisfying ( 2 +:k) <
2N-‘,—r—2 1
- — 1.

As a consequence, it has been shown in [22] that there is no homogeneous
1-plateaued function over Fp:» of degree "42'1 when n > 7, and there is no
homogeneous 2-plateaued function over Fon of degree 5 whenn > 6.

3.1 Plateaued Functions: The Special Class of 0-Plateaued
Functions (Bent Functions)

Bent functions introduced in 1974 [14,46] are extremal objects in combinatorics and
Boolean function theory. They are maximally nonlinear Boolean functions. Recall
that the nonlinearity of a Boolean function f, denoted by nl( f), is defined as the
minimum Hamming distance between f and all affine functions (i.e., of degree at
most 1). It can be expressed by means of the Walsh transform as follows:

1
_ An—1 o~
(/) =277 - 5 max [ 77 0]

Because of the well-known Parseval’s relation ) beFyn f(}(b)2 = 22" nl(f) is upper
bounded by 2"~ — 2"/~ This bound is tight for n even.

Definition 2 Let n be an even integer. A Boolean function on [, is said to be bent
if the upper bound 2"~! —2"/2=1 on its nonlinearity nl( f) is achieved with equality.

Bent functions on Fy: exist then only when n is even. We have the following
main characterization of the bentness for Boolean functions in terms of the Walsh
transform:

'A Boolean function f is said to be homogeneous of degree r if f(x) = Z?;T)l

a; = 0 for wt (i) 7 r, where wt (i) is the Hamming weight of /.

a; x" where
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Table 2 Walsh spectrum of

bent functions (0-plateaued) Y] =1 4 2

£ with £(0) =0 : +
—22 n=l—2

Value of x (), @ € Fy | Number of occurrences
n=2
2

n=2
2

Proposition 3 Let n be an even integer. A Boolean function f is then bent if and
only if its Walsh transform satisfies s (a) = £22 forall a € Fn.

Hence, the Walsh transform provides a basic characterization of bentness.
However, for a given Boolean function f, the Walsh transform can definitely not
be used in practice to test in an efficient way the bentness of f, especially if all its
values are computed naively one at a time as exponential sums. Thanks to Parseval’s
identity, one can determine the number of occurrences of each value of the Walsh
transform of a bent function (see Table 2).

Bent functions are not classified. A complete classification of these functions is
elusive and looks hopeless. So it is important to design constructions in order to find
as many of bent functions as possible. A good reference for general properties and
general constructions of bent functions is the book’s chapter of Carlet [4]. We refer
to [37] and [41] for a survey and a general overview of the constructions discovered
recently including the relationship between the bentness property of some type of
bent functions and some exponential sums, namely, Kloosterman sums (involving
Dickson polynomials). Finally, note that a nice construction of bent functions have
been derived from plateaued functions in [8].

3.2 Plateaued Functions: The Special Class of 1-Plateaued
Functions (Near-Bent Functions)

Near-bent functions (or 1-plateaued functions) on F,» exist only when #n is odd.
They are defined as follows.

Definition 3 Let n be an odd integer. A Boolean function on [F,. is said to be
near-bent if its Walsh transform satisfies x 7 (a) € {0, :t2%} forall a € Fon.

Note that a function from F,» — [ is said to be almost bent if it has
Walsh-Fourier spectrum {0, 2+ }, that is, the same as a near-bent function. The
difference between an almost bent function and a near-bent function is that almost
bent functions map F,» — ., whereas near-bent functions map F,» — F,. In this
context, f : Fpn — Fon is almost bent if and only if each of the Boolean functions
x = Tr{ (v f(x)) is near-bent, for all v € F3,.

Thanks to Parseval’s identity, one can determine the number of occurrences of
each value of the Walsh transform of a near-bent function (see Table 3).
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Table 3 Walsh spectrum of

. Value of )f\f(a)), w € Fyn | Number of occurrences
near-bent functions :

n—1
(1-plateaued) f with 0,,+1 2 =3
£0)=0 2% 272 427
_2”er1 2/1—1 _ 2%

Again from Parseval’s identity, it is straightforward to see that the support of the
Walsh transform Y7 of a near-bent function f on Fa is of cardinality 2"~ ! (i.e.,
#supp(y7) = 2"7").

In the particular case of quadratic functions, there exists a criterion on the
near-bentness involving the dimension of the linear kernel (see, e.g., [10]). More
precisely, it is well known (see Sect. 8.5.2 in [4]) that a quadratic Boolean function f
over [F>» has for Walsh support the set of elements o € F,» such that 7} (oex) 4 f(x)
isconstanton E s, where Ey 1= {x € Fon,| Vy € Fo, f(x +y)+ f(x)+ f(¥) +
f(0) = 0} is the linear kernel of f. It has been proved that f is near-bent over Fon,
if and only if E s has dimension 1 (i.e., has size 2). Note that from Theorem 1, it is
easy to see that quadratic Boolean function f is near-bent if and only if the rank of
Sfisn—1,thatis, k; = 1.

Several constructions of quadratic near-bent functions have been obtained in the
literature. We give a list of the known families of quadratic near-bent functions on
Fon, n odd:

o f(x) =T (x¥ Y, ged(i,n) = 1[17].

. () =207 T L.

e f) =Y G, ¢ e Fs (10].

e f(x) = Trl(x2+1+x2]+1+x2+1)1<z<]<t<”T,z+]=

t,ged(n,i) = gcd(n Jj)=gcd(n,i + j)=1[10].

. f(x) Z 2.C Tr"(x1+2) ci € Fp, ged(x" +1,¢(x)) = x + 1 where ¢c(x) =
z—1‘ (x' + x"7) [24]. _

o fx) =TEEHY) + T (XY, ged(n.i + j) = ged(n.i — j) [24].

. flx)= Z;‘_OT (2T ecd(2k + rd,n) = 1 [24].

q—1
e fx) = Zl_l Trl(xH'zp') + T (x"**), n = pq, 3 /|p, p odd, ¢ odd,
ged(p.q) = 1[16].

Because bent functions exist in even dimensions and near-bent functions exist
in odd dimensions, the possibility exists of moving up and down between bent
and near-bent functions. The four possibilities are discussed in [26]; see also some
results in [2]. In [27], Leander and McGuire have considered the problem on going
up from a near-bent function to a bent function and proposed constructions. In
particular, it has been shown that two n-variable functions g and & (n odd) are
near-bent with complementary Walsh supports (i.e., supp(xg) N supp(y) = 9) if
and only if the (n + 1)-variable function x +— f(x,x,+1) = g(x) + Xp41h(x);
x € I}, x,4+1 € I, is bent. The restrictions to a (2n)-bent function to any hyperplan
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and to the complement of this hyperplan (view as (2n — 1)-Booleans functions) are
near-bent. The problem of the construction of (27)-bent functions from two (2n—1)-
near-bent functions has also been considered by Wolfmann with a different point of
view in [49]. Some progress on this question has been made very recently in [51]
and [50]. In particular, Wolfmann [50] has introduced a way to construct new bent
functions starting from a near-bent functions having a specific derivative or from
a bent function such that the sum of the two components is a Boolean function
of degree 1. Some open problems have been presented by Wolfmann [50] in the
continuation of his interesting approach.

In 2005, Charpin et al. [10] have proved that some classes of near-bent functions
can been derived via the composition with nonpermutation linear polynomials. In
fact, the composition of any linear permutation polynomial P with a quadratic near-
bent function gives rise again to a near-bent function x +— f(P(x)). However,
it is not necessary for P to be a permutation polynomial in order for f o P
to be near-bent. In fact, one may choose a linear mapping P from Fy: to Fon
which is still near-bent. Charpin et al. [10] have exhibited some nonpermutation
linear polynomials that preserve the near-bentness property when composed with
a quadratic near-bent function. For more details on the treatment of near-bent
functions, we send the reader to [10].

Finally, very few secondary constructions of near-bent functions (i.e., construc-
tions of new near-bent functions from two or several already known ones) have
been proposed in the literature. The following statement shows that secondary
constructions of near-bent functions can be derived under a condition involving the
derivative functions.

Theorem 2 Let n be an odd integer. Let f and g be two near-bent functions over
[Fon. Assume that there exists an element a of Fon such that Doy = D,g. Then the
Sfunctionh = f + Dy (f + g) is a near-bent function on Fp.

Proof Let us compute the Walsh transform of / for every w € Fan. We have

Tn@) = > x(h(x)+ T (@x) = Y x(f(X) + Dy (X)(f + &)(x) + T} (wx)).

xE€Fyn xEFyn

Now, one can split the sum depending whether D is equal to 1 or not (recall
that Dye(x) = f(x) + f(x +a)):

() Yo )+ T+ Y x(ekx) + T (@x)

x€Fyn| Dgr =0 XEFyn | Dyr=1

(X ) + @) + Y 2 +a) + T wx))

2
x€Fon x€Fon

+l( D aE@) + Trix) — > x(g(x +a) + Tr) (wX))).

2
x€Fon x€Fyn
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Hence,

@) = (X 40 + Th@n) + Y 2(f@) + T +a))

2
x€Fon x€Fon

5 ( X 2e) + Tiox) — X x(a() + D (lx +a))

x€Fon x€Fon

= 5(T@0 + 1@ @a) + 3 (7)1 =~ 117 @a))).

Now, f and g being near bent, therefore if 71| (wa) = 0, then jy;(w) = xf(w) €
3. And if T (wa) = 1, then 7i(@) = fy(@) € {0,£2"F'}, which

{0, £22
completes the proof. O

3.3 Plateaued Functions: The Special Class of 2-Plateaued
Functions (Semi-Bent Functions)

Semi-bent functions (or 2-plateaued functions) on F» exist only when 7 is even. So,
in this section n denotes an even integer, and we set m = 5. Semi-bent functions
are defined as follows.

Definition 4 Let n be an even integer. A Boolean function on [F,. is said to be
semi-bent if its Walsh transform satisfies y 7 (a) € {0, :i:Z#} foralla € Fon.

Thanks to Parseval’s identity, one can determine the number of occurrences of
each value of the Walsh transform of a semi-bent function (see Table 4).

Using the relationship between the nonlinearity and the Walsh spectrum, it is
immediate to see that the nonlinearity of a semi-bent function on F» equals 2"~ —
2% . In addition, the possible values of the Hamming weight of a semi-bent function
are 201 2n=l _om and 2n—1 4 om,

Many recent progresses have been made on the treatment of semi-bent functions.
In the next section, we focus on the constructions of such functions.

Table 4 Walsh spectrum of Value of x ;(w), w € Fp | Number of occurrences
semi-bent functions 0 1 2
(2-plateaued) f with o + —

F(0) =0 2 23 425

n+2 n—4a

2
27 2)173 25
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4 Semi-Bent Functions (in Even Dimension): Constructions
and Characterizations

In the following, we present a general overview of the main known constructions of
semi-bent functions and investigate new constructions.

4.1 On Constructions of Quadratic Semi-Bent Functions

The first papers dealing with constructions of semi-bent functions have been
dedicated to quadratic functions. In this particular case of functions, there exists
a criterion on the semi-bentness involving the dimension of the linear kernel defined
above (see, e.g., [10]). More precisely, it has been proved that f is semi-bent over
[F5n, if and only if its linear kernel E ¢ (defined previously) has dimension 2. Note
that from Theorem 1, it is easy to see that quadratic Boolean function is semi-bent
if and only if the rank of f isn — 2, thatis, k, = 2.

Several constructions of quadratic semi-bent functions have been obtained in the
literature. We give a list of the known quadratic semi-bent functions on Fp, n =
2m:

. f(x) = Z,-LEJ T (x'), ¢ € F,, gcd(Z?:ll c(x! +x"),x" + 1) =
X2 4+ 1[10].

o f(x) =T (@x? ), a e F3,., i even, m odd [48].

e f(x)=Tr] (ocx2 fl) meven,i odd, @ € {x3 x € F%.} where a € [, [48].

e flx) = Tr’f(ale“), m odd, i odd, gcd(m,i) = 1, @ € {x3,x € F3,} where
o € 3, [48].

o f(x)=TE M 4 x¥ ) modd, 1 <i < j <m,ged(n,i+j) = ged(n, j—
i)y=1), gcd(n i+ j)=gcdn,j—i)="2[48].

e f(x)= Z =1 Tr"(,Bxl+4) m odd, B € F} [16].

m—1 .

. f(x) = 21_1 T (BX'TY), ¢; € By, B € F, m odd, ged(Y 2, ci(x! +
X"y, x™ 4 1) =x + 1[16].

o f) =X B B e FLmodd, d > 1,1 < k < "5 ged(k +
1,m) = ged(k,m) = ged(d, m) = 1[16].

e f(x) = Tr”(,Bxl'"4 +Bx"*TYYB eF,modd, 1 <i < j < L |, ged(i +
Jj.m) =gecd(j —i,m) =1[16].

e f(x)=T1Tr (,3x1+4 + x!H¥ +x1+4) BelF;,modd,1 <i < j <t < L 1,
i+j=t, gcd(l m) = ged(j, m) —gcd(j,t) =1[16].

o fx) = TEBXY 4 B 4 Bxt) B e Tl <i o< j o<t < 4],
i+j=2t,j—i=3"p3 fp,n=3¢3 )(q,gcd(zr,m) =1,h>kI[l6].

o f(x) = T + Bx!TY + BxIT¥), B e Fi modd, 1 <i,j.t < [%],
j—i=2t,t#i,j+i=3"p,3 [p,n =3"¢,3 Jq, gcdt,m) =1, u>v
[16].
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o fx) = THBxTY 4 B L B B e T L <, jr < |8, j—i =21,
t#i,j+i=3"p,3 fp,n=3",3 fq,gcd2t,m) =1,u>v[16].

o f(x) =T BX 4 B Y 4 BT L BT, B e FEL 1 <, jit,s <
i< j,t<s,i+j=t+s=r,t#1i gedir,m) = gedim,s —
ged(m,s — j) = 1[16].

il

!
i)

4.2 On Constructions of Semi-Bent Functions From Bent
Functions

In the following subsections, we are dealing with the construction of semi-bent
functions from bent functions. We shall present several such kinds of constructions.
A natural problem arises is:

Problem 1 Find new primary constructions of bent functions from semi-bent
functions.

4.2.1 Primary Constructions in Univariate Representation from Niho and
Dillon Bent Functions

In 2011, many concrete constructions of semi-bent functions of maximum algebraic
degree have been discovered. Indeed, in [38], the semi-bentness of several infinite
families functions in polynomial form constructed via Dillon and Niho exponents
has been studied in detail. From this study, explicit criteria in terms of Kloosterman
sums for deciding whether a function expressed as a sum of trace functions is
semi-bent or not have been derived. Kloosterman sums have been used as a very
suitable tool to study the semi-bentness property of several functions in univariate
representation. In particular, we have showed in [38] that the values O and 4 of
Kloosterman sums defined on Fyn give rise to semi-bent functions on Fy:. Below is
the list of the known semi-bent functions constructed via the zero of Kloosterman
sums:

o f(x) =T (ax @ V) + T (ex@" D3+ K,y (a) = 0 [38].

.+ () = T (@ @) 4 T (ex@" =034 4 B (x @73, T () = 1, m
odd, K, (a) = 0 [38].

© f(x) = @@ V) + T (@0 4 i (@D K (a) = 0
T (¢) = 1[38].

© S = TA@ @) 4 T (D) 4 T (20 T () = L,
K, (a) = 0, m even [38].

o F(x) = T @ @) T (o T+ T (2 T x @ D E Y aed(v,m) =
1, a € Fyr, T (@) = 1, Kpp(a) = 0 [38].
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Below is the list of the known semi-bent functions constructed via the value four
of Kloosterman sums:

o f(x) = T @@ D) + TR + T (ex® D341 odd, Kp(a) = 4
[38].

o f(x) = T (@@ D) + Tr’l’(cx(zm_l)%*'l) + Tr%(bxznT_l); m odd and m # 3
(mod 6) Ky (a) = 4 [38].

o f(x) = Tri(ax’ @Dy + Tr%(bxznT_l) + T (ex@'=D3+1y 4 v (x@"=Dit1)
odd, K, (a) = 4 [38].

o f(x) = T (ax® V) + Tr%(bxznT_l) + Tr’l’(cx(zm_l)%“) + Tr (x3C" =D+,
Trh (c) = 1, m odd, K,,(a) = 4 [38].

« ) = TA@@Y) 4 T (ax® ) 4+ TR, T @ a4
Tr%(bxznT_l); ged(v,m) = 1, € Fo, Ty (@) = 1, m odd, Ky (a) = 4
([38]).

All the families of semi-bent functions presented above are of maximum
algebraic degree m and then are suitable for use in symmetric cryptosystems.

The previous constructions can be generalized leading to general constructions
of semi-bent functions via Dillon-like exponents and Niho exponents. First, recall
that Dillon-like exponents are of the form s (2" — 1).

A positive integer s (always understood modulo 2" — 1) is said to be a Niho
exponent and x* a Niho power function, if the restriction of x* to Fo» is linear. One
can show that the restriction of the power function x +— x* to o is linear then
s = 2/ for some j < n. As we consider v} (x¢), without loss of generality, we can
assume that s is in the normalized (unique) representation s = (2™ — 1)d + 1 with
1<d<2m.

The following statement is due to Carlet and the author [6]. An alternative direct
proof has been proposed in [12].

Theorem 3 ([6,12]) Denote by §2, the set of Boolean functions f defined on Fon
by f(x) = > ier,, Tr(f(i)(aixi) where I, , is the set of cyclotomic cosets [i] such
thati = 0 (mod 2" — 1). Denote by A, the set of Boolean functions f defined on
Fon by f(x) =D ien TrT(i)(aixi) where A’y is the set of cyclotomic cosets [i]

n.m

such thati = 2/ (mod 2" — 1) for some j (j < n). Set

Dy = {f € 2, such that f is bent with f(0) = 0}
and set

My = {f € A, such that f is bent with f(0) = 0}.

Let g € 9, and h € N,. Then g + h is semi-bent on Fy.

Let us specify some infinite families of semi-bent functions in univariate form.
Firstly, we give a list of infinite families containing bent functions defined on F»
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belonging to the class &.%,; here, Ky (a) := 3 cp,, x(Tr (ax + %)) denotes
the binary Kloosterman sums on Fyx and Cy(a,a) := Y cp, X(T (ax’ + ax))
denotes the cubic sums on Fom:

o gi1(x) = T} (ax"®"7V); ged(r, 2™ + 1) = 1, a € F}, such that K, (a) = 0 [9].

o o) =T (@’ @ D) + T2(bx"7 ) ged(r, 2" + 1) = 1, m > 30dd, b € F?,
a € IF}, such that K,,,(a) = 4 [36].

o g3(x) = Tl x3@" V) + Tr2(B/ x5 ); modd and m # 3 (mod 6), B is a
primitive element of F4, { is a generator of the cyclic group U of (2 + 1)-th of
unity, (i, j) € {0, 1,2}, a € F3, such that K,,(a) = 4 and T} (a'/?) = 0 [35].

o g4(x) = Tl x3@" V) + Tr2(B/ x5 ); modd and m # 3 (mod 6), B is a
primitive element of F4, { is a generator of the cyclic group U of (2 + 1)-th of
unity, i € {1,2}, j € {0,1,2}, a € F}, such that K,,(a) + C,(a,a) = 4 and
T (a'/3) = 1[35].

m—1__ s om_
* gs(x) =35, " T (Bx'"D): B € Fau \ F2 [18].
m—2 . Am m —

e go(x) = Z,-Z=1 ! Tr] (,Bx’(2 _1)); m odd and B~ 'e {x e F5,; Tr'(x) =
0} [18].

Secondly, we give a list of known Niho bent functions in .4;,:

o hi(x) =TT (a1x2m+1); a € F5,.

.« hy(x) =T (alx@’"—l)%“ + a2x<2”’—1>3+1).
ay € Ty, a2t = a; +a?" = B° for some B € F3, [15];

o hy(x) =17 (alx(zm_l)%“ + azx(zm_”%“).
ai € Fyal ' = a; +a", m odd [15].

o hy(x) = Try ("lx(zm_l)%+1 + azx(zm_l)%H)Z a) € F3, aim“ =a + a%m, m
even [15].

m r—1_ .

o hs(x) = Tr} (otx2 1y Zl‘z=1 1x“i)', r > 1 such that gcd(r,m) = 1, € Fp
suchthata +o?" = 1,5 = (2" —1)5 (mod 2" +1)+1,i e{l,....277'—1}
[25].

By Theorem 3, we recover the families in univariate form containing semi-bent

functions derived previously by the author in [38].

A complete list of the known functions in &, can be found in [44] with additional
functions in [28] Now, note that &, coincides with the set of Boolean functions
f : Fon — F, such that the restriction to ulF3,, is constant for every u € U with
f(0) = 0 while .%, coincides with the set of Boolean functions on Fy: such that the

restriction to ulF3,, is linear for every u € U with f(0) = 0.
A stronger version of the previous statement has been proved in [6].

Theorem 4 ([6]) Let n = 2m with m > 2. Keeping the same notation as in
Theorem 3. Set

oy = A{f : Fon — T, s.1 the restriction to ulF3,, is affine for every u € U }.
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Then a function f in o, is semi-bent if and only if f can be written as the sum of a
function in 9, and a function in Z,.

Example 1 1dentify the semi-bent Boolean function f over Fg4 of the form f(x) =
Tr§(ax®®) + Tr8(bx>?) + Tré(cx™). Set f = g + h where g : x € Fos > Tr$(cx>®)
and h : x € Feq > Tr(ax®®) + Tro(bx*?). We have 36 = 1 (mod 7), 36 = 22
(mod 7) and 56 = 0 (mod 7). So 36 and 32 are Niho exponents, while 56 is a
Dillon exponent. According to the above result, f is semi-bent if and only if its
Niho part (that is, the function %) is bent and its Dillon part (i.e., the function g) is
bent. On one hand, the bentness of / depends only on the bentness of x — Tr? (ax3®)
(since x Tr? (bx*?) is linear). But 36 = 7 x % + 1 where % is understood modulo 9.
Thus, the function x +> 7r¢(ax*°) is bent if and only if 7r§(a) = a+a® # 0. Hence,
h is bent if and only if @ + a® # 0 (a € Fgy). On the other hand, g(x) is of the
form 7r} (cx®"~1) with m = 5 = 3 (the size of the cyclotomic class of 56 modulo
26 — 1 = 63 is 6). Therefore, g is bent, if and only if K,,(c*"*!) = K3(c?) = 0
where K, denotes the Kloosterman sums over ,=. Let a be a primitive element of
Fg such that&® + o2 + 1 = 0. Then, it is easy to check that g is bent, if and only
if ¢° € {a,a? a*}, that is, ¢® = o for some j (since the Kloosterman sums is
invariant under the Frobenius mapping). Finally, one can conclude that f is semi-
bent on Fgq4, if and only if a + at Z# 0 and ¢® = o? for some j where o € Fg such
thato? +o? + 1 =0.

Recall [14] that a spread is a collection {E;, i = 1,...,2" + 1} of vector spaces
of dimension m = n/2 such that £; N E; = {0} forevery i and j and U?ZTI E; =
F,n. The classical example of spread is {ulf,» ; u € U} where U is the multiplicative
group {u € Fy;u?"+t! = 1}. Theorem 4 can be stated in more general setting as

follows.

Theorem 5 ([6]) Letm > 2andn = 2m. Let {E;, i = 1,...,2" 4+ 1} be a spread
in Fon and h a Boolean function whose restriction to every E; is linear (possibly
null). Let S be any subset of {1,...,2" + 1} and g = Y ;o5 15, (mod 2) where
g, is the indicator of E;. Then g + h is semi-bent if and only if g and h are bent.

Given a spread (E;);=1.. »m+1, the previous theorem provides a characterization
of the semi-bentness for a function whose restriction to every E* is affine (i.e., equal
to the sum of a function whose restriction to every E; is linear and of a function
whose restriction to every E* is constant).

Remark 2 One can modify the hypothesis of Theorem 5 by assuming that we have
only a partial spread. There exists an example due for m even to Dillon [14] of
a partial spread in Fon ~ Fym X Fom which is not included in a spread: Eo =
{0} x {0} xFyn—1 xIFy and E, = {(x, €,a’x +aTr" ' (ax) +ae, Tr' ' (ax)); (x, €) €
Fyn—1 x Fy} for a € Fom—1 (the corresponding function g is quadratic bent). By
modifying the hypothesis, we need then to add a condition on the E;’s, and we have
only a sufficient condition for g + / being semi-bent:

Let g be a bent function in the &.¥ class, equal to the sum modulo 2 of the
indicators of [ := 2"~! or 2"~ 4+ 1 pairwise “disjoint” vector spaces E; having
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dimension m, and & a bent function which is linear on each E;. Assume additionally
that for every ¢ € Fy there exist at most 2 indices i such that Ve € E;, h(e) =
Tri(ce). Then g + h is semi-bent.

Problem 2 Find semi-bent functions obtained by applying the result of Remark 2.

Problem 3 Show that some semi-bent functions obtained above in [6] are not
extendable to (n + 2)-variable bent functions (or deduce new bent functions from
them).

4.2.2 Primary Constructions in Bivariate Representation from the Class
¢ of Bent Functions

Semi-bent functions in bivariate representation have been derived from the class
¢ of bent functions introduced by Carlet and the author in [S] and from the
partial spread class &?.%,, of bent functions introduced by Dillon [14]. Recall that
functions of the class 2.7, are a subclass of the partial spread class &% defined
as the set of all the sums (modulo 2) of the indicators of 2"~ or 2"~ 4 1 pairwise
supplementary m-dimensional subspaces of F,.. The elements of 2., can be
defined in an explicit form as follows.

Definition 5 Letn = 2m and let F»» be identified, as a vector space, with Fom xXFom.
The partial spread class &?.%,, consists of all the functions f* defined as follows: let
g be a balanced Boolean function over Fon (i.e., wt(g) = 2"~ 1) such that g(0) = 0
(but, in fact, this last condition is not necessary for f to be bent). Then f is defined
from Fyn x Fon to 2 as f(x,y) = g(5) (ie., g(xy*" %)) with T =0ify=0.

The functions from class &%, are those whose supports can be uniquely written

as ,es uF3, where U is the set {u € Fpi;u?" ™! = 1} and S is a subset of U of

size 2™~!. We shall also include in &2.7,, the complements of these functions.
Now, functions of the class .7 are defined in bivariate form as follows.

Definition 6 ([5]) Functions % of the class ## defined on Fom x Fom are of the form

1 (v (2)) ifx #0 o

h =
CN =N 1y if x = 0

where ¢ : Fon — Fom and p € Fon and satisfying the following condition:
VB € F3., the function z = G(z) + Bzis 2-to-1 on Fom, 3)

where G is defined as: G(z) := ¥ (z) + uz.
The current list of examples of functions / from the class 7 is the following:

o h(x,y) =Tr"(x>y%), m odd.
e hix,y) = Tr’ln(x%y%), m odd.
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o h(x,y) =T (x 3@ D Y3EAY gy — 0k — 1,

o h(x,y) =T (x3@TIED 3Ty = of

o h(x,y) = Tr’l"(xl_zk_ZZkyzk“%), m =4k — 1.

. h(x,y) = Tr,ln(xzsk—l_22k+2ky1_23k—1+22k_2k)’ mo— A4k — 1.

. hx,y) = Tr,l,,(xl_zzk+1_23k+1y22k+1+23k+1)’ mo—= 4k 4 1.

. h(x,y) = Tryln(x23k+l_22k+l+2ky1_23k+1+22k+1_2k), m—=dk 4 1.

o h(x,y) = Trrln(xl—2"y2" + x—(2"+1)y2"+2 + x_3'(2k+1)y3'2k+4), m=12% —1.

o h(x.y) =Ty XD oy 2T =2k — 1

. h(x,y):Tr’l”(x%y%+x%y%+x%y%),modd.

* h(x,y) =Ty (x[D% (%)]6), m odd, where D% is the Dickson polynomial of

. 1
index z-

The following result provides constructions of semi-bent functions from the
classes 5 and ..

Theorem 6 ([6]) The sum of a function defined on Fyn x Fom from the class .7y
and a function defined on Fom X Fom from the class 7 is semi-bent on Fom X Fom.

4.2.3 A Construction from Bent Functions via the Indirect Sum

In [3], Carlet has introduced a secondary construction (which means a construction
of new functions from ones having the same properties) of bent functions. Later,
such a construction was called as the “indirect sum” because it generalizes the well-
known direct sum introduced by Dillon and Rothaus [14,46]. The indirect sum is
defined as follows.

Definition 7 ([3]) Letn = r + s where r and s are positive integers. Let fi, f> be
Boolean functions defined on F,- and g», g» be two Boolean functions defined on
IF,s. Define h as follows (i.e., & is the concatenation of the four functions f, fi ® 1,
f>,and f> @ 1, in an order controlled by g;(y) and g>(y)):

V(x,y) € For xFp,  R(x,y) = fi(x)+21(y) +(/1(x) + /() (g1(y) + g2(»)).

Using the indirect sum, we derive a general constructions of semi-bent functions
from both bent and semi-bent functions.

Theorem 7 Letn = r+s withr and s two even integers. Let h be as in Definition 7.
Assume that f| and f, are semi-bent on Fyr and that g, and g, are bent on Fys. Then
h is semi-bent on Fon.
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Proof Setr = 2p and s = 20. Let’s compute the Walsh transform of 4 for every
(a,b) € Fyr x Fps. We have

Tnab) = > > x(fi(x) + () + (fi(x) + L)1) + 200)

x€F,r y€lFys

+Tr (ax) + Try (by)).

Now, one can split the sum depending whether g, (y) + g2(y) is equal to 1 or not :

aila,by =" > 2(H(x) + g1(y) + Tr (ax) + T7 (by))

x€Fyr y€Fys|g1(y)+g2(0)=1

+ > XA + £1(0) + TF (ax) + Tr (by)).
YEFs|g1(y)+g2(y)=0

Now, note that the indicator of the set {y € Fas | g1(y) + g2(y) = 1} can be
written as M. Similarly, one can write the indicator of the set {y €

Fos | g1(y) + g2(y) = 0} as FHLE00E20) Hence,

LOLEO) | g (O B0

. = ) (20 .

Now, if g; and g; are bent, then

Xa1(0) = X (D) \ (X () + Ko (b [ -
(Xg()z)(g( )) (Xg( )ng()):Z« gl(b))z—(xgz(b))z)ZO-

and thus only the two following situations can occur

) To0) _ g g T+ T0) _

+2°
or

Bl Toll) _ 4 g Tl Tl0) _

0.

Now fi and f> being semi-bent : 7 (a) € {0, £2°*'} and y 7 (a) € {0, £2° 1"}
Therefore jj(a,b) € {0, £2°T° 1} proving that & is semi-bent. O

Remark 3 Obviously, the roles of fi and f, can be exchanged with those of g; and
g>. This means that one can exchange the property of bentness and semi-bentness
in Theorem 7.
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4.2.4 A Simple Construction of Semi-Bent Functions from Bent Functions
by Field Extension

Another kind of construction of semi-bent functions from bent functions is given by
the simple following statement. When we identify F,» with the vector space [}, it
corresponds to a simple construction of an (n + 2)-variable semi-bent function from
an n-variable bent function.

Proposition 4 ([12]) Let n be an even positive integer. Let f be a Boolean function
over Fyuta > Fon xIFy. For § € Fy, we define a Boolean function fs over Fon xFy by

fi(.2) = f(y) + T2 (82),Vy € Fon,z € Fy.

If f is bent over Fon then fs is semi-bent over Fyn+a.

4.2.5 Construction of Semi-Bent Functions from Bent Functions
by Considering the Derivative Functions

Recall that the derivative of a Boolean function f on F,» with respect a € Fon is
defined by Dys(x) = f(x) + f(x + a). The following construction of semi-bent
functions from bent functions under a strong condition on the derivatives functions
has been shown in [48].

Theorem 8 ([48]) Let n be an even positive integer. Let f and g be two bent
Sfunctions over Fon. Assume that there exists a € Fon such that Dys(x) = Dyg(x)+1
forall x € Fon. Then the functionh = f + g + Dy + D, (fg) is semi-bent over Fan.

A possible construction of semi-bent functions by applying Theorem 8 is
provided by the following statement.

Proposition 5 Let [ be a bent function defined over Fon (with n even). Define a
Boolean function g by g(x) = f(x + a) + Tr{ (bx),Vx € Fo where a and b are
elements of Fon such that Tr' (ab) = 1. Then the functionh = f +g+ D+ D (fg)
is semi-bent over Fyn.

Proof The bentness is invariant under the addition of linear functions. Thus g is
also bent. Moreover, one has D, g(x) = g(x) + g(x +a) = f(x +a) + Tr] (bx) +
f(x) + Tr{ (bx) + Trj(ab) = Dy (x) + Tri(ab) = Dy (x) + 1. The proposition
follows from Theorem 8. O

Notice that quadratics semi-bent functions can be easily derived from Proposition 5.

Problem 4 Find other examples of constructions of non-quadratic semi-bent func-
tions A starting from two bent functions f and g satisfying Dyr(x) = Dgg(x) + 1
for some a € Fon.
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4.3 A General Construction of Semi-Bent Functions Based
on Maiorana—-McFarland’s Construction

Recall that the Maiorana—McFarland’s constructions are the best known primary
constructions of bent functions [14,32]. The Maiorana—McFarland class is the set of
all the Boolean functions on Fyn xFom of the form f(x, y) = x-w(y)+g(y); x,y €
Fom where “-” denotes an inner product in Fym, 7 is any permutation on F,n, and
g is any Boolean function on F,». Any such function is bent (the bijectivity of &
is a necessary and sufficient condition for f being bent). By computing the Walsh
transform, it is easy to see that if 7 is a 2-to-1 mapping from Fm to on Fom, then f is
semi-bent on Fom x Fom. Consequently, the reader notices that using the Maiorana—
McFarland method, any permutation leads to the construction of bent functions and
any mapping 2-to-1 leads to the construction of semi-bent functions.

The following statement provides an example of construction of semi-bent
functions via the Maiorana—McFarland method.

Proposition 6 Let r be a positive integer. Set m = 2r — 1. Let g be any Boolean
function over Fom. Define over Fym x Fon a Boolean function by f(x,y) =
Tr (xy* T2 4+ xy) + (), Y(x,y) € Fan x Fon. Then f is semi-bent.

Proof We have to prove that f is semi-bent, that is, its Walsh transform takes
only the values 0, 2”"*! and —2""*!. Compute the Walsh transform of f. For every
(a,b) € Fym x Fym, we have:

X7(a,b) = Z Z (= )T P 0) g ()T (@17 ()

x€Fomy€Fom

- Z(—l)gm””f’(by) Z(_1)Tr'{’<xy2’+2+xy))+Tr7’(ax>
y€Fm x€Fym

= Z (—1)EWD+T7 By Z (—1)T"1"((y2r+2+y))r)
y€Fm x€Fom

D

y€Fom |y 24 y=a
Now, according to Cusick and Dobbertin [13], the equation y> 2 4+ y = g has 0
or 2 solutions in Fy». The mapping y € Fon > y? T2 4 y + a is 2-to-1 for every
a € Fom. Therefore,

X7(a,b) € {0, £2"*"}

which completes the proof. O
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4.4 A Construction from APN Functions

Let us recall the definition of almost perfect nonlinear (APN) functions.

Definition 8 Let F be a mapping from F,» to itself (m a positive integer). The
function f is said to be APNif, max,er;, maxper, #{x € Fon | F(x+a)+F(x) =
b} =2.

APN functions are important research objects in cryptography and coding theory.
Given an APN function, one can derive a construction of semi-bent function in the
sprit of Maiorana—McFarland’s method.

Proposition 7 Let m be a positive integer. Let F : Fom — Fom be an APN function,
g a Boolean function over Fon and a0 € F3,,. Denote by D F the derivative function
of F with respect to a defined by Dy F(x) = F(x + ) + F(x),Vx € Fon. Define
over Fom xFom a Boolean function by f(x,y) = Tr'l' (xDo F(¥)) +g(»), Y(x,y) €
Fom X Fom. Then f is semi-bent.

Proof Let us compute the Walsh transform of f. For every (a, b) € Fon x Fon, we
have

%7 (a,b) :Z Z (= 1) GPaF () +e(+T @)+ T (b)

x€Fymy€Fym
= Z(_l)g(y)ﬂ/l" (®y) Z(_ 1) C(DaF () Fa))
y€Fm x€Fym

— om Z (=18 T (by)
yEFm| Do F(y)=a

Now, since F is APN, the mapping y € Fon = Dy F(y)is 2-to-1forevery o € F5,,.
Hence, x7(a,b) € {0, £2™*!} which completes the proof. O

4.5 Several Constructions from Hyperovals and Oval
Polynomials

Let PG,(2") be the two-dimensional projective space over F,.. The one-
dimensional subspaces of an are then the points, and the two-dimensional
subspaces of an are called the lines. A hyperoval in PG,(2") can be defined
as follows.

Definition 9 (Hyperoval) A hyperovalin PG,(2") is a set of 2" +2 points; no three
of them are collinear (i.e., lie in a line?).

2We say a point p = (x,..., X,) is on a line L[y, ..., yn] if and only if xoyo + x1y1 + -+
Xpyn = 0.
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A particular type of polynomials on [« give rise to hyperovals in PG,(2"). More
precisely:

Definition 10 An oval polynomial on Fsuis a polynomial G on Fy: such that the
set of points {(1,¢, G(¢)),t € ;} U {(0,0, 1), (0, 1,0)} (denoted by D(G)) forms a
hyperoval of PG,(2") (for short, an o-polynomial).

There is a close connection between the hyperovals and the o-polynomials since
a hyperoval of PG,(2") can be represented by D(G) where G is an o-polynomial
on [y . In fact, there exists a necessary and sufficient condition for a mapping over
F: to give a hyperoval of PG,(2"). This leads to a reformulation of the definition
of an o-polynomial given as follows.

Definition 11 A permutation polynomial G over F,. is an o-polynomial if, for
every y € [Fon, the function

Gety)+Gly)

St TRE iz #£0
7€ Fy > < 7
ifz=0

is a permutation of Fou.

Note that if G is an o-polynomial over F,» then, z € For — G(z) + az is 2-to-1
for every a € I3,.

The current list, up to equivalence, of the known o-polynomials on Fy» is given
in [5].

A simple construction of semi-bent functions from hyperovals of PG,(2™) with
m > 2 is given by the following statement.

Theorem 9 Let k be a positive integer such that 2 < k < 2™ — 2. Let D(k) :=
{(1,1,15),t € Fan} U{(0,0,1),(0,1,0)} (m > 2) be a hyperoval of PG,(2") and
g be a Boolean function on Fom. Then the function f defined over Fom X Fom by
fx,y) = TP ok + xy) + g(p) is semi-bent.

Proof We have to prove that f is semi-bent, that is, its Walsh transform takes
only the values 0, 2”"*! and —2"*!. Compute the Walsh transform of f. For every
(a,b) € Fym x Fym, we have:

Xrla.b) = Z Z )((Tr’l" o +xy) + g(») + Tri (ax) + Tr’l”(by))

x€Fym y€Fm

Zx(g(y) + T (by)) ZX(Tr’l" " +xy) + T (ax))

yEFm x€Fym
= 3 (e +1700) Y (TG + v +ax)
y€Fm x€Fom

> Y (s + T ew).

y€Fum|yk+y=a
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Now, since D(k) is a hyperoval of PG,(2") then according to Maschietti [30], the
equation y* 4 y + a = 0 has either zero or two distinct solutions in Fon for every
a € Fon (m > 2). Therefore, y7(a,b) € {0, £2"*!} which completes the proof.

O

An application of Theorem 9 is given by the next proposition.

Proposition 8 Let m be a positive odd integer with m > 2. Let g be a Boolean
function on Foyn. Then the function f defined over FonxFom by f(x,y) = Tr (xy*+
xy) + g(y) is semi-bent.

Proof According to Theorem 9, f is semi-bent if D(6) := {(1,7,2°),1 € Fpm} U
{(0,0,1),(0,1,0)} ¢m > 2) is a hyperoval of PG,(2™). According to Segre and
Bartocci [47], for m odd with m > 3, D(6) is a hyperoval of PG,(2"). It remains
to check the case m = 3. According to Maschietti [30], it suffices to prove that the
equation y® 4+ y = a has either zero solution or two distinct solutions in Fon, for
every a € Fon. The result is trivial for @ = 0. Now, let a € [F7,,. Using the fact
that y7 = 1 for y # 0, it is easy to see that the number of solutions of the equation
y® 4+ y = a in Fy» is equal to the number of solutions of y? + ay + 1 = 0 in F3a,
which equals 2 (since if y> + ay 4+ 1 = 0 has two identical solutions implies that
a = 0, which contradicts the hypothesis). O

In the following, we show how one can construct several infinite classes of semi-
bent functions from o-polynomials. The first result in this direction was given in
[6] which is closely related to the construction of semi-bent functions in bivariate
representation from the class 7# of bent functions and the class of partial spreads
P .7 4 given by Theorem 6.

Theorem 10 ([6]) Let G be an o-polynomial on Fom, and g be Boolean function
on Fon such that g(0) = 0 and wt(g) = 27! (i.e., g is balanced on Fon). Let
W € Fom. Define over Fom X Foym the Boolean function f by

f,y) =T (py +xGOox* 7)) + g0 72, (x,y) € Fan x Fan.

Then f is semi-bent.

Very recently, several more constructions of semi-bent functions have been derived
from o-polynomials [40]. An important point is that the notion of oval polynomial
over Fo» appears to be suitable to build 2-to-1 mappings on F,». Such a property
has been used to built infinite classes of semi-bent functions.

Theorem 11 ([40]) Let o be a primitive element of Fom and j a positive integer in
the range [0,2™ — 2]. Let G be an o-polynomial on Fom and g a Boolean function
on Fym. Define over Fom X Fom a Boolean function f by

f(x.y) =TT (xG(y) + o/ xy) + g(y),  (x,y) € Fon x Fon.

Then f is semi-bent.
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Problem 5 Find other permutations G than oval polynomials having the property
that y > G(y) + o/ y is 2-to-1 (which is the key in the proof of Theorem 11).

In the following, we emphasize the following observation.

Proposition 9 ([40]1) Any semi-bent function of Theorem 11 is the sum of two bent
functions in the class of Maiorana—McFarland.

Remark 4 Note that if we take at random two bent functions, even in the class of
Maiorana—McFarland, their sum would not be probably semi-bent in most cases
(the reader should notice that semi-bent functions of Theorem 10 can also be
decomposed in the sum of two bent functions).

Problem 6 Find new constructions of semi-bent functions using permutations other
than oval polynomials.

Another construction of semi-bent function in bivariate representation has been
derived by the author in [40].

Theorem 12 ([40]) Let m be a positive integer. Assume m = 2my + 1 odd. Let G
be an o-polynomial on Fon and g be a Boolean function on Fn. Define a Boolean
function f in bivariate representation as

mi+ mi+
FGy) = T4 (367 (0) + 067 () + 263 0) + 0G0

omy+1

+T"1"<(xy +x7 +0)G(y) + 12 +xy+xy3)

+g()’), (x, y) € Fom X Fom.

Then f is semi-bent on Fym X Fom.

Now, Theorems 11 and 12 can be generalized since other semi-bent functions of
a more general form can be obtained from o-polynomials.

Theorem 13 ([40]) Let 7y and mwy be two permutations of Fom whose composition
m omy, Uis an o-polynomial on Fon. Let g be a Boolean function over Fon. Let f
be the Boolean function defined on Fym X Fom by

(x,y) € Fon xFom,  f(x,y) = T} (x (w1 (y) + m2(y))) + g(»).

Then f is semi-bent.

A first consequence of the previous theorem is the following statement which
provides another primary construction of semi-bent functions.

Theorem 14 ([40]) Let m be an odd positive integer. Define the Boolean function
f onTFoyn x Fom as

(x,y) €Fan xFan,  f(x,y) = Tr7 (y°x + y°x + y’x + yx) + g(»)
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where g is any Boolean function over Fom. Then f is semi-bent.
A generalization of Theorem 12 is given by the following statement.

Theorem 15 ([40]) Let mw be a permutation of Fom. Let a be a primitive element
of Fom and j a nonnegative integer. Let G be an o-polynomial and g a Boolean
function over Fom. Define

Y(x,y) € Fon xFan,  f(x,y) = T (m(G(y) + o”)x) + g(»).

Then f is semi-bent.

Let L(x) = Y ") ax? and I(x) = Y7, a,x® be two polynomial over
Fom. L(x) and I(x) are the 2-associate of each other. More specifically, /(x) is the
conventional 2-associate of L(x) and L(x) is the linearized 2-associate of /(x). It is
well known that L is a linear permutation polynomial, if and only if, the determinant
of the matrix (e?_ )o<i.j<m—1 i not zero.

A possible construction of semi-bent functions involving linearized polynomials
and oval polynomials is given by the following statement.

Proposition 10 Let L(x) and l(x) two polynomials on Fom defined as above.
Assume that 1(x) is co-prime with x™ — 1. Let a € Fom such that Tr{'(a) = 0
and 8§ be a non zero elements of Fom. Let G be an o-polynomial on Fom and g any
Boolean function on Fom. Then the function f defined on Fom X Fom as

. y) = T (T (G ) + 87) + xL(G ) + 7)) + ()

is semi-bent.
Proof The proposition follows from Theorem 15 and Corollary 3.6 in [53]. O

In [5], we have introduced the notion of o-equivalence between two oval
polynomials.

Definition 12 ([S]) Two functions G and G’ are o-equivalent if one can be obtained
from the other by a sequence of the following list of transformations:

1. G — G'where G’ : z € Fon > G'(2) := G(Az+p) with A € F5, and o € Fom,
2. G G'where G' : z € Fon > G'(2) := AG(z) + n with A € F5,, and p € Fom,
3. G > G' where G’ : z € Fyn > G'(2) := zG(22"~2) (with G(0) = 0),

4. G+ G' where G’ : z € Fon > G'(2) := G(z%)*"' where j € N,

5. G+ G’ where G’ : 7 € Fon = G'(z) := G ().

Recall the notion of extended affine equivalence between two Boolean functions.

Definition 13 Two Boolean functions f and f’ defined on [F,» are called extended
affine equivalent (EA-equivalent) if /' = f o ¢ + £ where the mapping ¢ is an
affine automorphism on F» and £ is an affine Boolean function (affine functions are
those whose algebraic degree is at most 1).
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A discussion about the EA-equivalence between two semi-bent Boolean func-
tions constructed from o-equivalent ovals polynomials can be found in [40].

4.6 Secondary Constructions of Semi-Bent Functions

In general, “secondary constructions” means constructions of new functions from
ones having the same properties. Only few secondary constructions of semi-bent
functions have been considered in the literature. An example of a secondary
construction of semi-bent functions based on a strong condition on the derivative
functions has been given in [48].

Theorem 16 ([48]) Let f and g be two semi-bent functions over Fon (with n even).
Assume that there exists an element a in Fon such that Dy = D, g. Then the function
h = f + Dg(f + g) is semi-bent on Fon.

The reader notices that Theorem 7 shows that the indirect sum could be used
to construct semi-bent functions from both bent and semi-bent functions. The
construction derived from Theorem 7 can be therefore viewed as a secondary-like
construction of semi-bent functions.

Problem 7 Find new secondary constructions of semi-bent functions, that is,
constructions of new semi-bent functions from two or several already known ones.

Conclusion

The research activity on bent functions has lasted over 35 years and remains
intensive. However, very recently, many advances have been made subse-
quently on super classes of bent functions (plateaued functions, etc.) and
related classes of bent functions (semi-bent functions, etc.). In particular
many new connections in the framework of semi-bent functions with other
domains of mathematics and computer science (Dickson polynomial, Kloost-
erman sums, spreads, oval polynomial, finite geometry, coding, cryptography,
sequences, etc.) have been exhibited. The research in this framework is
relatively new (comparatively to the context of bent functions) and is becom-
ing very active. Despite recent progress, much remains to do. In particular,
although many concrete constructions of semi-bent functions have been
discovered, the general structure of semi-bent functions is still unclear.

Acknowledgements The author wishes to thank Claude Carlet for his careful reading and
interesting comments.
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