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Abstract. In this paper, a document collaboration platform for enter-
prise environments is presented. It incorporates the collaboration, se-
curity, auditing and reuse features into the document editor, as a tool
that has well known interface to the end users. The platform enables
template definition with annotation of the collaboration and protection
units, called live objects. Through the live objects it allows multiple em-
ployees with different privileges to work on the same document, without
having to violate the enterprise policies and processes. This work aims to
increase the employees’ productivity by providing a collaboration win-
dows in corporate documents.
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1 Introduction

In the digitalized and globalized environment of today, the amount and qual-
ity of knowledge makes the difference between the corporations. The enterprise
knowledge is obtained from its employees and stored in various systems and
formats [18]. In the process of knowledge management, teamwork and collabo-
ration is required for task accomplishment[14][25], and the tools need to provide
multiple employees with efficient collaboration, enabling knowledge distribution,
synchronization and conflict management. Employees from different departments
and various privileges can often work together|28|, and their knowledge should be
protected from unauthorized access and manipulation. The trust in the knowl-
edge management systems is crucial[13], and the process of auditing is used to
preserve it. Also, there is a need for managed knowledge reuse, with references
of the reused parts for modification synchronization.

Corporate knowledge is represented in various formats, from structured infor-
mation, stored in traditional databases[11], to unstructured information stored
in documents.

The knowledge should be organized according to corporation policies,
processes and standards, that are designed to increase the efficiency of their
employees and to minimize the operation costs. In order to do so, tools that op-
timize the collaboration, security, auditing and reusing of the knowledge should
be provided.
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In most enterprises, all these aspects are achieved mainly through customized
applications, leveraging the advantages of the database technologies [11]. These
systems work with structured data and use the table records as fine-grained units
for collaboration, protection, auditing and reuse. However, their main disadvan-
tage is that they impose strict rules for data entry, and the employees may not
be able to transform their knowledge to that format.

Beside the structured knowledge in database systems, the documents contain
the major portion of the organizational information utilized in the corporate
processes and used by different users and applications [20]. The documents are
designed to store unstructured data in the form of natural language text and
drawings, and provide a medium that can accept all available employee knowl-
edge. Knowledge management in documents imposes greater conflict possibility
when multiple employees collaborate on the same document. The document is
the unit of management, which prevents collaboration of employees with differ-
ent roles, makes it difficult to detect the exact change in the auditing process,
and is too coarse for reuse.

In this paper, we present a platform that optimizes the collaboration, security,
auditing and reuse of the document content, with a part of a document as a
knowledge granularity unit.

The paper is organized as follows: in Section 2 the document collaboration ap-
proaches and applications are summarized, after which, in Section 3 the general
overview of the implemented platform is presented. In Section 4, the implemen-
tation of the system is presented, and a comparison with the other solutions and
methodologies is elaborated in Section 5. A conclusion about the presented work
is given in the last section of the paper.

2 Related Work

Corporate knowledge can be managed in various systems and formats, including
the Database Systems (DB)[11], Document Management Systems (DMS)[24],
Content Management Systems (CMS)[22] and Online Document Collaboration
Systems (ODCS)[27]. All these systems enable efficient collaboration, security,
auditing and knowledge reuse on a different granularity units. The database and
the Content Management systems work with records and content units corre-
spondingly, which provide data structuring based on the corporate needs, and
the employees should adopt their knowledge to the system requirements. Accord-
ing to [20], the major amount of the enterprise knowledge is stored in documents.
Even though the DBS and CMS can produce documents, they are not intended
to manage them.

Currently, there are two general document collaboration patterns. The first
pattern is represented by the online document collaboration systems[27], where
the employees edit the document in that system. The second pattern is when the
documents are protected and distributed by one system, and edited by another,
represented by document management systems.

The online document collaboration systems|27], such as Google Drive|[1] and
Microsoft Office 365[17], provide real-time collaboration among the employees
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and are deployed in public cloud infrastructures. These systems provide similar
set of features as most of the modern document editors, and there is simple or
no training required for employees to use them[27]. The protection granularity
of these systems is the document, and there is no mechanism to protect part
of content from employees that do not have the rights on it. Additionally, their
infrastructure may violates the security policies of many corporations that do not
allow storing their documents outside their infrastructure. Even if they do allow
this, the corporate accounts should be connected with the platform accounts,
which is not that simple process.

The Please Review|[3] is another online document collaboration system that
can be installed in the corporation. The primary goal of this system is collabora-
tive review, but it also offers a co-authoring option. In the process of document
collaboration, the document owner shares the document with the collaborators
and assigns them in a so called editing zone. These zones are locked until the
user is done with his work. The zone should be downloaded, edited and uploaded
back to the system, since it does not provide web editing. Additionally, the user
can see the whole document, and there is no option to protect only a part of the
document with this system.

The DMS, that represent the second pattern are more often used in the
corporations. The collaboration unit of these systems is the document. The
document management systems, such as SharePoint|21], Alfresco[23] and many
other[19][8][15][16], provide collaboration by document distribution and version-
ing. Conflicts are prevented by document locking, which disables concurrent
modification and decreases the efficiency. Such systems provide document level
security and auditing with corporate account integration. These systems does not
manipulate with the content of the document, and are combined with document
editing applications for content manipulation.

Similar approach is utilized in the file synchronization systems such as
Dropbox[9], OneDrive[2] and Ubuntu One[4]. These systems provide document
level security and client applications for document synchronization. However, all
these solutions are cloud based and may be against the corporate rules.

In [6][5][10] document collaboration systems and methods are defined, where
the document is split in workable elements that can be edited by multiple col-
laborators and the changes are synchronized with a database system in real-time
using messaging system. These systems use document level protection using sin-
gle passwords, and perhaps niter of them provide annotation of the workable
elements according to their permissions or meaning in a document template.
Also, they do not provide any tracking of the reused parts and are web based
solutions.

3 Semantic Sky Platform

In corporate environments, the documents frequently contain parts that should
not be accessible to some employees. Since none of the systems reviewed in
Section 2 protect part of a document, they enforce document splitting based
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Fig. 1. Semantic Sky platform architecture

on the user privileges, collaborating on each of them and merging back the
modifications.

The platform presented in this paper, called Semantic Sky, extends our previ-
ous work [26], by providing collaboration, security, auditing and managed reuse
of document parts. The document parts managed by the Semantic Sky platform
are referred to as live objects.

3.1 Semantic Sky Architecture

The Semantic Sky platform is implemented using client server architecture (Fig-
ure 1). The clients are implemented as document editor addins, while the server
is RESTful live object repository. The platform is designed to coexist with the
document management systems|24|, and the current implementation of the addin
is integrated with SharePoint[21] DMS, but not bounded to it.

The Semantic Sky addin is used to handle the document templates and live
objects, and currently is implemented for Microsoft Office Word, as one of the
most common document editing applications in the corporate world. Moreover,
almost all corporate employees are trained to use document editors and they can
use the addin with short or no additional training. This way, the employees can
use the tools they know best, and simultaneously modify the document parts
required to accomplish their tasks. The Semantic Sky addin is used to detect
and manipulate the document’s live objects, synchronize their content among
the collaborators, and protect them from unauthorized access and modification.

All Semantic Sky client addins communicate with the central repository to
provide synchronization of the live object content among the users. The content
of the live object is versioned, and multiple versions for each live object are
persisted into the repository. The Semantic Sky addin displays the content from
the last version of the live object in the document. The live object versions
provide a better insight to the editors about the evolution of the document. The
users have an option to preview the versions of a selected live object, and a
possibility to select the content of some previous version as current.
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3.2 Live Objects

The enterprises use documents with standardized structure in a form of docu-
ment templates. The templates define the structure of the document, where each
part has position and meaning. The Semantic Sky platform is designed to coexist
with the templates, where the dynamic and protected parts can be annotated as
live objects.

The live objects wrap parts of a document that represents a logical unit and
allow collaborative editing. The best practice is to wrap self-contained logical
units for collaboration, such as paragraphs, sentences or chapters in live object,
but the platform does not impose any limitation.

The live objects are the main units for collaboration and they represent the
meaning of the element in the template, while their versions store the content, the
modifier and the modification time. The Semantic Sky system uses an adapta-
tion of the centralized version control[7] collaboration model for synchronization
and conflict resolution with the live objects as granularity unit. The system au-
tomatically invokes the update and commit procedures on document open and
save correspondingly.

The live objects are designed to enable managed reuse, where the reusing live
object references to the reused one. This provides another level of document
linking, and gives information about their content sharing. Additionally, when
the reused live object is modified in some document, the documents that have
reused it will obtain a notification for the modification, with option to accept it
or not.

In order to provide collaboration of employees with different privileges in a
same document, the Semantic Sky platform has separate access permissions for
each live object. The system uses the RBAC model[12], where the users and
their roles are obtained from theirs’ computer account. Since the documents can
be opened without the Semantic Sky addin, there are both public and private
protection modes for the live objects. The public live objects are visible to every-
body and their content is embedded into the document, while the content of the
private live objects is synchronized on each document opening. For the private
protection mode, the Semantic Sky system defines the following privileges: no
access, read only, read & write, and manage. The higher privileges include and
extends the rights from the lower one. The user that creates the document has
modify permission, and can manage the protection mode and the privileges of
the other collaborators. Live objects have public protection mode by default,
and every user can read and modify their content.

3.3 Semantic Sky Document Editor Addin

The user interface of MS Word instance with the Semantic Sky addin is shown in
Figure 2. All live objects are accessible through the panel at the left side of the
editor, providing easy navigation to the required parts. There is also an option to
preview the live objects from the other documents and to reuse their content in
the current document (the right tab of the panel). The addin provides managed
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Fig. 2. Document with live objects and their versions

reuse, where the reusing live object stores a link to the reused one. The auditing
and the conflict resolution is done through the popup window from Figure 2. It
displays a list of all live object changes and enables to roll back the modifications
to a previous version. The Semantic Sky platform provides access to the content
even if the addin is absent, so that external collaborators can be included. The
modifications from these collaborators are synchronized on the next document
opening in document editor with installed Semantic Sky addin.

The platform does not provide real-time synchronization because the docu-
ment may be opened in parallel by document editor instances (or other appli-
cations) that do not have the addin. The addin provides on demand live object
synchronization and mechanism for conflict resolution. This way, the platform
ensures the consistency of the live objects content among the different collabo-
rators.

4 Semantic Sky Implementation

The live objects are implemented as MS Word native Rich Text Content Con-
trols!, handled by the semantic sky addin. The addin supports template creation
through annotation of the live objects that are used for content protection and
collaboration. The semantic sky addin uses the Tag property? of the Rich Text

! http://msdn.microsoft.com/en-us/library/
microsoft.office.tools.word.richtextcontentcontrol.aspx

2 http://msdn.microsoft.com/en-us/library/
microsoft.office.tools.word.richtextcontentcontrol.tag.aspx
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Fig. 3. Live Objects Initialization

Content Control to identify the live object controls, and the CustomXMLPart?
to store their meta-data. The CustomXMLPart is defined as part of the Office
Open XML standard?, and it is not visible to the collaborators. The Semantic
Sky addin uses it to decide how to protect and handle the live objects.

4.1 Live Object Initialization

When the document is opened in MS Word with Semantic Sky addin, the live
objects mechanism iterates over all Reach Text Content Controls in the doc-
ument, identifying the one that has Tag property starting with “#ssky|#lo|”.
For each live object control, the addin executes the initialization procedure from
Figure 3 in a separate thread, since there are no correlations between them.
This speeds up the document opening process, and each live object is initialized
independently.

During the initialization process, the addin first obtains the live object’s meta-
data entity from the document’s CustomXMLPart. Since the live objects with
public protection mode can be modified outside of the system, there may be a

3 http://msdn.microsoft.com/en-us/library/bb608618.aspx
4 http://www.ecma-international .org/publications/standards/Ecma-376.htm
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conflict in their content, and the addin checks whether they are modified in the
document and in the repository. When there is conflict for the live object, it
is marked as conflicted by setting this flag in its meta-data entry. The public
live objects that are not locally modified, are update their content with the
repository version.

The modification of the private live object is managed by the addin and
there is no need for conflict resolution in their initialization phase. The access
permissions for the user are first obtained for them. When the user does not
have access for the live object, the read only property for its control is set and
its content is not loaded nor displayed. Otherwise, the content is loaded from
the repository only if the repository version is greater than the local version of
the live object.

At the end of the initialization process, the addin registers a handler for the
Exiting Event® of the live object control, which updates the live object’s meta-
data after each user interaction.

4.2 Live Object Synchronization

The content of the live objects can be synchronized on demand and on document
save operations. In this process, the addin tries to store only the modified (dirty)
live objects and tries to store their content in the repository. The system then
checks for conflicts, and when there is none, a new version of the live object is
created. Then the addin updates the live object’s content and meta-data. In case
the local version is smaller than the repository version, the repository stores the
user live object version as conflicted, and the addin also marks the live object
control as conflicted.

The popup dialog from Figure 2 is used for conflict resolution. On the upper
left side all live objects are displayed, with the conflicted one colored red. In the
lower left text box, the local version of the live object is displayed and the right
text box is the latest repository version from the live object. The user can accept
either the local or the repository version. If a combination from the both versions
is needed, the user should manually change the content of its local version, and
then accept it. The repository content (the right text area) is not editable. This
dialog should be improved in order to display where the two versions differ, and
it is planned to be improved as a part of the future work.

When the document is closed and all live objects are synchronized, the se-
mantic sky addin removes the content from the live object controls with private
protection mode. This way, when the document is opened without the addin,
the protected live objects are not displayed and their information is protected.

5 Evaluation

The main difference of the Semantic Sky system 1is that it supports
managed content reuse with referencing and protects the document parts from

® http://msdn.microsoft.com/en-us/library/
microsoft.office.tools.word.contentcontrolbase.exiting.aspx
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unauthorized access. All other systems provide content reuse with copy-paste,
and do not provide tracking of the reused parts. Also, none of these systems
provides protection of document parts based on employee privileges, and these
employees must use workarounds that decrease their productivity in order to
collaborate with these systems.

The on demand synchronization of the Semantic Sky system is not as ef-
ficient as the real-time synchronization, but it allows external collaborators to
contribute in document editing tasks on a same document, without exposing pro-
tected information. All other systems either protect the whole document with
password or do not provide protection at all.

Additionally, the Semantic Sky platform is designed to coexist with the
DMS|24] and to use them for document distribution among the employees. The
collaboration environment is integrated in Microsoft Office Word document edi-
tor, and the employees can use the platform with minimal training, and increases
their efficiency.

Table 1 summarizes the features of the document collaboration systems. The
collaboration feature describes the collaboration unit of each of the systems to-
gether with the synchronization mechanism. The security and auditing columns
display the protection and versioning unit of each of the systems, while the con-
tent reuse column describes how content can be reused in them. The last column
describes whether and how the documents are protected when they are being
open out of the system.

Table 1. Document collaboration systems comparison

Collaboration Security — Auditing Content Template Out of system

reuse support protection
Semantic Sky live object, on live object live object referencing yes private  live
demand (managed) objects
ODCS|27] character, document character copy-paste no no
real-time
DMS|24]| with document, document document copy-paste editor document
editing app. lock&versions templates (password)
[3]]5][6][10]  document document document copy-paste no document
part, lock or part (password)
real-time

6 Conclusion

The Semantic Sky platform provides document collaboration for enterprise en-
vironments, handling security with document content protection, even when the
documents leave the controlled environment. The template mechanism enables
structuring of the corporate documents through annotation of the collaborative
and protected elements, called live objects.



80

R. Stojanov et al.

The platform extends the document editors, with the Semantic Sky addin.

The integration with the document editor significantly improves the employees
efficiency because they can focus on their tasks, leaving the addin to handle the
document synchronization and management. The versions of the live objects pro-
vide document evolution auditing, while the managed live object reuse provides
notifications for the documents with reused content when the base live object is
changed.

The use of the live object controls enables collaborators without the semantic

sky addin to be involved in the editing process of the public content, without
violating the corporate policies.
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