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Preface

Introduction

Several disasters over the past number of years have exposed serious weaknesses
and vulnerabilities in the emergency management capabilities within the global
communities. Events such as BP Deepwater Horizon Oil spill (2010), Fukushima
tsunami and nuclear disaster (2011), earthquake in Haiti (2010), Hurricane Sandy
(2013), and Typhoon Haiyan (2013) highlight the devastating effects that man-made
and natural disasters have on the population and infrastructure. These examples
highlight how ‘hyper-risks’ emerge from our ‘hyper-connected world’ [1] pointing
to the requirement for enabling resilience to support disaster management. A recent
Chatham House report ‘Preparing for High-Impact, Low-Probability Events’, found
that governments and businesses remain unprepared for such events [2]. As described
in the Chatham House Report [2], the frequency of ‘high-impact, low-probability’
(HILP) events in the last decade signals the emergence of a new ‘normal’. With regard
to the BP Deepwater Horizon Oil spill (2010), the various failures described in the
Presidential Report (2011) highlight the lack of a suitable approach for anticipating
and managing the inherent risks, uncertainties and dangers associated with deepwater
drilling operations, and the failure to learn from previous near misses. Many of the
risks that are associated with man-made and natural disasters often arise from unantic-
ipated consequences stemming from interactions within and between different types
of systems. Recurrent events, such as flooding, droughts, tornadoes, and even pan-
demic outbreaks have been shown to have equally serious impacts, raising new ques-
tions about how we can ‘design’ and enable resilience in systems and communities.

Resilience, resilient communities, and resilient livelihoods are becom-
ing a focus of local, regional, national and global governments, and agencies.
Researchers along with disaster management agencies are seeking to address the
underlying fragilities that turn shocks and stresses into crises and how to enable
resilience to support risk, crisis, and disaster management.
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Resilience Thinking

Today we see unprecedented interconnectedness and interdependencies at the local
and global scale. As described by Sambharya and Rasheed [3] ‘risks are rarely
confined to a nation, an industry, or a firm. Instead, today’s risks are systemic,
their contagion rapid, and their consequences devastating and unpredictable. This
calls for new approaches to understand measure and respond to risks’. The con-
cept of resilience, in particular associated with disaster risk reduction, has gained
significant interest and attention. Within the context of such threats as pandemics,
climate change, financial crisis, natural hazards, and technological disasters, resil-
ience thinking has emerged as a concept that recognizes the complex, nonlinear
and dynamic properties of interdependent systems (social, political, economic,
ecological). “Resilience thinking” supports a systems view of the disaster manage-
ment domain to reveal new ways of understanding the world and a new approach
to managing disasters. The systems lens that supports resilience thinking embraces
network analysis to reveal insights into politics, governance, and power relation-
ships that permeate the system as described in Masys [4]. It embraces human,
technical, and natural systems as complex entities continually adapting through
cycles of change. A resilience thinking approach examines how these interacting
systems of people, technology, and nature can be managed to facilitate safety and
security.

As part of the Springer book series: Lecture Notes in Social Networks, this
edited volume: Disaster Management: Enabling Resilience, focuses on the contri-
bution of resilience thinking along the following broad themes:

Urban Domain

Cyber Domain
Organizational/Social Domain
Socio-ecological Domain

This book comprises 15 chapters from leading researchers engaged in resil-
ience thinking within the risk, crisis, and disaster management domain. The chap-
ters present state-of-the-art research on resilience thinking tools, techniques, and
applications supported by case studies and computational simulation.

Content

Part I: Introduction

The first two chapters provide a powerful introduction to the notion of resilience
within the disaster management domain. The chapter “Resilience Undefined: A
Framework for Interdisciplinary Communication and Application for Real-World
Problems” by Thomas G. Koslowski and Patricia H. Longstaff describe how resil-
ience scholars from multiple fields continue to look for a universally accepted
definition of resilience. But is a universal definition across disciplines possible or
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even desirable in the near future? The proposed framework enables a more holistic
understanding of the various fields of resilience research and makes communication
across several domains more productive by placing the discussions into four types
of resilience that are broad enough to facilitate discussion, but specific enough to
allow for the translation of resilience into specific policies, practices, and outcomes.

Erik Hollnagel (well known through his contributions to resilience engineering)
in his chapter “Disaster Management, Control and Resilience”, looks at disaster
management as a form of safety management, using the perspective of resilience
engineering. In safety management, control can be lost by not being ready to
respond, by having too little time, by lacking knowledge of what is going on, or
by lacking the necessary resources. To maintain control unsurprisingly requires
the converse of these conditions. Resilience engineering looks at how systems can
sustain required operations under both expected and unexpected conditions by
adjusting its functioning prior to, during, or following changes, disturbances, and
opportunities. To do so requires the abilities to respond to what happens, to moni-
tor the situation, to learn from what has happened, and to anticipate what may hap-
pen. The same type of analysis can be applied to disaster management, to better
understand how it succeeds.

Part II: Urban Domain

The part on Urban Domain resilience comprises four insightful chapters. Oliver
Chikumbo, Steve Lewis, Hugh Canard, and Tony Norris in their chapter entitled
“Futuristic Smart Architecture for a Rapid Disaster Response” describe how the abil-
ity to control and contain an unexpected disaster event such as a bushfire or flooding
in real-time is fraught with logistic and planning challenges. Information is difficult
to assimilate both from structured and unstructured data that may be collected in
real time—unreliability of mostly unstructured data from social media and mobile
devices, though extremely helpful, can make it difficult to deploy needed help/assis-
tance in time. Also when part of the infrastructure is destroyed that normally is relied
on for collecting structured data, the situation can even make it harder for ad hoc
planning specifically targeted at saving lives first. In such situations, a combination
of unstructured data that carries uncertainties and limited structured data from infra-
structure that might still be working after/during a disaster event can be used to the
best of advantages and still enhance the control process to better achieve desired
outcomes: i.e., real-time event monitoring through real-time limited and high uncer-
tainty data; filtering unstructured data through crowd sourcing, not only for reliability
but sometimes for language translation as well; short-term predictions of anticipated
changes from already existing interoperable simulation models, using the limited
structured data from infrastructure that might be still standing following a disaster;
and all this with the aim of appropriate, timely responses to saving lives in a rapidly
evolving environment. A generic management framework designed to be used during
a “phase transition” between pre- and post events, and characterized by the interoper-
ability of distributed simulation models, and the collection and sharing of structured
and unstructured data via cloud services and “connected devices”, is essential for
the consistent provision of highly effective responses. Chikumbo et al. explores this
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framework from a science and innovations perspective, advocating “antifragility” for
emergency response system designs. For antifragility systems, failures do not stand
for a breakdown or malfunctioning of normal system functions, but rather represent
the adaptations necessary to cope with the real-world complexity through the man-
agement of “robustness trade-offs” as it occurs in dynamic and real-world contexts.

The chapter entitled “Building in Resilience: Long-term Considerations in the
Design and Production of Residential Buildings in Israel” by M. Sever, Y Garb, and
D. Pearlmutter develop ideas from previous work regarding architectural awareness
of earthquake resistance. They introduce three levels of integration needed when
designing for resilience: (1) integration in multidisciplinary design teams; (2) inte-
gration in the design process, i.e., integrated design or co-design, and (3) integration
of long-term and short-term considerations. The aim of this chapter is to examine
barriers to the integrated design of resilient buildings by looking at disincentives for
nonlinear co-design processes along the extended building supply chain.

In their chapter “Urban Resilience and Sustainability: The Role of a Local
Resilience Forum in England”, Julie Fisher, Ksenia Chmutina, and Lee Bosher
argue that the urban environment is prone to impacts of hazards, threats, and major
accidents. In light of this it is crucial to plan, design, build, manage, and oper-
ate urban environment in a resilient and sustainable manner. The compatibility and
conflict between resilience and sustainability has received increasing attention in
recent years in academic literature, however, its application on local and national
levels has not yet been widely attempted. The Local Resilience Forum (LRF) is
an important mechanism for facilitating the complex multi-stakeholder interac-
tions required to deliver urban resilience in England, however, sustainability does
not appear to be a priority. This study explores how emergency planning and the
design of the built environment can further both agendas. A range of promising
practices was found that potentially could not only increase the resilience of, but
that are also integral to the sustainability of the built environment.

Alexandra JaYeun Lee delves into the world of wicked problems and com-
plexity in her chapter “Wicked Problems Framework: Architectural Lessons from
Recent Urban Disasters”. Urban issues such as informal settlements, poverty, and
overcrowding, are merely the physical symptoms of deep systemic issues beyond
the control of planners and architects alone, and hence, are ‘wicked’. Rittel, a
thought leader of design thinking, coined the expression “Wicked Problems” in
1973 to describe the complex issues of society situated in the real world that can-
not be solved using rationality alone. In fact, such issues need transdisciplinary
understanding and action to optimize decision-making based on multiple view-
points and methods of inquiry.

Many of the ‘wicked’ attributes of society are amplified in a state of chaos such as
in urban disasters, and this chapter argues that the wicked problems framework can
lead to alternative visions through democratic, transdisciplinary design strategies.
The Rittelian framework is still relevant in today’s complex societies, particularly
in community development projects. This chapter presents some of the key findings
from three post-disaster case studies, tracing some of the successful design decisions
that were made by local stakeholders with and sometimes without architects.
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Part ITI: Cyber Domain

The pervasiveness and impact of cybercrime on national and global systems is sig-
nificant. Chris Johnson in his chapter “Architectures for Cyber-Security Incident
Reporting in Safety-Critical Systems” highlights how cyber-attacks can have a dev-
astating impact on safety-critical systems. The increasing reliance on mass market
Commercial Off-The Shelf (COTS) infrastructures, including Linux and the IP stack,
have created vulnerabilities in applications ranging from Air Traffic Management
through to Railway signalling and Maritime surveillance. Once a system has been
attacked, it is impossible to demonstrate that malware has been completely eradi-
cated from a safety-related network. For instance, recent generations of malware use
zero day exploits and process injection with command and control server architec-
tures to circumvent existing firewalls and monitoring software. This creates enor-
mous problems for regulators who must determine whether or not it is acceptably
safe to resume operations. It is, therefore, important that we learn as much as pos-
sible from previous cyber-attacks without disclosing information that might encour-
age future attacks. This chapter describes different architectures for encouraging the
exchange of lessons learned from security incidents in safety-critical applications.

Building upon the insights emerging from Chris Johnson’s chapter, Anthony
J. Masys presents “The Cyber Ecosystem-enabling Resilience Through the
Comprehensive Approach”. The pervasiveness of the global cyber infrastructure is
instrumental for economic prosperity and national security. Helbing [1] poignantly
argues that ‘Globalization and technological revolutions are changing our planet.
Today we have a worldwide exchange of people, goods, money, information, and
ideas, which has produced many new opportunities, services, and benefits for
humanity. At the same time, however, the underlying networks have created path-
ways along which dangerous and damaging events can spread rapidly and glob-
ally’. With this in mind comes the realization that ‘...most cyber infrastructure is
not secure and is vulnerable to attacks from malicious actors potentially leading to
failure of critical infrastructure, exploitation of sensitive information, and loss of
intellectual property’ [5] .

The challenge in dealing with such cyber threats stems from the fragmented
and disconnected approaches and solutions which as noted by Pawlak and
Wendling [6] °...are driven by policy, legal, or technological considerations and
as such rarely include all stakeholders: public administration, businesses, citizens,
the research community or relevant international players’. To address the perva-
siveness and severity of the cyber threats requires an approach that recognizes the
cyber security risks from a ‘systems perspective’ recognizing the complex interde-
pendencies between the physical, human, and informational domains [7-9]. This
chapter approaches this ‘complexity’ dilemma through the application of systems
thinking and the comprehensive approach [7, 8].

Part I'V: Organizational/Social Domain

The organizational and social domains are explored in a number of chapters. In
the Chapter entitled “Enabling Resilience: An Examination of High Reliability
Organizations and Safety Culture Through the Lens of Appreciative Inquiry”


http://dx.doi.org/10.1007/978-3-319-08819-8_7
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http://dx.doi.org/10.1007/978-3-319-08819-8_9

X Preface

Jerson Wattie and Anthony J. Masys focus on shaping a safety culture through
the strength-based approach of appreciative inquiry. Dulac [10] argues that com-
plex socio-technical systems have a tendency to slowly drift from a safe state
toward a higher risk state, where they are highly vulnerable to small disturbances
whereby seemingly inconsequential events can precipitate an accident. Recent
socio-technical disasters such as the 2011 Fukushima Nuclear accident, 2010
Deepwater Horizon accident and 2005 refinery explosions at BP’s Texas City
all highlight major disasters in which a safety culture was not working. Many
industries around the world are showing an increasing interest in the concept of
‘safety culture’ as a means of reducing the potential for large-scale disasters, and
accidents associated with routine tasks [11]. Traditional root cause methods of
analysis examining safety culture apply a deficiency model in which problems
are identified to support corrective action and transformational change. Within
this paradigm one asks: “What are the problems?”, “What’s wrong?” or “What
needs to be fixed?”. Here we introduce a paradigm shift from a deficiency-based
approach to a strength-based approach through the advent of “Appreciative
Inquiry” (AI). The Appreciative Inquiry model is based on the assumption that
the questions we ask will tend to focus our attention in a particular direction.
Appreciative Inquiry stands out as a methodology that can facilitate examina-
tion and ‘construction’ of safety culture. As a high engagement, strength-based
approach to organizational change, Al focuses on aligning strengths of the
organization with opportunities, aspirations and desired results, and transform-
ing goals into action fostering organizational learning at its core. Drawing upon
the literature on Al, High Reliability Organizations and safety culture, this chap-
ter presents appreciative inquiry as a tool-set to facilitate structured analysis and
construction of the qualities of a safety culture of excellence to support a High
Reliability Organization.

Simon Bennett describes in his chapter “Unintended Consequences. What
Lessons Can Risk-Managers Learn from the Use of Armed Remotely Piloted
Vehicles for Counter-insurgency in Pakistan?” how actions have intended and
unintended consequences, some of which are functional, some not. The CIA’s
drones-first Pakistan counterterrorism strategy is used to illustrate how a well-
intentioned policy may generate adverse outcomes sufficient to undermine that
policy. The adverse outcomes (in Merton’s argot ‘latent dysfunctions’) gener-
ated by the CIA’s counterterrorism strategy may be so numerous and grave as to
undermine the War on Terror. Adverse outcomes include collateral damage, radi-
calization, destabilization, and diplomatic schism. Several lessons are drawn. For
example, the latent dysfunctions can undermine, if not fatally compromise, purpo-
sive action. It is far from certain that the CIA’s drones-first counterterrorism strat-
egy is making a net contribution to the War on Terror. Latent dysfunctions could
render the War on Terror a zero-sum game. The author concludes that a timely
response to contra-indications (Langer’s ‘mindfulness’ and Toft’s ‘active learn-
ing’) makes policy success more likely. Inhibitors to mindfulness include igno-
rance, prejudice, dogma, groupthink, and collective amnesia.


http://dx.doi.org/10.1007/978-3-319-08819-8_10
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In the chapter “Extra-fragile in Disaster: People with Disabilities in a
Bombarded Zone”, Rita Sever describes how although some guidelines and
manuals support the specific inclusion of people with disabilities in emergency
considerations, most programs focus on disability as a cross cutting issue, or on
protecting people with disabilities as a vulnerable group, rather than on the specif-
ics of inclusion and overcoming barriers. There is little evidence that these guide-
lines are used to any effect with people with disabilities.

In emergencies, handicapped people may encounter particular difficulties that
make the general facilities and assistance inaccessible to them. At the same time,
services that usually cater to their special needs also suffer damage and become
less effective or even unavailable. The social and personal supports that surround
people with disabilities are fragile and appear to be particularly susceptible to the
type of disruption that disasters incur.

This is what was happening in Israel in summer 2006. The existing public ser-
vices were inadequate for people with disabilities living in the bombarded North
which became a disaster zone, and third sector organizations stepped in to fill the
void. A program was created by NGOs to respond to a deluge of requests for assis-
tance from people with disabilities living in their communities within the disaster
zone.

The research presented in this chapter is a mixed-methods case-study that stud-
ied this program. It is based on documentary material, program records, in-depth
interviews with the partners and staff members of the program, and a survey of
a representative sample of people with disabilities who requested assistance from
the project. In addition to complementing findings of other researches, this study
has unveiled some of the problems and dilemmas encountered by the project and
has highlighted several issues that have not gained ample consideration, if at all,
in the existing literature on disaster management and planning for resilience:
unintended consequences of the participatory approach; managing and coordinat-
ing volunteers; and the double jeopardy of people with physical or mental disa-
bilities who are also culturally and/or linguistically different from the mainstream
population.

In the chapter “Disaster Management: Enabling Resilience” Regan Potangaroa,
Happy Santosa, and Suzanne Wilkinson looks at one way to possibly measure
resilience as a first step toward perhaps managing it. This issue of metrics seems to
be at the core of the resilience discussion. The approach discussed uses a Quality
of Life (QoL) Tool that was theoretically adapted for its application in the field.

In the chapter “Defining and Negotiating a Shared Responsibility for Disaster
Resilience”, Bede Wilson applies Cultural Theory to examine how the community
of Springbrook, Australia, defines and negotiates a shared responsibility for
disaster resilience. The influence of this process on the community’s disaster
management plan is also assessed. The Springbrook example shows that initiatives
that promote mutual understanding of world views are an effective way to develop
disaster resilience. Through deliberation these world views may form alliances that
address the limitations of any single approach. Such alliances are both exclusive
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and temporary however, suggesting that a broader range of initiatives, rather
than broader participation itself, is required to support widespread and sustained
resilience.

Part V: Socio-Ecological Domain

Socio-ecological resilience is addressed by Michael R. Czaja in his chapter
“Wildland Fire Management: Movement Towards Enabling Resiliency?”. Wildfires
in the western US are changing. Research suggests they are expanding in size and
duration. The results include civilian and firefighter fatalities, record destruction
and damage to homes and infrastructure, and increasing costs to agencies responsi-
ble for fire management. Two developments within the framework of wildland fire
management suggest potential movement toward enabling resiliency. One of these
is development of the National Cohesive Wildland Fire Management Strategy. The
other is a state-level initiative, Colorado’s Task Force on Wildfire Insurance, and
Forest Health. A goal of both processes is to seek methods which allow human
populations and infrastructure to withstand a wildfire without loss of life and prop-
erty. One implication will be how these initiatives enable resiliency within the
larger subject of disaster management. Another will be to potentially apply this
type of strategy development and working group methodology to other appropriate
fields of disaster management.

In the chapter “Vulnerabilities and Co-evolutionary Dynamics in Morelia
Michoacan, Mexico: A Case Study” L. Aguilar-Armendariz and A.N. Martinez-Garcia
suggests that human populations’ vulnerability to environmental hazards relates
to sustainability and complexity sciences, given the global, multi-disciplinary, and
dynamic nature of the issues currently faced by humanity. Among the human popu-
lation affected by environmental disasters (being of hydrometeorological, geologi-
cal, biological, technological, and even socioeconomic nature), the poor are usually
the most affected (BID 1999, UNDP 2004). Not only the lack of basic infrastructure,
education, goods, and services make the human poor more vulnerable to disasters,
poverty issues also hinder the response of governments after each event. Human popu-
lations’ vulnerability to environmental hazards can be understood as a dynamical pro-
cess among physical, economic, ecologic, and sociocultural factors. Depending on the
dynamic outcome among them, these factors either contribute or hinder human socie-
ties” sustainability. The case study for this chapter is Morelia, which is the capital city
of Michoacan State, Mexico. The city had 729,279 residents in 2010, and it is vul-
nerable to extreme rainfall events, which result in flooding of given areas of the city
every raining season. There are also geological fault lines where inhabited sections
of the city have been constructed. This study considers social, economic and ecologi-
cal variables, using metadata from the National Institute of Geography and Statistics
(INEGI 2000, 2005, 2010) and the National Council for the Assessment of Social
Development Policies (CONEVAL, 2010) of Mexico.

Collectively, the chapters present the reader with a broad overview of resilience
thinking across the Urban Domain, Cyber Domain, Organizational/Social Domain,
and Socio-ecological Domain. It advances our understanding and state of the art
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regarding resilience within the risk, crisis, and disaster management domain and
lays the foundation for continued exploitation and development of resilience think-
ing tools and techniques.
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Resilience Undefined: A Framework
for Interdisciplinary Communication
and Application to Real-World Problems

Thomas G. Koslowski and Patricia H. Longstaff

Abstract Resilience scholars from multiple fields continue to look for a universally
accepted definition of resilience. But is a universal definition across disciplines
possible or even desirable in the near future? The proposed framework enables a
more holistic understanding of the various fields of resilience research and makes
communication across several domains more productive by placing the discus-
sions into four types of resilience that are broad enough to facilitate discussion,
but specific enough to allow for the translation of resilience into specific policies,
practices and outcomes.

Keywords Resilience definition + Multidisciplinary resilience framework + Resilience
translators

1 Introduction

The increasing complexity of today’s inter-connected social systems has resulted
in calls for greater understanding and development mechanisms for coping with
turbulence and uncertainty [38, 73]. The skills for translation between academic
disciplines and between the academy and practitioners will almost certainly need
to happen for productive discussions among ecologists, engineers, physicists and
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psychologists (who have all developed their own definitions and lexicon) in order
to build new approaches to the complex problems facing many organizations and
all governments [33].

Resilience has been studied and described by various academic disciplines as
a potential answer to move beyond survival and even prosper in the face of chal-
lenging conditions [11]. These disciplines include: ecology [27], psychology
[43], socio-technical studies related inter alia to safety management [29], disaster
research [51] and a broad range of organizational studies (http://link.springer.com/
chapter/10.1007%2F978-3-642-41098-7_12) [34, 44, 61, 73]. Publications con-
cerning the concept have increased dramatically.

The concept of resilience has emerged relatively recently in the scientific
debate. The number of publications dealing with resilience is strongly increasing
over the last years. Taking into account a general increase in publications per year
(about doubled since 1995), scientific articles containing the keyword resilience
grew more than ten-fold since 1995, corresponding to a larger application of the
resilience concept and a wider diffusion to other scientific areas. Figure 1 shows
the number of publications dealing with resilience in all scientific disciplines.
Searching for the keyword “resilience” in only scientific articles on the scientific
database web of knowledge yields 9,272 results (Sept. 2011).

The increasing popularity of the term ‘resilience’ has caused some (e.g.,
Lorentz [39, 63] to believe that resilience is in danger of becoming another lin-
guistic fashion or buzzword with little or no meaning or validity. While there
may be some transient fashion involved, the increased popularity of resilience
also signals an alternative focus for the challenges of uncertainty and variability
that arise from the increasing complexity and interconnectedness of modern sys-
tems. This has led to new worldwide efforts to recognize and deal with systems
that cross traditional academic boundaries and corporate as well as governmen-
tal regulatory divisions. For example, the Resilience Alliance has developed an
interdisciplinary “Resilience Thinking” as a framework for understanding change
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in social-ecological systems [58, 71]. An emerging community of engineers from
a variety of subspecialties is developing ‘Resilience Engineering’ as “a new way of
thinking about safety” [59].

Against the backdrop of varied conceptual usage across multiple fields, it is
not surprising that extant resilience research is surrounded by diversity and ambi-
guity of definitions, scope conditions, antecedents and outcomes e.g. Lorenz [39]
and Norris et al. [51]. Is resilience a metaphor, a capacity, a capability, a strat-
egy, a goal, a guiding principle, a philosophy, a measure or a behavior? Although
an elastic notion of resilience may facilitate communication across disciplines
(or even divergent lines of research within a discipline [7, 63]), a lack of clarity
confusion may hinder operationalization in specific contexts and lead to unclear
or even contradicting evaluations of results. A definition that is too broad would
also hinder empirical research results and even cause some to question the rel-
evance of the concept [63, 64]. As Suddaby [64] states, a clear construct might
not only facilitate communication between scholars, it also “enhances research-
ers’ ability to empirically explore the phenomena” and further enhance outcomes
by “allowing managers to redefine problems in ways that are more amenable to
resolution” (p. 352).

As various disciplines and domains continue to develop data about resilience in
their specific setting they will inform the development of definitions. Experiments
will inform theory while adapted theories and definitions will enable new exper-
iments. Unfortunately, a holistically agreed upon definition will be difficult and
problematic in the short term. And the world cannot wait for the perfect defini-
tion before it begins to tackle the dangers and uncertainties from which we must
bounce back or forward. Fortunately, a variety of definitions can exist as long as
they are acknowledged [63] and there are people or mechanisms that can translate
between them. The intention of this paper is to build bridges between definitions
so that both scholars and practitioners can confront important problems.

2 Translation as an Interim Step

Translate, v. To bear convey, or remove from one person, place or condition to another, to
transfer or transport.... (Oxford English Dictionary)

Most of us are familiar with the translation of languages. Many have been surprised
at how a word or concept from another language gets converted by translation soft-
ware or even professional translators who are proficient in both. Sometime words
carry with them the culture and/or conceptual orientation of the speaker that are not
shared by the listener. Misunderstanding is almost certain in such cases. But centu-
ries of dealing with people who speak other languages or speak the same language
but come from other cultures have given us some tools for managing the poten-
tial confusion and misconstructions. Interdisciplinary and international problem-
solving is hard work and there are often communication errors so it is important to
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know what level of translation matters for the problem at hand. Does the problem
require the participants to share broad definitions or to agree on very precise ones?

The framework proposed here will help begin the process of translation and
this will help identify the modi operandi (strategies and mechanisms used) that
are more likely to allow a system (such as a community or a technical system)
to achieve resilience. The four perspectives are broad enough to allow for differ-
ences in particular situations, but concrete enough to allow for the discussion of
how and to whom resources for recovery or adaption are allocated [4] and help
identify other trade-offs with regard to the arsenal of resilience mechanisms and
policies that are employed.

Notwithstanding some substantial commonalities among the disciplines, sub-
stantial distinctions of the concept exist with regard to [1] the level of complexity
that is assumed (reductionism versus holism orientation) and [2] the degree of nor-
mativity included in the perspective (descriptive vs. normative orientation). After
analyzing these meanings, we will discuss the applicability of our conceptual
framework as a blueprint for facilitating real-world problem solving and cross-
disciplinary resilience research by giving options for re-contextualizing the appro-
priate resilience type to the respective object of investigation. This allows for the
concept of resilience to continue to evolve as disciplines begin to talk to each other
and as practitioners discover new mechanisms for systems to recover from shocks
they cannot avoid.

That does not mean that there is one best way to accomplish resilience, at least
not at the moment. That is unlikely to be the immediate outcome of international,
interdisciplinary, and inter-organizational efforts to deal with a wide variety of uncer-
tainties. The first step in managing such an effort is to acknowledge all the potential
opportunities and all possible difficulties. The next steps are to make the goal clear in
each case, decide how success will be judged, and determine how (or if) the lessons
learned in one place can be translated into another place or knowledge domain.

3 A Brief Walk in the Definition Thicket

Resilience, n. 1. The action or an act of rebounding or springing back; rebound, recoil. 2.
a. Elasticity; the power of resuming an original shape or position after compression, bend-
ing, etc. b. The energy per unit volume absorbed by material when it is subjected to strain;
the value of the elastic limit. .... 5. The quality or fact of being able to recover quickly or
easily from, resist being affected by, a misfortune, shock, illness, etc.; robustness; adapt-
ability (Oxford English Dictionary).

The English word “resilience” is derived from the Latin words resilire and salire,
meaning to leap back, recoil, spring and spring again, re-flow, et cetera. In gen-
eral terms, resilience is often said to reflect any system’s response to change or
forces outside itself. The evolution of the term across different disciplines and
fields of application has led to a diverse and sometimes confusing definitional
lexicon. An extensive review of the literature reveals that the word resilience has
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been used to indicate a metaphor, a capacity of a systems and a strategy to cope
with uncertainty [51]. Several conceptual and review papers have been written to
clarify resilience in various fields: Klein, Nicholls, and Thomalla (2003) review
resilience in natural hazards, Brand and Jax [7] in sustainability science; Norris
et al. [51] in community resilience; Hollnagel et al. [29] for engineered systems;
and Strunz [63] has applied resilience to the “vague /precise concept” debate in
philosophy of science.

After looking at the definitions of resilience from a wide variety of disciplines,
one can see that they almost always contain the basic idea of bouncing back from
challenges or dangers that the individual or system could not resist (stop from hap-
pening). It involves the survival or persistence of something over time even if there
is a change, a surprise and/or uncertainty. In this section we will systemize the
multidisciplinary research body based on theoretical observations extending to
a high level of abstraction, independent of the specific context and discipline in
order to make differing applications comparable according to [1] the level of com-
plexity and [2] the degree of normativity.

The level of complexity reflects the assumptions about system behavior, rang-
ing from a reductionist view of single-equilibrium, linearity and predictability
to complex system view of multi-equilibria, non-linearity and emergence. The
degree of normativity covers the distinct conceptualizations from a descriptive
system property to developmental processes with desirable outcomes. According
to specific combinations across the two dimensions, one can help appreciate the
specific nature of resilience. The section will firstly address the axis of matrix
by giving readers a comprehensive look at how the word is used in several
disciplines.

3.1 Complexity

Reductionist approaches. Perhaps the most comprehensive development of resil-
ience frames the concept as a return to normalcy or a single equilibrium. At this
simplest level, resilience refers to dynamics close to a stable equilibrium and is
defined as the (speed) time required for a system to return to its original state fol-
lowing a disturbance event! [55]. This meaning presumes an equilibrium before
the shock, so that the definition is similar to a stability property such as elasticity,
resistance, maintenance [23] or rapidity of a system for restoration [45]. Hence,
the interest and focus of the often termed “engineering resilience” [27] are on
(often designed) systems with a single equilibrium, such as standard bridge load
but also similar to the speed of homeostasis of body temperature or a fertility
replacement rate.

! This is close to the term found in physics/material science, where resilience is the property of a
material to absorb energy when it is deformed elastically and then resume its initial form.
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This approach to resilience tends to dominate in the fields of engineering,
natural science as well as earlier psychology and disaster studies; all of which
seek to understand why people, infrastructure and places recover from distur-
bances and stress. For example, psychological resilience literature has tended to
examine how children develop normally and successfully despite adverse condi-
tions; consequently, resilience referred to as “bouncing back™ like a spring to our
former pre-crisis or pre-trauma behavior [5, 43]. As this stream focuses on effi-
ciency, constancy, predictability [27] the single equilibrium bears a close affinity
to the more traditional views of reductionist theories such as conservation law
of energy in physics [19] or Milton Friedman’s “plucking-model” of business
fluctuations [18] in economics. For materials scientists, resilience is an expres-
sion of how a material responds to external force by either bending or breaking
[66]. A material is either ductile or brittle. A resilient (or ductile) material can
bend when force is applied and return to its original condition once that force
is removed. The material will exhibit “stretching” along with unfolding and
refolding at the molecular level. This is referred to as “reversible unfolding.” The
more tightly bound a substance is at the molecular level the more brittle it is [8].
The strength of molecular bond is measurable and so the ability of the material to
bounce back is predictable.

Single-equilibrium and reductionist approaches have some limitations, particu-
lar in situations when the costs of rebound outweigh the benefits and the resist-
ance to change might fail or lead to further losses e.g. Handmer and Dovers [23].
In addition, management approaches based on stability and single-states tend to
maintain a predictable world with maximized, consistent production as main goal.
However, in a more dynamic and uncertain world [6] this assumption is question-
able as adaption towards new environmental conditions may be more appropriate
in the long run and may call for some rethinking on this perspective. For instance,
engineers have attempted to deal with complex organizational structures that are
intended to develop complex technology with concurrent engineering methods
that integrate design, manufacturing and downstream uses. But the uncertainties
in this process has led some to analyze it as a complex system that must deal with
surprises [16, 74]. They have noted that some technological systems have high
sensitivity to small perturbations—a characteristic of many chaotic systems and
conclude that Complexity x Uncertainty = Fragility [16]. Others have concluded
that these systems must avoid optimum solutions because this implies hypersensi-
tivity to small perturbations and therefore fragility [42]. In fact, optimization may
not be a meaningful term in complex and adaptive systems where order emerges
from uncertainty—especially if one is trying to encourage adaptation or innova-
tion [24]. Some resilience engineering scholars see a system’s resilience as rep-
resented by the adaptations necessary to cope with the real world complexity
[49, 50]. An engineered system’s resilience might be measured by the time it takes
to return to appropriate functionality. Sometimes this will be to bounce back to
system specifications and sometimes this will mean bouncing forward to a new,
adapted system that can cope with changed conditions [75], Mendonca [46].
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But some engineering scholars argue that measurement is more problematic
(e.g. [52]). Resilience in a complex systems context is a dynamic, emergent
property that can only be observed in the context of a specific failure sce-
nario [21]. As such, it is improper to think of engineering systems resilience
as a static property of state, as in materials engineering, it cannot be predicted
or calculated from aggregation of the individual components [29, 52]. Hence,
scholars from different discplines promote a more complex system view of
resilience.

Holistic approaches. System resilience appreciates the dynamism inherent to
the process and is strongly influenced by theories on complex adaptive systems
or complex science emphasizing system attributes such as non-linearity, feed-
backs, emergence, self-organization and co-evolution e.g. [35]. This research
stream evolved assuming the existence of multiple, dynamic states of equilibria
in systems [28]. In contrast to the return to a single equilibrium (normalcy), the
so called “(eco)system resilience” or “ecological” view looks beyond restora-
tion and focuses on the magnitude of disturbance that a system can tolerate and
absorb before it is pushed beyond its “elasticity threshold” into another stable state
[7, 14, 23, 27]. According to this philosophy, resilience is “the capacity of a sys-
tem to experience shocks while retaining essentially the same function, structure,
feedbacks, and therefore identity” [70] and is a dynamic attribute associated with a
process of permanent change and adaption. Similar, for ecologists associated with
the Resilience Alliance [72], resilience is the capacity of an ecosystem to toler-
ate disturbance without collapsing into a qualitatively different state that is con-
trolled by a different set of processes. A resilient ecosystem can withstand shocks
and rebuild itself when necessary. Resilience does not mean the system will look
exactly like it did before the forest fire or the flood but many of the same species
and their place in the ecosystem hierarchy will be preserved. It will still be a forest
or a prairie even if the mix of species has changed. The ecosystem depends on the
ability of individual species to adapt.

Advocates of the systems view of resilience further emphasize cross-scale
dynamics (temporal and spatial) of co-evolving systems where only temporal
or even no equilibrium state can be achieved, particularly through diversity in
responses and functions [70]. Holling and Gunderson [28] propose the “adaptive
cycle” as a metaphor of dynamic behavior in (socio-) ecological systems sug-
gesting four cyclical phases of change in the structure and function of a system.
But the relationship between resilience and adaptability is surrounded by confu-
sion: While some ecosystem scholars [7, 63, 68] treat adaptability and resilience as
related but distinct concepts, a number of definitions exist where the concepts are
treated as equivalent [14, 48, 62]. Moreover, others consider adaptability as a sub-
set of resilience [10, 17] or inversely, resilience as a subset of adaptive capacity [1].

In summary, the descriptive term of resilience is usually conceptualized as
either an inherent property or as a potential outcome. The both tables below illus-
trate examples of resilience definitions as descriptive terms but varying levels of
(... tables below (Table 1 and Table 2) illustrate.... 1) complexity:
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Table 1 Definitions with low complexity, low normativity

Discipline Definition Author
Computer Resilience as an intrinsic system attribute is arising in every domain | [13]
science of system and software development. Resilience is an attribute often

related to robustness, and survivability (and by this dependability)
from one side, and sustainability from other side

Risk analyst | The resilience of a system is a manifestation of the states of the [21]
system. Perhaps most critically, it is a vector that is time dependent.
[...] ‘the ability of the system to withstand a major disruption within
acceptable degradation parameters and to recover within an accept-
able time and composite costs and risks’

Engineering | resilience implies the ability to “bounce back™ after undergoing [41]
deformation of some sort

Ecology The speed at which the system returns to the stable point or trajec- [55]
tory following a perturbation”

Ecology The ability of human communities to withstand external shocks or [65]
perturbations to their infrastructure, such as environmental variabil-
ity or social, economic, or political upheaval, and to recover from
such perturbations

3.2 Resilience as a Normative Term

Nonetheless, even in ecology, resilience has been often transformed towards
a desirable outcome or ability, e.g. the maintenance of natural capital in the
long-run [7]. Scholars from social science have expanded the concept by add-
ing social and normative components [17]. For example, Carpenter et al. [10]
include a system’s ability to self-organize and the capability of learning and
adaption. Although this conceptualization is consistent with ‘ecosystem resil-
ience’ emphasis of persistence, the addition of learning particularly points to
significant differences between social and ecological perspectives: They may
feature significantly different response dynamics, exhibit additional capaci-
ties of intentionality, interpretation and foresight (for an overview see [26] and
[39]). Thus, social systems are aware of being within an environment charac-
terized by a given history and expectations about a certain future, which can
be pro-actively influenced by its learning actors. Consequently, social resilience
is often conceptualized as an ability to cope with external stresses and dis-
turbances or rather the capacity to withstand external shocks in ecological or
technical systems. The added social component of learning, intentionality and
adaptability can be regarded as “the capacity of humans to manage resilience”
[69] (Table 2).

Managing resilience or “resilience engineering” [29] are basically normative
(goal-oriented) activities as they aim to either maintain a desirable state (bounce
back) or adapt and transform towards an alternative desirable state (bounce for-
ward). This active and normative conceptualization of resilience [32] is not
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Table 2 Definitions with high complexity, low normativity

Discipline | Definition Author

Ecology Resilience is the magnitude of disturbance that can be tolerated [10]
before a socioecological system (SES) moves to a different region
of state space controlled by a different set of processes

Ecology The ability of the system to maintain its identity in the face [14]
of internal change and external shocks and disturbances

Ecology ... The capacity of a system to experience disturbance and ([25], p- D
still maintain its ongoing functions and controls
Sociology | Resilience is a relational concept that saliently marks the importance | [39]
of a balanced relation between a system and its environment, as well
as their seminal adjustment with regard to the system’s persistence
in the future

Ecology Resilience is the capacity of a system to experience shocks while [70]
retaining essentially the same function, structure, feedbacks, and
therefore identity

exclusive to the higher level of analysis of socio-ecological [20] and socio-tech-
nological systems [52]: The most prominent introduction of normative aspects is
also found on the individual level in psychology, where scholars define it either as
“good outcomes in spite of serious threats to adaptation or development” [43], as
“dynamic process encompassing positive adaptation within the context of signifi-
cant adversity” [40] or as “a process linking a set of adaptive capacities to a posi-
tive trajectory of functioning and adaption” [51].

This process view of individual and social resilience explicitly includes not
only surviving but also thriving [43] and exemplifies that the holistic view of resil-
ience can be regarded as normative. Supporters of the normativity, particularly
in psychology and related social studies such as disaster research emphasize the
capacity for successful adaption when confronted by challenges. They further con-
clude, that resilience is better conceptualized as an ability or process rather than an
outcome, and focusing on the adaptive rather than the recovery aspect of resilience
[23, 38, 51].

A wide set of resilience definitions as normative terms are illustrated in the two
tables below. While Table 3 consists of normative definitions with low levels of
complexity, Table 4 entails normative definitions with higher complexity.

Despite the different conceptualizations, the reader will have noted that there
are clearly ideas that are common among one or more of these disciplines. In fact,
there is some evidence that resilience is most likely to be found in systems that:

e Build the right amount of diversity and robustness for increasing options and
spreading risk

e Increase their range of knowledge for learning and problem solving

e Create opportunities for self-organization, including strengthening local func-
tions, building cross-scale links, and building problem-solving networks

e Organize with the right balance of tight and loose coupling



12

T.G. Koslowski and P.H. Longstaff

Table 3 Definitions with low complexity, high normativity

Discipline

Definition

Author

Economics

Resilience is defined as the ability of an economy to reduce the
probability of further deep crises or at least to mitigate the effects
of a crisis

(2]

Risk analyst

Resilience is defined as the ability of the system to withstand a
major disruption within acceptable degradation parameters and to
recover within an acceptable time, and composite costs, and risks

(3]

Business

The organization’s ability to adapt to risk that affects its core oper-
ational capacities. Operational resilience is an emergent property
of effective operational risk management, supported and enabled
by activities such as security and business continuity

(9]

Psychology

Good outcomes in spite of serious threats to adaptation or
development

[43]

Business

The adaptive capability of the supply chain to prepare for unex-
pected events, respond to disruptions, and recover from them by
maintaining continuity of operations at the desired level of con-
nectedness and control over structure and function

[56]

Economics

Refers to the inherent and adaptive responses to disasters that
enable individuals and communities to avoid some potential losses.
It can take place at the level of the firm, household, market, or
macroeconomy. In contrast to the pre-event character of mitigation,
economic resilience emphasizes ingenuity and resourcefulness
applied during and after the event

[60]

Disaster
studies

The act of rebounding or springing back” from a disaster, and a
resilient organization often is described as one which is able to
quickly return to normal (or even improved) operations after such
an event has occurred

[76]

And there is some evidence that resilience will be a tradeoff for other desirable
traits for the system. For example:

e Things that increase resilience may decrease some kinds of efficiency

e Efforts to increase the stability can lower adaptability and resilience.
e Resilience at one scale can reduce it at another

(e.g., [5, 15,38, 75]
For human organizations that are good at dealing with uncertainty:

“The traits of resilience include experience, intuition, improvisation, expecting the unex-
pected, examining preconceptions, thinking outside the box, and taking advantage of
fortuitous events. Each trait is complimentary and each has the character of a two-edged

sword.”

[49], p. 7)

Therefore there is hope for some sort of definitional structure that is broad enough
to allow for translation between them all, even as we allow for the particulars to
remain at the disciplinary level.
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Table 4 Definitions with high complexity, high normativity

Discipline

Definition

Author

Business

The ability of a system to return to its original state or move
to a new, more desirable state after being disturbed

[12]

Business

Resilience is a fundamental quality of individuals, groups,
organizations, and systems as a whole to respond productively
to significant change that disrupts the expected pattern

of events without engaging in an extended period of regressive
behavior

(30]

Business

Ability to dynamically reinvent business models and strategies as
circumstances change [...] It’s about continuously anticipating and
adjusting to deep, secular trends that can permanently impair the
earning power of a core business

[22]

Disaster
studies

A three-class typology of resilience (resistance to change; change
at the margins; openness and adaptation)

[23]

Business

...properties that increase a firm’s ability to understand its current
situation and to develop customized responses that reflect that
understanding. Resilience capacity is a multidimensional, organi-
zational attribute that results from the interaction of three organi-
zational properties: cognitivel...], behavioral [...], and contextual
resilience

[34]

Business

The main aspects of organizational resilience in this context are
the continuing capacity to recover from disturbances as well as
the capacity to rebound from adversity in a strengthened and more
resourceful way

[36]

Business

The capacity for an enterprise to survive, adapt, and grow in the
face of turbulent change

[54]

Business

The capability to self-renew over time through innovation

[57]

Business

As the maintenance of positive adjustment under challenging
conditions such that the organization emerges from those conditions
strengthened and more resourceful

[67]

4 Multidisciplinary Resilience Framework

It helps to think of each discipline or domain as looking at a resilience problem
through their own “frame”: Think of a group of people each standing with an
empty picture frame and looking through it at a scene while ignoring every-
thing outside their frame. It becomes clear that only by putting all the frames
together will we get a good picture of the scene. And while that ultimate con-

struction for resilience may not be available to us in the near future, we can put

some frames together where we know they look at the same things and pull-
ing them apart where we know they are looking in very different directions.
Translation enables us to construct some broader frames that can be used by
more people.
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There are two main differences that must be bridged in translating resilience
ideas between disciplines. First, the various disciplines differ with regard to their
assumptions about their system’s potential for stability and equilibrium. Some
have a Newtonian outlook (everything can be counted and predicted) while others
take complexity/unpredictability outlook (the system has so many dimensions or
variables that it is mathematically intractable and/or emergent properties that make
prediction difficult or impossible) (Lewin and Regine [35, 47]. And second, the
degree of normativity (resilience as a coping capacity versus a desirable outcome).
The framework presented below puts these two differences in a framework that
allows us to make some distinctions that are broad enough to find commonality
but narrow enough to recognize differences. It is the contention of this paper that
these fields are not mutually exclusive and that a fuller understanding of resilience
would encapsulate many (if not all) of these views.

We have also differentiated resilience that is seen as a capacity or a capability
of the system. The choice of these terms is somewhat arbitrary but reflects (we
think) the most commonly understood ideas behind those words. We use the term
capability to denote human/animal skills or abilities to perform or achieve certain
actions and outcomes through a set of functions or processes. The term capacity
is often used as a description for anything you can hold/measure. There are obvi-
ously no bright lines between the two because you can sometimes measure skills
[31]. But the distinction is worth noting because it affects how disciplines look at
the systems they study and how they describe and (sometimes) measure what they
call “resilience.”

The Multidisciplinary Resilience Framework outlines four applications based
on the differing fields of study. The boxes on the left of the Framework focus on
system’s level of complexity. In the upper box, the state of the system and the
impact of a disturbance are both predictable and measurable. In the lower box the
system has multiple possible states due to high levels of complexity/non-linear
behavior and there are often high levels of uncertainty. Measurement and predic-
tion in the bottom box is thus more problematic.

The boxes on the top of the matrix focus on the level of normativity that is
applied to describing the resilience of a system, that is, the extent to which humans
determine how things should be, how to value the state of the system, and which
strategies are good or bad. Normativity can be contrasted with Positivity which
is generally described as producing factual statements that attempt to describe
reality.

Type I Resilience: The Capacity to rebound and recover (low complexity/
low normativity): The systems/disciplines that fall in this box see resilience as a
purely descriptive measure of elasticity against perturbations and the rapidity of
the recovery to a pre-defined (usually intended) state. Resilience can be seen as a
system property or measure of stability. This view of resilience is predominantly
adopted in traditionally engineered and other designed systems. It is most feasible
in situations where the normal system state is assumed to be a reliable (if not nec-
essarily optimal) state for the system or the adaption of the previous system state
toward an alternative state is too difficult in terms of time and/or costs.
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Type II Resilience: The capability to maintain a desirable state (low com-
plexity/high normativity) This is described in systems/disciplines that have a low
level of complexity and focuses on the maintenance of some predetermined state
or equilibrium that is judged to be either a desirable outcome or as a process of
positive adjustments that leads the system back to that predetermined, desirable
state [40]. Predominantly employed in business, psychology and other social stud-
ies, resilience in these systems is regarded as something positive and bouncing
back to an approved equilibrium proves the existence of resilience.

Type III resilience: The capacity of the systems to withstand stress (high
complexity/low normativity). The disciplines in this box often describe resil-
ience as the relationship between the current system state and a potential system
shift that will flip the system into a different state often called a “regime shift.”
The focus is on persistence thresholds. The distance between the current state
and a potential flip is a measurable indicator of resilience levels. High resilience
implies sufficient robustness and buffering capacity against a regime shift and/
or the ability of system components to self-organize and adapt in face of fluctua-
tions. If resilience is low, the system loses its original identity and moves toward
a new regime or “basin of attraction.” None of the potential system states or
regimes is preferable to the system itself since it cannot make good/bad distinc-
tions (Fig. 2).

Type IV Resilience: The capability to adapt and thrive (high complexity/
high normativity). Resilience in social systems and psychology is often conceptu-
alized as skill that an individual or group can bring to a disturbance that will allow
it to reach a level of functionality that has been determined to be “good.” Human
beings and human systems have high complexity and a determination of what is
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Fig. 2 Multidisciplinary resilience framework
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good or “adaptive” in these systems is often highly high normative. The disci-
plines in this box acknowledge the existence of multiple possible states, but also
explicitly call for a successful adaption before or after a disturbance occurs. This
contrasts to Type II resilience, which focuses on a successful return to an assumed
normal state. Hence, a positive adjustment can involve different desirable states
ranging from a worse, but acceptable level to an even better post-disturbance state.
Managing resilience as a normative activity or outcome involves human capabili-
ties such as anticipation, sense-making and learning.

4.1 Using the Framework for Translation

The categories in the descriptive boxes of the framework will allow participants
to ask questions about how the other participants see the level of complexity/pre-
dictability of the system(s) they are trying to deal with. The framework will also
help them discuss how they see the role of shared norms. A discussion of the four
Resilience Types will further identify shared or differing goals (e.g., bounce back
or bounce forward). So, for example, people in government are likely to be in cate-
gory II with a high degree of normativity about outcomes and a seeking short-term
linearity and predictability for their actions. Engineers at the table may be less sure
of predictability for anything that requires a human interface but less interested
in the norms that applied to outcomes so they would be in category I or category
III. Ecologists may be more comfortable with designing systems that can adapt, so
might be in category IV.

Once the similarities and differences have been identified the next steps are to
make clear what the goal is in each case, how success will be judged (or meas-
ured), and how (or if) the lessons learned in one place can be translated into
another place or knowledge domain. Does the problem require a capacity or a
capability? Does the system have to be maintained as it is or should it be capa-
ble of adaptation? How will that adaptation be judged? Can the adaptation be
designed in advance or will it have to emerge from the conditions that are pre-
sented? Once these questions are answered the group can narrow down its search
for definitions and mechanisms that are found in similar systems to the Resilience
Type they are dealing with. Of course there is the possibility (and in some cases a
likelihood) that a particular problem will involve multiple types of resilience. So,
for example there might be a team with resilience frames like this:

e Chemists: Type One (predictable reactions, no best state)

e Government officials: Type Two (high degree of normativity about outcomes
and seeking short-term, linearity and predictability for their actions)

e Ecologists: Type Three or Four (comfortable with systems that adapt but may
see one system state as better)

e Engineers: Type One or Two or Three? (not always sure of predictability, com-
fortable with adaptable systems, but sometimes less interested in the norms that
apply to outcomes)
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Just acknowledging the different frames will be a good first step in getting this
team closer to their goal. In these cases the role of translators becomes critical
as they help the team work together toward resilience for the system in question
without harm to other systems. If the resilience of one system requires the rules
of the other to be ignored for a time, how does that get decided and by whom?
If action by one or both is called for in response to some danger (or opportunity)
does this require the measurement of something that they measure differently?
This does not require that the two systems (or disciplines or organizations) respect
each other’s methods. But it does require agreement on the goals and that they
actually understand what the others are saying.

5 Conclusion

It seems certain that the need to find ways to make things bounce back will
only continue to grow. The groups who come together to deal with these issues
will only become more diverse. The framework proposed here allows research-
ers and practitioners from various disciplines and/or economic sectors to com-
municate and concentrate their efforts on specific types for resilience goals by
allowing broad definitions where that is possible, and identifying where spe-
cific definitions are necessary to deal with the issues at hand. The words used
to designate these efforts will undoubtedly adapt, splinter into subgroups, and
go in and out of fashion. Translation and translators will only become more
important.
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Disaster Management, Control,
and Resilience

Erik Hollnagel

Abstract This chapter looks at disaster management as a form of safety management,
using the perspective of resilience engineering. In safety management, control can
be lost by not being ready to respond, by having too little time, by lacking knowl-
edge of what is going on, or by lacking the necessary resources. To maintain control
unsurprisingly requires the converse of these conditions. Resilience engineering looks
at how systems can sustain required operations under both expected and unexpected
conditions by adjusting its functioning prior to, during, or following changes, distur-
bances, and opportunities. To do so requires the abilities to respond to what happens,
to monitor the situation, to learn from what has happened, and to anticipate what may
happen. The same type of analysis can be applied to disaster management, to better
understand how it succeeds.

Keywords Resilience *+ Control + Responding + Monitoring + Learning -
Anticipating - Positive capacity

1 Introduction

Disaster management is an exercise in dealing with rare and therefore unexpected
events. Safety management also deals with the unexpected, although the events on
the whole are less surprising. In both cases the unexpectedness usually refers to
the timing of what happens, in terms of the onset as well as the duration, rather
than to the type of event as such. We know that a fuse may blow, that an engine
may fail, or that torrential rains may flood an area, but we do not know when it
will happen, how serious the consequences will be, or how long it will take before
a stable condition has been re-established. The unexpectedness may, of course,
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also refer to what happens as such, in the sense that the event or occurrence may
be unusual or novel. This is obviously more unpleasant, since it is practically
impossible to be prepared for events that have not happened before.

Westrum [17] proposed a distinction between three types of threats based on
how expected—or unexpected—they were: regular threats, irregular threats, and
unexampled events. We can apply this distinction not only to threats but to events
in general. The regular events are those that happen so often that an organisa-
tion is likely to have experienced them, which means that it is possible to recog-
nise them and to learn how to respond. Regular events more importantly happen so
often that it is cost-effective to prepare a standard response and to maintain a state
of readiness even though it is uncertain when they will happen. Examples are the
typical occurrences that make everyday work difficult such as interruptions and
disturbances, delays, equipment malfunctions and failures, and the mistakes that
generally lead to insufficient time, insufficient resources, insufficient information,
etc. Any organisation must obviously be able to cope with the regular events in
order to ‘stay in business’. Coping with regular events is therefore not a defining
feature of a resilient organisation, although it clearly necessary that it can do so.

The irregular events are those that happen rarely but where each event by itself
is imaginable. Irregular events occur outside the everyday experience of an organisa-
tion and are therefore commonly portrayed as unique, unprecedented, or even beyond
categorisation. Their number is so large that it is practically impossible to think of, let
alone prepare, a response to more than a few of them. Irregular events are so infrequent
that an organisation may never have encountered them, hence has no experience to
refer to, although it may know about them from the general lore or shared war stories.
Irregular events are of course always unexpected and may often be difficult to recog-
nise because they go beyond the experience of everyday work. Since they furthermore
happen rarely, it will not be cost-effective to prepare a response to them or to main-
tain a general response capability. Responding to them therefore requires the ability
to make rapid adjustments on all levels of an organisation — in other words, resilience.

Finally, the unexampled events are those that have not happened before, and
that exceed not only the experience of an individual organisation but the collective
experience of all organisations of the same type, or even of the society. (The finan-
cial crisis in 2008-2009 was an example of that.) Since unexampled events are
virtually impossible to imagine, it is clearly also impossible to prepare any kind
of general response to them or even to consider a general readiness. Unexampled
events are the catastrophes or apocalyptic events that take everyone by surprise
and thereby severely challenge the resilience of an organisation.

The characteristic features of the three classes of events are summarised in Table 1.

1.1 Be Prepared

A main concern in safety management is the need to be prepared. This is accom-
plished by trying to identify every serious event that could happen and then
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Table 1 Management demands of three types of events
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Regular events,
everyday nuisances,
incidents, accidents

Irregular events
(critical accidents,
disasters)

Unexampled
events
(catastrophes)

Frequency
of occurrence

High, everyday

Low, but events
are imaginable

Rare and mostly
unimaginable
(until they occur)

Magnitude of Low, and in High, with Extremely high, may
consequences most cases reason exceed the

well-known for concern organisation’s

ability to cope

Relevant data Statistics, Simplified Hunches, intuition,
or information event reports models, shared ‘expertise’

(regular) experience
Readiness, High, and Low, and costs No readiness,
preparedness costs are are disputed cost are
to respond justifiable prohibitive

Presence of Available and In principle Rudimentary or
resources appropriate available, but non-existent

to respond never exclusively

Predictability Very high on Low on both Very low, guesswork.
(of occurrence both accounts accounts May challenge

or of development)

readiness and

resources

prepare a response to those that cannot be eliminated. Since it is assumed that
technological or industrial systems are well-known and well-structured it is pos-
sible, at least in principle, to identify all possible ‘negative’ events. This assump-
tion is behind approaches such as ‘safety through design’ or ‘prevention through
design’ [13]. Yet ‘prevention through design’ will always be limited, if for no
other reason then because the cost of prevention for some of the irregular events
may exceed what an organisation—or a society—is willing to bear. This has been
recognised by the As Low As Reasonably Practicable (ALARP) principle [19],
where ‘as low as reasonably practicable’ refers to a level of risk that cannot be
reduced further without an increase in cost that is disproportionate to the gain
in safety. The risks that in this way fall by the wayside will nevertheless happen
every now and then, and it is necessary to be prepared for those. Safety manage-
ment therefore often spends considerable efforts to calculate the probability that
specific events—or rather, specific outcomes—may occur. In this way we try to
convince ourselves that only the low probability events remain, hence that we can
feel safe [2].

The situation is different for disaster management, regardless of whether the
disasters are natural or human-made. Just like safety management, effective dis-
aster management depends on the organisation’s preparedness, its ability to
respond and the presence of recovery plans that can lessen the impact of a dis-
aster. Disasters differ from accidents mainly in terms of the magnitude of their
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consequences, which by definition are both substantial and long lasting—and fur-
thermore rarely limited to the place where the initial event occurred. The type of
events that are associated with disasters are usually known, such as earthquakes,
floods, tsunamis, volcano eruptions, pandemics, uncontrolled large-scale releases
of hazardous materials, catastrophic accidents, fires, or explosions. But unlike
safety management it is practically impossible to prevent them even though they
are known.

When unexpected events happen it is necessary to be able to control them and/
or to absorb their impact. While this applies to both safety management and dis-
aster management, it is more important for the latter because fewer of the events
(earthquakes, floods, pandemics, etc.) can be prevented. The purpose of control—
and, indeed, almost a definition of the term—is to change the developments of the
event from being unforeseeable or uncontrolled to become foreseeable or con-
trolled. The acute loss of control that follows an unexpected event will change the
organisation from a normal and stable condition to an unstable condition. If it is
possible to respond fast enough, it may be possible to regain control and return the
organisation to the normal condition. If that is not possible, the organisation will
sooner or later enter a state of disturbed condition from which it is impossible to
recover directly to a normal state. When control eventually is regained, the organi-
sation will enter a recovered, stable condition and may from there transition to the
previous normal condition by a full restoration of control. The restored stable con-
dition need, however, not be identical to the previous one, but will often represent
a new equilibrium.

1.2 Surprises

Unexpected events are always to some degree surprising. Lanir [11] has proposed
that surprises can come in two forms, called situational and fundamental surprises
respectively. An event is called a situational surprise if it happens when it was
not expected. It is not a surprise because of what it is—its nature—but because of
when it occurs. Once it has happened, the further evolution is generally predictable
and will therefore presumably be matched by the prepared responses. An event is
a fundamental surprise if it either is a kind of event that had not been imagined,
or if it develops—spreads or propagates—in ways that have not been envisaged.
A fundamental surprise may challenge the existing assumptions about the world
either in terms of the type of event that can happen or in terms of how events may
develop. The former is characteristic of classical safety management while the lat-
ter is characteristic of disaster management.

Disaster management and safety management both start by the occurrence of
an unexpected event and look for ways by which it can be contained or controlled.
Disaster management must nevertheless more often face fundamental surprises,
for which it is impossible to think of, let alone prepare a set of responses. This is
why resilience engineering becomes of interest.
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2 Resilience Engineering

The difference between ‘classical’ safety management and resilience engineering is
made clear by the definitions of safety that the two approaches use. Safety is com-
monly defined as a condition where as little as possible, and preferably nothing,
goes wrong. A typical definition is thus that safety is the “freedom from unaccep-
table risk” [13]. As a consequence of that, the main concern of safety has been with
situations where things go wrong, particularly if there have been significant adverse
consequences, such as major industrial accidents. But these are also the situations
where safety by definition is absent, rather than present. Safety science and safety
management has thus strangely enough been occupied with the logical opposite of
safety [6]. The accepted way to accomplish this is by preventing failures and mal-
functions from happening, for instance as in ‘prevention through design’. Resilience
engineering avoids this problem by defining safety as the ability to succeed rather
than as the ‘freedom from unacceptable risks’, hence as associated with situations
where things go well and where safety therefore is present. Resilience is more pre-
cisely defined as “the intrinsic ability of a system to adjust its functioning prior to,
during, or following changes, disturbances, and opportunities so that it can sustain
required operations under both expected and unexpected conditions” [5]. (This defi-
nition logically includes the classical definition of safety, since ‘the ability to sustain
required operations’ is tantamount to the ‘freedom from unacceptable risks.”)

The definition of resilience engineering also points to qualities that are central
to disaster management, namely the ability to restore or sustain required opera-
tions by responding in the situation (adjusting performance during the disaster),
by being prepared when the disaster happens (adjusting performance prior to the
disaster), and finally by using the lessons learned to rearrange or restructure how it
works (adjusting performance after the disaster).

According to the definition of resilience proposed above, the goal of resilience
engineering is to establish and maintain resilience in an organisation, which more
precisely means that an organisation can function in a resilient manner. This can
be achieved by focusing on four fundamental abilities: the ability to respond, the
ability to monitor, the ability to learn, and the ability to anticipate. The four abili-
ties are, of course, not independent of each other, and the dependencies must be
carefully considered in planning any changes. Neither is it possible to define an
ideal ‘mixture’ or proportion in general. Although it may be argued that an organi-
sation cannot be resilient if any of the four is missing, the proper balance among
them can only be established from a thorough understanding of the organisation
and its typical operational environment.

2.1 The Ability to Respond

No organisation or system—indeed, no living organism—can survive unless it
is able to respond to what happens. If this ability is missing, the survival will be
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endangered in either the short or the long term, depending on how unstable the
environment is. The ability to respond entails knowing what to do when con-
fronted with regular and irregular disruptions and disturbances as well as with
opportunities. The response can either be the implementation of a prepared proce-
dure or activity, or the temporary adjustment of the ongoing functioning to match
the new conditions. Since the ability to respond is a question of maintaining con-
trol of the situation, the inability to take advantage of an unexpected possibility
may be as serious as the inability to respond to a threat.

The ability to respond can be elucidated by considering what is necessary for a
response to be made. The organisation must first of all detect that something has
happened; it must then recognise what has happened and determine whether it,
given the circumstances, is so serious that a response is needed; and it must finally
be able to deliver an appropriate response in the sense that it can bring about the
desired outcome or change before it is too late.

In order to take action it is necessary either to have the requisite resources
ready or to be flexible enough to make the necessary resources available when
needed. If the event is a serious one, it may be necessary for the organisation to
change from a state of normal operation to a state of increased readiness before it
is able to respond. This points to other issues, such as the availability of resources,
the urgency of the response, the ability to sustain a response for a prolonged
period of time, the monitoring of the effects, etc.

A focus on the ability to respond can be the starting point for more specific
questions about how the organisation works. One question concerns the events for
which the organisation is able to respond. No organisation can be ready to respond
to every situation or event—quite apart from the impossibility of thinking of eve-
rything. But it is important to know how the set of events (for which a response is
possible) has been selected or defined, and whether the set—and the responses—
are ever revised. Another question concerns the threshold for responding, i.e., how
strong or clear a ‘signal’ or condition must be before something is done. It may
be damaging to miss a critical situation, but it may also be damaging to respond
to too many false alarms. Yet another concern is how the readiness to respond is
maintained, for instance how plans are kept up-to-date, and equally important how
the readiness to respond is verified.

2.2 The Ability to Monitor

Next in importance to the ability to respond, and in some sense inseparable from
it, is the ability to monitor. Monitoring refers to the ways the organisation looks for
that which may happen at the next moment or in the short term, both in the sense
of opportunities and threats. The monitoring must include both that which happens
in the environment, outside the organisation’s boundaries, and that which happens
in the organisation itself, i.e., its own performance. A prerequisite for monitoring
is, of course, knowing what to look for. The essence of monitoring is actively to
look for signs of what may happen rather than passively noticing what happens.
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One obvious benefit from monitoring developments is that it becomes pos-
sible to respond faster, or perhaps even to respond pre-emptively. (Prevention is
better than cure, as the saying goes.) Indeed, without some kind of monitoring
all responses will be reactive because they will follow events; without monitor-
ing, responding regresses to unsystematic and ineffective fire-fighting. The disad-
vantages of that are well known, such as losing time or spending more resources
than necessary because (negative) consequences have had more time to spread.
Effective monitoring enables the organisation to address possible changes before
they become reality, both changes in the situation or environment—progress as
well as deterioration—and changes inside the organisation, for instance depletion
of resources or growing brittleness.

An analysis of monitoring cannot be separated from an analysis of the indica-
tors or signals that the organisation looks for. Two important categories are lagging
or leading indicators, respectively (e.g., [8]). Lagging indicators show what has
happened—often with a considerable delay, such as the number of injured or dead,
while leading indicators are bona fide precursors for changes and events that are
about to happen. The main difficulty with ‘leading’ indicators is that their interpre-
tation requires an articulated description or model of the process they represent.
In the absence of that, ‘leading’ indicators are just defined by association or spuri-
ous correlations. Another important distinction is between clear and weak signals,
and the trade-offs that the organisation must make in that respect. To play it safe,
most organisations rely on clearly defined lagging indicators, such as on-line pro-
cess measurements and accident statistics. The dilemma of lagging indicators is
that while the likelihood of a successful response increases the smaller the lag is
(because early interventions are more effective than late ones), the validity or cer-
tainty of the indicator increases the longer the lag (or sampling period) is.

A focus on the ability to monitor can also be the starting point for asking more
specific questions about how well the organisation works. Just as for the ability to
respond, one central question is how the indicators or signals have been chosen
or defined, whether they are traditional or based on an articulated understanding
of how the organisation and its environment functions. Another important ques-
tion, already alluded to above, is whether the indicators are leading or lagging.
A further question is how and when the indicators are ‘read’. Is it done continu-
ously, regularly, or when the situation seems to make it necessary? This can also
be seen as a trade-off between efficiency and thoroughness of data collection,
which is a question of costs and benefits. Yet another question is about the valid-
ity of the indicators and the validity of the signals or measurements that are being
monitored. Is the validity based on a general agreement (‘common sense’) or does
it have an empirical basis?

2.3 The Ability to Learn

The ability to respond depends on the ability to monitor, in the sense that the tim-
ing and precisions of responses can be improved by effective monitoring. But the
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ability to respond and the ability to monitor also both depend on the ability to
learn. Neither responding nor monitoring can improve unless some kind of learn-
ing takes place. Learning is the ability to make use of experience and is generally
defined as ‘a change in behaviour as a result of experience.” Yet while it is indis-
putable that future performance only can be improved if something is learned from
past performance, it is essential to learn the right lessons from the right experi-
ence—to learn from what went well as well as from what went badly.

In areas where safety is important—safety management and disaster manage-
ment—the accepted wisdom has been that one should learn from failures in order
to avoid making them again. Learning has therefore typically been in the form of a
post mortem or an autopsy of what went wrong. Consistent with that philosophy, it
has been assumed that more can be learned from events with serious outcomes—
unusual accidents and catastrophes—than from events with minor outcomes—eve-
ryday accidents and incidents. Nothing could be farther from the truth.

The effectiveness of learning depends on the basis for learning, on which
events or experiences the organisation takes into account, as well as on how the
events are analysed and understood. General learning theory tells us that effec-
tive learning requires three conditions. First, that there is sufficient opportunity
to learn. Second, that there is some similarity between the situations or events.
And third, that it must be possible to confirm that something has been learned.
Learning is not just a random change in behaviour but a focused change that
makes some outcomes more likely and other outcomes less likely. It must there-
fore be possible to determine whether the learning (the change in behaviour) has
occurred and has had the desired effect. If learning has had no effect then it has
not been effective, and if it has had the opposite effect then it has certainly been
wrong.

In learning from experience it is important to separate what is easy to learn
from what is meaningful to learn. The three conditions mentioned above favour
events that happen frequently rather than events that happen rarely, which means
events with minor or moderate outcomes rather than events with serious outcomes.
Furthermore, since the number of things that go right, including near misses, is
many orders of magnitudes larger than the number of things that go wrong, it
makes good sense to try to learn from everyday events rather than from failures
alone. Learning should also be qualitative rather than quantitative. Although it
often is convenient to express experience in terms of the number or frequency of
occurrence of specific types of events or outcomes, compiling extensive accident/
outcome statistics does not mean that anyone will actually learn anything.

A focus on the ability to learn can in the same manner as before be the start-
ing point for asking more specific questions about how the system works. The
primary concern here is whether learning is based on what failed or went wrong
(avoidance learning) or on what worked or went right (approach or audience
learning). Another issue is when learning takes place. Here the big difference is
whether learning takes place—and is supported—continuously, or whether learn-
ing takes place—and is supported—only in the aftermath of a significant (attention
attracting) event. A further issue is how learning is implemented, i.e., the target of
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learning. One example is that learning takes the form of (re)education of person-
nel, another that it takes place as revision of procedures or design of equipment.
A fourth and for now final issue is how the effects of learning are verified—and
importantly how the effects of learning are maintained—forgetting (individual and
organisational) being what it is.

2.4 Ability to Anticipate

While monitoring makes immediate sense, it may be less obvious that it also is
useful to look at the more distant future. Monitoring refers to what happens at the
moment, and to the consequences of the actions that are taken. But the choice of
which actions to take must include some kind of anticipation or consideration of
the future, lest they be reduced to routine and reflective responses. The difference
between monitoring and anticipation is whether the time horizon is limited to the
current situation and the current activities (responses), or whether it is expanded to
include parts of the future. Monitoring is associated with what is being done here
and now, whereas anticipation is associated with tactics and strategy [14].

Risk assessment can be seen as a formalised form of anticipation that looks
at future threats. Risk assessment is suitable for systems where the principles of
functioning are known, where descriptions do not contain too many details, where
descriptions can be made relatively quickly, and where the systems—and their
environments—are sufficiently stable for their descriptions to remain valid for rea-
sonable time after they have been made. For many present day systems these con-
ditions are unfortunately not likely to be fulfilled.

Anticipation is similar to monitoring because it must consider both opportuni-
ties and threats. But anticipation differs by looking to the potential changes in the
environment, rather than the potential changes in the organisation itself. One rea-
son is that future changes in an organisation are more likely to be a function of
changes in the environment than the other way around.

The purpose of looking for what may potentially happen is to identify possible
future events, conditions, or state changes that may affect the organisation’s ability
to function in either a positive or negative way. The inevitable problem of antici-
pation is that the longer one looks into the future, the more uncertain the predic-
tions will be. This is, however, not an acceptable reason for refraining from trying
to anticipate, although that sometimes is the case. Neither should anticipation be
skipped because it is ‘unscientific’, in the sense that it a qualitative rather than a
quantitative endeavour.

The anticipation of threats or hazards has already been mentioned above. This
type of activity has considerable support in formalised risk assessment methods
such as FMEA, HAZOP, PRA, Fault Trees, and the like. The anticipation of future
opportunities has little support in current methods, although it rightly ought to be
considered just as important as the search for threats. This shortcoming is at least
acknowledged by resilience engineering.
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The ability to anticipate can be expressed in more operational terms by looking
into some central issues, just as for the other abilities. One issue is what the organisa-
tion’s view or ‘model’ of the future is, i.e., which assumptions are made about the
future. Here we can distinguish between three characteristic views. In a mechanis-
tic view, the future is conceived of as a mirror image of the past, and anticipation
is therefore mainly extrapolations from the past. Typically, things that have gone
wrong in the past are seen as (more) likely to go wrong in the future. In a proba-
bilistic view, the future is described as a (re)combination of past events and con-
ditions. This is the view that dominates traditional risk assessment methods,
which put great weight on quantification and precise formulae and on calculat-
ing the probability that a specific hazard is realised. Finally, the future can be
recognised for what it is, namely something that has not been seen before. What is
going to happen is, however, not completely random but involves a combination of
known performance variability that usually is seen as irrelevant for safety. This third
view, which may also be called the realistic view, corresponds to the ideas of requisite
imagination [1, 16].

Another important issue is what the time horizon of the organisation is. Here we
are not talking about the time horizon for managing the event or disaster, but the time
horizon for looking into the future. Many different priorities may determine that, and
strong economic concerns tend to shrink the time horizon. But it is clearly important
for an industry or a rescue organisation to consider what the types of events (requir-
ing responses) may be five or ten years from now, what the resources or possibilities
will be, and what the constrains (legal, environmental, political) may be.

A third issue is which risks are acceptable. Looking into the future is always
associated with uncertainty, and the further one tries to look into the future, the
larger the uncertainty will be. Despite that it will be necessary to make some
decisions—either to prevent something from happening or to be ready in case
an opportunity should arise (for instance by having sufficient reserves to put in
action)—and the organisations willingness to trust its own predictions is there-
fore of considerable interest. Finally, one may also look at how often the future is
considered, whether it is a regular or irregular (most likely reactive) event, and by
whom. For instance whether there are specific organisation functions to do that, or
whether it is outsourced to consultants or a think tank.

The detailed issues that can be derived from each of the four abilities demon-
strate how it is possible to think about resilience engineering in a practical manner,
for instance by using the Resilience Analysis Grid. The abilities and the issues can
be considered on all levels of the organisation, from the level of management and
planning to the level of operations and maintenance. The four abilities should, how-
ever, not be considered in the abstract but always by referring to a specific domain
or field of activity, or even to a specific organisation at a certain point in time. For
any given domain or organisation it will also be necessary to determine the relative
weight or importance of the four main abilities, i.e., how much of each is needed.
The right proportion cannot be decided analytically, but must be based on expert
knowledge of the system under considerations and with due consideration of the
characteristics of the core business. Yet the minimum requirement is that none of
the four can be left out if a system wants to be able to perform in a resilient manner.
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3 Management as Control

A system that is resilient is by definition able to remain in control of both expected
and unexpected conditions. In order to understand how the four basic abilities
contribute to that, it is necessary first to consider the typical reasons for loss of
control. The industry-wide experience, ranging from single individuals interacting
with independent and relatively simple machines such as a truck-driver, to groups
of people engaged in complex collaborative undertakings such as a team of doc-
tors and nurses in the operating room, points to a number of common conditions
that may lead to the loss of control. These conditions are [1] not being ready or
prepared when the unexpected happens, [2] not knowing enough about the situa-
tion, [3] not having sufficient time to think and to do, and [4] not having sufficient
resources. Conversely, the ability to remain in control is enhanced if the organisa-
tion is ready or prepared for what happens, if it has or can get the information it
needs, if there is sufficient time to assess the situation and decide what to do, and
if the resources needed to effectuate the responses are available. Thinking in terms
of resilience engineering makes this more concrete.

3.1 Lack of Readiness/Preparedness

Not knowing how to respond when something unexpected happens is practically
a recipe for disaster. It effectively means that the situation is not only unexpected
but also unrecognised and perhaps even unimagined—possibly even a fundamen-
tal surprise. There are two main reasons why an organisation may not be ready to
respond. One is that it has not learned anything from previous situations, from the
past; the other that it has not been able to anticipate or imagine what could happen.

The failure to learn is the most serious because it indicates that the organisation
has ossified or become stale in established routines. Since, in the words of Norbert
Wiener [18] “the present is unlike the past, and the future is unlike the present”,
an organisation cannot rely on already established responses, but must constantly
revise and update them. The most effective basis for that is learning from how well
a response has worked in the past, both when it succeeded and when it failed. In
relation to safety it has generally been taken for granted that it was best to learn
from failures [9], and indeed that more could be learned the larger the failure or
accident was. But as argued above, learning should consider the frequency of an
event rather than the seriousness of the outcome.

Readiness can also be incomplete or deficient because the organisation has not
been able or willing to think ahead or to anticipate. In some cases it may be due
to a narrow focus on the current problems, hence a trade-off between thorough-
ness and efficiency. In other cases it may be due to oversimplified or overoptimis-
tic assumptions about what the future might bring, either as a reluctance to look
at potential problems and risks, or a confirmation bias. It may also be due to the
general difficulties in acknowledging the importance of imagination, as in requite
imagination described above.
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The importance of being ready to respond was pointed out by Lagadec [10],
who noted that:

“... the ability to deal with a crisis situation is largely dependent on the structures that
have been developed before chaos arrives. The event can in some ways be considered
as an abrupt and brutal audit: at a moment’s notice, everything that was left unprepared
becomes a complex problem, and every weakness comes rushing to the forefront.”

Considerable efforts in both safety management and disaster management should
therefore be used to prepare for how to respond when something happens.

3.2 Lack of Knowledge

In addition to being ready or prepared to respond, which means knowing what to
do once the situation has been recognised, the management of unexpected events
and disasters may also suffer from a shortage of information about what is going
on. This refers to the details of the situation, both the actual status and the way in
which it is likely to develop. Even if responses are available, they should not be
deployed without knowledge of the situation. Such knowledge can be critical in
relation to the timing of responses (when to start and when to end) or the magni-
tude or focus of responses (how much effort to deploy and where).

Having sufficient knowledge about the situation clearly depends on the ability
to monitor what is going on, both in the outside world—the objective situation—
and in the organisation. Monitoring is itself an activity that may require resources,
and will therefore to some extent compete with the need of resources for other
purposes. Monitoring can also be time critical, for instance to ensure the synchro-
nisation of responses with how the events develop.

Without sufficient knowledge about what is going on, all the time in the
world will not make much difference. To take an extreme example, if you put
an untrained person into a control room of a refinery, he or she will have no real
chance of controlling the process. To take a less extreme example, if you put peo-
ple in charge of a job without giving them proper training and instructions, then
they are likely to lose control of the situation and to respond in ways that may
have serious adverse outcomes [3].

3.3 Lack of Time

The loss of control of a situation very often happens because of a lack of time.
Every dynamic process has certain demand characteristics because the pro-
cess continues to develop and possibly changes state, even if the organisation
does nothing. The concrete consequence is that there is limited time to under-
stand what is going on and to plan, prepare, and execute actions. It is necessary
to be ready to respond and to know what the situation is, but that is not in itself
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sufficient. Knowing what to do is no good if there is no time to do it. The control
over unexpected events is closely related to the amount of time that is available
to the organisation in two different, but complementary ways. Firstly, the realism
of the expectations about what is likely to happen depends, among other things,
on the available time. If the expectations or predictions are inaccurate, then addi-
tional unexpected events or developments are more likely to follow. Secondly,
unexpected events inevitably require additional time, since they fall outside or
interrupt the planned, ongoing activities. The organisation needs time to take
in the new information, to decide what to do about it, and to update the current
understanding.

The only practical ways in which to increase available time are to improve the
efficiency of responding and monitoring. But in neither case should the tempo-
ral improvements (speeding up) be achieved by sacrificing thoroughness over effi-
ciency. While doing so may provide a temporary respite, it will in the long run
exacerbate the problems, because a lack of thoroughness in the present will be det-
rimental to efficiency in the future [4]. Thus being less precise in monitoring—a
condition that may result from input information overload [7, 12]—or being less
thorough in actions or responses will make the outcomes less predictable, hence
only contribute to the unexpectedness of future events.

3.4 Lack of Resources

Finally, control may be lost if the necessary resources—other than time—are lack-
ing. A lack of resources, whether it be equipment or supplies, can be the conse-
quence of an acute condition, such as a loss of power or pressure, or of a systemic
failure, for instance the result of latent conditions or a mistake made at the blunt
end. One example was the spread of the influenza in Sweden in the winter of 2001.
In early January it was realised the influenza epidemic was coming but that all
the vaccine had already been used, hence that a number of people would be left
exposed. An unfortunately more frequent example is wildfires. Here a fire can be
regarded as a dynamic process, which is reasonably predictable (although random
events such as changing winds may play an important role). In the case of a wild-
fire there are organisations ready to intervene and there are few problems in know-
ing what is going on or what should be done. There may sometimes be a lack of
time, but the limiting factor is often that resources needed to extinguish the fire
become depleted. The result may be that a wildfire goes out of control, such as the
bushfire near Sydney in December, 2002.

Just as for the lack of readiness, a lack of resources can be the result of inad-
equate learning and inadequate anticipation. The experience from similar situa-
tions in the past, both those that failed and those that succeeded, is essential to
plan ahead and to ensure that the proper resources are available. There is, however,
a conflict that most organisations have experienced at one time or another. On
the one hand the concern for safety, or even a concern for being able to operate,
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is an argument for having adequate resources. On the other hand, resources that
are unused quickly come to be seen as a cost, hence as something that should be
avoided. This is easily illustrated by Hansung Airlines, a low cost carrier in South
Korea. When it began operations in August 2005, it only had stocked spare parts
locally for highly likely situations, assuming that they could be flown in from
Singapore should the need arise. When one of their three aircraft in October 2005
suffered a blowout of both left rear tires, it turned out to be impossible to transport
the spares due to safety reasons. Because of that flights were cancelled for three
days, with disastrous economical consequences for the company.

Even if such economic concerns are set aside, unrealistic (optimistic) anticipa-
tion may lead to serious problems. This happens, for instance, when the anticipa-
tion relies on assumptions that are widely shared but rarely questioned. In relation
to nuclear power plants, for instance, a Level 1 Probabilistic Risk Assessment
(PRA) assumes that the disturbance (e.g., loss of external power) will last for no
more than 24 h. Resources are therefore designed to be sufficient for 24 h only.
The contentious issue here is that imagination has become standardised and
embedded in a methodology that is applied on the tacit assumption that it is ade-
quate. But if anticipation is mindless rather than mindful [15] it erodes the organi-
sation’s ability to remain in control.

4 Allin All

This chapter has looked at safety management and disaster management as the
ability to deal with events that are unexpected, either in terms of when they hap-
pen or in terms of what they are. The greatest challenges are presented by what
Westrum [17] called irregular events. Since these events occur outside the organi-
sation’s everyday experience, it may not always know how to respond nor have
the proper resources available. In such cases the organisation’s resilience plays a
crucial role.

Resilience engineering has developed a consistent approach to analyse and
understand resilient performance. The practical experiences so far have shown
that it makes sense to describe resilient performance as based on four abilities:
the ability to respond, the ability to monitor, the ability to learn, and the ability
to anticipate. The four abilities should, however, not be thought of or described
as independent factors. Each depends on one or more of the others and they must
therefore be analysed and managed together in order to understand how they con-
tribute to the organisation’s overall ability to remain in control of a situation. This
is summarised in Table 2, where the ‘X’ in a cell marks how an ability can coun-
teract a loss of control.

The conclusion is that resilience engineering concepts can be used to under-
stand how the unexpected can be managed (or controlled). One part of that is
that the organisation is able to respond to and monitor the ongoing in an effec-
tive and flexible manner. Another is that the organisation is able to learn and
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Table 2 RMLA and maintaining or sustaining control

Lack of readiness/ Lack of Lack of Lack of
competence knowledge time resources
Respond X
Monitor X X
Learn X X
Anticipate X X

anticipate—and also to monitor itself in both the short and the long term (proprio-
ceptive mindfulness). Finally, to manage the unexpected we must accept that it can
happen—not by proving it through probability calculations, but by acknowledging
that our ability to produce socio-technical systems for some time has exceeded our
ability to understand them.
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Futuristic Smart Architecture for a Rapid
Disaster Response

Oliver Chikumbo, Steve Lewis, Hugh Canard and Tony Norris

Abstract The ability to control and contain an unexpected disaster event such as
a bushfire or flooding in real-time is fraught with logistic and planning challenges.
Information is difficult to assimilate both from structured and unstructured data that
may be collected in real-time. Unreliability of mostly unstructured data from social
media and mobile devices, though extremely helpful, can make it difficult to deploy
needed help/assistance in time. Ad hoc planning specifically targeted at saving lives
may be severely hampered when part of the infrastructure is destroyed that is nor-
mally relied on for data collection. Also when part of the infrastructure is destroyed
that normally is relied on for collecting structured data, the situation can even make it
harder for ad hoc planning specifically targeted at saving lives first. In such situations,
a combination of unstructured data that carries uncertainties and limited structured
data from infrastructure that might still be working after/during a disaster event can be
used to the best of advantages and still enhance the control process to better achieve
desired outcomes: i.e. real-time event monitoring through real-time limited and high
uncertainty data; filtering unstructured data through crowd sourcing, not only for
reliability but sometimes for language translation as well; short-term predictions of
anticipated changes from already existing interoperable simulation models, using
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the limited structured data from infrastructure that might be still standing following
a disaster; and all this with the aim of appropriate, timely responses to saving lives
in a rapidly evolving environment. A generic management framework designed to
be used during a “phase transition” between pre- and post events, and characterised
by the interoperability of distributed simulation models, and the collection and shar-
ing of structured and unstructured data via cloud services and “connected devices”,
is essential for the consistent provision of highly effective responses. We explore this
framework from a science and innovations perspective, advocating “antifragility”” for
emergency response system designs. For antifragility systems, failures do not stand
for a breakdown or malfunctioning of normal system functions, but rather represent
the adaptations necessary to cope with the real world complexity through the manage-
ment of “robustness trade-offs” as it occurs in dynamic and real-world contexts.

Keywords Robust-yet-fragile + Robust-yet-flexible + Antifragility < Phase tran-
sition + Collaborative scheduling *+ PlanIT OS™

1 Introduction

Natural disasters can be catastrophic leading to loss of lives and property in a short
space of time, with long-running, post-event loss adjustments, and the arduous and
costly rebuilding or “economic re-boot”. With the little we know about the increas-
ing frequency and intensity of natural catastrophes (as evidenced by the claims from
the insurance industry and the World Health Organisation), and also the fast com-
pounding uncertainty from the increasing urbanisation with high population and
infrastructure concentrations [32], civil defense has a far greater workload respond-
ing to emergencies. Emergency response systems (ERSs) are intermittently put to
test in urban environments with each disaster occurrence that seems to bear little
resemblance of the previous disasters. Better response times and recovery will mean,
among other things, a shift in planning to create systems that are not only resil-
ient [24]. Resilient or “robust-yet-flexible” systems are designed for variability in
response to stressors (up to a point) and not to fail completely in extreme situations.
The alternative is antifragile systems that thrive under stressors and not just tolerate
them [64]—a concept that is difficult to grasp from an engineering perspective.
Although there are many things that can be done to minimize impacts in the
pre-event period and also things that can be better managed in the post event
period, it is the phase transition that seems to be ignored the most, mainly because
it is a very difficult situation to handle. However, if done prudently with appro-
priate infrastructure in place, it is sure to minimize loss of lives and damage to
property. The problem is how to do it prudently because it is a dynamic and hos-
tile environment where every minute counts and any unnecessary delays may
mean loss of lives. The difficulty arises from lackluster automation in machine-
to-machine communication, lack of hardware and software ensemble designed
to continue functioning in hostile environments, and an inability to prioritize
and manage decentralized decision-making of emergency respondents on rescue
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missions. To develop emergency response systems that will overcome the identi-
fied difficulty and effectively reduce response times during the phase transition is
nontrivial, and will require the following:

(a) An antifragile communications system;

(b) Tight integration platform for interoperability of different and disparate data/
simulations for short-term predictions and real-time determination of interven-
tion strategies; and

(c) An online scheduling timetable managed by a group of “scheduling and
timetabling negotiators”, whose job is to make sure that rescue missions are
assigned to the appropriate respondents who are monitored for backup, or
completion times for reassignment to different missions, on a constantly
updated web-based timetable visible to the public (to encourage volunteers to
ring up negotiators for mission assignments that suit).

Note all three of the above are about in situ/real-time archiving, assimilation, visu-
alization, modeling, and interpretation of the information from large volumes of data
and the ability to synthesize these data from heterogeneous and potentially geograph-
ically distributed sources. The assignment of the rescue missions and maintaining a
live, web-based timetable by the negotiators is a pressure cooker undertaking that has
to be carried out until a threat/hazard has been contained, which may be hours to
weeks of non-stop action for them. Many of the ideas, for instance, on the online
scheduling have been gleaned from the complex scheduling of missions for NASA’s
Deep Space Network (DSN), and also real-time monitoring of aircraft at an airport
by air traffic controllers whose job is to provide clearance for takeoff and landing,
and helping pilots to navigate the runway; guiding pilots during takeoff and landing;
and monitoring a designated airspace by securing routes for planes in that airspace.

The rest of this chapter describes the theory of antifragility and how it impacts
on the design of an antifragile communications system; how to determine real-
time intervention strategies using a tight integration framework for interoperability
of simulation models and data, based also on antifragility concepts; a description
of the collaborative scheduling managed in real-time by a team of negotiators; and
finally how this all links together into an antifragile framework that will manage a
phase transition of a disaster event, and the potential collaborators to pioneer such
a design, development and implementation of the framework.

2 Important Theoretical Background

There is an evolving science on resilient systems that looks at robust-yet-fragile,
robust-yet-flexible, and antifragile systems. It is based on how networks can remain
robust while at the same time being fragile, how they can suddenly disrupt without
any obvious slow and sure warnings, what bits of them can fail with little or nothing
happening and what bits can fail with a lot happening [8]. This is the science of com-
plexity that includes tipping points, weak ties, catastrophes, bifurcations, power law
(scale-free) distributions, order effects, phase transitions, redundancies and so on. The
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sensitivity to complexity science in research has led to the ushering in of the fourth
paradigm, data intensive science [46], which integrates the first three paradigms (i.e.
theory, experimentation, and computational simulation) and we are starting to see the
first fruits of this fourth paradigm encapsulated in the Internet of Things (IoT). That,
essentially is the basis of the ERS design we present in this chapter.

The search for general theories of complexity continues to engage scientists
across many disciplines, and it has to for a successful implementation in everyday
life. Some scientists are concentrating on aspects of predicting catastrophic events
before they occur and initiating smaller disturbances designed to alleviate the cata-
strophic event from happening in the first place. This is the hunt for the dragon-
kings, spearheaded by Sornette [63] and now co-researched by Cavalcante et al.
[12]. Cavalcante et al. [12] set out to demonstrate the predictability of extreme
events and how they can be suppressed by applying tiny perturbations to a system
composed of coupled chaotic electronic oscillators. Dai et al. [20] experimented
with budding yeast to show that critical slowing down and/or increased variability
of measurable system quantities near the bifurcation point holds the key to fore-
casting an impending event. The experimental results may be critical in predicting
and taking evasive action from natural disasters. Alternatively they may be applied
to predict and control behaviour of man-made systems such as financial markets,
power grids, or in our specific case, ERSs.

It is also important to note that the behaviour of such systems (described as net-
works of interconnected parts) cannot be inferred from the properties of the indi-
vidual parts Motter [49]. For instance, the outage that affected Italy on the 28th
September 2003, directly led to the failure of nodes in the Internet communica-
tion network, which in turn caused a further breakdown of power stations [10].
This caused the network to become fragmented (or interconnections pruned and
shifted)—a case of bidirectional dependence (where power stations depend on the
communication nodes for control, and communication nodes depend on power
stations for their electricity supply). When diverse infrastructures such as water
supply, transportation, fuel, and power stations are coupled, the interdependent
networks are extremely vulnerable to random failure, such as a random removal
of a small fraction of nodes from one network that may produce an iterative cas-
cade of failures in several interdependent networks [10]. It is a two-edged sword
with ERSs, because their failure to contain a disaster may, firstly lead to cascading
failures in the system to be saved, and secondly to cascading failures in the ERS
itself, putting a lot of lives and property at risk—seemingly a case of “lasciate
ogni speranza, voi ch’entrate” [2] translated, “abandon all hope ye who enter”.

It is this double-edged sword effect of ERSs that certainly makes the case for bet-
ter network designs that will still function, even after random deletion of nodes, and
allowing for constrained fragmentation that may mean reversible phase transitions,
as observed in nature. For example, the anhydrobiosis of the tardigrade can suspend
metabolism almost entirely for years under extreme dehydration, and becoming
active again upon rehydration [33]. Fragmentation brings us to our next discussion,
phase transition, which is a structural reordering, usually an order-disorder change,
where everything gets connected (i.e. connectivity avalanche), forming stagnant and
overcomplicated interactions. This is highly unstable and will collapse or fragment
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to be reconnected in a different way [9], or converge to an oscillating pattern (e.g.
the predator-prey cycle), or pattern of erratic fluctuations [60].

It seems logical to study phase transitions of complex systems from physical
systems (such as water changing from a liquid to a gas with increasing tempera-
ture), and mapping that to social or other systems. The idea is that if this change
can be predicted, by understanding the processes at work, then there is a good
chance of predicting a phase transition before it happens [12]. A study of these
phases in ecosystems using sophisticated models show that the transitions can vary
from smooth to discontinuous/sharp. The problem is that current mathematics begin
to break down when applied to these phase changes, firstly because the parts (of
the system) are neither independent nor coherent, and secondly because the sys-
tem exhibit properties that occur across both phases in question. Connectivity ava-
lanche in phase transitions is problematic because node connections can happen
so fast, creating an unstable situation just prior to a transition and making it dif-
ficult to measure/observe the sequence of events. Sometimes the connectivity can
be gradual without any perceptible signals, or until the last connectivity (sometimes
described as the “butterfly effect”) takes place, which will cause a phase change [3].

However, predictions can no longer be just based on the past, and that some
knowledge of the future needs to be taken into account—this is the area of alter-
native stable states (or attractors), which a system may transition into. However,
experimentally determining possible attractors of a complex system is non-trivial
and their presence implies that a single stochastic event might push the system to
another basin of attraction [60]. An important characteristic of attractors (that is
essential in design) is that alternative states can co-exist (aka hysteresis) side-by-
side, only to show a shift in spatial distribution pattern following an extreme event.

Holling [34] identified a complex system as a set of adaptive cycles that he called
panarchy. The word panarchy was melded from two words i.e., Pan, the Greek god that
epitomizes unpredictable change, and hierarchy to represent structure—thereby captur-
ing the paradoxical coexistence/interplay of transformation (or change) and persistence
of a complex system. The glue that enables this coexistence is a set of critical pro-
cesses that invent/create and experiment to maintain the system in question. Although
the panarchy concept exceptionally encapsulates the notion that complex systems are
not static but that they go through a cycle of growth, accumulation, destruction and
renewal, there is not much in the way of identification of the symptomatic signals of
change from one state to the next. It is important to be aware of panarchy cycles if the
focus is prediction (as in weather forecasts), but also important in designing large com-
plex systems so as to minimise the possibility of catastrophic phase transitions due to
unexpected perturbations to the system, be they sharp or smooth transitions.

2.1 Theory and Mathematical Abstractions

However, whether its about dragon-kings or phase transitions or attractors, the focus
is still largely on predicting accurately an event, thereby taking corrective action to
either end or mitigate the impacts. Breakthroughs in this area of complex systems will
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undoubtedly help in serving early warnings for certain kinds of pending disasters, but
also in designing ERSs that will not break under extreme events. Kitano [41] takes a
different view by focusing on finding a unified theory of robustness that will be devel-
oped within a solid mathematical framework. He builds on conservation principles
applied to robustness and fragility trade-offs [19], that a system optimized for a spe-
cific perturbation inevitably entails extreme for unexpected perturbations. This obvi-
ously has mathematical expedience, as the approach leans heavily on robust control
theory, a well-developed engineering discipline based on stabilising the performance
of a monostable system so as to make it robust against model errors [72]. Kitano [42]
demonstrated robustness trade-offs on his research on the efficacy and side effects of
drugs. Chu and Chen [17] also considered robustness trade-offs for cancer by treat-
ing cancer as a robust system with fragilities, and applied a robust control theory
approach based on microarray data. Wagner [69] adapted “distributed robustness”
from the field of information technology (used to define a network free from any sin-
gle point of failure) for metabolic networks, where elimination of a reaction would
still see the network synthesize all the correct biomass compounds by rerouting the
flow of matter via a different pathway, bypassing the eliminated reaction.

Howbeit, despite the mathematical expediency of robustness trade-offs
approach, or distributed robustness, which excludes redundancies, we view the
problem differently because speaking of robustness without reference to par-
ticular system characteristics or environmental uncertainty can be misleading
[19]. For a start, by robustness we mean the maintenance of some desired system
characteristic(s) despite fluctuations in the behaviour of its component parts or
its environment [11], and at the other end of the spectrum there is fragility [27].
Therefore, robustness trade-offs tend to mask the intertwined variables that have to
be traded off to achieve the balance between robustness and fragility such as, per-
formance, feedback regulations, spiraling complexity, stress responses (to cascading
failures), and resource demands. Obviously the explicit way to deal with as many
trade-offs is to look at multi-objective optimization, which requires an understand-
ing of the dynamics of the system in question well enough to simulate interacting
dynamics of the subsystems from disparate models. The simulations from these dis-
parate models may then be used to design the system’s multi-dimensional search
space for multi-objective optimization, with no perceived primacy in any of the
objectives other than what is characterized by the system. This way a Pareto fron-
tier, or set of non-dominated trade-offs, may be estimated and it is nontrivial [23].

The feedback regulations of the many variable/subsystem interconnections
of the system create complex dependencies, uncertainties, circularities and con-
flicts, a recipe for “wicked dynamics” [44], implicated by any efforts to find an
alternative state, which may only be viable for a moment of time. Because of the
constantly changing dynamics, met by constantly changing alternative states, the
problem is never permanently resolved—hence “taming” the problem rather than
solving it [16]. This fits the multi-stable systems (as most systems in nature) that
may not even have an explicit desirable state but many alternative states where
the transitions are driven by the dynamic environment. To explain how this would
implicate the design of antifragile ESRs we need to clarify the following: robust-
yet-fragile, robust-yet-flexible, and antifragile systems.
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2.2 Designing for Robust-yet-Fragile Systems

Increasing complexity in system design may be fuelled by the need to perform
more functions that also have to be reliable. For example, our oxygen intake is
governed by distributed complex feedback control mechanisms to ensure that both
sufficient oxygen and protection from oxygen toxicity are maintained throughout
our bodies, both acutely and chronically [19]. The problem is that this creates an
environment conducive to parasites, a fragility that is managed for by yet another
complex control system, the immune system. The immune system is also subject
to other fragilities/failures such as the autoimmune disease, Sjogren’s syndrome
(an abnormal production of extra antibodies in the blood where the patient’s white
blood cells attack the saliva and tear glands). Therefore, the interacting feedback
loops lead to spiraling complexity, adding robustness with each feedback loop, but
also introducing fragility.

It is also interesting to note that Escherichia coli has approximately 4,000
genes and yet only 300 have been classified as essential for minimal cellular life,
based on laboratory viability from single gene knockouts [50]. It is likely that the
remaining number of genes is for complex regulatory activity for robustness.

Therefore, robust systems that invested heavily in avoiding failures can-
not adapt to unpredictable, volatile, and random events or shocks to the system,
because they have no built-in design to respond to variability, hence robust-yet-
fragile. In terms of optimisation, it means that the system is highly structured for
a single objective (which is mathematically expedient) and by ignoring the other
objectives that may be merged into that one objective or formulated as constraints,
leaves the real risk of fragility—i.e. the risk of rare but potentially catastrophic
failure initiated by possibly quite small perturbations. The robust-yet-fragile
phenomenon is also observed in nature, i.e. robust to what is common or antici-
pated but potentially fragile to what is rare or unanticipated—and also to flaws
in design, manufacturing, or maintenance. Because robustness is achieved by very
specific internal structures, when any of these systems is disassembled, there is
very little latitude in reassembly (or phase transition reversal) if a working sys-
tem is expected. Although large variations or even failures in components can be
tolerated if they are designed for via redundancy and feedback regulation, what is
rarely tolerated, because it is rarely a design requirement, is nontrivial rearrange-
ments of the interconnection of internal parts [19].

2.3 Designing for Robust-yet-Flexible Systems

Robust-yet-flexible systems synonymous with resilience, are about the design-
ing for variability in conditions—rather than the assumption that conditions will
remain within measured or reasonable assumptions. Robust-yet-fragile systems
mask stressors (up to a point), and they optimize for certain anticipated stress-
ors and fail miserably for unanticipated stressors. The resilient systems improve
on that because not only do they mask stressors, but also the stressors perturb
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the system, which has latitude to stretch—and the system fails gracefully. For
instance, modern ship design after the Titanic have panels that can bend easily and
not break as miserably, but will hold well in the face of an extreme stressor [24].

Robust (yet-flexible) engineering designs are now ubiquitous in modern con-
structions such as bridges, skyscrapers, etc., which are built to sway with the wind
and earthquakes but not fail completely. Therefore, these structures last longer
because the stressors are tolerated by “rolling” with them instead of resisting the
shocks. In contrast, robust-yet-fragile designs would result in an accumulation of
invisible damages that may eventually manifest as a complete failure triggered by
just one more minor stressor.

2.4 Designing for Antifragility

Although nature is awash with examples of antifragility, which is better than resilience,
there aren’t many examples of mechanical systems, hinting an overdue paradigm-shift
in engineering and design. For example, some neural systems exploit phase transitions
as a source of novelty and flexibility which allows them to continually adapt to stimuli
[29]. Freeman [26] showed that living neural systems (such as a cat’s brain) exploit
chaos as a source of novelty in creating memory patterns, from which Green et al.
[29] asserted that novelty arises from the inherent unpredictability of connectivity pat-
terns associated with phase transitions. Therefore, stressors make the system stronger,
whereas with mechanical systems it is wear and tear from usage [24]. However, mate-
rials such as carbon nanotube show a unique combination of stiffness, strength, and
tenacity compared to other fiber materials, and get stronger when faced with a stressor.
Many objective optimization (>10 objectives) become critical in designing for anti-
fragility and given that there is no unique solution but a set of non-dominated solu-
tions, it makes it possible to identify and design for the alternative states or attractors.
Therefore, designing for robust-yet-flexible systems may be akin to two-three objec-
tive optimization, a ubiquitous and well-researched area in literature [23].

Software development is showing promise for antifragility designs that will be
a spillover to mechanical ensembles controlled by this software. Coupling with the
IoT (which represents assignment of Internet addresses to a diversity of devices to
enable connectivity or marriage of sensors, communications (be it wired, wireless,
satellite, or mesh networks), smart devices, and big data analytics), will potentially
create unprecedented efficiencies in almost every aspect of our lives. Examples
include, urban planning, transportation, agriculture, healthcare, intelligent manu-
facturing, and emergency response [30].

2.5 Antifragile Software Examples

BitTorrent, a peer-to-peer file sharing protocol that allows users to join a swarm
of hosts to download and upload from each other simultaneously, as opposed
to the conventional single large server that distributes files, enables the efficient
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distribution of large files, accounting for 43—70 % of all Internet traffic [61]. In a
peer-to-peer network all nodes play equal roles with no specialized client or server
nodes [67]. The more a file becomes a traffic hotspot (i.e. more traffic stress on the
network), the faster it gets to download it, because BitTorrent streams gain from
hotspots and contention by exploiting the “network effect” (i.e. a good/service
becoming more valuable as more people use it) to provide scaling [24].

Van Roy [67] took the third generation peer-to-peer network concept (i.e. a struc-
tured overlay network with a 2-level topology consisting of a ring complemented
by a set of fingers/extra links) to another level and developed a large-scale distrib-
uted application, SELFMAN, from ground up as multiple interacting feedback loops
(where each loop consists of an observer, corrector, actuator and subsystem). This
topology, with atomic ring maintenance, exhibited self-organizing properties [34], i.e.
surviving node failures, node leaves, node crashes (leaves, but without notification),
and node joins, whilst maintaining its specification. Additional algorithms were also
developed to deal with imperfect failure detection resulting from temporarily broken
fingers, which only affected efficiency and not correctness. Van Roy [67] could iden-
tify the phase transitions based on node failure rates from the solid phase (low node
failure rate with a connected ring that has fixed neighbours), to liquid phase (with a
relaxed ring but no fixed set of neighbours) and gaseous phase (high failure rate with
many separate small rings). Therefore, each phase with a defined behaviour was pro-
grammed for, which meant a full-functioning SELFMAN in realistically harsh envi-
ronments encountered with distributed applications (that tap the Internet’s power by
enabling millions of devices and programs to link up and work together).

SELFMAN led to the award winning open source, Scalaris (for the IEEE
International Scalable Computing Challenge 2008), a self-managing scalable, trans-
actional storage for large-scale distributed Web 2.0 services, that is self-healing
(when it detects a computing node crush or network problem), requiring little or no
human intervention in management tasks such as adding or removing nodes, and
self-tuning (i.e. autonomously moves items to distribute the load evenly over the sys-
tem to improve response times). Therefore, no teams of experts are needed to tweak,
patch or protect system components coming online or dropping out or in response to
communication or component breakdowns, and even deliberate attacks [54].

Although Van Roy’s work covers properties of phase transitions that character-
ize an isolated network, research has shown that interconnected networks exhibit
different properties [25]. For example, structural and dynamical transitions [58]
are usually continuous for isolated networks and discontinuous for interconnected
networks and different phases/regimes may disappear or coexist [10]. Work needs
to be done to see whether this discontinuity is analogous to supercritical fluids
(which have industrial and scientific applications) and investigate the possibility
of driving interconnected networks to supercritical regimes that may be useful in
better designs and control of real world network systems [58]. Such an addition
to the phase transition properties of SELFMAN would mean functionality over a
much wider range of environments than what is currently possible. The Autonomic
Service-Component ENSemble (ASCENS) project is superseding SELFMAN by
becoming self-aware and exhibiting dynamic self-expression as multi-agent sys-
tems with local and distributed reasoning [68, 71].
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3 Implications for ERSs

A number of modeling and simulation tools have been developed to address the
challenges in disaster response ranging across application areas such as plan-
ning, training, identification, detection, vulnerability analysis and the provision
of real-time response support [36]. Of interest is the development of technologies
and algorithms that can integrate in real-time copious amounts of fragmented and
incommensurable data (i.e. interoperability of data), generating useable and acces-
sible forms of information. However, it is our view that more still needs to be done
to address the anaemic interoperability of current disaster response models and
data [5] by exploiting antifragile software and hardware platforms that will mean
uninterrupted functioning during extreme events.

Improving information management during a disaster (through the timely
collection, analysis, sharing and dissemination of data to the right people) will
enhance the effectiveness of the response, verifiable through the minimization of
loss of life and the containment of potentially cascading disasters [48]. To surpass
existing systems is a difficult task, because an effective measure of improvement
is notoriously difficult to test, as each disaster differs from another [48]. Central to
disaster response is the coordination of a number of emergency respondents with
different priorities and preferences, to save lives and protect property in uncertain
and constantly changing environments [58]. These priorities may be conflicting
and must be resolved concurrently during continuously changing circumstances,
in order to perform specific tasks that will translate into rapid and timely rescue
operations.

3.1 Identifying the Critical Phase Transition

We need to capitalize on the software breakthroughs such as SELFMAN/ASCENS
coupled with IoT, in order to develop antifragile ESRs that will not fail in extreme
conditions. If ESRs are to display invariance under phase transitions and con-
tinue to function effectively, then the emergency response times will be reliably
kept low, a key to saving more lives and protecting property. The importance of
antifragility in recovering quickly from natural and man-made disasters cannot be
over-emphasized.

There are so many ideas out there on how to manage a disaster with the sole
goal of saving lives and property. At most times recent literature on emergency
response or disaster management, describes the “4Rs” [66], which always gives
one a sense of déja vu about disaster management, and they include—Reduction,
Readiness, Response, and Recovery, followed by a prescription of each. Each of
the 4Rs requires action at individual, business, community, and government lev-
els without offering any real solutions other than emphasis on improvement or
prioritisation of the Rs, and some recommendations based on some recent natu-
ral disaster. In other instances, it’s all about managing risk, where conventional
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Fig. 1 Resilience as a process, spanning multiple activities and time-scales, both pre-event and
post event [70], and the phase transition that requires antifragility treatment if short emergency
response times are to be realised

risk management approaches in disaster management are based on hindsight and
emphasize error tabulation and calculation of failure probabilities, which never
really translate into antifragility.

IBM gives a compelling definition of resilience as a process, spanning mul-
tiple activities and time-scales, both pre-event and post event [53, 70] as shown
in Fig. 1. The pre-event activities include long run risk prediction (e.g. climate
change impact, earthquake risk), demographic changes, etc., for multi-decade
timescale, to seasonal forecasting (i.e. weather patterns, pandemics etc.) for
months-weeks timescale, and eventually evacuation, event tracking, etc., for
days-hours timescale. Post-events include impact tracking, body search, food and
shelter, etc., for hours-weeks timescale, to rebuilding and long run recovery for
years-sub decade timescale. We like this definition of resilience, although our con-
centration is on the indicated phase transition (in Fig. 1), which is the weakest link
in the whole process planning. This is where we feel the biggest impact may be
made in emergency response, and it is about early intervention during the phase
change to essentially steer the event to an alternative state (or attractor) that is
desirable in terms of saving lives and arresting potentially cascading disasters. The
effort is proactive and stands a better chance than waiting for fate to decide the
alternate state, and then picking up the pieces. Because of the massive real-time
data requirements for translation into actionable information, an antifragile infra-
structure is essential. This will include, ready-to-run systems optimized for big
data analytics available on a cloud platform or Infrastructure as a Service (IaaS),
dedicated and mobile network links for low latency and high bandwidth steerable
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sensors for streaming data, and optimization capability for determining real-time
intervention strategies related to alternative states/attractors.

Note that this is not about stopping an extreme event, rather to influence the
inevitable by steering to a more manageable attractor where impact, as much as
possible, may be at a minimum. As indicated earlier the dynamics during such a
phase change are wicked, and as such the intervention we propose can only tame
the phase transition.

3.2 Taming the Phase Transition

Taming the phase transition is a difficult task, as more of the world’s population is
now concentrated in the cities with a projected 70 % living in cities by 2050 [65]. That
makes for a compeling case for governments to invest in antifragile ERSs, although
it may be costly ab initio. If western governments can annually subsidise power sta-
tions (at the expense of global warming), agriculture (at the expense of deforestation
and overgrazing), and fisheries (at the expense of overfishing), at the tune of USD100
billion, USD300 billion, and USDS50 billion, respectively based on 1996 Worldwatch
Institute estimates, then surely they can afford to subsidize investment in antifragile
ERSs, which would be considerably less in comparison. However, we propose an
antifragile ERS as shown in Fig. 2 and for clarity we have numbered different aggre-
gates/ensembles from 1 to 6, which we will explain in the following subsections.

Fig. 2 An antifragile infrastructure for managing a phase transition to a more desirable attractor
during an extreme disaster event
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3.2.1 Ensemble 1: PlanIT OS-WISDOM

PlanIT OS-WISDOM is the “core technology” being developed under the partner-
ship of Living PlanIT SA (a software company) and BEACON (Center for the Study
of Evolution in Action, Michigan State University) that will be applied to a variety
of problems. Living PlanIT SA was the recipient of the World Economic Forum’s
Technology Pioneer Award in 2012 for PlanIT OS™ middleware that provides, real-
time sensing, control, spatial analytics and machine learning, data integration, secu-
rity, support and provisioning of ubiquitous context relevant applications for the IoT.
The PlanIT OS™ provides the infrastructure for solutions across a broad range of
vertical markets from manufacturing through mining exploration. For the purposes
of smart city, urban development and infrastructure markets, the PlanIT OS™
infrastructure is implemented as the PlanIT Urban Operating System™ (UOS™).
UOS™ is the implementation of PlanIT OS™ for smart urban developments and
machine-to-machine communications. WISDOM, an acronym for Wicked problem
Solutions through a transparent Decision making process involving many-objective
Optimisation and Multiple stakeholders, is a software framework that was awarded
the 2013 Wiley Practice Prize. WISDOM is a combined Evolutionary Multi-objective
Optimisation (EMOO), Virtual Reality (VR)/Augmented Reality (AR) visualiza-
tion (as in Fig. 3), and Multi-Criteria Decision Making (MCDM) toolkit, where the

)

Fig. 3 The wisdom VR visualisation prototype at HITLab NZ, Canterbury University (New
Zealand) demonstrating a 14-dimensional optimisation Pareto frontier, that has been collapsed
into three dimensions being visualised using stereoscopic vision with sensors so that the cameras
can track the movement of the viewer. Each point on the image represents 14 outputs at a plan-
ning period of 50 years at 1-yearly intervals coupled with time-series GIS maps showing land use
change. The final product will give an “eBay-like” experience where the user can literally “shop”
for solutions from the Pareto frontier based on the user’s preferences and values
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EMOOQO is a specialized many-objective (>10 objectives) optimization algorithm that
consists essentially of a modified Reference-point-based Non-dominated Sorting
Genetic Algorithm [22] augmented by simulated “epigenetic” operations [15].

The incorporation of WISDOM into PlanIT OS™, dubbed PlanIT OS-WISDOM,
has largely been driven by a desire to solve large complex problems by combin-
ing human strategic capabilities with computational ones. Humans are very good
at problem solving by deciphering strategies guided by preferences and values, and
machines are second to none for brute force computation as evidenced by Garry
Kasparov’s loss to the IBM Big Blue computer in a game of chess in 1997. The
complex world and the human strategic problem solving capability are separated by
dimensionality, where the complex world is practically a web of hyperspaces which
humans are not very good at understanding. To apply the human strategic problem
solving capability to world challenges will require innovative ways to harness the
brute force computational capability of computers and somehow collapsing those
real-world hyperspaces into lower-dimensional virtual spaces that can be comfortably
explored and analyzed.

PlanIT OS-WISDOM is data-hungry and relies on standalone structured and
unstructured data, and simulations from an appropriate constellation of compu-
tational models, to generate multi-dimensional search spaces needed for multi-
objective optimisation. These models would be fitted to a specified PlanIT OS™
framework in the form of an API, rendering the PlanIT OS-WISDOM platform
relatively generic. Therefore, this core technology would contain:

(a) The interfaces to the user’s simulation models for the problem domain;

(b) The evolutionary multi-objective optimization (EMOQO) engine pioneered by
Chikumbo et al. [15] and currently being further developed to run on high per-
formance computing on a cloud (Ensemble 3) for antifragile performance;

(c) The VR/AR visualization tools that will allow communication with stakehold-
ers/planners about their initial preferences among objectives and then, after
optimization, their preferences among identified scenarios corresponding to
Pareto-optimal plans; and

(d) The Multi-Criterion Decision Making (MCDM) tools used before and after
the EMOO phase; and

(e) Improved infrastructure (based on interoperability for data standards through
the services rendered by a Run Time Infrastructure (RTI)) for integrating dispa-
rate simulation model inputs and outputs, including GIS-based locational data.

The RTI is a distributed run-time interface that permits objects in one simulation
to exchange data with objects in another simulation for large-scale simulations that
may involve thousands of models, implemented optimally to strike the balance
amongst performance, functionality and compatibility trade-offs.

PlanIT OS-WISDOM, with the appropriate data feeds will enable rapid crea-
tion and updates of multi-dimensional search spaces, making it possible to man-
age a dynamic situation. Combining dynamic short timeframe search spaces with
EMOO and MCDM will enable the decision makers to steer an event to a desir-
able attractor in real-time, via short-term intervention strategies (from the multi-
objective optimisation) that may be changed as the situation evolves. This will
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simultaneously influence operational and tactical planning during a disaster event.
The raft of simulation models that define the system will also mean flexibility to
design for-purpose search spaces that can represent different phase regimes, so
that the visualisation of the combined Pareto frontiers will include three sets of
non-dominated intervention strategies that mimic the “solid”, “liquid”, and “gase-
ous” phases—hence antifragility in the quality of the intervention strategies. These
phase regimes will be based on the failures rates of the connected infrastructures
such as water supply, transportation, fuel, power stations, communications and so
on. Therefore, each phase will have a behaviour optimised for with a set of non-
dominated intervention strategies. The nature of the unfolding event will help
determine the choice of the intervention strategy from the combined set of strate-
gies via MCDM from the different decision-makers.

The simulation models for disaster management are mainly based on Multi-
Agent Systems (MAS), for predictive, scenario and statistical modeling in real-
time, such as:

(a) DEFACTO [47] for 3D situation awareness and appropriate response;

(b) ALADDIN [1] for managing interactions between multiple actors for collec-
tive behavior;

(c) ORCHID [52] for crowd sourcing map data in evacuation planning, and coor-
dinating UAVs for situation awareness;

(d) FireGrid [31] for modeling evolution of fire, its impact, and establishing inter-
vention alternatives and evacuation strategies;

(e) RoboCup Rescue Kleiner et al. [43] for simulating coordination of physical
robotic agents for search and rescue; and

(f) DrillSim [6] for simulating different response activities at micro and macro levels.

Jain and McLean [37] suggested an interoperable framework for these kinds of
simulation models in order to achieve effective disaster management, and PlanIT
OS-WISDOM is ideal. The information each model generates may be either used
independently or combined with other outputs from the other simulation models to
create multi-dimensional optimization search spaces for determining a Pareto of
intervention strategies.

These models require real-time sensor (weather, seismographic data, GPS), web
(social network), and text (unstructured content for sentiment analysis) data from
Ensembles 3 and 4. GIS locational data spread out among all the levels of gov-
ernment (local, regional, state and central) are critical and include pipeline loca-
tions, building layouts, electrical distribution, powerlines, sewer systems, streets,
residential areas, and storage facilities. We are assuming a scenario here where the
disparate levels of government agencies have given way to “Government 2.0”, i.e.
a one-stop service for data access. That means a new system of information man-
agement, which will, among other service deliveries, underpin the delivery and
availability of these data via the cloud (or Ensemble 3.0).

Combine this with streaming (high velocity) data, or “data-in-motion” used to ana-
lyse events as they happen and you have event stream processing which is vital for
everyday operational decisions. In such situations any recurring patterns in the data,
which may mean problems or opportunities, will drive tactical and strategic decisions.
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3.2.2 Ensemble 2: Cloud Computing

The cloud infrastructure is an essential component for all data acquisition, stor-
age, analysis and visualization that will meet antifragility requirements when
combined with the appropriate software on a cloud. All of Ensemble 1 will be
cloud-based and currently the Living PlanIT-BEACON partnership is undertaking
the generic PlanIT OS-WISDOM implementation on Amazon Elastic Compute
(EC2) and Microsoft Windows Azure. This will mean running Hadoop on both
platforms, which provide a MapReduce [21] framework that enables parallel pro-
cessing, i.e. the distribution of computational work load across disparate clusters
of machines for long duration jobs. Plan IT OS™ has its own API that will deliver
similar capability to Hadoop/MapReduce, and WISDOM will directly benefit
from Hadoop/MapReduce architecture for parallel processing. Software-level and
hardware-level failures are common during such runs, and MapReduce is fault-tol-
erant in this regard, increasing the antifragility of computation in Ensemble 1. In
the classic disaster recovery rule book a primary datacenter is built designed for
failover in a remote datacenter. In this model emergency drills are carried out once
every so often to try and predict how to recover from catastrophic failures, includ-
ing failing over to the remote datacenter. Such drills are based on a perception of
what failure might look like. However, when extreme events result in catastrophic
failures such as the attack on the World Trade Center or the recent massive flooding
caused by the storm Sandy—the turn of events is often much more unpredictable
and recovery is much more challenging than a well rehearsed practice run [32, 39].

However, real-time applications place demands on processing and storage of
data produced by streaming applications with data rates and processing demands
that vary with time. Although this favours the on-demand cloud paradigm, cur-
rent commercial cloud computing platforms are only accessible over the public
Internet, therefore, lack the low latency or bandwidth requirements for real-time
applications [35]. As such there are no guarantees for a network and storage band-
width for a real-time application on current commercial cloud platforms, which
would compromise the operation of Ensemble 1. Also with the evolution from low
bandwidth, “off-the-grid” sensors to networked high bandwidth sensors capable
of actuation (for instance, in wind estimation to track tornadoes or rainfall esti-
mation to predict flooding storm), the energy and bandwidth demands necessitate
connection to the power grid and wired network links. That will mean that in the
future the likes of Amazon and Microsoft will have to offer as well non-traditional
resources on their cloud computing platforms such as high bandwidth network
resources and steerable sensors that multiple clients can share [35].

However, a huge improvement on cloud platforms is making real-time process-
ing of streaming big data possible. For example, Amazon Kinesis takes in large
streams of data records that can then be consumed in real-time by multiple data-
processing applications that can be run on Amazon EC2 instances [40]. This is
a huge improvement from 2 years ago when Hadoop’s MapReduce on Amazon
EC2 performed poorly in terms of meeting deadlines and response time for real-
time applications [55], although latency imposed by the Internet will remain as the
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bottleneck for some time. 3D situation awareness will also benefit from NVIDIA
GRID GPU instance, G2, via Amazon EC2 cloud, which enables graphical appli-
cations to be rendered in Amazon cloud and streamed, enabling antifragility calcu-
lations of 3D situation awareness information.

3.2.3 Ensemble 3: Earth Observing Satellites

Hazard response can be greatly enhanced with coordinated monitoring for emerg-
ing disaster situations between space borne assets (Ensemble 3) and ground-based
sensor networks (Ensemble 4). Monitoring information is sent to Ensemble 1 via
the ground station(s) for analysis, or combined with other data and/or simulations
for determining intervention strategies. Redundancy by replicating the ground sta-
tions at different localities will support antifragility of monitoring data delivery
to Ensemble 1. The Iceland Met Office is a very good example of sophisticated
network of sensors to monitor volcanic activity, which triggers space observations
from seismic signatures (such as earthquake intensity, location, trending intensity
and shallowing depth). However, the triggering of space observations is still man-
ual [14], which means slower responses to urgent events such as an avalanche of
snow or volcanic eruptions.

Making the ground station the controller that autonomously coordinates moni-
toring tasks between Ensembles 3 and 4 for emerging disaster events, which
involves concurrently negotiating with a multiple of earth observing satellites is
the ideal situation advocated by Chakraborty et al. [13]. Getting Ensemble 3 to
operate autonomously without human-in-the-loop opens opportunities for anti-
fragility designs [39]. It is non-trivial because many earth orbiting satellites are
subject to competing objectives, i.e. many clients compete for satellite resources
among a multiple of interacting satellites where each is constrained on power,
temperature, and committed schedules.

Therefore, clients negotiate activities weeks or months in advance for earth
orbiters, making it impossible to respond to emerging disaster events in less than
a week—automation will mean the ability to respond in minutes [13]. NASA
deployed a peer-to-peer negotiating process (which is a distributed scheduling
model) among all users who utilize the Deep Space Network (DSN) for mid-range
scheduling system for the antennas of the DSN—a step in the right direction for
antifragility. The key innovation of the deployed software is that the schedule is
determined by scheduling requests, requirements, and constraints that represent a
service-oriented approach to scheduling, i.e. users are allocated services that can
flexibly provided by the network [38]. However, the process still has human-in-
the-loop, the schedulers who provide the scheduling requirements to the users to
start the collaborative scheduling on a weekly basis [38].

Antifragility is a work in progress for satellite applications, which is very use-
ful in monitoring disasters such as floods, volcanic eruptions, forest fires, etc.
and will involve efficiently and autonomously allocating monitoring tasks among
satellites.
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3.2.4 Ensemble 4: Wireless Sensor Networks and Mobile
Communication Services

Ensemble 4 consists of the Wireless Sensor Networks (WSNs), cellular network
and the Mobile Emergency Response and Communications Services (MERCs),
a concept adopted from the Samsung Solar Integrated Digital Village (as in
Fig. 4)—a complete solar digital solution for offering an education Internet school,
power generation for small business enablement, a tele-medical centre (provid-
ing remote medical assistance) for quick and accurate diagnoses, a health centre
for basic illnesses (providing professional, qualified medical care), and basic LED
lightning [18].

The idea of the MERCS is to provide mobile services just like the Samsung
Solar Integrated Digital Village and instead of the Internet school, provide mobile
banking and a temporary cellular network for taking the overload of calls made
during emergency situations, or providing the sole network in an area where the
original network has been damaged. MERCS will also provide local compute and
storage (rather than sole reliance on cloud hosting) and contribute to antifragility
through redundancy by reducing dependence on the uplink bandwidth—UOS™
architecture enables this scenario. By facilitating access to MERCS communica-
tions for users via Be-Bound® app for Android smartphones makes it possible

Fig. 4 A samsung solar integrated digital village in South Africa [18] that can easily be adapted
as a mobile emergency response and communication services (MERCS) unit and also a base for
reconnaissance survey UAVs
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to handle a large volume of calls since Be-Bound® uses 2G network and allows
users to the web without data connectivity. That means Wi-Fi signal, 3G or 4G
network is not needed for operation. Instead data from the web is compressed on
cloud servers then sent to smartphones via very low bandwidth text messages.
Be-Bound® includes built-in applications for e-mail, weather report, news, geo-
location services and Twitter [28]. The company is so confident of their prod-
uct that they offered the free use of its services for reconstruction efforts to the
Philippines following the devastating November 2013 Typhoon that left thousands
dead and many more homeless.

MERCS can also be used as a base for UAVs for situation awareness and control
can come from ORCHID in Ensemble 1. Living PlanIT and Cisco Systems, Inc. have
been working on deployment of UAVs for the last couple of years and now PlanIT
OS™ has the ability to interface with UAVs including negotiated flight paths. Also
Professor Kumar (University of Pennsylvania) has developed UAVs for civilian
search and rescue operations, which he calls “aerial robots”, designed to be the first
responders in emergencies such as earthquakes and fires [14]. They range in sizes of
20-75 cm in diameter so that they can fly indoors and outdoors. They are equipped
with sensors, which enables them to create a situation awareness map of a given
space. They fly using swarm technology, which allows a human controller to com-
mand one robot and the rest figure out how to cooperate together to accomplish a task.

WSNss are a group of sensors, or nodes, that are linked by a wireless medium to
perform distributed sensing tasks such as surveillance, widespread environmental
sampling, security, monitoring and in harsh conditions such as forest fire detec-
tion, seismic monitoring, flood detection, and nuclear, biological and chemical
attack detection. Via the ground station they can be coordinated with Ensemble
3 for monitoring tasks. WSNs are extremely flexible in that they can be used in
harsh terrains where physical placement is difficult and they embody antifragility
in their operation in that they are self-organising (i.e. network discovery and multi-
hop broadcasting), overcome node failures (by using other routing paths), can be
relocated and they can carry different sensors in one network [62]. Their Achilles’
heel include, limited power and memory size, lower data rates, security issues and
high error rates since they transmit packets as electronic waves that can be affected
by reflection, refraction, diffraction or scattering [51]. Research is targeted at min-
imizing most of these weaknesses.

3.2.5 Ensemble 5: Scheduling and Timetabling Negotiators

The scheduling and timetabling negotiators will be trained staff that can quickly
understand the intervention strategies and information on situation awareness
and intervention strategies, coming from Ensemble 1 (which will be constantly
updated as an event continues to unfold). The negotiators will then contact the
appropriate respondents for mission assignment. Communication is two-way and
constant for each assigned mission for backup or time needed to complete a task
for reassignment. A public web-based timetable will show these assignments with
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constantly changing duration times as the respondents update the negotiators.
Visibility to the public is important for media and also for volunteers who might
want to be assigned to jobs they can do in their area. These negotiators may not be
full-time staff but remain on call if a situation would arise and would also report
for intermittent training and drills.

3.2.6 Ensemble 6: Emergency Respondents

The emergency respondents normally operate under different objectives because
of directives coming from their headquarters. Decentralized operations make it
difficult to achieve coordinated responses without doubling up on resources. In
the model in Fig. 2, all communications are coming from Ensemble 5, which in
a way centralizes rescue mission assignments appropriately to the police, fire ser-
vices, ambulance services, refuge services for the displaced, Red Cross, and vol-
unteers. The emergency respondents (such as the police, ambulance service and
fire brigade) will also have access to continuous information flow coordinated via
Ensemble 1 through to Ensemble 5, for allowing real-time manipulation of traffic in
emergency circumstances. The way can be cleared for a fire truck or ambulance not
just by coordinating traffic lights (if they exist) to turn green, but also by thinning
traffic in that area ahead of the vehicle by routing other traffic to alternative routes.
This may require regulation changes in order to present instructions as opposed to
advice via the navigation system—PlanIT OS™ capability has been demonstrated
in this regard, including situation awareness to assist the respondents [45].

3.2.7 Summary

The speed at which such a process as depicted in Fig. 2 can make new discover-
ies and translate interoperable data and simulations into effective and cost-saving
rescue missions, will ultimately be realized in more lives being saved. There is no
doubt that public and private sectors depend on information and communication
technology (ICT) in critical situations that affect cities or any other geographic
region and resources:

(a) An antifragile ICT to support rapid recovery during a phase transition. The
more antifragile a system is the more it must rely on automation [39]. Also to
handle shocks in the system, software must not be tightly coupled to hardware;

(b) Analytics and modeling to prepare for and adapt to acute and chronic threats
as depicted in Fig. 1;

(c) The ability to work with the decentralized nature of provisioning of services and
management of resources for better coordination of the emergency respondents;

(d) ICT that can be used to allow citizens and other stakeholders to have a direct
view of a situation across their city/region and can have a direct voice in the
development of recovery plans;
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The proposed system will manage:

(a) Reconnaissance survey;

(b) Monitoring;

(c) Collection and analyses of disparate and incommensurable data; determining
real-time information from analyses of the data;

(d) Disseminating the information to centralised, scheduling and timetabling
negotiators, who will be responsible for assignment of rescue missions to
appropriate emergency respondents, follow up of rescue missions in real-time
for additional resources or job completion time for reassignment; and

(e) Initiating and updating a web-based real-time rescue mission timetable, vis-
ible 24/7 on the Internet to the public, making it possible for volunteers to
make themselves available where it appropriate (through the negotiators).

The system in Fig. 2 will address the important concerns raised by Massaguer
et al. [48] and Ramchurn et al. [58], and that is capturing disaster response as a
process of four intertwined areas, irrespective of scale and nature [4, 7]:

(a) Damage assessment (i.e. the magnitude of disaster-related losses being identified);

(b) Needs assessment (i.e. identifying incidents requiring response);

(c) Prioritisation of response measures (i.e. prioritising a ‘matched-required-
response’ to available resources); and

(d) Organisational response (i.e. decision making behind the logistics of the
deployment of emergency resources).

If you think of Fig. 2 as a system, it will only work if it feeds on data during a
phase transition between pre- and post disaster event. Starve it of the data (as in
failure of cellular networks because of calls overload, or destroyed wireless sen-
sors destroyed and so on) then it will not function. Therefore, the key is to develop
an antifragile software and hardware platform that will ensure data flow, and will
continue to function even in extreme situations. If the antifragility of data flow is
guaranteed, then processing of these data to determine relevant information for
the negotiators will be guaranteed. In a disaster situation, data and derived infor-
mation filter through appropriately to the emergency responders with situation
awareness across a city/region that will make it possible to efficiently allocate
available resources, and with the ability to track missing persons. In a city/region
of resource stress, the same framework in Fig. 2 can equally provide situation
awareness in space and time.

4 Conclusion

There is no shortage of technologies that may be adapted or used for improv-
ing emergency response times. However, it is the connectedness that causes
concern because it creates fragilities that have to be managed for by spiral-
ing complexity. Good designs will find the balance between function and
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fragility and therefore, designers need to be aware whether they are design-
ing for robust-yet-fragile, or robust-yet-flexible (as in resilience), or antifragile
systems. For mission critical applications that have to continue functioning in
a wider range of environments, antifragile designs are ideal where failures do
not stand for a breakdown or malfunctioning of normal system functions, but
rather represent the converse of the adaptations necessary to cope with the real
world complexity [61]. Antifragility will mean programming for the different
phase regimes with connectivity configurations (of both protocols/software and
hardware) that metaphorically represent the solid, liquid, and gaseous states, as
multiple interacting feedback loops. As more research tries to unravel connec-
tivity for the supercritical state (i.e. neither liquid nor gas but exhibiting prop-
erties of both), it will just mean in the future, antifragility will imply system
functioning over a much wider range of environments. The Internet of Things
will benefit more from antifragility designs with direct impacts to emergency
response systems.

Therefore we conclude that an antifragile delivery mechanism built on Internet
of Things that includes a tight integration/interoperability of the different kinds of
data and simulations, real-time monitoring and situation awareness, and coordina-
tion of different respondent agents on the ground during an emergency, will most
likely move us towards shorter response times, with a higher probability of saving
more lives and protecting property.

Antifragility design from ground up might seem a tall order, but benefits will
far out weigh not going down that path. PlanIT OS™ developed by Living PlanIT,
is already being utilised in new smart cities being constructed around the world.
The advantages of PlanIT OS™ are its ability to handle, reconcile, and align big
data that are disparate, and use them in real-time for decision making for func-
tioning of a city. With smart buildings and traffic logistics controlled by systems
such as PlanIT OS™, there are certain kinds of emergencies that can be taken care
of. However, for extreme disasters, the concept captured in Fig. 2 with PlanIT
OS-WISDOM as the core technology will be vital. The technology will not only
be viable for emergency response systems but for many other applications such as
smart cities management, climate change monitoring and land use management,
value/supply chain optimisation, patient stratification and so on, which makes a
compelling case for government and private sector investment.
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Building in Resilience: Long-term
Considerations in the Design

and Production of Residential
Buildings in Israel

M. Sever, Y. Garb and D. Pearlmutter

Abstract Threats to national security, such as that against critical infrastructures
not only stem from man-made acts but also from natural hazards. Hurricane Katrina
(2005), Blackout Canada-US (2003), Fukushima (2011), Hurricane Sandy (2012),
and Alberta floods (2013) are examples that highlight the vulnerability of criti-
cal infrastructures and buildings to different kinds of disasters. In this chapter we
describe the need for an integrated approach to building design which considers the
possible synergies between structural durability and energy efficiency. Developing
ideas from previous work regarding architectural awareness of earthquake resist-
ance, we introduce three levels of integration needed when designing for resilience:
(1) integration in multi-disciplinary design teams; (2) integration in the design pro-
cess, i.e. integrated design or co-design, and (3) integration of long-term and short-
term considerations. The aim of this chapter is to examine barriers to the integrated
design of resilient buildings by looking at disincentives for non-linear co-design
processes along the extended building supply chain.

Keywords Building resilience + Co-design - Integrated design + Long-term
considerations

1 Introduction

In recent years the concept of ‘resilience’ has become increasingly prominent in
disaster research. The concept of ‘resilience’ has largely supplanted the concept of
‘resistance’ with its focus on pre-disaster mitigation. As opposed to resistance, the
term resilience implies that we cannot prevent the disruption caused by the next dis-
aster; we can just prepare ourselves to different scenarios and improve our ability to
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recover from them [28]. In the U.S., disaster resilience appears to have emerged as a
research and policy priority in the aftermath of the terrorist attacks of September 11,
2001. Interest in the concept expanded further following Hurricane Katrina [38].

The concept of disaster resilience is mentioned in the U.S volume Disasters by
Design [29, 38]. According to Mileti [29], the White and Haas report from 1975
was a pioneering report on the USA ability to withstand and respond to natu-
ral disasters. This report paved out the way for an interdisciplinary approach to
research and management, giving birth to a ‘hazards community’; professionals
have continued to investigate how engineering projects, warnings, land use man-
agement, planning for response and recovery, insurance and building codes can
help individuals and groups adapt to natural hazards, as well as reduce the result-
ing deaths, injuries, costs and social, environmental and economic disruption.

Most strategies for managing hazards have followed a traditional planning
model: Study the problem, implement one solution and move to the next problem.
This approach casts hazards as static and mitigation as an upward, positive, linear
trend. The reality is, events during the past quarter-century have shown natural dis-
asters and the technological hazards that may accompany them are not linear prob-
lems that can be solved in isolation [29, 38].

According to Bosher and Dainty [8] design, engineering and construction are the
most influential disciplines that affect the resilience of the built environment. However,
little research has been undertaken globally on how to mainstream disaster risk reduc-
tion considerations into planning procedures for major construction projects [8].

Perelman [32], quoted by [12] argues that the design of resilient buildings has to be
driven by two ‘independent policy movements’ both of which focus upon disaster risk
management. They are the homeland and national security movement, which respond
to the threats of attacks or disasters, and the sustainability movement, which is par-
ticularly concerned with green practices that meet the multiple requirements of the
people and society in an optimized way during the life cycle of the built facility [33].

Uncertainty and risk generated by the threat of natural hazards are key features
involved in shaping the built environment. According to Coaffee [12], concern for
environmental sustainability, linked to climate change and the related threats of
natural disasters, is as important as possible terrorist risk as an influence on city
and building design. Furthermore, the potential complementarities between secu-
rity and environmental agendas may encourage a fruitful discussion between pro-
fessionals involved in the design of resilient buildings (see Fig. 1).

According to Liu [27] large scale catastrophic earthquakes are the greatest chal-
lenges in achieving resilience of built environments; earthquakes have no warnings

Fig. 1 Designing for
s Homeland &
resilience national security
(terrorist risks,
disasters)

Resilient
buildings

Sustainability
(climate change,
green designs)
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and can cause massive destruction in a very short time period. Unfortunately, as has
been experienced in September 11, 2001, terrorist attacks have no warnings either
and can similarly cause devastating results. Therefore, taking into account terrorist
attacks and natural disasters together is essential when designing for resilience.

Mileti [29] noted how disaster policy could overlap with sustainability; adopt-
ing a long-term perspective through improved engineering, safer urban develop-
ment, and cautious environmental management would not only reduce greenhouse
gas emissions that cause global warming, but would also help to save lives, reduce
injuries, and limit property losses in a case of a disaster.

Risk management and homeland security are two of the current paradigms
being discussed in academic and policy circles. Therefore, the contemporary focus
has shifted to ensuring the capability of the built environment to both resist and
recover rapidly following a disaster event [8].

According to McEntire [28], a disaster is a complex event and therefore a
comprehensive approach to disaster reduction is needed. Moreover, the emerg-
ing emphasis on disaster risk reduction has broadened the range of experts whose
knowledge is relevant and necessary for disaster mitigation [8].

Located in a politically, environmentally and seismically prone area, Israel—
an immigrant state—presented a great challenge over the years in producing dif-
ferent housing solutions for its massively growing population. These special
circumstances bring to light the need for an integrated approach to the design and
production of buildings in Israel, which considers the possible synergies between
structural durability and energy efficiency.

Many disaster losses are the results of interactions of three major systems: the
physical environment, the social and demographic characteristics of the communi-
ties that experience them and the built environment. In this chapter we will focus
on the built environment: we first introduce the Israeli regulatory framework and
unique characteristics of the building construction industry. These characteristics
include, for example, the low level of standardization in the industry and the frag-
mentation of supply chains.

Secondly, we review different levels of barriers to integrated design processes
of resilient buildings. We refer to three levels of barriers known in the literature—
the institutional level, the organizational level and the individual level. Each level
may explain different aspects of the difficulty to implement long-term considera-
tions through the design and production of buildings. Finally, by relating to design
criteria that may contribute to resilience from two complimentary angles—struc-
tural durability and energy efficiency—we will try to add a new dimension to the
study of risk management and sustainability.

2 The Israeli Regulatory Framework

The design of buildings, in general, has traditionally been regulated in order to
protect occupants from threats such as structural failure and fire. Since the 1970s,
regulation has been applied to energy and emissions as well, and according to a
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report by the OECD [30], a regulatory approach is one of the most reliable ways to
achieve a given goal of energy efficiency.

The Israeli regulatory framework includes a national Planning and Building
Law from 1966, and a broad array of planning regulations [5]. These regulations
refer, among other matters of concern, to design criteria that may contribute to the
building’s survivability under different threats.

2.1 Urgency in the Construction of the New State of Israel

According to Brechia and Hasson [9], the need to give quick housing solutions
in Israel during the 1950s—1960s, when a mass influx of immigrants entered the
country, was so urgent, that environmental matters were neglected by the Israeli
Government.

It took the country two more decades and another mass influx of immigrants to
develop a national plan (plan 31) that integrated, for the first time, land-use, envi-
ronmental, transportation, economic, and social policies.

The state of Israel had been caught unprepared for a major crisis that was not
a product of a war or a natural disaster [1]. During the large wave of immigra-
tion from the USSR and Ethiopia in the early nineties, the state of Israel absorbed
approximately one million immigrants. Israel’s private sector, which accounted for
almost 90 % of housing starts at the beginning of the 1990s, was unable to handle
the sudden need for new apartments. Moreover, the uncertainty in the scale of the
immigration made it difficult for entrepreneurs to invest largely without knowing
if the flow of immigrants would continue [15].

Speed was the main reason for direct government-financed construction.
A major part of the strategy for providing housing to the thousands of new immi-
grants was the use of prefabrication as a means to control costs and regulate pro-
duction. Two general types of lightweight housing were included in plans: various
lightweight systems which were intended to last 30-50 years and temporary hous-
ing (caravans) which were intended to provide shelter for a period of up to 5 years.

2.1.1 Mobile Homes During the 1990s

Authorities turned in many cases to foreign suppliers to install thousands of fac-
tory-built lightweight mobile homes. Mobile units were ordered on August and
December 1990 and were sited in urban areas with inadequate public services and
climate protection. By its nature, lightweight building is characterized by a low
thermal inertia. Moreover, the low durability of light weight housing may have
lead to the formation of slums [31]. These sites were the least successful element
of the direct government-financed construction in the eyes of all stakeholders—the
immigrants, local authorities, and government planners. By 1993, many units were
unoccupied, and only the very poor immigrants remained there [1].



Building in Resilience: Long-term Considerations ... 69
2.1.2 Permanent Low Rise Emergency Housing

This part of the program included low-rise housing: the size and quality of con-
struction were intended to be very basic (45-60 m?2, single-story) but allowed for
future expansion either laterally or through a second floor [1]. This quality of the
design met the needs of many young families that could improve their living con-
ditions later on by expanding their original unit.

2.1.3 The Public Program (Privately Constructed) Apartment Housing

Many architects were involved in the architectural design of the buildings—the
result was a great variety of designs. In order to speed up the construction, develop-
ers were encouraged to use innovative construction methods. Generally, the quality
of construction was good. However, there were complaints regarding the “finish”
of some of the buildings and developers were required to fix the deficiencies [1].

2.2 Towards an Integrated Building Code

In 1997 a building regulations coordination unit was established in the Ministry
of the Interior, with its main objective being the formulation of a comprehen-
sive building code. This process progressed slowly until 2001, when the Zailer
Commission was appointed in the wake of the tragic collapse of the Versailles
wedding hall in Jerusalem [40]. As a result of the Zailer report, a governmental
decision was issued mandating the preparation of an integrated building code, pri-
vatization of oversight and licensing in order to improve the stringency of quality
and safety in construction, and the completion of all building standards.

Another activity aimed to improve the quality of construction and long-term
performance of buildings in Israel was a 1999 proposal for a national energy code.
The purpose of the code was to promote energy conservation in buildings based on
a nationwide standard, and to contribute to Israel’s greenhouse gas abatement
efforts [4]. To date, the energy code proposal has been transformed to a new stand-
ard for energy in buildings (SI 5280). As a part of the reforms recommended by
the Zailer Commission, it will be included in the newly revised building code.!

While this comprehensive regulatory process is still in progress, a number of
relevant policies have already been established to ensure the long-term safety and
efficiency of buildings in Israel. The following section will present briefly the
development of regulations in three main topics: civil defense, earthquake resist-
ance, and energy efficiency since the establishment of Israel until today.

I According to a meeting report regarding regulations for energy efficiency, took place in
February 2011 as part of the code preparation: given by prof. Erel from Ben Gurion University.
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2.3 Civil Defence

From a disaster management perspective, it is interesting to explore the civil
defence concept through the development of residential buildings in Israel. The
first law of civil defence in Israel was issued in 1951. According to that law, all
residential buildings were required to have a bomb shelter either on their ground
level or below the ground. However, several homes or residential buildings could
make use of a single shelter jointly. The shelter was designed to resist the damage
made by the blast and the impact of shell fragments [39].

Following the First Gulf War (in the 1990s) when the warning time was short-
ened, and there was a need for fast access to shelter, the old concept of a bomb
shelter serving all the apartments could not give an appropriate answer to that
need. Therefore, there was a paradigm shift from the bomb shelter towards the
“protected space”. The “protected space” serves individual apartment units, build-
ing floors, or other public areas. It consists of a reinforced concrete sealed room?
with access from the building’s individual apartment.

Recently, the standard of the “protected space” was improved? by requiring not
only the preparation for filters but also the installation of them, for allowing a long
stay in the room in a case of a chemical/biological attack. All protected spaces are
located in a reinforced concrete vertical shaft. Provided that the shafts are well
connected to each other, this type of vertical shaft may also provide increased
resistance to strong shaking (as shown in Fig. 2).

2.4 Earthquakes

The first Israeli code dealing with earthquakes was issued in 1975. However, most
Israeli buildings were built before 1975 and therefore have not been designed for
seismic resistance. The Israeli ministry of construction and housing had built thou-
sands of apartments in Israel for low income households before the year 1980. For
example, a seven-story building that was built in 1972 has concrete bearing walls
only along the X axis of the building. There are no elements to resist the force
along the Y axis except for the staircase shafts that were constructed of reinforced
concrete and therefore may be considered as stiffening elements (Fig. 3).

Research in the field of earthquake engineering has provided tools that have
been implemented in regulations, with a comprehensive code for seismic resist-
ance in building design approved in 1995.# This code, which is based on a

2 In order to prevent the penetration of toxic gases.

3 The association of contractors and builders in Israel estimated an additional cost of 34,000
shekels for each apartment because of this requirement in their document from 25/10/11.

4 Taken from Sever [34].
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Fig. 2 Different locations for
shafts and their contribution
to the building’s resistance
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Californian code, includes detailed instructions for designing structural systems
for storey buildings to withstand an earthquake [22].

As a result of a devastating earthquake in Turkey in 1999, the Israeli
Government decided on August 1999 on a preparedness program for potential
earthquake events in Israel. The steering committee that was established in order
to implement the program assessed the damages to people and to structures due
to a strong earthquake centered in Israel (as shown in Table 1). In addition to the
preparation and enforcement of codes, preparedness measures that have been
taken include assessing the durability of particular facilities and spatially mapping
the risks of natural hazards [34].

Later on, in 2005, the government of Israel has encouraged citizens to
strengthen inadequately reinforced buildings under National Master Plan (NMP)
38 for the reinforcement of existing buildings against earthquake damage [22].
The plan encourages the reinforcement of residential buildings by allowing entre-
preneurs to construct extra floors as part of the reinforcement project.
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Fig. 3 A type “H” building: (a)
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However, this incentive hardly exists in the periphery of Israel, where the
seismic risk is high but implementation of the plan would not be cost-effective.
Moreover, by the year 2010 the government of Israel did not allocate the needed
budget for the reinforcement of ten thousands government-owned apartments that
would not be safe in a case of an earthquake.

2.5 Energy-Efficient Buildings

Every building that has been built in Israel after 1980, which is not higher than
27 m (9 stories) is required to have a solar water heating system. The standard for
thermal insulation in residential buildings in Israel is compulsory since 1986.> An
update from 2011 requires higher standards of insulation. There is a governmental
activity requiring the instillation of solar systems also in higher buildings (up to 15
stories).

A high-profile milestone towards the achievement of energy-efficient build-
ings in Israel has been the adoption and recent revision of a voluntary standard
for labeling buildings with reduced environmental impact, or “green” building (SI
5281). The standard was approved by the Standard Israeli Institution in 2005 for
residential and office buildings [5], and has been expanded to cover other building
types as well.

For example, the long facades of the building that is shown in Fig. 4a are ori-
ented to the north and south where the building can gain solar heating in the winter
and avoid it by shadings in the summer. Moreover, each apartment in the “H” con-
figuration can have access to natural light and natural ventilation. However, from
a seismic perspective, this configuration must be treated carefully. In a case of an
earthquake, the wing which is parallel to the movement of the earth is stiffer than
the other wing which is perpendicular to the movement. Therefore, the junction
is exposed to opposing forces that may cause a separation between the wings (as
shown in Fig. 4b).

Recently, the big Israeli municipalities (“The Forum 15”) decided to give
permits only for buildings that comply with the green standard. The contractors
protest against that decision. According to them, it would add costs to the con-
struction, complicate the permit process which is slow anyway and as a result the
clients would have to pay more for their apartment.

5 Taken from the Ministry of National Infrastructures, Energy and Water Resources’ site: a PDF
document in Hebrew: Energy consumption in buildings (2012).
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Fig. 4 a A type “H” building
of an Israeli new building;
each apartment is enjoying
from three directions of light
and air [21] b a complex
configuration “L” shaped
plan [3, 34]

2.6 Possible Synergies Between Green Building
Improvements and Structural Reinforcement

In order to reinforce a residential building according to NMP 38, the entrepreneur
needs to get an approval from most of the building’s residents.® Some of them are
afraid of the possible disturbance caused by construction works. However, when

6 This was the subject of a professional day (2.7.13) that included lectures by an engineer spe-
cializing in seismic design, a leading Israeli project manager specializing in green projects, a
head of the engineering branch of one of the municipalities, and entrepreneurs.
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green improvements are included in the structural reinforcement there is a poten-
tial of upgrading the value of the building. Therefore, if considering a combination
between green improvements and structural reinforcement it is important to
include only works that can be done from the outside of the building without
entering the apartments.

These improvements may include, for example, the following works: adding
dynamic shading openings, adding external insulation to the building’s envelope,
coloring the building’s envelope with reflective and low heat absorbing finish
materials, creating large openings and thus allowing the penetration of natural
light, and using condensed water from air conditioners for flushing toilet bowls.
However, one of the barriers to including green improvements which comply with
the Israeli standard for green building as part of the reinforcement works is there is
a need to enter the apartments [20].

Moreover, small contractors who are involved in reinforcement of existing
buildings already face difficulties with the conventional process and are not expe-
rienced with green improvements. Therefore, the requirement to include green
improvements in their project would make it almost impossible for them to get
a permit. To date, only a handful of buildings have been accredited with a green
building label. The actual success of this incentive for energy-efficiency improve-
ments is limited by a complex set of constraints, which appear to overlap with
those inhibiting the uptake of the incentive for strengthening structures according
to NMP 38. In both cases, the inherent conflicts between short-term investment
considerations and long-term considerations regarding the resilience and effi-
ciency of the housing stock remain unresolved.

3 Unique Characteristics of the Building Construction
Industry

3.1 Unique Characteristics of the Building Sector and Key
Influences on Resilience/Long Term Considerations

3.1.1 Fragmented Supply Chains

Currently, housing supply chains are fragmented and underpinned by poor com-
munication, adversarial relationships and a lack of trust and commitment.
Partnering-a long term commitment between organizations-can address this phe-
nomenon. Specific business objectives may be achieved by maximizing the effec-
tiveness of each participant’s resources. Furthermore, in order to improve the
performance of buildings, each organization should adopt a business process ori-
entation, focused on the client’s needs and establish open channels of communica-
tion within and outside its own boundaries [18].
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A few Israeli entrepreneurs, promoting a green agenda, decided voluntarily to
adopt the Israeli green standard, even though it may raise construction costs.’
They explain their potential customers that their buildings are better in different
aspects, for example: the building’s orientation, saving energy elements, and
healthier materials. However, they all complain on the bureaucracy involved in
executing a residential project in Israel. Therefore, they need high skills and expe-
rience in communicating with regulators in order to get a valid approved plan.®

More specific barriers have been identified which tend to impede improvement
in the environmental performance of buildings [30]. We assume these barriers
impede not only the environmental performance of the building but also its surviv-
ability in disasters. These barriers are related to a number of characteristics that
are unique to the building sector in terms of its product, production process, and
the way the product is used as will be explained in the next paragraphs:

3.1.2 Long Lived Nature of Products

The useful lifespan of a building is typically longer than that of any other manu-
factured product, usually extending over several decades. The long-lived nature of
buildings results in a low turnover rate within the overall building stock, and there-
fore technical innovation cannot be quickly or easily incorporated through replace-
ment of the “product” (i.e. the building).

3.1.3 Spatially Fixed Nature of Products and Production Process

The building sector is distinguished by the physical nature of its production
process and its products, with a large proportion of the work involved in con-
ventional construction taking place at the site. Although other industrial pro-
duction processes are site-based, few combine a spatial fixity of production and
product such as occurs in construction. This has led to a low level of stand-
ardization in the design and production of buildings, and to a relative failure
to exploit the economies of scale that exist in industries with more extensive
repetition [30].

Another consequence of poor standardization is that standard quality control
methods that are widely used in the manufacturing sector are not easily applied
in the construction industry. Therefore the effective enforcement of building
standards, such as those regulating environmental performance, requires custom-
ized checking of design documents and on-site inspection of buildings by techni-
cal experts—which incurs significant administrative costs. In the UK it has even

7 1t is interesting to notice that one of the leading contractors in Israel explained in a public panel
that he could build a green building which would cost less than a conventional one.

8 These skills are needed in order to get any permit not only for green building.
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been suggested that private firms enter the building inspection market in order to
reduce these costs [30]. According to Bennet [6], growing diversity in the industry
is likely to amplify heterogeneity in building designs even further, accelerating the
costs of enforcement.

3.1.4 Dominance by a Large Number of Small Firms

Furthermore, the construction industry is characterized by the dominance of
a large number of small scale builders. The proportion of firms in this sector
employing fewer than 10 persons was 81 % in the US, 93 % in EU countries,
92 % in Israel [10] and 75 % in Japan. The dominance of small-scale firms can
be explained by the poorly standardized production process in the building sector,
which makes it difficult to exploit economies of scale. Small firms generally do
not have specialized staff for research and development and are slow to adapt to
new technologies [30].

4 Barriers to Incorporating Long Term Considerations
into the Design and Production of Resilient Buildings

Investors in building construction are typically focused on minimizing capi-
tal costs, rather than considering future potential savings by energy-efficiency
improvements.

Recent studies have investigated stakeholders’ interests in energy efficient
building in Israel, and concluded that the knowledge held by homeowners regard-
ing energy-saving potential through appropriate design is limited, as is their ability
to affect housing developers’ construction decisions [5, 16].

In fact, a host of factors contribute to the accumulation of uncertainty and to
the ultimate discouragement of investment in energy efficiency and other sustain-
able practices associated with long-term considerations, even if such investments
are beneficial in a life cycle cost analysis. As a result, there is a gap between the
availability of practices associated with long-term considerations and their actual
uptake in the construction industry [30].

Various explanations have been given for this “efficiency gap”. They include
the lack of information on the demand side, lack of expertise on the supply side,
and principal-agent problems—i.e. the conflict of interests between those shoul-
dering short-term costs and those benefiting from long term savings [5, 16].
Hoffman and Henn [17] explored the sociological and psychological dimensions
of the green building world, analyzing barriers on the individual, organizational
and institutional levels. Their observations will add another dimension to the study
of risk management as will be described in the following paragraphs:
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4.1 Barriers on the Individual and Organizational Level

On the individual level they refer, for example, to consumers who are not neces-
sarily amenable to added costs that are not associated with tangible and immediate
added value [17].9

The organizational level of barriers deals with the unique form of the construc-
tion project team-the temporary organization. The members of the team come
together, on a temporary basis, to design and build the required project. The organ-
izational structure of the temporary organization and the competing interests of its
members often limit their ability to identify and internalize the long-term costs and
benefits that are implicit in the design decisions made [17].

4.2 Barriers on the Institutional Level

On the institutional level, [17] refer, for example, to regulative institutions and
standards such as the LEED system. Critics charge that LEED has become a point
chasing game with participants losing sight of the objectives of green building—to
minimize the impact on the environment—and instead focusing on getting more
points with the least effort.

Moreover, it has been observed that government regulations and industry stand-
ards may hamper innovation [7]. This is particularly the case with prescriptive
approaches, which specify the materials, configurations and processes required to
achieve a desired regulatory goal, and which are distinguished from performance
approaches which leave many of these factors open. In the latter case, only the
final regulatory goal is specified, rather than how the goal should be met [7].

5 Designing for Resilience

Many actors are involved in the design and production of buildings (see Fig. 5).
Therefore, there is a need for integration of processes within the construction indus-
try in general and in the construction of resilient buildings in particular. Developing
ideas from previous work regarding architectural awareness of earthquake resist-
ance, we introduce three levels of integration needed when designing buildings for
resilience: (1) integration in multi-disciplinary design teams; (2) integration in the
design process, and (3) integration of long-term and short-term considerations [35].

° One of the Israeli entrepreneurs who lead the market of green building related to convinc-
ing the clients of the added value as the real challenge. He was speaking in the Israel Engineers
Association for Construction and Infrastructure’s panel discussing: “Do entrepreneurs like green
building?” in 2011.
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5.1 Integration in Multi-disciplinary Design Teams

A high degree of specialization characterizes the contemporary design profes-
sion, and contrasts sharply with the image of pre-modern architects like Vitruvius
(in the first century BC) or the renaissance scholar Leonardo Da Vinci, who were
knowledgeable in a wide spectrum of related fields [34].

According to Davidson [14] the success of post-disaster reconstruction
depends to a large extent on the complex relationships between the multiple actors
involved. These actors include the affected people, community based organiza-
tions, local and central government, NGOs, designers and builders. The building
industry is composed of different categories of participants, each with its own set
of behavioral rules and customs within a national context. A relatively limited
number of professional firms are selected from a range of available professions as
project participants (as shown in Fig. 6). This group of team members is called a
“temporary multi-organization”.

The members of this unique form of the construction project team—the “tem-
porary multi-organization”—come together, on a temporary basis, to design and
build the required project. According to Davidson [14], the major challenge of
any construction project team is to “translate” satisfyingly verbal expression of
needs to actual design and construction. Unlike the purchase of a car or an existing
house, the decision to procure a new building “on the paper” is based on trust in
the competence of the relevant professionals to design and produce the building.
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Fig. 6 The building industry and its principal participants, within their respective environments [14]

5.1.1 Architect/Engineer Relationships

Results from a survey of Wellington structural engineers and architects [11] indi-
cate that an underlying positive attitude exists between the professions. However,
there are areas where each profession is critical of the other regarding both the
design process and the design content. Structural engineers are critical of archi-
tects’ lack of structural understanding (design content), and the late stage in which
they usually seek for structural advice (design process)—making it almost impos-
sible for the engineer to reach optimal structural solutions.

However, according to that survey, at the early stages of the design, architects
require design flexibility and freedom. That is why they are concerned that if a struc-
tural engineer is involved too early in the process (design process), he or she can
prematurely stifle their design explorations. According to that survey, architects are
disappointed by engineers’ lack of innovation and poor engagement with architectural
design ideas (design content). Therefore, exemplary collaboration requires the meeting
of the minds of experienced professionals who possess high levels of technical and
design skills and with well-developed personal qualities and communication skills.

5.2 Integration in the Design Process (Co-design)

The actors involved in the design process in general, and in the preliminary design
process in particular, share and create knowledge through design communication.
This collaborative part of the design process, is a process in which experts from
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different disciplines share their knowledge about both the design process and the
design content [25].

However, creating shared understanding between design professionals is diffi-
cult because these actors have different backgrounds, interests and perspectives on
the new design. For instance, the architect uses a visual language to examine ideas
and the engineer uses mainly mathematical tools; while the architect explores
alternative solutions using imagination and intuition, the engineer’s thinking is
characterized by rational processes that lead to a single and accurate solution [11].
It has been found that a lack of shared understanding between these diverse types
of actors tends not only to hinder the design process but also to reduce the quality
of the final product [25].

Traditionally, relationships within the design and construction team have fol-
lowed a linear chronological sequence: the client presents requirements to the
architect; the architect prepares a design; the design is handed to the engineers;
and the detailed plan is sent out for a bid and built by a contractor [17], as shown
in Fig. 7. Such a linear scheme may fit the design process of a simple structure,
when merely basic needs have to be met by the design: for example, every build-
ing has to resist gravitational loads, which can be easily predicted according to the
building’s function.

According to IEA [19], linear design processes usually result in poor perfor-
mance, high operating costs, and the creation of an interior environment that is
sub-standard. The following are examples of these results:

Limited exploitation of the potential advantages offered by solar gain during
the heating season (for example, in Israel—by locating proper openings in the
south), resulting in a greater heating demand.

Possible exposure of the building to high cooling loads during the summer due
to excessive exposure of glazing to summer sun (it would be difficult to plan effec-
tive shading devices in the east and west because of the low position of the sun).

Fig. 7 A linear The client presents requirements
chronological sequence of a

building production process to the architect
J |

The architect prepares a design
) |

The design is handed

to the engineers
J [

The detailed plan is sent out for
a bid and built by a contractor.
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Non-utilization of a building’s day lighting potential, due to a lack of appropri-
ately located openings, or a lack of devices to channel the day light further into the
interior of the building.

Exposures of occupants to severe discomfort, due to excessive local over heat-
ing or glare in areas lacking adequate shading.

5.2.1 Integrated Design Process

Integrated design process is a procedure considering and optimizing the building
as an entire system for its whole life span. This can be achieved when all actors
of the project cooperate across disciplines. The integrated design process is char-
acterized by a circular sequence and emphasizes the iteration of design concepts
early in the process (see Fig. 8a, b), by a coordinated team of specialists.

According to Larsson [26] it is important to ensure that the proposed design
team is aware, from the beginning, of the project’s high-performance goals. In
seismically prone areas we would recommend that the design team would prepare
a statement on seismic goals and expectations as a part of the high performance
goals.!® Moreover, in an integrated design process the designers are expected to
allow future changes and confirm client’s commitment to supporting high perfor-
mance targets from the very first step of design. According to Kincaid [24] build-
ings should have a special quality which allows for adaptation to different uses in
the future through their geometry, fabric and structure. Learning from previous
research, architectural decisions dealing with the geometry of the building and the
location of different elements in the plan (walls, piers of staircases, pillars, and so
on) have a significant impact on the building’s stiffness and on major characteris-
tics of its dynamic response as shown in Fig. 9 [35].

Changes to existing buildings can be an alternative to traditional demolition
and reconstruction. Building adaptive reuse is defined as a significant change to
an existing building function when the former function has become obsolete
[13]. Conejos et al. [13] refer to planning for reuse as a key design criterion when
designing new buildings. Based on successful reuse projects, they developed
a list of design strategies that lead to future successful adaptive reuse of build-
ings. These strategies belong to different groups of categories: physical, economic,
functional, technological, social, legal, and political categories (see Fig. 10).

From a functional perspective, the design of the functional space and the
service space of a new building must be flexible and allow changes according to
newly required needs (a single easily defined use for a building should be avoided
in order to allow for future unexpected needs), service ducts must allow for future
additions and modifications.

10 This statement can help designers and owners to agree on goals that are reasonably in line
with resources available, as suggested in design checklist to facilitate architect/engineer interac-
tion [37].
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From a physical perspective, the structural design of the building must sup-
port the functional new requirements and allow for different uses and loads in the
future. When designing for earthquake resistance both the direction and magnitude
of the seismic force is unknown. A regular and symmetric configuration, can resist
forces from any direction and therefore, may encourage structural solutions which
rely, for example, on less reinforcing steel [34].
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Sever & Yankelevsky : Seismic Architecture as an Essential Component
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From an economic perspective, the location of a building has a crucial impact
on its suitability for different users and their changing needs: middle/under—class
families need access to work place, old people need easy access to health services
and public green spaces, and students need a place to live while having their stud-
ies in the center.

From a social perspective, the esthetics of the building and the organization
of the built environment has an impact on the “sense of a place”. It is interest-
ing to learn from the experience of Israel as an immigration state, and the special
circumstances in which the government of Israel had to provide housing solution
for its growing population: from May 1948 until the end of 1951, 687,000 Jews
immigrated to the country, doubling the Jewish population [36]. One of Israel’s
main goals in those years was the establishment of sovereignty over territories that
it acquired.

By designing space according to national considerations, the country wished to
establish control, power, and authority mainly in the periphery of the country, far
from the center-where there were no work places available [23]. The housing unit
itself was designed as a ‘machine for living” which was supposed to fulfill all the
new immigrants’ housing needs without referring to their habits and culture [23].

From a legal perspective, the standard of finishes and indoor environment quality,
have an impact on the durability of materials and as a result on the level of the build-
ing’s maintenance. Based on precise calculations of cost and benefit, public housing
buildings in Israel were smaller and were usually inferior to those built by the pri-
vate sector. As a result, most of the neighborhoods in which they had been built were
included in Project Renewal because of their low level of physical maintenance [1].

From a political perspective, the ecological footprint of the building and its
relationships with the natural and built environment surrounding it are determined
through an urban master plan. In order to make an efficient use of the site, build-
ing elements need to be placed in a way that will maximize the potential of natu-
ral light; minimize impacts on subsurface ecology and aquifers; minimize water
demand; preserve site ecosystems, and maximize outdoor space for building users.

In seismically prone areas it is required to check the characteristics of the build-
ing in accordance to the site and analyzing soil profile (periods, amplification,
duration); accessibility to lifelines, and adjacency to existing buildings; up-slope
or down-slope conditions, and collapse-hazard.

From a technological perspective, the configuration of the building has a role
in balancing day lighting and thermal performance; a regular and symmetric con-
figuration might be inferior to a complex one from a bio-climatic perspective.
Furthermore, the decision to use natural ventilation instead of hybrid or mechanical
systems is dependant, among other parameters, on cost and benefit calculations; the
orientation of the building may maximize the benefit from using natural ventilation.

Therefore, the architect should be aware of the great effect the orientation and
the configuration of the building which are decided very early in the process have
on the behavior of the building in case of an earthquake and on technological pos-
sibilities that would be considered in the next stages of the design.
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5.3 Integration of Long-term and Short-term Considerations

We stipulate that short-term together with long-term considerations may encour-
age integrative solutions which could not emerge in a design process, focused
only on immediate needs of the client. However, due to the high-risk nature of the
building industry, the decisions of developers are most directly driven by initial
costs and short-term profitability, rather than by theoretical future returns—espe-
cially if such benefits are reaped by customers who have shown unwillingness to
pay for them in the form of an up-front premium. Therefore, one of the greatest
challenges of the construction industry is to balance between short-term and long-
term considerations.

5.3.1 Can Affordable Housing in Israel Be Resilient?

Alterman et al. [2] refer to affordable housing programs as multi dimensional pro-
grams. These programs differ one from another according to their goals—social or
economic—and according to the question of ownership—housing units for rent or
for purchase. Furthermore, four categories of tools are discussed; each would fit dif-
ferent goals and circumstances: overcoming statutory barriers to supplying afford-
able housing units, keeping affordable housing units in the existing stock, supplying
new affordable housing units, and enlarging the general housing stock [2].

The new standards that have been issued by the government of Israel over the
last decade include harsher requirements in a whole spectrum of subjects, such
as: modifications in buildings in order to make them suitable for disabled peo-
ple, fire safety, physical protection and seismic resistance, facade covering, and
thermal insulation. Moreover, municipalities may include in statutory local plans
additional requirements, such as, for example: complying with the voluntary green
standard, including under-ground parking places, and covering facades with stone.
As a result, such requirements may cause increase in building costs.

On the one hand, a regulatory approach is used by the government as a means
to fit occupants’ needs and protect them from different threats.!! On the other
hand, the contractors claim that the benefit from some of the requirements is mar-
ginal (if exists at all), but the increase in the cost of the apartment is substantial—
about 14.6 % from an average apartment’s price [4].

Unfortunately, some of the requirements that aimed to guarantee resilience in
the long-term may damage the effort to supply affordable housing in the short-
term. Since the mass immigration to Israel in the nineties, Israel’s housing industry
has been characterized by less and less involvement of the government in con-
struction. Given the global economic crisis of 2011 together with Israel’s location

T However, according to the contractors, the procedure for professionally approving regula-
tions is handled separately by each ministry, without considering the implication of all of these
requirements together on the apartment’s price.
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Table 2 The responsibility of each actor for developing affordable resilient housing in Israel—
an initial analysis

Producers Regulators Consumers
Entrepreneurs, designers | Government Municipalities Consumers
Supplying an efficient Avoiding “over regulation” Demanding
design small apartments smaller apartments
Supplying “basic stand- | Marketing lands for Requiring entrepre- Demanding a
ard” apartments residential use; allow- | neurs to include small | basic standard of
ing foreign workers apartments in new finishes, without
residential complexes | compromising the
quality of design
and construction
Industrialization Reinforcing gov- Facilitating processes: | Strengthening old
ernment-owned old Building permits buildings
buildings Population permits

in a politically and seismically prone area, there is a growing need for supplying
affordable housing units which will be resilient. The responsibility for develop-
ing affordable (and resilient) housing units in Israel is divided between different
actors who belong to three main groups: producers, regulators, and consumers (the
responsibilities are shown in Table 2).

Entrepreneurs, together with their designers and suppliers (producers) are
responsible for managing an integrated design process, using industrialization in
construction and assuring durability of materials. The government, represented by
different ministries, (regulators) is responsible for considering holistically the total
implication of regulation in a cost/effective manner in order to avoid “over regula-
tion”, and encouraging the industry by releasing lands for construction.

The local municipalities (regulators) have statutory tools that can be used not
only in order to reduce housing prices but also to guarantee the resilience of the
built environment. In addition to facilitating and shortening bureaucrat processes
wherever under their jurisdictions, they should require entrepreneurs to include
small apartments in new residential complexes, as suggested by Alterman et al. [2].
The consumers are responsible for demanding the government and the private sec-
tor to supply affordable housing solutions which consist of a basic standard of fin-
ishes without compromising the quality of design and construction.

6 Conclusion

The common goal of all actors involved in designing and producing residential
buildings in vulnerable areas is to achieve resilience. Israel’s geopolitical loca-
tion, together with its seismic sensitivity and bio-climatic characteristics bring to
light the need for an integrated approach to the design and production of buildings
which would consider the possible synergies between structural durability and
energy efficiency.
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Developing ideas from previous work regarding architectural awareness of
earthquake resistance, we introduced three levels of integration needed when
designing for resilience: (1) integration in multi-disciplinary design teams; (2)
integration in the design process, i.e. integrated design or co-design, and (3) inte-
gration of long-term and short-term considerations.

We examined barriers to the integrated design of resilient buildings by look-
ing at disincentives for non-linear co-design processes along the extended building
supply chain. Traditionally, relationships within the design and construction team
have followed a linear sequence. However, linear design processes usually result
in poor performance, high operating costs, and the creation of a sub-standard envi-
ronment. Therefore, integration in the design team and in the design process is
necessary in order to achieve resilience.

One of the barriers to identifying and internalizing the long-term costs and ben-
efits of a housing project is the organizational structure of the temporary design
and construction project team; competing interests of its members and a lack of
understanding between them may impede the incorporation of long-term consid-
erations in the design and production of buildings.

The unwillingness of consumers to invest in components which do not give an
immediate added value is a barrier to incorporating long-term considerations in the
design and construction of buildings. Although regulation has a critical role in ensur-
ing survivability of residential buildings and their users, it might impede innovation
and the development of cheaper solutions which would improve the affordability of
housing solutions. Therefore, integration of short-term together with long-term con-
siderations is needed when regulating, designing and producing residential buildings.
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Urban Resilience and Sustainability:
The Role of a Local Resilience Forum
in England

Julie Fisher, Ksenia Chmutina and Lee Bosher

Abstract Whilst being a large contributor of greenhouse gas emissions, the urban
environment is prone to impacts of hazards, threats and major accidents. It is crucial
to plan, design, build, manage and operate urban environments in a resilient and sus-
tainable manner. The compatibility and conflict between resilience and sustainability
has received increasing attention in recent years in academic literature, however its
application at local and national levels has not yet been widely attempted. The Local
Resilience Forum (LRF) is an important mechanism for facilitating the complex
multi-stakeholder interactions required to deliver urban resilience in England, however
sustainability does not appear to be a priority. This study explores how emergency
planning and the design of the built environment can further both agendas. A range of
promising practices have been found that potentially could not only increase the resil-
ience of, but that are also integral to the sustainability of, the built environment.

Keywords Resilience + Local level - Sustainability + Built environment

1 Introduction

Pertinent to this chapter is the array of hazards, threats and major accidents that can
pose risks to the built environment and those who use them, particularly as the poten-
tially profound impacts of these can nullify years of development and investment [1].
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It is also argued [e.g. 2] that since the built environment is one of the major contribu-
tors of greenhouse gas emissions, it is critical to ensure its sustainability. Urban built
environments must therefore be planned, designed, built, managed and operated so
that they are suitably resilient as well as sustainable, and supporting of governance
and social systems. It has been suggested by Bosher et al. [3] that emergency manag-
ers and planners have a key role to play in increasing this resilience, however, this
view has so far not been widely recognised outside the United Kingdom (UK) [4]. It
is therefore reasserted here that the Local Resilience Forum (LRF) plays an impor-
tant role in facilitating the complex multi-stakeholder interactions required for this.
Sustainability however is not seen as a priority in LRF practice. This research is part
of a large pan-European project (funded under the European Union’s FP7 Security
Programme) that aims to better understand the integrated nature of the built environ-
ment and how its users and assets can be protected from the range of hazards, threats
and major accidents that pose a risk to them. This chapter examines the relationship
between urban resilience and sustainability, exploring its development through urban
and building design, and emergency planning.

2 (Urban) Sustainability and Resilience

Urban sustainability is defined based on the concepts of social, economic and
environmental responsibilities [5]. Its implementation often focuses on achieving
stability, practising effective management, and the control of change and growth
[6]. However, due to the changing climate, an increase in the number of recent dis-
asters caused by natural hazards and social instabilities, urban environments have
been forced to focus on the ideas of change, disturbance, uncertainly and adapt-
ability—which are within the scope of the emerging science of urban resilience. It
is therefore crucial that the urban environment embraces both resilience and sus-
tainability [7].

In order to understand what constitutes a resilient built environment, the origins
of the term ‘resilience’ must first be explored. Bosher and Dainty [1] suggest that
the concept of resilience primarily emerged in relation to how ecological systems
cope with stresses or disturbances caused by external factors see [8, 9]. Holling
[10, p. 14] asserts that resilience is the “measure of the persistence of systems and
their ability to absorb change and disturbance and still maintain the same rela-
tionships between populations or state variables”. More recently, the term has
been applied to human social systems [11], economic recovery [12], engineering
[13] and urban planning and recovery [14].

Sapountzaki [15] and Klein et al. [16] highlight that the Latin root of the word
‘resilio’ means to ‘jump back’ or return to a previous state, however, it has been
argued that it is not sufficient for systems to simply return to a previous state
(as it is this that contributed to the scale of the disruption), and that there should
be progression to a more robust version [17, 18]. Alexander [19] argues that the
modern conception of resilience is derived from a rich history of meanings and
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applications but that it is dangerous to rely too much on this term; he suggests
that resilience is being used as a buzz-word that has started to lose meaning and
pertinence. However, the term is widely used in both policy and literature relevant
to Disaster Risk Reduction, and is seen as the ability of a system to cope with dis-
ruption, maintain essential operations, return to normal operations after the disrup-
tion has ended, and elevate to a more informed state. It is suggested that ““‘built-in
resilience’ can be a quality, a process and an end-state goal that can intuitively
and proactively cope with dynamic changes (in their various natural and man-
made guises)” [20, p. 242]. Therefore, Bosher [20] argues that built-in resilience
is a quality of a built environment’s capability (in physical, institutional, economic
and social terms) to keep adapting to a range of existing and emergent threats.

The inter-connected nature of resilience and sustainability has been evident
in literature for a number of years, with notions of ‘turquoise design theories’ to
denote the typical associations of resilience/security with the colour blue, and
those of sustainability/environment with the colour green [21]. The developments
in resilience, emergency planning, and urban and building design, as previously
outlined [1, 22], have arisen most notably through the emergence of resilience as
the key discourse in relation to security. Perelman [21] states that this is the very
essence of ‘turquoise design’ and the true meaning of resilience; resilience is the
merging of security and safety concerns with the broader goals of sustainability
and sustainable development. Coaffee [23, p. 4636] notices that “in future decades
it is most likely that the sustainability agenda will provide the most appropriate
policy vehicle for the achievement of resilience, with security seen as an essen-
tial element of corporate and organisational responsibility alongside economic,
environmental and social concerns”. Such assertions are also evident in a range of
governmental and non-governmental literature [24, 25].

2.1 Sustainability in the UK

The notion of sustainability and sustainable development in the UK is addressed
in the Vision for Mainstreaming Sustainable Development, a policy document that
shapes government responsibility in relation to this. According to this vision, sus-
tainability means: “Making the necessary decisions now to realise our vision of
stimulating economic growth and tackling the deficit, maximising wellbeing and
protecting our environment, without negatively impacting on the ability of future
generations to do the same” [26]. This definition is based on the National Planning
Policy Framework, established in the 2005 UK Sustainable Development Strategy,
which defines sustainability as “living within the planet’s environmental limits;
ensuring a strong, healthy and just society; achieving a sustainable economy; pro-
moting governance; and using sound science responsibly” [27]. Representations
of sustainability put forward in these documents are largely influenced by the
Inter-Governmental Panel on Climate Change (IPCC), international standards, and
European Union policies (notably the Directives 2002/91/EC and 2006/32/EC).
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Lizarralde et al. [7] however argue that the term ‘sustainability’ has been
‘instrumentalised’ to provide a disproportionate focus on energy consumption
and on carbon emission reductions. This is naturally at odds with more theoretical
approaches to the sustainability paradigm which go beyond the consideration of
emissions.

2.2 Resilience in the UK

Within the UK, the resilience of the built environment has received increasing
attention over the past decade, with a range of obligations and incentives being
present to reduce its vulnerability to the plethora of hazards, threats and major
accidents that pose a risk to it [28]. Cabinet Office [29] defines resilience as “the
ability of the community, services, and of infrastructure to detect, prevent, and, if
necessary, to withstand, handle and recover from disruptive challenges”. This defi-
nition underpins the development of all subsequent resilience-related work, includ-
ing the Local Resilience Forum (LRF) framework, the National Risk Register and
National Security Strategy, the identification of people who might be vulnerable
in a crisis, data protection protocols, cyber-security programmes, and plans for the
protection of critical infrastructure and the prevention of violent extremism.

Advancements in implementing ‘resilience’ have occurred particularly in rela-
tion to the two areas of urban and building design, and emergency planning. The
UK has an established system for emergency planning and engagement between
required stakeholders (see Fig. 1) [30] (‘the act’) but the same cannot be said in
terms of risk mitigation through urban and building design [28].

Whilst the act stipulates local arrangements for stakeholders to engage through
the (non-statutory) LRF framework, no such formal provision exists for the inte-
gration of physical interventions into the built environment, although guidance has
been produced on which stakeholders should be consulted when dealing with, for
example, terrorism [31]. Interestingly, the act describes the duties of appropriate
stakeholders to cooperate in LRFs (formal meetings and allocations of work to
responsible stakeholders). The LRFs are based on police areas [32] and provide
a forum for the formal integration of a broad range of relevant stakeholders (see
Table 1).

Implicit within this framework are a number of stakeholders that might con-
tribute to the design, construction and operation of the built environment; particu-
larly in relation to how the creation and development of the urban environment
can reduce the likelihood and mitigate the potential impacts of a disaster or emer-
gency. Some of these stakeholders include civil and structural engineers involved
in the LRFs through the inputs of government agencies, local authorities, utilities
and transport companies, as well as urban planners.

The incorporation of physical measures into urban and building design has
been used to increase resilience for decades, and has arguably been seen as a ‘uni-
versal remedy’ to an ever-increasing array of socio-economic problems, policy
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Table 1 The range of key ‘responders’ that should be involved in LRFs in England

Category 1 organisations

Local authorities

All principal local authorities

Government agencies

Environment Agency, DEFRA, Maritime and Coastguard Agency

Emergency services

services

Police forces, British Transport Police, fire authorities, ambulance

Health services

Primary care trusts, Health Protection Agency, National Health Service
Acute Trusts (hospitals), foundation trusts, port health authorities

Category 2 organisations

Utilities Electricity, gas, water and sewerage, public communications providers
(landlines and mobiles)

Transport Network Rail, train operating companies (passenger and freight),
Transport for London, London Underground, airports, harbours and
ports, Highways Agency

Government Health and Safety Executive

Other Chamber of commerce, non-governmental organisations and social care

charities

priorities, and risks and threats that contemporary society faces [33]. The use of
such design has traditionally been associated with territorial control (for instance
in the face of terrorist threats) through the regulation, restriction and control of
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access, and ensuring surveillance coverage [22]. Rogers and Coaffee [34] assert
that government policy has been concerned with making the environment of cit-
ies more attractive as a whole, whilst also improving safety and security, particu-
larly in relation to dealing with terrorist activities. HM Government [31] states that
the incorporation of counter terrorism into the built environment is to be achieved
within the overall aim of creating high quality public places. Whilst Harre-Young
[28] highlights that the protection of places can occur through the use of organi-
sational measures such as business continuity management, concern regarding the
modification of the built environment remains a constant presence, as highlighted
by Coaffee [35, p. 940]: “We need to consider the ‘physical’ changes brought
about through counterterrorism measures being embedded in the urban landscape
as a result of heightened terror threat levels”.

Nonetheless, at a time when England has experienced an increase in flooding-
related events it is arguably most pertinent to consider the multi-hazard/threat
approaches to increasing the resilience of urban spaces, rather than risks on an
individual and case-by-case basis. For instance research by Harre-Young [28] has
highlighted that physical (and managerial) mitigation measures have been proven
to do more than their intended outcome, and commercial and fiscal gains can be
accrued by doing so, all of which furthers the resilience of the built environment
and its longevity (and arguably sustainability).

3 Methodology

The information has been derived from one LRF based in England, which is anon-
ymous in order to protect the identity of respondents involved in the research. The
case study LRF is viewed as being representative of other LRFs within England,
and comprises all the nominal structures found in such forums. The methodology
comprised a literature review using a web-based search of documentation, legis-
lation and organisational information, most of which is readily available online,
through local authority and UK government websites. In addition, fifteen key
informant stakeholders involved in emergency planning and resilience, and having
involvement with the specific Local Resilience Forum were identified using snow-
ball sampling and semi-structured interviews conducted; these include:

The Flood Management Officer in a city council

Three Emergency Planning Officers in a city council

Two Architectural Liaison Officers in local police constabularies

A Fire and Rescue Service officer, regional emergency services

A Counter-Terrorism Security Advisor, in a local police constabulary

An officer of the Civil Contingencies Research Office, in a local police constabulary
Crime Prevention Officer, local police constabulary

Two representatives of UK Environment Agency
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e Emergency Planning Officer, Fire Service

e Emergency Planning Officer, Mental Health Trust

e Emergency Planning Officer, Health Trust

e Emergency Planning Officer, Care Trust

All interviews were fully transcribed and annotated. A grounded theory approach
was taken to their analysis, with initial higher level coding based on the key inter-
view themes such as agency roles and responsibilities, effectiveness, and con-
straints. Further lower level coding was developed and refined as data analysis
progressed. Subsequently, thematic analysis allowed identification of a variety of
drivers and barriers. Thematic analysis was chosen due to the complexity of the
dataset and the need for a flexible analytical process to provide structure. In this
way, key concepts were identified which had wider application, beyond the spe-
cific LRF under investigation, to the broader context of LRF stakeholder involve-
ment in urban resilience.

4 Promising Practice in Resilience

One of the aims of this research was to explore the means through which organisa-
tions, and urban and building design, can improve resilience, and incentives for
doing so. The specific focus on an LRF allowed the key factors in the develop-
ment of safer and more secure spaces to be determined. Findings were then ana-
lysed against those from recent research into urban and building design, which
shows how this can increase the resilience of the built environment. Importantly,
this research has found that there is not only evidence of promising practice, but
that increases in resilience can be an integral part of the sustainability of the built
environment. These interventions are more likely to be self-sustaining by adopting
approaches that highlight the importance of local level involvement in solutions to
local level problems. Feedback from interviewees strongly suggests that the LRF
is an effective mechanism that facilitates an integrated multi-agency response.
A number of reasons are suggested for this, including effective debriefing prac-
tices, the testing and exercising of plans, effective business continuity planning,
communicating with the public, engagement with the voluntary services, and the
development of community resilience. The three most significant aspects that are
discussed below are the relationships between key actors, emergency multi-agency
response, and the input of stakeholders into urban design itself, ideally at the earli-
est planning stages.

Relationships

The LRF encompasses a wide range of organisations, many of which are not con-
sidered to be ‘core responders’ (category one) or ‘coordinating responders’ (cat-
egory two), but are still deemed to be essential ‘other responders’. This broad brush
approach appears to offer great benefits, as exemplified by the support offered by
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organisations such as the Mental Health Trust and the St John Ambulance service.
This allows the main responding agencies to be ‘back filled’ in times of pressure. In
order for this system to work, there needs to be a lack of perceived hierarchical status
between the agencies. The interviews provided by the various respondents demon-
strate a high level of mutual respect and understanding which allows this to succeed.

At an organisational level, the success of the LRF is perceived to be due to “the
fact that they look at every single department, every single group that should be there,
it is not just the Police, Fire, (city) council” (Senior Manager, Voluntary Service).

This inclusive approach allows the creation of different sub-groups as issues
arise, which offer a wide range of expertise. The importance of involving the
voluntary services such as the Red Cross, St John Ambulance and the Salvation
Army, was noted particularly by several respondents, as “an integral part of the
response” (Senior Officer—Police). Other LRFs have reportedly disbanded their
sub groups but here they are generally seen to be an effective way of working, as
“if you want to produce some meaningful work which is done with cooperation,
which is a requirement of the Act, then you really need those sub-groups in place”
(Senior Manager—Planning Organisation).

Good governance and management of those involved is stated as being essen-
tial to the effective working of the LRF (Emergency Planner—Local Authority).
The Secretariat to the LRF is applauded; it alternates every 2 years between the
Town/City and County Councils that, as has been suggested, results in a slight
competitive aspect that typically has positive impacts (Emergency Planner—Fire
and Rescue Service).Individual personalities are also emphasised as an important
factor in the effective working of the LRF: “I think the partners work well as a
group. I think it is personality. And the chairs of most of the standing groups all
work well together” (Manager—Care Trust).

Personal relationships and friendship were also acknowledged as contributing
to the success of the LRF: “There are people there we've known for many, many
years, so when you get that it’s not complacency. There’s a lot of camaraderie and
there’s a lot of friendship in terms of the will is there to actually do a good job
and to help each other. I see that an awful lot and that’s very good considering we
come from a variety of different organisations with lots of different sort of skill sets
and reasons for being” (Emergency Planner—Local Authority).

This was confirmed by members of many different agencies including the Fire
and Rescue Service, the Town/City Council, the Police Force, and the St. John
Ambulance. The fact that key stakeholders know each other and the way they
work together strengthens the resilience of relationships within the group and
ultimately, their effectiveness in planning for and responding to emergencies:
“There’s a good willingness to get the work done and do a good job. There’s none
of this ‘Well, we’re not going to do that because...’ or whatever. Even if it comes to
where there’re problems [...] we have to accept that at times and just move on. So
there’s nothing sort of held against some of the organisations that at times can’t
help or whatever, but we as a group in the main all work together” (Emergency
Planner—Local Authority).

The LRF also expands its outreach and improves its relationship with private
stakeholders such as security companies that work in crowded spaces, the Pub
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Watch, the Club Watch etc. While admitting that the inclusion of the private sector
is not extensive enough yet, it has been improving, and a number of initiatives,
such as collaborative emergency planning development, have taken place.

Despite the fact that LRFs do not have statutory rights, professional and per-
sonal relationships allow effective and efficient operations based on mutual sup-
port and trust.

Emergency Response—‘Planning to Respond’

All the LRF partners can activate command and control procedures when a sit-
uation that cannot be managed using normal management structures occurs
(Manager—Health Trust). In this case, a Gold (strategic) Commander is identi-
fied from the lead agency, followed by lower levels of Silver (tactical) and Bronze
(operational). These roles can be subject to change, as for example, a fire might
result in the Fire Service leading Gold, however if the site subsequently becomes a
crime scene, the Police will take over. The protocols for response are well known
and rehearsed among stakeholders and can be operationalized extremely quickly;
for example, the Health Protection and Environment Agencies have agreed pro-
tocols with the emergency services. Therefore, in a major incident, everyone is
familiar with the different roles and who to communicate with, for instance: “a
big factory going up in smoke, they [the Fire Service] would let us know... So then
we would deploy people to site, we’'d open our incident room up at our office, ...
and we’ve got a hierarchy of roles that we would send out and they’re trained to
go to the right place at the rendezvous point and speak to the right people and
respond in a professional way” (Senior Manager—Planning Organisation).

It is vital to adopt an integrated response at the scene of operation: “...when
everyone just surges to the scene, if we don’t understand each other’s roles, if our
procedures aren’t integrated and dovetailed then we're going to tread on each oth-
er’s toes and be less effective” (Emergency Planner—Fire and Rescue Service).

In situations which exceed the capacities of the local agencies, mutual aid is
invoked with agencies from other regions, with these arrangements also undergo-
ing periodic testing and exercising.

Finally, following any actual incident or training exercise, debriefing is a stand-
ard procedure to “identify the lessons of things that went well or things that you
know you could improve on” (Emergency planner—NHS). These lessons are
then used to review and revise existing plans and future responses, resulting in
improvements to the previous state of emergency planning.

Input into Urban Design

The Police, the Fire Service and the Environment Agency have input into the design
and planning of urban buildings and environments. Specifically in relation to coun-
ter terrorism and hazardous sites and substances, the National Counter Terrorism
Security Office (NaCTSO) co-ordinates trained Counter Terrorism Security Advisers
(CTSAs). These are Police staff embedded within each Police Force to undertake
threat and risk assessments and provide advice to a range of stakeholders. The Police
also have a number of Architectural Liaison Officers (ALOs), who provide advice
to those planning new builds on matters relating to general (non-terrorism related)
crime: “Something we have seen built on is having a very good relationships with
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planners are architects. Certainly with [pre-applications], getting involved at grass
root stage and be able to influence concepts [...]. We can give quite direct advice.
That’s how we influence. We have a different type of hat, a policing hat as opposed
to just an architectural hat. And you need to get away from being a police person, to
become a hybrid between a police person and a planning person to understand how
planners work, and it’s not always easy” (ALO—police).

However, there is no legal obligation for organisations to adhere to any advice
provided to them on these matters; therefore these types of initiatives tend to be
couched in terms of developing and increasing business continuity [28]. In con-
trast, fire regulations exist for all buildings and the Fire and Rescue Service has legal
responsibility for their enforcement. However, the Fire and Rescue Service only has
statutory rights over enforcement of legislation from ‘the point at which the building
is finished and then occupied’ (Emergency Planner—Fire and Rescue Service).

The Civil Contingencies Act (CCA) also places a legal duty on local authori-
ties and other key agencies through the LRFs to maintain local risk assessments
through a Community Risk Register [36] that becomes the basis for supporting
the preparation of emergency plans and, in theory but not necessarily in practice,
for supporting appropriate decisions regarding urban planning. For instance in the
case of attempting to avoid building housing developments in flood prone areas,
the publication of “Planning Policy Statement 25: Development and Flood Risk”
(PPS25) intended to ensure that flood risk was more rigorously incorporated into
the urban planning process. However, recent Government figures (quoted in [20])
suggest that this planning policy has had a negligible impact in reducing the pro-
portion of houses being built in flood prone areas; with on average nearly one in
every ten new houses being built in highly flood prone locations in England. As
one of the emergency managers noticed: “I think there is a certain barrier there
when you want to work with people that have never considered resilience or emer-
gencies and you suddenly knock on the door and say ‘Have you considered this?’
And I think planning is one of those areas that they haven’t had the wake-up call
yet but they might well get the wake-up call”.

This is arguably not a resilient or sustainable situation, and this indicates, pos-
sibly due to the complex format of planning in England, that not all key natural
hazards are being suitably addressed through the work of the LRFs.

4.1 Barriers to Promising Practice

While LRFs can be viewed as very successful mechanisms for implementing resil-
ience on a local level, a number of barriers were identified that could impede their
success.

Fiscal Constraints

The LRF is not a legal entity and there is no budget for its activities; associated
costs are met by the relevant agency or sector involved. However, due to the
recent budget cuts, financing LRF projects becomes harder: “Police say we put
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a thousand [pounds) in, fire say we will too, and then local authority says well
we don’t have a thousand. And then what happens? Does the project fail? Or do
we go along regardless and you get the thing for free? Anything major, anything
significant—really really struggles. The LRF shies away from financial matters
because they are too difficult to resolve and you have to rely on best intentions”
(Emergency Planner—Local Authority).

All respondents expressed concerns about the current economic situation, and in
particular, the impact of the UK Government’s spending cutbacks to public services
such as emergency planning. This has resulted in prioritising resources to the groups
that have the ‘biggest impact’ (Emergency Planner—Fire and Rescue Service) and
staff cut-backs have resulted in some issues being left until a later date (Emergency
Planner—Local Authority), which ultimately affects resilience (Manager—Primary
Care Trust). The full impact of budget cuts is yet to be quantified or qualified, but
the fear is it will result in a lack of insurance against incidents, “because if you want
that insurance policy, you need that resilience” (Emergency Planner—Police Force].
Training and exercise have also decreased as a result of the cuts. Without these, pro-
gress that has been made in relation to resilience and emergency planning could be
lost. Within these constraints, there is a need to identify long-term incentives and
cost-effective solutions for the protection of the built environment.

Harre-Young [28] has identified such incentives and solutions in the context of
counter-terrorism design features which include: reductions in risk and damage,
competitive gains for engaged stakeholders (particularly construction companies/
consultants), etc.

Strategic Sign-Up

Getting senior management to engage with the LRF process was noted as being
difficult, as those in senior positions prioritised issues as they saw fit, rather than
according to those defined by the LRF. An example is the need for key decision
makers to attend meetings: “you need people there who have got the author-
ity to make decisions that could spend millions if they needed to” (Manager—
Ambulance Service). This is particularly important due to the lack of statutory
rights of the LRF: “It’s got no legal powers, it has no budget, so it does depend on
goodwill. In the Act it’s suggested good practice, but you have to have some kind
of senior group that sanctions even if it’s not a legislative group. It’s got to have
somebody... you know, a group that sort of like says “Yeah, we’ll do this and we’ll
go in that direction” (Emergency Management Office—Local Authority).

There were also concerns about the quality of the multi-agency plans as these
are difficult to achieve without high level support: “...it’s about getting people’s
buy-in for something that you might perceive as important but actually they think
it’s somebody else’s job to do” (Emergency Planner—Local Authority).

Authorising the mainstreaming of resilience issues within organisations is
an area for improvement, and a lack of awareness of agency involvement in the
LRF prevents personnel from engaging with the process; the example was given
of a community safety department not being involved in a ‘warning and inform-
ing’ sub-group, despite the potential benefit of their involvement. The fact that an
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LRF is not a legal entity impacts many areas of operation, including decision mak-
ing, budget allocation, training and exercise, and engagement with other non-LRF
stakeholders. As a civil contingencies officer notes: “If the LRF had some statu-
tory support, particularly financially, say if you are member of LRF you put in
500 pounds a year just to be a member, then that would give the LRF some way to,
well if we have something identified to just do it rather than go cap in hand to EA
or whoever it might be”.

Communicating with the Public

The UK Government’s Community Resilience Programme [37] aims to ‘increase
individual, family and community resilience against all threats and hazards’ (p.5).
An important aspect of this aim is the requirement to facilitate discussion between
all stakeholders, including central government, emergency services, the voluntary
sector and communities on good practice.

Central to the Community Resilience Framework is effective risk communica-
tion at local level to increase awareness and enhance public response, and argu-
ably to make community resilience initiatives self-sustaining. The LRF has made
concerted efforts towards effective information sharing with the public, with com-
munication experts represented from each agency at sub group level. State of the
art methods of communication are increasingly used such as Twitter, which allows
the emergency services to more easily see where problems might arise, and to
respond to public concerns. Further interventions that would increase resilience
require legislation, in order to, for example, allow mobile phone broadcasts to be
made: “...and just blast everybody’s mobile phone to say there’s been an incident
in the city centre, please make your way to wherever, and that technology exists”
(Emergency Planner—Police Force).

A flood warning system used by the Environment Agency to warn the public of
flood risk operates, however take up of this is low, as homeowners “don’t want to
know because it potentially affects their insurance” (Senior Manager—Planning
Organisation). Consequently, the Environment Agency is considering how to make
membership of this list the default position.

These challenges can be attributed to a lack of awareness among the general
population. Most of the respondents agreed that there is a need to increase educa-
tion at school level in order to increase overall resilience. Some also argue that
increasing awareness will lead to improvements in overall urban resilience: “In my
opinion it all boils down to education, it’s about what we teach our children [...]
it’s about educating our youngsters to be more resilient. And then the built envi-
ronment follows. If you've got a more aware population, they understand how to
behave in the urban environment” (Civil Contingencies Officer—Police).

Increased awareness would also address the over-reliance on local authorities:
“People expect a lot from the government—it’s like that explosion last week (talk-
ing about a house which exploded because of the gas leak), so what’s the coun-
cil going to do for me, where are they going to put me?” (Civil Contingencies
Officer—Police). Emergency management officers agree that the general public
has a passive attitude and signs of ‘dependency’ when it comes to experiencing a
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natural hazard related emergency: “Their property floods and their first response is
not how do I sort this, but ‘I phone the council and the council will sort it” [Local
Authority].

Use of Tools and Hardware

While different agencies use various tools and hardware, there is no common
information management system, although all stakeholders can subscribe to the
secure National Resilience Extranet (NRE) which was developed by the Civil
Contingencies Secretariat to provide access to restricted documents. Although
agencies have been encouraged to do this, not all have done so, as it can cost
between £15 and 20,000 per organisation: “...I feel very reluctant to spend public
money on tools that I don’t think are necessarily going to be of benefit to the trust,
patients or staff’ (Resilience Manager—NHS).

Atlas Incident Management System (AIMS) is used by several responders
including the Ambulance service, the Police, the Fire and Rescue Service, and the
County and Town/City Councils. This system works through logging information
and the actions that are required, the allocation of responsibility to achieve those
actions, and whether this has been completed or not.

5 Integrating Resilience and Sustainability Approaches

While the implementation of resilience on a local level is straightforward,
the issue is not as clear when it comes to sustainability. A number of syner-
gies between sustainability and resilience have been recognised. For example,
Harre-Young [28] identified that the incorporation of counter terrorism measures
mitigated the impacts of a range of other threats, hazards and major accidents, pro-
longing the longevity of buildings and urban space, and also highlighted a range of
environmental benefits. It is still however unclear how these can be incorporated
into the practice of entities such as a LRF.

Synergies between resilience and sustainability might, as argued by Coaffee
and Bosher [25] include developing landscapes that are both ‘green’ and can con-
form to Crime Prevention Through Environmental Design (CPTED) principles.
For example, rather than using traditional and security-explicit barriers such as
bollards and concrete blockers, ponds and trees can be strategically placed and
used as physical barriers instead, mitigating vehicle-borne crime such as ‘car
bombs’ and ‘ram-raiders’. The likelihood and impact of flooding in urban areas
could also be reduced, through the use of landscaping and ponds as part of sustain-
able urban drainage systems (SUDS) [25]. Energy use could be reduced through
the integration of security systems with others and embracing ‘whole building
design’, and through the use of thick thermal walls or window films, which can
insulate buildings better whilst providing blast resistance and fire protection [25].

While the LRF is seen as a very successful mechanism for implementing resil-
ience on a local level, a number of barriers were identified that would undoubtedly
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impede their success in incorporating resilience and sustainability. Currently, these
are two agendas that are seen as separate issues: “I think they’re two totally differ-
ent things. For resilience I would think of an engineer that would be working out if
one panel falls off a building and then the entire building falls down. So buildings
have got an element of robustness against accidental damage which actually also
transfers to intended damage. So yeah, I think straightaway I put them in two totally
different camps. One is more about structures and the other one is more about inte-
grating efficient usage and trying to get that to a point that you’re using a minimum
amount of energy. The two don’t naturally seem to fit’ (Planner—Local Authority).

One of the main barriers is the wrong perception of sustainability—as it has
already been discussed, many respondents define sustainability as ‘green’ and
‘efficient’ neglecting the aspects of social well-being and economic development.
For example, one of the respondents emphasised that during the application pro-
cess local authorities and other involved parties (such as police) are ‘trying to
make a robust micro-economic, social bit of city’, i.e. to improve the overall well-
being of the city and their citizens. This fits into a wider definition of sustainabil-
ity, however this does not come across as sustainability is looked at through the
lens of ‘green developments’ only. In addition, the LRF is concerned about the
weather events caused by climate change and thus is starting to talk about resil-
ience to climate change, however again any activities relevant to this are grouped
as an ‘adaptation’ and are not seen as part of sustainability.

It is believed that sustainability should mainly be implemented by construction
stakeholders, mainly architects. As noted by one of the respondents, “there is an
expectation that everything that goes out of this practice is as sustainable as it can
possibly be.” (Architect—Private Sector). This leads to the second barrier: whilst
the LRF has been trying to engage with a wide set of stakeholders, its communi-
cation with construction stakeholders does not go beyond the remits of the LRF
(which is often focused on emergency response, whereas sustainability fits better
with prevention and preparedness). Whilst interviewees suggested that planning
process allows communication among various stakeholders and that the construc-
tion stakeholders do actually contribute a lot to it, it does not however appear that
sustainability is an important part of that process. In addition, all of the respond-
ents involved in the LRF admitted that sustainability is not considered or even
thought of as a part of LRF activities.

However the major barrier for the integration of resilience and sustainability
into the LRF practice is the lack of clear messages and incentives from national
government. As emphasised by Lizarralde et al. [7], UK policy creates tensions
between the two perspective; these include: achievement vs. capacity (sustainabil-
ity focuses on what can be obtained, e.g. in terms of CO, emission reductions,
whereas resilience puts emphasis on what is available in order to cope with risks
and threats); incremental performances vs. trial and error performances (sustain-
ability calls for a maximisation of resource efficiency leading to the minimisa-
tion of resource consumption, whereas resilience focuses on testing performances
based on anticipated scenarios); and efficiency vs. redundancy (sustainability
suggests a lean approach to development and streamlining process consumption
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reduction, whereas resilience assumes the consideration of overdesign in order to
avoid damages). These two perspectives emphasise diverging priorities and rela-
tionships; and such tensions create increased complexity in policy and decision-
making, potentially undermining both agendas and making their integration on
practice complex and mutually-exclusive.

Lizarralde et al. [7] suggest that the ‘built environment will increasingly reveal
elements of green, blue and turquoise, and for that matter bluey-turquoise, turquoi-
sey-green, turquoise with a hint of green, or green with a blue veneer, or blue with
a green veneer’. Therefore in the future a more inclusive and joined-up approach to
integrating resilience and environmental sustainability should be advanced through
the greater collaboration of a wide range of stakeholders—architects, engineers,
planners, the police, insurers, surveyors and the public, who should be involved with
the planning, design, construction, operation and management of urban spaces.

6 Conclusion

This chapter has explored the interconnectivities between resilience and sustaina-
bility in relation to emergency planning and urban design, based on the operations
of a specific LRF in England. Ideally, the design, construction and operation of
urban space should be based on principles that are both sustainable and resilient.
The results of the interviews however show that emergency managers and planners
encounter several difficulties in incorporating these principles, notably due to dif-
ferent (and often wrong) perception of the sustainability. Confronted with this dif-
ficulty, they tend to emphasise the blue (security/resilience) agenda over the green
(sustainability) agenda, leaving the latter to the construction stakeholders.

The case study LRF highlights a range of promising practice in England that
increases the resilience of urban space to a number of hazards, threats and major
accidents. Central to their successful practice has been effective individual and
organisational relationships, familiar structures for command and control, and a
level of input into the design of urban space. These examples demonstrate that
resilience is actually an integral part of the sustainability of urban space, and not
simply compatible with it.

However, such progress is threatened by the potential impact of fiscal constraints
and in particular public sector spending cuts, the difficulty in securing senior man-
agement engagement with the LRF, and communication and engagement with the
public and local communities. These factors are inevitably linked as increased
prioritisation is demanded by restricted budgets. Research has already shown
that incorporating resilient measures can also lead to environmental benefits and
increased sustainability, so there is a need to identify cost-effective solutions for
stakeholders so that they continue to prioritise the protection of urban space in this
way. Without addressing these broader issues, the success and long-term sustain-
ability of the multi-agency response enshrined in the LRF may not be guaranteed,
despite the great skills and efforts of the individuals and organisations involved.
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Wicked Problems Framework:
Architectural Lessons from Recent Urban
Disasters

Alexandra JaYeun Lee

Abstract This chapter extends the design framework of Horst Rittel (1930-1990),
who argued that complex societal problems that cannot be addressed using linear
systematic processes, namely, ‘tame’ problems, may need alternative approaches,
since they are ‘wicked’ in nature. Urban issues such as informal settlements, pov-
erty, and overcrowding, are merely the physical symptoms of deep systemic issues
beyond the control of planners and architects alone, and hence, are ‘wicked’.
Rittel, a thought leader of design thinking, coined the expression ‘“Wicked
Problems” in 1973 to describe the complex issues of society situated in the real
world that cannot be solved using rationality alone. In fact, such issues need trans-
disciplinary understanding and action to optimise decision-making based on multi-
ple viewpoints and methods of inquiry.

Keywords Horst Rittel + Wicked problems - Disaster recovery * Community
development + Democratic design

1 Introduction

1.1 Resurgence of Democratic Design

Societal progress through scientific innovation and architectural design has long been
a central endeavour for the architectural profession, mandated through institutional
code of practice, and rewarded through peer recognition and professional awards. By
and large, however, the architects’ service to society is demonstrated through prac-
tice. For instance, the community architecture movement of the 1960s remains an
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emphatic example of the design profession’s commitment to and a concern for social
justice. Such practices were motivated in part due to the rapid urbanisation of indus-
trial cities and the proliferation of government-funded mass housing developments
[33], p. 69), most notably in the UK and the U.S. In the UK the self-build champions
such as Turner [62] and Habraken [31] mobilised a new generation of builders and
steered the government authorities to make the state-led developments more inclusive
and democratic. In the U.S. a similar movement came to be known as the Community
Design Centres. In the last decade, the community design movement is experienc-
ing a rapid resurgence under familiar expressions such as, “participatory design”,
“community-led design”, “co-design”, “human centred design” and “public interest
design”. The concept of community-centred, democratic design methods has also
become widespread in other disciplines, credit to Horst Rittel, a UC Berkeley profes-
sor of architecture who coined the expression “wicked problems” in 1973.

2 Background

2.1 Theories of Horst Rittel (1930-1990) and the Wicked
Problems

Rittel’s concept of “wickedness” describes a class of problems that are ill-defined,
complex, and for which there are no straightforward solutions, in contrast to “tame”
problems that can be rationalised, and relatively simple to solve. Tame problems
Rittel argued that most societal issues are wicked, because most real world problems
have multiple facets and considerations that cannot be solved using rationality alone.
As such, wicked problems require transdisciplinary response. The concept of sus-
tainability, for instance, cannot be considered from a single perspective, but requires
knowledge and experience of multi-scale, multi-generational, multi-disciplinary
methods of inquiry [38]. Wicked problems require industries to work together, rather
than in their siloes. Wicked problems form an integral part of the society that gener-
ated them, thus their resolution requires change at societal level. Brown et al. [11]
argued that “transdisciplinary imagination” is essential in approaching wicked prob-
lems for “just and sustainable decision-making” (Brown et al. [11] pp 4-5).

2.2 Wicked Problems and Disasters

Many of the wicked attributes of society are amplified in a state of chaos, and
nowhere is this more evident than in the early days of a natural disaster in cities.
In the past decade, the community architecture movement has extended to disas-
ter recovery, with the emergence of non-profit organisations such as Architecture
for Humanity (U.S.), Emergency Architects (FR), Article 25 (UK), and Architects
Without Frontiers (AUS) specialising in disaster recovery architectural service and
consultancy. By and large, however, architectural contributions to disaster recovery
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are few and far between, existing as part of a humanitarian agency sponsored tech-
nical manuals for emergency/transitional shelters, or brought in towards the end
of the critical recovery period to rebuild infrastructure and housing. Architects are
generally considered in public as the last responders to disasters [15]; Lee [39];
Sanderson [52]; Boano and Hunter [8]. Charlesworth [16] noted that architects are
seldom party to the critical political decisions that determine the reconstruction
vision of post-conflict cities, and suggested “architects should adopt an interven-
tionist stance by taking a professional stand against the violation of human rights...
[using] their design expertise” (p. 16). In finding that architects have little politi-
cal influence in post-conflict cities, Charlesworth sets out a challenge for architec-
tural researchers: “How can architects engage in... the problem-sharing processes
needed in urban centres... broken by systemic urban conflict? Is it our role to pro-
vide the definitive solution, or rather to provoke... collective action in rebuilding
civil society after the disaster...?” (p. 132) While Charlesworth does not situate her
research in terms of wicked problems, the evidence of the wickedness is ubiquitous
in her characterisation of urban disaster problems as needing to be “[shared]”, and
in the inherent challenge of providing a “definitive solution” in a place of systemic
conflict. This paper re-evaluates these issues by employing the Rittelian strategy of
design inquiry to evaluate the wicked aspects of urban disaster recovery process.

This paper argues that reconstruction strategies in many post-disaster sites
have failed largely because the wicked issues of architectural design have been
approached as rame problems. Wicked problems require an open systems approach
that embraces multiple methods of constructing knowledge, that is, from the col-
lective knowledge of both professionals and civil society, and from the “humble
position of uncertainty and provisionality” (Brown et al. [11], p. 39) rather than
that of linear, positivist rationality that have, thus far, dominated post-disaster
management. So how is the architectural notion of “wicked problems” relevant to
democratic design decisions in urban disasters?

2.3 Reflection on Systems Thinking

In the first instance, it is useful to look back on what prompted Rittel to distin-
guish the tame problems versus the wicked problems, in which he classified the
former as the first generation systems approach and the latter as the second gen-
eration systems approach. According to Rittel [48, 49, 50], the systems thinking
of the first generation pertains to “attacking problems of planning in a rational,
straightforward, systemic way” (1973, [48, 50], p. 390) which has enabled revolu-
tionary progress in aeronautics and led to improvements in health systems and the
environment. However, Rittel observed that such early successes in the systems
thinking were short-lived, because “most research about creativity and problem-
solving behaviour is about ‘tame’ problems... (yet) all essential planning problems
are wicked” (p. 392). Where the problem is insufficiently understood, and where
the consequences of an action taken in response to such problems are unknown,
the classical systems approach can lead to catastrophic failures. Herbert Simon
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described such problems “ill-structured problems” [55], and Donald Schén called
them the “swampy lowlands” of reality [53]. Urban issues such as informal set-
tlements, poverty, and overcrowding, are the physical symptoms of more com-
plex, interdependent systemic issues beyond the control of planners and architects
alone, and hence, are ‘wicked’.

3 Methods

3.1 Ethnographic Research

A critical study on architecture’s relationship to urban disasters seeks a broad
understanding of the attitudes and intentions of architectural professionals. The
author has opted to undertake an ethnographic study of such architects rather than
electing to study the specific buildings designed by them. Yet because architecture
is a discipline grounded in practice, case studies are a common research method in
architectural research [57] and this research has undertaken to study three of the
recent events in Haiti, the United States, and New Zealand, and interviewed some
50 experts who have experience in at least one of the three disasters at those loca-
tions in the last decade. In lieu of undertaking longitudinal research of how profes-
sionals responded to disasters at different phases of recovery, the research took a
snapshot of their activities across three case studies at different phases of recovery.
The most profound observation to emerge out of undertaking research across the
three countries was not only the extent to which the research informants were pre-
viously acquainted with one another within each case site, but also the fact that
these relationships were found to be common across multiple disasters (Fig. 1).
The complex interrelationship of experts within the field revealed the close-knit
nature of the expert community at such sites, as well as amplifying the importance
of a sense of community in establishing an effective practice.

3.2 Ontological Rationale

In terms of the methodology employed, the author followed a mixed methods
research that resonates strongly with the ontological position of Rittel. This study
combines an empirical approach of theory elaboration as developed by Diane
Vaughan [63] and a constructivist grounded theory method as developed by Kathy
Charmaz [17-19]. Constructivist grounded theory methods combine the reflexive
nature (i.e. construction) of semi-structured interviews with the analytical meth-
ods of grounded theory. Theory elaboration methods set out a robust criteria for
validating a theory, whereby the theory to be tested is triangulated from multiple
perspectives, academic rigour, transparency, and at multiple scales (or ‘units of
analysis’). At the centre of both these methods is the recognition of self, and ways
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Fig. 1 Social network diagram of interview participants

of relating to others. This means that in order to undertake a research about demo-
cratic design, and in order to make a fair representation of views about a particular
architecture (whether whole or in part), the research must draw on the experience
of the insider (the designer) as well as the outsider (the intended occupant or user).
In other words, both grounded theory and the theory elaboration method can make
explicit what has been made implicit by the researcher.

3.3 The Rittelian Framework

How these methods are relevant in testing the Rittelian framework is straight-
forward. This paper argues that the constructivist approach can help to untangle
some of the design problems of wicked situations, based on the following obser-
vations. First, the wicked problems framework shares the philosophical position
of theory elaboration in their acknowledgement of multiple realities and the value
of transparency. Second, the grounded theory research is recognised as one of
the first ways in which humanities researchers were able to quantitatively evalu-
ate qualitative data [25]. By employing a set of robust, tried-and-tested analytical
tools developed by sociologists and ethnographers since the 1960s, it is possible
to deduct useful insights from interviews, using analytic strategies such as ‘cod-
ing’, ‘theory generation’, and ‘constant comparison’. Third, the method enables a
cross-sectional comparison between disparate units of analysis and distillation of
large quantity of data through the process of ‘abductive’ reasoning. The research
has yielded three key themes as follows.
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4 Top-Down Strategies

4.1 Build Back Faster

Rittel’s characterised design as an activity, which is “intended to bring about a
situation with specific desired characteristics without creating unforeseen and
undesired side and after effects” (Rittel 1978, as cited in [46]). However, whether
the aims of ‘build back better’ are fulfilled on the ground is debatable. Since the
establishment of the United Nations in 1945, the humanitarian aid sector has pro-
gressively increased its influence by partnering with first-responder government
agents and other specialised NGOs in response to humanitarian crises, whether
natural or human-induced. Though considered “natural” disasters, cyclones and
earthquakes are increasingly associated with human activities, as a product of how
we design, manage, and live in our cities, using the resources available around us.
International aid agencies and governments often rush in their policy decisions in
an attempt to demonstrate resilience after a major disaster.

Nevertheless, systemic approaches that fail to consider the long-term effects can
backfire, sometimes exacerbating the effects of the disaster itself. The agenda for
building back better changes according to how a given disaster agency interprets
its physical manifestation. In Haiti, it became ‘Build Back Better Communities’
(BBBC); in New Orleans, it became ‘Bring New Orleans Back’; and in
Christchurch, ‘Restore Christchurch Cathedral’. A case in point, Haiti’s interna-
tional design competition, BBBC, was an abysmal failure. Spearheaded by the for-
mer U.S. President Bill Clinton and the Republic of Haiti’s Prime Minister Michel
Martelly who jointly presided over the Interim Haitian Recovery Commission,
launched the initiative in the hopes of developing new low-cost permanent hous-
ing solution for Haitians. The initial Request for Proposal (RFP) had four criteria:
(1) to use durable local building materials, (2) to be buildable using local Haitian
labour, (3) to be affordable and earthquake resistant, (4) to use green technologies
where possible [42]. The RFP drew over 350 submissions from around the world,
out of which some 140 entries were shortlisted and invited to present their full-
scale prototype at the housing expo and some 60 eventually delivered.

Unfortunately, there are some major oversights that turned this ambitious
endeavour into a failure. The amount of financial resources that could have been
used for more urgent, systemic housing problems in Haiti pales in compari-
son to billions of dollars in aid that was pledged but has yet to be delivered. In
fact, the campaign was illustrative of the reason why Haiti is often referred to as
the ‘Republic of NGOs’ [37]. The housing for Haitian citizens were wholly out-
sourced to foreign design professionals, not many of whom adequately under-
stood the social, cultural, political, environmental realities of Haiti. The outcome
of BBBC led to an alienation of its own citizens, castigating the survivors under
a veil of political ‘tokenism’ [5] where one maybe seen (populations in crowded
areas are assigned limited housing aid) but not heard (their minimal housing needs
are not met). What resulted was a cluster of militarised transitional housing com-
pounds fabricated overseas—symbolically reminiscent of Western ideologies.
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In the temptation to tame the wicked nature of Haiti’s crisis, some experts have
resorted to dismissing this earthquake as just another Haitian tragedy [54].

4.2 Yearning for the Past

A German philosopher, Friedrich Hegel popularised the notion that, “all we learn from
history is that we learn nothing from history”. Perpetuation of Hegel’s adage is still
evident today not only in urban planning decisions and policies but also in behaviours
of disaster survivors that reinforce this phenomenon. An urge to return home has been
a defining behaviour of displaced survivors, irrespective of the expert advice given
[13], Potangaroa and Kipa [45, 56]. There is a high probability of a disaster becom-
ing a recurrent event, even though the specific intervals of its recurrence are not
always predictable (particularly earthquakes). Yet rebuilding over the likely path of
future disasters is a commonplace amongst the survivors of disasters. People’s sense
of attachment to the land—whether personal, social, commercial, historical—is only
heightened by the stark absence of place that had forged their identity pre-disaster [12].
The devastation of the February 2011 earthquake—which was essentially an after-
shock of the September 2010 earthquake—muted the discourse on architecture and
heritage at large, but the Christchurch Cathedral remained a contentious topic for all.
Some supported its demolition, while others wanted to see it reinstated. Architecture
became a battleground for earthquake-battered Christchurch citizens who saw it as a
symbolic opportunity to reassert their ‘right to the city’. The cathedral became a media
poster-child for the earthquake, and also a symbol of Christchurch residents’ identity,
and perhaps, the last vestige of resilience and hope amid the lack of certainty.

4.3 Discord Between Knowledge and Action

Rittel characterised wicked problems as having no immediate and ultimate test
of a solution (1973, p. 392), which is also applicable to how people assess disas-
ter risk. The main hindrance to understanding disasters remains to be the percep-
tion that natural disasters are high impact events with low probability occurrence
(HILP), which some would dismiss as having zero probability [23]. Dunlap and
Michelson [28] argued that the society-wide underestimation of disaster risk is
a direct result of the reactive nature of social response to disaster. For instance,
disaster risk mitigation measures can be difficult to enforce as the needs are not
immediate, and consequently, the potentially devastating impact of a disaster is
left unaddressed. In the cases of both Hurricane Katrina and Canterbury earth-
quake, risk assessment for potential disasters was undertaken within a couple of
years prior to both events, but in neither cases had these reports resulted in any
changes in policy or mitigation measures. Furthermore, Alexander [4] argued that,
while building codes can regulate the design, construction and maintenance of
structures within its jurisdiction to protect its users and occupants from the forces
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of disasters, the technological protection measure have not kept pace with the
growing vulnerability of places with high risk to disasters (2006: 6).

Lessons in ‘building back better’ from the case studies thus far converge on the
fact that how one might build back following a disaster hinges on what the appro-
priate definition of building back better is. Too often, post-disaster cities are ‘built
back’ into a ‘worse’ state than before, making itself vulnerable to future events of
similar magnitude. Authorities in underdeveloped nations governed by policies that
prioritise short-term gains and populist agendas are unlikely to invest in disaster
planning and management because their payoffs are uncertain. Building back entails
an impossible task of replicating a pre-disaster city in a post-disaster context. While
disasters often result in short-term exodus of survivors, many of those displaced by
the event display remarkable persistence in their resolve to return to original sites of
destruction despite the risks of doing so. Public denouncement of Mayor Nagin’s
‘Bring Back New Orleans’ plan, which sought to replace entire neighbourhoods
with green fields, illustrates the extent to which communities can mobilise together
to reinforce a sense of belonging and the importance of home versus a house.
Development of ‘Unified New Orleans Plan’ forced dozens of independent planning
initiatives to reconcile their differences but also to expose blind spots, identifying
new perspectives that made people’s needs more transparent as a result. This further
reinforces that most people are not resistant to change; they fear change when they
lack transparency; they fear change when they perceive what they might lose as a
result of change outweighs the benefits of change. The key issue here, however, is
for whom rebuilding can be considered ‘better’. Top-down architectural and plan-
ning interventions have limited success without strong engagement with the com-
munity throughout the recovery process, from inception through to completion.

In exploring the various nuances of ‘build back better’, the author learned that
those accustomed to operating in an autocratic manner see the objectives of ‘build-
ing back better’ as simply an invitation to ‘build back faster’ under the mantle of
‘progressive’ design and ‘avant-garde’ concepts, but the social reality of post-disaster
complexities suggests they can undermine the wicked problems of building back bet-
ter. This observation does not contradict the need to restore key physical urban infra-
structure as a first-response. Rather, it serves to highlight the importance of having
mechanisms in place to help rebuild communities as an equally important considera-
tion for improving the overall resilience of a place. But how this may be achieved in
practice is another wicked problem, which is discussed in the next section.

5 Bottom-Up Tactics

5.1 Design as Power

In his 1987 essay, The Reasoning of Designers, Horst Rittel stated, “everybody
designs sometimes; nobody designs always. Design is not the monopoly of

L)

those who call themselves ‘designers’.” (p. 1). Yet, Rittel proposed that design is
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associated with power, but moreover that designers are actors in the application of
power (p. 6). The recognition that every person affected by a decision being made
has at least some power to influence lies at the core of an argument for democratic
decision-making. Participation of disaster victims in rebuilding projects remains a
major challenge for disaster recovery [24]; Kendra and Wachtendorf [34] because
community engagement is a resource-intensive activity, monetarily and in terms
of time. Incidentally, money and time are two resources that are always in short
supply [47], which lead many field practitioners, however reluctant they may be,
to rely on improvisation to solve most of the challenges they encounter on the
ground. Seasoned professionals have some advantage in that they are more nimble
and familiar with this state of post-disaster chaos, are thus able to navigate through
the complex reality by cutting through bureaucracy to arrive at solutions that no
technical manuals can provide. But another wicked problem that emerges in post-
disaster context is that in many cases, there are no manuals or ‘how-to’ guides
to start with. In Haiti, where there has not been any state level enforcement of
national building code to speak of prior to the 2010 earthquake, the proliferation
of bidonville (urban informal settlements) in the decade leading up to the event
was the primary contributor to the loss of lives, and illustrates that such urban dis-
asters are exacerbated through human actions. But the absence of national build-
ing code in Haiti is a symptom of larger, systemic problem, which many scholars
argue has been compounding since their independence in 1805 [21, 26, 27], and
some claim to go back as early as 500 years [44].

5.2 Wicked Problems of Social Cohesion

The extent to which citizen participation leads to project success or failure is often
determined by whether the agents of power are working with people or exert-
ing power over people [29]. A key challenge that remains is that while there is a
considerable difference between the design outcomes of the two approaches, the
engagement processes of these approaches are, on the surface, seldom discernible
from one another, and are thus difficult to measure.

Following a major urban disaster, disaster recovery agencies operate under con-
stant pressure to expedite through the early emergency phase continuing through
to recovery, often leading to early burnouts and high staff turnover. Coupled with
the fact that disasters catch most of its victims off-guard, each disaster is often
the incumbent political leader’s first [S1]. This does not mean that the institutional
structure for disaster management has little impact in the processes of recovery.
In the U.S., for instance, emergency response to natural disasters remains the
responsibility of local government, wherein the incumbent mayoralty has statu-
tory authority as well as accountability over civil military activities within his or
her jurisdiction [20]. So then at least in theory, having the direct means to call
upon local professionals and to direct first responders where the needs are most
dire gives the regional network of disaster responders, which includes the local
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members of community, power to effect change. By contrast, in New Zealand,
civil defence remains the responsibility of central government [9], which is con-
ducive to a top-down disaster response and reconstruction process. The political
actions employed by the local authorities since the 2011 Christchurch earthquake
were described by the local media as ‘scapegoating’, ‘hiding’, ‘excluding’, and
‘not communicating’, which reflects the way authorities have managed uncertain-
ties and the recurrent aftershocks. Such reactionary tactics, in turn, can obstruct
community’s ability to contribute in early design decisions. After all, the Haiti
earthquake illustrates that systemic interventions, be they building codes or regula-
tory frameworks around deforestation or arbitrary tariffs on local produce to make
imported goods more competitive, are what Rittel calls, constraints (1987, p. 6),
which in the end are self-imposed and negotiable, rather than absolute or necessi-
ties in the eyes of power brokers.

But when the central governing authority is no longer able to keep pace with
the changing demands of disaster recovery, or in the case of Haiti, physically
falls apart, disaster opens up opportunities for new leadership to emerge. In
Foucauldian sense, disaster creates an opportunity to create an alternative space,
or “places of deviation” that falls outside the established norm within society
(Foucault 1986). Boano and Hunter [8] characterised post-disaster sites as offer-
ing a depoliticised arena for reproduction of space (p. 1). Post-disaster sites can
lead to production of new space—to be contested by community in the absence of
a clear authority. So how might communities harness this newfound opportunity
towards stronger social cohesion and resilience?

Disaster scholars argue that communities with strong networks affect the abil-
ity of individuals to activate informal ties in disaster (Hurlbert et al. [32], as was
demonstrated in New Orleans after Hurricane Katrina [3], where “higher levels of
social capital facilitate recovery and help survivors coordinate for more effective
reconstruction” [2]. Neighbourhoods that were well-connected had a better chance
of survival than those who were not. Knowing one’s neighbours, Aldrich argued,
exceeded the benefits of governmental support and economic resources. Not sur-
prisingly, those without access to private vehicles were from lower socioeconomic
neighbourhoods, in low-lying lands of the Mississippi Delta are those who suf-
fered the most flood damage.

5.3 Design as Choice

In reality, equitable citizen participation requires leadership and responsibility
from all sides—not just politicians, policy makers, and technical experts—but also
from the community whose constituents are diverse and knowledgeable. Design
equity is as much about making professional services available to communities
in need as much as it is about democratizing the process of rebuilding generally.
Where equity is not sufficiently present, however, the study found that the local
community finds empowerment through tackling the wicked problems themselves.
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A Latin adage, nihil de nobis, sine nobis, (‘nothing about us, without us, [is for
us])’ which is often employed by post-disaster community organisations reinforces
an understanding that empowerment is obtained not by having problems solved by
others on their behalf, but by being supported to tackle many of the wicked prob-
lems themselves. The Christchurch earthquakes became a catalyst for galvanizing
communities, and the overall improvement in social resilience has been a valuable
outcome of the disaster. Suburban communities like the Port Hills, Sumner and
Lyttelton, that were initially ‘forgotten’ by council authorities in the early days of
the earthquake implemented innovative resilience strategies such as ‘time bank-
ing’, which enabled local communities to share their resources through exchanges
of time credits, and established community-led urban design groups to positive
effect. These communities demonstrated a strong sense of local identity and soli-
darity, enabling them to bounce back more quickly compared to those who waited
for actions by the powers-that-be. In the case of the latter, such external interven-
tions tend to resemble a stopgap rather than a long-term solution.

Disaster can serve as a catalyst for renewing community spirit and resilience
against future disasters, and, in many cases, creates an even stronger sense of
community than before [1, 36, 58]. Solving problems according to the commu-
nity’s values—irrespective of whether they align with expert advice—is an ethical
consideration for professionals engaged in disaster recovery projects, and also an
opportunity to challenge the existing mores of professional practice. Design is an
equalizer that has the potential to re-empower communities struggling to restore
their sense of belonging and identity.

5.4 Overcoming Disaster Capitalism

At the other extreme, architects can become inadvertent instruments of what Klein
[35] calls, “disaster capitalism”. As multiple agencies jockey for control in a state
of disarray, politicians and professionals who work for them can just as easily be
turned into public scapegoats. As people search for answers amid a climate of
uncertainty and trauma, misunderstandings often exaggerated through the media
can breed public contempt for even the most well-meaning professionals. In the
early days following the September 2010 earthquake in Christchurch, where no
human casualty occurred, the primary concern for the nation was to determine the
fate of unreinforced masonry structures, many of which were heritage and char-
acter buildings. The New Zealand Institute of Architects (NZIA) responded by
appointing an Architectural Ambassador to serve as the expert liaison for archi-
tects in the public arena. The selected architect, lan Athfield, was known for a
number of successful public works around the country but the fact that he was
born in Christchurch was a lesser-known fact. So when the incumbent Mayor Bob
Parker made a public endorsement of Athfield’s appointment the next day, the
media interpreted as part of Parker’s political bid for reappointment of his term
[22]. While professionals can and often do intervene, any suspicion of agendas
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that serve personal rather than public interest can backfire on their efforts to assist
in disaster recovery efforts. In New Zealand, architects were much more success-
ful outside of the media limelight. At the national level, the NZIA worked with the
government’s Department of Building and Housing to develop strategies for mass
housing; Athfield proceeded to give over 50 public talks in his first year of his for-
mal appointment as the ambassador, helping to improve the public’s understanding
of architecture; but most importantly, many local architects offered pro bono ser-
vice to the public, and worked as building assessors to salvage historic buildings
that were erroneously marked for demolition.

Despite such efforts, the 2010 and the 2011 earthquakes in Christchurch
remains the most economically devastating event in New Zealand’s history. In a
2012 Swiss Re report, the Christchurch earthquake ranked third in economic
losses resulting a major earthquake as a percentage of its GDP, following Haiti
(121 %) and Chile (18.6 %). The 2011 Tohoku earthquake in Japan, while it tragi-
cally took over 220,000 lives, its economic impact stood at 5.4 % [7]. However,
the state-owned asset sales as a default economic strategy by the central govern-
ment, apart from being unpopular to residents, reinforces familiar tactics of dis-
aster capitalism as seen in New Orleans and Haiti. Even though scholars argue
that government-led asset sales is a valid route of recovery strategy from lost
economic productivity [30, 59] argued that New Zealanders are opposed to free-
market capitalism. The free-market policy is intended to foster innovation, but the
lack of design controls or establishment of standards meant that overall quality
is lowered rather than pushed up. Disaster can equally pave the way for heroic
grassroots movements and community leaders to flourish, but in the absence of
architectural anchors, such as the aforementioned Christchurch Cathedral, that
defined the community, neo-liberal forces and hegemonic political-interest-groups
can equally hijack the opportunity to advance radical changes at the expense of
disaster victims. Political proponents argue that the expert-centred reconstruction
is less time-consuming and more straightforward in decision-making and policy
implementation, but short-term advantages gained by such methods are lost in the
longer term compared with the community-centred approach. There is no illusion
that architects, even those who aspire towards the common good, are necessarily
political. Rittel (1973) contended, “no plan has ever been beneficial to everybody”,
because decisions are “usually compromises resulting from negotiation and the
application of power.” That architects are party to such a process, Rittel argues, is
what makes the very act of design a “political commitment”.

Inasmuch as the socio-aesthetic convergence of architecture as an end product
and as a process can create tensions around architectural identity and empower-
ment, the concept of community design warrants further reflection in terms of
what it means (and for whom) in the post-disaster context. While the involve-
ment of architects in times of disaster offers no singular panacea to the complex
environment of disasters, architects involved in disaster recovery have the moral
obligation to consider the consequences of the professional service rendered as the
legacy of their work will outlive those of most other experts, including the first
responders to disasters.
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6 Conclusion: Beyond the Wicked Problems, an Argument
for the Design Democracy of the Third Generation

6.1 Future of Democratic Design

The Rittelian framework, while not explicitly employed by the agents of disaster
recovery as a formal strategy, its relevance is unequivocal for those who seek to
establish community cohesion and empowerment. Additionally, by framing post-
disaster decision-making processes in terms of wicked problems design-enablers
in each community can better navigate the complex environment of disasters. To
build societal resilience, public design education—more specifically, training in
democratic design process—is invaluable in societies where the only constant is
change. Democratic design can foster creative capacities in our communities and
increase resilience by reducing societal vulnerabilities. Since 2011, Christchurch
has embraced change by hosting dozens of innovative events and projects. A case
in point is the annual Festival of Transitional Architects (FESTA), a weekend dedi-
cated to exhibiting new architectural ideas and celebration of Christchurch’s tran-
sition into a new city. It has spurred the global travel publication Lonely Planet to
place Christchurch 6th in the “Top 10 Cities for 2013” for “rising from the rubble
with a breathtaking mix of spirit, determination and flair”’[41], and projects such as
FESTA illustrate that architecture can serve as a powerful medium for expressing
a community’s resilience and solidarity.

Some critics of humanitarian designers argue that architects are the last
responders to disaster [43, 52], but this paper demonstrates that architects should
work alongside the first responders, and particularly with affected communities,
because the groundwork for last responders cannot wait until after the decision-
makers and key stakeholders have left the room. This research began with the
question of how the ‘wicked problems’ framework is relevant to urban disasters,
and has found that wicked problems are, in fact, everywhere. Design leadership
in the context of urban disasters often implies physical transformation of post-
disaster environments, but this paper demonstrates while the symbolic impact of
architecture through its lifecycle of construction, destruction, and reconstruction,
remains a powerful force for those it serves; architecture is an equally powerful
agent in giving communities voice in the process of disaster recovery.

Tim Brown, the founder of global design consultancy IDEO, defended that
society needs T-shaped professionals—people who not only have deep spe-
cialisation in his or her field, but also ability to empathise with others [10]. In
other words, we need more architects. Yet an ethical pathway for architects can-
not be pre-defined [39, 40], as the reality of the working environment tends to
be swamped with wicked problems that require a series of improvised decisions
and choices rather than those based on proven solutions from the last century.
The experiences of disaster professionals interviewed reaffirm that creativity is
an essential skill to have on stand-by, because design, ultimately, is a renewable
resource and a source of community empowerment.
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Architectures for Cyber-Security Incident
Reporting in Safety-Critical Systems

Chris W. Johnson

Abstract Cyber-attacks can have a devastating impact on safety-critical sys-
tems. The increasing reliance on mass market Commercial Off-The Shelf (COTS)
infrastructures, including Linux and the IP stack, have created vulnerabilities in
applications ranging from Air Traffic Management through to Railway signalling
and Maritime surveillance. Once a system has been attacked, it is impossible to
demonstrate that malware has been completely eradicated from a safety-related
network. For instance, recent generations of malware use zero day exploits and
process injection with command and control server architectures to circumvent
existing firewalls and monitoring software. This creates enormous problems for
regulators who must determine whether or not it is acceptably safe to resume oper-
ations. It is, therefore, important that we learn as much as possible from previous
cyber-attacks without disclosing information that might encourage future attacks.
This chapter describes different architectures for encouraging the exchange of les-
sons learned from security incidents in safety-critical applications.

Keywords Incident reporting *+ Cyberattacks + Cyber-Security + Causal analysis

1 Introduction

Incident reporting has been widely recognised as a key component in many safety
management systems [1]. Information about adverse events helps to warn others
of potential hazards. Incident reports can also be used to disseminate the recom-
mendations that help prevent any recurrence of previous mishaps. They also help
to promote the mitigation and recovery techniques that increase our resilience
to hazards that cannot be avoided. In other words, as shown in Fig. 1, incident
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Fig. 1 Incident reporting Design and
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reports help to validate the likelihood and consequence assessments that drive risk
analysis.

International bodies have, therefore, advocated the use of incident reporting in
safety-critical applications:

(The assembly) urges all Contracting States to ensure that their aircraft operators, provid-
ers of air navigation services and equipment, and maintenance organisations have the nec-
essary procedures and policies for voluntary reporting of events that could affect aviation
safety (ICAO Resolution A32-15: ICAO Global Aviation Safety Plan).

International support for voluntary incident reporting systems includes near-
misses. Systems that only exchange information about previous adverse events are
reactive, whereas near-miss reporting schemes help to identify potential hazards
before they occur:

Companies should investigate near-misses as a regulatory requirement under the
Hazardous Occurrences... Aside from the fact that near-miss reporting is a requirement,
it also makes good business and economic sense because it can improve vessel and crew
performance and, in many cases, reduce costs. Investigating near-misses is an integral
component of continuous improvement in safety management systems. (International
Maritime Organisation, Guidance on Near-Miss Reporting MSC-MEPC.7/Circ.7).

These initiatives have resulted in a proliferation of safety-related incident report-
ing tools and techniques, including but not limited to, the Australian Incident
Monitoring System and Confidential Safety Reporting Information Scheme, the
Canadian National Defence General Accident Information System, the European
Space Agency Alert System and European Major Hazard Incidents Data Service
(MHIDAS), the Japanese Maritime Incident Reporting System and Rail Accident
Method, the US NTSB Aviation Safety Reporting System, FDA Adverse Event
Reporting System and Manufacturer and User Facility Device Experience data-
base (MAUDE), FRA Confidential Close Call Reporting System (C3RS), the
UK Confidential Incident Reporting System (CIRS), Confidential Human Factors
Incident Reporting Programme (CHIRP) and Confidential Incident Reporting and
Analysis System (CIRAS). There are also generic reporting tools including Data
Reporting Analysis and Corrective Action Systems (DRACAS), Failure Reporting,
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Fig. 2 Incident reporting
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Analysis and Corrective Actions systems (FRACAS), Prevention and Recovery
Information System for Monitoring and Analysis (PRISMA) and PRISMA-
Rail, Rail-Program for Risk Informed Safety Managements, Safety Management
Information System, Technique for the Retrospective and Predictive Analysis of
Cognitive Errors etc.

Given the proliferation of incident reporting within safety-critical applications,
it is no surprise that organisations, including the US Department of Homeland
Security as well as the European Network and Information Security Agency
(ENISA) have promoted similar schemes to track cyber-security concerns. For
example, Fig. 2 shows how ENISA include incident reporting within their key pro-
cesses for the governance of security concerns. Risk assessments help to identify
the potential targets of an attack and to determine whether there are known vulner-
abilities. Security measures are then taken to protect those targets and to ensure
that measures continue to be implemented over time. Collecting incident reports
helps to understand “weaknesses in security measures and to evaluate and vali-
date the risk assessment”. This triangle is, typically, supervised by a government
agency, such as a regulator, or by an industry association, including groups of
professional auditors [2]. As mentioned, the US DHS advocates similar arrange-
ments through the National Cyber security and Communications Integration
Center (NCCIC). The NCCIC coordinates the information collected through inci-
dent reporting to improve situation awareness for cyber communities across gov-
ernment and the private sector. Similarly, the US Computer Emergency Response
Team (US-CERT) provides direct operational advice on the reporting of security
incidents, based on the NIST guidelines for incident reporting [3]. These initia-
tives have been supported by a growing number of tools and techniques that pro-
vide means of reporting security incidents. These include commercial and open
source tools such as AbuseHelper; Application for Incident Response Teams
(AIRT); Assuria Auditor and Request Tracker for Incident Response (RTIR).
Most national Computer Emergency Response Teams have reporting applications,
including those of the US and UK CERTs. Professional and industry groups have
also coordinated security incident reporting, these include the Forum of Incident
Response and Security Teams (FIRST) as well as the industry bodies supported
within the UK Centre for the Protection of National Infrastructures Warning,
Advice and Reporting Points (WARPs) programme. There are semi-automated
security incident reporting tools, such as the US Air Force Automated Security
Incident Measurement (ASIM) infrastructure and the new Einstein programme
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for collecting, analysing, and sharing computer security information across the
US Federal Civilian Government. Other reporting systems support particular sec-
tors, such as the US Federal Communications Commission’s Disaster Information
Reporting System (DIRS) and Network Outage Reporting System (NORS).
Unfortunately, there have been very few attempts to integrate the reporting of
safety and security incidents even though it is clear that cyber-attacks can have a
profound impact on the safety of most complex systems [4, 5]. The increasing reli-
ance on mass market Commercial Off-The Shelf (COTS) infrastructures, includ-
ing Linux and the IP stack, have created vulnerabilities in applications ranging
from Air Traffic Management through to Railway signalling and Maritime surveil-
lance. Once malware has infected a complex system, it is impossible to predict the
potential impact on safety requirements. We cannot assume that the development
techniques used in creating a virus or Trojan would meet the strict requirements
of an industry regulator within safety-critical industries! Although many papers
have been written about the impact that COTS software might have on meeting
Safety Integrity Levels or Software Assurance Levels, very few have considered
the implications of malware. It would be difficult to guarantee that critical pro-
cesses continue to receive necessary network or processing resources without a
sustained forensic analysis of the malware. This creates further problems given
the length of time required to conduct such studies. In the short term, we cannot
keep aircraft circling while we determine whether or not an Air Traffic system can
safely be used to guide their descent. Beyond that, it is difficult to contemplate the
business consequences of closing air space for the length of time it might take to
convince a regulator that an infrastructure is safe to resume operations. It is impos-
sible to demonstrate that malware has been completely eradicated from a safety-
related network. For instance, recent generations of attack use zero day exploits
and process injection with command and control server architectures to circum-
vent existing firewalls and monitoring software. This creates enormous problems
for regulators. It is, therefore, important that we learn as much as possible from
previous cyber-attacks without disclosing information that might encourage future
attacks. The following pages describe integrated architectures for encouraging the
exchange of lessons learned from security incidents in safety-critical applications.

1.1 Internal Reporting Architectures

Figure 3 represents one of the simplest architectures for an incident reporting
system; in this case the focus is on a safety-related application. A contributor
submits a report based on the occurrence that they have witnessed or are con-
cerned about. This submission process can be implemented using printed forms,
by telephone calls, or increasingly using computer-based techniques. In some
cases, automated systems can detect adverse or near miss events that may sub-
sequently prompt further investigation—for instance, a Short Term Conflict Alert
(STCA) in Air Traffic Management. An investigator is then required to gather
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Fig. 3 An internal incident reporting architecture

further evidence, including system logs and witness statements. These are then
used to map out the events leading to an incident. The reconstruction supports
more detailed studies of the causal and contributory factors. From there it is pos-
sible to identify those actions, which are intended to reduce the likelihood or mit-
igate the consequences of any recurrence. The previous stages of the analysis are
then documented and distributed to stakeholders so that corrective actions can be
implemented.

This process is a simplification because it assumes that all incidents will be
analysed to the same level of detail. In practice, there is typically a preliminary
risk assessment after initial evidence has been obtained. Most reporting systems
lack the resources to conduct detailed causal analyses for all adverse events and
near miss incidents. In consequence, only those events with a higher risk of recur-
rence will go through all of the stages illustrated in Fig. 3.

The architecture illustrated in Fig. 3 can also provide a template for secu-
rity incident reporting systems. Many of the concerns in the implementation
of such architectures are the same as they would be in safety-related industries.
For instance, if the definition of a reportable incident is set too low then scarce
resources will be wasted as analysts investigate thousands of false positives. For
example, supervisors’ time can be wasted by STCA alerts if the system is con-
figured to generate alarms that are within the bounds of normal, safe operation.
Similarly, automated network monitoring systems will detect adverse events even
when there is no threat to security if they have not been correctly configured for
normal traffic patterns.

A number of problems complicate the use of this simplified safety incident
reporting architecture for cyber-security concerns. Firstly, it is often more dif-
ficult to detect cyber-attacks than it is to identify safety-related incidents. Many
security threats take elaborate measures to hide within a network. This is another
reason for the integration of security and safety reporting systems, given that mal-
ware will often show the same symptoms as more routine bugs or system failures.
For example, engineering teams often become suspicious when network monitor-
ing tools identify unexpected transmissions or when memory/processing resources
seem to be compromised. These concerns could be triggered by malware or by
routine configuration problems and it is often impossible to know the cause with-
out more sustained analysis.
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Thirdly, stages B to E are characterised as ‘forensic analyses within security
management systems [6, 7]. This raises a host of concerns that are not, typically,
considered within safety-related incident reporting systems. For example, the sys-
tems and networks that are affected by a suspected cyber-attack can be considered
a crime scene and evidence must be preserved according to legal principles and
guidelines. It will be necessary to uncover normal, hidden, deleted, encrypted and
password-protected files to gain as much information as possible about the nature
and scope of any attack. Further problems arise because the tools and techniques
that support the causal analysis of cyber-attacks lags many years behind those
available to accident and incident investigators in other domains. Further work is
required to determine whether the existing application of root cause analysis tech-
niques, including those using counter-factual reason and systemic models, can be
extended to support the reporting of cyber-attacks [1].

Further differences arise at the end of the reporting chain with the drafting
and dissemination of lessons learned. In safety-related systems there is usually
a presumption that as many stakeholders as possible should be informed of any
lessons learned; even if the presentation of those lessons may be tailored to par-
ticular audiences using newsletters, technical reports, daily briefing documents
etc. In the aftermath of security related incidents, there is a concern that any sub-
sequent dissemination should not undermine the future security of an application
process. In some cases, disclosing that an attack has been identified will itself
provide adversaries with important information on ways to refine future cyber
threats.

There are a number of limitations with the simple reporting architecture shown
in Fig. 3. In particular, there are no guarantees that a company will take any cor-
rective actions or that the actions implemented in stage G will address the underly-
ing causes of an incident. Similarly, there is a danger that different organisations
will respond in different ways to similar incidents across the same industry. This
inconsistency creates the opportunity for future failures if an organisation fails to
correctly safeguard the system. Similarly, in security reporting systems there is a
concern that a known vulnerability would only be patched by the company suf-
fering an attack and that any other critical infrastructures would remain exposed.
A further problem is that there is no external validation of an incident report.
This creates concerns that a lack of technical expertise or problems of political
bias might undermine the response to previous incidents. These limitations are
addressed by an increasing role for external agencies, including professional bod-
ies and industry associations, in the following reporting architectures.

2 Gatekeeper Architecture

Figure 4 illustrates a more elaborate architecture for reporting adverse events.
This model explicitly represents different agents within the scheme. As can be
seen, reports are generated by a host of sources from both inside or outside an
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organization. These are forwarded to a supervisor or ‘Gatekeeper’ who gathers
the initial evidence in the aftermath of an adverse event. They will then conduct
an initial risk assessment to determine whether the mishap warrants a full inves-
tigation. The term ‘gatekeeper’ is used because this individual plays a key role in
determining the focus of subsequent investigations. If an incident is identified as a
high risk for any recurrence then stages F through to J follow those in the simpli-
fied architecture of Fig. 3. Otherwise, only a summary report is developed, how-
ever, the supervisor may also be required to explicitly document the reasons why it
was NOT investigated. Several of these low risk incident summaries can be com-
piled, for instance every 6 months. The collated documents can then be analysed
for underlying safety or security trends. In other words, several low risk or near
miss incidents might collectively justify a more sustained analysis than any indi-
vidual incident.

Figure 4 further extends the simplified architecture of Fig. 3 by considering
the reporting chain for adverse events within an organisation. The supervisor or
gatekeeper controls the day to day running of the system. However, an internal
security or safety management group provides strategic and tactical oversight. In
the case of a high-risk incident, they are immediately informed and may, in turn,
choose to notify external agencies of a significant threat to safety or security. In
addition, they are responsible for monitoring the implementation of corrective
actions taken both in the aftermath of high risk incidents and also to resolve com-
mon concerns amongst the periodic reviews of low risk or near miss events. In
other systems, the management group may have a more direct role in approving or
rejecting recommendations—when, for instance, recommendations require major
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Fig. 4 Gatekeeper reporting architecture
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sustained investments or management commitment at more senior levels than the
supervisor/gatekeeper.

This revised architecture also shows how safety or security management groups
provide an interface with external agencies including regulators, professional bod-
ies or industry associations. In safety-critical applications, this provides impor-
tant mechanisms for ensuring that incidents are not repeated across an industry.
Even in safety-related areas, this raises a host of concerns. Some companies are
reluctant to provide their competitors with a commercial advantage by providing
information about lessons learned; even though this is indicative of a poor safety
culture. Other organisations can be more worried about a potential loss of reputa-
tion or of market confidence. There are also concerns that information about pre-
vious failures, for instance involving management decisions or employee actions,
might provide the basis for subsequent litigation. In consequence, many report-
ing systems support the submission of confidential and anonymous reports. This
can reduce the utility of the lessons that are provided when readers cannot obtain
details about the context in which an incident or near miss occurred. These con-
cerns are exacerbated when incidents relate to the security of complex systems.
There is often a reluctance to provide information outside of the immediate organ-
isation suffering the attack. Concerns focus on the third party release of details
that might further undermine security or public confidence in the aftermath of a
cyber-incident. Without legal guarantees, most commercial organisations will only
provide anonymous summaries of minor adverse events to these agencies—in
some cases; even this would be refused unless there are reciprocal benefits from
the further exchange of security information by competitors.

Further problems affect the extension of this approach to capture both safety
and security related incidents. In particular, the success or failure of the system
depends on the skills and expertise of the supervisor or gatekeeper. If they decide
that an incident does not merit further analysis then the management commit-
tee will only see a summary report. Even if the committee then decided that the
adverse event/near miss required further investigation, many organisations would
only be able to retrieve part of the necessary forensic evidence. The focus on the
gatekeeper is even more critical because there is little practical guidance about
how best to assess the risks of potential cyber-threats. To illustrate the dilemmas,
a European Air Traffic Management service provider recently detected a problem
with the local area network that integrated radar and flight plan data. The prob-
lem caused an intermittent degradation in quality of service. The systems engi-
neering supervisor took the decision to investigate the incident further but could
not find the cause. The symptoms then disappeared. At this stage, the supervisor
has to make a decision—it might have been a non-malicious bug in the network
management system or an intermittent hardware fault or a result of interactions
between the thousands of applications that exchanged data over the infrastructures.
Alternatively, the loss of service might have been the first symptom of a cyber-
attack. The supervisor had limited resources and was in the middle of a periodic
software upgrade on another application and decided not to investigate any fur-
ther. Some weeks later, the symptoms recurred and the causes were traced to a
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keystroke logger running on a Linux installation that was not specifically focussed
on the ATM service provider. It is possible to criticise the supervisor’s decision,
however, the site had no specialist expertise in cyber-security and they had never
before experience malware in an operational system. As mentioned before, they
also lacked any formal tools to help them decide whether or not the initial symp-
toms should have triggered a deeper investigation, given that the malware had sev-
eral weeks to operate without being detected inside the organisation’s firewalls.
The gatekeeper architecture also suffers from increased complexity. Individuals
and teams will only remain motivated to contribute information about safety or
security incidents if they feel that they concerns are being addressed. It can be
hard to them to follow the progress of a particular incident report through the vari-
ous stages of causal and forensic analysis. Similarly, they may be frustrated if and
their concerns are classified as ‘low risk’ and do not trigger more detailed inves-
tigations. Some companies have addressed these issues through the introduction
of incident tracking systems so that reporters can trace each action being taken
in response to the safety or security issues that they raise. This also enables the
internal management to review any open corrective actions that have still to be
implemented following a major incident. Several of these systems were listed in
the opening sections of this paper. Very few of them have been extended to sup-
port security management, hence when individuals do report concerns over viola-
tions of security policy they often report that little seems to have changed [8]. This
undermines both the long term future of the reporting system and the utility of any
immediate lessons that might have been drawn from a particular concern.

3 Active External Monitoring Architectures

The reporting architectures illustrated in this paper are deliberately intended to
reflect different levels of safety or security maturity. The simple system in Fig. 3
focuses on the internal dissemination of information. The more elaborate gate-
keeper architecture assumes that the reporting organisation has sufficient con-
fidence and legal protection to share lessons learned with external regulators,
industry associations or other professional bodies. However, Fig. 4 assumes a
relatively passive role for external oversight. In contrast, active monitoring archi-
tectures provide for additional support from external agencies in the investigation
of adverse events. As can be seen in Fig. 5, external bodies are notified after a
high risk incident has been detected. However, in contrast to the earlier models
regulators, industry associations or other professional bodies offer assistance both
in safeguarding the system and in investigating the incident. As can be seen, it is
assumed that this more active support would only be appropriate for high risk inci-
dents or in special circumstances, for example where a company lacked specialist
expertise in forensic analysis. As might be expected, it takes a higher level of trust
and safety/security maturity to encourage this level of participation from external
agencies—or in other cases, this level of involvement may be the consequence of
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Fig. 5 Active external monitoring architecture

specific legislation to ensure the protection of critical infrastructures. As before,
there may be considerable concern to ensure that any industry feedback in stage M
does not compromise commercially sensitive information or the public reputation
of a company participating in the scheme. Great care must also be taken to ensure
that other companies can use any lessons learned in a report while at the time pro-
tecting the future security of safety-related applications.

As with previous architectures for incident reporting, a number of factors com-
plicate the use of active external monitoring as an integrated approach to safety
and security management. At present, many industries suffer from artificial bar-
riers or silos between the different external agencies that address the problems of
safety and security. In the United States, the Government Accountability Office
has issued a series of reports over the last 12 months with titles that include:
“A Better Defined and Implemented National Strategy Is Needed to Address
Persistent Challenges” [9] and “Cyber security: National Strategy, Roles, and
Responsibilities Need to Be Better Defined and More Effectively Implemented”
[10]. Part of the confusion arises because safety has, traditionally, been devolved
to organisations with a specific focus on particular safety-critical industries—these
include the FDA, FRA, FAA with cross-sector organisations looking after more
general forms of occupational health and safety, through OSHA. However, cyber-
security has been seen as a cross-cutting concern that requires specific expertise.
Governments have, therefore, created distinct agencies to deal with these threats.
In particular, the US Federal Information Security Management Act (2002) pro-
vides the wider context for this paper. FISMA requires that Federal agencies have
“procedures for detecting, reporting, and responding to security incidents”. The
US National Institute of Standards and Technology (NIST) coordinate the techni-
cal implementation of FISMA, with operational leadership from the Department
of Homeland Security and the US CERT, mentioned in previous sections. These
divisions create a dangerous situation where cyber-security agencies have almost
no understanding of the impact that malware could have on the technical opera-
tion of safety-critical systems. Conversely, the regulatory agencies established
to monitor the implementation of safety standards have almost no expertise in
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cyber-security; many suffer from a long legacy of physical security specialists
whose talents provide little help in mitigating new generations of advanced persis-
tent threats.

In Europe, the legislative context is set by EU Directive 2009/140/EC. A key
element within the directive has become known as ‘Article 13a’ on the security
and integrity of public communication networks. Paragraphs 1 and 2 of Article
13a require service providers to ensure the security and integrity of their networks
and to ensure continuity of service. Paragraph 3 requires that service provid-
ers report significant security breaches and losses of integrity to national regula-
tory agencies. They must then forward summaries to the European Network and
Information Security Agency (ENISA). EU Directive 2009/140/EC focuses on
the resilience of operators irrespective of whether their services are being used
in safety-critical infrastructures or in mass market applications. However, the
European Commission has recently proposed the extension of obligatory reporting
requirements as part of the European Union’s 2013 Cyber-Security Strategy. Again
significant work remains to be done before common incident reporting struc-
tures can be established for safety concerns. For example, the European Aviation
Safety Agency has traditionally avoided any consideration of cyber-threats, even
though they can have a considerable impact on the operation of complex, critical
infrastructures. ENISA lacks specific expertise in the aviation domain. This cre-
ates a situation where companies lack clear guidance—for example on how best to
respond using remaining airborne and ground systems when malware is detected
within the Flight Data Processing or Surveillance systems of an Air Navigation
Service Provider [4].

One partial solution is to draft letters of agreement between safety and security
regulators to clarify responsibilities and establish an agenda for future coopera-
tion within national and international programmes for critical infrastructure pro-
tection. Alternatively, professional bodies and industry associated can support the
integrated reporting of safety and security concerns. This raises questions about
whether regulatory agencies would interpret the use of these systems as acceptable
means of compliance with legal reporting requirements across different industries.
Other questions relate to the funding of incident reporting systems through profes-
sional organisations. In some of the smaller European member states, one or two
companies compete in a limited market. In can be difficult to justify funding more
complex monitoring mechanisms. In other countries, existing industry associations
lack the organisational and technical expertise to support such an enterprise.

It seems likely that these organisational barriers will be resolved through politi-
cal and organisational changes over the next decade. It remains to be seen whether
the necessary changes can be completed before lives are lost across national criti-
cal infrastructures. In the meantime companies face a host of practical challenges
in integrating a unified approach to incident reporting using the active monitoring
architectures illustrated in Fig. 5. Previous sections have described an incident in
which Air Traffic Management engineers were initially alerted to potential mal-
ware through intermittent delays in data passed across a local area network. It took
several days to determine whether this was due to a conventional safety-related
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concern, covered by reporting infrastructures under EASA, or whether there was a
potential cyber-attack, reportable under the separate extensions to Article 13a cited
above. Without a more unified approach, it is very difficult for companies to know
how to obtain the “assistance for investigation” envisaged in stage J of the active
monitoring architecture.

4 Joint Public-Private Architecture for Cyber-Safety

Figure 6 illustrates an integrated architecture for the reporting of potential cyber-
incidents in safety-critical infrastructures. It focuses on a joint public—private
approach based on cooperation between industry and government with implicit
mechanisms for cost sharing. As can be seen, it builds on the previous archi-
tectures. However, it also assumes the creation of a Joint Monitoring Group for
cyber-security incidents. This is intended to represent a wide range of stakehold-
ers but, in particular, safety regulators from a range of different industries as
well as various government security agencies, including national CERTSs. The
Joint Monitoring Group should also include companies with the technical exper-
tise required to both provide advice and help disseminate the lessons learned
from cyber-incidents in national critical infrastructures. Given the increasing
range of novel threats to the security of complex systems, the monitoring group
would help to focus the more general assistance that is available through CERTSs
and other government bodies, which today have little experience or knowledge
of safety-critical software engineering standards. This is reflected in the active
role that the monitoring group plays in stage Q ‘Safeguarding the System’. It is
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Fig. 6 Joint public—private coordination of cyber-safety reporting systems
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intended that a company would only notify the joint monitoring group if they had
initial evidence that a safety-related application might have been the target of a
cyber-attack.

All of the reporting architectures illustrated in this paper represent compro-
mises. Internal reporting systems based on the Fig. 3 architecture provide simple,
low cost approaches to ensure that lessons are disseminated inside a company.
However, they provide limited support across an industry or in alerting other criti-
cal infrastructures to the potential threat from future cyber-attacks. At the other
end of the complexity spectrum, Fig. 6 represents an elaborate approach in which
multiple public bodies and private companies work together to increase resilience
by sharing investigatory resources and lessons learned across critical infrastruc-
tures. They assume significant input from safety regulators and a continuing com-
mitment from commercial participants to invest resources of time and expertise to
support other companies when attacks occur.

5 Conclusions and Further Work

This paper presents a number of architectures that can be used to support the
development of incident reporting systems in safety-critical industries. The
aim has been to identify ways of integrating the response to both safety hazards
and cyber-attacks. For example, we have identified the stages that are typically
involved in the development of simply internal reporting systems used within an
individual organisation. It is necessary to secure sufficient evidence to reconstruct
an adverse event, conduct a causal analysis, identify corrective actions etc. Many
of these stages that were originally identified within safety-critical systems have
their parallels in the forensic investigations of cyber-incident reporting applica-
tions. However, malware also poses unique challenges—in particular, how to safe-
guard an application and the public in the immediate aftermath of an attack. For
instance, how do we land the aircraft in flight when we fear that an Air Traffic
Management infrastructure is compromised?

Subsequent sections presented a more elaborate Gatekeeper architecture involv-
ing cooperation with internal company management and with external organisa-
tions, including regulators, industry associations or professional bodies. The
intention was to extend a purely internal reporting system so that other compa-
nies in the same industry or across other critical infrastructures might be alerted
to potential future attacks. The system supervisor or gatekeeper must determine
which events are passed onto the company management; hence they play a key
role in filtering the information that is eventually passed to external organisations.
A key recommendation is that these individuals urgently require tools that help
them to assess the safety consequences of potential cyber-incidents to ensure the
coherence and consistency of their decision making.

Active external monitoring architectures build on the gatekeeper approaches
but also assume that regulators, industry associations and professional bodies will
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become more closely involved in assisting cyber-incident investigations. This is
important when most safety-critical companies lack any in-house forensic exper-
tise. These systems also assume a greater degree of both safety and security matu-
rity given that companies must be willing to accept support and guidance from
external organisations. It seems unlikely that these approaches will succeed with-
out additional legislative and regulatory protection for the companies that par-
ticipate in the programme. However, they may be necessary to ensure adequate
protection for national critical infrastructures; without resource pooling we can
have little confidence in the investigation of more complex cyber-attacks across
many of our industries.

The closing sections presented a more complex approach based on the creation
of public—private partnerships. Joint working groups consist of companies across
safety-critical industries, of national safety regulators and of existing security
agencies. The intention is to eliminate the silos that have arisen when each indus-
try has its own safety regulator which are separate from state cyber-security agen-
cies. In consequence, very few safety regulators have any cyber-security expertise.
Conversely, most CERTs lack any specific understanding of safety-related devel-
opment practices. Companies are encouraged to share incident information
through their representatives on the joint working group and to seek support when
needed.

The architectures in this paper are drawn from a number of international pro-
jects to establish incident reporting systems across Europe and North America.
Previous work has shown that there is no ‘ideal approach’. In the past, report-
ing systems have failed because their proponents over-estimated the maturity of
the host organisation. Elaborate reporting architectures seldom succeed if indus-
try employees are worried about retribution or prosecution when they report an
incident. Many European reporting systems have died as soon as public funding is
reduced. In such circumstances, it may be better to encourage simplified systems
with the exchange of anonymous summaries each year. This helps to establish the
reporting culture that is a prerequisite for more elaborate schemes [1]. Irrespective
of the architecture that is used, the underlying argument behind this paper is that
we must act now to integrate reporting mechanisms for cyber-attacks on safety-
critical, national infrastructures. At present, companies do not know where to
report their concerns in consequence many attacks are treated as isolated incidents.
There is a reluctance to tell safety-regulators because of the consequences for the
certification and approval of underlying software/hardware infrastructures. There
is also a clear lack of regulatory guidance on the tools and techniques that can
be used to assess and mitigate the safety hazards of cyber-attacks. All of these
concerns create an urgent need to coordinate government and commercial action
before public safety is placed at greater risk.
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The Cyber-Ecosystem Enabling Resilience
Through the Comprehensive Approach

Anthony J. Masys

Abstract According to Helbing (Nature 497:51-59, 2013) [14] we are increasingly
living in a world which creates ‘hyper-risks’ because of numerous networks and
interdependencies. In this ‘hyper-connected world’ with interconnected social/
technical/political/economic domains, shocks to regional, national and global sys-
tems can have significant security implications. This ‘hyper-connectivity’ charac-
terized by the global pervasiveness of internet and cyber usage has also provided
a conduit for threats to national security as described in the United Nations Office
on Drugs and Crime (UNODC in Comprehensive study on cybercrime, 2013)
[34]. Robinson et al. (Cyber-security threat characterization A rapid compara-
tive analysis, 2013: 5) [28] of RAND defines Cyber threats as °...those actors or
adversaries exhibiting the strategic behaviour and capability to exploit cyberspace
in order to harm life, information, operations, the environment and/or property’.
The pervasiveness and impact of cyber-security threats has made it a top tier
security issue in national risk assessments in the last five years (Robinson et al.
in Cyber-security threat characterization A rapid comparative analysis, 2013:
viii) [28]. Resilience thereby becomes a key property in the face of such threats.
Resilience does not reside purely in cyber security patches and technical solutions
but requires a more comprehensive and collaborative approach that embraces the
social, organizational, economic, political and technical domains.
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1 Introduction

The scope, nature and number of cyber attacks on governmental and private sector
networks have raised the profile on cyber security. As noted in the [34: xvii]:

In 2011, at least 2.3 billion people, the equivalent of more than one third of the world’s
total population, had access to the internet. By the year 2017, it is estimated that mobile
broadband subscriptions will approach 70 per cent of the world’s total population. By the
year 2020, the number of networked devices (the ‘internet of things’) will outnumber people
by six to one, transforming current conceptions of the internet. In the hyperconnected world
of tomorrow, it will become hard to imagine a ‘computer crime’, and perhaps any crime, that
does not involve electronic evidence linked with internet protocol (IP) connectivity.

The pervasiveness of this global cyber infrastructure is instrumental for economic
prosperity and national security. Helbing [14: 51] poignantly argues that
‘Globalization and technological revolutions are changing our planet. Today we
have a worldwide exchange of people, goods, money, information, and ideas,
which has produced many new opportunities, services and benefits for humanity.
At the same time, however, the underlying networks have created pathways along
which dangerous and damaging events can spread rapidly and globally’. With this
in mind comes the realization that ...most cyber infrastructure is not secure and is
vulnerable to attacks from malicious actors potentially leading to failure of critical
infrastructure, exploitation of sensitive information, and loss of intellectual property’
[15: 544]. Linkov et al. [18: 471] support this noting that °...the increasing reliance
of US citizens, businesses, and governments on cyber infrastructure has put national
security at considerable risk to unforeseen and unknown threats’.
As a National Security issue, Robinson et al. [28: 5] defines Cyber threats to states
. as those actors or adversaries exhibiting the strategic behaviour and capability
to exploit cyberspace in order to harm life, information, operations, the environment
and/or property’. The challenge in dealing with such cyber threats stems from the
fragmented and disconnected approaches and solutions which as noted by Pawlak and
Wendling [27: 542] *...are driven by policy, legal or technological considerations and
as such rarely include all stakeholders: public administration, businesses, citizens, the
research community or relevant international players’. To address the pervasiveness
and severity of the cyber threats requires an approach that recognizes the cyber
security risks from a ‘systems perspective’ recognizing the complex interdependencies
between the physical, human and informational domains [4, 22, 23].

This chapter approaches this ‘complexity’ dilemma through the application of
systems thinking enacted by the comprehensive approach [22, 23].

3

2 Cyber Domain

The complex threat landscape associated with cyber-security is rooted in the
growing adoption of the internet within a digitally connected cyber-ecosystem.
Analogous to natural ecosystems, this cyber ecosystem [17] is characterised by the



The Cyber-Ecosystem Enabling Resilience ... 145

inherent interdependencies and interconnections that emerge as a complex dynamic
system. The ecosystem lens in which to view the cybercrime domain is essential in
understanding and implementing the strategic vision of the comprehensive approach
[8, 19, 23, 25]. It affords the analysis of interdependencies and interconnectivity in
processes, roles, responsibilities, governance and decision making.

Along with the benefits of the cyberspace come challenges. The UK Cyber
Security Strategy highlights some of the challenges [33: 18].

e Cyberspace is largely commercially owned and driven, and global in nature.

e The systems that form cyberspace contain a vast array of components, sourced
from a global and diverse range of suppliers. Multiple sub-contractors produce,
test, package and assemble these components.

e Predicting and understanding how cyberspace will be used in future is difficult
given the rate of innovation and change.

e New vulnerabilities and risks will emerge suddenly.

e The pace of events can make existing defences and responses look slow and
inadequate. Along with the complexity of cyberspace, this makes attributing
hostile actions difficult.

e The covert nature of the threat means that the public and businesses can under-
estimate the risks.

Such criminal behavior as drug trafficking, money laundering, terrorism now
leverage cyberspace for criminal purposes. The threats associated with cyber space
are well articulated in Chap. 7 of this book whereby Chris Johnson describes
in detail some examples of cyber vulnerabilities to safety critical systems.
Recently as described in the Guardian [13] cyber attacks on Target department
stores show how hackers ‘stole about 40 m debit and credit card numbers and
the personal information, including names, email addresses, phone numbers
and home addresses of as many as 70 million customers. The chain has nearly
1,800 stores....Banks, credit unions and other entities that issued debit and
credit cards have had to cancel and reissue cards, close transactions or accounts,
and refund or credit card holders for transactions made with the stolen data’. In
another cyber incursion, NATO websites were recently the target of significant
DDoS attack. Such a distributed denial-of-service (or DDoS) attack emerges as an
attempt to flood or overload a server with huge volumes of traffic from multiple
systems. Often coincident with such an attack is the incorporation of malware
or Trojans with the intent to crash the server completely. The ‘Heartbleed’
bug had significant impact affecting networking devices including servers,
routers, switches, phones and video cameras used by small and large businesses
everywhere. As noted by CNN [2] ‘someone could have been able to tap your
phone calls and voicemails at work, all your emails and entire sessions at your
computer or iPhone. You also could have been compromised if you logged into
work from home remotely. And you’ll probably never know if you were hacked’.
As described by UNODC [34: 35] ‘...during one single 10 day period, a botnet
of around 183,000 zombie devices was found to harvest almost 310,000 items of
victim bank account, credit card, and webmail and social networking credentials’.
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The impact of cybercrime on society has both personal and national security
implications. Building resilience in the face of such cyber threats is key to national
and global prosperity.

3 Systems Thinking and the Comprehensive Approach

The features of systems thinking that shape the methodological lens in which we
view the cyber domain stem from the notion that a system is not simply an aggre-
gation of objects but is rather a set of interrelated, interconnecting parts creating
through their interaction new system properties. In this sense, the cyber ecosystem
can be conceptualized as a complex dynamic system in which Ottino [26: 293]
argues ‘... cannot be understood by studying parts in isolation. The very essence
of the system lies in the interaction between parts and the overall behaviour that
emerges from the interactions’. Systems thinking thereby becomes both a world-
view and a process in the sense that it informs ones understanding regarding
a system and can be used as an approach in problem solving [10: 5]. As a pro-
cess, systems thinking recognizes the requirement to assess the system within its
environment and context [31]. In terms of the cyber ecosystem, the systems per-
spective provides a holistic view. As described in Masys [22, 23] policies, rules,
regulations all play a role in how systems are operated. Hence resilience must also
take into consideration elements beyond just technical concerns and solutions.

The comprehensive approach concept as it pertains to the cyber ecosystem
should be understood in the context of an increasingly complex and interdepend-
ent system. The impact and pervasiveness of cybercrime faced by local and global
communities is often of such a scale that management of the problem space is
problematic. In response, stakeholders both private and public must develop capa-
bilities and capacities to manage such cyber threats. As described by Diebert [9: 4]
‘The international dimensions of cyberspace security has led to the securitization
of cyberspace—a transformation of the domain into a matter of national security.
A comprehensive approach is thereby a necessity and not an option.

4 Discussion

Worldwide Threat Assessment of the US Intelligence Community [39] highlights
cyber threats as significant alongside terrorism, transnational organized crime,
weapons of mass destruction proliferation, counter-intelligence, counter-space,
natural resources insecurity and competition, health and pandemic threats and
mass atrocities. Resilience thereby becomes an important property of the cyber
ecosystem. Chapter 1 of this volume presents a matrix that captures the complexity
associated with resilience [16]. The framework highlights four concepts in terms of
resilience goals:
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. Capacity to rebound and recover

. Capability to maintain desirable state
. Capacity to withstand stress

. Capability to adapt and thrive.

AW N =

These resilience goals help to frame the cyber ecosystem strategy in the face of
cyber threats highlighting key capacity and capability requirements. Reliance on the
digital domain and networked infrastructure makes us more interdependent, hence:

1. Cyber resilience is not an isolated issue. It is a much broader transformation
across society driven by information and communication technologies.

2. Cyber resilience is not a single issue. In many cases, even the underlying val-
ues and concepts cannot be depended upon- the digital era has re-constituted
ideas such as privacy, ownership and security.

3. Cyber resilience is a socio-economic issue [38: 5].

Like the ‘heartbleed’ bug, ‘Unexpected events often audit our resilience’ [36: 1].
How do we then map and enable resilience? Within the risk, crisis and disaster
management domain, lessons learned from Hurricane Katrina highlight °...serious
failures in policy, planning, and practice at all four levels of government—munici-
pal, parish, state, and federal—in reference to a city exposed to known hazards’
Comfort [5: 7]. This suggests that resilience is a property of the system that
emerges from the interdependencies and interconnectivity resident within the sys-
tem. With consideration of the socio-technical landscape associated with the cyber
ecosystem, systems thinking emerges as a key lens. It recognizes as described
by Coakes [3: 2], ‘Socio-technical thinking is holistic in its essence; it is not the
dichotomy implied by the name; it is an intertwining of human, organizational,
technical and other facets’. Senge [30] argues that since the world exhibits quali-
ties of wholeness, the relevance of systemic thinking is captured within its para-
digm of interdependency, complexity and wholeness. Discrete occurrences in time
and space are seen as entangled. Flood [12: 13] argues that °...they are all inter-
connected. Events can be understood only by contemplating the whole’. Hence
the systemic property of resilience within the cyber ecosystem requires an holistic
strategy such as that articulated in Masys [22] pertaining to Actor Network Theory
and critical infrastructure.

Linkov et al. [18: 472] argue that discussions of resilience found in the
literature are ‘often focused on one operational domain (e.g., physical,
information, cognitive, or social) and do not represent interconnections among
system components to inform across these domains’. The systems lens of actor
network theory [22] highlights the interconnectivity and interdependencies that
characterize the complexity space associated with network thinking [35]. Within
this conceptualization, resilience becomes an emergent property of the system, one
that can be shaped through heterogeneous engineering [20, 21]. The paradigm of
systems thinking permits a view of the cyber ecosystem as a complex system in
which as noted by Sterman [32: 10] we come to the understanding that ‘you can’t
do just one thing’ and that ‘everything is connected to everything else’. This is
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supported by Senge [30: 73] who is of the opinion that the discipline of the systems
approach lies in a shift of mind: in seeing interrelationships rather than linear
cause-effect chains and seeing processes of change rather than snapshots. System
thinking paradigm that is realized through the ‘network mindset’ [1, 35] thereby
is an appropriate approach for unearthing and communicating the complexities
and interdependencies resident within the cyber ecosystem. Given that the threat
is often not recognized until it manifests in a cyber system, enabling resilience
becomes a key strategic capability.

The effect of cyber threats as discussed is felt at local, regional and global
levels thereby resulting in °...organizations struggling to solidify a security vision
supported by an effective strategy’ [29]. This suggests the requirement for an
integrated cyber strategy that is ‘glocal’ (locally enabled and globally supported).
The solution space for such a strategy draws upon the findings of the [34] and
point towards a comprehensive approach. To date, national, regional and global
efforts to embrace a comprehensive approach to cyber security strategies have
been somewhat slow and fragmented.

Findings derived from the UNODC [34: xi] regarding cyber security highlight
key concerns:

e the impact of fragmentation at international level and diversity of national
cybercrime laws on international cooperation

e a reliance on traditional means of formal international cooperation in criminal

matters involving cybercrime and electronic evidence for all crimes

the role of evidence ‘location’

harmonization of national legal frameworks

law enforcement and criminal justice capacity

cybercrime prevention activities

As described by the World Economic Forum [38: 5] a fragmentation of the cyber
ecosystem could precipitate ‘a loss of trust which leads to explicitly isolationist
policies.,...or uncoordinated policy developments in different jurisdictions
result in a disparate set of requirements to operate globally’. To address this
fragmentation, inclusivity rather than exclusivity becomes the mantra realizing
multi stakeholders issues. Cyber resilience becomes the successful mitigation of
the strategic and economic impacts of cyberattacks, and is based on cybersecurity
capabilities which move beyond audit and compliance models.

These findings speak to the requirement for a more coherent cyber strategy. As
described by de Coning and Friis [7: 2]

The comprehensive approach concept should be understood in the context of an
increasingly complex and interdependent international conflict management system. The
scope of the crises faced by the international community is often of such a scale that
no single agency, government or international organization can manage them alone. In
response, a wide range of agencies, governmental and non-governmental, and regional
and international organizations have each developed specialized capacities to manage
various aspects of these complex crisis systems, and together they have been able to
respond with a broad range of interlinked activities.
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The requirement for a comprehensive approach is further supported by the
transnational dimension of cybercrime. UNODC [34: xxiv] argue that ‘30 and
70 % of cybercrime acts involve a transnational dimension, engaging issues of
transnational investigations, sovereignty, jurisdiction, extraterritorial evidence,
and a requirement for international cooperation. A 1996 UN Report asserted that
transnational crime had become the ‘new form of geopolitics’. A case in point, the
proliferation of cyber crimes in particular for example within the financial domain,
poses serious concerns. As noted in Menon and Siew [24: 243] economic crime
‘...can distort trade and investment flows, undermines the integrity and proper
functioning of financial markets, and even threatens regional and global security
through its financing of terrorism. Due to their scale and reach, economic crimes
if left unchecked could have systemic consequences, retarding growth in countries
and eroding confidence and support for the global economy’. Addressing these
financial cyber crimes requires a critical understanding of their nature and unique
characteristics in order to shape and enable resilience: a systems perspective such
as heterogeneous engineering [20, 21] figures prominently in this solution space.
The comprehensive approach is not new.

As global challenges continue to rise in number and increase in complexity (effects of
climate change and degradation of natural resources, population pressures and migra-
tory flows, illicit trafficking, energy security, natural disasters, cyber security, maritime
security, regional conflicts, radicalisation and terrorism, et cetera) and as economic and
financial resources remain under pressure, the case for a comprehensive approach, making
optimal use of all relevant instruments - be they external or internal policy instruments - is
now stronger than ever. EU [11: 3]

Such an approach has been successfully deployed recently as an organizing principle
for EU action. As noted in EU [11: 3], ‘comprehensiveness refers not only to the
joined-up deployment of EU instruments and resources, but also to the shared
responsibility of EU-level actors and Member States’. As a distributed networked of
capabilities the EU brings together the * European Commission and the 28 Member
States, to work in a joined-up and strategic manner, the EU can better define and
defend its fundamental interests and values, promote its key political objectives and
prevent crises or help to restore stability’ [11]. It is argued that the ‘EU is stronger,
more coherent, more visible and more effective in its external relations when all EU
institutions and the Member States work together on the basis of a common strategic
analysis and vision’. This is what the comprehensive approach is about [11: 3].

The EU [11] articulate 8 key areas of action that resonate with the cyber
comprehensive approach. These areas are:

. Develop shared analysis

. Define a common strategic vision

. Focus on prevention

. Mobilize different strengths and capacities

. Commit to the long term.

. Linking policies and internal/external action

. Make better use of delegation (partners and stakeholders)
. Work in partnerships

0NN LN A~ W~
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Complex issues pertaining to such cyber security risks described are not amenable
to detailed forecasting. Given the cyber interdependencies and interconnectivity,
there is an inherent level of uncertainty in the understanding regarding the cyber
vulnerabilities and the next threat vector. Therefore the resilience strategy needs
the flexibility to adapt to emerging insights. This necessitates the effective
implementation of a comprehensive approach such that all actors contribute
in a concerted effort, based on a shared sense of responsibility, openness and
determination, taking into account their respective strengths, mandates and roles,
as well as their decision-making autonomy. A global cyber security strategy is
managed more effectively when the interdependency and interconnectedness of
the political, security, governance and development dimensions of these operations
are recognized. Such an approach can facilitate enhanced situation awareness on
emergent threats and risks and support over-the-horizon awareness and targeting.

Addressing the unique challenges associated with the transnational nature of
cyber threats requires collaborative efforts among key security stakeholders as
well as leveraging ‘glocal’ partnerships between public-private entities that facil-
itate questioning judgments and underlying assumptions, and employing critical
and creative thinking in order to explore the resilience space of the cyber ecosys-
tem. Figure 1 presents 3 foundational principles of the proposed comprehensive
cyber strategy.

The figure highlights key interdependent elements of the political/economic/
social/technical domains. The notion of dynamic harmonization focuses on devel-
oping and aligning capabilities and capacities along the lines of: legal frame-
works, law enforcement, cyber forensics analysis, public/private partnerships,
cyber security awareness and capacity building. The ‘dynamic’ nature arises from
the requirement for foresight and proactive planning and interventions to enable a
cyber ecosystem resilience.

New ways of thinking about cyber security that address the complexity and
multidimensionality is required (if not essential) to manage the complex problems
associated with the disruptive implications of transnational cybercrime. To achieve
this Major and Schondorf [19] argue that ‘...successful outcomes, governments
and other actors involved need to coordinate their aims, activities and instruments
at the earliest possible stage and ensure these are tailored to need. This is what
comprehensive approaches are all about. New concepts and structures should be
introduced to guarantee the coordination and cooperation of those involved at
national and international levels’. The concept of a comprehensive approach is
based on the assumption and requirement for some level of coherence amongst
the actors/stakeholders regarding shared goals and objective and to create a dia-
logue to address the various dimensions of the problem space (cyber, political,
security, safety, socio-economic) Masys [23]. This is supported by Menon and
Siew [24: 244] who argue that ‘we need a paradigmatic game change, from a hith-
erto territorially oriented approach, to one where investigations, prosecutions and
law enforcement efforts are coordinated internationally. Legal and enforcement
regimes must also be sufficiently responsive, and adapt to the changing nature and
complexities of this area of crime’ (See Fig. 1).
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Fig. 1 Principles of a cyber comprehensive approach
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As described in Masys [23], through the advent of an Activity Focus
Network (AFN) model Corman [6: 35] the interdependencies resident within the
comprehensive approach pertaining to a cyber strategy (Fig. 2) can be shown. The
macro representation afforded by the AFN is built from higher-order groupings
of activities/concepts about how activities are organized [6: 38]. Within the cyber
domain it recognizes the ‘glocal’ strategic necessity to address cybercrime.

Figure 2 illustrates that collective endeavors are therefore borne out of a
realization that an organization cannot achieve all its goals without cooperation
with other organizations operating in the same domain [37: 7]. Mapping complex
tactical and strategic interoperabilities across the ‘glocal’ landscape supports more
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inclusivity and coherence. Scenario planning and foresight [20, 21] are growing
areas of interest that support strategic thinking by developing a range of possible
ways in which the future could unfold, anticipating trends and identifying optimal
policy responses to address each possible scenario. This is a key capability that
adds context and supports the co-evolution of the organizational governance and
strategy that is both local and global in which collaborative partnerships and risk
management figure prominently.

The cyber ecosystem analogy emphasises the interdependence of all actors
in the cyber environment who “co-evolve their capabilities and roles” to support
glocal resilience. As described by Kraemer-Mbula et al. [17] in the absence of
coordinated global governance and leadership, criminal networks are likely to
proliferate or consolidate in order to pursue convergent goals and interests.

The comprehensive approach facilitates proactive measures to address
complex, uncertain and globally interconnected issues and as such is inherently
dynamic to proactively deal with emerging cyber threats.

5 Conclusion

As discussed by Chris Johnson (Chap. 7) and UNODC [34], cyberattacks are both
growing in number, transnational footprint and becoming more sophisticated.
Events such as the Estonian cyber infrastructure in 2007, ‘...the use of spyware
and malware—such as with Stuxnet, DuQu or Flames—to disrupt critical infra-
structure has made headlines, questioning the ability of governments and private
actors to respond to cyber threats” Pawlak and Wendling [27: 536]. Our increasing
dependence on cyberspace has brought new risks. With our reliance on cyberspace
connectivity across systems, vulnerabilities emerge resulting in compromised or
damaged systems.

A broad array of potential threats, like the heartbleed bug, poses a substantial
challenge to existing ‘glocal’ governance structures. The borderless and transna-
tional nature of cyber ecosystem with the complexity, pervasiveness and dynamic
qualities characterize challenges associated with cyber threats. As the internet
becomes ubiquitous, tremendous opportunities for criminal acts enabled by cyber-
space emerge exploiting the interconnectedness, accessibility and anonymity
properties.

As described by Collier et al. [4: 469], ‘while significant advances in the
field of cybersecurity have been achieved, solutions have focused more on the
technical issues at component levels such as threat detection, encryption, and
other mitigation procedures and technologies and less on how to address overall
cyber-influenced risk and to support decisions at level of large-scale systems’.
Cybersecurity ‘glocal’ capacity building emerges as a key enabler for resilience
and is a foundation element of the comprehensive approach. Moving beyond the
existing organizational, institutional or conceptual dividing lines is key. Collective
endeavors are therefore borne out of a realization that an organization cannot
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achieve all its goals without cooperation with other organizations operating in the
same domain [37: 7]. Systems thinking affords the opportunity to map complex
tactical and strategic interoperabilities. In this way it becomes a thinking tool
and ‘worldview’ facilitating tool that can be applied to all phases of conflict and
crisis to all the actors involved and at all operational levels. The comprehensive
approach emerges from such a worldview that roots the cyber strategy in the three
principles of coordination, cooperation and collaboration.
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Enabling Resilience: An Examination
of High Reliability Organizations
and Safety Culture Through the Lens
of Appreciative Inquiry

Jerson Wattie and Anthony J. Masys

Abstract Dulac (A framework for dynamic safety and risk management modelling
in complex engineering systems. MIT, Cambridge, 2007) argues that complex socio-
technical systems have a tendency to slowly drift from a safe state toward a higher risk
state, where they are highly vulnerable to small disturbances whereby seemingly incon-
sequential events can precipitate an accident. Recent socio-technical disasters such as
the 2011 Fukushima Nuclear accident, 2010 Deepwater Horizon accident and 2005
refinery explosions at BP’s Texas City all highlight major disasters in which a safety
culture was not working. Many industries around the world are showing an increasing
interest in the concept of ‘safety culture’ as a means of reducing the potential for large-
scale disasters, and accidents associated with routine tasks (Cooper Saf Sci 36:111—
136, 2008). Traditional root cause methods of analysis examining safety culture apply
a deficiency model in which problems are identified to support corrective action and
transformational change. Within this paradigm one asks: “What are the problems?”,
“What’s wrong?” or “What needs to be fixed?” Here we introduce a paradigm shift
from a deficiency based approach to a strength based approach through the advent of
“Appreciative Inquiry” (AI). The Appreciative Inquiry model is based on the assump-
tion that the questions we ask will tend to focus our attention in a particular direction.
Appreciative Inquiry stands out as a methodology that can facilitate examination and
‘construction’ of safety culture. As a high engagement, strength-based approach to
organizational change, Al focuses on aligning strengths of the organization with oppor-
tunities, aspirations and desired results and transforming goals into action fostering
organizational learning at its core. Drawing upon the literature on Al, High Reliability
Organizations and safety culture, this chapter presents appreciative inquiry as a tool-set
to facilitate structured analysis and construction of the qualities of a safety culture of
excellence to support a High Reliability.
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1 Introduction

The complex socio-technical domain is replete with ‘hyper-risk® [17, 26]
characterized by inherent interdependencies and interconnectivity of the human,
physical and informational domain. By virtue of the inherent complexity, safety
culture emerges as a product of heterogeneous engineering [25]. Masys [25: 72]
argues that ‘safety culture is not something abstract that resides within the minds
of people but rather is:

...an emerging property of a socio-technical system, the final result of a collective process
of construction, a “doing” that involves people, technologies and textual and symbolic
forms assembled within a system of material relations (Gherardi and Nicolini 2000).

As noted in [16], events like the Deepwater Horizon accident, which killed 11
rig workers, the 2005 refinery explosions at BP’s Texas City, Texas, facility that
killed 15 employees, the near capsizing of BP and ExxonMobil’s Thunder Horse
rig off Louisiana coast in 2005 and two near-blowouts of shallow-water wells in
2002 show a pattern of safety culture that is not working. Stemming from a history
of accidents involving complex socio-technical systems, (Chernobyl, Challenger
and Columbia Space Shuttles, Deepwater Horizon, Fukushima) the interest in
safety culture has garnered much interest [14]. A strong safety culture positions the
organization for resilience in the face of accidents and disasters through adherence
to the qualities of an HRO [45]. As noted by Woods [47] ‘the common thread in the
work on proactive safety was the idea that resilience is a critical systems property
when organizations are under pressure both to be highly productive and to achieve
ultra-high levels of safety. Resilience refers to the art of managing the unexpected,
or how a team or organization becomes prepared to cope with surprises’.

As described in [5: 116], a goal-directed [35] approach to safety culture stands
out as a way to shape characteristics of the organization to create change and
enhance safety. This suggests that because goals (ideas of future, ideas of a desired
end-state) play a strong causal role in action, the application of a forward-thinking
strength-based paradigm may serve to provide the requisite perspective to building
a safety culture of excellence.

To facilitate this paradigm shift from a deficit model to a strength-based
model, Appreciative Inquiry (Al) is introduced. Al is an approach that facilitates
transformational change within an organization. It is based on the assumption that the
questions we ask will tend to focus our attention in a particular direction. Whereas a
deficiency based approach focuses on “What are the problems?” and “What’s wrong?”
Appreciative Inquiry takes an alternative asset-based approach. It asks questions like
“What’s working well?”, “What’s good about what you are currently doing?”

The widespread engagement with stakeholders, the focus on opportunities, and
the creation of a shared vision, make Al a powerful approach for transformational
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change. An Al survey on building a safety culture was initiated with a sample
group from The Trinidad and Tobago Emergency Mutual Aid Scheme (TTEMAS).
Coupled with this, an analysis of safety culture, through the contextual examination
of deepwater horizon was conducted focusing on a deficit-based approach and
contrasting that with the AI strength-based approach. What emerged from the
deployment of AI within TTEMAS is a ‘rich description’ of the facilitating root
causes of success associated with an exceptional safety culture.

2 Appreciative Inquiry

As described in Busche [3], Al emerged as a strength-based movement from
Case Western Reserve University through the efforts of various researchers
(e.g., Barrett, Bright, Bushe, Carter, Cooperrider, Johnson, Ludema, Powley,
Sekerka, Stavros, Thatchenkery). Three primary observations supported the
development of Al [8]: the view that the traditional deficit based problem solving
approach did not achieve the results; the view that social construction shaped
organizational realities; and the view that the lack of new ideas was a function of
the method of inquiry (Busche 2010).

The fundamental assumption of Al is that:

Every organization has something that works right- things that give it life when it is

most alive, effective, successful, and connected in healthy ways to its stakeholders and

communities. Al begins by identifying what is positive and connecting to it in ways that
heighten energy, vision, and action for change [7]: xx).

As a philosophy/methodology, Al is operationalized through a 5D process cycle of
definition, discovery, dream, design and destiny (Fig. 1). Table 1 details the pro-
cess descriptions as described in [27].

DEFINITION
Decide what to focus on

D
DELIVERY/DESTINY DISCOVERY
Create the appropriate Conduct an inquiry
innovations based on Constructionist Principle into the topic and

the hypotheses of the assemble learnings
previous phase D Principle of Simultaneity D

Anticipatory Principle
Poetic Principle

Positivist Principle

DESIGN DREAM

Develop hypotheses D D Generalize those learnings
about how to translate \/ into an image of how the
these learnings into organization would function
the organization’s if those learnings were fully
safety culture alive

Fig. 1 Appreciative inquiry “5D” cycle with core principles (modified from [27])
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Table 1 5D process descriptions [27]

Definition. During this phase the initial focus and scope of the inquiry is established. Since
organizations move in the direction of the questions they ask, the choice of questions is vital. In
the Definition phase, the organization’s focus shifts from describing the problem to determining
what its members want to achieve and what they need to know to get there

Discovery. It is through this phase of dialogue that the organization identifies “best
practices,”“life-giving forces,” or “root causes of success.” Al operates on the premise that the
act of asking positive questions is as important as the data it elicits

Dream. During this phase, people throughout the business create images of what life in the
organization and its relationships with key constituents would look like if the company’s very
best practices became the norm rather than the exception

Design. During the Design phase, participants identify the high-leverage changes in the organi-
zation’s systems, processes, roles, measures, and structures necessary for achieving the dream.
It is about enacting the essence of the vision in the policies, core processes and practices, and
systems—all of the formal and informal structures that sustain the corporation’s essence
Delivery/Destiny. In the Delivery/Destiny phase, the organization fleshes out and redesigns yet
again the innovations that it identified during the Design phase. The hallmarks of this phase are
creativity, innovation, and iteration—buttressed by ongoing inquiries into the progress being
made and the effectiveness of the changes

The five core principles of Al, shown in Fig. 1, anchor the 5D process. The
Constructionist Principle alludes to the observation that an organizations culture is
socially constructed defined by the inherent belief systems and mental models of
the organization. As described in [28], organizations will evolve in the direction of
the images they create. The principle of simultaneity argues that inquiry and change
are connected. Through the process of inquiry a change agenda has been formed at
the same time. The anticipatory principle reflects how our impressions of the future
shape our behaviour in the present. The poetic principle highlights how our inquiry
is not bounded and is without constraint. The positivist principle reinforces the
observation of the effect of framing issues management in a positive light. So doing
will help guide change for more long-lasting and effective results [28].

What is important to recognize from Appreciative Inquiry is that it not only
focuses on the best of what is, but engages all stakeholders in a processes of re-
imagining what could be and thereby facilitating the creation of a shared vision.
These qualities make Al well suited as a method of inquiry regarding safety culture.

3 Case Study

The 2010 oil spill in the Gulf of Mexico is now considered the largest offshore
spill in U.S. history. The spill stems from a sea floor oil gusher that resulted from
the April 20, 2010 Deepwater Horizon drilling rig explosion. The explosion killed
11 platform workers and injured 17 others. Members of a federal investigative
panel into the Deepwater incident blasted BP for apparently failing to improve its
safety culture after a string of accidents over the last decade [16].
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Drawing upon the findings of deepwater horizon accident as a backdrop
for identifying the dysfunctionalities pertaining to safety culture qualities, a
positive strength-based approach to defining safety culture qualities is developed
through a sample group survey of The Trinidad and Tobago Emergency Mutual
Aid Scheme (TTEMAS). TTEMAS is a volunteer group of safety and process
operations specialists who are employed with companies that reside on a local
petrochemical estate. These companies have pooled their emergency resources
into a mutual aid response unit for the benefit of more effective coordination and
support in the event of failure. As an organization, TTEMAS is indoctrinated
by legislation as an extensive network of private and public officials. The
majority of their private membership embodies heavy petrochemical and small
manufacturing businesses. The organizational structure that governs TTEMAS
is tall and is represented at the policymaking level by each private member’s
CEO who in turn volunteers that member to council. Periodically are general
elections among members to appoint an operational steering committee for
the daily affairs of the organization. That steering committee is represented by
the roles of President, Treasurer, Secretary and Public Relations Officer. There
is a lower tier of ordinary general members who support the functions of the
steering committee. Attending national officials are represented by independent
public officers who support TTEMAS’s objectives with state resources.
Generally TTEMAS is a private volunteer organization that is supported
by majority private funds with some national resources. It is a unique hybrid
response organization.

An explicit requirement is that TTEMAS members should have some form
of public safety and process industry experience. TTEMAS meets and trains
regularly because they are officially responsible for annual emergency drills
in the petrochemical estate. All members are well trained, highly respected
subject matter experts that evaluate other similar exercises. During their long
history TTEMAS has conducted several drills both land and marine. They
respond actively to fire, explosions, chemical releases, mass causalities and
natural disasters. TTEMAS has very close connections to government response
agencies and in the past have engaged practicing officials as executive members.
TTEMAS’s long history of involvement in the national emergency grid has
made them an attractive organization for young professionals who wish to
support public safety. The community surrounding the petrochemical estate has
considerable experience with TTEMAS’s operations via education and outreach
campaigns. Presently community members are not represented on the TTEMAS
administrative council but they are consulted on operations occasionally.
TTMEAS has their main operational presence on the petrochemical estate; but
have recently activated other branches throughout heavy industry areas of the
country.

Given the role and function of TTEMAS in the management of emergencies
within the domain of the oil and gas sector, they are well positioned for the
application of the strength-based Al inquiry into safety culture.
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4 Discussion

As described in [25, 41] argues that many accidents result from ‘failure of
foresight’. He describes this as the ‘accumulation of an unnoticed set of events
which are at odds with the accepted beliefs about hazards and the norms of their
avoidance’. As described in the Deepwater Accident report, preceding the deepwater
accident were a string of events that suggest a dysfunctional safety culture. The
Safety Board’s report on Texas City noted that ‘while most attention was focused
on the injury rate, the overall safety culture and process safety management program
had serious deficiencies’ [30: 221]. The organizational causes included:

BP Texas City lacked a reporting and learning culture. Reporting bad news was not
encouraged, and often Texas City managers did not effectively investigate incidents or
take appropriate corrective action.

BP Group lacked focus on controlling major hazard risk. BP management paid atten-
tion to, measured, and rewarded personal safety rather than process safety.

BP Group and Texas City managers provided ineffective leadership and oversight. BP
management did not implement adequate safety oversight, provide needed human and
economic resources, or consistently model adherence to safety rules and procedures.

BP Group and Texas City did not effectively evaluate the safety implications of major
organizational, personnel, and policy changes [30: 221].

A culture of complacency characterizes the oil and gas industry leading up to the
Deepwater accident [30]. The report highlights issues pertaining to the inadequacy
of risk management, poor communications and decision making. For example, ...
officials made a series of decisions that saved BP, Halliburton, and Transocean
time and money—but without full appreciation of the associated risks’ [30:
223]. The Deepwater Horizon accident highlights the key areas of safety culture,
organizational failure, organizational learning, and reliability. It was noted in the
final report that ‘the immediate causes of the Macondo well blowout can be traced
to a series of identifiable mistakes made by BP, Halliburton, and Transocean that
reveal such systematic failures in risk management that they place in doubt the
safety culture of the entire industry’ [30].

4.1 Theoretical Framing of Safety Culture

The early works of disaster researchers have uncovered important human factors that
have altered the historical routine nature of operational failure i.e. poor organizational
safety culture. Today’s safety professionals may confidently assert that safety culture
is essentially “the way we see and do things around here that could reduce the chance
of danger”. However it is worth the extra effort to reflect on the social undertones,
the duality of culture inclusive of feeling safe in order to understand why the concept
remains a distant feature of most organizations. Safety culture therefore requires
extra scrutiny in light of the current spate modern disasters. Recently the worst
example of modern failure, the Gulf of Mexico Blowout has stimulated fresh interest
in the paradox of organizational safety and modern technologies.
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Consider the early work of [41] work postindustrial revolution into the age
of striking industrial mishaps e.g. Bopal, Piper Alpha. The fresh public uproar
inspired social scientists to produce some of this century’s most definitive work
on human factors and disaster inception. Their theories form the first sinews of
cultural logic where authors like Turner, Reason et al. advanced their theories to
form the base of modern investigative methods for failure models. With original
interest, Turner noted that organizations are generally suspect when searching
their historic mental models. It is an innate human predisposition that suggests
an internal contradiction that comes with discovery. To protect the time-honored
public respect of scientific discovery denial of certain danger appears comforting.
Turner notes that the genesis of most accidents is mental blindness, an artificial
atmosphere, a bounded rationality [1]; paralysis of the mind, unable to reliably
decode the complexity of reality. Again this is part of the human condition where
fixed symbols, artifacts and prestige somehow awaken productivity. This is critical
to our evolution. While business as usual, routine underpins mortal confidence.
To survive this extreme world it must be possible for humans to decode if only
a fraction of infinite environmental signals. Rules and routine often appease risk
taking. However the presence of routine and status while it increases efficiency
and confidence it inversely affects our attention to defects. Turner refers to
this accumulation of abnormalities in a known system as the seeds of future
catastrophe. Turner suggests that humans initially represent their reality as pride
in successful tactics. Gradually failure is subsequently removed from memory.
Humans then downplay defects in order to defend the integrity of existing scientific
models. A sudden discharge of awareness appears soon after defects begin to
exceed controls. As traditional measures fail under the weight of abnormality
there is a wave of fresh astonishment that represents disaster onset. There is an
immediate acknowledgment of despair, a vacuum of ideas and a cry for assistance.
The final phase establishes sobering memories of failure and a pledge of fresh
solutions. This rebuilds public confidence and inspires future plans for corrective
technologies. Albeit the momentum for Turner’s disaster cycle is driven by the
intrinsic struggles between science and politics. Early on individual prejudices
come from strong competing executive guarantees that resonate as organizational
policies. Operational confidence in these select groups is communicated to others
as solutions. These specific solutions dilute external signals. The result creates
an aversion to outsiders with their critical and time consuming ideas. Similarly
through the inclusion of too many strangers with their noisy ideas also amplifies
fear and can create additional dangers. Logically in industrial life there are
numerous challenges involving authority, dishonesty and ignorance.

4.1.1 Informed Culture or Safety Culture

Organizational safety culture has mostly been a corporate expression used to
explain the complex human preconditions present at work. However the problem
is perhaps the term attempts to represent powerful human emotions in social
groupings i.e. an organization with textbook accuracy. Safety culture is much more
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complex and travels across time and space. It accumulates as byzantine learnt
lessons and with egotism that outstrip technological defenses. Learning and culture
is mostly abstract [44], while being the catalysts for scientific advancement. But
intellect can also encourage hubris and this quickly turns into destruction [23].

The term safe culture conceivably gained more importance with the British
Health and Safety Commission (HSC) (1993). It was considered to explain
misconduct in a series of industrial disasters that included Chernobyl. Since then it
has been a standard argument in many academic failure modes.

Safety culture is the product of individual and group values, attitudes, perceptions, com-

petencies, and patterns of behaviour that determine the commitment to, and the style and
proficiency of, an organization’s health and safety management” [19].

Evidently the HSC’s early account represents elements of Turner’s early work
although it does not exactly clarify how human factors become so powerful.
Cultural disaster seeding is still evasive concept despite the plethora of modern
debates on safe culture. Moreover it was [33] who brought the term into modernity
by describing the abstract process of human behavior as accident seeding or latent
error faults within tangible safety plans. He noted that silently, errors of ignorance
formed in the spaces where information on complex risk was missing. Reason
noted that organizational knowledge was categorically a safe culture, one where
reliable information on difficult problems was continuously available throughout
the folds of a company. Notably once risk information is circulated it builds as
critical organizational memory. Event details produce confidence and resilience; it
reminds operators to fear. Information involves the senses in critical thinking and
affirmative actions. Reason suggests that safety culture is symbolic of an engine
that works precaution into a constant frenzy which produces a high respect for the
environment’s signals i.e. active foresight. Reason moves further to explain that
available information allows operators to shape appropriate protective barriers.
Except Reason’s vigilance as an engine metaphor still is a complex interpretation
i.e. with every passing pulse of his engine personal prejudices silently grow because
humans are proud creatures. While Reason’s explanation offer good insight, his
model remains short of life in commercial plays. We cannot accurately measure
how deep personal business choices modify safety and encourage disasters but one
should ponder using history wisely. Reason argues that in time while bureaucratic
failure is rare it offers overwhelming evidence of neglect. Notwithstanding
more assessable individual accidents, bureaucratic messes are more significant
in heavy industry accidents. Accordingly systemic barriers in industry operate
with the defense in depth concepts to protect against technical and executive slips
i.e. hard engineered barriers and soft administrative barriers working in unison.
Juxtapose Turner’s earlier model and we can see that Reason’s suggestions use the
fortifications from Turner’s earlier foresight failure sequence to build understanding.

Except with real events, human perceptions only recognize direct failure
lessons and form corresponding rigid barriers. Principal assurance in these
barriers are often represented as the dominant or expert opinion which this builds
as organizational/industry memory. Reason anticipates that these concepts are
the contrivances associated with pseudo organizational memory, overconfidence
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and later hubris [40]. Reason mentions the danger of pseudo confidence in his
famous “Swiss Cheese Model”, the standard model for organizational failure.
Hard defenses are often weakened when humans under appreciate systemic risks.
Regulated strategies and opinions create gaps in organizational memory. This
fragility is represented in Reasons theory as illusive and dynamic human factors
that silently build when the organizations negligently chase business agendas.
Accordingly safety culture is primarily a social issue that attacks any measure
of hard science. Organizational resilience is therefore firmly based on humans
prudently observing their active environment and making necessary changes
with lessons gleaned from rare events. There must be honest willingness to treat
with internal fragility, albeit humans have become fearless because of advanced
technological defenses based on strict scientific concepts [33, 40]. Nevertheless
safety culture can be preserved in an organization practicing healthy respect for
systematic hazards under harsh modern circumstances [33].

4.1.2 How to Prevent Organizational Failure

Toft and Rynolds [40] outlined this systematic principle for preventing failure
based on perception filtering. The model is a formalized modern adaptation of
the earlier socio technical arguments presented by Turner [41] and later [33].
An organization is theoretically a closed loop processing unit. It is a box where
lessons are uploaded, stored and analyzed. Firstly direct foresight develops when
corrective instruments i.e. logic always recognizes and stabilizes external signals
so that they meet an expected degree of control i.e. foresight is equal to hindsight.
Comparatively indirect foresight can also be developed when unusual signals enter
the organization/system gaze. Initially these abnormal signals can be ignored;
these signals can grow silently into future problems i.e. seeding complex failures.
The system’s active foresight can reduce the problems of ambiguity through a
continuous comparison with borrowed logic. When internal lessons are absent,
active foresight can select isomorphic features to fashion correctors that stabilize
abnormal, silent errors in their embryonic stages. This is the organizational
loading of lessons to shape better organizational knowledge.

Organizational memory and so foresight grows with a mental obsession with
abnormalities, though some requirements are critical for the Toft and Reynolds model
to work reality. This includes a set of suitable and sufficient correctors, constructive
supervision for correctors and a sizable lesson database with clear objectives [40].
Although the Toft and Reynolds model is very principled and does lengthen the
organizational cognizance with mindfulness, this is vulnerable to the duality of
culture. Pidgeon [32] argues that simulations such as this, germane to the early work
of Turner et al. are good but do not adequately consider the latent convolutions of
politics and emotion. Hubris exists in obscure folds as shades of authority. High
pressure industrial life is inherently troublesome and its commercial importance to
living causes unpredictable outcomes. Toft and Reynolds admit that their model is
inescapably vulnerable to political distortion, choices that corrupt reliability. These
are those latent failures, Reason’s dynamic gaps in his Swiss Cheese Model.
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Pigeon and Reason both agree that at the governance with emotional
undercurrents are at most very powerful. Both suggest that personnel safety is
actually less critical to disaster formation because they are confined to expected
human errors. Deviant leadership behaviors are more potent because they penetrate
the organization’s sense making i.e. sloppy management [42]. Turner suggests that
the real danger of sloppy management dwells in the behaviors of senior managers
when they use their authority to protect personal deviance. Anthropologically
a leader’s role is especially trustworthy with groups, arguably it is the source
of major social disturbances [23]. These theories are quite specific to real
modern world troubles. One only has to look at the combination of politics and
defense in depth technologies during the Gulf of Mexico Blowout to understand
organizational failure as a result of latent disaster seeding by executives.

4.1.3 Disastrous Decision Making in the Gulf

The Gulf of Mexico Blowout killed 11 people and leaked millions of gallons
of oil into the surrounding pristine environment. The primary accident was
caused by a series of failed endeavors including, poor onsite engineering
precaution. Nevertheless the central disaster developed from a web of underlying
administrative failures that developed into a highly complex multi agent
controversy. The ensuing chaos wreaked havoc on administrators as they
struggled to maintain their integrity in the face of cascading failures. Equally
the magnitude of this disaster has been investigated and described periodically
by experts. Correspondingly the causes of this event and other petrochemical
disasters theoretically remain the same, poor organizational safety cultures. Public
inquiries have revealed that the revelation of poor organizational safety cultures is
an indicator of deviant leadership subcultures. The social significance of leadership
means that people will always express deviant behaviors in spite of most highly
reliable controls. Deviance is the dark side of an organization’s obsession with
commercial survival [43].

We often view administrative deviance within restricted imagination and time.
Deviation is silently stored within organization strategic decisions over time,
usually present within select individuals. Yet when many disaster inquiries are
convened they suffer from scope restricted to recent memory and the accessible
facts. In medical post mortems those under public scrutiny usually close ranks to
protect their peers; they control professional risks [20]. Generally unrestrained,
blame free individual recollections are more important when positively describing
the formation of disastrous events [20, 23]. Mason suggests that causes of past
events avoid tunnel vision and cultural blindness to deviance. While long causal
chains are often difficult and indistinct they contain vast amounts of information
on the systemic root causes of poor safety culture. In the case of the Gulf of
Mexico disaster two highly respected reports drew reference to the historic,
systemic pathogens that existed in the BP’s organizational culture long before
the Gulf of Mexico accident. The National Commission on the BP Deepwater
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Horizon Oil Spill and Offshore Drilling Report [11] notes that complex systems
fail in complex ways. The oil well blowout was avoidable but a long history of
misguided risk management approaches among stakeholders saw the widespread
erosion of safe attitudes in the entire offshore drilling industry. The Deepwater
Horizon Study Group [10] suggested that there were multiple opportunities
for drillers to develop sound protective measures however competition and
productivity outweighed the importance of critical thinking and regulation. Both
reports suggest that the liable parties over time forgot to be afraid. This statement
reestablishes Reason’s principle of conviction in pseudo knowledge. Corruption
runs deep and once established it becomes normal. Unethical culture and restricted
leadership erodes confidence in operating safely [23]. Disasters are primarily
the result of early flaws sometimes indifferent decisions at project design. As
confidence grows with engineered trimmings it downplays other systemic risks
[40]. Operational invincibility is typical of early gains as it convinces leaders that
their strategies are noble. The [30] recounts that during the BP’s history former
leaders grew braver as early gains in first to deep water plays turned into lucrative
profits and political respect. This confidence became part of the company’s bold
exploration philosophy and saw BP elevated to pioneering status. Mason notes
that this elevated status changes an executive strategy from cautious to daring,
observed in NASA before their space shuttle Challenger disaster.

Culture is therefore invisible, intoxicating, and persistent. Successful past
strategies are unquestionably fatal to others under changing circumstances. Yet
post disaster, our instinctive memory is edited by deeply rooted personal wishes.
Our memory of tragic events will always fail us growing forward because we are
unable to value multiple opinions of the same event. The cause of an incident
is usually attributed to one-dimensional versions of the facts. Many current one
dimensional explanations entertain equipment malfunctions, operator error and
unpredictability etc. Systemic errors must be reliably considered to reduce the
chances of catastrophic failure [40]. The diverse properties of a failed system must
be viewed in fullness [42]. Tragically comprehending the full lesson is not an easy
characteristic of humanity so perhaps poor safety cultures are inevitably normal.
Perrow [31] normal accident theory suggests that linear or procedural disorders
are well studied in operational failure. It is potentially what brings great pleasure
to operators because it is suited to available engineering controls. However
multidimensional lapses are more devastating through their incalculability. They
are not sought after accounts because the inability of operators to readily explain
vast feedback loops. In the aftermath of the Gulf of Mexico blowout BP’s experts
reconstructed the event using Reason’s failure model, unfortunately the scope of
their explanation downplayed BPs encouragement of failed strategic decisions.
This is the practice of making accidents normal through organized irresponsibility.
It is a manner of reducing fear and improving engineering composure through
ignorance. It encourages the anticipation of acceptable risks whereas more
organic, backstage practices take root [1]. The limited appreciation for all hazard
information creates the seeds for gross negligence. Good safety culture takes an
intense, sensible look at the cultural folds of the organization [32].
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4.1.4 BP’S Swiss Cheese Analysis

Hopkins [18] accepts the strategic value of Reason’s Swiss Cheese Model for
explaining BPs oil spill. He suggested that Reason’s model aids in hindsight by
distinguishing the progress of failure and relative consequences because of gaps in
operational foresight. However Hopkins noted that BP’s use of Reason’s model was
not insufficient so as to appropriately explain the progress of a multi agent calamity.
BPs effort could not describe its honest obligation for events before, during and
after the accident. The fear caused by mass hysteria limits individual prudence [2].
In this way Hopkins relates that when BP produced its explanation of the event,
it appeared to be devoid of direct culpability. This act is in conflict with the intent
of Reason’s original intent, safety culture is an honest and informed one. Notably
when blame is involved, Reason’s model becomes compromised by sanitized data.
Ideally it is self-preservation that drives humans to continually kill one another [2].
Weir [46] suggest that our self-taught ability to distill failure into acceptable levels
of blame is the fuel that drives future disasters which are our naked fears.

Masys [25] Actor Network Theory (ANT) notes that safety culture emerges
from a relational view between physical, human and informational actors.
True safety culture embraces foresight through collective sense making of all
activities in business. It should not be restricted to linear transactions. Hopkins
expands Reason’s model of the Gulf of Mexico accident to include the complex
relationship of multiple actors. Notably Reason’s general model is removed
as the central feature previously defined by BP. Reason’s model becomes the
consequence of closed, ill-advised management decisions and multiple error
pathways. Expediency through groupthink is a pervasive; real pathogen found in
a range of human decisions pre-disaster and post-disaster conditions, seen in the
BP event. It perhaps has been historically underestimated because it carries along
quietly in deeds and thoughts long after the central failure has been controlled.
Disasters belong to restrictive, idealistic, executive worldviews [42]. To improve
safety culture and restrict disaster; organizations must learn from openness and
embrace critical thinking among is various interests. They must also connect to
safety culture at the holistic level through instruction. Organizational learning
builds an informed culture by tapping into the complexity of multiple actor
networks that contain physical, human and informational intelligence [24].

4.1.5 Effective Learning from Crisis

Toft and Rynolds [40] suggest that personal communication can potentially repair
deviance. Learning is connected to the deep multiple beliefs and experiences of
culture within the system’s actor network. Learning inspires culture and vice
versa, a natural dynamism that positively influences the organization’s individual
thoughts. Schein [37] suggests that learning is used to teach individuals of an
organization how to cope with their environment by affecting their thoughts.
Correspondingly Smith and Elliot (2007) note that changing the culture within an
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organization can decide its destiny. Amongst these arguments envisage learning
through [29] functional and interpretive philosophy of organizational actuality.
Learning is the abstract process of an individual decoding life messages through
functional and interpretive windows. It is a deep, nonphysical manifestation
refined by regulation and personal understanding. This correspondingly epitomizes
the duality of cultural learning either passively or actively [40]. The first simply
involves a process of observing the facts of an experience while the second
involves the creation of an internal awareness using the facts as gauges. Both
forms of learning affect the different aspects of socialization. The former is the
weaker since it connects to only direct signals e.g. rules, regulations, politics etc. It
is less effective according to Toft and Reynolds because its descriptions are more
superficial. Similarly Smith and Elliot agree that vulnerability to future crisis lies
in formality i.e. regulations, structures and plans or direct signals. A paradigm
shift in thinking towards the personal qualities of belief, customs and behaviour
increases reliability in crisis. Research has found that targeting attitude actually
uncovers more information for assimilation and loosens complex environmental
signals. Schein [37] psychological judgment suggests that to acquire these
personal qualities an observer must spend time in an organization probing past the
obvious which focuses on company policy and general arrangements. The greater,
more rewarding aspect of culture lies with behavioural indicators. Schein’s agrees
with Smith and Elliot’s earlier position that organizational learning consists of
tiers of understanding. The first order learning is concerned with material articles
and second order learning involves the relevant personal idiosyncrasies. Kim
[21] agrees with this theory of levels i.e. functional learning is skill based while
abstract learning understands why there is skill and this creates the difference
between general action and intelligence.

4.1.6 Organizational Learning Is Predominantly Abstract

Organizational learning is a cultural process whereby individuals are always
decoding and storing information to understand their environment. As a result
culture and learning are analogous since culture is learnt and learning is forming
culture [37]. Learning is knowledge of the connection between an organization’s
actions and its environment. Ultimately this becomes stored as knowledge which
is used to create an appropriate response to the environment [21]. De Long [12]
suggests that culture plays a key role in shaping knowledge because culture is
important in determining the relationship between organizational structure and
information flow. It is a process that influences the formation and adoption of extra
knowledge. While this explanation is helpful in the classic sense, the complexity
of culture remains and it limits the role of complete knowledge. Because culture
is blurry the exact science of organizational learning and knowledge is open to
speculation. Consequently the visible artifacts of culture in an organization are
stored as the active organization’s memory [21]. Active memory is important to
organizational knowledge and confidence because it determines the future response
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of the group through what the group has experienced. Ideally these memories are
the experiences that go on to reshape individual culture and to confirm Schein’s
earlier assumptions. Memory therefore is as complex as culture and can be seen as
artifacts, traditional policies and procedures but also create their latent flaws.

A lot of emphasis has been placed on individual knowledge because without
it there is no memory of success or failure. There is no appropriate response by
the organization and it soon fails because it has no foresight. This leaves room for
individuals to improvise to deal with external changes [21]. Culture then creates
the memories that are critical to full learning and that later builds knowledge
and this is what makes learning effective. Alternatively there are several reasons
why learning cannot be effective in creating knowledge and in the next section
we discuss these as the barriers to learning. The important message here though
is that once culture remains complex, broken memories are expected and learning
is sporadic, failure is soon close as people begin to invent new realties. Smith and
Elliot [38] suggest that a secure organization must have knowledge transfer that
is open and reliable between individuals to prevent this. Hence better knowledge
transfer shapes healthier future safe subcultures and vice versa therefore this
makes groups more effective in the real world [12]. But as always in prudent
theoretical takeaway must be the need for critical thinking with ubiquitous cultural
imagery. Knowledge is a useful tool in early analysis and it keeps an organization
safe but it also plays a key role in simultaneously blinding an organization [38].

4.1.7 Problems with Organizational Learning

Organizational culture and its associated beliefs, values and attitudes are facilita-
tors and or barriers to the successful knowledge management initiatives and com-
mitments to knowledge sharing practices [15]. Culture’s unpredictable nature is
the cause of many problems with organizations and is simply beyond understand-
ing the features general operation. Theoretically better crisis management involves
a need to improve safety cultures whilst safety culture has to do with open and rel-
evant knowledge transfer. Most local high-risk organizations have guiding safety
cultures well framed in their archetypes and freely request their staff promote
these principles. However richer study reveals that this proud exterior of func-
tional ability is filled with deep-seated cultural conflicts that are often underesti-
mated. De Long and Fahey [12] suggest these problems occur when knowledge
grows in separate sections of an organization and gradually cause units to silently
advance their own sub-cultural biases within work. Mostly leaders miss these
deep lying cultural traits in favour of more popular operational information, often
traded as misguided memories of good performance. Turner [42] indicates that this
is administrative inattentiveness and it lies at the heart of unsafe cultures. While
technical data about risk is critical there is a need to be more sensitive to opinions.
Humans usually avoid attitude complexity in favour of more direct resolutions.
Robbins and Judge [34] suggests that a strong inclusive culture increases the
efficiency of an organization’s overall performance by encouraging better quality
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work through the harmony of ideas. Culture as suggested earlier is the bond that
holds an organization and defends its standard beliefs. In contrast culture also
has the latency of dysfunction with all its value. Turner [42] agrees that industry
specialization actually inhibits the flow of information. Unseen vulnerability in
trusting expert climates creates serious limitations for realistic response measures
in the face of cascading failure. This represents the weakness in organizational
sophistication (Smith and Elliot 2007). Additionally culture creates more
delineation in the value of knowledge when experts decide who special knowledge
is disseminated to [12]. Generally Reason’s informed culture i.e. safety culture
concept is potentially utopian. In reality information sharing is too human.
An informed culture or safe culture is frustrated by the myriad of individual
preferences. Inspiring a safe culture must always be a thoughtful, managed
exchange. Culture and its offspring disasters are capricious.

4.1.8 The Hallmark of Reliability

Although culture and disasters are unpredictable, selected research suggests that
potential blunders can be stabilized by a Highly Reliable Organization (HRO).
Personal error provoking within HROs is alleviated and reliability guaranteed by an
elevated level of human sensitivity through a well-informed culture. The ability to
realize a high reliability culture is not mysterious; it is formed by a preoccupation
with human performance [33]. Weir [46] agrees that the major opportunities
for improving on failure lies with improving individual culture. Reliability thus
lies in an intense and honest examination of failure history with honesty about
deviance. This is no easy task and requires professionals within an organization to
reboot most of their mental models and eject biases or suffer more problems with
safety culture. Dekker [9] explains that the idea of safety is always compromised
if professionals continue to spend time learning in traditional incomplete ways.
Resilience does not belong to popular safety and dogmatic concepts. Professionals
must revolutionize their mental models by deep critical analysis and second-
guessing expediency. However while these arguments are credible they lightly
consider that individuals in reality are bombarded by numerous troubles. It is
only natural for business to be convenient and loose interest in intrinsic personal
opinions Dekker suggests. Nevertheless, [40] suggests that for an organization to
be highly reliable interconnected failure lessons must impact at the individual level
of the organization and resonate psychologically through the hierarchy with steady
force. Isomorphic learning should build personal concern which travels along
the lines of authority raising more concerns within units. New levels of interest
and higher order feelings are later produced. The culmination of this social wave
grows managerial hindsight because these intimate concerns negatively affect
production and capital. Accordingly hindsight creates a predictable growing interest
in managerial contact with failure which creates superior foresight. Managers
attempt to take these early overwhelming aspects of operational failure seriously
and develop policies to improve areas of likely weaknesses. This new high-level
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managerial purpose should be actively associated with changing the organization’s
destiny with failure or actively learning. In theory if an organization’s hierarchy
openly discusses awful experiences, a resultant sensitivity to adversity generates
active foresight and increases reliability, an informed or safe culture [33]. Therefore
organizational mindfulness inevitably returns to the anticipatory analysis associated
with Dekker’s earlier argument on constructive management. Creative lessons
advances higher order thinking and becomes the organization’s way to advance into
a HRO [45]. Hopkins [18] notes that dictatorships have little success with disasters,
resilience is found in personal experiences i.e. regular interactive debates and open
simulations highlight personal encounters.

The theoretical framing of the Deepwater horizon accident illustrates a deficit
view of safety culture (focusing on what is wrong). Such a deficit view addresses
the root cause of failure but fails to capture the root causes of success. To explore
the strength-based approach to safety culture, TTEMAS was solicited to conduct
an Al examination of safety culture. Leveraging the 5D process of Al (Fig. 1),
stakeholders within TTEMAS were asked the following:

1. Describe a time when you were part of TTEMAS and produced some great
results pertaining to safety culture.

2. What behaviors and attitudes were present to create this safety culture?

. What factors were present?

4. HROs are organizations with systems in place that are exceptionally consistent
in accomplishing their goals and avoiding potentially catastrophic errors.
Describe the qualities of your ideal HRO and its essential safety culture
features.

5. What are three things you could do now to contribute to an exceptional (world-
class) safety culture?

O8]

To create conditions for a safety culture of excellence to flourish depends on
identifying leverage points within the organization. Through the AI survey,
foundational success criteria were articulated and linked to measures of success. In
this sense, as described in [5] such leveraging must be goal-directed [22, 35]. As
a goal-directed effort, Al can shape the ensuing discourse in a positive perspective
to build a safety culture rooted in excellence. The opportunity tree is a tool in Al
to help visually identify the features, characteristics and factors that describe a
goal such as ‘an exceptional safety culture’. The characteristics of the ‘exceptional
safety culture’ can be viewed both as sub-goals that help an organization to attain
its super-ordinate goal. The trunk (Fig. 2) represents the root causes of success and
the branches represent the outcomes of success, the salient outcomes that result
from achieving the directed goal.

From the survey emerged some key characteristics that define safety culture
within TTEMAS. The results are captured in an ‘opportunity tree’

The AI approach recognizes and acknowledges the problems that exist but
rather than approaching the issue through a deficit ‘problem fixing’ paradigm, Al
focuses on engaging stakeholders from a ‘positive perspective’ whereby excellence
is embraced to formulate solutions that stem from optimum performance. Within
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the context of safety culture, it is about looking at the system’s strengths and
what the organization looks like at its best as a foundation for directed action to
achieve the desired future. Shendell-Falik [39: 96] argues that what emerges
from such an inquiry is ‘...innovated structures, processes and ways of working
together differently and an increased sense of commitment and enthusiasm to
the organization. These benefits come about because of the inclusive, inquiry-
based positive nature of the Al approach and because human systems move in the
direction of that which they most frequently ask about.” The TTEMAS Al safety
culture survey provides an alternative lens to the analysis of safety culture through
a strength-based approach. This strength-based approach for achieving new levels
of safety excellence within complex organizations has been documented in the
medical domain. The Institute of Medicine reports estimated that up to 98,000
individuals die each year as a result of medical errors such as that resulting from
a lack of information sharing [39: 95]. It has been recognized that every time a
patient moves from one environment to another, there is a risk that essential
information regarding care will not be communicated. In this case study, an Al
intervention revealed an opportunity to increase patient safety in cases when nurses
work amidst competing priorities to achieve safe, timely, effective and efficient
patient care was seen as significant [39: 95].

Critical to the development of a safety culture is the development of a Learning
Organization that embraces the 5 disciplines [36: 96]. Al works in creating a climate
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and method of inquiry that builds upon the positive addressing the 5 disciplines of:
shared vision, team learning, mental models, personal mastery and systems thinking.
In terms of safety culture, as described by Shendell-Falik [39], AI shifts ‘...peoples
focus from problems to possibilities, from what cannot be done to what can be done,
from blaming others for their failures to appreciating others for their contributions, and
from getting back to previously identified levels of functioning to going beyond what
was thought possible. It is highly inclusive’. An Al strategy becomes an occasion to
identify and discuss issues, to encourage new insights, and to explore possibilities for
change and their consequences. The traditional approach of causal focus all too often
results in new ‘fixes’; that apply limited solutions with disappointing results. Al on the
other hand seeks to encourage broader participation and discussion from stakeholders
to highlight new conceptual approaches that can facilitate communication and
illuminate and organize dynamic interdependencies. Stakeholders from all levels and
in all specialties of the organization are recognized as critical resources for identifying
opportunities, understanding operations, and improving performance. We move
therefore from a °...fixing orientation to a collaborative learning orientation’ [4: 191].
As described in [6: 31] “....developing a safety culture is dependent on the deliberate
manipulation of various organizational characteristics thought to affect safety. The
very act of doing so means that such manipulations must be goal-directed’.

5 Conclusion

First we shape our structures, then our structures shape us.
(Winston Churchill)

These words encapsulate the essence of safety culture and the socio-technical
notion of interdependencies and interconnectedness. From Al it is recognized
that ‘We create what we imagine’. The Al methodology is rooted on a set of
fundamental principles and it is grounded in extensive research on the connection
of human behaviour to images that people hold in their minds, the language and
words they use, and the emotions they experience [39]. Through this strength-
based approach, Al facilitates an organization to become more reflexive and aware
of their own strengths and abilities in ways that increase their effectiveness in
support of safety culture.
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for Counter-Insurgency in Pakistan?
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You look at a thing, and it changes in the looking.
Adam Forrest, journalist [22]

[L]ike any tactical decision ... [drone attacks] should be
continuously and closely monitored ... with sensitivity to facts
on the ground.

Barnidge [6]

Abstract According to sociologist Robert Merton, actions have intended and
unintended consequences, some of which are functional, some not. The CIA’s
drones-first Pakistan counterterrorism strategy is used to illustrate how a well-
intentioned policy may generate adverse outcomes sufficient to undermine that
policy. The adverse outcomes (in Merton’s argot ‘latent dysfunctions’) gener-
ated by the CIA’s counterterrorism strategy may be so numerous and grave as
to undermine the War on Terror. Adverse outcomes include collateral damage,
radicalisation, destabilisation and diplomatic schism. Several lessons are drawn.
For example, that latent dysfunctions can undermine, if not fatally compromise,
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1 Introduction

In an increasingly risk-conscious world [7, 8] politicians determined to retain
power attempt to manage risks down to a level deemed acceptable by electors.
This dynamic obtains in every sphere of human activity, from energy generation
and health-care provision to war-fighting. In a Risk Society, legitimation lies more
in the support of the electorate than in that of a technocratic elite:

[T]he more science and technology permeate and transform life on a global scale, the less
this expert authority is taken as a given. In discourses concerning risk... the mass media,
parliaments, social movements, governments, philosophers, lawyers, writers, etc. ... are
winning the right to a say in decisions [my emphasis]. [8]

As evidenced by the western powers’ reluctance to intervene in the long-running
Syrian conflict, popular support is increasingly seen by politicians as a precondition
for military operations—especially those undertaken not in defence of the homeland,
but to promote a sometimes intangible or obtuse foreign policy objective. Existential
threats legitimate military action and other serious measures and help shape the
public mood. Non-existential threats have less impact and agency. The prospect of
defeat to Nazi Germany legitimated the creation of a war economy, the exertions
of Operation Dynamo, the Battle of Britain and Battle of the Atlantic, and helped
sustain British morale during the Blitz. The American public’s perception that the
intermediate-range nuclear missiles deployed to Cuba by the Soviet Union posed
an existential threat to the continental United States helped legitimate President
Kennedy’s 1962 blockade of the island. The issue was less clear-cut in the case of the
communist insurgency in South East Asia during the 1950s and 1960s. The growing
belief that the spread of communism in that region did not pose an existential
threat to the continental United States gradually undermined the American public’s
support for military action against the Viet Cong and North Vietnamese Army. Public
support, then, is one of the preconditions for foreign military operations. Certainly, it
is one of the preconditions for sustained foreign military operations.

According to Osgood [47] the concept of limited war gained traction during
the second half of the Twentieth Century, partly because both the USA and USSR
came to accept that a major conflict might spark Armageddon. The majority of the
wars that did occur during the second half of the Twentieth Century were spatially,
temporally and politically constrained:

The great majority of these [more than fifty] wars ... did not directly involve a nuclear or

even a major power; most of them were insurgency or civil wars, none of them (except the
Hungarian intervention in 1956) was fought between advanced industrial states .... [47]

Despite its policy of containment, the United States was never entirely comforta-
ble with foreign military adventures: “The whole history of the expansion of
American commitments ... is pervaded with the longing to avoid new commit-
ments and involvements” [47].! The sea-change in public opinion that followed

! Had it not been for the attack on Pearl Harbour it is possible that America would not have
entered the Second World War. Isolationism was a feature of America’s post Great War zeitgeist.
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America’s humiliation in South East Asia provided the rationale for a reappraisal
of its war-fighting technique. Vietnam was the first war to be fought in the media
spotlight. Images of dead and dying US soldiers and of body-bags being loaded
onto, or unloaded from United States Air Force transports were regularly beamed
into American homes. It became difficult to avoid seeing still or moving images of
the carnage caused by large-scale foreign military interventions. Vietnam has been
dubbed ‘the first television war’.

Later humiliations, like the Carter Administration’s 1980 failure to rescue the fifty-
two American citizens taken hostage by Iranian students’ and the Clinton
Administration’s failed Somalia intervention (that saw dead soldiers from some of the
United States Army’s most capable units dragged through the streets of Mogadishu)?
strengthened the case for a root-and-branch reform of America’s war-fighting technique
and reinvention of its war-fighting technologies. Perceived reversals like Vietnam, Iran
and Somalia helped lay the foundations for a revolution in tactics and equipment. Until
the shock of the terrorist attacks of September 11, 2001, America was wary of
involving itself in, or instigating conflict. This is why America did not intervene in the
Rwandan genocide (that saw the deaths of at least 500,000 Rwandans) and confined its
involvement in the 1998-1999 Kosovo War to air-strikes. While Prime Minister Tony
Blair committed British troops to the conflict, President Clinton viewed Kosovo
through the prism of his failed Somalian intervention. Instead of troops he committed
B-52s, B-1s, B-2s, F-117s, A-10s, F-16s and AV8Bs and lent diplomatic support.

Deri [21] draws attention to: “Americans’ increasing reluctance to risk lives in
war”. According to Deri [21], since the deprivations and exertions of the Second
World War,* America’s political class has found it increasingly difficult to win
popular support for foreign military adventures:

In World War II, Americans endured rationing, war taxes and the draft with relatively little
protest. In the Vietnham War, in which the American death toll was seven times less than in
World War II, less than half of Americans agreed with the war just two years after it began
.... In the 21st century, it took only a year before more than half of Americans thought the
Iraq War was a mistake. In both of these conflicts, negative public opinion tended to focus
on the war imposing a human and monetary cost upon the nation.

Given the public’s increasing aversion to risk [7, 8], the escalating cost of
conventional war-fighting and the post-2007 economic downturn, governments
unwilling to eschew foreign campaigns have adopted technologies that offer relatively
risk-free and cost-effective offensive capabilities. The age of the Remotely Piloted
Vehicle (RPV) has arrived. In his book The New Western Way of War, Professor
Martin Shaw [53] says that today’s wars must be fought in such a way that they
deliver both military success and public approval. To this end war-fighting risks are,

2 Eight US soldiers were killed during Operation Eagle Claw.

3 Soldiers were drawn from the US Army Rangers, Delta Force and the 160th Special
Operations Aviation Regiment. The fact that these elite units had been driven back by
Muhammad Farah Aideed’s irregulars compounded the shock.

4 Following the sneak-attack on Pearl Harbour, the American public supported the global war on
fascism with gusto.
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where possible, transferred to other states (for example, many of the risks associated
with fighting the War on Terror have been transferred to states like Iraq, Afghanistan,
Pakistan, Somalia and the Yemen). Shaw refers to the premeditated displacement
of risk to foreign soil as ‘risk-transfer war’. New technologies like RPVs are an
important component of the new war-fighting paradigm. Although vulnerable to
conventional weapons, RPVs all but eliminate ‘home’ casualties. By minimising
home casualties, RPV-centric operations make it less likely that the public will turn on
the political class, as it did in the United States towards the end of the Vietnam War.

Unfortunately for those who live in countries where RPVs are deployed it
seems that the era of the surgical strike that avoids collateral damage has not yet
arrived. While the accuracy of drone strikes has improved, innocent civilians are
still being killed or injured:

While there are reasons to suspect that drone strikes are becoming more accurate and
causing fewer civilian casualties than they did between 2004 and 2008, there is no reason
to believe that the civilian death toll hovers in the single digits [as claimed by the Obama
administration], and the estimates from the best-sourced database (TBIJ) [The Bureau of
Investigative Journalism] suggest that the tallies of civilian deaths are much higher. [15]

In Pakistan several factors conspire to boost the level of collateral damage. These
factors include CIA-directed strikes encouraged by unreliable or untrustworthy
informants (what is to stop someone with a grudge against an individual or family
from using the CIA to do her/his dirty work?), the fact that insurgents often live
amongst innocent civilians, the fact that some are married with children, the CIA’s
use of ‘signature strikes’ that involve the profiling of behaviour, and the quality
and reliability of UAV sensor data (like video pictures) [21, 15]. Because they are
guided by an often unsophisticated and culturally unaware profiling of behaviour,
signature strikes could be said to exemplify a general disregard amongst US
personnel for the lives of non-combatants:

In these cases, strikes are authorized without knowledge of the identity of the target,
solely on the basis of behaviour—such as gathering at a known Al-Qaeda compound,
loading a truck with what appears to be bomb-making material or even crossing a border
multiple times in a short period—that appears suspicious. The obvious risk is that more
innocent civilians will be killed on the basis of a misinterpretation of their behaviour by
drone operators, or that the standards by which a ‘pattern of life’ is identified might be
too lax .... The dangers of a false positive—that is, a strike which kills only civilians by
mistaking them for combatants—with signature strikes is much greater than with those
strikes in which the target is identified, however imperfectly, in advance [by, for example,
a paid informant]. At a more fundamental level, the adoption of signature strikes ...
reflects an underlying indifference to the combatant status of potential victims that is at
odds with much of the legal and ethical foundation of modern warfare [15].

Speaking to the moral dimension of the CIA’s campaign in Pakistan, Boyle [15]
concludes: “[S]tandards of proportionality have been eroded with drone warfare”.
Proportionality is an important moral principle in a State’s application of force,
whether through a civilian police service or the military. In authoritarian states (like
Hitler’s Germany, Stalin’s Soviet Union or Pol Pot’s Cambodia) there is little or no
sense of proportionality in the use of force. Even democratic states can flirt with
authoritarianism. Witness the robust police response to the protests that followed
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the August, 2014 killing by a police officer of an unarmed youth in Ferguson,
Missouri. The President commented on what he termed ‘police paramilitarism’.

It is claimed that RPV-incurred collateral damage’ has several consequences,
including the alienation of host nation civilians from the War on Terror,° recasting of
terrorists as freedom-fighters, instigation of terrorist attacks on home territory (like
the attempted 2010 Times Square bombing), de-legitimation of host nations’ local
and national democratic institutions (because of their apparent inability to influence
RPV policy),” disruption of host nation cultural activities like weddings, tribal gath-
erings, elders’ meetings and burial ceremonies (because locals fear that any gather-
ing is a potential RPV strike target),® psychological distress (both acute and chronic)
amongst those who live or work in the theatre of operation” and even hostility to
western-style preventive medicine initiatives like vaccination programmes [21, 15,
23, 30, 13, 2]. Seen through the lens of Merton’s [41] theory of unintended conse-
quences, RPV operations in places like Afghanistan, Pakistan, Somalia and the
Yemen have several latent dysfunctions (unintended negative consequences). The
question for policy-makers is whether these unintended negative consequences are
so great that they negate the benefits that accrue from RPV operations (like reducing
the number of soldiers who return home in body-bags)?

5 According to Deri [21], the Committee on Government Oversight and Reform says the central
tenet of counter-insurgency operations is ‘do no harm’.

6 Foust [23] refers to “... the decrease ... in Pakistanis’ perceptions of the U.S.: 19 % favour-
able under President Bush in 2008, but only 12 % favourable under President Obama in 2012.
Whatever the cause, the U.S. is losing the war of perception in Pakistan”. Ahmed (cited in [3])
claims that “drones act as a hated symbol of America and its war on terror”. Drone strikes are
amenable to a range of interpretations or constructions. These range from ‘surgical strikes’ to
‘extrajudicial killings’ [66]. Deri [21] notes of RPV operations in Pakistan: “[The] American
political and popular response has been largely positive .... However, U.S. policymakers have
failed to recognize the Pakistani reaction to drone warfare, which has been overwhelmingly
hostile”. A Pew Research Centre [49] poll found that 61 % of Pakistanis polled believed drone
strikes were unnecessary, while 89 % believed drones killed too many innocent people.

7 The de-legitimation and destabilisation of the government of a nuclear state like Pakistan could
have serious consequences for regional and global security. Instability may lead to proliferation
and conflict. Deri [21] notes: “In 2002, 72 % of Pakistanis believed that their national govern-
ment had a good influence on the country; in 2007, 59 % agreed. Not long after the drone pro-
gram escalated, this number dropped to a minority at 40 %. In 2011, a mere 20 % believed that
the government was a good influence”. The National Intelligence Council [44] observes: “A con-
flict-ridden East Asia would constitute a key global threat and cause large-scale damage to the
global economy”. Boyle [15] talks about the “untold consequences for the future of a nuclear-
armed country seething with anti-American sentiment”. In recent years there has been talk of
Pakistan as a failed or failing state. Somalia shows what can happen when a state collapses (law-
lessness, feuding, piracy, social and economic regression, regional instability, etc.). Had Somalia
been a nuclear-armed state, the consequences could have been much worse.

8 Deri [21] says: “[T]errorist cells are often seamlessly embedded with civilian communities”.

9 Deri [21] talks about “... the extreme psychological distress ... of rural villagers”. According
to the International Human Rights and Conflict Resolution Clinic at Stanford Law School and
the Global Justice Clinic at NYU School of Law [30], the ‘uncontrollability’ of drone activity
heightened villagers” emotional stress: “Interviewees indicated that their own powerlessness to
minimise their exposure to strikes compounded their emotional and psychological stress”.
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1.1 Merton’s Hypothesis

Sociologist Robert K. Merton claimed that purposive social action (“action which
involves motives”) could have both intended (expected) and unintended (unexpected)
consequences (which Merton termed ‘functions’) [41]. ‘Manifest functions’ are the
consequences we expect. ‘Latent functions’ are those we do not expect.

There are two types of latent function: those that support the original intent,
and those that work against it (‘latent dysfunctions’). Because they undermine the
intent, latent dysfunctions are the worst type of unanticipated consequence. They
are corrosive of success. Examples of Merton’s ‘law of unintended consequences’
abound. For example.

1. Healthy Eating

Exhortations to eat sensibly, watch your weight and exercise have both manifest and
latent functions. For some they improve health, self-esteem and longevity (manifest
functions). For others they undermine health by causing eating disorders like ano-
rexia nervosa. Seen through the lens of Merton’s theory, anorexia is a latent dysfunc-
tion of well-intentioned advice. It is an undesirable unintended consequence.

2. Disability Access

In recent years more attention has been paid to the perceived access needs of
wheelchair-users. To this end, kerbs have been ramped to enable wheelchair-users to
cross the road more easily (the manifest function). Seen through the lens of Merton’s
theory, the ramping of kerbs has also produced latent functions and latent dysfunctions.
An example of a latent function would be that ramping benefits not only wheelchair
users but also those unsteady on their feet. An example of a latent dysfunction would
be that ramping makes it easier for cyclists to use pavements to make progress
(because the barrier-effect of the kerb has been eliminated). For safety’s sake cyclists
should be segregated from pedestrians. Pavements should be reserved for pedestrians.

3. Re-allocating Housing

Under the United Kingdom’s 2012 Welfare Reform Act, local authority or housing
association tenants deemed to have a bedroom that is not used can have their state
benefits cut [45]. Designed to ease the problem of overcrowding by releasing under-
occupied properties to larger families (the manifest function), the so-called ‘bedroom
tax’ has several latent dysfunctions, including the fact that vacated larger proper-
ties are remaining empty because there are no large families seeking more suitable
accommodation. Empty local authority or housing association properties are a latent
dysfunction of the bedroom tax. Empty properties may be squatted or vandalised.

According to Merton, five factors influence the chances of an action having
unintended consequences:

1. Ignorance

The more imperfect the foreknowledge, the greater the chance of an action having
unintended consequences.
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2. Error

The more wayward the initial assumptions, the greater the chance of an action
having unintended consequences.

3. Imperviousness

The more myopic the actors (the more closed to contra-indications), the greater
the chance of an action having unintended consequences.

4. Dogma

The more value-driven and zealous the actors, the greater the chance of an action
having unintended consequences.

5. Baggage

The greater the baggage, the greater the chance of an action having unintended
consequences. Sveiby et al. [55] offer this example of how preconceptions and/
or predispositions can produce unintended consequences: “[Blecause organi-
sational change initiatives have failed in the past, [subsequent] change initia-
tives are met with cynicism by employees, thereby further increasing the risk of
failure”. Precedent or baggage may render actions ineffectual (the unintended
consequence). This is Merton’s [42] ‘self-fulfilling prophecy’. Defeatism is a self-
fulfilling prophecy.

Examples taken from the realm of social policy (health campaigns, disabled
access initiatives and housing policy) appear to support Merton’s hypothesis that
purposive social action can have both intended and unintended consequences
(some of which are functional, others not). But what of the military domain? Does
Merton’s hypothesis hold for military innovations like remotely piloted vehicles?
Do RVP operations have both intended and unintended consequences (functional
and dysfunctional)? If so, what lessons can risk managers learn from the military?

2 Case Study: The CIA-Directed Remotely Piloted Vehicle
Counter-Insurgency Campaign in Pakistan

2.1 Introduction

Like air-launched cruise missiles or submarine-launched ballistic missiles,
remotely-piloted vehicles (RPVs) are ‘stand-off’ or ‘arms-length’ weapons sys-
tems that mitigate the risks inherent in armed conflict. The development of RPVs
like Predator and Reaper'® symbolised a shift in American public opinion.

10 Reaper is a more capable and lethal system than Predator. Such systems are considered cost-
effective weapons platforms. Predator costs $3.5 million per unit. A Fighting Falcon multi-role
fighter costs $14.6 million and a B-2 stealth bomber $1.16 billion [21, 61, 62].
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America’s post-Somalia doubts about ‘boots on the ground’ military expeditions
were reified in armed RPVs. With reference to the social construction of technol-
ogy (SCOT) [36, 14, 50] proposition, armed RPVs like Predator and Reaper
express a desire to sanitise conflict for the aggressor nation. As Latour [35] puts it:
“Technology is society made durable”.

According to Democratic politician David Obey (cited in [26]), after the
Somalia embarrassment the American public wanted “zero degree of involvement
and zero degree of risk and zero degree of pain and confusion”.!! The United
States, Britain and Israel use armed drones. The number of nations possessing
some type of RPV numbers seventy-five. It is estimated that over the next decade
the annual value of the RPV market will hit $11.3 billion. The North Atlantic
Treaty Organisation considers drones a force multiplier [13].

2.2 Current Position

While RPVs are popular with the major powers and alliances like NATO, they
have their limitations and issues:

1. Because they are slow-flying, RPVs are vulnerable to interception and basic
air defence. Imran Khan promised that if elected Prime Minister of Pakistan,
he would order the air force to intercept CIA-operated drones [15].

2. RPVs have a high attrition rate. While manned aircraft suffer two crashes per
100,000 flying hours, RPVs suffer forty-three. A ten year cross-sectional study
of US RPV operations attributed 60.2 % of 221 mishaps to human factors [60].

3. While RPVs are suited to low-intensity conflicts like that being fought by the
Central Intelligence Agency in the tribal areas of Pakistan or Israel’s policing
of the Gaza Strip, they are less suited to high-intensity conflicts.

4. Even with high-fidelity sensors it can be difficult to identify individuals from
above. Cultural events (like weddings or meetings of elders) are amenable
to multiple interpretations, especially by those unfamiliar with local custom.
Consequently it has been claimed that RPV operations cause significant col-
lateral damage. Unfortunately, because of the nature of the conflict and kill-
ing-grounds, it is difficult to ascertain exactly how many innocent civilians
have been killed. Further, estimates are subject to political spin on all sides:
“Islamist groups inflate the number of people killed in US strikes and aggres-
sively push their higher casualty totals to local and international media out-
lets. Similarly, the US often underestimates the number of casualties from
drone strikes, even when the available evidence suggests that some civil-
ian deaths have occurred” [15]. Deri [21] notes of the situation in Pakistan:
“[S]tatistics yield a civilian fatality rate that ranges from 15 % to more than
twice that, at 33 %”. It has been claimed that civilian deaths cause resentment

T In regard to SCOT, Jameson [31] talks about “the ultimately determining instance”—the spur
to action. The Somalia misadventure could be described as that for the armed RPV.
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and act as a recruiting sergeant for terrorist organisations. Deaths can also
provoke retaliation. The Taliban said its 2009 attack on the Manawan (Lahore)
Police Academy (that killed two instructors and five trainees) was in retalia-
tion for CIA-directed RPV operations [21].

5. Because the only choice available to a RPV crew is whether or not to engage,
potential intelligence-gathering opportunities are lost. Callam [17] writes:
“Hunter-killer operations can only eliminate the target and thus forfeit poten-
tial intelligence that could be gained through capture”. The Government of
Pakistan forbids US ground operations but just about tolerates RPV
surveillance and hunter-killer missions. There is a lethal irony to this policy:
were the Pakistanis to allow US ground operations the volume and quality of
intelligence would increase,'? thereby reducing the insurgent threat to both
US and Pakistani interests (and, perhaps, the global terror threat). Of course,
there would be significant political fallout from allowing Americans to wage
war on sovereign Pakistani territory. Witness the reaction to the assassination
by US special forces of Osama bin Laden in the Pakistani town of
Abbottabad: “The official reaction of Pakistan was betrayal, infringement of
its sovereignty, the threat of retaliation, severe condemnation of the raid, and
the curtailment of American involvement in Pakistan” [43].

6. Because RPV strikes eliminate the visible costs of war (news-footage of
body-bags or coffins being offloaded from transports) it is possible to form
the view that wars can be fought with impunity. Sanitisation may accelerate
the militarisation of foreign policy. As George Orwell [46] envisioned
in Nineteen Eighty-Four, conflict may become the norm rather than the
exception. As natural resources dwindle, a war mentality could lead the world
into a dark place with nations fighting over supplies of oil, gas, water, wheat,
coal, iron ore, etc. Deri [21] says of the American mindset vis-a-vis drones:
“[D]rones are fast becoming America’s new weapon of choice for counter-
terrorism, and perhaps war itself (my emphasis)”. The US military is now
training more armchair UAV pilots than fast-jet pilots [21]. Deri [21] suggests
that American society has normalised drone warfare to the point where it is
a ‘background’ activity: “The ... impact of drone warfare on the American
political conversation is palpable. Drone strikes in Pakistan, conducted
secretly by the C.I.A. outside of a war zone, are laden with questions about
international law, constitutional balance of powers, and ethical warfare. Yet,
the issue has never been debated on the floor of Congress or put to a vote ....
Instead, drones seem to have become the political answer to quelling public
condemnation of a conflict .... Thanks to UAV technology, America’s reaction
to costly wars appears to consist of engaging in ‘costless’ drone warfare,
rather than attempting to find an exit strategy” (my emphasis). Technologies
that reduce the costs of war (psychological, financial and human) to the
belligerent to the point where negatives are no longer debated in public or

12 1t is claimed that intelligence provided by the CIA’s paid informants is sometimes of poor
quality.
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private make a state of permanent war more likely. When the mothers and
fathers of US service personnel no longer face the prospect of a Department
of Defence telegram, why should they concern themselves with the strategic
ambitions of their government and military? “In America ... UAV technology
...does away with the greatest emotional burden of being at war: the
condolence letter” explains Deri [21].

. There is the question of operators’ willingness to pull the trigger. How can

commanders be sure that RPV pilots and sensor operators will seek out and
eliminate threats? RPV operations create psychological pressures. According
to Otto and Webber [48], RPV pilots have similar mental health risk profiles
to fast-jet pilots. To counter the possibility that two-person RPV crews might
feel disconnected from the battle-space, in 2009-2010 the United States Air
Force revamped its training to instill more of a ‘warrior culture’ [5]. The life
of an RPV operator is very different to that of a soldier or airman who serves
in-theatre. After their shift, RPV operators return to a familiar world. If they
are in a relationship they might return to their wife/husband and children in a
domestic setting. They would be aware of issues connected to collateral dam-
age. Indeed, friends, family, neighbours and even persons in the street might
make them aware of the moral and humanitarian dimensions of RPV opera-
tions. It is possible that adverse comments and admonitions might play on an
RPV operator’s mind. During training, soldiers go through a process of de-
sensitisation. Seeing comrades killed or wounded generally reinforces a sol-
dier, sailor or airman’s resolve. Because they are removed from the front-line,
RPV operators do not experience the reinforcement that results from witness-
ing a comrade being killed or wounded. They do, however, experience at first-
hand the discourses and debates current in civilian life. Towards the end of
the Vietnam conflict, service personnel home on leave were sometimes chal-
lenged by those who disagreed with the war. Some soldiers became defensive.
As one veteran of the 2nd Battalion, 4th Marines told New York Sun journalist
Seth Gitell: “T didn’t reveal I was a Vietnam veteran because they labelled us
‘baby killers’. Even at parties nobody knew I was a Vietnam veteran” (cited in
[25]). Those connected with CIA-directed RPV operations in Pakistan could
find themselves facing the same ‘court of public opinion’ as that faced by sol-
diers returning from Vietnam. Having said this, the CIA-directed campaign
enjoys considerable support amongst the American people: “Since 2004, the
CIA has conducted approximately 290 known strikes in Pakistan’s remote
Waziristan region .... [D]rone technology eliminates all risk to American mil-
itary personnel. As a result the American political and popular response has
been largely positive” [21].

. There is the possibility that RPV operators will eliminate not only innocent

locals but also, via so-called ‘double-tap’ strikes, those who attend the dead,
dying and injured [21, 15, 30]. The killing of humanitarian workers creates
ill-feeling.

There is the question of how RPV crews react to the considerable psychologi-
cal pressure induced by flying a drone for long periods, while trying to make
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sense of often confusing or ambiguous images and/or signals. Troops on the
ground have more opportunity to dissipate combat stress than RPV operators
housed in air-conditioned rooms. According to the USAF, 46 % of Reaper and
Predator pilots and 48 % of Global Hawk sensor operators experience ‘high
operational stress’ [18]. A number of RPV operators also exhibit ‘clinical dis-
tress’.'3 According to Dao [18] stressors associated with RPV operations
include: overwork due to crew shortages; switching between the military and
civilian sphere on a daily basis; working in isolation; and “witnessing combat
violence on live video feeds”. As epidemiologist Dr Jean Lin Otto (cited in
[18]) explains: “[RPV pilots] witness the carnage. Manned aircraft pilots
don’t do that. They get out of there as soon as possible”. Sifton [54] chal-
lenges the view that by distancing the warrior from her/his target, RPVs take
the pain and distress out of killing: “Drones make the nasty business of killing
a little easier. Or do they? There are ... studies showing that those who con-
duct strikes or watch videos of strikes suffer from ‘operational stress’, which
officials believe is the result of operators’ long hours and extended viewing of
video feeds showing the results of military operations after they have
occurred—i.e., dead bodies .... [T]here is no public information about stress
among those ordering the strikes—the CIA strike operators or the decision-
makers at Langley”. An unidentified USAF physiologist and psychologist has
noted how factors like prolonged periods of conscious attention while
operating RPVs (operators are denied the motion cues available to fast-jet
pilots), being tied to a shift-pattern of 5-6 days on with 2-3 days off, and hav-
ing to transition between domestic life and a demanding military role on a
daily basis conspire to induce stress in RPV operators: “Every day is a small-
scale reintegration, requiring the operator to find a balance between support-
ing the war effort ... and domestic responsibilities” [4]. Crews can experience
RPV duties as interminable and all-consuming: “There are little to no down
days ... Every day the mission is job number one. From this standpoint it’s
very similar to being deployed, except there’s no finish line” [4]. Some RPV
operators are crushed. In her investigation into the lives of American RPV
crews, journalist Nicola Abé interviewed ex-crewmember Brandon Bryant.
Bryant, an intelligent young man who was a good sensor operator, left the
military with post-traumatic stress disorder (PTSD). Unable to sleep, he began
to re-live the death and destruction he helped deliver. He wrote in his diary:
“Total war. Every horror witnessed. I wish my eyes would rot”. After his first
kill he said he ... felt disconnected from humanity for almost a week”. As his
trauma grew he was less able to communicate with his girlfriend. He told her:
“I can’t just switch and go back to normal life”. He knew he had a serious
problem when he heard himself say to fellow crewmembers: “What mother-
fucker is going to die today?” (Bryant cited in [1]). Abé [1] notes: “One of the
paradoxes of drones is that, even as they increase the distance to the target,

13 Birch, Lee and Pierscionek [13] define clinical distress as “anxiety, depression or stress severe
enough to affect an operator’s job performance or family life”.
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they also create proximity”. Colonel William Tart (cited in [1]), Director of
the USAF Remotely Piloted Aircraft Task Force, says of drone operations:
“War somehow becomes personal”. Perhaps there is little difference between
the emotions experienced by a Marine who terminates an insurgent on a street
in a war-zone and those experienced by an RPV pilot who terminates an
insurgent with a Hellfire missile? A stressed, anxious or depressed RPV oper-
ator may not perform as expected: S/he might launch an unwarranted strike or
fail to execute a warranted strike. Abé [1] likens RPV pilots” mental dysfunc-
tion to “a short-circuit in the brain of the drones”.

There is the matter of the truth in regard to drone operations. The CIA-
directed programme in Pakistan is not open to scrutiny. Indeed, one of
its defining characteristics is its secrecy. According to Deri [21], the
programme’s opacity creates a situation where exaggeration or attenuation
is almost inevitable. Vested interests exploit the secrecy for their own ends:
“[E]stimates of casualties vary considerably, often depending upon the
political and social loyalties of the estimator. A 2009 Pakistani study put
the civilian fatality rate at over 98 %—at the other end of the spectrum, a
University of Massachusetts professor estimated that only 3.5 % of total
fatalities were civilians”. If the first casualty of war is truth, the first casualty
of a secret war is the public’s ability to assess costs and benefits.

Finally there is the possibility that CIA-directed RPV operations over sover-
eign territory will so de-legitimise and de-stabilise the elected government of
Pakistan that it is less able to withstand the threat posed by home-grown ter-
rorist organisations like the 35,000-strong Tehrik-i-Taliban Pakistan (TTP)
[15]. Boyle suggests that the US military’s ‘drones-first’ policy undermines
the State Department’s efforts to build stable and secure nations able to repel
both home-grown and insurgent terrorist organisations. The incoherence of
the US-sponsored War on Terror may exacerbate the problem of international
terrorism. America’s anti-terror policy is riddled with (and, possibly, fatally
undermined by) contradictions: “The long-term goal of building strong and
legitimate governments that can police their territory and work as reliable
partners with the United States is undermined by a drones-first policy that
sidelines these governments or treats them as subservient accomplices to the
brute exercise of American power” [15]. Ironically, in light of the destabilis-
ing effect of CIA-directed drone strikes, Washington’s own National
Intelligence Council [44] has made reference to Pakistan’s “faltering govern-
ance institutions”. It is not clear whether the NIC acknowledges the potential
impact of drone strikes on the credibility and legitimacy of Pakistan’s political
institutions. In 2005 The Times of India claimed the National Intelligence
Council and Central Intelligence Agency were forecasting a ‘Yugoslavia-type
fate’ for Pakistan: “[I]n a jointly prepared Global Futures Assessment Report
[the NIC and CIA] said: ‘By the year 2015 Pakistan would be a failed state,
ripe with civil war, bloodshed, inter-provincial rivalries and a struggle for con-
trol of its nuclear weapons and complete Talibanisation’” [56]. In its 2013
Failed States Index (compiled from a wide variety of reports), the Fund For
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Peace!* ranked Pakistan the thirteenth most unstable state (Somalia was
ranked the world’s most unstable state). The CIA engages in targeted killing
in both Pakistan and Somalia [15].13

3 Analysis

Seen through the lens of Merton’s theory of the expected and unexpected conse-
quences of purposive social action, the USA’s CIA-directed RPV counter-insur-
gency campaign in Pakistan has manifest functions, latent functions and, most
worryingly for the Pakistanis and global security, latent dysfunctions.

3.1 Manifest Functions

1. Elimination of high-value targets (HVTs) and lower-ranked combatants

Several HVTs have been killed, including “infamous terrorist” Baitullah Mehsud
in 2009 [21]. Interestingly, and somewhat against trend, Osama bin Laden was
assassinated not by an armed drone but by Special Forces delivered to Pakistan by
helicopter.

2. Sanitisation of war for aggressor nation

The elimination of ‘home’ casualties and avoidance of adverse publicity (like
images of body-bags) helps politicians, civil servants and the military ‘sell’ for-
eign interventions. Lacking the ability to fight his Somalia campaign at a distance,
President Clinton and the troops he commanded paid a heavy price. By reducing
the human and financial cost of warfare, the RPV-led sanitisation of war probably
makes armed conflict more likely.

14 The Fund for Peace is a non-partisan and independent research and educational organization
“that works to prevent violent conflict and promote sustainable security” [24].

15 The CIA’s counter-terrorism policy of targeted killing has attracted a good deal of criticism.
However, the United States may not be the only western country to have organised targeted
kills. It has been alleged that during the early 1970s the British Army engaged in targeted kill-
ing in Ulster. Specifically, it has been alleged that a short-lived British Army Unit [the Military
Reaction Force (MRF)] operating in west Belfast assassinated persons it believed to be con-
nected with Republican terrorism. Some of these persons were unarmed. According to the Belfast
Telegraph [10] “there was no independent evidence any were paramilitaries”. One soldier claim-
ing to have been a member of the MRF told a BBC reporter: “We were not there to act like an
Army unit, we were there to act like a terror group. We were there in a position to go after IRA
and kill them when we found them”. Another said: “If you had a player who was a well-known
shooter who carried out quite a lot of assassinations ... it would have been very simple, he had to
be taken out” (cited in [10]).
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3. Reduction of the political risks inherent in foreign actions

Failed military expeditions undermine political leaderships. The bloody and corrupt-
ing Vietnam War that provoked schism and unrest at home effectively ended the
presidency of Lyndon Johnson. Jimmy Carter’s failure to rescue the Iranian hostages
handed the presidency to Ronald Reagan.'® The failed Somalia campaign that saw
the humiliation of some of the US military’s most capable units rebounded on Bill
Clinton. Foreign actions that risk significant numbers of friendly casualties are polit-
ically risky. Actions that risk no friendly casualties are politically less risky.

4. Reducing the cost of war-fighting in a time of hardship

Although the United States’ 2007-2009 recession was the longest since World War
I, the government sought to maintain the country’s global military posture. RPVs
have provided a cost-effective means of projecting lethal power: “The top-of-the
line Predator or Reaper model costs approximately US$10.5 million each, com-
pared to the US$150 million price tag of a single F-22 fighter jet” [15].

3.2 Latent Functions

1. Helping to sustain US global scientific and technological leadership

According to Boyle [15] global spending on RPVs is likely to be more than $90
billion by 2021. Many nations will look to the US to supply their drones. Boyle
[15] notes: “According to a study by the Teal Group, the US will account for
62 % of research and development spending, and 55 % of procurement spending
on drones by 2022 .... It is likely that the US will retain a substantial qualitative
advantage in drone technology for some time”. Some believe the future of the US
economy rests with high-technology, high value-added products like RPVs.

2. Helping to maintain the military-industrial complex

Determined to capture as much of the drone market as possible the Pentagon has
authorised RPV sales to sixty-six countries. Weapons sales underwrite the USA’s
military-industrial complex, a political and economic phenomenon highlighted by
Dwight D. Eisenhower in his Farewell Address to the Nation on 17 January, 1961.
The military-industrial complex aligns the power of the Commander-in-Chief and
Pentagon with one of the world’s most innovative and dynamic research and man-
ufacturing sectors. The US remains the world’s biggest economy.

3. Helping to sustain a post-downturn Keynesian economic policy

In an effort to cushion the effects of the post-2007 economic downturn, President
Obama injected money into the US economy. For example, he provided a significant

16 The crisis hung like a putrefying albatross around Carter's neck. It ran from 1979-1981.
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amount of money to the country’s ailing car industry. While it was not enough to
prevent the financial ruin of the City of Detroit [19], Obama’s policy helped save
Chrysler and General Motors: “Detroit has come back to life. The city, to the visi-
tor, is still a landscape of ... smashed-up Art Deco buildings. But it’s still the place
where the big names of US auto-making work. And after the US government spent
$89 billion on keeping the two iconic auto giants alive, Detroit is getting back to
work” [37]. Military spending on items like RPVs provides a further much-needed
injection of cash into a sluggish US economy. The state of the US economy will
help determine whether the Democrats retain the Presidency.

3.3 Latent Dysfunctions

1. Assassination of non-combatants

The killing of non-combatants in CIA-directed RPV operations has proved a pub-
lic-relations disaster in Pakistan, although the American public seems less con-
cerned about collateral damage. Collateral damage results from, amongst other
things, terrorists’ habit of operating from residential areas, the fact that some live
with their families, reliance on potentially unreliable paid informants for targeting
information, RPV-operator errors of judgment (induced by, for example, fatigue),
signature and double-tap strikes. It has been claimed that drone warfare is less
wasteful of innocent lives than more conventional forms of warfighting that might
involve, for example, the laying of minefields, carpet-bombing of enemy forma-
tions or use of chemical, biological, radiological or even nuclear weapons
(CBRN). However, given the nature of the opposition this argument is specious.
No commander would use overwhelming force against a widely scattered and
lightly-armed opposition. The only sensible military options are RPV hunter-killer
missions or intelligence-led operations by special forces. Evidence suggests the
former lack the finesse of the latter.!” Unfortunately, there is little prospect that the
government of Pakistan will allow US special forces free range on its territory.

2. Acting as a recruiting sergeant for terrorist groups

The killing of innocent people has outraged many in Pakistan. Swearing revenge
on the United States some Pakistanis have joined terrorist organisations. Others
voice support or sympathy for terrorists who are sometimes portrayed as freedom
fighters. Writing before the escalation of the drone campaign, Hersh [28] said:

Pakistan ... is a nuclear power that harbours some of the most dedicated and potentially
destabilising anti-American Islamic activists in the world.

17 Boyle [15] says: “It is hard to argue ... that drone strikes will ... kill fewer civilians than care-
fully constructed covert operations against HVTs”.
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Successful drone campaigns have provoked some terrorists to migrate to other
global flash-points like Syria:
[T]he evidence that drones inhibit the operational latitude of terrorist groups and push
them towards collapse is ... ambiguous .... Hundreds of Al-Qaeda members have fled
to battlefields in Yemen, Somalia, Iraq, Syria and elsewhere. These operatives bring with
them the skills, experience and weapons needed to turn these wars into fiercer, and per-
haps longer-lasting, conflicts .... Many Al-Qaeda members have joined forces with local

insurgent groups in Syria, Mali and elsewhere, thus deepening the conflicts in these states
[15].

Ironically, drone warfare seems to have helped create a thriving terrorist diaspora.
3. Destabilisation and delegitimation of a friendly democratic government

In the eyes of many Pakistanis, the government’s apparent inability to reign in
the United States and its agents has undermined its credibility and legitimacy.
Pakistan’s tribal areas have always been unruly. The drone campaign has made a
long-standing governance problem worse. Terrorist organisations are willing and
able to fill the political vacuum. Undermining a key actor in the War on Terror [28]
may rebound on the United States and its allies.

4. Destabilisation of a nuclear power in a volatile region

Unstable nuclear powers pose a threat to regional and global security (as demon-
strated by events on the Korean Peninsula). There are tensions between Pakistan
and India (for example, in regard to the future of Kashmir [28]).!8 The world does
not want to see nuclear weapons in the hands of a failing or failed state. The some-
times violent 1990s break-up of the superpower Soviet Union and its empire
proved an unnerving chapter in world affairs. It has been argued that the world
was in greater danger at that point than it had been at the height of the Cold War
when the potential for mutual assured destruction (MAD) acted to stabilise inter-
national politics [40].

5. Undermining the State Department’s policy of improving the resilience of
friendly states

The USA’s stance on Pakistan is Janus-faced. On the one hand it seeks to create a
strong and stable state able to police its borders and develop its potential, while on
the other it pursues a drones-first counter-terrorism policy that both undermines
the credibility and authority of the government of Pakistan and gives succour to
terrorists and their supporters. As Boyle [15] explains: “[T]The US has offered
Pakistan more aid—some US$4.3 billion in 2010 alone, second only to the sum
offered to Afghanistan in amounts of US aid given worldwide—in part to build its
‘counterinsurgency capability’, even while continuing drone strikes signal a lack
of faith in the country’s capacity and will to tackle terrorism. Seen in this light, the

18 On December 13, 2001, Kashmiri terrorists launched an armed assault on the Indian
Parliament. The terrorists “were believed to be heavily supported by [Pakistan's Inter Services
Intelligence organisation]” [28].
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US—Pakistani relationship is riddled with hypocrisy: the US sidelines the Pakistani
government with drones, while ‘building its capacity’ with aid and military equip-
ment transfers”. The US government is either oblivious to, or is unable or unwill-
ing to address the strategic, diplomatic, political and economic contradictions at
the heart of its Pakistan strategy.'?

6. Undermining the USA’s efforts to occupy the moral high ground in the War on
Terror

According to a report in the New York Times [9], all males of military age killed in
CIA-directed RPV strikes are classified as militants unless categorically proven oth-
erwise by whatever post-strike investigation takes place. Put another way, in the CIA
campaign, anyone touched by a drone strike is guilty until proven innocent. This is the
reverse of the way suspects are treated by the US judicial system. In the US, a party
is innocent until proven guilty in a court of law where an adversarial system provokes
argument and debate. The US judicial system invites different interpretations of an
event. Because of the paucity and superficiality of post-strike investigations and same-
day burials, the CIA’s reverse burden of proof risks criminalising innocent Pakistanis.
The USA’s policy on victim classification is ethically and morally dubious. Other fac-
tors, like the secrecy surrounding the CIA-led initiative, deaths of non-combatants and
rescue workers, and the imposition of the campaign on the government of Pakistan
further undermine the reputation of the United States as a beacon of justice, transpar-
ency and accountability. Put simply, the United States seems to value the lives of for-
eign nationals less than it does the lives of its own citizens.

7. Creating a schism in the military

It is fair to say that some military personnel do not hold those who fly RPV
hunter-killer missions in the highest regard. Some front-line troops (the ‘grunts’)
and veterans do not regard RPV operations as genuine soldiering—as demon-
strated by the furore over the Pentagon’s proposal to award a medal to RPV
operators. The Distinguished Warfare Medal (DWM) would have recognised
‘non-valorous combat impact’. According to Tilghman [57], the Pentagon’s
announcement that the DWM would outrank awards like the Bronze Star with
Valour “sparked uproar among troops and veterans”. The Obama administration
responded by abandoning the DWM. The backlash suggests that RPV operators
are not universally admired. Episodes like this could impact RPV operators’ self-
image and morale, possibly making them less reliable in the performance of their
duties. The amount of collateral damage could increase [12].

19 The Carter and Reagan administrations’ support for Afghanistan’s anti-Soviet elements helped
create the Taliban: “CIA Director, William Casey, a religious man, believed that Christianity and
Islam could combine against the godless Soviets” [16]. However, in helping drive the Soviet
Union out of Afghanistan the USA facilitated the current global terror campaign. The USA’s pos-
ture on communist Afghanistan has proved a boomerang policy par excellence [28, 16].
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8. Eroding self-esteem

Because front-line troops overcome existential risks they experience high self-esteem
and earn the respect of others. Drone operators can struggle to build self-esteem: “All
the aspects of battle, which normally enhance self-esteem and engender the esteem
of others are absent, and there is the potential for this work to erode the self-image
of the drone operator as well as the image of the war hero in the public mind” [13].
The success with which a person performs his/her duties is influenced by self-esteem
(because self-esteem impacts morale). A demoralised operator may not perform as
expected. S/he may terminate non-legitimate targets or fail to terminate legitimate
targets. A war-fighting system that operates unpredictably is a liability [12].

4 Why the Unintended Consequences/Latent Dysfunctions
of the USA’s Purposeful Action Against Terror?

According to Merton [41, 42] five factors determine the number and severity of
unintended consequences/latent dysfunctions: Ignorance; Error; Imperviousness;
Dogma; Baggage. The alienation of many Pakistanis from the War on Terror
reflects US ignorance, error, imperviousness and dogma in the matter of its
approach to counter-terrorism. By measuring the success of its Pakistan operation
solely in terms of numbers of terrorists killed, the United States overlooks the pos-
sibility that its drones-first strategy may be strengthening rather than weakening
the ranks of organisations like al-Qaeda and Pakistan’s home-grown TTP. Wedded
to the CIA’s secretive campaign, and content to measure success by counting
corpses, the Obama administration has blinded itself to the possibility that its
modus operandi may fatally undermine the War on Terror.

Obama has made the same mistake as Johnson did over Vietnam. Content to
measure success by counting NVA and Viet Cong dead, Johnson and his generals
failed to notice that they were losing the war of hearts and minds to the enemy.
The Administration’s ignorance, error, imperviousness and dogma blinded it to a
major latent dysfunction of the Vietnam War—specifically that it was increasingly
seen as a war of imperial conquest rather than a war of liberation.

In Vietnam, events like the My Lai massacre served to alienate people from the
American cause. In Pakistan (and Afghanistan) the killing of civilians in drone
strikes serves to alienate locals from the War on Terror. The US has no under-
standing of (or chooses to ignore?) the cultural dimension of warfighting in a
country like Pakistan. Specifically, it has no understanding of the tribal and other
bonds that unite the people of Pakistan’s border regions, and no comprehension
of what happens when close-knit communities are attacked by a foreign power.
As demonstrated by the swelling ranks of organisations like the TTP, such will-
ful ignorance of cultural norms is counter-productive. In failing to re-appraise its
drones-first counter-terrorism policy in Pakistan the US demonstrates impervi-
ousness and dogma—according to Merton [41, 42] conditions likely to produce
unintended consequences/latent dysfunctions. In his analysis of the drones-first
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counterterrorism policy, Boyle [15] mentions a number of latent dysfunctions
(which he calls ‘second-order political effects’):

The use of drones... has a series of second-order political effects that must be weighed
against advantages accrued through the killing of terrorist operatives. Drones can subject
governments to high levels of political pressure.... They can multiply the ranks of ene-
mies in insurgencies and undermine the social fabric that allows many of these societies to
function. Many of these consequences are systematically discounted in analyses of drones
that focus exclusively on how many terrorists are killed relative to civilians.... [T]hese
costs illustrate a central inconsistency of American policy...

Perhaps the most interesting question is why the Obama administration has sig-
nally failed to learn the lessons of Vietnam. The parallels between Obama’s dys-
functional drones-first policy and Johnson’s equally dysfunctional attritional war
are there for all to see. Like Obama, Johnson sought to kill as many of the enemy
as possible regardless of the wider social, economic and political costs. And, like
Obama, he continued the policy despite there being contra-indications (like the
1968 Tet offensive that sowed panic throughout South Vietnam and disillusion
across the United States).?” What was the result of Johnson’s dogged attachment
to simplistic attritional war? He undermined the South Vietnamese government’s
show-case pacification programme that sought to bring security and development
to impoverished rural communities. By preventing the needs of rural communities
from being met, Johnson’s war let the Viet Cong in by the back door:

The US strategy of attrition ... was at odds with the tactics and philosophy of South
Vietnam'’s pacification programme .... Attrition offered a convenient way to measure suc-
cess in the short run .... Attrition was not designed to ... resolve the political issues of the
war .... The focus on attrition ... meant the underlying political issues of the war were
overlooked .... Viewed from the perspective of the village and the province, the attrition
strategy of the United States was not the most effective or appropriate response to the
insurgency rending South Vietnam in the 1960s [29].

The flaws in Obama’s Pakistan counter-insurgency strategy are in many ways iden-
tical to those in Johnson’s Vietnam counter-insurgency strategy. With reference
to Toft’s [58, 59] theory of isomorphic learning, Obama and his generals could
have learned valuable lessons from Johnson and Westmoreland’s failure. Perhaps
because of imperviousness and dogma, those lessons seem not to have been learned.

4.1 Lessons for Risk-Managers

By using armed RPVs to reduce the human, political and financial risks of war-
fare, the United States has incurred significant diplomatic and security costs.
Specifically, the CIA-directed campaign has undermined the government of

20 Karnow [32] observes of Tet: “[S]ome 70,000 Communist soldiers attacked South Vietnam's
cities .... The televised scenes shocked the American public, which was already souring on the
war. His ratings plummeting as antiwar sentiment spread, Johnson abandoned the race for re-
election. Vietnam ... threw America into turmoil”.
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Pakistan, radicalised many of that country’s citizens and harmed relations between
Pakistan and the United States. The USA’s new warfighting paradigm has created
a set of unintended consequences or latent dysfunctions that are undermining the
War on Terror. Failure to manage the latent dysfunctions of drone operations could
render the War on Terror an exercise in futility.

The case study offers the following lessons for risk managers:

1. That latent dysfunctions can undermine, if not fatally compromise, purposive
action. The net effect of the drones-first policy may be to increase rather than
reduce the risk of terrorism.

2. That ignorance and dogma can blind actors to latent dysfunctions. Contra-
indications (signs that the strategy is not working as intended) are either missed
or ignored. The CIA seems impervious to the outrage felt by many Pakistanis
when non-combatants are killed in drone strikes.

3. Latent dysfunctions can be avoided—but only with effort. Specifically, those
in charge must scan for and, where possible, act upon contra-indications. Had
Johnson and Westmoreland heeded reports that their attritional war was alienat-
ing South Vietnam’s rural population they might have been able to reduce the
ideological appeal of the Viet Cong. They might have been able to change the
course of history.

Theories of collective mindfulness [63, 34, 64, 65] and high-reliability (HRT) [51,
33, 52, 39, 38, 27] teach that reflective practice (awareness, constructive critique
and recalibration) helps improve system reliability. Mason [38] offers this defini-
tion of high reliability organisations (HROs):
Successful cultures become susceptible to hubris and carelessness. One antidote for
organizational hubris is the highly reliable organization (HRO) model, based on the con-
cept of mindfulness. These organizations are constantly aware of the possibility of failure,
appreciate the complexity of the world they face, concentrate on day-to-day operations
and the little things, respond quickly to incipient problems and accord deep respect to the
expertise of their members. They value knowledge and expertise highly, communicate
openly and transparently, and avoid concentrations of power or corruption by setting up
independent units with countervailing powers (my emphasis).

Where military operations are concerned, a willingness to reflect upon and,
where appropriate, modify one’s tactics can help improve the chances of suc-
cess. Because Major Orde Wingate heeded the contra-indications of the British
Army’s conventional war in Burma he was able to formulate a strategy (reified in
a volunteer guerilla force called the Chindits) that gradually pushed the Japanese
back [11]. Wingate was an unconventional soldier—a maverick—who prided
himself on his open-mindedness, rejection of convention and plain speaking
(sometimes to the point of being accused of insubordination). Despite his tough-
ness and determination (the Chindits were driven hard), the Major was respected
by his men. Not unsurprisingly, given his own roller-coaster career and liking for
the unconventional, Prime Minister Winston Churchill was drawn to Wingate and
his Chindits.
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Wingate was the personification of mindfulness: “Wingate was a lateral
thinker who questioned everything and everyone—especially his superiors” [11].
According to the Health and Safety Laboratory [27], mindful leadership involves:

Proactive ... audits to identify problems in the system (often in response to incidents
that occur in other similar industries), ‘Bottom-up’ communication of ‘bad news’ [and]
engagement with front line staff through site visits.

Latent dysfunctions can only be remedied if those directing the purposeful action
are willing to listen and act. Regarding the latent dysfunctions inherent in the US
Government’s drones-first military strategy, it would appear that the Obama
administration believes the negatives (collateral damage, vengefulness, de-legiti-
mation of the government of Pakistan, diplomatic rifts, regional instability, etc.) to
be outweighed by the positives (the saving of US soldiers’ lives and currying of
electoral support, for example). As of August, 2014 there was no sign that
President Obama would act to remedy the latent dysfunctions inherent in the CIA’s
drones-first counter-insurgency strategy.>!
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Extra-Fragile in Disaster: People with
Disabilities in a Bombarded Zone
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Abstract Although some guidelines and manuals support the specific inclusion
of people with disabilities in emergency considerations, most programs focus on
disability as a cross cutting issue, or on protecting people with disabilities as a
vulnerable group, rather than on the specifics of inclusion and overcoming barri-
ers. There is little evidence that these guidelines are used to any effect with peo-
ple with disabilities. In emergencies, handicapped people may encounter particular
difficulties that make the general facilities and assistance inaccessible to them. At
the same time, services that usually cater to their special needs also suffer damage
and become less effective or even unavailable. The social and personal supports
that surround people with disabilities are fragile and appear to be particularly sus-
ceptible to the type of disruption that disasters incur. This is what was happening
in Israel in summer 2006. The existing public services were inadequate for peo-
ple with disabilities living in the bombarded North which became a disaster zone,
and 3rd sector organizations stepped into fill the void. A program was created by
NGOs to respond to a deluge of requests for assistance from people with disabili-
ties living in their communities within the disaster zone. The research presented in
this chapter is a mixed-methods case-study that studied this program. It is based
on documentary material, program records, in-depth interviews with the part-
ners and staff members of the program, and a survey of a representative sample
of people with disabilities who requested assistance from the project. In addition
to complementing findings of other researches, this study has unveiled some of
the problems and dilemmas encountered by the project and has highlighted several
issues that have not gained ample consideration, if at all, in the existing literature
on disaster management and planning for resilience: unintended consequences of
the participatory approach; managing and coordinating volunteers; and the double
jeopardy of people with physical or mental disabilities who are also culturally and/
or linguistically different from the mainstream population.
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1 Introduction

When the world was attentive to the shocking reports and images out of Haiti in the after-
math of the January 2010 earthquake, nothing was heard about what was happening to
people with disabilities [15].

The whole question of what actually happens to disabled people in emergencies is
still quite neglected. The body of academic literature on this subject is small and
the subject is seldom a theme at emergency management conferences [1].

Disasters tend to discriminate against disabled people [22]. People in wheel-
chairs, for example, cannot take refuge under desks and tables in earthquakes, nei-
ther can they rapidly exit a building down stairs [16]. People who are deaf or have
defects of vision may fail to recognize danger or to hear verbal orders to evacuate.
People who depend on electrical apparatus (dialysis machines, ventilators etc.) may
find themselves in difficulty when there are power cuts during emergencies [1].

People with disabilities (PwD) living in seismically active areas often have
additional situational characteristics that could increase their vulnerability to
harm and loss in a natural disaster and its aftermath, such as living in unreinforced
masonry buildings, in older buildings with low-rent units near urban centers [31].

In the great east Japan earthquake of 2011, people with hearing, intellectual, and
mental disabilities were slower to access information on the surging tsunami, and
even though information reached people with visual disabilities and physically disa-
bled bedridden persons, it was difficult for them to evacuate on their own. Everybody
is placed in a dreadful situation in a time of emergency, and the disabled who had
difficulty protecting themselves ended up left out” [6]. PwD were stuck, sometimes
for 3 weeks, in coastal high-rise apartments after Hurricane Sandy 2013 [10].

The UN Convention on the Rights of Persons with Disabilities outlined the
obligation of States to protect and ensure the safety of PwD in situations of risk,
including armed conflict. But -...in practice, disability is rarely considered in
humanitarian programmes, even when a growing body of evidence [...] shows that
people with disabilities in such situations are at particular risk [9: 1801].

In short, “Those with disabilities have been historically underserved in times of
disaster” [11].

Practical guidelines for preparing for and/or assisting the disabled in emergen-
cies are however being published gradually by various organizations and emerging
in various states.

One of a number of examples is a guide published in Istanbul, focusing on prepar-
edness for disaster. (http://www.guvenliyasam.org/en/publications/first-72-hours-for-
disabled-people-in-an-earthquake). Its target population consists not only of disabled
people, but also of their families, relatives, friends and the personnel in the corpora-
tions from which they get service—who should all have information about disaster
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preparation. The guide predicts that getting the necessary aid would be impossible
at the first 72 “golden hours” during a disaster or emergency. Getting through this
period with the minimum loss, the guide states, depends on being prepared. The
guide includes general information for all disabled groups and basic information that
is distinctively prepared for each disabled group, for earthquake preparedness.

Another example is the NFPA Emergency Evacuation Planning Guide for
People with Disabilities, which was developed in response to the emphasis that
had been placed on the need to properly address the emergency procedure needs
of the disability community and is available to everyone in a free, downloadable
format from the websites of several organizations (e.g. www.nfpa.org). This Guide
addresses the needs, criteria, and minimum information necessary to integrate the
proper planning components for the disabled community into a comprehensive
evacuation planning strategy. It provides information on five general categories
of disabilities: mobility impairments, visual impairments, hearing impairments,
speech impairments, and cognitive impairments.

Although some of the guidelines and manuals support the specific inclusion of
PwD in emergency considerations, most programmes focus on disability as a cross
cutting issue, or on protecting PwD as a vulnerable group, rather than on the specif-
ics of inclusion and overcoming barriers. There is little evidence that these guidelines
are used to any effect with PwD, in part because of lack of standards and indicators
to monitor inclusion; but also because of the lack of awareness and training at field
level. Local disabled people’s organizations are rarely included in planning and coor-
dination meetings, particularly in crises. Thus the opportunity is missed to improve
coordination and inclusion of PwD in humanitarian aid. Kett and van Ommeren [9]
claim that many staff working in humanitarian agencies share common mispercep-
tions about individuals with disabilities, and that many current delivery structures for
humanitarian aid perpetuate these assumptions: that PwD either require expensive
specialist care or their needs will be covered by general aid distributions; that they
are unable to help others; and that they are unable to participate in most education,
work, or community activities. In situations such as earthquakes or flooding, there is
often the perception that PwD will simply not survive [9].

1.1 Mortality Rates

In disasters the mortality rate of people with pre-existing disabilities is consider-
ably higher than the mortality rate in the general population [3, 17].

The reality[...] is that there’s a higher mortality rate in natural disasters among people
with disabilities compared with the non-disabled|...]. The specific needs of people with
disabilities are often overlooked and underserved during the processes of decision making
that accompany disaster management and recovery [3: 76].

According to a study conducted after the 1995 Great Hanshin-Awaji earthquake in
Japan, the odds ratio (OR) of death for people with pre-existing physical disabili-
ties nearly doubled; a similar study after the Taiwanese earthquake in 1999 found
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that the OR was 1.7 for deaths of people with pre-existing moderate physical dis-
ability and doubled for persons with pre-existing mental conditions [17].

A research conducted in the major disaster-stricken region after the great earth-
quake and tsunami in Japan 2011, found that the mortality rate was 1.03 % in the
total population whereas that of disabled people was 2.06 %. An administrative
report released by the Miyagi Prefectural authorities on March 29, 2012, stated
that the mortality rate in the total population of the coastal area of Miyagi was
0.8 % while that of registered disabled persons was 3.5 % [4]. These figures may
reflect an underestimation of the actual gap, because they rest on a somewhat
limited definition of “disabled persons”—referring only to those who are offi-
cially registered by the government as people with physical or mental disabilities.
However, not all those with mental disabilities are officially registered, nor are
those who have disabilities caused by intractable diseases, developmental disabili-
ties, and higher-brain dysfunctions (op.cit).

Why are mortality rates for disabled persons especially high?

In the case of the great earthquake and tsunami in Japan 2011, Fujii [4] offered
two explanations. One—that little consideration had been given to the needs of
PwD in various counter-disaster measures and policies in the region affected by
the Earthquake. The second explanation links the mortality rate among PwD in
disasters to the quality of the local support policy that exists for them in “normal”
times. Most of the disaster stricken areas had scarce social resources (workplace,
housing, personal support system including consultation services, etc.) for PwD.
This is even more apparent in recovery and reconstruction efforts: the more social
resources are available, the more recovery and reconstruction efforts invested in
the disability sector have progressed.

Moreover, the concentrated and accumulated impact of the disaster on disabled
people is seen not only in the death rate but also in various stages of their life after
the disaster, such as living under disrupted lifelines (the first 1 week immediately
after the disaster is particularly crucial), and their stays at the evacuation centers
and temporary housing [4].

1.2 Who Are People with Disabilities (PwD)?

Most people will, at some time during their lives, have a disability, either tempo-
rary or permanent, that will limit their ability to move around and to easily use
the built environment or to function effectively in other aspects. One person may
have multiple disabilities, while another may have a disability whose symptoms
fluctuate. Disabilities manifest themselves in varying degrees, and their functional
implications are important not only for emergency evacuation, but also for adapta-
tion of special shelters for evacuated PwD.

Many forms of disability exist, such as paraplegia, quadriplegia, deafness,
blindness and defects of vision, mental illness and retardation, cerebral dam-
age, stroke, senility and dementia, Alzheimer’s disease, and numerous forms of
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dependence on care-givers, equipment and supplies for support to the vital func-
tions that sustain life. There are various classifications of the great variety of dis-
abilities. Alexander [1], for example, suggests the following categories: difficulties
of personal mobility, inability to see (with possible use of guide-dogs), deafness,
problems of communication and articulation of words (as with stroke victims),
cognitive disorders, various medical problems, use of life-support systems, people
who suffer from intolerance of chemical or environmental substances, psychiatric
disorders and panic attacks, and infirmity associated with old age. The variety of
disabilities requires a varied catalogue of provisions during emergencies, such as
transport for people with reduced mobility, specialized means of communication
for those with cognitive or speech difficulties, provision of portable or substitute
equipment for those who depend on life-support systems, and psychiatric support
for those with mental health problems [1].

1.3 What Happens in Disasters to People with Disabilities
(PwD)?

The body of research on what actually happens to PwD during and after emergen-
cies is still small. Some of the few papers published in the last two decades, are
Rahimi’s [16] study of the behavior of 33 physically disabled people during the
Loma Prieta earthquake that shook the greater San Francisco and Monterey Bay
areas in 1989; Takahashi et al. [26] study of the effects of the 1995 Hanshin earth-
quake in Japan on people with cognitive disabilities; Fu et al. [3] study of the role
of communications before, during and after the 2008 earthquake in Sichuan prov-
ince in China, among PwD; and Iwasaki’s [6] report on the added difficulties of
PwD at evacuation shelters which they reached after escaping the Great East Japan
Earthquake of 2011.

Takahashi et al. [26] described the vulnerability of (adult) people with intel-
lectual disability when services were disrupted by a major earthquake. “Before the
earthquake, many people with intellectual disability lived at home with their fam-
ily (mostly parents) and attended a workshop or day centre. Most of them trav-
elled to the workshop or day center using public transport.” But people with these
disabilities who survived the earthquake had difficulty in adapting themselves to
refuge life and maintaining their lives under very strict circumstances. “There
were no private spaces in the refuges, and people with intellectual disability were
rejected and segregated by their neighbors in the refuges because of their strange
behavior and noisy utterances. This was another severe stress for these people”
(op.cit.: 194). Furthermore, they had a hard time getting food and other necessi-
ties that were brought to the shelters by volunteers, “Food and daily necessaries
were brought in and distributed by volunteers. However, the distribution was not
always completely impartial. Those who had the power to assert themselves used
to come to the front of the queues to make their demand and get preferential treat-
ment” (op.cit.:194). People who could get through to the volunteers and express
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their demand, had a better chance of getting what they needed than those who
didn’t know how to do this. Thus people with cognitive disabilities had difficulties
in functioning in these shelters.

The researchers emphasized the value of an accessible register of people with
cognitive disabilities and of multiple networks of support at the time of a major
disaster [26].

Fu et al. [3] found that in the first few days after the Sichuan earthquake, PwD
relied on battery-powered radios and face-to-face communication to receive dis-
aster-related information. Many listened to the radio in groups, as some people’s
radio sets were lost when their houses collapsed. One example of an application of
wireless communication for PwD was a ‘virtual network’ service—a communica-
tion package that stimulated peer-support among PwD before and after the earth-
quake. After the earthquake, power for communication devices became a key issue
as people in the affected areas struggled to maintain communications with the
world outside. This brought the researchers to suggest further research that would
explore the feasibility of developing and marketing low cost solar or hand-gen-
erated chargers for mobile phones or radios. They also found that the content of
media coverage was making a big difference—both informational support and pro-
viding emotional support by the media were very important. PwD depended heav-
ily on the face-to-face communication with local officers for information about the
details of social welfare policies and post-disaster subsidies. Information on the
subject was received in piecemeal fashion through the mass media or personal con-
versations, but sometimes the information received did not seem to be completely
consistent with the messages received from the officers, particularly with regard to
the exact amount of the subsidies they were supposed to receive ([3]: 83-84).

Iwasaki [6] reported that even at evacuation shelters which they reached after
escaping the disaster of The Great East Japan Earthquake of 2011, PwD were fac-
ing many hardships due to difficulties moving in wheelchairs and lack of medical
equipment, medications, and nursing care products, as well as difficulties commu-
nicating with others. Loss of essential utilities, including electricity supply, threat-
ens the lives of those who depend daily on medical devices such as ventilators
and suction devices, or who remain on dialysis. The physical and mental states of
those in need of therapies and medications for intractable diseases, internal dis-
eases and mental disorders become unstable, and those who are physically disa-
bled using powered wheelchairs have difficulty moving around. At an early stage,
there was a severe shortage of equipment and supplies necessary to sustain life
such as supplies for home medical care, beds, and diapers. Also, survivors had
little access to information from the mass media, so the TV audience had more
information than the afflicted.

People with communication difficulties end up isolated in evacuation shelters
packed with a large number of sufferers. Among those who are barely able to go
to a restroom because of difficulties moving around, and those who are not con-
sidered disabled because their internal, hearing, language, or mental disorders are
indiscernible to the eye, there are people who can seldom say what is bothering
them in surroundings without familiar faces. Changes in the environment may
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worsen the condition of a disease for mental reasons, and throw those with a ten-
dency for autism into a panic. Considering that even healthy people feel intense
stress, one can only imagine how much anxiety and conflict did disabled persons
and their families have at that time.

In addition to the support necessary and common to all survivors, PwD also need
the support necessary for disabilities, which should be guaranteed as their right in
principle. During the emergency, however, support necessary and common to all sur-
vivors was given priority, and there were many cases in which PwD did not express
themselves out of concern that “they would place a heavy burden on others” [6].

In these works, the PwD were caught in emergencies created by a natural dis-
aster. What happens to people with disabilities under conditions of war is still an
unchartered territory in academic literature, as it is in actual programs.

Many programmes allocate separate funding to victim assistance programmes whereby
only those injured or impaired by conflict are given priority funding, medical care, or
assistive devices, while those disabled before the conflict are overlooked.... [9: p.
1801]; emphases added)

1.4 Services in Emergencies/Disasters

Disaster/emergency services involve “rapid assignment and temporary deployment
of staff who must meet multiple demands and work in marginal conditions and in
unfamiliar settings such as shelters, recovery service centers, and mass care facili-
ties” (SRA [25]: 20)

In emergencies, PwD may encounter particular difficulties that make the gen-
eral facilities and assistance inaccessible to them.

The social and personal supports that surround them appear to be particularly
susceptible to the type of disruption that disasters incur [12]. Services that usu-
ally cater to their special needs, such as Centers for Independent Living (CILs) for
example, may also suffer damage and become less effective or even unavailable.

Damage to CILs’ facilities and equipment during the [Katrina] storms hampered their
efforts to respond to consumers and others who requested assistance. The ability of CILs
to function internally was also significantly disrupted, including an inability to process
payrolls, recover files on computers, pay vendors, and maintain other essential services
[30: 13].

Despite the growing availability of preparation guides for PwD, the reality in
actual emergencies is often lack of integration and co-operation between the vari-
ous organizations that work with the disabled and the civil protection community
which must plan for and manage emergencies [1].

This reality was highlighted by a research [30] which identified major barriers
faced during Hurricane Katrina by CILs and emergency managers in responding
to the needs of PwD. The researchers found significant gaps in three key areas:
(a) pre-disaster planning by CILs, by individuals with disabilities, and by local
emergency management agencies; (b) pre- and post-disaster communication and
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information sharing within CILs, between CILs and consumers, and between local
emergency management agencies; and (c) pre- and post-disaster coordination
between CILs and other disability agencies, local and regional emergency man-
agement organizations, and community supports.

The research found that little pre-disaster planning took place in the CILs and
they were caught unprepared. There was also little interaction between the CILs
and emergency management personnel before the hurricane. Some of the CILs did
have a plan in place to protect data stored on computers, but the planning in other
areas, including equipment, vehicles, supplies, and staffing, was either incom-
plete or non-existent. CILs did not have anyone on staff with disaster preparedness
training and did not have a plan or procedures to provide services in the event of a
disaster. The one CIL that did report having procedures in place also reported that
they were not written down.

Some CILs reported having a formal or informal relationship with local emer-
gency managers before the storm, but none had a formal plan in place with the
local emergency management agency. In the same way, local emergency managers
had little contact with disability organizations before the storm.

1.5 Special Evacuation Shelters

In Japan until 2004 counter-disaster measures for people with functional needs in
disaster (PFND) focused mainly on warning and neighborhood-based evacuation
assistance activities. The concept of a specially designated post-disaster shelter for
PFEND started to emerge in 2004, following the recognition that general evacuation
shelters were not capable of responding to the functional needs of PwD and the
frail elderly. Sheltering needs were however perceived to be short-term and less
life-threatening than evacuation needs, since most hazards that the PFND Japanese
committees had been studying were meteorological [27].

Then came the March 2011 earthquake, and very large numbers of people
rushed to general shelters, where they had to stay for a long time. In these shelters
most PwD did not ask for help because they felt that these shelters were unrespon-
sive to their functional needs.

The situation apparently required alternative shelters for PFND. At one of the
large general shelters, a medical doctor strongly demanded that the city adminis-
tration provide an alternative shelter for the frail elderly, PWD and those outpa-
tients who did not require intensive medical care in the Hospital. Yugakukan gym
eventually accepted about 130 PFND and their family members.

Disaster-hit municipalities responded in a variety of ways to the needs for shel-
ters and temporary housing units that were specially designated for PFND. The
Sendai city administration had already made pre-planned arrangements/compacts
for an alternative sheltering service with 52 local social service providers prior to
the March event. Some of those shelters had conducted study seminars and prac-
tice drills in the previous year. Thanks to these preparations, some responded to
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the city administration’s request quickly and others voluntarily initiated sheltering
operations. In total, 26 shelters operated in the City.

Specially designated shelters operated in Ishinomaki City but the operation
lacked a formal logistic support foundation for a prolonged period of time. In
another city the frail elderly, PwD and small children were all mixed with other
evacuees who looked after those in need at general shelters. In some shelters, card-
board partitions were used to separate PFND from general evacuees in order to
provide some privacy [27].

1.6 Special Support Centers

Emergency services for PwD are expected to locate and assist them in disaster;
to meet their independent living needs including medication and durable medical
equipment, accessible housing and transportation; to accommodate caregivers and
service animals; to provide for assistive technologies; etc. [30].

In 2011, the Japan Disability Forum (JDF) established “Headquarters for the
Comprehensive Support of Persons with Disabilities Affected by the Great East Japan
Earthquake” immediately after the great earthquake & tsunami. They provided sup-
port mainly through Support Centers which operated in the three prefectures that
sustained major damage, collaborating with related organizations and coordinating
with municipalities. Their major activities were: (1) safety confirmation at the earliest
stage, (2) support provision at the evacuation center (including delivery of necessary
goods), (3) reopening of the cleaning and repair related workshops for PwD, (4) move
from evacuation centers to temporary housing and checking the places to be restored,
and (5) transportation support from temporary housing (to hospitals and stores). The
JDF also conducted a complete survey of registered PwD in two of the cities [4].

1.7 Top-Down Versus Participatory Approaches

In cases where planning and providing special services and arrangements for PwD
does exist, it is mostly done ‘top down’, namely for—but not with—the potential
beneficiaries. For example, the U.S. Federal Emergency Management Agency
(FEMA), based on a biomedical model that sees disability as an individual ‘condi-
tion’, not a social situation, has valuable information on its web site under the head-
ing “Assisting People With Disabilities in a Disaster”, but it is aimed at care-givers,
not the disabled people themselves. There is no reference to the life circumstances or
situation of the disabled person. For example, PwD often need more time than others
to make necessary preparations in an emergency; some people who are blind or vis-
ually-impaired, especially older people, may be extremely reluctant to leave familiar
surroundings when the request for evacuation comes from a stranger; some people
with cognitive or mental difficulties may be unable to understand the emergency and
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could become disoriented or confused about the proper way to react; and many res-
piratory illnesses can be aggravated by stress in an emergency, while oxygen and
respiratory equipment may not be readily available. Most resources presume the
dependence of the disabled person upon a care-giver and disregard situations in
which there may not be anyone to assist the person in question, who may well have
to ‘cope’ on his/her own. Advice could be provided about how a person with a dis-
ability could go about developing her/his own support system and could—for that
matter—be in a position to provide assistance and support to someone else [31].

A different approach calls for partnership with and participation of PwD in
planning and in providing assistance in disasters. For example—after the events of
September 11th 2001 in the U.S, the National Organization on Disability (NOD)
strongly emphasized the importance of tapping the knowledge, experience, and opin-
ions of PwD and the need to ensure that PwD are included at all levels of prepared-
ness planning for all emergencies. Furthermore, it referred to the inclusion of people
with all types of disabilities: “deaf/hard of hearing, blind, mental illness, physical,
and non-apparent disabilities (i.e. cognitive, multiple chemical sensitivity)” [31: 16].

2 The Present Research

This is a mixed-methods research that studied a project which operated in Israel
during a period of armed confrontations along its northern border in summer 2006.
The case-study [32] is based on documentary material, project’s records, 16 in-
depth interviews with the partners and staff members of the project, and a survey
of a representative sample (N = 207) of people with disabilities who requested
assistance from the project [19].

It contributes to the accumulating knowledge about services for PwD in disas-
ters, from somewhat unique perspectives. Firstly, it addresses an emergency cre-
ated not by a natural disaster but by conditions of war. Secondly, it studies an ad
hoc project rather than a pre-prepared special emergency service or a special evac-
uation shelter.

It analyses what happened when a project constructed ad hoc to assist PwD
during an on-going emergency created by conditions of war, and operated by an
organization of and for PwD, struggled to cope with the diversified needs of peo-
ple with a vast variety of disabilities.

2.1 Context

As already said, the social and personal supports that surround people with dis-
abilities are fragile and particularly susceptible to the type of disruption that disas-
ters yield. So in emergencies PwD may encounter particular difficulties that make
the general facilities and assistance inaccessible to them.
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This is what was happening in Israel in the summer of 2006. The local welfare and
health systems were disrupted in the bombarded North which became a disaster zone,
and a number of problems and needs of PwD living in their community in the disaster
zone emerged—Iack of a nearby bomb shelter and difficulties in accessing available
shelters being just one of them. PwD, who’d lived independently until then, were left
without their security networks when many of their neighbors, and even welfare offi-
cials, moved temporarily to safer areas of the country together with their own personal
families. People with serious disabilities, who depended on 24/7 nursing at home,
were abandoned by their hired personal caregivers, who fled the warzone leaving
them without treatment, assistance, sometimes even without medication and/or food.

Although no official call for evacuation was issued and no evacuation centers
were established by the authorities, many people sought to leave the war zone and
had to find accommodation in safer areas. Among them were numerous PwD, who
needed help in finding an accessible/suitable place to stay. This was especially dif-
ficult in cases of a disabled couple, or a family of children with a disabled parent,
or people with communication disabilities. Even when a place to stay was found,
many PwD were unable to get there without suitable transportation.

In short, PwD living in their communities within the bombarded region needed
an address to turn to for help, a body that could respond to their needs. The exist-
ing public emergency services were inadequate for them, and 3rd sector organiza-
tions stepped into fill the void. Improvising was essential, because everybody was
caught unprepared for the emergency; and a dynamic framework was necessary,
one that could evolve while in motion.

So a program was initiated by NGOs aiming to respond to a deluge of requests
for assistance from PwD in the disaster zone.

The program was named MAGEN—a Hebrew word meaning “shield”—also
kind of an acronym of the program’s full name in Hebrew: Ma’ane Gamish leNe-
chim beherum, (i.e. “flexible response for PwD in time of emergency”).

High performance in response to disasters requires an ability to utilize unchar-
acteristically flexible decision making and expand coordination and trust of emer-
gency response organisations. These requirements are often superimposed on
conventional bureaucratic systems that rely on relatively rigid plans, exact deci-
sion protocols and formal relationships [7, 8]. MAGEN evolved as an ad hoc part-
nership between 3rd sector and governmental organizations. It was initiated by the
Unit for Disabilities and Rehabilitation at JDC Israel and an advocacy NGO called
The Israeli Human Rights Organization of People with Disabilities (IHROPD),
which became the operating body of the project. Other major partners were the
Association for Planning and Development of Services for Children and Youth at
Risk, and the Rehabilitation Department of the Ministry of Wel