Low Data Complexity Inversion Attacks
on Stream Ciphers via Truncated
Compressed Preimage Sets

Xiao Zhong!?, Mingsheng Wang?, Bin Zhang!*, and Shengbao Wu'2

! Trusted Computing and Information Assurance Laboratory, Institute of Software,
Chinese Academy of Sciences, Beijing, China
2 @raduate School of Chinese Academy of Sciences, Beijing, China
3 State Key Laboratory of Information Security, Institute of Information
Engineering, Chinese Academy of Sciences, Beijing, China
4 State Key Laboratory of Computer Science, Institute of Software, Chinese
Academy of Sciences, Beijing, China
zhongxiao4560163.com, mingsheng wang@aliyun.com,
{zhangbin,wushengbao}@tca.iscas.ac.cn

Abstract. This paper focuses on the analysis of LFSR-based stream
ciphers with low data complexity. We introduce a novel parameter called
the k-th truncated compressed preimage set (TCP set), and propose a
low data complexity attack to recover the initial LF'SR state via the TCP
sets. Our method costs very few keystream bits and less time than the
brute force under some condition. We apply our method to a 90-stage
LFSR-based keystream generator with filter Boolean function which can
resist the algebraic attack and inversion attack given by Goli¢ to the
greatest extent. It needs only 10-bit keystream to recover the 90-bit initial
state, costing less time and data than the algebraic attack. The time
complexity is also less than that of the inversion attack. Moreover, we
recover the 128-bit initial state of the stream cipher LILI-128 with our
method. The data cost is just 9 keystream bits along with a memory cost
of O(2%*), which is the minimum data cost to theoretically break LILI-
128 so far as we know. The time complexity is O(2'2%*), better than the
brute force. We also define a new security parameter called Tcomp and
suggest a design criterion for the LFSR-based stream ciphers.

Keywords: LFSR-based stream ciphers, k-th truncated compressed
preimage set, algebraic attack, inversion attack, LILI-128.

1 Introduction

Last decades have witnessed the fast development of stream ciphers. As a key
component of many stream ciphers, LFSR-based keystream generator is often
fused with nonlinear filter generator for better performance. There are many
stream ciphers which adopt the LFSR-based nonlinear filter generator, such as
Grain v1 [8], SNOW 3G [5], WG-7 [9] and LILI-128 [4].
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There are many classical analytical methods on LFSR-based stream ciphers,
such as algebraic attack [2,1] and inversion attack [6,7]. For LFSR-based gener-
ators with nonlinear filter Boolean function, the algebraic immunity [10] of the
Boolean function should be large enough to resist the algebraic attack. To resist
the inversion attack, the memory size of the stream cipher should be close or
equal to the length of the LFSR. We need to note that what is called “mem-
ory” has nothing to do with filters or combiners with memory and refers to a
specific inversion attack [6,7] in which the attacker guesses as many consecutive
bits of the LFSR as spanned by the taps of the filter function. What is called
“memory” in these attacks is the span of the filter function. Designers often
choose keystream generators filtered by Boolean functions of optimum algebraic
immunity along with large memory size.

Analysts value attacks on stream ciphers which cost less time than the brute
force or the declared security level. To sufficiently understand the security of the
analyzed stream cipher, we should pay attention to the fact that sometimes the
amount of the data available to the adversary is extremely small due to the prac-
tical restrictions. Then it is necessary to pursue the research of attacks costing
small amount of data, along with a time complexity less than the brute force or
the declared security level.

In this paper, we propose a low data complexity attack on the LFSR-based
keystream generators with nonlinear filter. Our method can recover the initial
LFSR state with very few keystream bits faster than the brute force under some
condition. It also shows that although the filter Boolean function is of optimum
algebraic immunity and the memory size is equal to the length of the LFSR,
our method may recover the initial state in less time and data than that of the
algebraic attack or inversion attack given by Golié¢, J.D. et al.

For the model of LFSR-based keystream generator with nonlinear filter Bool-
ean function f € B, where B, is the ring of Boolean functions in n variables,
we introduce two parameters called the k-th compressed preimage set (CP set)
and k-th truncated compressed preimage set (TCP set). We propose a low data
complexity attack to recover the initial LFSR, state via the k-th TCP sets. Our
method costs very few keystream bits to recover the initial state when the number
of the k-th TCP sets for the filter Boolean function is large enough. When the
algebraic immunity of the filter function is optimum, people can try our method
to see whether they can recover the initial state with less time and data than
that of the algebraic attack.

Our method can recover the initial LFSR state with time complexity less than
the exhaustive search on condition that at least one k-th appropriate TCP set
(ATCP set) exists. We define a new security parameter called Teopm, when there
exists at least one k-th ATCP set. To resist our attack, we suggest that Tecomp
should be larger than 2!=1, where [ is the length of the LFSR, which is another
design criterion for the LFSR-based stream ciphers.

Furthermore, we apply our method to a 90-stage LFSR-based keystream gen-
erator with a 9-variable Carlet-Feng Boolean function as its filter, and its memory
size is 90, which indicates that it can resist the algebraic attack given in [2] and
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inversion attack [6,7] to the greatest extent. The time complexity of our method
to recover the 90-bit initial state is Teomp = O(2751), and the data complexity is
D.omp = 10 bits. The time complexity of the algebraic attack is Taa = O(276-2)
with a data complexity of D44 = O(2%54). Moreover, the time complexity of the
inversion attack [6,7] is close to O(2%°), which is larger than that of our method.
We also recover the 128-bit initial state of the stream cipher LILI-128 with our
method. The data cost is just 9 keystream bits along with a memory cost of
O(28%), which is the minimum data cost to theoretically break LILI-128 so far
as we know. It highlights the advantage of the low data cost for our method.
The time complexity is O(2!224), better than the brute force.

This paper is organized as follows: Section 2 introduces some preliminaries
related to our work. In Section 3, we introduce two novel parameters called the
k-th compressed preimage set and k-th truncated compressed preimage set and
give an algorithm to compute the k-th ATCP sets. In Section 4, for LFSR-based
keystream generators with nonlinear filter Boolean function, we propose a low
data complexity attack to recover the initial state via the k-th TCP sets. An
example is given in Section 5, along with the analysis of the time and data
complexity. We also apply our method to the stream cipher LILI-128 in Section
6. Section 7 concludes this paper.

2 Preliminaries

2.1 Brief Description of the LFSR-Based Keystream Generator
with Nonlinear Filter

Denote the ring of Boolean functions in n variables as B,,. Let f be any Boolean
function in B,,, denote S1(f) = {x € F}|f(x) = 1}, So(f) = {z € F&|f(x) = 0}.

In this paper, we focus on the model of LFSR-based keystream generator with
nonlinear filter Boolean function, which is a common component of the stream
ciphers. Figure 1 shows the general model.

keystream

Fig. 1. LFSR-based keystream generator with nonlinear filter

First, we give a brief description for this model. Let the length of the linear
feedback shift register be [. L is the “connection function” of the LFSR, and it
is linear. The LFSR generator polynomial is a primitive polynomial p(z) = pg +
p1z+...+p_12' 7 2!, Let the initial state of the LFSR be s° = (s, 51, ..., 51-1),
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and it generates a m-sequence sg, S1, S2, .... For sake of narrative convenience, we
call this m-sequence as LFSR sequence. The state of the LFSR at time t is

s" = (81, 141, s St1-1) = L' (0, 51, .., $1-1),
which is filtered by a balanced nonlinear Boolean function f € B, and out-

puts one bit ¢, at time t. For any ¢, there are 2"~! possible preimage tuples
(s},52,...,s%). Define the corresponding preimage set as

Se, = {s € F3'|f(s) = e}

Our goal is to recover the [ initial state bits of the LFSR. Suppose we observe
m = HJ keystream bits ¢y, Ctyy -ees, ., ab time ¢y, to..., £, then we can build
an equation system.

-1
cr, = f(s") = F(L"(s0, .y 81-1)) = Y _ a5 jsj,i=1,2,...,m. (1)
j=0

Notice that the “connection function” of the LFSR is linear, so the coefficient
a;,; can be derived from the “connection function” L. Moreover, if the coefficient
matrix of the equation system (1) is full rank, then its solution is unique, resulted
to the initial state bits of the LFSR.

2.2 Algebraic Attack and Inversion Attack

In this section, we would like to review two classical methods: algebraic attack [2]
and inversion attack [6,7], which are efficient analytical methods on LFSR-based
keystream generators.

Algebraic Attack
With the same notation in Section 2.1, for each ¢;, we can construct an equation
involving some key bits and initial value as its variables. Denote the output of
the filter generator by cg, c1, ca, ..., where ¢; € F3, then we can get the following
equation system:

Co :f (80781,...,81_1)

C1 = f(L (807 S1y-eey 81_1))

C2 = f(LQ(So,Sh ey 81-1)) (2)

Then the problem of recovering the [ initial state bits of the LFSR is reduced to
solving the equation system (2).

The main idea of the algebraic attack proposed in [2] is to decrease the degree
of the equation system (2) by using the annihilators of f or f + 1.

Algebraic attack motivated the research of the annihilators and algebraic
immunity for Boolean functions.
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Definition 1. [10] For f € By, define AN(f) = {g € Bn|fg = 0}. Any function
g € AN(f) is called an annihilator of f. The algebraic immunity of f, denoted
by AI(f), is the minimum degree of all the nonzero annihilators for f or f+ 1.

By Courtois and Meier’s theorem [2], AI(f) < [ ]. In general AI(f) should be
as large as possible in order to resist the algebraic attack.

Table 1 shows the complexity of the algebraic attack on the LFSR-based
keystream generator in Figure 1, where N = ( A Il( f))’ w is the parameter of the

Gaussian elimination and in theory w < 2.376 [3].

Table 1. Complexity of AA for the Model in Figure 1

Time Data Memory
N N N?

While as the authors of [2] declare, the (neglected) constant factor in that
algorithm is expected to be very big and they regard Strassen’s algorithm [12]
as the fastest practical algorithm. Then they evaluate the complexity of the
Gaussian reduction to be 7 - N9 /64 CPU clocks. Many scholars adopt w = 3
when they use Table 1 to evaluate the time and data complexity of the algebraic
attack. In this paper, we also adopt w = 3 in Table 1 to estimate the complexity
of the algebraic attack.

Inversion Attack

The main idea of the inversion attack is proposed in [6,7]. With the above nota-
tions, let v = (y;)"_; denote the tapping sequence specifying the inputs to the
filter Boolean function f, and let M = ~,, — 7, denote the input memory size
of the nonlinear filter generator regarded as the finite input memory combiner
with one input and one output.

The inversion attack in [6] targets to the case when the filter function is linear
in the first or the last input variable, and runs forwards or backwards accordingly.
The attack guesses M-bit unknown initial LFSR, bits first and then recover the
initial LFSR state by taking advantage of the property of the filter function and
the recursion of the LFSR.

It takes 2M~1 trials on average to find a correct initial memory state. One
may as well examine all 2™ initial memory states.

Goli¢, J.D. et al. generalized the inversion attack in [7]. Unlike the inversion
attack which requires that the filter function be linear in the first or the last
input variable, the attack in [7] can be applied for any filter function. The time
complexity remains close to 2.

Remark 1. In fact, since algebraic attack and inversion attack are powerful tools
for the LFSR-based stream ciphers with nonlinear filter generators, designers
often adopt Boolean functions of optimum algebraic immunity, with a memory
size close or equal to the length of the LFSR.
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3 k-th Truncated Compressed Preimage Sets

In this section, we propose two novel parameters called the k-th compressed
preimage set (CP set) and k-th truncated compressed preimage set (TCP set),
which helps to recover the [-bit initial LFSR state. To begin with, we give the
following definition.

Definition 2. For a balanced Boolean function f(x1,x2,...,2n) € Bn, we can
get the preimage set S,(f) for f(z) = u, u € {0,1}. For a fized k € [1,n],
for some fized set of indexes I = {i1,ia,...,7k} C {1,2,...,n} and a certain k-
dimensional vector b = (b, ba, ...,by) € F¥, define the k-th compressed preimage
sets of Su(f) as:

exp = {a € Su(f)|ai, =bj forj=1,2,.. k}.

Denote

Nip = |ewp

b

here |.| denotes the number of the elements in a set.
Define the k-th truncated compressed preimage set Ey p corresponding to Ny p as

Erp = {0} = {(b1, ba, ... )}

Then we can get that for f(x1,x9,...,2,) = u, the probability that p(z;, =
bl,.’biz = bg, ey Ly, = bk) is
~ Ngp
Pk = on—1"
Notice that there may exist another k-dimensional vector b = (b/17 b;, . b;e) €
F¥ such that leg.y | = Nip-
For f(z) = u, given a k-th TCP set of S, (f), Exp = {(b1,b2,...,br)}, we can

get that p(f(x1,z2, ..., xn) = ulxy, = b1, @iy = bo,..,x, = b)) = évn’“_’ﬁ. We use

the method called “guess and determine” to solve this nonlinear equation at an
expected cost of e 2n=F=2_ for the worst complexity is
the exhaustive search of the 2"~* possible bit-strings for the left n — k unknown
bits, and the best case is that one of the left n — k unknown bits can be uniquely
determined by guessing the other n—k— 1 bits. The probability that the solution
is the right one is p = évn’“;’;.

Then we are expected to do the above operation ]10 times to get the right
solution, we can make it by choosing ! keystream bits.

The time complexity that we recover the right solution is

22n—k—2 + 22n—k—3

1
T=". 2n—k—1 + 2n—k—2 —
D ( ) Nip

The data complexity is
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We can derive that when 27=k=1 4 2n=k=2 < N, | < 27n=F then T < 2771,
which means that it is less than the complexity of exhaustive search. We call the
k-th TCP sets which satisfy the condition 27—F=1 4 2n=Fk-2 < Nip < on—k ag
the k-th appropriate TCP sets (ATCP sets). The following example shows that
we can make the complexity strictly less than the exhaustive search with our
idea.

Ezample 1. Given a 5-variable Carlet-Feng Boolean function f = xyxoxses +
T1X2X5 + XX +X1L304X5 +T1L3L4 + T1X3T5 + X 1X4T5 + L1244 + XToX3 + ToXaxs +
ToTs + x3xa + xaxs + 1. |So(f)] = |S1(f)| = 16. Table 2 shows some k-th ATCP
sets of So(f) and S1(f). Here we choose to compute the sets for k = 2.

Table 2. Compute the k-th appropriate TCP sets of So(f) and S1(f)

(a) ATCP sets of So(f) (b) ATCP sets of S1(f)
k Indexes Nrp b k Indexes Nrp b
2 {45} 7 {L1} 2 {2,4} 7 {0,0}
2 {14} 7 {11}

From Table 2, for f(x) = 0, the time complexity to recover the right solution
is
22n—k—2 + 22n—k—3 _ 26 + 25 _ 2377
Ny, 7

For f(z) = 1, the complexity to recover the right solution is

To = < 24,

2277,71672 22n7k73 26 25
+ Iy X

24,
Ny, 7

T =
We give an algorithm to compute the k-th appropriate TCP sets which satisfy
2717]{771 + 2717]{772 < Nk b < 2n7k.

Algorithm 1. Compute the k-th ATCP sets of S, (f) (ATCP Algorithm)

Input: Boolean function f, u € {0, 1}.
Set B =0, Ey = Su(f), k=1.
while k < n do
for {i1,iz,...,ix} € {1,2,...,n}, b= (b1, ba,...,b;) € FF do
Compute Eyp defined in Definition 2 and the corresponding Ny »;
if 2n7FTl ponTk=2 o Ny, < 277F then
E = EU{((i1,%2, .., %k), Nk, Fi.p) };

k=k+1;
Output F.
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4 Low Data Complexity Inversion Attack to Recover the
Initial LFSR State via the k-th ATCP Sets

According to Section 2, we can reduce the problem of recovering the initial state
of LFSR to solving an equation system whose coefficient matrix is full rank.

With the same model introduced in Figure 1, let the length of the LFSR be
l. The LFSR sequence is sg, s1, So2, .... The nonlinear filter Boolean function is
f € B,, which is balanced. The keystream bits generated by the LFSR-based
nonlinear filter generator are cg, c1, ca, ...

In this section, we give a method to recover the initial LFSR state via the k-th
ATCP sets. We divide the process into two parts. One is the precomputation
phase, the other is the online phase.

Precomputation Phase: For Boolean function f € B, for a fixed k € [1,n],

compute the k-th ATCP sets of So(f) and S1(f) respectively, and denote them

as group Gg and group G1. Choose one set from each group and denote them as
k,b

Ey and F; respectively. Compute the corresponding probability py = é\;_l and

N ’
p1 = 4.1, where Ny, and N, s can be derived from the output of the ATCP

algorithm.
Online Phase: Denote m = [ ' ].

Step 1: According to the specific tap positions of the filter Boolean function
f, choose m-bit keystream ¢, , ¢ty ..., ¢t,, (continuous or not) which satisfy the
following condition:

(1)Denote the set of the tap positions corresponding to ¢;, as Ay, = {s{ , s7, ...,
s }. Require that A, i =1,2,...,m are pairwise disjoint.

(2)The coefficient matrix of the corresponding equation system c;, = f(s*) =
F(LY(sgy ey 81-1)) = Zé;g a; ;S;, ¢ =1,2,...,m should be full rank.

Step 2: For each ¢;,, we can get the k-th ATCP sets of S¢, (f) from the precom-
putation phase directly. Choose one set and denote it as Fj,, and then we can
get a nonlinear equation with probability of p., . Solve this nonlinear equation

with “guess and determine” method, we can get a candidate solution Et for
f(x) = ¢;, with an expected cost of 2" "%~ 4+ 27=%k=2 Then we can get a candi-
date vector E = Ey,||Ey,||---||E:,, for I bits of the LFSR sequence, where “||”
denotes a concatenation of two vectors. Because A;,, i = 1,2, ..., m are pairwise
disjoint and the coefficient matrix of the corresponding linear equation system is
full rank, the probability that F is the right solution for the I-bit LFSR sequence
is P =pe, "Pey, = Doy, -
Step 3: Test the candidate vector F and check that if it is the right one. If it
is, then we can derive the initial LFSR state bits, otherwise back to Step 2.
We can also choose the other sets in group Gy and group G to do the operation.

With the similar analysis in Section 3, the time complexity of the online phase
is

n—k—1 n—k—2\m 1
T=(2 +2 )" P (3)

According to Algorithm 1, we know that 11, < (2",_k_217:21n_k_2 )™, then T < 2!=1,
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In the precomputation phase, compute all the k-th ATCP sets of So(f): E¢,
E3,..., and denote the number of them as lg. Also, compute all the k-th TCP
sets of S1(f): Ei, E?,..., and denote the number of them as [;.

For the keystream bits chosen in Step 1: ¢, ¢4y, .., Ct,, , denote

m?

no = |{et;ler, =0,i=1,...,m},n1 = [{e|er, = 1,i=1,...,m}|.
Then for each m-bit keystream chosen in Step 1, the number of the candidate

vectors for the | LFSR sequence bits in Step 2 is
5o - 1.

Then the data complexity of our method is

1
D=m- lnol,jlnl' (4)
0 1

When the parameters [y and [; are large enough such that

1
Poo<1, (5)

no ny —
lO 'll

then the data complexity of our method would become very small, that is, we
need only m keystream bits to recover the initial state of the LFSR. In fact, the
values of Iy and [y can satisfy the condition (5) in most cases.

For a fixed k € [1,n], when there exists at least one k-th ATCP set, we give
the following definition.

Definition 3. For a fized k € [1,n], denote the time complexity and data com-
plexity to recover the initial LESR state via the k-th ATCP sets as Ty and Dy
respectively, define

Teomp = min{Ty|k € [1,n]}.

Denote the data complezity corresponding to Teomp S Deomp-

Remark 2. Our method suggests a new design criterion for the LFSR-based
stream ciphers with nonlinear filter. Suppose the time complexity of our method
to recover the [-bit initial LFSR state is T¢omp given in Definition 3, and the cor-
responding data complexity D.om;p is acceptable, then the stream cipher should
satisfy the following condition to resist our attack:

271 < T (6)

In the next section, we would like to give an example to show how to apply
our method to the LFSR-based nonlinear filter keystream generators.
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5 Analysis on a Keystream Generator with a Filter
Boolean Function of Optimum Algebraic Immunity

In this section, we choose a model of keystream generator with nonlinear filter
Boolean function which can resist the algebraic attack [2] and the inversion at-
tack [6,7] to the greatest extent. Let the length of the LFSR be 90. The filter
Boolean function f is a 9-variable Carlet-Feng Boolean function which is listed
in Appendix A. The input memory size of the filter function is 90, which is the
length of the LFSR. We can see that the stream cipher possesses two advantages:
optimum algebraic immunity and large input memory size. The keystream gen-
erator outputs one bit each clock. In the following, we apply our method to the
above keystream generator.

First of all, we compute the k-th ATCP sets of Sy(f) and S1(f) using the
ATCP algorithm. Practically, we usually choose the k-th ATCP sets whose Ny
is large, which helps to decrease the time and data complexity. Table 3 shows
some k-th ATCP sets of So(f) and S1(f).

Table 3. Compute the k-th appropriate TCP sets of So(f) and S1(f)

(a) ATCP sets of So(f)

k  Indexes Nip b k Indexes Ny b
5{1,2,6,7,8} 13 [0,0,1,1,1]5  {1,56,7,9} 13 [0,1,1,1,0]
5{2,3,5,7,9} 13 [1,1,0,0,0]5  {1,2,3,5,6} 13 [1,1,1,0,1]
5{2,3,4,6,7} 13 [1,0,0,0,1]5  {3,4,5,6,8} 13 [0,1,1,1,0]
5{4,5,6,8,9} 13 [1,1,1,0,0]5  {1,3,5,7,9} 13 [1,0,1,0,1]
5{1,3,5,6,8} 13 [0,0,1,1,0]5  {3,4,5,7,8} 13 [1,0,0,0,1]
5{2,4,5,7,9} 13 [0,1,1,0,0]5  {1,3,4,8,9} 13 [1,0,0,1,1]
5{2,3,7,8,9} 13 [0,0,1,1,1]5  {1,3,4,6,8} 13 [0,1,1,0,0]
5{1,2,4,6,8} 13 [1,1,0,0,0]5  {1,2,4,5,9} 13 [1,1,0,0,1]
54{2,4,6,8,9} 13 [0,1,0,1,1] 6 159 groups of indexes 7 many
(b) ATCP sets of S1(f)

k  Indexes N b k Indexes Ni.b b
5{1,3,4,5,6} 14 [0,0,1,1,0]5  {1,2,3,7,9} 14 [1,1,0,0,0]
51{1,2,3,4,8} 14 [0,1,1,0,0]5  {4,6,7,8,9} 14 [1,01,1,0]
5{1,2,6,8,9} 14 [1,0,0,0,1]5  {2,3,4,5,9} 14 [0,1,1,0,0]
5{1,5,7,8,9} 14 [0,1,0,1, 1] 6 130 groups of indexes 7 many

We choose (990] = 10 keystream bits which obey the two conditions in Step
1 given in Section 4, and denote them as ¢, ¢y, , ..., Ct;,- Then we follow Step
2, here we choose k = 6. Denote ng = |{ct,|cr;, = 0,4 = 0,1,...,10}| and n; =
et ler, = 1,4 = 0,1,...,10}|. Then the time and data complexity of recovering
the 90-bit initial LFSR state by the low data complexity attack are

TLDA _ (297671 + 297672)10 . (2$6)10 _ 275‘1.
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(256)10

D =10- 7 )
oA =10+ 00l 130m

256)10

7
Because 1597013071
state, then

< 1, we just need 10 bits to recover the 90-bit initial LFSR

Drpa = 10.
The successful probability that we can recover the right 90-bit initial state is

7
256

P=1-(1—( )10)(236)10 ~1—e ' ~0.63.
According to Table 1, the time and data complexity of the algebraic attack on
this model are

e () = (2 = ()= (3) -

If we adopt inversion attack [6,7] to analyze this model, the time complexity
Ty 4 is close to 299,

Table 4 shows the comparison among our method (LDA), algebraic attack
(AA) and inversion attack (IA) on the above model.

Table 4. Comparison among LDA, AA and TA

Trpa Drpa Taa Daa Tra
0(2751) 10 0(27642) 0(22544) near 0(290)

We can see that our method costs less time and data than the algebraic attack
[2] in this case. The time complexity is also less than that of the inversion attack
[6,7].

Remark 3. For the LFSR-based keystream generator model given in Section 2,
when the filter Boolean function is of optimum algebraic immunity, people can
try our method to see whether the cost of time and data can be less than that
of the algebraic attack.

6 Low Data Complexity Attack on LILI-128 via the k-th
TCP Sets

In this section, we apply our method to the stream cipher LILI-128 [4] to show
the advantage of the low data complexity for our method. The structure of the
LILI-128 generator is illustrated in Figure 2. It contains two subsystems: clock
control and data generation.



142 X. Zhong et al.

[ [ [
[ [ | |
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Fig. 2. Structure of LILI-128 Keystream Generator

The clock-control subsystem of LILI-128 adopts a pseudorandom binary
sequence produced by a regularly clocked LFSR, LFSR,, of length 39 and a
function, f., operating on the contents of k = 2 stages of LF'SR,. to produce a
pseudorandom integer sequence, ¢ = c(t)toil. The feedback polynomial of LF'SR,
is chosen to be the primitive polynomial

$39+$35 +1’33+.’£31 +1’17+x15+.’£14+1’2+1.

The data-generation subsystem of LILI-128 uses the integer sequence ¢ pro-
duced by the clock subsystem to control the clocking of a binary LFSR, LF'SRy,
of length Ly = 89. The contents of a fixed set of n = 10 stages of LF SR, are
input to a specially chosen Boolean function, f;. The binary output of fy is the
keystream bit z(t). After z(t) is produced, the two LFSRs are clocked and the
process repeated to generate the keystream z = z(t)fil.

The feedback polynomial of LFSRy is chosen to be the primitive polynomial

J}89—|—.’L‘83+J}80+.’L‘55+.’L‘53+J}42+.’IL‘39+.’I,‘+1.

The initial state of LFS Ry is never the all zero state. Let the stages of LF'SRy
be labeled a[0], a[1], ..., @[88] from left to right. Let the LFSR shift left. Then at
time ¢, we have the following formula to calculate the feedback bit:

a[89+1] = a[88+t]Da[50+t]|Ba4T+])®al36+]Da[34-+t] a9+t a6+t ®alt],

where @ indicates the exclusive-or operation on bits(equivalent to addition
modulo 2).

The 10 inputs to fy are taken from LF SR, according to this full positive
difference set: (0,1,3,7,12,20,30,44,65,80). The following is the expression of f4:

fd = T4TeT7T8TOT10 + T5T6T7T8T9T10 + T4T6T7T9T10 + TET6T7TIT10 + TITTTITIT10
FT4T7TLTYXT10 + TaT6LTTILY + T5TETTLITY + TATIL9T10 + TeXLLYXT10 + TaT6T7TY +
T5L6L7LY + L2L7LIXLY + T4L7XIXLY + TIL7XIL10 + T5L7X8L10 + L2XL7XIT10 + T4T7LIX10
+Tex7x9T10 + T1X8T9XT10 + T3TIX9X10 + TeX7X10 + T3T8X10 + TaXsX10 + T2X9x10 +
T3T9X10 +XaT9X10 +X5L9T10 +X3L7TY+LeT7X9+T3X8LY +X6T8X9 +T4X7L10+T5X7X10+
TeX7 + T1T8 + T2X8 + T1T9 + T3T9 + Tax10 + TeX10 + T2 + T3 + Ta + X5.
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To begin with, we first guess the 39-bit internal state of LF'SR. and attack the
second component LF'S R, alone. The total time complexity should be multiplied
by 239. In the following, we recover the internal state of LF SR, by using our
method given in Section 4.

In the case of LILI-128, for k = 5, even the parameter Ny ; defined in Defini-
tion 2 is less than 2"~ F~1 4-27"=%=2 the time complexity of recovering the initial
state is better than the brute force, which highlights the power of the TCP sets.
To comprehensively consider the requirements of less time complexity than the
brute force and low data complexity, we choose the 5-th TCP sets whose Ny 4
satisfy the condition of 20 < Ny, < 32. Table 5 shows the 5-th TCP sets which
would be adopted.

We choose f?g] = 9 keystream bits which obey the two conditions in Step 1
given in Section 4, and denote them as ¢t,, ¢y, , ..., ¢, Denote ng = [{cy,|e, =
0,i=0,1,...,9} and ny = |{c;|er, = 1,0 =0,1,...,9}.

Then the time and data complexity of recovering the 128-bit internal state of
LILI-128 are about

939 (910-5-1 | 510-5-2\9 (21250 (D120 39 o0 O1209 1094
Trpa =2"-(2 +2 )-(20) ~(20) =2 ~24~(20)_2 .
(512 )'no . (512 )nl

Dupa =940, g5m
. (52102)71,0.(52102)71,1 . .
Notice that * 2%, ;20" <1, then the data complexity is

We need to store the k-th TCP sets of Sp(f) and S1(f) shown in Table 5. Then
the required memory is

Mppa = (36 +35)-5 =255,

The successful probability that we can recover the right 89-bit LF SR, internal

state is
20

512
If we apply algebraic attack to LILI-128, the time and data complexity are about

3 3
Tan = 2% (A??f)) — 939, (849) —91027 p o (Ai?f)) _ (849) 9212

The required memory is about

- ) < (3) -

As related research we note that Tsunoo, Y. et al. proposed an attack which
recovers the internal state of LILI-128 by using 27 keystream bits and 2%9-!
computations, along with 228-6-bit memory [11].

Table 6 shows the comparison among our method (LDA), algebraic attack
(AA) and the method in [11] on LILI-128.

P=1-(1-( )% ~1-e! ~063.
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Table 5. Compute the 5-th TCP sets of So(f) and S1(f)

Indexes
{1,3,4,5,6}
{1,2,4,5,6}
{1,2,3,4,6}
{1,2,3,4,5}
5{2,5,6,7,10}
5 {2,5,6,8,9}
5 {2,5,6,8,9}
5 {2,3,4,5,6}
542,5,6,9,10}
5 {2,5,6,7,9}
5{2,5,6,8,10}
542,5,6,7,10}
5 {1,2,3,4,6}
5 {1,2,3,5,6}
542,5,6,7,10}
5 {2,5,6,7,8}
5 {2,5,6,7,8}
5 {2,5,6,7,9}

ot Ot Ot Ot ¥

Indexes
{1,3,4,5,6}
{1,3,4,5,6}
{2,5,6,7,9}
{2,5,6,8,9}
{2,5,6,7,8}
5{2,5,6,9,10}
5{2,5,6,7,10}
5{2,5,6,8,10}
5{2,5,6,9,10}
5 {1,3,4,5,6}
5{2,5,6,9,10}
5 {2,5,6,7,9}
5 {2,5,6,8,9}
5{2,5,6,7,10}
5 4{2,3,4,5,6}
5{2,5,6,8,10}
5{2,5,6,9,10}
5 {2,5,6,8,9}

ot Ov Ot Ot

ot

Nip
22
21

Nip
20
20
20
20

(a) TCP sets of So(f)

k  Indexes  Ngp
5 {2,3,4,5,6} 22
5 {1,2,4,5,6} 21
5 {1,2,3,4,5} 20
5 {2,5,6,7,9} 20
5{2,5,6,9,10} 20
5{2,5,6,8,10} 20
5{2,5,6,9,10} 20
5 {2,5,6,8,9} 20
5 {1,3,4,5,6} 20
5
5
5
5
5
5
5
5

I

I

)

I

’

)

’

0,0
0,0
1,1
0,0
1,0
1,1
1,1
0,0
1,0
1,1]5 {2,5,6,7,8} 20
1,0]5{2,5,6,7,10} 20
1,0]5 {2,5,6,8,9} 20
0,0]5{2,5,6,8,10} 20
1,1]5 {2,5,6,8,10} 20
1,0]5 {2,5,6,7,8} 20
1,1]5 {1,2,3,5,6} 20
1,1]5{2,5,6,9,10} 20
1,1]5 {2,5,6,7,9} 20

(b) TCP sets of S1(f)

k Indexes Ni.»
5 {1,3,4,5,6} 20
5 {1,3,4,5,6} 20
5 {2,5,6,7,8} 20
5{2,5,6,7,10} 20
5{2,5,6,8,10} 20
5 {2,5,6,7,8} 20
5{2,5,6,8,10} 20
5 {2,5,6,7,9} 20
5 {2,3,4,5,6} 20
5 {1,3,4,5,6} 20
5
5
5
5
5
5
5

)

OO0 RO REFEOOOO

—FP 00000 RO R FRFORFRFOOOODT

’

)

)

I

)

)

I

—HEPOFRPF OO OFR OO0

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

{2,5,6,7,9} 20
{2,5,6,7,8} 20
{2,3,4,5,6} 20
{2,5,6,8,9} 20
{2,5,6,7,10} 20
{2,3,4,5,61 20
{1,2,3,4,6} 20
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Table 6. Comparison among LDA, AA and method in [11]

T D M

Our method O(2'*2%) 9 0(2%?)
Algebraic attack O(2'°%7) O(2%'2) 0(2***)
Method in [11] O(2°°%) 0O(27) 0O(2%9)

7 Conclusion

This paper introduces two novel parameters for Boolean functions called the k-
th compressed preimage set (CP set) and k-th truncated compressed preimage
set (TCP set). We give an algorithm to compute the k-th appropriate TCP sets
and propose a low data complexity attack to recover the initial LFSR state via
the k-th TCP sets. Our method costs very few keystream bits to recover the
initial state when the number of the k-th TCP sets is large enough. We apply
our method to a 90-stage LFSR-based keystream generator with a 9-variable
filter Boolean function of optimum algebraic immunity. The time complexity
and data complexity are both less than that of the algebraic attack [2]. The
time complexity is also less than that of the inversion attack [6,7]. Moreover,
we recover the 128-bit initial state of the stream cipher LILI-128 by using our
method. The data cost is just 9 keystream bits along with a memory cost of
O(28%), which is the minimum data cost to theoretically break LILI-128 so far
as we know. It highlights the advantage of the low data cost for our method.
The time complexity is O(2'224), better than the brute force. Our method also
suggests a new design criterion for the LFSR-based stream ciphers with nonlinear
filter: with an acceptable data cost, the parameter T¢,p,, should be larger than
2!=1 where [ is the length of the LFSR.
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A Appendix: 9-variable Carlet-Feng Boolean Function

f = 2120030425267 T8 + T1T2T3T4T5T6 T8 + T1T2L3T4T5T6TY + T1T2T3T4T5T6 +

T1X2X3TAT5L7TITYTT1X2X3TAT5X8+T1X2T3L4T6L7+T1T2X3T4T6LITY+T1T2T3 L4

T7XRTY + T1X2T3TAL7T9 + T1T2T3T4TITY + T1T2X3T5TeX7T9 + T1X2T3T5T6 X8 +

T1X2X3TEL7TY + T1T2T3T5T7T9 + T1T2X3T5T7 + T1T2T3T5T8T9 + T1T2T3X528 +

T1T2T3T5T9 + T1T2T3T6T7TTY + T1X2X3T6 T 7T + T1T2T3LeL7Ty + T1T2T3T6T7 +

T1T2X3T6T8+T1T2T3T7T+T1X2X3T8+T1X2T3T9+T1T2X4T5L6T7LT9+T1L2T4T5

TeX7XY9+T1X2T4T5T6L9+T1T2X4T5T7LITY+T1T2X4T5TIT9+T1T2X4T5T9+ L1 X224

TEXTXIT9TL1T2T4TEL 7T+ T1X2T4T6L7 +T1T2T4L6T8TY +T1T2T4L6T+T1X2T4T6

FT1X2T4T7XRFT1X2T4T7X9+T1X2T4TRFT1X2T4T9+T1T2X5T6L7X8+T1X2T5T6 X7+
T1T2X5T6T8 + T1T2T5T7T8T9 + T1X2T5T7X8 + T1X2T5T8T9 + T1X2T5T9 + T1T2%6

T7X8T9 + T1T2TELTy + T1X2TeT8 + T1T2Tg + T1X2T7T8 + T1X2x7x9 + T1T2T7 +

T1T2T8 + T1T2T9 + T1T3T4T5LeL7LILY + T1X3L4T5LL7LY + L1X3T4T5L6X7T9 +

T1X3T4T5L6XT9TT1TIL4T5T6T8TT1X3X4T5 LT+ T1X3T4L5T6+L1T3L4T5T7T8TY

FT1X3T4TET7T+ X1 T3TAL5T7L9 +T1T3T4T5T8 +T1T3X4T5L9 +T1T3T4T5 +T1T3L4

TeL7XIT9TL1TITATEL 7T TL1X3TAT6LTXY9+T1T3X4T6L7 +T1T3TAL7TIT9+L1T3T4

TrT8+T1T3T4T7TY+T1T3T4T8+T1T3T5T6T7LT8LY+L1L3T5T6L7L8+T1T3T5T6T8+

T1T3T5T7T8 + T1T3T5XT7 + T1T3T5T8T9 + T1T3T5T8 + T1T3L6L7x8 + T1T3T6T7T9 +

T1X326T8 + T1T3T6 + T1T3T7TT9 + T1T3T7x8 + T1T3X7 + T1X3T8T9 + 1378 +

T123+T1T4T5T6T7T8LY+T1TAX5T6L7L8+T1TAT5L6T7 +L1X4T5T6LT9+T1L4T5T6

FT1X4T5T7TRTY +T1T4T5T8T9 + X1 X4T5X8 +X1TAT5L9 +T1T4T5 +T1T4TeX7T8T9 +

T1T4T6T7TYFT1T4T6T7+T1T4T6T8T9TT1T4T6L9+T1T4T7X8+T1T4T7+T1T4T8T9+
T1T4+T1T5T6T7T8 +T1T5T6T7T9 T T1T5L6X7 +T1T5L6L8L9+T1T5L6T9 +T1T5T7+

T1T5T8TY + T1T5T8 + T1TeL7T8T9 + T1T6XT7x8 + T1T6T7T9 + T1T6T7 + T1T6T8 +

T1X6+T1X7+T1X8T9+T2X3T4T5T6L7 +T2T3T4XT5T6L9 +T2T3T4T5T 7L +T2X3T4T6

T7XRLY+T2X3T4TELILY+T2T3L4TEL8 +T2X3TAT6L9+T2X3T4T7TLY +T2T3L4T7T

TT2T3T4T7T9 +T2XT3T4T3T9+T2L3L4T9 +T2T3T5T7T8TY +T2X3T5X7XT3+T2T3T5T7

T9+T2T3T5L7+T2T3T5T8T9 T T2L3L5L9 +T2T3T6T7LITY T L2L3LeL7L8+T2T3T6T7

T9+T2T3T6XT3T9+T2T3L7L9+T2T3L7+T2T3TIT9+T2T3T8+ X239 +T2TuT5T6 L7+
T2X4T5T6LRTY+T2TAXT5T6L9 +T2T4T5L6+T2TAT5X7T8LY +T2T4T5L7 T+ T2 4T5T8

T9 + T2T4T5T9 + T2T4TeXT9 + T2T4TeXg + T2T4T6T9 + T2XaT7T8TY + T2X4T7T9 +

ToX4X7 + T2X4TTY + T2T4T8 + T2T4T9 + T2T4 + T2T5X6T7T8TY + T2T5T6L7T8 +

T2T5T6T7 + T2T5T6X9 + T2T5T6 + T2X5T7XT8T9 + T2T5T7T8 + T2T5X8%9 + T2TsT8 +

ToT5+T2T6T7T8TY +T2T6T7T8 +T2T6T8 +T2T6T9 +T2T7TT9 +T2T7T8 +T2T7T9+

ToX7 + T2X8 + T3T4T5X6T7T8 + T3T4T5T6LRTY + T3TAT5X7T9 + T3T4XT5X8T9 +

T3T4TET8LYFTIT4TET8TTILALTTILYTLIL4XY+X3T4T9+T3T5L6T7L8+T3T5T6T7+
T3T5X6T8T9 + T3T5L7XT9 + T3T5T8 + T3T5T9 + T3T5 + T3T6T7LIT9 + T3TeL7T8 +

T3T6T7 + T3TeTyT9 + T3T6T9 + T3Te + T3T7T3T9 + T3T7T9 + T3TgTy + T3xg +

T3T9 + T4T5T6T7T8T9 + TaT5T7T9 + TaT5X9 + TaTeT7T8T9 + TaTeXT7X8 + TaT6T9 +

T4T6 + T4T7TT9 + T4T7X + TaT7 + T4T9 + T5T7T8T9 + T5T7 + T5T8T9 + T5xg +

Texs + Telg + Tr7r9 + 1.
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