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Abstract. With increasing complexity of systems under surveillance, demand
grows for automated video-based surveillance systems which are able to sup-
port end users in making sense of situational context from the amount of avail-
able data and incoming data streams. Traditionally, those systems have been
developed based on techniques derived from the fields of image processing and
pattern recognition. This paper presents MOSAIC (Multi-Modal Situation As-
sessment and Analytics Platform), a system which aims at exploiting multi-
modal data analysis comprising advanced tools for video analytics, text mining,
social network analysis, and decision support in order to provide from a richer
context an understanding of behaviour of the system under surveillance and to
support police personnel in decision making processes.
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1 Introduction

As we attempt to monitor increasingly complex behaviour in larger systems, under-
standing this behaviour from the amount of available data becomes less manageable
for the human analyst, possibly leaving a knowledge gap that hinders effective deci-
sion-making. One of the key problems for end users of surveillance systems is to
‘connect the dots’ or to quickly find the few pieces of relevant information from dis-
parate systems and data to establish a greater picture of current situational context.
Available information may be structured or un-structured, quantitative and qualitative,
of multiple formats, e.g. text, documents, images, videos, or streaming data such as
social media or news feeds; be from multiple sources, be of varying quality and reli-
ability, sparse, streaming, and represent rapidly changing situations. Having greater
insight would enable officials such as law enforcers, policy makers, and decision
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makers, to deal more effectively with uncertainty, provide timely warning of threats,
and to support operational activity by analysing crime.

MOSAIC, a Collaborative Project within the 7" Framework Programme’s Re-
search Theme, sets out to improve targeted surveillance by combining data intelli-
gence and advanced video analytics to provide a decision support system for
responsible authorities in complex situational contexts. The MOSAIC system enables
end users such as police personnel including analysts, administrators, CCTV opera-
tors, and staff supervisors to localise and visualise real-time and recorded CCTV
video and alerts generated by smart cameras and video analytics nodes to initiate and
support police investigations. Providing data mining, text mining and social network
analysis, the system also enables the processing, analysis and visualisation of criminal
structures and behaviour under investigation. Video analytics and data intelligence
tools are being integrated within a unified scalable and modular framework.

The MOSAIC system provides a high-level of usability and effective information
display to improve situational awareness and enable faster decision making. Intelligent
decision support functionalities support end users in assessing situations and in improv-
ing surveillance activities in order to better monitor and respond to identified threats.
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Fig. 1. Overview of the MOSAIC analytical framework with four subsystems: (1) Data repre-
sentation subsystem; (2) Social & Criminal network analysis subsystem with (2a) Text- & (2b)
Data Mining components; (3) Video analytics subsystem; (4) Decision support subsystem.

2 Semantic Interoperability and Data Representation

In order to identify previously unknown connections between disparate data from the
enriched operational and analytical picture, the data to be integrated must be queryable
using a single query language and return a unified data representation in response to
queries. The available information must become semantically interoperable.

Semantic interoperability for MOSAIC involves three main aspects: first, the defi-
nition of a semantic domain model, a “world model” which can represent the available
information in a way that preserves its meaning; second, the development of a system
that organises the available information using the developed model and that also makes
it accessible in a unified way; third, the connection to the individual data sources (and
to any further “consumers” of the data). The world model for MOSAIC is being de-
fined as an OWL-Lite ontology model [1]. This model represents actors, objects,
actions and other relevant information types as subject-predicate-object triples that
establish object types, their properties and their relations to other object types. Newly
arriving data is analysed for consistency and converted into suitable OWL-Lite
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instances that are added to the MOSAIC data model stored in the data store. A seman-
tic triple store based on Apache Jena manages the processes of creating, reading, up-
dating and deleting instance data within the semantic representation model. Data in the
MOSAIC data model can be queried and updated using the SPARQL query language
[2]. The Apache Jena data store implementation has been extended with additional
MOSAIC-specific features such as the ability to subscribe with queries in order to
allow users to receive notifications when new relevant data has arrived.

The described data representation and data store system allows analysts and opera-
tors to query a single data representation for information across information provided
by all of the data sources described. The ontology used in MOSAIC extends this by
allowing users to make use of the knowledge encoded in the ontology while querying it
— a trivial example for this is the ability to query for persons involved in violent crimes
without having to enumerate the individual identifiers for violent crimes as might be
necessary in a conventional SQL database.

3 Social and Criminal Network Analytics Subsystem

The MOSAIC system will offer data mining support that has been tailored to analysts’
need for immediately actionable operational intelligence inside the intelligence cycle.
At the lower level, the Entity Resolution Component based on the Apache Lucene
framework resolves entities over specified personal attributes, thus alleviating prob-
lems regarding poor data quality and supporting identification of all relevant entity
data that might not be easily identifiable through global unique identifiers.

Further, following [3], we have formalised analysis tasks using CRISP-DM [4] in
conjunction with the intelligence cycle to structure the set of typical analyst tasks. A
MOSAIC Data Mining Workbench has been created to assist analysts in manipulating
data without the hassle of having to access data from disparate systems. Using the
workbench, analysts can search, link, explore, model and visualise data through a
process of interconnected nodes; previous knowledge on querying languages is not
required. Specific support is provided for: (1) Offender mining and automatic assign-
ment of domain based priorities; (2) Identification of crime series and mapping of
known offenders to unsolved crimes; (3) Identification of criminal roles and profiles.
Resulting processes are reusable, can be re-run any time taking into account new data,
thus accommodate for various possible end user requirements.

In MOSAIC text mining is applied through a pipeline of linguistic and semantic
processors (morpho-syntactic tagging, multiword detection and word-sense disam-
biguation) that share a common knowledge. A domain specific knowledge base with
crime patterns, abbreviations and technical terms extracted mainly from anonymised
police reports is created. To support analysis tasks specifically, extensive effort is be-
ing spent on the recognition of named-entities: dates, addresses, person names, loca-
tions, license plate numbers, brands, web entities, bank accounts and phone numbers.
Entities are reduced to their semantic roles (agent, predicate, theme, recipient, time and
location, i.e. who does what to whom, how, when and where), identified as a result of
the dependency parsing. The linguistic processor is then able to extract all kinds of
relationships between the entities mentioned above. Entity relationships are visualised
in user-friendly network graphs (see Figure 2(b)).
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Fig. 2. (a) Data Mining Workbench; (b) Text Mining — Entity Network Visualisation (c) 3D
Criminal Network Visualisation and Analysis Tool

Social network analysis specifically is believed to be key in leveraging the opera-
tional gap between intelligence analysis and the operational side of businesses [5]. A
3D criminal network visualisation and analysis tool (see Figure 2 (c)) enables the user
to conduct Social Network Analysis modified for its application on criminal networks
from data accumulated through the data and text mining components, facilitated by
the semantically enabled data representation.

4 Video Analytics Subsystem

The video analytics subsystem consists of a number of Networked Video Analytics
(NVA) components used to detect events of interest in CCTV footage. Functionalities
include visual analytics at low-level such as the detection of change [6] or the compu-
tation of optical flow between consecutive video frames [7], at mid-level such as
people tracking [8] (also across multiple cameras), and at high level such as crowd
behaviour analysis [9], multi-movement identification, automatic detection of human
activity [10], mugging detection, etc. The video analytics subsystem is defined as a
set of modular NV As that provide ONVIF [11] metadata in form of events and/or
scene descriptions. In this way, mid- and high-level NVAs can use the information
gathered by lower levels of analysis and provide higher level semantics (see Figure
3(a)). Combined information provided by the NV As is collected by the decision sup-
port and control sub-system and displayed by means of 3D maps (see Figure 3(b)).
This allows for the representation of the gathered information at different levels of
abstraction. Furthermore, feedback information of the users can be sent to the NVAs
over web services. Following [12], the video analytics sub-system consists of four
classes of devices: (1) Network Video Transmitter (NVT) to provide video streams;
(2) Network Video Analytics (NVA) for video, audio or metadata analysis; (3) Net-
work Video Display (NVD) for representation of media stream and the gathered in-
formation to human operators; (4) Network Video Storage (NVS) for recording
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streamed video and associated metadata. This architecture provides the common base
for a fully interoperable network comprised of products from different network ven-
dors based on Web Services using open and independent standards.
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Fig. 3. (a) ONVIF Network (b) 3D representation of information provided by video analytics.
Left: input video. Right: 3D representation

5 Decision Support Subsystem

Decision support in MOSAIC is concerned with the operational support of both intel-
ligence analysts and monitoring systems operators given an environment that is char-
acterised by increasing complexity. Rule-based decision support engines provide
configurable support to operators using the MOSAIC system. MOSAIC includes both
a high-speed near-real-time rule processing mechanism to provide timely rule proc-
essing, and a rule engine that performs complex analyses using the data store’s
semantic data representation and an advanced rule engine with complex event proc-
essing capabilities. Latter can monitor complex events that may be hard to spot by
human operators, but that can be defined as sets or sequences of events that taken
together either lead to new information or should trigger a specific (re-)action [13].

At the same time, MOSAIC focuses on representing data in context, be it through
the presentation of video analytics and event data on a locations’ 3D visualisation or
the visualisation of relations between relevant actors in an investigation integrating
domain priorities and thus producing directly actionable intelligence.

Finally, MOSAIC focuses on empowering users to make better informed decisions.
A limited range of direct actions is available through the system, specifically to store
information deduced from available data, communicate information to relevant actors
and guide further information gathering in particular in the video analytics domain by
reorienting cameras and selecting video analytics algorithms based information pro-
vided by decision support system components. Additionally, intelligence analysts can
simulate intervention strategies based on social network topological measures and
domain based priorities for input into operational decision making processes.



146 R. Adderley et al.

6 Conclusions

This paper shows the main building blocks and techniques used in order to realise the
vision of the MOSAIC system. Together, the integrated system components aim to
empower users to make better use of data that previously has been already available
to them but could not be used efficiently and thus also not effectively given personnel
and resource pressures affecting organisations such as police forces. The focus of
MOSAIC is on improving the operational picture provided to humans, who remain in
control and in the loop rather than a complete automation of processes.
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