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Abstract. Information security aims at protecting the information assets of an 
organization from any unauthorized access, disclosure and destruction. For 
information security to be effectively enforced, good management practices 
comprising policies and controls should be established. This paper investigates 
the information security management for higher education institutions. Based 
on the conventional CIA (confidentiality, integrity and availability) triad of 
information, eight control areas on information security are identified. They 
include information asset controls, personnel controls, physical controls, access 
controls, communication controls, operation controls, information system 
controls, and incident management and business continuity. A governance 
framework is important for establishing the policies and executing the controls 
of information security. It is necessary to maintain a right balance between the 
technical feasibility and the flexibility and efficiency in administration. 

Keywords: information security management, information security policies, 
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1 Introduction 

Nowadays, computer systems are highly connected through the internal networks 
(Intranet) and external networks (Internet) to facilitate accesses to information. This 
however creates the issue of information security – the protection of information 
assets from any unauthorized access, disclosure, modification and destruction, in 
order to ensure its confidentiality, integrity and availability [1, 2]. Information 
security is conventionally defined as the assurance of the CIA triad of information 
(confidentiality, integrity and availability) [1, 3], and its extension (authenticity, non-
repudiation and accountability) [4, 5]. 

With the recent advances of communication and mobile technologies, Internet and 
Intranet accesses to information from client-end devices (especially mobile devices) 
via wired or wireless networks are very popular, such as on e-mail communication, 
and e-commerce and e-government services. This inevitably adds more technical 
complexity in ensuring that the information assets of an organization can be well 
protected [6, 7, 8], and therefore, some intelligent and sophisticated access protocols 
are developed [9, 10, 11, 12]. 
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Although there are many technical solutions to help protect the information assets of 
an organization, the risk of information leakage, modification or destruction cannot be 
completely eliminated. As this may incur great losses, information security is essential 
to any organization which counts information assets as critical to their business 
operation. This is especially important for government and public bodies because  
the adverse impacts are much greater than that of other organizations [7, 8, 13]. 
Similarly, for a higher education institution where a large amount of student 
information is hosted student administrative systems, learning management systems 
and platforms [14, 15, 16], any information leakage or loss would have large impacts. 
Information security compliance and awareness have become emerging issues in 
higher education institutions [17, 18, 19]. 

In many countries, there are laws, regulations and policies, governing information 
security, such as the Data Protection Act and Computer Misuse Act in the United 
Kingdom and the Federal Information Security Management Act in the United States. 
In Hong Kong, a set of baseline policies have been established for enforcing 
information security in government offices [20]. Besides, many national and 
international standards for information security management have been established. 
Among these standards, the ISO 27001 Information Security Management System is 
the most widely adopted one [21]. 

This paper investigates the information security management for higher education 
institutions. Eight control areas for providing the rules of governance and control of 
information security are identified, and a framework for governance and control is 
discussed. These control areas include information asset controls, personnel controls, 
physical controls, access controls, communication controls, operation controls, 
information system controls, and incident management and business continuity. The 
rest of this paper is organized as follows. Section 2 states the principles of information 
security. Section 3 elaborates the eight key control areas on information security for 
higher education institutions. Section 4 then discusses the governance of information 
security. Section 5 briefly concludes this paper. 

2 Principles of Information Security 

Conventionally, the CIA triad (confidentiality, integrity and availability) forms the 
principles of information security [1, 3]. In the literature, it has been argued that the 
CIA triad should be extended with three more principles, namely, authenticity, non-
repudiation and accountability [4, 5]. Figure 1 shows these principles. 

Confidentiality is the ability to protect information from unauthorized accesses. A 
typical example of unauthorized accesses is the use of another person’s account and 
password to access an online banking system, which he or she does not possess the 
necessary access rights. Integrity is the ability to protect information from undetected 
modification or deletion. For example, in an e-mail communication, some information 
in the e-mail message is intercepted, modified or omitted during the message sending 
process. Availability is the ability to protect information from attacks denying or 
inconveniencing authorized accesses. It ensures that information is readily accessible 
to the authorized users at all times. 
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Fig. 1. Six principles of information security 

 

Authenticity is the ability to ensure that transactions or communications of 
information are genuine. In order to validate accesses to information, authentication 
system with proper access control and password protection is adopted. Non-
repudiation refers to one’s intention to fulfill the accepted obligations. For example, 
in the transmission of information, the sender cannot deny having sent the information 
and the receiver cannot deny having received the information. Digital signature is 
often used to ensure non-repudiation. Accountability is the ability to track user 
identity and actions applied to the information. Accountability is a useful element for 
executing non-repudiation that proves the performance of an action, for example, 
sending or receiving information, and when and where the action was performed. 

3 Information Security Controls 

It is necessary for a higher education institution to establish policies and control 
measures for ensuring information security [17, 18]. These essentially transform the 
principles of information security to implementation. 

The ISO 27001 Information Security Management System provides a thorough 
coverage of the key control areas of information security [21]. By making reference to 
ISO 27001, there are at least eight control areas for a higher education institution, 
namely, information asset controls, personnel controls, physical controls, access 
controls, communication controls, operation controls, information system controls, 
and incident management and business continuity. 
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3.1 Information Asset Controls 

Policies should be established to ensure that appropriate levels of protection and 
accountability are maintained for information assets. This should be made in 
accordance with the sensitivity, criticality and values of information assets, regardless 
of the media on which they are stored, the manual or automated systems that process 
them, and the methods by which they are distributed. In a higher education institution, 
information assets should be classified, and the owner, custodian and users of the 
information assets should be well defined. It is a good practice that an institution 
should maintain a master record control table which shows a full list of information 
assets and the owner, custodian and users of the information assets. This control table 
is referenced in implementing control measures. 

3.2 Personnel Controls 

Policies should be established to ensure that everyone in an organization clearly 
understand his or her roles and responsibilities to reduce the risk of theft, fraud or 
misuse of information assets. For a higher education institution, all staff should be 
aware of the information security threats and concerns, and are equipped to support 
information security in the course of their normal work and reduce the risk of human 
errors. For example, staff in the Registry and Student Affair Office used to handle a 
large amount of student information. They have the responsibilities of protecting the 
student information from theft, fraud and misuse. Control measures should be in place 
to reduce the risk of theft, fraud or misuse of student information. In many 
institutions, downloading of student information to portable storage is prohibited, 
unless absolutely required. 

3.3 Physical Controls 

Policies should be established to ensure that appropriate physical security and control 
should be maintained to protect against any unauthorized accesses to some defined 
secure areas such as data centres. For a higher education institution, computer systems 
and storage of critical and sensitive information shall be housed in data centres with 
proper physical access controls. Only authorized persons are allowed to have physical 
accesses to the data centres, and the access logs should be maintained. Besides, proper 
environment controls should be in place to protect the computer systems and storage 
from physical damage. Temperature and humidity should be kept at an acceptable 
level. Gas-based fire extinguishing systems, instead of water-based fire extinguishing 
systems, should be installed in data centres to minimize the risk of physical damage to 
data storage devices in case of fire. 

3.4 Access Controls 

Policies should be established to ensure that access control to information systems 
and information processing facilities, and that access rights are properly authorized, 
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allocated and maintained. Control measures should be implemented to enforce 
authorized accesses to information as well as to reduce the risks of unauthorized 
access, loss or damage to information. These measures should also be applied to 
mobile and remote accesses. In a higher education institution, there should be proper 
access controls for information systems and information processing facilities, where 
student information and financial information are stored. An access control table 
should be defined for each information system. Besides, password controls should be 
enforced, for example, adoption of strong passwords and compulsory changes of 
passwords over a certain time period. 

3.5 Communication Controls 

Policies should be established to define procedures for the management and operation 
of network and communication facilities. Control measures should be implemented to 
maintain the confidentiality, integrity and availability of communication facilities, 
such as electronic mailing systems and network storage for information exchange. For 
a higher education institution, electronic communication is very common. Electronic 
mails containing student information or sensitive information should be handled with 
care. It is a good practice to use secured electronic mail systems to protect sensitive 
information from undetected interception, modification or omission. Encryption and 
password protection should also be applied to data files on network storage as well as 
mobile and portable storage devices. 

3.6 Operation Controls 

Policies should be established to define procedures for the management and operation 
of computer systems and information processing facilities. Control measures should 
be implemented to maintain the confidentiality, integrity and availability of the 
computer systems and information processing facilities. System fixes and patches, 
especially those related to information security, should be timely applied. Backup 
procedures should be tightly followed, and tapes and disks should be properly stored. 
It is a good practice to arrange regular system drills to ensure that all critical systems 
and facilities can be correctly restored in case of information security incidents. 
System administrator passwords should be properly maintained, and strict password 
controls, such as the use of strong passwords and compulsory periodical password 
changes, should be enforced. 

3.7 Information System Controls 

Policies should be established to ensure proper controls to prevent information 
systems from any unauthorized modification and misuse of information. Information 
security requirements should be clearly identified at the beginning of system 
development. For a higher education institution, the input, processing and output of 
student information should be properly defined and implemented. These should be 
enforced during the acquisition, development and maintenance of information 
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systems. All changes on information systems should be logged. It is a good practice 
that regular review on these information systems should be conducted to identify and 
fix information security loopholes if any. 

3.8 Incident Management and Business Continuity 

Policies should be established to ensure that information security incidents are 
communicated in an appropriate manner, allowing timely corrective actions to be 
taken. Clear procedures should be set out for handling incidents that might have an 
impact on information security. Incidents should be classified in term of severity and 
impact. According to the level of severity and the scope and impact of an incident, an 
appropriate incident coordinator should be appointed. On the other hand, it is a good 
practice that critical business processes identified and integrated with information 
security requirements, in order to minimize the impact to an acceptable level. For a 
higher education institution, teaching and learning are critical, and hence, control 
measures should be enforced to maintain continuity of teaching and learning activities 
in case of information security incidents. 

4 Governance of Information Security 

A governance framework is important for establishing the policies and executing the 
controls of information security. This section discusses the governance of information 
security in a higher education institution. 

It is a good practice to appoint an information security officer who is responsible 
for the overall governance of information security. In practice, there are two models 
for information security governance, namely, executive-led model and committee-led 
model. In the executive-led model, the information security officer is a senior officer 
who takes the overall responsibility of information security for the institution, 
including decision-making and policy-making. In the committee-led model, an 
information security committee is established to take up the roles of an information 
security officer. Chaired by a senior officer, the committee comprises the owners and 
custodian of major information repositories, such as the Registrar, Secretary, and the 
Director of Information Technology. 

The information security officer or information security committee is wholly 
responsible for the design, implementation and execution of the policies and measures 
on information asset controls, personnel controls, physical controls, access controls, 
communication controls, operation controls, information system controls, and incident 
management and business continuity. It is important that appropriate authority should 
be given to the information security officer or information security committee for 
discharging these duties and responsibilities, especially in handling information 
security incidents and problems. 

Besides implementing the policies and executing the controls, the information 
security officer or information security committee should conduct regular review on 
the compliance of information security. A typical way to review the compliance is to 
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conduct an information security audit. Like many security audits, an information 
security audit aims to check the compliance of information security with respect to the 
established policies, guidelines and procedures [22, 23, 24, 25]. It is a good practice 
for a higher education institution to establish its own audit schedule on information 
security. Some well-known standards can be referenced in establishing an information 
security audit framework [24, 25]. 

Finally, a higher education institution should always ensure that all its staff and 
students have the awareness on information security, and a thorough understanding of 
the prevailing policies and controls of information security. To serve this purpose, 
regular trainings and briefing sessions on information security should be conducted. 
They are especially useful for new staff and new students, and therefore better be held 
at the start of each semester. In addition to these trainings and briefing sessions, from 
time to time, any updates on the information security policies and controls should be 
communicated to all staff and students. 

5 Conclusion 

Information security is essential to higher education institutions as any information 
leakage and damage would incur great losses. There is a need for a higher education 
institution to enforce information security. Based on the principles of information 
security, we identify eight control areas on information security, namely, information 
asset controls, personnel controls, physical controls, access controls, communication 
controls, operation controls, information system controls, and incident management 
and business continuity. Policies, guidelines and control measures should be 
established. While the policies provide rules of governance of information security, 
the guidelines and control measures help execute and implement the policies. 

It is important to address a salient point in establishing the policies, guidelines and 
controls on information security. In reality, flexibility and control are contradictory to 
each other. In order to enforce information security, it is necessary to implement 
control measures which inevitably create inflexibility and inconvenience. A right 
balance between flexibility and control is however difficult to achieve. There are also 
administrative considerations in implementing the policies, guidelines and control 
measures, such as on the availability of resources and efficiency in administration. A 
strong support from senior management is absolutely necessary. 
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