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Abstract. RFID technology has received increasing attention; however,
most of the RFID products lack security due to the hardware limitation
of the low-cost RFID tags. Recently, an ultra-lightweight authentication
protocol named RAPP has been proposed. Unfortunately, RAPP is inse-
cure against several attacks. In this paper, we propose an improvement
of RAPP. Security analysis demonstrated that our protocol can resist
several kinds of attacks.
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1 Introduction

RFID (Radio Frequency IDentification) is a technique for identifying objects via
radio frequency. It has received increasing attention in many applications such
as supply chain management systems, transportation, access control systems,
ticketing systems and animal identification, etc.

An RFID system is composed of three components: a set of tags, RFID readers
and one or more backend servers. A backend server stores the related informa-
tion of tags, calculates the computational processes when authenticates a tag.
An RFID reader (called as reader in this paper) accesses a backend server via
secure network channel, and then acquires the information related to the tags.
RFID tags are small electronic devices which composed of antennas, micropro-
cessors and memory storages. A tag communicates with a reader by using radio
frequency signals transmitting from the reader.

Security and privacy issues are concerned mostly in RFID applications. As
a result, researchers have proposed many RFID authentication protocols. The
RFID authentication protocol can be categorized into 4 classes. The first class
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refers to protocols which apply conventional cryptographic functions. The second
class refers to protocols that apply random number generator and one-way hash
function. The third class refers to protocols that apply random number generator
and Cyclic Redundancy Code checksum. The last one refers to those protocols
that apply simple bitwise operations (such as XOR, AND, OR, etc.). Generally,
the fourth class is treated as ultra-lightweight level.

Several ultra-lightweight authentication protocols for RFID have been pro-
posed. However, most of these protocols are insecure. In this paper, we improved
a well-known protocol named RAPP[1]. We also provide a detailed security anal-
ysis of the proposed protocol.

2 Related Work

With the rapidly growth of network technology, security issues have been con-
cerned in various network environments [2-10]. In the RFID environment, se-
curity issues also receive increasing attention recently. In this paper, we put
emphasis on RFID authentication protocol, especially focus on ultra-lightweight
authentication protocols.

An ultra-lightweight authentication protocol means that it utilizes only simple
bitwise operations on the tags. Several ultra-lightweight protocols have been
proposed. Peris-Lopez et al. proposed a family of ultra-lightweight protocols
[11-13] in 2006. Later, these protocols are demonstrated to be vulnerable to
de-synchronization attacks and full-disclosure attacks [14, 15]. In 2007, Chien
proposed another protocol named SASI [16]. However, SASI is vulnerable to de-
synchronization attack [17-19], traceability attack [20] and full-disclosure attack
[19, 21]. Although Pedro Peris-Lopez et al. [22] attempted to improve SASI, this
work [22] is insecure against de-synchronization attack [23-25]. In 2009, Mathieu
David et al. [26] introduced another protocol. Unfortunately, this work suffered
from a new full-disclosure attack and a traceability attack [27]. In 2011, Aras
Eghdamian etal. [28] proposed another ultra-lightweight protocol. However, [29]
pointed out this protocol is vulnerable to full-disclosure attacks.

In 2012, Tian et al. [1] proposed a new ultra-lightweight RFID protocol named
RAPP. The authors claimed that RAPP can withstand various attacks and
provide strong data confidentiality and integrity. Unfortunately, several research
have demonstrate that [29-32] is vulnerable various kinds of attacks. Fig. 1 shows
the relation of the above protocols.

3 Security Requirement for RFID Authentication
Protocol

3.1 Security Requirements

To defend against the common seen threats, the design of RFID systems should
satisfy the following security requirements.
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Fig. 1. Related Work of Ultra-Lightweight Authentication Protocol

— Uniqueness: Every tag in an RFID system should be unique, which means

an RFID reader should be able to distinguish any RFID tag from the others.
This requirement can be satisfied by assigning an unique identifier to each
tag, and then the tag responds its identifier to the reader’s queries.

Reader-to-tag authentication: The reader should be able to confirm the iden-
tity information that an tag claimed is true. In most of the RFID application,
the tag is used to uniquely identify an object or a person. If the reader-to-
tag authentication cannot be fulfilled, anyone can forge an RFID tag with
another tag’s identity information, and then disguise itself as the genuine
one.

Tag-to-reader authentication: Since the adversary may use other invalid read-
ers to query and collect data from the tags without arising carrier’s atten-
tion. Thus, before transmitting any sensitive data, the tag should verify the
reader’s identity and authenticate the claimed identity is valid or not.
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— Mutual authentication: An RFID system fulfills the property of mutual au-
thentication if it satisfies both reader-to-tag authentication and tag-to-reader
authentication.

— Integrity: The message receiver should be able to verify that the received
messages has not been modified during transmission. That is, the attacker
should not be able to forge a message to substitute the original one.

— Forward secrecy: The session key which derived from a secret key that used
in one session will not compromise if the secret key is compromised in the
future.

— Anonymity: The information emitted from a tag cannot be link to a product,
a person or even the tag itself.

— Resistance to compromising attacks: It is difficult to prevent an adversary
from stealing valid tags or readers and then physically compromising them.
What we concerned is the impact to the entire system when the adversary
acquires the stored data in these compromised devices. With the secrets
stored inside the tag, the adversary may figure out a way to forge another
valid tag without compromising it. In order to resist to such situation, the
secrets should be independent among the tags.

— Resistance to denial-of-service attack: In RFID authentication protocol, the
asynchronous data between the reader and the tag will result in authentica-
tion failure. And the tag can no longer be scanned by the readers, thus, its
service is unavailable. As the result, the protocol should handle these data
carefully, and maintain data recovery scheme.

4 The Proposed Protocol

In this section, we describe our protocol which is modified from RAPP [1]. No-
tations used in this paper are shown in Table 1.

Table 1. Notations

Notation Description
<) Bitwise XOR operation
wt(z) Hamming weight of the binary string x
f(z,y) A secure lightweight pseudo random function (PRF) which takes two
inputs x, y and outputs a pseudo random value where f(z,y) # f(y, ).
Rot(x,y) Circular left rotation binary string z by wt(y) bit(s)
Per(z,y) The permutation operation of = according to y
7 A random number used for ith authentication
Ki, Ki Two keys used for ith authentication
L The bit length of one pseudonym or one key

Fig. 2 illustrates our design. Each tags has its static identification (ID), and
pre-shares a pseudonym (IDS) and two keys with the reader. In our protocol,
a reader and a tag authenticate to each other. After that, both reader and tag
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update the pseudonym and related keys individually. As shown in Fig. 2, reader
not only stores new pseudonym IDS™" and key K1°", K3, but also keeps old
pseudonym IDS°? and key K¢'¢, K§'4. This is because we try to resist replay
attacks and de-synchronization attacks.

Reader et > Tag
{IDS°M, [pgnew K, % |« D5 {IDS, K;, K3}
KlnEW,KZDld, Kznaw r,B >
!rnld} < C

n; = f(Ky,1); n, = f(r,K,); B = Per(K,@n;,Rot(ny,n,))@Per(ny,n; GK, );
C = Per(n;®K4,n, BK,)PID

Fig. 2. The Proposed Protocol

As described above, after ith authentication round, the reader keeps I DS’
IDS*—' K&, K, K{fl,Kéfl, r?. The detailed procedures of the i + 1th authen-
tication are listed as follows.

Step 1 A reader sends “Hello” message to a tag to initiate new protocol.

Step 2 This tag responds to the reader with its IDS".

Step 3 The reader checks the freshness of this received IDS. If the reader

receives I DS, it generates a random value r**! and calculates n; and ns
with K%, Ki and 7+, It then calculates B and transmits B and r**! to the
tag.
After transmitting B and 7!, the reader updates IDSi"rl,Kf+1 and K4t
where IDS*! = Per(IDS*,ny ®no) ® Ki @ Kb, K™t = Per(Ki,ny) @ Ki
and K&t = Per(K%,n2) ® K. The reader also keeps IDS?, Ki, K} and
r*+1 to prevent replay attacks and de-synchronization attacks.

Step 4 Upon receiving the messages, the tag calculates n; and B’ with rit!,

{, Ki. If B’ equals B, the tag calculates C' and sends it to reader.
After sending C' to the reader, the tag also calculates IDSi+1,K{+1 and
K;'H similar to the equations in Step 3.
Step 5 The reader checks the received C with its secrets.

On the other hand, the reader may receive IDS*~! in step 2. This is because
the tag did not update its keys and IDS in the last authentication round for
some reasons. As a result, it calculates B with K{_l,Ké_l, r* and transmits B,
r® to the tag.

5 Security Aanlysis

In this section, we show that our design is secure against the following attacks.
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Replay attack. The replay of tags message will not do harm to our protocol,
since the reader stores the random numbers r of the last authentication round.
If a reader receives an old I DS, indicating that the tag did not get messages r
and B in the last round and update its secrets. In this case, the reader uses the
old r to continue the protocol.

De-synchronization attack. If an adversary attempts to de-synchronize the shared
values between tags and readers in our protocol, he can intercept the message
B or message C, or let the reader and the tag use different ny and ny to update
their data. Actually, intercepting C' is useless because both the reader and tag
have updated their data before C' is sent. Besides, intercepting B will cause the
reader update its IDS and keys, but the tag does not. Once the reader receives
the old IDS, it will use the old r to continue the protocol. Moreover, letting the
reader and the tag use different n; and no to update their data is impossible
because ni and ns are calculated using a pseudo random function. That is, an
adversary cannot find the direct relationship between r and B or C.

Full-disclosure attack. The main idea behind this attack on RAPP is that the
attacker can modify the message A and B to deduce the relationship of adjoining
bit of ni. However, In this protocol, an adversary cannot obtain Ki; thus, ng
cannot be disclosed.

Traceability attack. An adversary cannot find the Hamming weight of nq, no or
any other useful values, since all the values will be updated after each protocol
round.

6 Comparison

In this section, we compare the performance of our protocol with RAPP in terms
of computation operation, the storage requirement and the communication cost.
As shown in Table 2, our scheme has a better performance. Note that L means
the bit length of one pseudonym or one key.

Table 2. Notations

RAPP Our Protocol
Computation 17 @, 11 permutations, 11 ¢, 6 permutations,
2 rotations 1 rotations
Storage requirement 5L 4L
Communication 7L 5L

7 Conclusion

In this paper, we propose an improvement of RAPP. Security analysis demon-
strated that our protocol can resist several kinds of attacks. We also show that
our protocol has better performance than RAPP.
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