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Abstract. The purpose of this paper is to propose a preliminary framework for
supporting usable security on the World Wide Web through adaptivity in user
interface designs. In particular we elaborate the concept of “Adaptive Usable
Security” and suggest that it is a promising research area aiming to organize and
present information and functionalities in an adaptive format to diverse user
groups, by using different levels of abstractions through appropriate interaction
styles, terminology, information presentation and user modeling techniques
related to security and/or privacy preserving tasks. Furthermore, we present
components of a preliminary framework aiming to provide guidance in
developing ‘“adaptive usable secure” interactive systems. The results and
implications of this paper can be considered valuable in elaborating a common
architecture for future deployment of adaptive usable security systems on a
variety of application areas and services through the World Wide Web.
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1 Introduction

Security and privacy issues of today’s interactive systems are considered of
paramount importance as it is known that the consequences of a security breach can
harm the credibility and legal liability of an organization, decreases users' trust and
acceptance while it exponentially increases maintenance and support costs. In this
context, one of the most important and challenging issues is to support users, engaged
on tasks related to security and privacy, through usable computer human interface
designs.

In 2009, the U.S. Government acknowledged “usable security” as one of the eleven
hard problems to be researched for achieving cyber security; usable security is a
cross-layer issue correlating with all other hard problems related to cyber security
which are: scalable trustworthy systems (including system architectures and requisite
development methodology), enterprise-level metrics (including measures of overall
system trustworthiness), system evaluation life cycle (including approaches for
sufficient assurance), combatting insider threats, combatting malware and botnets,
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global-scale identity management, survivability of time-critical systems, situational
understanding and attack attribution, provenance (relating to information, systems,
and hardware) and privacy-aware security [1]. Usable security is therefore
pronounced as the cornerstone of future online services and applications which are
expected to offer a rich set of computing and communication services to users in a
broader context representing unprecedented opportunities to access, manipulate, and
share information as well as to accomplish tasks through heterogeneous devices and
contexts of use. Within this realm, adapting functionality and content, of an
interactive system, into an assemblance that specific users are able to understand and
use intuitively in order to perform specific tasks related to security or privacy issues is
a challenging endeavor. It entails understanding and modeling human behavior for
diverse user groups and stakeholders, with regards to structural and functional user
requirements, which needs to be translated into usable computer human interaction
designs and workflows, whilst minimizing user cognitive loads, perceptual and
learning efforts aiming to minimize erroneous interactions. Indeed, an erroneous user
decision related to security and privacy issues can unarm the most sophisticated
security architecture.

Taken into consideration that users of the World Wide Web do not necessarily
share common conventions, cultural, and cognitive backgrounds; tools and resources;
and contexts in which security and privacy decisions are required to be taken we
suggest that adaptive user interfaces [2] (Figure 1) provide a viable alternative in
order to ensure usable security and privacy offering equal chances for participation by
all. Adaptive user interfaces in the context of usable security provide an alternative to
the “one-size-fits-all” approach of static user interfaces by adapting the interactive
system’s structure, navigation, terminology, functionalities and presentation of
content to users’ perceptions and level of knowledge with regards to security and
privacy related tasks, aiming to increase the usability and provide a positive user
experience.
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Fig. 1. Adaptive User Interfaces in Usable Secure Systems

The paper is organized as follows: Section 2 elaborates on the notion of adaptive
usable security. Section 3 proposes a preliminary framework and presents an example
of applying the framework in the frame of an online banking system. Finally, Section
4 concludes the paper and describes directions of future work.
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2 Adaptive Usable Security

The notion of usable security has been the subject of numerous research papers since
the World Wide Web’s exponential growth, and user interface experts have
performed several attempts to provide an intuitive way of computer human interaction
related to security and privacy preserving tasks [3-7]. However, usable security is still
an open research area mainly due to lack of understanding in depth security and
privacy tasks and integrating them intuitively in the user interface design process by
following a User Centered Approach [7]. User-centered design approaches focus on
interacting iteratively with the end-users, especially for identifying and validating user
requirements, designing system prototypes as well as for evaluating them. The aim is
to investigate thoroughly what users require from a system design and how the system
can support them in accomplishing specific tasks effectively, efficiently, and with a
certain degree of user satisfaction. An important aspect of this process is to model a
user interaction with a user interface. A good design practice aims to establish a
common ground among designers and users related to aspects of user-system
interaction by formalizing the information architecture of the interactive system and
specify the interaction flow for accomplishing specific tasks. A well-used and simple
approach to modeling interactive systems is to analyze the user actions in several
levels of abstractions and identify on each level the most appropriate terminology,
content presentation and interaction flow.

Ineffective practice of usable security, ignore to naturally embed in the system’s
design, security and privacy issues, and usually adopts a “one size fits all” approach
when concerning user interface designs ignoring the fact that different users develop
different structural and functional mental models and thus need individual
scaffolding. Forming a mental model related to system interaction embraces a seven
step iteration cycle [8]. The users form a conceptual intention related to their goal and
try to adapt the intention to the features provided by the system and from these, user-
perceived features the users try to perform their actions. Subsequently, the users
attempt to understand the outcome of their actions by evaluating the system response.
The last three stages help the users develop and refine their mental models of the
system. The whole process is repeated in iterations of user actions and evaluations
which results in developing and refining their mental models by interpreting the
system’s response. The development and maintenance of user mental models is a
dynamic and continuous process, especially related to novice and average users who
are still in the process of developing these models based on empirical system
interaction. Once these models are created, then the users interact with the system in
more automated ways, faster, and more efficiently.

Within this context, supporting usable security of interactive systems with user-
adaptive technologies is based on the promise that understanding and modeling
human behavior in terms of structural and functional user requirements related to
security or privacy preserving tasks can provide an alternative to the “one size fit all”
approach aiming to formalize and specify appropriate user modeling that deals with
what information is important to be incorporated in the user model and how to
represent and extract this information, as well as formalize and specify appropriate
adaptation types and mechanisms, and how to communicate them to the adaptive user
interfaces in order to improve the system’s usable security and user experience.
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3 A Preliminary Framework for Adaptive Usable Security

Following a User-Centered Design (UCD) approach the first step of a framework
which utilizes the development of an adaptive usable secure interactive system is to
identify the user categories and group them according to predefined criteria which are
considered to affect interaction design related to usable security. These grouping
criteria, can be related with the static or dynamic part of the user or context
information model, and need to be identified and specified for each application area
as each specific domain embraces its own constructs, user affordances and custom
requirements and thus requires to be modeled explicitly. This is further strengthened
taking into consideration that usable security has different semantics and
specifications in various application areas on the World Wide Web, e.g., e-banking, e-
government, e-health, e-gaming, e-entertainment. As an example, providing an
adaptive usable security solution to an on-line banking system is a different challenge
than providing an adaptive usable security solution to an on-line stock exchange
system as in both systems tasks, user groups, terminology and affordances are very
different. Thus, it becomes obvious that supporting this attribute needs a modular
approach embracing different levels of abstractions related to security and privacy
issues that needs to be modeled in each application area explicitly.

Taking into consideration that security and/or privacy preserving tasks are usually
secondary tasks which are performed by the users combined with the primary tasks, it
becomes mandatory to scaffold this tasks with more sophisticated approaches. In this
context, defining appropriate information architecture together with efficient, and
effective user interface designs are necessary steps for allowing users to navigate
logically through an interactive system and performing intuitively security or privacy
preserving tasks in an efficient and effective way with respect to their own individual
preferences. This is achieved at early stages of user requirements analysis by defining
an appropriate information architecture in terms of organizing, grouping and
presenting information, data and results in an understandable format to diverse user
groups, by using adaptive content presentation with different levels of abstractions
through appropriate interaction styles, terminology and information presentation
techniques related to security or privacy preserving tasks. For each task, which affects
the security and/or privacy policy, it is proposed to enrich the user interface with
valuable information aiming to improve the level of information security awareness
for each user category in an appropriate approach based on user and context
information.

The proposed framework consists of three main layers; the security application
layer, the adaptation layer, and the adaptive user interface layer.

The security application layer identifies specific and important attributes that are
dependent on each application domain. As mentioned previously, each application
domain has customized requirements with regards to adaptive usable security. In this
respect, the security application layer includes the identification of user categories,
user model features (i.e., user and/or context information), fasks and security and
privacy implications, and adaptation goals of the adaptive usable security system.

The user category dimension supports the classification of user groups according
to predefined criteria which are considered to affect interaction design related to
usable security.
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The user model dimension indicates what characteristics of the user could be used
as a source of adaptation, i.e., to what characteristics of the user the system can adapt
its behavior. The security and privacy related tasks indicate what could be adapted in
the system, i.e., which features of the system can be different for different users. It is
argued that system designers should list the tasks the users are supposed to
accomplish through system interaction and analyze these tasks through task analysis
techniques, taking into consideration the security and privacy aspects of interaction in
order to understand cognitive processes that take place during task completion and
may affect security and privacy issues. Given this analysis, the adaptation goals
should be identified aiming to offer personalized adaptation effects related to security
awareness information to specific user categories through appropriate adaptation
mechanisms.

The adaptation layer specifies which mechanisms are appropriate for the
adaptation of security and privacy related tasks. Simple user customization and rule-
based mechanisms could be used to decide what adaptation will be performed on the
content and functionality of the system. For example, users could customize the
structure and complexity of privacy related tasks. Furthermore, it is argued that
collaborative mechanisms [9] could assist the adaptation process by modeling the
behaviour of users with similar preferences.

The adaptive user interface layer is responsible for deciding which features of the
interface (information architecture or functionality) should be adapted and how the
adaptation effect should be transformed into a usable user interface design for
improving the system’s security. Various adaptive content presentation techniques
could be wused to provide personalized tasks to the wusers, such as,
expanding/collapsing content fragments based on the user’s level of knowledge on
security/privacy terminology, or altering the presentation of content based on users’
cognitive styles (i.e., Imager/Verbal styles) [10]. Adaptive navigation support could
also assist security and privacy related tasks by guiding the user through a security
related task, by restricting navigation space to complex tasks, or by augmenting
security related tasks with additional information about the task, with appropriate
annotations.

3.1 Example of Applying the Framework in an Online Banking System

World Wide Web services and applications entail in their interaction design high
quality and extensive security measures aiming to protect themselves and their users
from miscellaneous interactions. This includes, for example, ensuring that
confidential data sent over the internet cannot be accessed or modified by
unauthorized third parties. Typical threats in such contexts are related to deleting or
tampering data while they are being transmitted or gaining unauthorized access to
system resources or accounts through a variety of techniques such as viruses, trojans,
phishing, or hacking.

Within this context, users are expected to perform various tasks related to security,
which include, among others, properly configure an antivirus or firewall software,
configure browser’s security settings, installing certificates, confirm the credentials of
the Web server by an independent certificate authority, be aware of hacking tricks
such as phishing (“password fishing”), choose secure, difficult to remember
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passwords. In this realm, user studies revealed the average users either ignore security
indicators, such as absence or invalidity of SSL certificates [11] or cannot easily
detect and understand this practice and its consequences [12].

We next present and discuss an example of applying the framework for adaptive
usable security in an online banking system. In this context, user categories are
grouped formed on the user’s level of experience in online commercial transactions,
such as novice users that use online banking tasks rarely, and expert users that use
online banking tasks more often as we assume that expert users have already built
their mental models relating to the system usage and need thus less scaffolding and
education relating to security tasks.

Table 1. Specification of online banking attributes

Task Security/Privacy User Model Adaptation Goals Adaptation
Implications Mechanism
Location,
. User Authentication Expertise, L -
Login and Authorization Interaction Additional support Rule-based
History
Confieuration Security/Privacy Goals, Increase Rule-based,
g Configuration Knowledge, comprehension Collaborative
Background
Goals Provide security
Monetary Security ’ information Rule-based,
. o Knowledge,
Transaction Certificates awareness on Content-based
Background .
certificates
Lingual/cultural Improve User
Login, Forum CAPTCHA g CAPTCHA customization,
context .
usability Rule-based

The user model incorporates user and context information such as the level of
knowledge and background on security and privacy related tasks, individual traits (e.g.,
cognitive styles), platform characteristics (e.g., device characteristics, bandwidth) and
lingual and cultural context characteristics. Primary security and privacy tasks of online
banking systems include among others login mechanisms, configuration of security and
privacy related settings, and monetary transactions. Table 1 summarizes the attributes of
the framework for some of the tasks related to online banking interactions aiming to
provide a proof of concept of the proposed framework. It is beyond the aim of this paper
to provide an extensive and detailed paradigm on how the proposed framework can be
applied in the online banking domain.

In this context some important user tasks related to security are the user
authentication and authorization tasks which entail a rule-based adaptation
mechanism that is used to assess the user’s expertise and interaction history with the
system by tracking the number of login attempts. The number of login attempts
indicates the system to automatically offer security information awareness to the user
or appropriate live customer support option to users who could not succeed to login in
the system for several times. Furthermore, CAPTCHA [13] challenges which are
required during failed login attempts aiming to provide a high confidence proof that it
is a human being trying to gain access to the system, are adapted to user's lingual and
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cultural context [14] by utilizing simple user customization techniques and rule-based
mechanisms (i.e., user indicates through a checkbox that (s)he prefers localized
CAPTCHA:s).

During monetary transactions, security certificate installation processes take into
consideration the user’s current goal or level of knowledge on certificates with the use
of a weighed knowledge model that indicates the level of knowledge on specific
security/privacy related terms. Based on this information about the user, the certificate
is augmented with additional information, in the form of annotations in order to
increase the comprehension of the security certificate. Content-based mechanisms
[15] are also used to create a vector of keywords of the certificate and compare them
with the user’s weighed knowledge model to augment the security/privacy terms, that
the user is not familiar, with additional information.

4 Conclusions and Future Work

In this paper a preliminary framework is proposed for supporting the design and
deployment of usable and secure interactive systems driven primarily by the need to
define more effective and efficient User-Centered Design (UCD) techniques related to
usable security. It is argued that for supporting efficient and effective usable security,
research in this area should partially move its focus away from the technical issues
towards understanding the end users and developing approaches which can be applied
in offering better awareness on security and privacy issues on an application domain,
user and task level.

Within this realm the concept of adaptive usable security is elaborated with the aim
to offer personalized security information awareness, to specific group of users who
are engaged in accomplishing specific tasks within certain application domains, by
rendering the information architecture and adapting its functionality based on user
preferences and contexts of use. Adaptive usable security implies the ability of an
interactive system to support its end users, who are engaged in security and/or privacy
related tasks, based on user models which describe in a holistic way what constitutes
the user’s physical, cognitive and social context in which computation takes place.
Such an approach facilitates, among others, reasoning of context-based rules which
describe in a declarative way conditions which are considered important and need
further investigation, scaffolding or detailed analysis by the designer.

The added value of the proposed framework relies on the fact that it speeds up the
integration and adaption process of usable security by separating domain knowledge
from the operational knowledge by describing a multilayer formal context model
aiming to provide a common representation of contextual information, facilitating
thus usable security aspects of an interactive system.

The aim of this paper is to increase our understanding and knowledge on
supporting usable security interaction design through user modeling, and adaptivity in
user interfaces based on adaptation mechanisms. Taking into consideration that future
World Wide Web interactive systems will embrace a variety of factors affecting
security and privacy issues across various application domains (like e-banking,
e-government, e-health etc.) approaches like the proposed one can be of general
value. Achieving usable security in future interactive systems will have wider social
and economic impact by helping citizens to understand and familiarize with secure
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services and best practices for security and privacy on interactive systems which will
offer a rich set of computation and communication services.

Future work, consist in developing suite of methods and techniques for
understanding user attitudes and perceptions towards security and privacy issues in
various application areas, transforming them into software specifications, designing
and finally evaluating appropriate adaptive user interface designs in different contexts
of use.
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