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Abstract. Identity verification based on the dynamic signatures is com-
monly known issue of biometrics. This process is usually done using
methods belonging to one of three approaches: global approach, local
function based approach and regional function based approach. In this
paper we focus on global features based approach which uses the so called
global features extracted from the signatures. We present a new method
of global features selection, which are used in the training and classifica-
tion phase in a context of an individual. Proposed method bases on the
evolutionary algorithm. Moreover, in the classification phase we propose
a flexible neuro-fuzzy classifier of the Mamdani type. Our method was
tested using the SVC2004 public on-line signature database.

1 Introduction

Signature is a biometric attribute which is commonly used in the process of
identity verification. It belongs to the group of behavioural attributes, like gait
(see e.g. [17]), related to the characteristic of individual’s behaviour. Verification
based on these attributes is more difficult than verification based on the physi-
ological ones, like face or iris (see e.g. [1], [41]-[43], [64]), but it is less invasive.
Signature biometric attribute may be classified into two categories - static (off-
line) signature and dynamic (on-line) signature. Static signature, which contains
only information about shape of the trajectory, is more common in everyday life
(it is on many paper documents), but identity verification based on this type
of signature is less reliable than verification based on the dynamic signature.
Dynamic signature contains also information about dynamics of the signing pro-
cess, e.g. velocity, acceleration and pressure. Shape of the on-line signature is
represented by the horizontal and vertical trajectories. Methods of the dynamic
signature verification may be categorized into three main groups (see e.g. [11]):
global features based methods, local function based methods and regional func-
tion based methods. Global features based methods use so called global features
which are extracted from the signature and used during training and classifica-
tion phase (see e.g. [32], [36], [67]). Examples of these features are signature total
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duration and number of pen-ups. Function based methods compare time func-
tions, which contains information about changes of signature features over time
(see e.g. [18], [24]-[25]). In this approach waveforms extracted from the signature
are compared to the waveforms of the other signature and classification is made
on the basis of this process result. Regional based methods rely on segmentation
of signature into some regions, used during training and verification phase (see
e.g. [66]-[69]).

In this paper we focus on the approach based on global features. We use a
set of global features proposed in [19], which contains extended collection of
features from three other papers - [31], [37]-[38]. It should be noted that the
operation of our method is not dependent on the adopted feature set, which can
be practically arbitrarily reduced or extended. In the approach proposed in this
paper, large global feature set is reduced by selection of optimal features subset,
which is considered during classification phase. Moreover, global features are
ranked and only features with the highest rank value are used in the classification
process. Application of evolutionary feature selection in the proposed algorithm
is possible thanks to using a new fuzzy one-class classifier.

The problem of global features selection has been considered in the literature
(see e.g. [19], [31]). Please note that the method proposed in this paper stands out
from the methods of other authors by following characteristics: (a) The proposed
method takes advantage of an evolutionary algorithm in the process of feature
selection. (b) The proposed method uses in the classification process a hierarchy
of features individually for each user. (¢)The proposed method takes advantage
of the theory of fuzzy sets and fuzzy systems (see e.g. [2]-[6], [12]-[15], [28])

This paper is organized into four sections. In Section 2 we present idea of
the new method for dynamic signature verification based on global features. In
Section 3 simulation results are presented. Conclusions are drawn in Section 4.

2 Idea of the New Method for Dynamic Signature
Verification Based on Global Features

Idea of the proposed method can be summarized as follows: (a) It works on the
basis of a set of 85 features describing the dynamics of the dynamic signature
which have been systematized, for example, in the paper [19]. As already men-
tioned, the proposed method does not depend on the base set of features. This
set can be freely modified. (b) It uses an evolutionary algorithm with specifi-
cally defined evaluation function. The function promotes chromosomes (which
correspond to the solutions) encoding a set of features, whose values are homo-
geneous within the training signatures of the user. (c) It uses (developed for
the considered method) one-class classifier which is based on the capacities of
the flexible fuzzy system proposed by us earlier (see e.g. [11], [69]). It allows
to take into account the weights of importance of individual features, selected
individually for each user. (d) It works in two modes: (1) learning and (2) test-
ing (operating mode). In the first mode the selection of features is performed
for each user, descriptors of features and weights of importance of features are
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determined. They are needed for proper work of the classifier in the test phase.
These parameters are stored in a database. In the second mode, mode of op-
eration (verification of test signature), the parameters stored for each user in
the learning phase are downloaded from the database and then signature ver-
ification is realized on the basis of these parameters. It should be noted that
the efficiency of the method does not depend on the number of users whose
signatures are stored in a database (thus descriptors heterogeneity of individual
characteristics of different users is not taken into account). This encumbrance
has been introduced intentionally, because it causes that the effectiveness of the
method in practical applications does not depend on the number of records in
the database. Of course, in the learning phase (as already mentioned) skilled
forgeries are not used (they are only used for test of the method), which is an
additional advantage of the proposed approach.

2.1 Training Phase

General description of the training phase for the user ¢ (procedure Training(i))
can be described as follows: Step 1. Acquisition of J training signatures of user
i. Step 2. Determination of the matrix G; of all considered global features,
describing dynamics of signatures, for all J training signatures of the user 1.
Step 3. Determination of the vector g; of average values for each global feature,
determined in Step 2 for J training signatures of the user i. Step 4. Evolu-
tionary selection of subset of global features, which are the most characteris-
tic for the user ¢ (procedure EvolutionaryFeaturesSelection(Gy, g;)). This
process is performed on the basis of a similarity of features values computed
using chosen distance measure. Step 5. Determination of the vector X’; which
contains information about selected global features characteristic for the user
. Length of the vector (denoted as N) is equal to the number of global fea-
tures selected in Step 4. Please note that the vector X'; is in practice the best
chromosome from the population considered in the Step 4 (X'; = X, chBest)-
Step 6. Selection of classifier parameters used in the test phase (procedure
ClassifierDetermination (i, X’;, G4, 8;)). Step 7. Storing in a database the
following information about the user i: vector X’;, vector g;, parameters of clas-
sifier maxd; , and w; , (n=1,...,N).

Later in this section steps of the procedure Training(i) have been described
in details.

First, acquisition of training signatures for the user ¢ is performed (Step 1).
Next, the matrix G;, which contains all considered global features of all J train-
ing signatures of user i, is determined (Step 2):

9i1,1 9i,2,1 --- 9i,N,1 gi,1

9i1,2 9i,2,2 -+ - gi,N,2 gi2

Gi = : = ) (1)

9i1,J 9i,2,J -+ 9i,N,J gi,N
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where g;; = [gi1,j 9i,2.j --- i.N,j |» i, is a value of the global feature, i =
1,2,...,1 is an index of the user, I is a number of the users, n =1,2,..., N is
a number of the global feature, j = 1,2,...,J is an index of the signature, J is
a number of the signatures created by the user in the acquisition phase (which
is a part of the training phase).

In the Step 3 vector g; of average values of each global feature of all training
signatures J of user i is determined:

g = 1[0i,1,3i2,- -, Gi,n] (2)
where g; ,, is average value of the global feature n of training signatures of the
user i, computed using the following formula (Step 3):

1 J
gi,n: ngz,n,g (3)
=1

In the next step (Step 4) selection of the optimal subset of global fea-
tures for the user i is performed. For this purpose the algorithm Evolutionary
FeaturesSelection(Gy, g;), described in Section 2.2, is used. The procedure
EvolutionaryFeaturesSelection(Gy, g;) returns the subset of global features
X’; which are used during creation of the classifier (Step 5). In the Step 6
classifier for the user i is determined. Next, all data required in the process of
classifier determination and signature verification (vector X; .p, vector g;, pa-
rameters of the classifier mazd,; , and w; ,,) are stored into a database (Step 7).
Detailed description of the classifier determination is presented in Section 2.4.

2.2 Evolutionary Features Selection

The main step in the learning phase Training(i) is Step 4, in which evo-
lutionary selection of features for the user i is performed. The procedure of
features selection is called EvolutionaryFeaturesSelection(Gy, g;). Remarks
on the considered procedure can be summarized as follows: (a) It uses the bi-
nary encoding in which each of the genes of individual chromosomes encodes
the information whether the corresponding feature has to be taken into ac-
count in the process of signature verification of considered user i (a gene en-
coding a value "1" means that the feature associated with this gene has to
be considered in the process of signature verification). Thus, each of the chro-
mosomes has a length corresponding to the number of all considered features
and encodes a subset of the features. Further in the paper, it is assumed that
Xich = [Xich,g=1,Xi ch,g=2; - - -, Xi,ch,g=n] means chromosome with index ch,
ch = 1,2,...,Ch, in a population associated with the user ¢, whose number
of genes is equal to the number of features (the value N). (b) The procedure
EvolutionaryFeaturesSelection(Gy, ;) is consistent with the typical scheme
of the evolutionary algorithm, therefore it will not be considered in detail. It
includes the initialization of the population, population evaluation, selection of
chromosomes from the population, the evolution of the chromosomes in the pop-
ulation carried by the application of evolutionary operators (in the simulations
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we use crossover and mutation), checking of the stopping criterion. A detailed
description of the algorithm can be found, among others, in [8], [67]. (¢) The
originality of the proposed approach results from a specific way of determin-
ing the evaluation function of chromosomes from the population. Evaluation of
the chromosomes is based on the similarity of features for the user’s reference
signatures created in the training phase. The objective of the algorithm is to
minimize the evaluation function, thus such features are preferred, whose values
(determined for the reference signatures created in the training phase) for the
user are the most similar to each other according to the adopted measure of
similarity. Details of the procedure CalculateFf (i, G;, 8;, X cp) are described
in the Section 2.3. (d) Evolutionary features selection can be performed using
other algorithms based on the population, which differ in their approach to ex-
ploration and exploitation of a space of considerations. (€) The result of the
procedure EvolutionaryFeaturesSelection(Gy, g;) is the information about
the set of features describing the stability of signing in the learning phase by
the user 4. This information is stored in the best chromosome of the last step
of performed evolution process. Next, it is rewritten into a vector X’;, whose
length is equal to N (as a length of the chromosome X; ).

2.3 Determination of Fitness Function

In the definition of the fitness function of the chromosome, the following input
parameters are taken into account: (a) ¢ - an index of the user for which the
training process is performed. (b) G; - a matrix of all global features values,
determined for all reference signatures of the user i. (c) g; - a vector of average
values of global features, averaged in the context of all reference signatures of
the user 4. (d) X; cp - a chromosome with index ch in the population associated
with the user 4, for which the value of the evaluation function is calculated.
General description of the procedure for determining the evaluation function
of chromosomes belonging to the population and encoding subsets of features
(CalculateFf (i, G4, 8i, Xicr)) is the following: Step 1. Determination of the
covariance matrix for the matrix of all global features. It should be noted that
during determination of the covariance matrix only the global features from the
subset of the features encoded in the chromosome X; ., are taken into account.
In the further description of the method, the matrix of the subset of global
features created by combining G; and X; ., will be denoted as G’ and the co-
variance matrix corresponding to the matrix G’ will be denoted as cov (G'). A
vector containing the elements of the row j of the matrix G’ will be denoted
as g';. Number of rows of the matrix G’ results from the number of reference
signatures of the user ¢ created during acquisition phase (training) and it is
equal to J. Number of columns of the matrix G’ results from the number of fea-
tures encoded in the chromosome X, ., (the number of non-zero elements in the
vector). Please note that the matrix G’ will not be used anywhere outside the
procedure CalculateFf (i, G;, 8;, X; o). Step 2. Determination of the vector



236 M. Zalasinski, K. Cpatka, and Y. Hayashi

of Mahalanobis distances (see e.g. [16]) m between the vector of average values
of the global features and the matrix of the global features values. It should be
noted that only the global features from the subset of features encoded in the
chromosome X; .5, are taken into account during determination of the Maha-
lanobis distances vector m. Thus, in the further description of the method the
vector of average values of the subset of global features created by combining g;
and X; ., will be denoted as g’. It will be used during determination of the value
of the vector m. Number of elements of the vector m results from the number of
reference signatures of the user i created in the acquisition phase (training) and
it is equal to J. Please note that vectors g’ and m will not be used anywhere
outside the procedure CalculateFf (i, G;, i, X; o). Step 3. Determination of
the evaluation function of the chromosome X; .. Value of this function (denoted
as ff (X;,cn)) is determined by averaging the values of the Mahalanobis distances
vector m.

Later in this section a detailed description of the function CalculateFf (i, G,
8, X cn) is provided.

In the Step 1 covariance matrix cov (G’) of global features encoded in the
chromosome is created. Covariance is a measure of the linear correlation between
the global features of the reference signatures of the user (and created in the
acquisition phase). Thus, the covariance matrix cov (G’) is a square matrix N x
N, where N is a number of features. Next, values m;, j = 1,2,...,J, of the
vector of Mahalanobis distances are determined using the following formula:

m; = /(@ - )" (cov(@) " (& — ). (4)

It should be noted that for each subset of features J distances are created.
The subset of features associated with the lowest distance is the most valuable
for the user ¢ in the training phase. In the Step 3 value of the fitness function
of the chromosome X, .5, is determined as follows:

J
1
ff (Xi,ch) = JZ m;. (5)
j=1

Lower value of the fitness function means that the chromosome is "better"
(subset of global features encoded in the chromosome X ., is the most charac-
teristic for the user 7).

2.4 Determination of Classifier

General form of the procedure ClassifierDetermination (i, X';, G;, g;), which
determines parameters of the our classifier, can be presented as follows:
Step 1. Determination of Euclidean distances d; , ; between each global fea-
ture n encoded in the chromosome X’; and average value of the global feature
for all J signatures of the user i. Step 2. Selection of maximum distance for each
global feature n from distances determined in Step 1. It should be emphasized
that the maximum distance (labelled as maxd; ) are individual for each user i.
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They will be used in the classification phase of the signature (verification of the
authenticity). Therefore, they must be stored in a database (in addition to the
parameters: vector X';, vector g;). Step 3. Computation of weights of impor-
tance w; ., associated with the feature number n of the user ¢ and used in the
classification phase. It should be emphasized that the weights also have individ-
ual character for the user ¢ and they will be used in the classification process of
the signature. Therefore, they must be stored in a database. Step 4. Creation of
the flexible neuro-fuzzy system using values determined in Step 2 and Step 3.

In the Step 1 distances d; ,, ; between each global feature n encoded in X’;
and average value of the global feature for all J signatures of the user i is
computed using the following formula:

ding = XU\ @i — 8ims) (6)

where X’; , € {0,1} is gene value of the chromosome X’;, associated with the
feature number n. Next, maximum distance for each global feature is selected
(Step 2):

maxd; , = max {d;n;}. (7)
Jj=1,...,J
In the Step 3 weights of importance of features w; ,, for each global feature
n of the user i are determined. Weight of the global feature n of the user i is
computed on the basis of standard deviation of the global feature n of the user
i and average value of distances for the global feature n of the user i (computed
in the Step 2). This process is described by the following formula:

1 J 2
J Zl (gi,n - gi,n,j)
j=
Win = J . (8)
52 din
j=1

Next, a classifier is created (Step 4). We use flexible neuro-fuzzy system of
the Mamdani type (see e.g. [50]). Neuro-fuzzy systems (see e.g. [27], [56], [60]-
[63]) combine the natural language description of fuzzy systems (see e.g. [21]-[23],
[29]-[30], [46]-[48]) and the learning properties of neural networks (see e.g. [7],
[26], [33]-[34], [39]-[40], [44]-[45], [53]-[55], [67]-[58], [66]). Alternative approaches
to classification can be found in [49], [51]-[52]. Our system is based on the rules
in the form if-then. The fuzzy rules contain fuzzy sets which represent the val-
ues, e.g. "low" and "high", of the input and output linguistic variables. In our
method the input linguistic variables are dependent on the similarity between
the global features of the test signature and average values of global features
computed on the basis of training signatures. The system uses only features se-
lected individually for the user during evolutionary selection process. Output
linguistic variables describe the reliability of the signature. In our method input
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parameters of fuzzy sets are individually selected for each user (Step 2 of the pro-
cedure ClassifierDetermination(i,X’;, G;,g;)). Please note that if training
signatures are more similar to each other, the tolerance of our classifier is lower.
The flexibility of the classifier results from the possibility of using in the clas-
sification the importance of global features, which are selected individually for
each user (Step 3 of the procedure ClassifierDetermination(i, X';, Gy, 8:)).
Taking into account the weights of importance of the global features is possible
thanks to the use of proposed by us earlier (see e.g. [20]) aggregation operators
named the weighted triangular norms.
Our system works on the basis of two fuzzy rules presented as follows:

RO . IF (dtst; isA} )| wi 1 AND (dist; 2isAj )| wi2AND. ..

‘ AND (dtst, NisA} y)| wi n THENy;is B! 9)
RO . IF (dtst 1lsAZ 1) | w;, 1AND (dtst glsAZ 2) | wi2AND ... |’
’ AND (dtst, leAZ N)| wy, NTHENyleB2

where (a) A}
the global feature number n of the user ¢. Fuzzy sets A}’l, A}Q, .. ,AZ{ N represent
values "high" assumed by input linguistic variables dtst; ,, in the test phase and
variables d; » ; in the training phase, computed using (6), both for signatures in
the training phase and the test phase. Analogously, fuzzy sets A%ﬁl, Azz,?? e ,A?’ N
represent values "low" assumed by input linguistic variables dtst; , in the test
phase and variables d; ,, ; in the training phase. Thus, each rule contains N an-
tecedents. In the fuzzy classifier of the signature used in the simulations we ap-
plied a Gaussian membership function (see Fig. 1) for all input fuzzy sets. (b) y;,
i=1,2,...,1,is output linguistic variable interpreted as reliability of the signa-
ture considered to be created by the signer i. (c) B!, B? are output fuzzy sets
shown in Fig. 1. Fuzzy set B! represents value "high" of output linguistic variable
determining the reliability of the signature. Analogously, fuzzy set B? represents
value "low" of output linguistic variable determining the reliability of the signa-
ture. In the fuzzy classifier of the signature used in the simulations we applied the
membership function of type 7y in the rule 1 and the membership function of type
L in the rule 2. Please note that the membership function of fuzzy sets B and B2
are the same for all users. (d) w; ,,,4=1,2,...,I,n=1,2,..., N, are weights of
importance related to the global feature number n of the user i.

1=1,2,...,1,n=1,2,..., N, areinput fuzzy sets related to

7,n Zn’

2.5 Identity Verification Phase

The process of signature verification (SignatureVerification(:)) is performed
in the following way: Step 1. Acquisition of test signature of the user which is
considered as user 7. Step 2. Download of information about selected features of
the user i (X’;), average values of this features computed during training phase
(g8;) and classifier parameters of the user i from the database (maxd; n, w; ).
Step 3. Determination of values of global features which have been selected as
the most characteristic for the user ¢ in the training phase. Step 4. Verification
of the test signature using one class flexible neuro-fuzzy classifier.
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t.y <=testing phase

oo d {=training phase

iNj

Fig. 1. Input and output fuzzy sets of the flexible neuro-fuzzy system of the Mamdani
type for verification signature of user ¢

In the Step 1 user which identity will be verified creates one test signature. In
this step user claims his identity as ¢. Next, information about selected features
of the user i (X';), average values of this features computed during training phase
(8;) and parameters of the classifier of the user i created during training phase
(maxd;,n, w;,) are downloaded from the database (Step 2). In the Step 3
system determines global features of the test signature. Finally, verification is
performed using flexible one-class neuro-fuzzy classifier of the Mamdani type
(Step 4). A signature is true if the following assumption is satisfied:

T* {,U/A}J (dtstivl) gee 7MA11,N (dtst,;N) ;wivl, ey w@N}

Ui = > cth,

T* {MA%J (dtsti’l) . "'LLA%,N (dtsti,N) JWily - ,wi’N} +

+71 {MAgl (dtstin), ... paz , (dtstin)swin,.. -awi,N}

(10)
where (a) T* {-} is the algebraic weighted t-norm (see [50]), (b) 14 (-) is a Gaus-
sian membership function, (¢) pp:1 (-) is a membership function of the class L,
(d) pp2 () is a membership function of the class v, (e) §;, i =1,2,...,1, is the
value of the output signal of applied neuro-fuzzy system described by rules (9).
Detailed description of the system can be found in [9], [20], (e) Formula (10)
was created by taking into account in the description of system simplification
resulting from the spacing of fuzzy sets, shown in Fig. 1. The simplifications
can be described as follows: pig1 (0) =1, par (mazd;n) =0, paz (0) =0,

Haz (maxd{S}

zm) = 1. Detailed information about the system described by the
rules in the form (9), which allow to easily derive the relationship (10) on the
basis of the above assumptions, can be found e.g. in [9]-[10], [20], (f) cth; € [0, 1]
- coeflicient determined experimentally for each user to eliminate disproportion

between FAR and FRR error (see e.g. [65]).
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3 Simulation Results

Simulations were performed using SVC 2004 public database (see [65]). During
the simulations the following assumptions have been adopted: (a) population
contains 100 chromosomes, (b) algorithm stops after the lapse of a determined
number of 1000 generations, (c) during selection of chromosomes tournament
selection method is used, (d) crossover is performed with probability equal to
0.8 at three points, (e) mutation is performed for each gene with probability
equal to 0.02. Details concerning the interpretation of these parameters can be
found, among others, in [50], [59].

The database contains 40 signers and for each signer 20 genuine and 20 forgery
signatures. The test was performed five times, every time for all signers stored
in the database. In training phase 5 genuine signatures (numbers 1-10) of the
signer were used. During test phase 10 genuine signatures (numbers 11-20) and
20 forgery signatures (numbers 21-40) of each signer were used. Simulations were
performed in the authorial environment implemented in C#.

During simulation we tested three methods of verification based on global
features. The one of them was our method described in this paper. Results of the
simulations are presented in the Table 1. The table contains values of FAR (False
Acceptance Rate) and FRR (False Rejection Rate) errors which are commonly
used in the literature to evaluate the effectiveness of identity verification methods
(see e.g. [18], [25]).

Moreover, in Fig. 2 information on the frequency of selection of individual
features are presented. Each sample in the graph refers to the global feature of
the signature and it is a percentage value of the frequency of the feature selection
in the context of the 40 users.

Table 1. Results of simulation performed by our system

Method Average Average Average

FAR FRR error

PCA using random subspace [35] 25.75 % 24.60 % 25.18 %
Evolutionary selection with PCA [67] 23.87 % 22.65 % 23.26 %
Our method 16.69 % 13.18 % 14.94 %

Conclusions of the simulations can be summarized as follows: (a) The accu-
racy of our method is higher in comparison to the methods described in [35] and
[67]. The method proposed in this paper works with clearly greater accuracy
for considered database SVC 2004. (b) Before carrying out the simulation we
expected that in the process of evolutionary selection of features some of them
may be chosen more often than others in the context of all users. However, it
turned out that none of the features had not dominated the others. This may
indicate that the most important in the context of identity verification of the
user are sets of features (combinations of features), not their individual features.
In addition, it can be seen that the five features have never been selected in the
process of evolution.
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Fig. 2. Percentage frequency of selection of the global features of the signature for
users from the database SVC2004

4 Conclusions

In this paper a new method for dynamic signature verification based on global
features is presented. The method assumes selection of the subset of global fea-
tures from a large set of the features. This process is performed using evolution-
ary algorithm. Its application was made possible by a well-defined evaluation
function, which takes into account the diversity of values of the reference sig-
natures for each user and does not require any signatures of other users. The
features are selected individually for each user. It is worth noting that during the
selection of features none of them clearly dominates the other, what may indicate
that the most characteristic for the user are individual combinations of features,
not individual features. The achieved accuracy of the signature verification in
comparison with other methods proves correctness of the assumptions.
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