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Abstract. [Context and motivation] Eliciting compliance requirements often
results in requirements, which might not be satisfied due to uncertainty and un-
availability of resources. The lack of anticipation of these factors may increase
the cost of achieving compliance. [Question/problem] Managing compliance
is an investment activity that requires making decisions about selecting the right
compliance goals under uncertainty, handling the obstacles to those goals and
minimising risks. [Principal ideas/results] (1) We define the concept of tech-
nical debt for managing compliance and we explore its link with obstacles to
compliance goals. (2) We propose goal-oriented method and obstacles handling
with a portfolio-based thinking for systematically managing obstacles and refin-
ing compliance goals. [Contribution]We use an exemplar to illustrate and eva-
luate the approach. The results show that our approach can provides analysts
and compliance managers with an objective tool to assess and rethink their in-
vestment decisions when elaborating compliance requirements.

Keywords: Compliance requirements, compliance debt, Economics-driven
software Engineering.

1 Introduction

Compliance refers to an organization’s responsibility to operate in agreement with
established laws, regulations, standards, and specifications [1]. Security requirements
need to be aligned with the relevant laws and other prevailing regulations to control
compliance and non-compliance issues; conversely, compliance is one of the driving
factors for eliciting security requirements. Though the correlation between com-
pliance and the likelihood of security breaches is unclear, data from Verizon’s PCI
compliance report shows that organisations that suffered data loss, as a common ex-
ample of a security breach, were much less likely to be compliant.

While compliance goals capture desired properties, obstacles to those goals capture
undesirable ones, which are likely to cause situations of incompliance. The violation
may place the system and the organisation at risk. Managing compliance is ultimately
an investment activity that requires value-driven decision making — about selecting
the right compliance goals and handling the obstacles to those goals for mitigating
risks. Analysts and managers often disagree about decisions on how to invest limited
resources into compliance goals that are crucial to the business sustainability as they
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do not generate revenue and their value tends to be invisible. The value is usually
questioned and the situation is aggravated in organisations that must balance very
limited resources with requirements that have visible value chain. It has been ac-
knowledged that the selection of requirements have an impact on the system’s success
[1] [2]. Consequently, the choice of requirements selected and how obstacles to those
requirements are resolved will significantly determine the extent to which the com-
pliance goals are achieved along with their cost and likely risks.

The need to prioritise and resolve obstacles for the compliance goals is necessary
to manage cost, create value, sustain the solution and reduce risk. Though it could be
possible to use existing requirements prioritisation techniques to prioritise obstacles,
such as the Analytical Hierarchy Process (AHP) [3] [4], these techniques do not clear-
ly include uncertainty and incomplete knowledge of the real world [5]. Factors such
as minimising cost and risk generally have a higher impact on creating value [5]. The
management of compliance goals and their obstacles handling shall anticipate for
uncertainty, cost, incomplete knowledge, likely risks and the associated trade-offs.

The novel contribution of this paper is as follows. We introduce the concept of
Compliance Debt. Compliance Debt is a form of a technical debt, which is result of
neglected compliance when engineering requirements of software. We propose an
economics-driven solution, which elaborates on the notion of obstacles handling in
goal-oriented requirements engineering by using portfolio-based thinking and com-
pliance debt analysis to systematically manage compliance goals and their obstacles.
This stems from the necessity to anticipate potential hindrances that may block the
fulfilment of the compliance goals and to resolve those obstacles at the best cost with
minimum risk, while accounting for uncertainty. In this context, we posit that ob-
stacles and their resolution decisions may introduce compliance debt that needs to be
managed for creating value and mitigating risks. One way to reason about compliance
debt in relation to goals and obstacles is to characterise it as the gap between what
level of compliance can be achieved with the available resources and the hypothesised
“ideal” environments, where the goals are successfully achieved. In addition, ob-
stacles which can be temporarily tolerated can be deemed as compliance debt, which
needs to be managed for risk. In finance, a portfolio denotes a collection of assets
(investments) by an investor, usually used as a strategy for minimising risk and max-
imising returns [6]. The goal of modern portfolio theory is to select the combination
of assets using a formal mathematical procedure that can minimise risk for an ex-
pected level of return on investment while accounting for uncertainty of the real
world. This can be applied to the process of managing compliance goals and obstacles
management, where analysts make decisions on what compliance obstacles are most
critical and likely to expose the business into risk. Likely risk will also inform in-
vestment decisions in handling the obstacles for compliance. Portfolio has been cited
as one of the promising techniques for predicting and managing compliance debt in
software engineering. Our portfolio-based approach determines the optimum selection
of obstacles that needs to be managed for risks along with the compliance debt that
can be tolerated. Combining goals and obstacles analysis with portfolio-based analy-
sis provide systematic means for elaborating compliance requirements, handling their
obstacles and likely compliance debt. The approach is value driven, risk-aware, and
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systematic; it leverage on influential work in goal-oriented requirements and obstacles
handling. It uses portfolio thinking to make the link between obstacles, risks and
compliance debt explicit and transparent to compliance mangers and security re-
quirements engineers. The approach allocates resources to resolving obstacles as well
as looks at their resolution tactics and the associated compliance debts, risk and value
trade-offs. The objective is to inform the decision of investment in compliance, derive
more realistic compliance requirements based on their economics, risks and com-
pliance debt.

The remainder of this paper is organised as follows: Section 2 provides the motiva-
tion and background material on goal oriented requirement engineering, obstacles,
compliance debt and portfolio management. Section 3 explores the link between
compliance debt and obstacles and presents a modified obstacle analysis technique
that integrates portfolio reasoning and compliance debt management. Section 4 eva-
luates the effectiveness of our approach using an example. Section 5 concludes the
paper and explores directions for future work.

2 Motivation and Related Work

We refer to closely related work to motivate the need for our approach. We explore
concepts, which are necessary for understanding our contribution.

2.1 Managing Compliance Using Goal-Driven Requirement Engineering

Organizations’ heavy reliance on information systems (IS) requires them to manage
the risks associated with those systems. Today, risks related to information security
are a major challenge for many organizations, since these risks may have dire conse-
quences, including corporate liability, loss of credibility, and monetary damage [7].
Ensuring information security compliance has become one of the top managerial
priorities in many organizations [8]. The need for compliance arises when stakehold-
ers establish that there is a need to operate in agreement with established laws, regula-
tions, standards, and specifications [9] so as to protect themselves from any risk, cost
or loss of value involving the consequences of non-compliance. Compliance goals
express this need, describing the risk to be prevented. It is vital to elicit from these
regulations and standards, prioritised information security compliance requirements
that can be satisfied with the available resources. These requirements shall respond
stakeholders’ needs.

Compliance requirements can be considered as non-functional or quality require-
ments. These requirements do not have simple true or false satisfaction criteria; rather
their level of satisfaction can vary [10]. Although compliance requirements are crucial
to the business sustainability, they do not have clear link to revenue generation. Hen-
ceforth, the benefits and returns of compliance investments are difficult to compre-
hend and visualize. The value is usually questioned and the situation is intensified in
projects that must balance very limited resources. Satisfying a compliance require-
ment can depend on the risk value attached to not complying with that requirement.
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Furthermore, compliance is difficult to measure as it can crosscut many concerns
within a system. This makes the measurement for compliance hard to simplify and
bound the problem space. Furthermore, compliance involves a dynamic mix of chang-
ing regulations, interaction between different stakeholders in the organisation. Anoth-
er challenge, which faces compliance managers is ensuring that the specified
compliance requirements are neither too idealist nor too weak with respect to business
goals [11] as well as finding trade-offs between achieving compliance requirements
and the available resources.

Goal-orientation is a widely used approach for managing requirements [11]. Van
Lamsweerde [12] presented a detailed study of Goal-oriented requirements engineer-
ing. A goal is an objective or a “statement of intent that a system should satisfy” [12]
and requirements are represented in the form of goals. Goals range from high-level
business objectives, to well-defined compliance properties. Agents are components,
which are capable of performing operations to satisfy goal [11]. In requirement engi-
neering, goal driven approaches focuses on why the system needed, expressing the
justification for a specific requirement.

While goals capture the objectives to be satisfied, obstacles capture undesired
properties that may prevent the goal from being satisfied [13] [11]. An obstacle ob-
structs a goal if the obstacle negates the goal in the domain [13].

There is need to apply proven requirement engineering methods and demonstrate
how best to apply these methods within the context of analysing legal regulatory re-
quirements. Requirements for compliance are derived from a variety of sources and
the need to include security policies among those information sources has been rec-
ognized as important [14]. Researchers have investigated different methods for ana-
lysing security requirements using goals [15] [16], with more recent work focusing on
the extraction of requirements from security policies [14] [17]. The work of Anton
and Breaux [14] takes this further by systematically extracting rights and obligations
from legal texts. These techniques recognise the need to manage compliance require-
ments; however, none of these attempts to have linked compliance to value creation
under uncertainty.

An important contribution is the work of Burgemeestree et al [18], they discussed
how value-based augmentation theory can be applied to formalising compliance deci-
sion. This approach models a control system and the justification for compliance deci-
sions/choosing control in a state transition diagram. It operationalizes legislations into
control objectives and identifies the control measures. This approach also takes into
account the organisational context of the legislation. Although this approach helps to
formalise compliance decisions, it does not present a value-based approach for man-
aging uncertainty

2.2 Portfolio Management and Requirements

Modern Portfolio theory [19] was introduced in 1952 by Harry Markowitz. The goal
of modern portfolio theory is to select the combination of assets using a formal ma-
thematical procedure that can minimise risk for an expected level of return on invest-
ment while accounting for uncertainty of the real world. In finance, a portfolio
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denotes a collection of weighed compositions of assets (investments) by an investor,
usually used as a strategy for minimising risk and maximising returns.

Portfolio theory attempts to show the benefits of holding a diversified portfolio of
risky assets rather than assets selected individually. The theory can also assist in de-
termining the optimal strategy for diversification of assets to minimise risk and max-
imise return. This is can be linked to the process of analysing compliance obstacles,
where analysts make decisions on which obstacles should be resolved given a certain
amount of resources for minimum risks.

In modern portfolio theory, the risk of a portfolio Rp is determined by the individu-
al risks associated with each asset R;, the weight of each asset in the portfolio W, and
the correlations between the assets Pyy. These correlation coefficients range from -1 (a
perfectly negative correlation between the two items) to +1 (a perfectly positive corre-
lation and O indicates no relationship between the items.

Rp = \/Zizlwllez + X% L WIWJRIRjPij (1)

The link between selection of requirements and market value using portfolio has
been first explored by [5]. They proposed market driven, systematic, and more objec-
tive approach to supplement the selection of requirements, which accounts for uncer-
tainty and incomplete knowledge in the real world using portfolio reasoning [5]. Our
use of portfolio is different: We identify an optimal portfolio of obstacles to be re-
solved along with their resolution tactics. We employ the analysis on the gaol and
elaboration levels. We explicitly look at linking compliance goals and their resolu-
tions to risk and compliance debt.

2.3  Technical Debt, Compliance Debt, Obstacles and Portfolio

Cunningham used the Technical debt metaphor in his 1992 report [4] to describe a
situation in which long-term code quality is traded for short-term gain. The link be-
tween technical debt and financial analysis using portfolio analysis has been explored
[20], Seaman et al. discussed four decision approaches to deal with Technical debt:
Cost-Benefit Analysis, Analytic Hierarchical Process (AHP), Portfolio Management
Model and Options. In addition, [21] proposed an approach using portfolio theory to
diversify the allocation of web services in the cloud. However, none of the available
work has looked at compliance debt as a type of technical debt in compliance man-
agement and goal-obstacles analysis for compliance. The concept of linking com-
pliance debt as types of technical debt to compliance goals and their obstacles using
portfolio thinking is novel. We identify an optimal portfolio of obstacles to be re-
solved. We then quantify the likely compliance debt that may be incurred by selecting
different obstacle resolution tactics when elaborating compliance goals and under-
standing the link to value.
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3 Analysing Compliance Obstacles Using Portfolio Reasoning
and Compliance Debt.

Brown el al. opined that “like financial debt, compliance debt incurs interest pay-
ments in the form of increased future costs owing to earlier quick and dirty design and
implementation choices” [22]. The term compliance debt has been developed broad-
ly and has covered wider aspects associated with the overall systems development life
cycle.

Unlike previous work, we introduce a new dimension of using compliance debt as
a decision factor for elaborating and managing compliance goals through obstacles
handling. We incorporate compliance debt analysis at the goal refinements and ob-
stacles resolution levels. While compliance goals capture desired objectives, obstacles
to those goals capture undesirable properties that may obstruct those goals, which are
likely to cause situations of incompliance. The violation may place the system and the
organisation at risk. Compliance debt can inform the obstacle analysis process and the
decision for investing in resolving obstacles at early stages of the requirements and
the goal definition and elaboration lifecycle. Our objective is to avoid inappropriate
selection of obstacles resolution decisions that are not value- and risk-driven and
debt-aware. The key principle here is to tackle and manage the increased and unjusti-
fied compliance debt, which can be associated with the selection and consequently the
inappropriate resolution tactics of the compliance obstacles, expressed in risk, cost
and value. We assume that compliance debt can vary with the different obstacle reso-
lution tactics that can be used for realising compliance. Each tactic can deliver its own
trade-offs for risk, value, cost and compliance debt reduction.

3.1  Reasoning of Compliance Debt in Handling Obstacles for Compliance

We now define relationship between obstacles and compliance debt more precisely;
the integration of compliance debt and portfolio reasoning as an obstacle analysis and
resolution method is then discussed. We suggest a predictive approach for anticipat-
ing and managing compliance debt at the goal refinements and obstacle analysis stag-
es. A predictive approach can be applied during the early stages of the engineering
process to predict the debt, its impact on compliance, when it will be incurred, when it
will pay off, and the interest if any. Classical approaches to managing compliance
debt in software development lifecycle tend to be retrospective. Unlike retrospective
approaches, predictive approaches allow planning.

Compliance debt in compliance management can be traced back to requirements —
the way requirements are engineered, elicited, selected, prioritised and analysed.
Compliance is difficult to measure as compliance policies are often open to different
interpretations and are subjective. This makes it difficult to simplify and bound the
problem space. Compliance involves a dynamic mix of changing regulations and lack
of insight into historical performance of security operations as well as the interaction
between different stakeholders in the organisation. As a result, the solutions chosen to
aid compliance may not completely meet the requirements. Fixes may be required
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reengineer the solution to better meet requirements or compliance will be required
introducing compliance debt that needs to be managed. This particularly makes the
process of goals elaboration for compliance through obstacles resolution prone to
compliance debt. Compliance debt can be linked to the resolution tactics used and
their appropriateness, resources used, expertise, etc. Moreover, the absence of histori-
cal performance data, metrics and benchmarks for compliance makes managing and
assessing compliance, resolving obstacles for compliance a mere difficult exercise.
The trial and error handling of the process can introduce unnecessary compliance debt
in situations when the costs of managing compliance (capital and operational costs)
tends exceed that of the generated value and the risk tends to prevail. Furthermore,
compliance debt can occur accidentally when poor and quick decisions for managing
and resolving obstacles for compliance may add a value in the short-term but can
introduce long-term debt. Compliance debt may be intentionally incurred when cor-
rective measures for compliance becomes unavoidable.

One way to understand compliance debt in relation to goals and obstacles is to cha-
racterise it as the gap between what can be achieved with the available resources and
the hypothesised “ideal” environments, where the goals are successfully achieved.
Uncertainty about whether or not a decision is appropriate or will have an associated
penalty may incur a compliance debt. In this sense, compliance debt can be consi-
dered as a particular type of risk; the problem of managing compliance debt boils
down to managing risk and making informed decisions [20]. Obstacles resolution
decisions are examples of these decisions. Obstacles can be resolved by generating
alternative resolutions and selecting one resolution among the different alternatives.
Compliance debt may also occur when the obstacle is tolerated and nothing is done to
completely resolve the obstacles and consequently the likely risks. If the risk mate-
rializes, the system may accumulate interest signalling debt. We can attribute com-
pliance debt in obstacle analysis to different obstacle resolution tactics, this can also
be seen as the cost of reducing or tolerating the obstacle to the cost of eliminating that
obstacle. We can manage compliance debt at the obstacle level by switching from one
obstacle resolution alternative to another, while considering cost, risk and value.

3.2  Portfolio-Based Approach for Managing Compliance Debt

We now examine the integration of portfolio reasoning and compliance debt in ob-
stacle analysis and resolution. Once obstacles have been identified, they need to be
assessed and prioritised. We assert that the risk value of an obstacle is the product of
the likelihood of the obstacle occurring and its criticality. We describe an approach
for allocating resources for resolving obstacles as well as selecting the obstacle reso-
lution tactic by considering the amount of compliance debt that each obstacle may
incur and the interest that might accumulate as the deciding factors.

Consider a compliance goal that has been specified and its obstacles have already
been identified, the basic steps of our value and risk-aware approach for elaborating
the compliance requirements can be stated as follows:

* Prioritise Obstacles that Needs to be Resolved: The fundamental component of
this approach is to put the obstacles in a “list”. Each item includes the obstacle, the
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goal it obstructs, and estimates of the expected interest amount and interest probabili-
ty as well as an estimate of the principal. The principal refers to the cost required to
completely resolve the obstacle, the interest probability refers to the likelihood that
the obstacle will occur and the interest amount is the extra cost that will be required if
this obstacle is not resolved as well as the cost of the consequence. Since it is uncer-
tain that extra cost will be required, we use expected interest amount and interest
probability to capture the uncertainty. Every obstacle has a risk value. We can priori-
tise the obstacles by quantifying the risk value of the obstacles. The value of an ob-
stacle is the product of the likelihood of the obstacle occurring and the criticality.

RO= Ip * IA (2)
VOZP*IP *IA (3)

Where R, is the risk value of the obstacle, V,is the value of the obstacle, P is the
principal; Ip is the likelihood that the obstacle will occur and I, the extra cost that will
be needed if this obstacle is not resolved as well as the cost of the consequence. For
simplicity, these (P, Ip , I) are assigned values of high (3), medium (2), or low (1).
Initially, when a debt item is created, the principal, expected interest amount, interest
standard deviation and correlations with other debt items can be estimated subjective-
ly according to the maintainer’s experience. These rough estimates can be adjusted
later using historical data. Historical effort data can be used to achieve a more accu-
rate estimation as the more accurate and detailed the data is, the more reliable the
approach.

* Determine the Weight of Each Asset in the Portfolio: Some obstacle may be re-
solved to a certain degree but may not fully. In order to optimize the global risk of the
portfolio and find the optimum solution, we need to find how much weight should be
invested in resolving each obstacle to construct a low risk portfolio. This can be cal-
culated using a non-linear optimisation technique or the AHP [3].

* Determine the Correlation Coefficient: Since we will apply the Modern Portfolio
Theory model to decision making in selecting and prioritising the obstacles, we need
to include “correlations with other debt items” as a property to be estimated. We use
the idea of correlation coefficients to represent the correlation between two obstacles,
these correlation coefficients range from -1 (a perfectly negative correlation between
the two items) to +1 (a perfectly positive correlation). For simplicity, we speculate
that the correlation coefficient would be eitherl, 0, or -1 for most pairs of the ob-
stacles. For more accurate analysis, the correlations could be determined through
dependency analysis.

*Evaluate the Portfolio of Obstacles to be Resolved: Since compliance require-
ments do not have simple true or false satisfaction criteria; but are satisfied up to a
level [10], we can determine how well the obstacles to a goal needs to be resolved
with the available resources. With the measurements of the value of the obstacles as
described above, all input information for the portfolio approach is ready. We can
start making decisions using the portfolio approach. Each obstacle O, has a risk value
Ry, a cost P; and W, as the weight of the obstacle. Based on these values, we can then
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decide on how many instances of the obstacles to the goal need to be resolved so that
global risk of the goal being obstructed is reduced.

Y- Ep=1 “4)

Rp = \/Zizlwllez + X%, L WIWJRIRjPij (3)

* Evaluate and Select the Best Resolution Tactic: Evaluating and selecting the best
resolution tactic is a core activity for resolving the obstacles in the compliance re-
quirement elaboration process. We evaluate the resolution alternatives by considering
the amount of compliance debt that each resolution tactic may incur as the deciding
factor. We calculate and assign the compliance debt of each alternative, so that the
sum of the alternatives is 1.

* As with selecting the obstacles, we put the resolution tactics in a “list”. This con-
tains items, each of which represents an obstacle resolution tactic for resolving a spe-
cific obstacle. Each item includes the goal, the obstacle which it is meant to resolve,
the resolution tactic, an estimate of the principal, estimates of the expected interest
amount and interest probability. The principal refers to the cost required by the reso-
lution tactic; the interest is the extra cost that will be needed if this resolution tactic
does not fully mitigate the risk of the obstacle as well as the cost of the consequences.
For simplicity, these (principal, interest probability, and interest amount) are assigned
values of high (3), medium (2), or low (1).

* We formulated the value of the resolution tactic using the following equation:

RT=P*IP*IA (6)

Where Ry is the cost of the resolution tactic, P is the principal, Ip is the interest
probability and I, is the interest amount.
* From our earlier explanation of the compliance debt metaphor in relation to goals
and obstacles as the gap between what can be achieved with the available resources
and the hypothesised “ideal” environments where the goals are successfully achieved.
We formulate the value of the compliance debt using (6):

Tp=1Rr - Ry (7

Where T, is the compliance debt, IRy is the cost of an “ideal” resolution tactic and
Ry is the cost of the selected resolution tactic. The ideal value is context dependent.
The ideal value is application and business dependent. Assuming security engineers
and architects voted for Tactic IR as the ideal resolution tactic. Tp, for any other tactic
is calculated as the gap between value of tactic k (IR1) and the value of the tactic in
question.

This technique provides decision makers with a metric for reasoning about com-
pliance debt in conjunction with obstacle resolution tactics. The process of goal
refinement and elaboration through obstacle analysis and handling is iterative and
continuous. Our technique can inform the decision for further refinements for com-
pliance and the need for further resolutions of the obstacles for managing debt.
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The metric can also inform the desirable stopping criteria for the refinements and
resolution processes. Using compliance debt and portfolio thinking, we put risk, add-
ed value and cost in the heart of refinements and elaboration process.

4 Ilustrative Example

We use a hypothetical case referred to as SmartBank to exemplify and evaluate the
approach. We describe the steps for managing compliance debt in engineering securi-
ty compliance through obstacle analysis and goal refinements for SmartBank. We
extend on the goal elaboration for SmartBank [23]. We describe how portfolio theory
and compliance debt can assist the process of resolving obstacles and elaborating
security requirements. The initial goal model is shown in Figure 1. The goal tree
shows the goal tree and obstacles that may prevent the security goal from being
achieved. Blue parallelograms show the goals and green parallelograms are the
obstacles obstructing those goals. Hexagons represent agents. We assume OR-
refinement as any of obstacles can obstruct the compliance goal. Looking at one sce-
nario for the simplicity of exposition, SmartBank is bound by the data protection act
which prohibits personal data from being stored outside its country of operation. With
cloud computing, the user has very little knowledge about where the data is stored;
hence this becomes a potential obstacle.

Security
Compliance

Y r ' 1 '
Loss of Mialicious Incomplete Data recovery Locality of Shared il
Insiders data and . technology ot ledkaze
governance deletion investigation ala issue 5

Fig. 1. Portion of the goal elaboration for Smart Bank

Identifying Compliance Obstacles: - Table 1 shows an obstacle to the “locality of
data” goal from the goal model in figure 1

Table 1. Obstacles to Achieving Goal 1

Goal Obstacle Agent
Achieve [Store Per-f Data centre not located in the] Cloud Provider
sonal Data in UnitedUnited Kingdom
Kingdom] Subcontracting to another cloud|
provider as a backup plan
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In this table, the cloud provider (agent) is shown to be responsible for the goal of
storing data within the United Kingdom. We have thereby obtained the obstacles to
this goal of storing data in the United Kingdom. In defining this obstacle, we took into
consideration that cloud providers generally do not specify where the data will be
stored.

Assessing and Selecting the Obstacles Using Portfolio Theory: Once obstacles
have been identified, they need to be assessed, prioritised and be allocated with re-
sources for resolving them. We can prioritise the obstacles by quantifying the risk
value of the obstacles. The value of an obstacle is the product of the likelihood of the
obstacle occurring and the criticality. In order to optimize the global risk of the port-
folio and find the optimum solution, we calculated how much weight should be in-
vested in resolving each obstacle to construct a low risk portfolio. This is calculated
using their relative risk value in an optimisation algorithm. These weights imply that
we will be able to construct the minimum risk portfolio for resolving the obstacles by
allocation x-unit of resources. For this example, we assume no correlations between
the obstacles.

Rp = JXi-1 W1R1 ®)

Table 2. Obstacle Analysis

Optimum
Weights %
Risk Cost / (W1) Amount to

Obstacle Likelihood | Criticality |Value |R1 (%) |Principal |(AHP) be invested
Loss of
governance 1 3 3 9.09 1 0.06 0.54
Malicious
Insiders 1 3 3 9.09 2 0.06 0.54
Incomplete
data deletion 3 2 6 18.18 1 0.16 1.45
Locality of
data 3 3 9o 27.27 2 0.40 3.59
Shared
technology
issue 3 2 6 18.18 3 0.16 1.45
Data Loss or
leakage 2 3 6 18.18 3 0.16 1.45
Portfolio
Risk Value 12.01 %

Assuming we have 9 units of resources available for resolving the obstacle, we can
either decide to resolve the obstacles based on their priority using AHP (3) or their
cost. If the obstacles to be resolved are selected based on their AHP priority, we will
allocate the 9 units of resources to the resources with the highest priorities. Using this
approach, we will be left with a combined risk of 18.2% for the obstacles not resolved
(i.e. we resolved the obstacle by doing nothing).

On the other hand, if the obstacles to be resolved are selected based on their cost,
we will allocate the 9 units of resources to the cheapest obstacles to resolve. Using
this approach, we will be left with a risk of 18.2% for the obstacle not resolved.
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From the results allocation process in table 2, It can be concluded that portfolio
based approach has the minimum risk profile (12.01%) because it utilizes the concept
portfolio to diversify the allocation of resources to resolving the obstacles instead of
resolving just some of the obstacles based on priority alone.

Instead of focusing the investment on resolving some of the obstacles, the ap-
proach spreads the investment into a portfolio of multiple obstacles. The diversifying
process is a risk mitigating strategy. This is believed to be a powerful risk mitigating
strategy in situations where analysts and compliance managers lack the experience
and make ad hoc decisions, which fail to justify the choice of obstacles to be resolved
under uncertainty. In such context, the conclusion would have been different if portfo-
lio was not in use: the analyst may have focused the investment on prioritised ob-
stacles that may be driven by cost, time, risk profile and resources. The result from
the portfolio analysis process shows that the new global risk of portfolio is 12.01%
when resolving the obstacles based on the optimal weight of the available resources.

Resolving the Obstacles: To resolve the “locality of data” obstacle, we have
catalogued different obstacle resolution tactics. We have explored some potential
resolutions to this obstacle. We have listed different resolution in order to guide the
selection of the preferred resolution tactic as illustrated in Table 3. Once a resolution
tactic has been selected, we probed further for possible obstacles and new resolution
tactics for this obstacle. We report on an iteration of this process.

Table 3. ReSOIVing the Compliance Obstacle Data-centre not located in the United Kingdom

Goal: Achieve [Store Personal Data in United Kingdom]

Obstacles:  Data-centre not located in the United Kingdom

The cloud provider subcontracting to another provider as a backup plan

Resolution Strategies

Goal Substitution None because the obstructed goal is essential

Agent Substitution Store and process personal data in-house

Assign the responsibility of obstructed goal to trusted cloud platform

Obstacle Prevention Avoid the obstacle by negotiating terms and conditions with cloud provider

Obstacle Reduction Reduce the obstacle by getting a US-EU safe harbor certification that will allow|

data to be stored in a wider area

Goal Weakening Relaxing the requirements to include storing of data in the EU as this is covered|

by the Data Protection Act.

Goal Restoration and Obstacle] These include the requirement to alert the organization when that won’t be able|

IMitigation lto store the data in the United Kingdom.

Obstacle Tolerance — Do Noth-| Do nothing

ing

Our objective is to use compliance debt as risk metric for informing the resolution
process for this obstacle. We calculate and assign the compliance debt of each alterna-
tive, so that the sum of the alternatives is equal 100%. P is the relative cost of the
resolution tactics. For this example, we assume that ideal value is the tactic with the
least risk value.
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Table 4. TD for Resolving the Compliance Obstacle

Risk
Resolution Tactic P Ip I, [Value [Value [Risk % TD%
Store and process personall
data in-house 2 1 P2 4 2 7% 4%

Assign the responsibility of]
obstructed goal to trusted cloud|
latform 3 1 [l 3 1 3% 0%
Avoid the obstacle by nego-|
tiating terms and conditions with|
cloud provider 2 1 B 6 3 10% 13%
Reduce the obstacle by getting]

a US-EU safe harbour certifica-|
tion that will allow data to be
stored in a wider area 2 2 P 8 4 14% 22%
Relaxing the requirements to|
include storing of data in the EU|
as this is covered by the Datal
Protection Act. 2 2 P2 8 4 14% 22%
The requirement to alert the|
organisation when that won’t be|
able to store the data in the Unit-
ed Kingdom. 1 3 R 6 6 21% 13%

Do nothing 1 3 B 9 9 31% 26%

In table 4, we can see that the ideal solution with the lowest risk has the highest
principal. If we decide that we only have 2units of resources to spend on resolving
this obstacle, the next best resolution tactic will be factic 1 has it incurs the lowest
compliance debt of 4% for using 2units. Likewise if we decide that we only have 1
unit of resources to spend on resolving this obstacle, the next best resolution tactic
will be tactic 6 has it incurs the lowest compliance debt of 13% for using 1 unit.

We have now applied the technique described in the previous section. The main
objective of the approach is to improve compliance by reducing the risks associated
with goals obstruction through a diversified portfolio. The compliance debt metric
provides better insights on the significance of a tactic in mitigating risks given the
resources in hand. This is calculated as the gap between the values of tactic in ques-
tion relative to the ideal tactic for resolving this obstacle. As investing in the ideal
tactic is not always affordable, the metric is an expression for the risks tolerated if this
tactic is chosen. It also expresses the likely consequences if the risk materialises. This
analysis provides analysts and compliance managers with a powerful and objective
tool to assess and rethink their investment decisions in elaborating compliance

requirements. The use of compliance debt metric had made both the short term and
long term risk visible in the selection and allocation process.



Systematic Elaboration of Compliance Requirements 165

5 Discussion and Limitations

Reflecting on the application of the method, we discuss its limitations and threats to
validity of what has been observed in section 4. The main objective of the approach is
to improve compliance by reducing the risks associated with goals obstruction
through a diversified portfolio. The compliance debt metric provides better insights
on the significance of a tactic in mitigating risks given the resources in hand. This is
calculated as the gap between the values of tactic in question relative to the ideal tac-
tic for resolving this obstacle. As investing in the ideal tactic is not always affordable,
the metric is an expression for the risks tolerated if this tactic is chosen. It also ex-
presses the likely consequences if the risk materialises. This analysis provides ana-
lysts and compliance managers with a powerful and objective tool to assess and re-
think their investment decisions in elaborating compliance requirements. The use of
compliance debt metric had made both the short term and long term risks visible in
the selection and allocation process. Further empirical investigation and application of
the method to an extended real case is required to confirm the validity of these claims.

Portfolio theory is a well-accepted concept for diversifying risk; it is well grounded
in theory. The framework presented here although useful, has its limitations. Analys-
ing the portfolio depends on identifying threats and estimating their likelihood. This
approach assumes sufficient awareness and experience of compliance standards which
are related to the case. Furthermore it assumes that stakeholders are confident enough
to anticipate the probabilities and the likely risks involved. Nevertheless, anticipating
risks is rather a subjective exercise, which can be biased to the perspective and the
experience of the stakeholders involved. Consequently, due to the different variables
that might be estimated in a subjective way; this approach can only provide a best-
case portfolio rather optimal portfolio.

The exemplar has looked at an aspect of security compliance, its goals and sub-
goals to illustrate the feasibility of the approach. In the practice, the modelling tends
to be complex involving many security goals and inter-dependencies between the
goals. Though the goal modelling is inherently scalable to accommodate for such,
completeness of the refinements process and the number of iterations tend to vary
with the expertise and knowledge of the domain experts involved. Consequently, the
mode of application and the quality of the results tends to vary. This is subject for
future investigation.

Standards tend to change by time. Though the current exemplar does not explicitly
cater for change and evolution of compliance, the prioritisation process assumes the
considered requirements provide baseline for realising compliance at that specific
time. However, the same process can be reiterated with any incoming requirements
and changes in compliance standards.

In this example, the correlation between the obstacles was assumed to be zero. This
does not cater for the dependencies and how resolving an obstacle will affect the reso-
lution of other obstacles and the constructed portfolio.

In practice, software like any other system shall be subject to continual review and
audit for compliance. Though it is not widely adopted practice for periodically audit-
ing software for compliance, the compliance debt metric and the approach can
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provide useful input and support to the process. Beyond what we have reported in the
exemplar, it would be interesting to see how real life scenarios can leverage on the
reported approach to motivate and inform the auditing process.

6 Conclusion

Our working hypothesis is that goal refinement and obstacle resolution for com-
pliance may introduce compliance debt that needs to be managed for mitigating risks.
We have explored the link between obstacles and compliance debt when managing
compliance. We have proposed a portfolio-based approach to quantify the compliance
debt and risk for compliance. The approach can determine the candidate obstacles that
need to be managed along with the compliance debt and risks that can be tolerated.
Our technique is integrated into existing methods for handling obstacles in goal-
oriented requirements engineering with the aim of managing trade-offs and deriving
more realistic compliance requirements based on their economics, risks and com-
pliance debt. We have illustrated the approach using an example. The process goal
refinement and elaboration through obstacle analysis and handling is iterative and
continuous. Our future work will look at how compliance debt can be further
estimated and used as a metric to inform stopping criteria and further refinements,
elaborations and resolution of obstacles hindering compliance. We will also look at
including correlation coefficient as a property to be estimated for the portfolio and
determining the correlations between the obstacles through dependency analysis.
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