
Chapter 13
Integrated Modeling of Complex Production
Automation Systems to Increase Dependability

Birgit Vogel-Heuser and Susanne Rösch

In current practice, analysis and development of the same mechatronic component
are performed separately for both functional and nonfunctional (for definition see
Sect. 3) aspects, often by different engineers and/or engineering teams, and speci-
fied in different modeling languages. This gap between the development processes
of the different aspects of components leads, on the one hand, to inefficient system
development processes and additional iterations between functional and nonfunc-
tional design. On the other hand, it makes for a neglected opportunity to increase
system dependability during runtime (Avizienis et al. in IEEE Trans. Dependable
Sec. Comput. 1(1):11–33, 2004). By building on basic engineering information,
for instance by integrating models containing selected information about a system
into its control code, dynamic reconfiguration during runtime helps to increase de-
pendability and reduce risk. Risk in this chapter is defined according to Bertsche as
the “product of severity of damage and probability of occurrence” (Bertsche et al.
in Zuverlässigkeit mechatronischer Systeme. Grundlagen und Bewertung in frühen
Entwicklungsphasen, Springer, Berlin, 2009, p. 55) and the term dependability is
used according to Avizienis et al. (IEEE Trans. Dependable Sec. Comput. 1(1):11–
33, 2004): “dependability is an integrating concept that encompasses the following
attributes:

• availability (availability in this context is considered as “the degree to which a
system or component is operational and accessible when required for use, of-
ten expressed as a probability” (IEEE Std. 610.12-1990, IEEE standard glossary
of software engineering terminology, The Institute of Electrical and Electronics
Engineers, USA, 1990)): readiness for correct service;

• reliability: continuity of correct service;
• safety: absence of catastrophic consequences on the user(s) and the environment;
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• integrity: absence of improper system alterations;
• maintainability: ability to undergo modifications and repairs” (Avizienis et al. in

IEEE Trans. Dependable Sec. Comput. 1(1):11–33, 2004, p. 13).

Another important term used in this chapter is Quality of Service (QoS). This
term has been used recently for different domains. In this chapter QoS is used for
the quality that can be assumed when using a substitute strategy to replace another
service.

This chapter contributes to the design of system availability, reliability, and
safety, focusing on complex production automation systems and highlighting the re-
sults by introducing application examples from the control of a continuous thermo-
hydraulic particle board press.

Keywords Automation systems · Model-based system and software engineering ·
Integrated modeling · Safety and functional analysis · Dynamic reconfiguration

The Facts

• Reduced time to market, and lowering of costs for product automation systems,
require concurrent engineering.

• Traditional modeling methods do not support integrated development of func-
tional and safety aspects for production automation systems.

• Additional integration of basic engineering models into the control code can be
used to increase dependability of production automation systems during runtime
by incorporating those models into the control code as a knowledge base for in-
telligent adaptive behavior.

• Integration of the different functional views of a production automation system,
i.e. mechanical, electrical/electronic and software, with their constraints and re-
strictions will support model based dynamic reconfiguration.

1 Introduction

Today, suppliers of mechatronic products face stronger competition worldwide, re-
sulting in a need for reduced time to market. This leads to decreasing duration times
for a project and decreasing start up times, which directly influence plant manu-
facturers and their automation suppliers. Due to the need for reduction of project
duration and time to market, concurrent and simultaneous engineering have become
more important (see Fig. 1). Therefore, automation suppliers require support during
the whole engineering life cycle in a more efficient way. This applies not only to the
design phase as such, but to the entire life cycle. Starting about five years ago [14],
forced by competition through globalization, the phases in life cycles of production
automation systems, i.e. concept phase, design phase up to construction, needed to
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Fig. 1 Concurrent Simultaneous Engineering for design, optimization and operation (CSE) [14]

be shortened and better integrated. Up to now there has been a lack of method and
tool integration. The result is a rupture in the engineering work flow between the
different phases and the different disciplines.

Another challenge focused on during the last 5 to 10 years is the integration of
the different views of functional aspects of a production automation system, such
as mechanical, electrical/electronic, and software. Regarding these different aspects
a specific challenge can be identified: the necessity to integrate the different disci-
plines to achieve a more appropriate solution, taking into account all aspects of a
system.

During the last few years methods and technologies have been generated to allow
the first promising developments of such an integration:

• From computer science, meta modeling has been introduced and is now widely
spread in engineering domains, as are model coupling techniques [18, 19] and
tools. Eclipse for example is one opportunity for the coupling of models of dif-
ferent engineering phases and of different engineering disciplines.

• From the discipline of automation, AutomationML, containing a high-level de-
scription of the topology of a system within CAEX, and several lower-level de-
scriptions for specific aspects of a system such as PLCOpen XML, has been in-
troduced as an XML-based description approach for engineering information [5].

• Embedded systems in production automation systems become more powerful
computationally, which is a prerequisite for the use of model information and
the implementation of intelligent algorithms for adaptive control systems during
runtime.

• Last but not least, model based engineering is becoming more popular in the
different disciplines of product and production automation, that being the prereq-
uisite for acceptance of re-use and model coupling.

This chapter is organized as follows: first the different views from production
automation are introduced and explained using a continuous thermo-hydraulic par-
ticle board press as application example. Section three highlights the modeling of
functional and nonfunctional requirements, which need to be integrated into the en-
gineering approach and the whole life cycle. Section four presents a first attempt to
integrate safety and functional design by mapping the traditional safety models, for
example Failure Mode and Effects Analysis (FMEA) and Fault Tree Analysis (FTA)
to the functional models using an object oriented approach. The example mentioned
above, a real industrial application, is given as an evaluation example. The benefit of
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integrating basic model engineering information into the control code for dynamic
reconfiguration during runtime is demonstrated in section five, based on the assump-
tion that an integrated approach is to be used. This approach allows the control sys-
tem to cope with malfunctions and, under given safety and operational constraints,
to adapt its behavior autonomously. Section six presents some new ideas, and seven
summarizes the results and gives our outlook on future work.

2 Different Views on Production Automation Systems

Thramboulidis [12] introduces a three-view model, modeled in the Systems Mod-
eling Language (SysML).1 The three views of Thramboulidis comprise software
engineering, mechanical engineering, and electrical engineering. The central “+1”
model is the mechatronic system (MTS) model which is specified using SysML.
Thramboulidis et al. highlight that safety is one aspect of the MTS +1 view [13].
They claim that as a result of the synergistic modeling and the integration it is possi-
ble to make extensive dependability predictions during the development phases. Un-
fortunately, this is only a first concept and has not yet been implemented or proven.
As a limiting prerequisite, Thramboulidis et al.’s modeling approach requires that
all disciplines agree on the same component interfaces, which is rarely the case in
industry. Li et al. [4] focus on the integration of mechanical models and models of
information technology using SysML.

Wannagat and Vogel-Heuser [16] and Schütz and Wannagat [11] introduce a dif-
ferent three-view model for modeling production automation systems. It is sug-
gested to view systems in the perspective of the technical process, the technical
system, and the automation control system. The model supports the interdisciplinary
work of different disciplines. Dividing the plant into different domain-specific views
enables the description of the different disciplines with one modeling language
such as SysML. The model allows each domain-specific engineer to have his/her
own view on their components as well as a view of interfaces depicted as rela-
tions to components of other disciplines and their requirements. Schütz and Vogel-
Heuser [10] use the three views and SysML as an approach to model energy aspects
integrated into the functional models.

According to Wannagat and Vogel-Heuser [16], the three views can be described
as follows: The technical system relates to the mechanical parts of a plant; there-
fore it contains information about the layout and the connections of the mechatronic
components, as well as energy and material flows between them. In the automation
control system controllers, networks, sensors, and actuators are included. Thram-
boulidis separates this view into software and electrical engineering, which is mod-
eled as a sub-layer in our concept. The technical process itself describes the manu-
facturing of the product, taking account of the chronological order and all physical

1SysML is an extension of the Unified Modeling Language (UML), defined by the OMG, to satisfy
the requirements of system engineers. In particular it offers “a semantic foundation for modeling
system requirements, behavior, structure, and parametrics, . . . ” [26].
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Fig. 2 Process and
Instrumentation Diagram of
the continuous
thermo-hydraulic particle
board press as application
example for basic engineering
information and model base
for dynamic
reconfiguration [16]

changes made during the process, e.g. chemical or pharmaceutical processes. In our
opinion this view is essential because it represents the actual purpose of the system
and is not addressed in Thamboulidis et al.’s approach. All three views allow for
specialized observation of the whole system and its components. One component
contains all aspects that have been assigned to it in the different views. This way the
component establishes a connection concerning the content of the different views,
enabling the analysis and comparison of all aspects.

Illustration 2.1 Sample application of a continuous thermo-hydraulic particle
board press according to [16].

A model of a continuous production process, as basic engineering information,
will be introduced in this section. With this model dynamic reconfiguration in order
to increase availability will be demonstrated in Sect. 5. The continuous thermo-
hydraulic particle board press is a real industrial application (Fig. 2). It is composed
of up to 80 separately controlled frames (in Fig. 2 two frames are depicted). Each
frame consists of 5 separately controlled cylinders with sensors for pressure (p1)
and distance (s1, s2).

The technical process (Fig. 3) is modeled as an internal block diagram (SysML).
It shows the different sections of a continuous thermo-hydraulic particle board press
from a technologist’s point of view. The raw material for the particle board (wooden
fibers with glue, i.e. mat) is fed into the press on the left side and will be heated
and pressed. The different sections are modeled with regard to different techno-
logical functionality. From the initial description an activity diagram (Fig. 4) of
this technical process is designed showing the three sections of the press. They are
modeled using so-called swim lanes, which are used for structuring activity dia-
grams.



368 B. Vogel-Heuser and S. Rösch

Fig. 3 Internal block diagram of the technical process view (top level) of the application example:
continuous thermo-hydraulic particle board press [16]

Fig. 4 Activity diagram of the technical process (top level) [16]

The technical system consists of a generator for electric power supply, the hy-
draulic system and its interface to the mat (technical process view), the hydraulic
main valve and the five valves as well as pressure cylinders of each frame as can be
derived from Fig. 2. The mat (bottom right Fig. 5) is pressed by these cylinders, in-
dicated by connectors from each cylinder to the mat representing the force (F). The
cylinders increase the pressure as soon as the valves are opened (connector Pres-
sure). These structural aspects of the technical system are depicted in the internal
block diagram (Fig. 5).

The automation control system (Fig. 6) represents the chosen automation con-
cept with a classical automation device—a Programmable Logic Controller (PLC
(S7))—connected via a bus coupler to the input and output connectors of the
single frame of the press. Some of the components are only partially indicated
behind a similar component so as to show better the most important connec-
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Fig. 5 Internal block diagram technical system, excerpt with five cylinders in one press frame [16]

Fig. 6 Internal block diagram of the automation concept
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tions within the automation concept. The generator (bottom right), the pressure
cylinders, the valve and the frame show the connection to the technical system
via a dashed line because they are not part of the automation control system;
they belong to another view. Their sensors and actuators, however, belong to the
automation system. By representing the most important links between different
views using dashed lines the domain engineer has, on the one hand, an overview
of his aspects, which helps to reduce complexity, and, on the other hand, the
understanding of related components between the disciplines supported by the
links.

Recent concepts allow us to generate code for automation applications out
of more detailed SysML models [10]. After introducing the three views of
the disciplines as one prerequisite, the modeling of requirements will be dis-
cussed, regarding also the three different views for one small application exam-
ple.

3 Modeling Functional and Nonfunctional Requirements

Nonfunctional requirements in general are classified in [1] and from a software en-
gineering point of view in [24]. Dependability and security (Fig. 7) as well as in-
teroperability, maintainability, and time constraints are such nonfunctional require-
ments. Quality of Service (QoS) has been used recently for different domains (see
Sect. 5.1.2). In the case of the continuous thermo-hydraulic particle board press, the
application example introduced in this book chapter, QoS comes in where a sensor
may be replaced by a calculated one in case of a malfunction (dynamic reconfig-
uration, Sect. 5). The replacement strategy increases the dependability of the plant
under the prerequisite that a minimum required product quality can still be produced
with the replacements (virtual sensors).

In our approach functional and nonfunctional requirements are included as con-
straints to the different views of the production automation system on different lev-
els of detail and granularity starting from a sensor or an actuator up to the entire
plant. In Sect. 5.1.2 the tolerance model is introduced as a means to trace whether
the required reliability will be maintained, and whether the required probability of a
given quality will be reached. If requirements apply to the behavior (dynamic) they
need to be modeled in one of the behavior diagrams of the SysML such as the activ-
ity diagram. In those diagrams the requirements can be connected to the matching
activities fulfilling these requirements.

Illustration 3.1 Temperature and lifespan requirements on the continuous thermo-
hydraulic particle board press.

In the requirements model, which consists of different requirement diagrams
(documents) according to the three views on the system (upper part of Fig. 8), the
requirements of the different domains are described. The domain “technical pro-
cess” requires the compliance with a defined temperature profile (up to 280 °C)
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Fig. 7 The dependability and
security tree [1]

inside the inlet zone of the press, whereas the domains “automation system” and
“technical system” restrict the temperature to ranges in which their components
cannot be damaged (automation system: up to 60 °C; technical system: up to
300 °C).

These functional requirements are traced to corresponding constraint blocks us-
ing the “satisfy” relation (middle part of Fig. 8). The constraints are instanced in-
side the blocks which describe the modules of the plant that has to fulfill these
requirements by means of a composite aggregation (lower part of Fig. 8). For exam-
ple the block “InletZone” instances the constraint that is linked to the requirement
defining a temperature profile. To show how nonfunctional requirements are mod-
eled, a requirement for the valve to reach its defined lifespan is modeled in Fig. 8.
The nonfunctional requirement “Lifespan valve” is modeled the same way the func-
tional requirements are modeled. It is linked to a constraint limiting the frequency
of opening and closing the valve and is also categorized as part of the technical
system.

A heating valve—being part of the automation system of the press—instances
the constraint that restricts the temperature due to the limitations of its electronic
components (“tempPAS”). Additionally, it references the constraints expressing
the limitations resulting from requirements of the other two domains by means
of shared aggregations (“TempInletZone” and “TempHeatExch”). With this in-
formation a parametric diagram can be modeled that describes the limitations re-
garding the temperature, which were originally stated in the requirements dia-
grams (documents). The SysML parametric diagram of a heating valve (Fig. 9)
within the continuous thermo-hydraulic particle board press contains the differ-
ent domains’ limitations regarding temperature affecting this module. The con-
straints that are referenced by the valve only by shared aggregations are displayed
with dashed lines. This indicates that the valve does not constrain the tempera-
ture to these limitations; however, the limitations of other modules of the contin-
uous thermo-hydraulic particle board press (“InletZone” and “HeatExchanger”) af-
fect the valve. The temperature outside the valve is composed of the three mod-
ules’ temperatures. To calculate the temperature inside the valve, thus the tem-
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Fig. 8 Requirements and block definition diagram for the requirements concerning temperature

Fig. 9 Parametric diagram depicting the temperature of the heating valve

perature actually affecting the electrical components, the constraint “CalcTempera-
turePAS”, which expresses a formula for the heat transmission through the surface,
is used.

The SysML models are the basis for coping with faults in production automation
systems (see Sect. 5).
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4 Integration of Potential Malfunctions and Faults as an
Integrated Part of Production Automation Systems’ Behavior

The task of risk analysis is to identify and evaluate risk for the entire system (see
Chap. 12, [25]) at an early stage, based on the weaknesses of individual components
of a system. In the first part of this section the traditional safety analysis approaches,
which analyze and evaluate faults, errors, and failures, are introduced, i.e., Failure
Mode and Effects Analysis (FMEA) and Fault Tree Analysis (FTA). We further
discuss their application as part of production automation systems design.

Laprie et al. define faults, errors, and failures in relation to provided services
or functions. An “adjudged or hypothesized cause of an error is called a fault”
[1, p. 13]. The “definition of an error is the part of the total state of the system that
may lead to its subsequent service failure” [1, p. 13], which means an error does not
inevitably lead to a failure. A “failure is an event that occurs when the delivered
service deviates from correct service” [1, p. 13].

In the automotive domain the current standard follows VDA [27] to check the
safety of systems using FMEA [22] and FTA [21].

Rink2 proposes a method that combines requirement analysis, system modeling,
design of control functions, and creation of a safety concept and risk analysis of
the system using an integrated object-oriented system model similar to the approach
proposed in Sect. 2. The model takes both the desirable and the undesirable behavior
of the system into account. Hence a universal system model is created that can be
used for the design of functions as well as for the safety concept and risk analysis.
Objects that are modeled as components within the system model are determined,
based on the physical structure. The components’ parameters and state variables
appear as attributes in the object specification. The desirable and the undesirable
behaviors are described as operations and graphically represented in state charts
and activity diagrams. Interactions between objects are depicted by collaboration
diagrams. The requirements for the nominal behavior are the basis for the design
of control functions. The safety concept must recognize possible system errors and,
if necessary, activate appropriate replacement functions so the system maintains or
reaches a safe state again. Rink presents a use case-oriented approach for risk anal-
ysis generating the structures of the risk analysis based on mapping rules from an
object-oriented system. The risk analysis starts with the construction of the FMEA
system structure based on object and class diagrams of the object-oriented system
model (Fig. 10).

Then the FMEA function structure is derived from the state charts, the activity,
and the collaboration diagrams that model the desired behavior. On the basis of the
undesired behavior of the system model the FMEA malfunction structure is created.
To facilitate the generation of the FMEA-function and malfunction structure from
the object-oriented system model, it is necessary to limit the variety of the means of
description available in (UML/SysML) using modeling guidelines. These guidelines

2In the following the results of a research cooperation with an automotive company will be intro-
duced which refers to the PhD of Anton Rink [6–9].
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Fig. 10 Steps and procedure
during risk analysis [7]

are the basis for the development and use of efficient transformation algorithms to
generate the structures of the risk analysis. Both the qualitative and the quantitative
risk analysis are performed by means of FMEA form sheets (see Sect. 4.1, Fig. 13)
and fault trees (Sect. 4.2, Fig. 14). Depending on the results of the analysis, measures
to optimize the control functions and the safety concept are taken in order to meet
the requirements regarding availability and safety.

4.1 Failure Mode and Effects Analysis (FMEA)

FMEA is used to analyze whether all malfunctions of the control function have
been detected in the safety concept and whether measures to avoid critical states are
available. For this purpose possible errors of a system and its control function are
registered and in the filled-in FMEA form sheet (see Fig. 13). With support of a fault
simulation, consequences of errors and their impact on a system are determined. Due
to the object-oriented structure of the system model, specific information from the
FMEA forms can be considered as attributes of the objects in the object-oriented
system model. Hence a system model which can be used for the functional design,
the creation of the safety plan, and the risk analysis is developed.

In accordance with Bertsche et al. [2] the FMEA follows five steps:

1. Creation of a hierarchical system structure out of system elements (system struc-
ture tree)

2. Description of the functions and the function structure (function structure tree)
3. Implementation of the malfunction analysis, e.g. detection of possible errors,

causes of failures and failure sequences (malfunction structure)
4. Risk evaluation in the FMEA form sheet
5. System optimization with the goal of avoiding malfunctions or reducing risks
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Fig. 11 FMEA—system structure tree showing the system structure of the frame pressure control;
objects are modeled as system elements of the system “frame pressure control”

Fig. 12 FMEA—function structure tree (of step 2, Fig. 10) showing the function structure section
of the control deviation calculation [8]

Illustration 4.1 Sample application: FMEA “pressure control” for the continuous
thermo-hydraulic particle board press.

The FMEA system structure (Fig. 11) is derived from class and object process
diagrams by depicting objects as system elements to bridge the gap between an
object oriented approach and the safety analysis with FMEA (explained later in this
illustration). Object and activity diagrams define the function structure.

Starting from the system function structure tree (Fig. 12) the malfunction struc-
ture can be determined. Figure 13 shows the completed FMEA form sheet for
the system element “comparison unit”, which can be found in Fig. 11 as a sub-
component of “controller”. The function analyzed in this particular form sheet is
called “Receive nominal pressure”, which is only one of the functions that are ful-
filled by the comparison unit. All possible malfunctions of the system are identified
and entered into the FMEA form sheet (Fig. 13). By means of a fault simulation the
failure sequences and their effects on the comparison unit are recognized. In this ex-
ample a potential failure sequence begins with the comparison unit storing the actual
pressure at too high a level. Subsequently, the pressure is assumed to be too high and
a negative control difference is calculated. A potential effect of this failure is that the
control receives a nominal pressure that is too low. If an error causes a critical state,
a high value (maximum 10) is filled into the failure severity column (S). The next
step is to check if one of the surveillance functions is available for the recognition
of the failure and to evaluate the quality the detection of the failure has. In case of
an absolute certainty that the failure is detected, the minimum value of 1 is filled
into the column “detection probability” (D). If there is a substitute strategy, which
allows avoiding the negative effects of the failure, a positive rating (low value) in
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Fig. 13 FMEA—form sheet for the function “Receive nominal pressure” of the system element
“comparison unit”

the column of occurrence probability of the failure (O) is recorded. In this example
it is possible to model the particle board press and to estimate the nominal pressure
in a simulation. Therefore the plausibility of the value can be checked, the failure
can be detected, and the substitute strategy of estimating the actual value can be ap-
plied. The weaknesses are ranked by risk priority numbers (RPN), which are derived
for each failure by calculating the product of risk importance, detection probability
and occurrence probability. Possible risk priority numbers are values between 1 (no
weakness) and 1000 (extremely critical weakness).

4.2 Fault Tree Analysis (FTA)

While FMEA is used for qualitative failure analyses, the FTA enables quantitative
analyses [3]. Thus it complements the FMEA and is especially effective when used
in combination with it. The FTA analysis is classified as a Top-Down Analysis [2].
With the FTA [21] all possible failure combinations leading to an undesirable state
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are detected. If the failure occurrence of the individual failures is known, the failure
occurrence for the considered undesirable event can be calculated. In consequence
if all of the individual failure rates are known, the failure rate of the different system
failures may be calculated. The aim of the FTA is to define the failure combinations
that lead to undesirable events and their occurrence frequency. The fault tree for
an undesirable event can be derived from the malfunction structure by extending the
cause-effect information with logical information. If a fault tree contains exclusively
OR, AND and NOT links, the frequency of occurrence of an undesirable event can
be determined with the application of Boolean algebra and probability theory. In
order to determine the probabilities of failures, the parameters of the failure behavior
must be established. The FTA is especially useful when identifying critical failure
paths. It allows in particular the consideration of the effects of multiple failures. If
an FMEA is already available, this information can be used as a basis for the FTA
as a possible form of failure [2]. In what follows, the FTA will be discussed for the
continuous thermo-hydraulic particle board press.

Illustration 4.2 FTA: “pressure control” for the continuous thermo-hydraulic par-
ticle board press.

One segment of the fault tree, that for the case of the pressure control not op-
erating regularly (chosen wording “Do_not_calculate_correct_control_deviation”),
is given in Fig. 14. In a fault tree the object name is given at the first position and
the name for the operation responsible for the undesirable event at the second po-
sition (e.g. Fig. 14: ComparisonUnit.Do_not_calculate_correct_control_deviation).
As already mentioned, individual object failures are linked by Boolean operators in
such a way that the failure occurrence can be calculated using Boolean algebra and
probability theory [20]. The occurrence of failures of the pressure control (plogic) is
calculated using the failure probabilities (p1,p2,p3,p4,p5) of the different com-
ponent failures for bus inlets, control logic, and the nominal pressure determination
(see Eq. (1)).

plogic = (
1 − (1 − p1) · (1 − p2) · (1 − p3)

) · (1 − (1 − p4) · (1 − p5)
)
. (1)

The fault tree (Fig. 14) may also be derived from the technical system. If the
nominal value of the pressure cannot be calculated, for example, the cause may be
a bus problem (p3, Message was not received), the encoder not working (p2), or
a faulty configuration or programming of the unit (p1, reception of actual pressure
too high/too low). The nominal pressure cannot be estimated if the frame model
is not modeled (p5) or the actual distance (p4) is not received. The whole control
deviation cannot be calculated if both the nominal pressure is not calculated and the
estimated pressure is not available.

On the basis of qualitative (FMEA) and quantitative (FTA) risk assessment, mea-
sures to optimize system safety are initiated in a way that risks of individual failures
and probabilities of system failure do not exceed specified limits. In the approach
proposed by Rink, faults cannot be compensated according to the safety concept. If
the unavailability of a function is detected the system is turned into a safe state until
the error is corrected and the user is informed in addition. In the next section we
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Fig. 14 Fault tree for the malfunction “Do not calculate correct control deviation”

argue why this strategy is appropriate and accepted for the automotive domain, but
is not applicable to machine and production automation.

5 Coping with Faults in Production Automation Systems

After stops reached during the production process in production automation, restarts
are time consuming and not always done easily. For this reason they are executed
only when absolutely necessary, such as in situations of fire, hazard, or a long shut
down as a result of cleaning and maintenance procedures. This is the case for the
particle board press introduced in Sect. 2. Therefore, mechanisms are required to
cope with the failures of one or more subsystems, devices, or sensors, and to operate
the plant with a possible lower product quality until a regular shut down can be
scheduled.

5.1 Adaptive Control by an Agent Based Approach

An3 approach well suited to coping with failures of one or more subsystems is
dynamic reconfiguration during runtime based on adaptive control systems using
agent-oriented software. By implementing additional engineering models into the
control code a basis for adaptive behavior can be reached. In the following the agent

3In the following the results of research of Wannagat and Vogel-Heuser will be presented which
refers to [15–17].
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definition of the VDI/VDE guideline 2653 is applied: “An agent is an encapsu-
lated (hardware/software) entity with specified objectives. An agent endeavors to
reach these objectives through its autonomous behavior, in interacting with its en-
vironment and with other agents. Agents represent a modeling concept for solving
technical problems independently of a specific form of realization” [28].

A main part of the agents’ duties in the context of increasing availability of
a control system is to detect, analyze, and handle faults. In the present state of
the art, agents merely focus on instrument fault detection by using analytical re-
dundancy between different measurement points. For every real sensor, which has
functional dependencies to other sensors, we calculate additional virtual sensors
using values of neighboring real sensors. The virtual sensors are used to validate
the corresponding measurements and detect faults (parity space approach). If there
is more than one virtual or real sensor available at one measurement-point, it is
possible to detect a single fault (isolation). In principle, the virtual sensor values
will never be as precise as real sensor values, but the information is beneficial
for fault diagnosis purposes as well as for substitution. In the case of fault diag-
nosis the lack in precision may cause false alarms or a lack in sensitivity. In the
case of substituting a real sensor by a virtual one, this loss of precision is rele-
vant for closed loop controls and for the whole control strategy of the production
process. Therefore it is insufficient just to calculate virtual sensors and to substi-
tute for faulty real sensors. Additionally, the consequences of such substitutions
and the constraints of the control system have to be taken into consideration. An
agent knowledge base contains two main components—constraints and knowledge.
Constraints define the margin of the action space that is used by the agents to take
decisions. Use of basic engineering models representing knowledge about systems
allows choice of alternative means to cope with failures at a certain point within the
action space.

5.1.1 Requirements and Boundaries to Define an Action Space

The requirements defined for the agents, such as time and dependability as nonfunc-
tional requirements, are the basis for specifying the action space (Fig. 15) and for
defining the goals together with the parameters to achieve them.

In the first step, the requirements relating to contained modules, interfaces, and
connections are collected separately for each of the system views presented in
Sect. 2. Unlike the components, which can be related to more than one view, these
requirements are strictly related to their own view. The same component can be
viewed under different aspects. For example a valve is an actuator for the automa-
tion control system, it has a mechanical representation in the technical system, and it
controls the flow rate from the technical process view. This leads to two advantages:
firstly, it reduces the complexity because the requirements survey is distributed to
three views for each element and secondly, it is the first integration of the require-
ments of different views in the same element (see Sect. 3).
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Fig. 15 Boundaries of the
agent’s action space [16]

In the second step, relations between functional and nonfunctional requirements
defined in the first step need to be analyzed and linked to each other. The predefined
functions of the modules are linked to the appropriate requirements and boundaries
regardless of the three views. The result is a network of requirements and their
relations, which makes it easy for the developer to get an overview of functionalities,
requirements, and boundaries.

In the third step the developer evaluates if the desired flexibility may be reached
with the predefined boundaries, and specifies how much flexibility the agents should
have. The action space allows the agents to navigate and to achieve their goal within
the appointed boundaries. Every parameter has to be checked regarding its influ-
ence on the time delay according to real time requirements and the failure prob-
ability of its related functionality in matters of dependability. Using these rela-
tions the agents are able to achieve their goal by changing the relevant parame-
ters.

5.1.2 Diagnosis and Fault Management

To fulfill the requirements concerning the reliability of a plant, the agents have to
know the effect of their actions as well as estimate the significance of a changing
environment regarding their requirements within the whole system.

Similar to an FTA using the given modular structure, the developer is able to
specify the relationship between the functionality of a module and its sub modules
(Fig. 16). The goal is to specify the probability for correct execution of each func-
tion based on functions of the related subsystem, until the basic elements of the
control system at the bottom level are reached. In this way it is possible to calcu-
late the probability of a malfunction at the time a quality of a sensor measurement
changes. The tolerance model is similar to a fault tree, but focuses not only on the
top event, the function or the malfunction of the system and its probability, but also
on the quality similar to a QoS with which the operation will continue under the pre-
requisite of a given replacement strategy (discussed in Sect. 5.1.3). This is realized
by software agents, who implement the knowledge about the relation between the
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Fig. 16 Tolerance model combined with modular structure (boxes show module, small grey
squared boxes depict interfaces between modules)

quality of a control system element, for example the quality of the sensors’ measure-
ments, the precision of the actuators’ actions, and the functionality of a component.
This relation is used to calculate both the risk of a failure regarding the observed
changes and the effect of possible counteractions such as replacement of a sensor
by a virtual (calculated) sensor value. Each agent is able to observe all elements of
the control system and to relate the real values to the calculated values of its internal
system model.

5.1.3 The Knowledge Base

Next, a knowledge base, which allows detecting sensor failures, calculating a sur-
rogate value, and estimating the resulting precision at runtime, will be introduced.
One important point for the design of such a knowledge base is that it is easy to
design and implement in a Programmable Logic Controller (PLC) environment so
as to be calculated during runtime. A very simple and powerful notation for this pur-
pose, which is well known in the domain of automation, is the directed graph [20].
In this graph, each node represents a measurement point. It is equipped with a value
source that can be either a real or a virtual sensor. A quality value at each node de-
scribes the accuracy of the measured or calculated value. The quality value ranges
continuously from 0 to 1. The edges of the graph describe functional correlations
(f , Fig. 17) between the measurement points and represent the analytical depen-
dencies which are used to calculate virtual sensor values at runtime. The directions
of the arrows indicate sensor values that are appropriate for a substitution (Fig. 17).
In Fig. 17 on the right side, the sensors used within the quality model are shown.
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Fig. 17 Analytical dependencies of sensors in the hydraulic press in the quality model [15]

Sensor “S2_1” can be calculated, using the function “fS2” (edge) and the sensor
values “P 1_1” and “S1_1”, for example. The function “fS2” expresses the depen-
dency between the thickness of the incoming material into the frame concerned (one
of the sensors s1), the pressure of the hydraulic cylinder (one of the sensors p1), and
the thickness of the outgoing material, using a spring model. The spring constant
(C, Fig. 17, bottom left) represents the elasticity of the material and depends on the
values of the actual temperature, the density, and the humidity of the wood. The
black dots are used if more than one sensor is required to calculate a virtual sensor
(Fig. 17, right).

It is possible to use virtual sensors as source for other virtual sensors and the
probability for that rises with the number of failures and corresponding substitu-
tions. The precision of virtual sensor values is possibly reduced by inaccurate mod-
els and time aspects, e.g. dead time or delays because of the underlying measure-
ment, the field bus, or the calculation of virtual sensor values in the PLC. Reduced
precision lowers the quality of the virtual sensors compared with original measure-
ments. This loss of precision is given by a quality factor q similar to QoS for a
measuring value (q , Fig. 17, right) which is bound to every arrow of the graph and
described by values between 0 and 1. It represents the decreased quality (preci-
sion) by using this calculated virtual sensor instead of the real sensor. In addition
a quality value Q (Q, Fig. 17, see QoS Sect. 3) at every node represents the pre-
cision of the real sensor itself. Therefore, the quality (precision) “q13” of a virtual
sensor replacing “S2_1” may be calculated by the precision of the real sensor qual-
ity value “QS1_1” of “S1_1” and the quality value “QP 1_1” of the real pressure
“P 1_1” multiplied by the loss of the quality because of the replacement represented
by “q21” as quality factor.

Furthermore, the agents use the quality value of a virtual sensor to determine the
effect on the availability of the plant operation and to compare it with the given re-
quirements and constraints. The reliability of sensor values is evident for processing
automated production systems. Although the substitution of real sensors with calcu-
lated virtual sensors increases readiness in case of partial faults, it risks the accuracy
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of the process flow. While the correctness of possible alternative strategies for static
systems is determined during development time, an agent based dynamic system
decides this during runtime. Both have to decide whether the production process
can be continued with replaced, calculated values or if it has to be suspended. The
threshold, which defines the agent’s decision, is oriented by a user defined safety
requirement for the specific part of the process or the technical system. The loss
of a sensor triggers the reconfiguration of the control behavior automatically. The
automated result may be a single parameter adjustment or an immediate shut down
of an entire plant and is characterized as dynamic reconfiguration at runtime.

The introduced concept was evaluated successfully by applying it to the particle
board press. The reconfiguration took a maximum of two PLC cycles to adjust.
Further information about the application is given in [17].

6 Food for Thoughts

There is still a great need for engineering support for adaptive control systems in
manufacturing, to increase dependability as well as their interaction with the human
as the operator, and by that adaptable behavior for individuals. Our contributions in
the future will focus on these tasks. Besides this, a lack in visualization of adaptive
control systems is clearly apparent and needs to be covered in future research. As
the acceptance of any new technology is based on transparency and trust, we need to
find appropriate visualization patterns to open the black box of intelligent behavior
for operators, to gain acceptance and trust. On the other hand we need to provide
automatic models derived from engineering data to reduce modeling effort for in-
dustrial application. This is another challenging application-oriented research topic,
because it is strongly related to different domain-specific models in different tools
and their interfaces.

7 Summary

The introduced methods and measures of an integrated safety and functional analy-
sis, including the different views in a production automation system, help to reduce
time to market and cost, as mentioned in the introduction. There is still a lack of
meta models for the different disciplines and domains as well as in a support of inte-
grating different models under the constraint of changes in variants and versions. In
tool support some deficiencies must be accepted as well, but the basic concepts are
available, which provide the foundation for necessary improvements. We have intro-
duced three first steps on the road to an integrated modeling of safe and dependable
complex systems: the cross-disciplinary modeling with SysML, a first approach of
integrating safety and functional modeling, and finally the adaptive behavior based
on basic engineering models to support dynamic reconfiguration of manufacturing
systems during runtime.
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