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Abstract. In this paper we discuss the possibilities of context-aware
systems in providing more secure user authentication. We describe some
approaches in using context information in adaptive security systems,
especially in adaptive user authentication. In addition, we discuss some
recent results in applying the context itself as an authentication factor.
Recent advances in cryptographic protocol design and adaptive, context-
aware systems enable the linking of the context information to the cryp-
tographic keys and authentication. Furthermore, new protocols make
adaptive user authentication easier as it is possible to combine several
different factors in a single protocol. We give some examples of this and
discuss the further potential of these methods.

1 Introduction

Reliable user authentication is crucial for many services that are provided over
networks. In many cases, the devices that the users apply to gain access to the
services provide a context that the context-aware services utilise. Furthermore,
the service providers and devices have profile information on the users. The
combination of these two information sources can be used in many different
ways. One application area is the user authentication mentioned earlier.

Context-aware systems have become more prominent in recent years and there
are many different ways that these systems can be designed and utilised [1].
From security perspective these systems offer both increased risks as well as
benefits. Risks come from the fact that more and more different types of devices
and sensors are networked and thus are subject to possible abuse by remote
attackers. One benefit of these systems is the possibility to adapt the security of
the system based on the context information.

Adaptive security systems utilise some form of security monitoring and modify
the system behaviour according to the monitored security state of the system.
Thus, adaptive security systems use various forms of contextual information.
With the help of this information, the system provides self-protection, which
defends the system against incidents and also anticipates problems [27].

Many of the adaptive security approaches use authentication as an example
of a security process that can benefit from the adaptive system. However, the
two domains remain separated in the sense, that although there is an adaptive
process controlling the authentication, it is not utilised in or tied into the actual
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authentication protocol. The adaptive process is used in setting the limits on
what factors are used and how often the authentication is initiated. The authen-
tication protocol that is used is then a separate process. In some cases this is
acceptable, but it may enable the clever attacker with a way to compromise the
security of the underlying authentication protocol(s) and thus undermine the
security of the system as a whole.

In cryptography, authenticated key exchange (AKE) protocols are used to
establish a common, secret key that is used to encrypt the communications and
to authenticate the messages and their origin between two (or more) parties.
Furthermore, these protocols can be usually utilised to authenticate the users or
devices, even if the secret key material is not needed in the communications.

There are different ways for users and devices to authenticate themselves.
These are usually called factors of authentication. These factors are traditionally
divided into three categories. The first is something you know such as a password
or a secret handshake. The second is something you have such as a key, a token
or a device. The third is something you are or a biometric such as a fingerprint,
DNA or some behavioral trait. Also other categories have been discussed in
recent years. One is someone you know or someone who knows you as in e.g.
[6]. Others include such ideas as proximity to friends [13] and something you
process [32].

Several protocols have been designed to provide AKE between two parties
based on one or several of the above mentioned factors. As passwords have been
the dominant method of authentication there are several protocols that provide
password authenticated key exchange (PAKE) such as [14] and many others.
There are also authenticated key exchange protocols based on biometrics such
as [5] and based on secret keys (usually stored on smart cards or other devices)
and an associated PKI scheme [15,2].

The various transactions and processes that take place in the networked envi-
ronment require different levels of security and different levels of authentication.
As it is possible to use several different factors of authentication to gain more
trust on the authenticity of the transaction, user or device, it is also important
to have adaptive systems that utilise these possibilities.

1.1 Contributions and Organisation of This Paper

In this paper we discuss some possibilities of context-aware user authentication in
adaptive security systems. We show that with current cryptographic protocols
it is possible to link the context to the cryptographic authentication process
and also to use the context in making the adaptive security decisions. We also
describe and discuss the potential of some recent proposals that consider the
context (or some part of it) as a separate authentication factor.

The paper is organised in the following way. In the next section we present
some previous results on context-aware adaptive systems and cryptographic au-
thentication protocols. In the third section we present different ways in which
the context can be utilised in the adaptive user authentication. We illustrate
some of these concepts with small examples. The fourth section briefly discusses
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the privacy implications of context-aware adaptive user authentication. The fifth
section contains discussion and future research topics and the sixth section gives
our conclusions.

2 Previous Work

In this section we present some of the most relevant previous results in context-
aware systems, adaptive security and authentication.

2.1 Context-Aware and Pervasive Systems

Pervasive computing is applied in various domains to improve the life experience
of people, e.g. smart spaces, healthcare and transportation. Due to these vary-
ing domains, the security requirements for different applications vary greatly to-
gether with other quality and functional requirements. Context information can
be applied to deduce these requirements for the pervasive applications [25]. More-
over, context information supports the adaptive behaviour in pervasive comput-
ing. It has been stated in [8] that the adaptive behaviour is one major challenge
related to pervasive environments.

It is possible to utilise the context-awareness of applications in several ways
and, depending on the application, the required context information also changes.
Taxonomy of security related context information for smart space purposes is
presented in [10]. This taxonomy divides security related context information to
three levels as follows: The bottom level consists of the physical context that
describes an execution platform, e.g. operating system, utilised network connec-
tion etc. The second level constitutes of the digital context, which is intended to
describe the role of the environment. For instance, the smart space can be either
private or public. The highest context level is the situational context, which de-
scribes the role of the exchanged data and the user’s role in the environment. For
example, the user could be a healthcare professional, who is trying to retrieve
work related documents from her home environment.

2.2 Adaptive Security

In an adaptive security system, the system selects the course of action among
the existing security mechanisms and/or tuning parameters of these mechanisms.
These modifications to the system behaviour are based on the monitored security
level and the perceived context of the system. Thus, adaptive security can be seen
as the capability of the system to offer self-protection. Self-protection defends
the system against malicious attacks and anticipates problems [27].

Achieving adaptive security requires that the system is able to monitor its
own behaviour and environment. This monitoring can be realised, for instance,
by security measuring, an Intrusion Detection System (IDS) or by some other
means. The monitored data is analysed further in order to recognise security
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breaches or other incidents, which in turn cause an adaptation need. Examples
of these analyses are the calculation of security indicators [28], the calculation of
authentication confidence [17] and the calculation of user’s suspiciousness level
[26]. Lastly, when the adaptation need is recognised, the system has to decide
what parts of the system will be adapted and how. The survey in [35] reveals
that this decision making part is the most uncovered area in the current security
adaptation approaches.

In [9], the authors compare four security adaptation approaches from the ap-
plication layer viewpoint. The compared adaptation approaches act as described
above, i.e. existing security mechanisms and their parameters are adapted. Con-
sequently, security mechanisms themselves are not made adaptive but their util-
isation is adapted based on the monitored security level and context. In [35]
the authors list and compare over 30 self-protection approaches in a tabular
form. However, these approaches also concentrate on adapting existing security
mechanisms and security policies.

2.3 Authenticated Key Exchange

In [2], Bellare and Rogaway present a framework in which they can achieve
provable security for several AKE protocols that they describe and it is one of
the first designs for authenticated key exchange with a proof of security. This
has provided the basis on which many of the subsequent AKE protocols rely.

There has been a great amount of work done on provably secure authentication
protocols with one or many factors. Single factor schemes have traditionally been
password-based, as in [14], biometrics based, as in [5] or based on some public
key setting as in [15]. Two-factor authenticated key exchange has been proposed
for example in [22,20]. In [23] a multi-factor authenticated key exchange protocol
has been introduced. Thus it can be seen that there exist many protocols, that
can be used with different factors of authentication either separately or in a
single protocol.

In [12] the authors describe MFAKE, a new multi-factor authentication pro-
tocol, that can be used with any number of passwords, client secret keys and
biometrics. The security of MFAKE is based on sub-protocols that utilise tag-
based authentication [18] for each authentication factor. This modular approach
enables a security proof for the MFAKE protocol. MFAKE facilitates also mutual
authentication between the client and the server.

Some form of contextual information has been proposed as a factor of authen-
tication in several publications [29,6,13]. In [13] the authors propose using mobile
devices users’ proximity to their friends mobile devices as a suitable factor for
authentication. In [6], the authors describe a system for vouching for legitimate
users if they forget their security tokens. Also the authors of [29] propose a social
approach to authentication. One could also argue that the proposal of [32] is a
case of contextual information being applied to authentication.

It is worth noting that the above protocols provide examples of two different
ways of using contextual information in authentication. The first, demonstrated
in [13], means that the context itself becomes one factor in the authentication.
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On the other hand, as in for example [6], the context can dictate how and when
the user should authenticate herself to the system. This is also the case in some
adaptive security systems such as in [17].

3 Combining Authentication and Context-Awareness

As user authentication is currently an important topic in information secu-
rity and on the other hand different context-aware systems and middleware are
emerging, it is important to examine the possible benefits and threats that this
combination offers. In this section, we will discuss different ways to combine
context-awareness provided by pervasive systems with adaptive security and
entity authentication. In the next section we will discuss some of the privacy
implications of these technologies.

First of all, we will give some definitions of concepts that are used later in
this paper. Context is a set of environmental states and settings that either
determines an application behaviour or in which the application even occurs
and is interesting to the user [7]. From security perspective, this set can be
assumed to be public.

3.1 Context as a Separate Authentication Factor

As mentioned in the previous section, there have been some recent proposals
that use some contextual information as an authentication factor. For example,
in [13] the authors propose to use the proximity of users friends as a possible
factor for authentication. The proximity could be measured with many different
methods such as GPS or some wireless connectivity. In [13] Bluetooth is proposed
as the measure of users proximity with friends. However, this method does not
generate enough entropy to be utilised in authenticated key generation.

In [32] the authors propose to add into the security of passwords by requiring
the password to be a mathematical formula that is applied and the result used as
the secret. There is very little indication that this would gain popular acceptance
or that this approach would be immune to the same weaknesses that the normal
passwords face.

There are some proposals ([29,6]), where the social context of the user is used
in some authentication scenario. These proposals offer a very limited use of the
context and do not rely on any autonomously working context-aware application.

The above examples are very interesting first steps in providing new authen-
tication factors. It is also worth noting, that utilising contextual authentication
factors could require very little user interaction and would thus be fairly easy
to use from user’s perspective. However, there is a need for further research on
the most usable factors, as the recent proposals do not provide secure enough
authentication or are not really related to context-aware systems.
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3.2 Context-Awareness as an Adaptation Mechanism

Many attributes that the context-aware systems provide are by themselves insuf-
ficient for reliable authentication. For example GPS coordinates and IP address
may be easily available, but are fairly useless as separate authentication factors.
However, these can be used in adapting the authentication process.

Thus, in contextual authentication the client context defines the different
factors and channels that the client must utilise to perform authentication to
the server. For example, this context can be the time, the physical location
(GPS), virtual location (IP address) or the different applications that the client
is running.

As a small example we give the environmental variable provided by many
web browsers. This variable contains a lot of information on the context, where
the browser is running (e.g. operating system) as well as on the browser itself
(browser name, version number etc.) and can be easily accessed by programmers.
This information could be used to adapt the user authentication. For example, if
the user has an outdated version of a browser, which is known to contain security
vulnerabilities, the system might require two-factor authentication.

We made a small proof of concept application that recognises the name of
the browser and, based on user preferences on trusted browsers, decides whether
the user needs to provide just a password or a password and insert a valid USB
token to the computer. The authentication was performed using the MFAKE
protocol [12].

In our opinion, it would be beneficial to link the contextual information with
the authentication and the possible keys generated in the process. In many adap-
tive authentication systems, the authentication process is completely separated
from the underlying context-aware application except from some triggering func-
tionality. This is of course sensible from development perspective as these two
may then be developed independently.

However, with recent tag-based authentication methods, such as MFAKE [12],
it is possible to link the contextual information either partly or completely to the
authentication process. This could be included in the adaptive security process.
Thus it would be harder to use successful (partial) authentications in different
contexts.

In [11] the authors present an adaptive security architecture in a smart space.
Their adaptive security solution is based on the Smart-M3 smart space architec-
ture [16]. As an example of this adaptive security they give an authentication
use case where user communicates via a smart phone with the established smart
space and uses the smart space to open and close the lock on her apartment’s
front door. As the environment recognises the different actions in different con-
texts the user needs to authenticate and re-authenticate herself in order to be
allowed to perform some tasks. The system is based on several predefined au-
thentication levels that are enforced for certain actions of the user.

In [11] the authors do not delve deep into the authentication mechanisms that
are invoked by the smart space. They only mention the usage of passwords, but
do not specify a protocol for this password authentication. This is reasonable as
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the adaptive security system should work with any such protocol. However, with
existing protocols, the contextual information that guides the adaptive security
process is left out of the final authentication. With the help of MFAKE the
information could be included in the user authentication. The context could be
used at least in the computation of the tag and thus be linked to the end result
of the authentication.

By realising the proposed scenario with the help of the MFAKE protocol, we
could improve the adaptive security system. As the smart space already provides
a rich contextual environment, one could include all of that or only the security
related context to the MFAKE protocol. For example, when unlocking the door,
the system requires a new authentication as the previous authentication level
does not allow for this action. When re-authenticating the user, the MFAKE
includes the context information (time, previous authentication level, required
authentication level, etc.) to the computation of the tag used in the protocol.
The system also makes the decision on the necessary authentication factors and
proceeds with the necessary sub-protocols. After successful authentication, the
adaptive security system updates the authentication level and allows the un-
locking operation. This could also improve the user experience of the system, if
the contextual information would be used to require less user interaction in the
authentication.

4 Privacy Issues

Pervasive computing and monitoring of user context and behaviour raises some
privacy issues. Many service providers already collect a lot of information on
their users and profile them accordingly. Although these profiles may help in
user authentication they also pose a risk to privacy.

There are methods that allow for anonymous authentication (e.g. [3,34]) and
that allow for example attribute based authentication (or signatures) [21,30].
However, these only solve the problem partially for authentication. The prob-
lem with pervasive systems and possible cross matching of different contexts
and profiles over several service providers is not solved by these authentication
solutions.

There have been efforts to quantify and model the privacy issues related to
context-aware systems. For example [19] presents a model for controlling users
privacy. In [33] the authors propose to use metadata related to the quality of the
context information to control the privacy.

However, as can be seen from [1], many systems do not facilitate security and
privacy controls. This is fairly troubling, as in the light of recent news, the users
cannot be certain that their context information is not misused by the different
service providers or some governmental agencies or even blackhat hackers.
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5 Discussion and Future Work

Because there are many areas of improvement both in user authentication and in
context-aware systems and middleware, we discuss some of the more interesting
future directions.

As seen in previous sections there are cryptographic protocols which can utilise
context information and link it into the actual authentication and the shared
secret between communicating parties. There are also some proposals that use
the context information itself as an authentication factor. However, there are
still many open questions on which context attributes are best suited to be used
as authentication factors and how we can minimise the impact on privacy.

Especially with biometric authentication factors it is important to consider
both improving the accuracy of different methods and to ensure that the original
biometrics are not leaked in possible database breaches as the replacement of
these is usually quite impossible. Some work towards this end has been done (e.g.
fuzzy extractors, fuzzy vaults and fingerprint hashes), but some of these are very
specific to a certain type of biometric or otherwise impractical to combine with
existing biometrics. A good survey on the topic can be found in [24].

It is widely known that the username-password based authentication mech-
anisms start to show many signs of weakness. With a provably secure protocol
as a backbone, we may start to devise authentication systems that employ the
MFAKE protocol or some other protocol that enables the use of multiple dif-
ferent authentication factors. Thus, we could move from the username-password
based authentication to more advanced and hopefully more secure and reliable
authentication.

With context-aware applications the context information could be used in
real-time fashion and thus it is very well suited for continuous authentication.
This means that the authentication is performed continuously relating the user’s
actions to the level of security of the data and actions. Usually, authentication is
a one-time action that grants access to different services for some period of time.
It is also very much a binary decision of accept or reject. In continuous authen-
tication the decision can be based on the context that is monitored frequently.
Even if continuous authentication cannot be realised, with the use of adaptive
security systems we may at least amplify the authentication mechanisms if the
context of the user changes.

Furthermore, we could employ a more risk-based and probabilistic approach to
authentication by using the context information. In these types of scenarios the
authentication is not a clear cut accept or reject but a level of confidence on the
legitimacy of the action performed by the user. For example in [17] the adaptive
authentication system gives a trust score on the level of authentication. This
trust score could be reflected against the security policy of the service provider.

The above discussion links authentication to trust. For example in [31],
Schneier writes extensively about the different levels of trust we as individuals
place on other individuals, different institutions and even processes and systems
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that we interact with . One possible direction of development in authentication
systems could be systems that allow for these nuances of trust to be present
even in online activities. Context-aware, adaptive authentication could help in
developing systems to this end. By linking contextual information and adaptive
mechanisms to provably secure authentication and key exchange protocols, we
can provide more tools for building secure environments and applications on
modern smart spaces.

However, there are many issues that the cryptographic protocols still leave
open. One major issue is the enrollment of the different factors used in the pro-
tocol. One of the reasons passwords and usernames have become so popular is
that enrolling to a new service is extremely easy. With other factors such as to-
kens, biometrics and even the new social factor, the enrollment process is usually
more complicated or very hard to do in a secure manner over untrusted systems
and networks. Solutions to this problem need to be devised in order to have
access to the security features of MFAKE or other multi-factor authentication
protocols. In [4] the authors present a very good framework for evaluating new
methods of authentication. This methodology should be used to evaluate the
possible benefits of adding different factors to authentication and the feasibility
of new, possibly context-based, authentication factors.

One solution could be to have different trust levels for different types of enroll-
ment and maybe to have an algorithm learn the trustworthiness of the different
factors. This would make the process of authentication closer to the interactions
we have in real life with other people. We have a different amount of trust for
different people and we require more rigorous proofs of identity for some people
than for others and in different contexts. This kind of system could be more
secure than a system based only on a binary trust/no trust decisions, but it
would also be more open to different attacks and prone to human-like errors
of judgment over the trustworthiness of some entities. This type of approach is
discussed for example in [36].

6 Conclusion

In this paper we presented some possibilities of utilising context aware systems in
adaptive user authentication. Recent advances in both adaptive security systems
and in cryptography show that it is possible to combine the context informa-
tion gathered from modern pervasive systems with cryptographic authentication
schemes. This information can be first used to control an adaptive security sys-
tem and then linked to the authentication scheme via tags.

Furthermore, we discussed some proposals for utilising the context information
itself as an authentication factor. However, this direction requires more research
as the proposed methods do not achieve satisfactory security for authentication.

We have made some motivational proof of concept work in combining context
information with the MFAKE [12] protocol. The next step is to include this in
some pervasive computing system with adaptive security mechanisms. In this
way we could improve and further validate our approach.
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