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Abstract. Smart Grids have great potential for the management of energy con-
sumption. However, moving from a traditional grid to a smart grid introduces 
significant new risk to the energy sector that were not present in the power grids 
that operated in isolation. The data that is generated in the smart metering sys-
tems can possibly harm its stakeholders. Hence it is important to protect all the 
stakeholders by providing effective controls to the vulnerable elements in the 
smart metering system. This highlights the necessity to conduct a risk analysis 
to evaluate the harms, threats and vulnerabilities that are introduced into this 
critical infrastructure by modernization. Currently there are numerous risk anal-
ysis methodologies available; there are many differences among them, and 
hence selecting an appropriate one is challenging. Risk that technical experts 
perceive to be minor often elicits strong public concerns. Consequently during 
risk analysis, different perspectives need to be considered. This article reports 
on an extensive analysis of risk management frameworks, which resulted in a 
framework specifically targeted at smart grid and smart metering systems. Pers-
pective of risk analysis is a key element in this framework.  

Keywords: smart meter, smart grid, security, risk assessment, risk analysis, 
framework. 

1 Introduction 

Smart grids, including smart meters, offer great promise for the efficient management 
of energy. However, concerns remain about the security of smart meter designs, and 
the potential negative impacts on householder privacy. These could slow adoption of 
the technologies, and threaten return on the considerable investments involved.  

Like any infrastructure, smart grid is also prone to attacks. Moving systems from a 
manual process to an automated process creates new vulnerabilities. As systems are 
added, complexities and functionalities increase making it more difficult to address 
security. Increasing connection to previously isolated systems and networks expands 
the threat surface. Connection points between different networks become access 
points for interception and for the infiltration of malware. The dependence on net-
working technologies introduces new threats to service reliability [1]. 

Confidentiality, integrity and availability are the commonly used terms in security.  
In the electrical power system, availability of electricity is considered as the most 
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critical element and a disruption in communications can cause a blackout to a vast 
region. So a secure power grid should have the best control measure to ensure that 
availability of electricity is protected. Secondly, a smart grid uses data collected by 
various sensors and agents and this data is used for number of functionalities which 
include automated billing, peak usage determination, power outage tracking etc. The 
integrity of this data is very important. Unauthorized modification of the data or inser-
tion of data from unknown sources can cause loss and damage to the system. Next is 
confidentiality. Customer information, general corporation information, and electric 
market information are some of the areas that need to be confidential. In smart grid, 
detailed information of electricity usage is recorded in the smart meter and this infor-
mation is transmitted at certain intervals to the remote system via different communi-
cation methods [2].  

Having identified availability as the top priority in a power system, does not deem 
integrity and confidentiality as elements of less importance. The system should ensure 
that the customer privacy is not violated and that the consumer is well informed of 
what could happen to their utility usage and personal data. Ultimately it will be the 
consumer who will have to bear the cost of running such a system and if the system 
can’t guarantee safety and security they can backlash the system with the help of con-
sumer advocacy groups. Risk that technical experts perceive to be minor, and even 
non-existent, often elicit strong public concerns and have even resulted in systems 
being discarded after huge investments have been made [3]. 

In various countries, after the initial roll out of smart metering systems there have 
been protests and demonstrations against them. The main reasons for their protests 
have been media reports regarding health hazards and privacy breaches that smart 
meters cause to its consumers. The smart meter has been described as a spy in the 
home [4]. This was based on a report that found that detailed smart meter data at one-
minute intervals could provide insights into a household’s living patterns to the extent 
that it could reveal the appliances used and activities conducted by the household [5]. 
It was completely misleading, as mostly the smart meters were read on half-hourly 
basis and it was almost impossible to deduce such information. Even if the meter was 
read at one minute intervals, detailed knowledge of the appliances present in the home 
and the habits of the consumer would be required to deduce living patterns [4]. None-
theless, the perceptions of health and privacy threats persist. 

If erroneous information sources find ready access to the mass media without ef-
fective remedies, then large social impacts, even for minor events, becomes possible 
[3]. This demonstrates the need to take security and privacy more seriously. In order 
to avoid any public resistance towards the Smart Grid especially from poorly drawn 
evidence, risk from the system should not only be analysed and managed but also 
effectively communicated. 

Though over years, experts have stressed the need to have risk analysis embedded 
into design, it seldom happens. Even if risk analysis is done during design or after 
deployment; it requires distinct steps or processes that can be followed effectively. A 
good framework should make its processes transparent and understandable to all its 
stakeholders. It should also be adaptable and extensible as the system grows or mod-
ifies. A great many frameworks are available. They have a lot of commonality, but 
also differences, some of which are significant in the context of smart meters. 
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This paper reports on an extensive study of frameworks for the assessment and 
management of risk, whose purpose was to produce a framework specifically targeted 
at smart grid and smart metering systems. Following a brief introductory section on 
smart grids, a summary and comparison of existing smart grid models are presented, 
followed by a presentation of a method that is proposed as an effective but efficient 
approach to risk assessments for smart grid projects generally, and is illustrated by 
means of application to smart meter projects. 

2 Background 

2.1 Current Smart Grid Scenario 

All around the globe, utilities and government have identified that the traditional 
energy grids needs to be replaced by Smart Grids. It emerged as a need to effectively 
manage the electricity requirements from the needs of an increasingly large world 
population. Though the initial interests were limited to accurately measuring the pow-
er usage, the focus has shifted to environmental gains through the reduction of peak 
demand and hence lower production cost and lower carbon emissions [6, 7].  

As smart meters were identified as a primary requirement in a smart grid, many 
countries have started the smart meter roll-out for residential customers, in some cases 
mandated.  

During and after roll-out, many schemes have been subjected to considerable criti-
cism in relation to security and privacy aspects of the design. In many cases, public 
concerns have been exacerbated by the discovery that the risk assessments had been 
performed solely from the perspective of the utility provider [8, 9, 10]. Also by nar-
rowing down the context, most of the documents have failed to consider vulnerabili-
ties of the new system to different kinds of threats. 

2.2 Models for Smart Grids 

As a part of the realignment of the utility industry to support a smart grid, various 
countries and organisations have developed architectural and conceptual models to 
plan, evaluate and monitor the success of transformation from the traditional to a 
modern grid. Two popular models are Smart Grid Conceptual Model (SGCM) estab-
lished by the National Institute of Standards and Technology (NIST) and Smart Grid 
Architecture Model (SGAM) established by the Working Group Reference Architec-
ture (SG-CG/RA).   

SGCM provides a visualized diagram explaining how different components of 
smart grid can be integrated and organised into seven Domains: Bulk Generation, 
Transmission, Distribution, Customers, Markets, Service Providers and Operations 
[11]. 

SGAM has a Smart Grid Plane. Zones are present in additions to the Domains to 
form a matrix, distinguishing between electrical process and information management 
viewpoints. The Domains encompass the complete electrical energy conversion chain 
(Bulk Generation, Transmission, Distribution, Distributed Electrical Resources (DER) 
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and Customers Premises) and the Zones represent the hierarchical levels of power 
system management (Process, Station, Operation, Enterprise and Market) [12].  

SGAM provides a better basis for risk assessment, because it provides more com-
prehensive coverage of parties than SGCM, and its structuring of the area into Do-
main/Zone cells assists the analyst in identifying the relevant scenarios. 

3 Preparation for the Risk Analysis Framework 

3.1 Chaos in Risk Terms 

Before entering a discussion on risk analysis it is important to have the terminologies 
correct. Over years different entities have developed many standards and methods for 
risk analysis, and the terms and definitions used for risk elements and processes vary. 

Most commonly used risk process terms are ‘Risk Analysis’, ‘Risk Assessment’ 
and ‘Risk Management’. Some of the descriptions given by few standards and organi-
zations are as follows: 

• In ISO/IEC 27005, ‘Risk Assessment’ consists of ‘Risk Analysis’ and ‘Risk Evalu-
ation’. ‘Risk Analysis’ is then further divided into ‘Risk Identification’ and ‘Risk 
Estimation’ [13].  

• In SP 800-30 by NIST, ‘Risk Management’ is said to encompass three processes, 
namely ‘Risk Assessment’, ‘Risk Mitigation’, and ‘Risk Evaluation’ [14].  

• According to a Working Group (WG) established by European Network and In-
formation Security Agency (ENISA), 'Risk Management’ consists of 'Definition of 
Scope’, ‘Risk Assessment’, 'Risk Treatment’, 'Monitoring' and 'Communication' 
[15].   

• Society of Risk Analysis (SRA) defines ‘Risk Analysis’ to broadly include ‘Risk 
Assessment’, ‘Risk Characterization’, ‘Risk Management’, ‘Risk Communication’, 
and policies [16]. 

In one definition, ‘Risk Assessment’ encompasses ‘Risk Analysis’ and in another one 
it is the reverse. Similarly ‘Risk Management’ in one interpretation includes all activi-
ties from scope definition to monitoring whereas in another it refers only to the plan-
ning and implementation phases. 

Reference [17] drew attention to the problems inherent in defining the key term 
'risk'. This article adopts a similar approach to the other key terms in the area; rather 
than attempting a universal definition, each term needs to be defined within the risk 
assessment document and used consistently within that document.   

It is also important not to confuse one risk element with others. The Expert Group 
of the European Commission’s Smart Grid Task Force prepared a Data Protection 
Impact Assessment Template for Smart Grid and Smart Metering Systems (‘DPIA 
Template’) in 2012. The main flaw that was highlighted by the Working Party against 
the DPIA template was that it often confused risk and threats [18].  
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3.2 Defining Elements of Risk 

In this section the key elements of risk are defined. They variously adopt and adapt 
definitions found in the most relevant sources found during the conduct of the re-
search [13, 14, 19, 20, 21, 22]. The terms used for each risk element by different enti-
ties have been tabulated in Table 1. 

Table 1. Terminologies used for Risk Elements 

Risk Elements Different Terminologies Used 
Stakeholder User, Party 
Asset Resource, Property 
Threat Hazard 
Vulnerability Weakness, Susceptibility 
Harm Impact, Consequence, Damage, Effects of Unwanted Incident 
Control Safeguard, Treatment , Countermeasure 
Risk Probability, Chance 

1. Stakeholder: Any entity that has interests in the target of evaluation, and whose 
interests are taken into account during the process. 

2. Asset: Anything to which a stakeholder assigns value and which therefore re-
quires protection. An asset can be physical or intangible. Assets include people, 
property, information and reputation. 

3. Threat: Any circumstance that can potentially cause an event (sometimes re-
ferred to as an 'unwanted incident') that can result in harm or damage to an asset. 
A threat can be intentional (in which case it is referred to as an attack) or uninten-
tional (an accident). 

4. Vulnerability: A feature of a system that represents a susceptibility to a threat. A 
vulnerability may be a weakness, flaw or deficiency, or it may be an intentional 
aspect of the system. 

5. Harm: The impact or damage to an asset arising from a threatening event. 
6. Controls: A Countermeasure or safeguard against a threat or a vulnerability. Four 

types of control are commonly distinguished: 
─ Preventative controls to protect vulnerabilities. 
─ Corrective controls to reduce the effect of harm. 
─ Deterrent controls to reduce the likelihood of unwanted incident. 
─ Detective controls to discover threats and trigger preventative or corrective con-

trols.  
7. Risk: A risk is the probability of the occurrence of a harmful event. It can be con-

sidered as a function of threats exploiting vulnerabilities to create unwanted inci-
dents to harm assets.  
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4 Proposed Framework 

4.1 Purpose   

The quality of security and privacy risk assessments conducted on smart meter 
projects has generally not been sufficient to satisfy the public [9, 23]. A framework is 
needed that enables efficient conduct of risk assessment, and that produces unders-
tandable results that convince all stakeholders, including consumers who are suspi-
cious about the compulsory installation of a smart device on their premises. 

4.2 Framework Description 

Standards like ISO/IEC 2700x, NIST SP 800-30, BSI 100-x and methods like 
CORAS and OCTAVE have been exhaustively analysed, with the specific needs of 
smart meter projects in mind, in order to develop this framework [13, 14, 19, 20, 21]. 
We choose to use the terminology ‘Risk Analysis’ for this entire decision-making and 
management process and hence the framework is termed ‘Risk Analysis Framework’. 
The proposed framework has a set of optimal steps that can be used to identify, eva-
luate and control risk to mitigate potential negative effects in Smart Grid. Fig. 1 pro-
vides a visual presentation of the framework. 

Definition of Scope 
The risk analysis process starts with the definition of scope. To define the scope, the 
target of evaluations should be identified. Each target will have involvement with one 
or many stakeholders. To identify the target of evaluation in a smart grid, the Smart 
Grid Architecture Model (SGAM) is used. There are few ways in which the target can 
be chosen: 
• Each Domain/Zone cell can become a target. For example in the Customer Premis-

es/Process cell the target will be a smart meter. For a smart meter there are multiple 
stakeholders like customer, utility provider, etc. Choosing a stakeholder helps to 
narrow down the analysis to how the meter hardware and the data that exist within 
the meter affect that particular stakeholder. 

• Zone to Zone for a particular domain helps to target data in transmission from one 
zone to another. So if we consider the zones Process and Field we can target the 
data transmitted from the smart meter to the concentrators/collectors and vice ver-
sa.  

• Domain to Domain for a particular zone helps to identify the target of interaction 
between each domain. 
We can identify a number of targets and the stakeholders involved. Then the next 

step is to choose the target for assessment. We have found that each target may have 
more than one stakeholder, hence a stakeholder must also be chosen from those iden-
tified for the target. Narrowing down the target and stakeholder enables to easily iden-
tify the assets involved. At the end of this step we can identify targets, their stake-
holders and assets involved. 
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Risk Identification 
In this step for each asset identified, all possible threats will be listed. Using the 
threats identified, all possible vulnerabilities and unwanted incidents can be identi-
fied. Using the unwanted incidents list, the harms on the assets can be extracted. Ac-
tivities should be conducted to ensure stakeholder participation in this phase of risk 
analysis in particular.  

Risk Characterization 
This is vital step in risk analysis. The results from this step will vary based on the 
perspective of analysis. We have mentioned earlier how risk factors that have been 
assessed as minor by technical experts had elicited strong public concerns. For exam-
ple, an unauthorized party gaining access to the meter data may occur as a minor risk 
to a utility provider if the access is read-only but from the perspective of the consumer 
it is still a major risk. So in this step, the perspective of analysis is vital. Based on the 
perspective, severity levels and likelihood levels need to be identified and tabulated. 
A risk matrix can be generated using this information. 

Risk Evaluation 
In this step the unwanted incidents and the harmful impacts that were identified are 
evaluated using the established levels for severity and likelihood. A likelihood level is 
assigned to the unwanted incident listed and a severity level assigned to the harms 
listed. Based on the values of likelihood and severity given, a risk value can be as-
signed to each case. This risk value can be used to prioritise the risks identified.  

Risk Mitigation Plan 
This section specifies the treatment that needs to be provided to the identified risks. It 
begins with the identification of existing controls. The suitability of the control for the 
target of evaluation is then evaluated. Common factors affecting suitability are cost 
and resource limitations. For example, there are strong and complex encryption tech-
niques available to protect data, but it may not be feasible to apply them on a smart 
meter with a limited processor. Based on the evaluation, a list of applicable controls 
can be specified, and the residual risk determined. Apart from countermeasure, con-
tingency response also needs to be identified so that those actions can be taken should 
the risk event actually occur. 

Risk Management 
With all the risks and countermeasures identified, the next step is to plan and imple-
ment the safeguards. The implementation needs be tested to ensure that the risk have 
been mitigated as expected during the analysis. 

Risk Communication  
A planned communication process is very important to improve the awareness of risk 
to all its stakeholders. In addition, education of the media is needed, in order to avoid 
negative impacts caused by erroneous information sources. 

Monitoring and Review   
All identified unwanted incidents, harm and their controls need to be documented and 
then to be reviewed regularly in order to adapt to new threats and vulnerabilities and 
to improve control measures and find better ways of implementing and maintaining 
them.   
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Fig. 1. Proposed Risk Analysis framework and its steps 
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5 Indicative Application of the Framework 

5.1 Testing the Framework 

In this section we analyse a scenario using the proposed framework. Customer Pre-
mises/ Process cell is chosen for analysis from the SGAM model. Smart Meter is 
chosen as the target of evaluation and consumer as the stakeholder. Then the assets 
have to be identified. The identified assets can be classified as direct and indirect 
assets. For the consumer, the direct assets involved with a smart meter are the hard-
ware, firmware and the information stored. Some of the indirect assets are availability 
of electricity; integrity of billing and other functionalities; confidentiality of personal 
information and safety of human and non-human elements involved. 

The assets can further be classified as physical, functional and informational. The 
physical assets comprise of the meter hardware and communication module. The 
functional assets entail measuring, conversion, communication and supply-switching 
functions. The informational assets consist of measurement, configuration, monitoring 
and consumer’s personal information data. 

The next step is to identify threats, vulnerabilities and harms. For this analysis we 
consider the meter hardware. There have been few reports that power surges have 
caused the smart meters to overheat and start a fire [24]. Power surge is a non-human 
threat. The vulnerabilities are poor quality components and improper assembly of the 
meter. Overheating of the meter is the unwanted incident and fire is the harm caused 
by the threat. This risk can be analyzed from different perspectives. For a utility pro-
vider, as there were only few incidents reported, the risk value will be low. But from a 
consumer perspective it is very high as there is always a chance of fire that could 
damage their property and even cause death. 

As a control measure to overheating, some smart meters have temperature alert 
functionality. When the temperature rises above a set threshold, it shuts down the 
supply and alerts the utility management to take further actions. For a utility provider 
this control is sufficient as it prevents a fire and there is no harm to their reputation. 
But from the perspective of a consumer there is still residual risk. It provides safety 
by preventing the fire, but the power supply is disrupted. If it is a consumer on life-
support machine, it could even cause death. This scenario clearly shows how the 
perspective of analysis changes the requirements in control measures for each stake-
holder. Diagrammatic representations of some of the elements of the scenario are 
shown in the following figures (Fig. 2, Fig. 3 and Fig. 4).     

5.2 How to Use the Framework 

In the previous section we have seen how a scenario has been analysed using the 
framework. Similarly for each target of evaluation, its key risk elements can be identi-
fied. A repository can be created for assets, harms, risk and controls. Both quantitative 
and qualitative risk analysis can be carried out using this framework. A risk register or 
risk log can be created using the criteria mentioned in the framework. For qualitative 
risk register descriptive terms are used where as in a quantitative risk register numeri-
cal quantities will be used.   
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Fig. 2. Defining Scope for Analysis 

 

Fig. 3. Choosing Focus of Analysis 

 

Fig. 4. Scenario Analysis  
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Alternately, tools like CORAS can be modified to satisfy the framework and then 
used for conducting security analyses. This model-based approach, improves commu-
nication and interaction between parties involved in the analysis. It will help in easily 
identifying the missing links and errors [19].   

6 Conclusion and Discussion 

Smart grids, and their critical sub-element smart meters, have great potential, but 
harbour risk to various stakeholders. The perception by householders that they are 
subject to significant security and privacy risk has proven to be a significant impedi-
ment to progress. 

The field of risk assessment suffers from an excess of frameworks and a great deal 
of terminological ambiguity. The risk evaluation framework proposed in this paper 
reflects the substantial accumulated literature on risk assessment, and is sculpted to 
the needs of smart grid projects. It is now being applied to existing AMI systems and 
will then be applied to other categories of project within the smart grid arena. Expe-
rience gained from its use will result in clarifications and improvements to the frame-
work. 

Also there are some of the directions in which we can expand this work. We have 
mentioned in the definition of scope that the stakeholder needs to be identified. It has 
been conventional to identify consumers or customers as a large number of homoge-
neous entities. But can all the consumers be considered the same? Even if residential 
purpose alone is considered, a free-standing house requirement will vary from those 
of residential apartments and those of holiday apartments. Hence there will be value 
for all parties from deepening risk evaluation from a consumer perspective and com-
paring the results with the current, provider-focused system.  

Though this proposed framework is intended for the smart grid, it may have impli-
cations for other critical infrastructures as well. The ‘definition of scope’ changes 
based on the choice of infrastructure and except for that one process all the other 
processes remains the same. The SGAM model is only used as a plug-in to define the 
targets in the Smart Grid. So even if the model changes or a new model is used the 
framework will not be affected.   
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