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Abstract. Mobile social networks (MSNs) enable users to discover and
interact with existing and potential friends in both the cyberspace and
in the real world. Although mobile social network applications bring us
much convenience, privacy concerns become the key security issue af-
fecting their wide applications. In this paper, we propose a novel hybrid
privacy preserving matchmaking scheme, which can help users to find
their friends without disclosing their private information from multiple
MSNs. Specifically, a user (called initiator) can find his best-matches
among the candidates and exchange common attributes with them. How-
ever, other candidates only know the size of the common attributes with
the initiator. The simulation results indicate that our scheme has a good
performance and scalability.

Keywords: privacy preserving, matchmaking protocol, mobile social
network, homomorphic encryption.

1 Introduction

With the popularity of personal hand-held mobile devices (e.g., smart phones
and PDAs), mobile users can access plenty of Internet services, which brings
convenience to users and improves social relationships. Mobile Social Networks
(MSNs) provide ad-hoc networking functionality through the Internet, which
enables mobile users to search and manage friends, build friendship connectivity,
and further disseminate, query and share interesting data sources among them.

Matchmaking can help users to discover and make friends with others who
share common attributes (e.g., interests). However, these applications raise a
number of privacy concerns [1]. For example, if users’ private attributes are
directly exchanged with each other, the adversaries may easily collect users’
personal information in either active or passive ways, which may be exploited
for unauthorized purposes. To protect users’ private information, it is essential
to make sure that only the minimal personal information is disclosed during
the matchmaking process and that the disclosure only goes to as few users as
possible.
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In this paper, we propose a novel privacy preserving matchmaking scheme for
multiple mobile social networks, which adopts a hybrid architecture to reduce the
burden of servers and satisfy certain security requirements. Our matchmaking
protocol is based on the polynomial evaluation, which consists of two phases: (1)
finding the best matches among numerous users; (2) exchanging the common
attributes with them. Homomorphic encryption and (t, w)-Shamir Secret Sharing
Scheme [2] are used to guarantee private computation of intersection set. The
experimental results indicate the effectiveness of our matchmaking scheme.

2 Related Work

The core component of a matchmaking system is the matchmaking protocol. A
matchmaking issue can be described as a private set intersection (PSI) problem
or a private cardinality of set intersection (PCSI) problem [1]. A huge body of
research have been done on PSI protocols and PCSI protocols, which can be
classified into three categories:

In [3], Freedman et al. proposed a PSI protocol which is based on polynomial
evaluation for the first time. The homomorphic encryption and balanced hash-
ing are used to guarantee private computation of intersection set. However, the
protocol is one way, that is, only the client knows the intersection set while the
server knows nothing. So the protocol cannot be used in a distributed environ-
ment. Later, Kissner et al. [4] achieved a two-way privacy preserving intersection
computation on multisets by employing the mathematic properties of polyno-
mials. Ye et al. [5] extended the scheme proposed in [3] to a distributed private
matching scheme by using a secret sharing scheme.

Agrawal et al. [6] proposed a protocol which takes the power function f (x) =
xe mod n as communicative encryption and achieves linear complexity. However,
it is a one-way protocol and doesn’t take the defense to malicious attacks into
consideration. Xie et al. [7] revised the protocol to defend against malicious
attacks. A two-party PSI protocol in game-theoretic setting using crypto-graphic
primitives is built in [8]. Commutative encryption is used as the underlying
cryptographic primitive.

Freedman et al. [9] proposed the idea of constructing a set intersection protocol
from the oblivious pseudo-random function(OPRF). Revisiting this idea, Hazay
et al. [10] utilized specific properties of the Naor-Reingold PRF in order to
achieve high efficiency in the presence of both semi-honest and malicious models.
Recently, Jarecki et al. [11] presented a very efficient protocol for computing a
pseudo random function with a committed key (informally, this means that the
same key is used in all invocations), leading to an efficient PSI protocol.

Since most previous protocols are two-way, i.e., both two parties can ob-
tained their intersection set at the end of protocol. Directly applying them to
the matchmaking problem may lead to the leak of unnecessary attributes in-
formation. We propose a two-phase matchmaking protocol based on polynomial
evaluation, which only allows the best-matched users exchange their common
attributes with the initiator mutually.
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Fig. 1. System architecture Fig. 2. Procedure of our matchmaking
scheme

3 System Design

The system is designed to help a user (called initiator) find his best-matches
among multi-parties(called candidates) from multiple MSNs, where the best-
match means the user who shares at least ω (a threshold set by the initiator)
attributes with the initiator.

3.1 System Architecture

Our matchmaking system consists of four components as shown in Fig. 1.
1) Mobile users : Including the initiator and a group of users from different

MSNs, each of whom possesses a set of attributes.
2) The Verification Server (VS): Which is used to manage users’ public keys

and attributes information, deal with the deception cases. To initialize a user’s
identity and attributes, the VS assigns an identity certificate to him and signs his
polynomial coefficients created by his attributes. In our matchmaking protocol,
system distributes signed identity certificate (ID) to users (e.g., Alice). Each
user sends his public key and encrypted polynomial coefficients (we compactly
represent them as εpk(P (y))) to the VS. Then the VS signs εpk(P (y)) and returns
signvs(ID||εpk(P (y))) to the user.

3) The Online Server (OS): Where mobile users can register their public
attributes sets and friend lists.

4) The Anchor Servers (ASs): Which are semi-honest, having two basic func-
tions: participating in the calculations to reduce the client-side computational
burden and detecting malicious attacks.

3.2 Matchmaking Protocol

Fig. 2 shows the procedure of our matchmaking scheme.
Stage 1: Each user distributes his attribute set to w ASs using (t, w)-Shamir

Secret Sharing Scheme, where the correctness of each share is publicly verifiable.
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Table 1. Computation of |A ∩B|

Matchmaking Protocol: Phase 1

Setup: Every user has a public and private key pair (ε,D) for encryption. For Alice,
it is (pkA, skA) and for Bob, it is (pkB, skB). Each ASl also has a public and private
key pair (pkl, skl). Each user will do step a)-d). For future reference, we do it for
Alice.
a). Alice uses (t, w)-Secret Sharing scheme to distribute her attributes
set A = {a1, a2, . . . , an} to w ASs verifiably, where the verification vec-
tor 〈{A0,i}ni=0, {A1,i}ni=0, ..., {At−1,i}ni=0〉 is broadcast in item c) and the share
(β�,0, · · · , β�,n) sent to ASl is encrypted using pkl. Note (β�,0, · · · , β�,n) is the vector
of coefficients of Fl(y).
b). εpkA(P (y)) has been registered at VS who returns a certificate certA =
signvs(Alice||εpkA(P (y))) to Alice.
c). Alice authentically broadcasts the following to w ASs:
(I) certA = signvs(Alice||εpkA(P (y)))
(II) 〈{A0,i}ni=0, {A1,i}ni=0, ..., {At−1,i}ni=0〉
(III) {pkA, {εpkA (a1), εpkA(a1

2), ..., εpkA(a1
τ )}, ..., {εpkA (an), εpkA(an

2), ..., εpkA(an
τ )}}

(where τ is an upper bound of a user’s attribute set size) together with a non-
interactive zero-knowledge (NIZK)1 σ that makes sure (II)(III) and εpkA(P (y)) in
(I) contain the same attribute set A.

d). Alice takes γi
R← Z

∗
q and a random key ζ for a pseudorandom function Φ. She

then uses authenticated broadcast encryption [12] to send ({γi}m1 , ζ) to w ASs.

Assume Alice is an initiator who wishes to carry out matchmaking with Bob. Let
B = {b1, · · · , bm} be Bob’s attribute set. In the protocol below, symbols defined in
Alice’s setup are only w.r.t. her (if not exclusively defined, e.g., ζ). For Bob, only c(III)
in his setup will be used in the protocol: {pkB , {εpkB (b1), εpkB (b1

2), ..., εpkB (b1
τ )}, ...,

{εpkB (bm), εpkB (bm
2), ..., εpkB (bm

τ )}}. So there is no conflict in symbols in the fol-
lowing for Alice and Bob.
Step 1: Alice requests Bob to compute the number of common attributes.
Step 2: Upon receiving Alice’s request, Bob asks t selected ASs ASl1 , ...,ASlt to
help.
Step 3: Let π = Φζ(Alice,Bob) be an encoding of a (pseudo) random permutation
on {1, · · · , m}. For j = 1, ..., t, ASlj uses Alice’s setup and Bob’s setup c(III) to do:

(a) for i = 1, ..., m, computes εpkB
(Flj (bi)) = εpkB

(1)
β0,lj · εpkB

(bi)
β1,lj · ... ·

εpkB
(bi

n)
βn,lj .

(b) runs π(εpkB
(γ1Flj (b1)), ..., εpkB

(γmFlj (bm))) to get
(εpkB

(γπ(1)Flj (bπ(1))), ..., εpkB
(γπ(m)Flj (bπ(m)))) and sends it to Bob.

Step 4: Let S = 0. For i = 1, ..., m, Bob:
(a) for j = 1, ..., t, computes uπ(i),j ← DskB (εpkB (γπ(i)Flj (bπ(i)))).

(b) computes gγπ(i)F (0,bπ(i)) ←
t∏

j=1

(uπ(i),j)
cj , where cj is appropriate coefficient in

Lagrange interpolation for F.

(c) updates S = S + 1, if gγπ(i)F (0,bπ(i)) = 1.
Finally, If S ≥ ω (supposedly, S = A∩B), ω is the threshold set by Alice, Bob sends
S to Alice.



A Privacy Preserving Matchmaking Scheme for Multiple MSNs 237

Stage 2: The initiator (e.g., Alice) broadcasts a matchmaking request to her
friends, sets a TTL (Time To Live) on the request packet to determine the hops
that the request can be forwarded in the MSNs.

Stage 3: When receiving Alice’s request, a receiver will perform the match-
making protocol (table 1 and 2, starting from step 2 and playing the role of Bob)
with Alice. After this, he will randomly forward Alice’s request to his friends.
This stage will recursively repeat until TTL of the packet decreases to zero.

Table 2. Computation of A ∩B

Matchmaking Protocol: Phase 2 (only if S ≥ ω)

Step 5: Alice sends certA = signvs(Alice||{εpkA(ν0), εpkA(ν1), ..., εpkA(νn)}) to Bob.
{υj}nj=0 is the polynomial coefficients that represent P (y).
Step 6: For i = 1, ..., m, Bob computes

(a) εpkA(P (bi)) = εpkA(υ0) · εpkA(υ1)
bi · ... · εpkA(υn)

bi
n

.

(b) εpkA(λ
′
iP (bi) + bi) = εpkA(P (bi))

λ′
i · εpkA(bi) and sends εpkA(λ

′
iP (bi) + bi) to

Alice, where λ′
i is random in Z∗

q .
Step 7: Let E = ∅. For i = 1, ..., m, Alice computes ρi ← DskA (εpkA(λi

′P (bi)+ bi)).
If ρi ∈ A, then adds bi into E. Finally (supposedly, E = A ∩ B), if S = |E|, Alice
sends π to Bob, otherwise reject.

Step 8: (a) If Bob received π, he finds π(i) such that gγπ(i)F (0,bπ(i)) = 1. Set this
collection of bπ(i) as A ∩ B.
(b) If Alice refuses to send π, Bob sends the following to {ASlj}tj=1:
(i) NIZK proof σ1 that B used in Step 6 is identical to that encrypted in his setup
c(III), where the witness is {bi}m1 , {λ′

i}mi=1 and randomness of ciphertexts at his setup
c(III).
(ii) NIZK proof σ2 that step 4 (b) is computed correctly, using witness skB .

Upon σ1, σ2, ASlj verifies their validity and checks if S= � of i ’s s.t.
t∏

j=1

(uπ(i),j)
cj (=

gγπ(i)F (0,bπ(i))) = 1. If all checks pass, then ASlj sends his share Flj (y) to Bob. Bob
then computes F (0, y) himself and evaluates F (0, bi) to obtain A ∩B.
Note, in step 8(b), if Bob is honest, Alice will leak more information (i.e., F (0, y))
than sending π to Bob; if Bob is dishonest, Lemma 4 shows that he can not pass step
8(i)(ii) and hence his disclaim is useless. So we can assume step 8(b) never occurs.

The matchmaking protocol proposed in our scheme contains two phases. Phase
1 is to find the best-matches among numerous candidates. Phase 2 is to exchange
the shared attribute set with the best-matches. At the end of phase 1, each candi-
date can obtain the size of shared attribute set while the initiator knows nothing.
Only if a candidate becomes a best match, he will send the shared attribute set
size to the initiator. At the end of phase 2, the initiator and each best-match will
learn their shared attribute set mutually. Phase 1 of our matchmaking protocol
is shown in table 1 and phase 2 is shown in table 2. In both phase 1 and 2,
we assume the authentication of each message is guaranteed with the signature
from the sender.
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3.3 Malicious Detection

Extremely, suppose a participant has only one attribute, then he can learn
whether the only attribute is in the initiator’s attributes set. To avoid this scan
attack, ASs provide a malicious detection mechanism. In phase 1, ASs set a
threshold value μ to filter out the users whose attributes are less than μ (e.g., μ
can be set as the smallest attributes known by AS). Every user’s records at ASs,
VS can be updated every moderate long period. This prevents some malicious
users to update frequently so as to localize a user’s attribute set.

3.4 Computation Cost

The setup contains authenticated broadcast (encryption) and NIZK proof and
hence is inefficient. However, this is executed once and will be updated after
a long time. It does not affect the efficiency of the matchmaking procedure.
Further, NIZK for Bob’s disclaim procedure can be assumed to never occur as
no one can gain from it. Following this, we can conclude that our matchmaking
(steps 1-8) is efficient. If ε is ElGamal encryption [13], then in phase 1, it needs
2m(n+ 1) exps for each AS, 2tm exps for Bob; in phase 2, it needs 2(n + 1)m
exps for Bob (note the step 8 only can be obtained by de-permutated the result
in step 4 and hence cost is negligible) and m exps for Alice. So we can see that
our scheme is reasonably efficient.

4 Simulation and Evaluation

In this section, we evaluate the performance of our matchmaking scheme, the
two evaluating metrics are:

1)Hit rate (Hr): Hr is calculated as:

Hr = φ/κ,

where κ is the number of the users in the whole network, whose intersection
size with the initiator reach the threshold value ω, φ is the actual number of the
best-matches found by the initiator. Hr indicates the percentage of users can be
successfully matched using our scheme.

2)Message overhead (Mo): The messages in our scheme are classified into
matchmaking messages and delivery messages. The matchmaking messages are
those necessary for carrying out phase 1 and phase 2 protocols. The delivery
messages are those responsible for forwarding requests in our scheme. Mo is
defined as the ratio between the bits number for all delivery messages and that
for the whole messages.

We implement our scheme in PeerSim simulator [14]. We select six samples
(Sample-1–Sample-6) from Epinions social network datasets which have 574,
977, 1444, 2520, 3613, and 5341 nodes with the average degree 8.52, 11.9, 16.2,
21.1, 23.2, and 26.4 respectively [15]. We choose a prime p of length 1024 bits
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Fig. 3. Hr vs. message forwarding hops Fig. 4. Message overhead vs. hops number

and use the variant of ElGamal with a modulus length of 1024 bits. Each at-
tribute is represented by 32 bits. We simulate the protocol on 4 PCs, with 1.5
GHz processor and 2G RAM. In order to get more accurate executing time, we
repeated each experiments 20 times. The transmission delays are randomly set
to be 50-100ms, and the delay of message processing is fixed to be 150ms. Each
user has 20 attributes. The threshold value ω is 10. The number of ASs is 3.

The Fig. 3 results show that Hr rises to 0.80 averagely when hops number
is 4, which indicate that the initiator can find about 80% of his best-matches
in the network. Note that Sample-1 has lower Hr because of the network scale
and connection density, which implies that our scheme may work well under
the large-user-based environments. Generally, 3 hops would satisfy users’ needs
(more than 60% of best-matches can be found except the Sample-1).

The message overhead of our matchmaking scheme is shown in Fig. 4. The mes-
sage overhead is less than 0.01, i.e., more than 99.9% message contents are used
purely for attributes matchmaking. With the hops number increasing, because of
the rises of forwarded requested messages, the message overhead also increases.
On the other hand, Fig. 4 indicates that the network topological properties af-
fect the message overhead dramatically, the experiments on the six samples show
different message overhead variations. The larger and denser the network is, the
more overhead messages are needed, which indicate that our scheme may spend
more extra energy on large-user-based networks.

The experimental results show the efficiency and scalability of our matchmak-
ing scheme. To find best-matches among a large number of users, the initiator
doesn’t need to be involved in phase 1. That is, when she sends her request
to her friends, she only waits for the responses coming from the best-matches,
which can improve user’s experience.

5 Conclusion

Matchmaking helps users find their potential friends, but raises serious privacy
issues. It is important to develop protocols and schemes to preserving users’
privacy in such application scenarios. In this paper, we present a hybrid privacy
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preserving matchmaking scheme for MSNs, which can help users to find their
potential friends in multiple mobile social networks without leaking their private
data beyond necessary.
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