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Abstract. Radio Frequency Identification (RFID) technology can be used in 
different areas such as in occupational safety and health. This article discusses 
the development of the RFID technology and its legal implications in the con-
text of the Italian law. This is one of the most advanced European Union law 
when legal framework for RFID systems is considered. The paper will also face 
the important problem of the workplaces security. When implementing certain 
types of systems the workplaces security can be a critical issue to be addressed. 
In these systems the workplace security laws can affect the RFID legal frame-
work application. Provisions of data protection can be weakened in order to ful-
ly apply workplace security laws. The article will conclude with useful legal 
guidelines that must be followed when implementing an RFID system for appli-
cations with workplaces security issues. 
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1 Introduction  

The term RFID denotes any RF device that is used to identify an object or a person. 
An RFID system consists of as tag, a reader and a computer to which the reader is 
connected. An RFID tag is small wireless device. It is generally connected to an an-
tenna. The appearance is that of a small sticker which can vary in size. An RFID tag 
can communicate data in response to requests from an RFID reader. This usually 
consists of antennae and electronic circuit. There are different versions of RFID read-
ers some with separated antennae and circuit while some have these components inte-
grated. Computers can have very small dimensions and usually is a build-in part of 
RFID reader. 

The use of RFIDs is continuously increasing and today RFID market is $6.37 mil-
lion with a total amount of 2.93 billion tags sold. RFIDs are increasingly used in ap-
plications demanding high security and safety such as transit, healthcare, banking, 
smart houses, smart environment [1], works of art authentication, passports [2]. Thus 
it is very important to understand the use of the RFID technology and its legal impli-
cations in the context of laws after subject. 

This paper investigates the use of RFID systems in the context of the Italian law 
where privacy is ensured by the Data Protection directive, transposed by the Italian 
Code (legislative decree no. 196/2003) while security by the Workers’ Statute (law 
no. 300/1970). Although the use of RFID systems for monitoring, identifying and 
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tracking employees is not permitted exceptions are allowed. For instance when the 
system is shown to be objectively necessary and required for the company strategy 
monitoring of workers can be performed. This requires the agreement between the 
company and various institutional bodies. Monitoring can be also allowed when this 
is necessary for the heath and safety of the workers. 

This papers analyzing the difficult matters of deciding when RFID systems that 
monitor the employee activities are allowed. 

2 Remote Control of Employees’ Activity : Italian Cases 

The first paragraph of the article 4 of the Italian law no. 300/1970 (henceforth the 
Workers’ Statute) prohibits the installation of audio-visual and other equipment that 
can be used in order to remotely control the activities of employees [3]. Although this 
paragraph seems to forbid the use of any monitoring technology, the second para-
graph of the same law allows the monitoring of employees in the following two cases:  

1. The company requires a system that is proven to be necessary for its strategy and 
for production purposes; 

2. The company requires the monitoring for workplaces security. Even if the system 
has a side effect of monitoring the workers this is allowed. 

This law is completed by a ministerial report. This specifies that a company can 
use monitoring technology for organization and production purposes when the “hu-
man dignity” is not affected [4]. The legislative decree no. 196/2003 (hereinafter the 
Privacy Code) must also be considered. It adds to the article 4 the concept of privacy 
protection. Thus when building an RFID system we need to comply with both Work-
ers’ Statute and the Privacy Code.  

When monitoring of employees is legal the second paragraph of the article 4 states 
that the company must reach an agreement with its internal trade unions. In the case 
there is no trade union the company must reach an agreement with the internal com-
mittee of employees. If the agreement with the trade union and committee of workers 
is not achieved or these bodies do not exist the company must request the possibility 
of monitoring the workers to the “Inspettorato del lavoro” (Labour Office of Prov-
ince). The article 4 of the Workers’ Statute tells specifically about worker’s activity. 
For instance, this includes the working time and the pause time that is the time be-
tween entering and leaving the work place. In contrast, to stress the different concept, 
the article 3 talks about employment that is only the working activity. It does not in-
clude activities such as coffee time and lunchtime. 

The article 4 also states that “other equipment” cannot be used in order to monitor 
employees’ activity. The term “other equipment” is so general that can include poten-
tially any kind of technology in order to keep the law up to date with any technologi-
cal advance. Generally speaking “other equipment” could include any systems for 
workstation security. It is therefore necessary that any equipment (that is not exclu-
sively designed to monitor workers’ activity) must perform a careful balancing be-
tween the workers’ dignity and occupational safety and health in the workplaces. 
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With respect to the use of the monitoring technologies there are different doctrines. 
One is in favor of the use of monitoring technology as long as it does not violate the 
article 4, paragraph 2 of Workers’ Statute [5]. A different doctrine is against any use 
of such devices [6] while another perhaps, with a more liberal spirit, states that moni-
toring systems can be always used when they are crucial for the organization needs. 
More precisely, the company should not ask the permission of any committee [7]. For 
instance, nowadays PCs have become essential for the organization needs, thus the 
article 4 should be not applied [8]. 

Currently we are moving into the direction of so-called “defensive controls”. These 
are monitoring controls performed after some events have happened inside the com-
pany. The Italian Supreme Court has established that there are not absolute defensive 
controls. In other words, whether or not there is the need of absolute controls must be 
assessed in each single case depending on the monitoring purposes. The Italian Su-
preme Court mentioned some examples of defensive controls in the Cass. 3 April 
2002, n. 4746: “certainly allowed outside the scope of the application of the rule on 
direct controls to detect illegal conduct (access to restricted areas such as illegal con-
duct) of the employee (so-called defensive controls) such as, for example, access 
control systems to restricted areas or, indeed, the apparatus to detect unwarranted 
calls.”. 

3 Occupational Safety and Health 

The key figures concerned with occupational safety and health are the following ones, 
according to Italian legislative decree no. 81/2008 (hereinafter TUSL). They are listed 
in a top-down way considering also their active role. 

─ Employer: he is the person who signed the employment contract. Otherwise he can 
be the person who has the responsibility of his own organization or each single 
production unit because he can exercise decision-making powers. More precisely, 
he can manage the employees. Furthermore, three sub-definitions of employer can 
be listed. The employer can be: 
• the person who formally signs employment contract, as specified by the article 

2082 of the Italian civil code; 
• the employer’s delegate, who is delegated by the employer for some company 

functions; 
• the employer de facto, who in practice has decision-making powers. 
Therefore is possible that in a company there are more than one employer. For in-
stance if we consider several production units, owned by the same property, we 
will have a different employers (responsible for each single unit) even if, formally, 
there is a sole company chief.  

The employer must prepare the risk assessment and police document that  
identifies the hazards and the control measures to safeguard employees’ security 
and health. Moreover, the employer has to attend to the implementation of this 
document. 
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─ Manager: he is the person who, for his professional and power skills, have to put in 
practice the employer’s directives for organizing and supervising the employees’ 
activity. More precisely, the manager is independently of any delegation (which 
may be or not) and he uses to play an active role in the company management, in-
cluded the management of issues related to occupational safety and health. It is not 
necessary an employment contract (with this position) to qualify a person as a 
manager, but it is sufficient a “simply” situation in which this person puts in prac-
tice crucial decisions for the company. In this way there are similar skills and simi-
lar responsibilities with employer. 

─ Individual in charge: he is a person who has to supervise the work activity and 
ensure the implementation of the directives received. More precisely, he checks the 
correct employment performance by workers and he also exercises some manage-
ment functions for his professional competence and within the limit of his func-
tional hierarchy. Therefore, the individual in charge, according to the definition 
provided by TUSL, has an intermediate function: the junction between managers 
and employees. Indeed, the individual in charge, as the manager, is directly respon-
sible for the failure of risk assessment and police implementation. However, in ab-
sence of any express delegation with full powers and decision-making autonomy, 
the individual in charge can never obtain obligations and responsibilities as the 
employer (or manager). 

─ Employee: he is a person who does a specified type of work, regardless of his em-
ployment contract, in a private or public organization, with or without salary, also 
in order to learn a craft, an art or a profession excluding domestic and family ser-
vices. In this category, regarding occupational safety and health as provided by 
TUSL, we have to list also: 
• worker-members of a cooperative or corporation;  
• associate members;  
• beneficiaries for job training or guidance;  
• students from education institutions and universities;  
• participants in training courses in which they use chemical, physical and biolog-

ical laboratories or equipment. This qualification is limited for all the training 
period;  

• volunteers. 
─ Responsible for occupational safety and health: he is a person, with specific  

professional skills, defined by the article 32 of TUSL. He is nominated by the em-
ployer, from whom depends, to coordinate the entire process of a company for  
occupational safety and health. 

Defined those key figures, we can say that the entire topic of occupational safety 
and health determines not only rights and duties, but also helps to identify a unique 
group where all company key-figures (above-mentioned) are co-responsible in order 
to achieve the highest quality standards. 

Obviously there are also dangerous jobs where the hazards cannot be eliminated 
from the beginning. In this case those hazards can and should be limited, for example, 
minimizing the number of workers involved in specified operations or some preventa-
tive measures can be improved to guarantee hygiene in specific locations using  
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appropriate equipment (a first aid stations or an acoustic system of warning, for in-
stance). It means that there is a reasonableness limit which cannot be exceeded be-
cause, eliminating from the beginning some hazards, we would get the impossibility 
of execution of some job performances.  

This leads us to understand how the worker’s security, in the Italian legal system, 
is not itself an absolute value but it is a preeminent value compared to other constitu-
tional values. The only absolute value, in this case, is that all the people are equal and 
they had to be protected with the same approach. More precisely, the occupational 
safety and health topic must be compared with other constitution principles. For in-
stance, in our Constitutional fundamental charter we find principles of full develop-
ment of the individual, free choice of employment, freedom of movement, freedom of 
information and protection of public order [9].  

In this delicate topic the main tendency, also at supranational level, is to level up 
the best practices necessary to increase occupational safety and health: so it is defi-
nitely acceptable the implementation of quality standards, which are useful to limit 
hazards, through the use of RFID technology. For these reasons, in compliance to the 
balance of above-mentioned principles and to the importance of workers’ safety, it is 
acceptable a “voluntary” standardization upwards (for instance we could find a pre-
cious allied in the international bodies for certification of processes and/or products, 
such as ISO standards). 

4 In Depth with “Defensive Controls” 

The idea of defensive controls has been developed by Italian courts and also positive-
ly appreciated by Italian doctrine. This definition allows to overcome an interpretative 
obstacle and permits the introduction of devices suitable for workers’ monitoring but 
only if these devices are installed to suppress unlawful conducts. Indeed, the idea of 
defensive controls has led to the development of polyvalent protection both for the 
employer and employee when the unlawful conduct must be avoided. Without a 
doubt, the same idea is not oriented to censor or to cancel any workers’ guarantee of 
dignity and privacy. More precisely, it is necessary to speak about a process ruled by 
the “information idea” where the employee takes part to the employer’s decision. In 
this way the contribution of trade unions becomes fundamental: therefore we are com-
ing back to the provision of the article 4 of the Workers’ Statute where the trade un-
ions’ role is active [10]. 

To understand how Italian courts are interpreting the defensive control, it is neces-
sary to quote a recent decision of the Italian Supreme Court. The court has ruled that a 
layoff decided by the control of some employee’s e-mail can be considered legal, 
respecting the article 4 of Workers’ Statue. The same court, based on uncontested 
fact, has however ruled that “the employer has implemented ex post controls, after the 
unlawful conduct of his employee, because he had uncovered evidence to recommend 
the notification of a job complaining. […] In this case the employer has used some 
control activities over ICT network. This conduct is not the direct monitoring of the 
execution of the employment performance […]. The so-called defensive control, in 
other words, was not about the correct fulfillment of the obligations raised from the 
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employment contract, but it was oriented to ascertain the employee’s conduct that put 
in danger the same image of the company.” (Cass. 23 February 2012, n. 2722). 

At this point it is clear how many difficulties are arising from this topic: these un-
certainties, for this part only connected to occupational safety and health, make very 
difficult, if not impossible, to determine when there are crossed the border of defen-
sive controls. The employer’s conduct must be controlled always with the support of 
trade unions and, specifically, in compliance with article 4, paragraph 2, of Workers’ 
Statute. 

5 New Technologies, Privacy and Controls 

The “information idea” and the collaboration between employer and employee are 
becoming the central themes. We have seen how it is important the application of 
Workers’ Statue and, in this paragraph, we are facing how the privacy legal frame-
work can be useful to add defenses for personal data processing of employees. It is 
strictly connected to the paper topic because the development of any system (in this 
papaer is about RFID, but it could be also an NFC system), necessary to improve 
occupational safety and health, has to respect the data protection legal framework. In 
Italy, to adopt both European Union’s directives 95/46/CE and 2002/58/CE, there is 
the legislative decree no. 193/2003 (hereafter Privacy Code). 

Indeed the processing of personal data, also in workplaces, must necessary consid-
er the provisions contained in the Italian Privacy Code. The relations between Privacy 
Code and Workers’ Statute are very closed. More precisely, the Title VIII - Labour 
and Social Security (of Privacy Code), clears the field from any doubts when, both in 
the articles 113 and 114, refers to provisions of the articles 8 and 4 of law no. 
300/1970 (Workers’ Statute) [11]. 

Moreover we have to consider the most important decisions ruled by Italian courts 
and by the Italian privacy guarantor. The evolution of technologies, applied for occu-
pational safety and health, has been constantly increased during last years. For this 
reason it is important to underline some decisions that have been pointed out the at-
tention to RFID systems. It was a step-by-step way towards the RFID technologies, in 
fact the early decision never mentioned this kind of technology. However, these deci-
sions are fundamental to stress the basic principle that must be followed. 

For instance, connected to telephone line monitoring, the Italian Supreme Court 
(Cass. 3 April 2002, n. 4746) analyzed what was really the object of control. Indeed, 
if the object of control is the workers’ activities it will apply the article 4 of the Sta-
tute (so we have the option specified by the article 4, paragraph 2, of Workers’ Sta-
tute). On the other hand if the control is oriented to determine an unlawful use of 
working objects (so the employer is not monitoring the workers’ activity), the article 
4 will not apply and this system can be installed and used without any permission. 
The court specifies that: 

─ the control cannot be extended to the call content; 
─ the last three digits must be obscured; 
─ there must be an adequate privacy policy. 
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In sum, the criteria of proportionality (and adequacy), purpose, necessity and legal-
ity, that are the cornerstones of the entire Italian Privacy Code and European data 
protection legal framework, must always kept in mind. 

The Italian privacy guarantor ruled with several acts (we cannot talk about sen-
tences because the Italian privacy guarantor is an administrative authority but its deci-
sions are anyway binding) about the data treatment combined with the evolution of 
technology related to the topic addressed in this paper. One relevant case was about a 
control system implemented by a roofing cement industry. The company management 
used this system, based on fingerprints detection, in order to calculate salaries. When 
the Italian privacy authority was invested by the case he ruled against the use of this 
system. More precisely, the guarantor stated doubts about the system security (it 
seemed vulnerable by data breaches) and he detected that the privacy policy was total-
ly inadequate (one more time there is the “information idea”). Furthermore the author-
ity ruled that the data treatment was certainly disproportionate and unnecessary in 
respect to the purpose. Indeed, in order to calculate the employees’ salary should have 
been used a “simple” magnetic badge, without processing and archiving biometric 
data such as fingerprints [12]. 

In another case, also connected with biometrics issues, the Italian guarantor ruled 
in favor of using fingerprints accesses system implemented by a milling industry 
(processing of grain). In this circumstance the fingerprints was “detected and con-
verted into a template encrypted smart card” and the card was in the exclusive availa-
bility of the single employee. Moreover the worker had to put the smart card into a 
card reader and his finger on a specific reader: the association of the two codes would 
open the plant doors. The Italian guarantor considered the data treatment technologi-
cally appropriate, proportionate and necessary as well. More precisely, the aim was to 
regulate the access to particular plant areas and only authorized personal could be 
admitted [13].  

Following the same basic principles there is the general act of Italian guarantor en-
titled “Guidelines for the data treatment of private employee”. This is not a case based 
act, but it is a general document that systematically regulate every given topic: indeed, 
the biometric data processing require that all fingerprints, once translated in a mathe-
matical model and putted over a smart card, shall be deleted after 7 days (automatic 
deletion must be provided to avoid oversights by staff). This document confirms what 
the guarantor ruled with above-mentioned pronounces based on explicit cases and he 
adds also a specific prevision about data retention. This is a one more millstone that 
show the importance of personal data processing related to technology evolution. 

In addiction, there is another recent decision of the Italian privacy guarantor (dated 
4 October 2011) regarding vehicle tracking systems implemented by a logistic com-
pany. Also this decision is very important because of its several obiter dicta that are 
able to underline some principles applicable to all types of personal data processing in 
workplaces with the presence of new technologies. Indeed, the Italian guarantor 
makes explicit reference to the balancing of interests (an principles) involved. Talking 
about localization of vehicles with GPS systems, in order to admit this type of moni-
toring system, the Italian authority, in section 2.3, ruled positively about its installa-
tion. He stated that if the employer (both private and public) follows the guarantees 
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provided by the article 4, paragraph 2, law no. 300/1970 (Workers’ Statute), the GPS 
monitoring system can be installed. In this case the management of his company, the 
topic of occupational safety and health and the trade union’s involvement are all well 
balanced to make lawful this personal data processing and the installation of this  
system. Furthermore, specifies the authority, it is not necessary neither the workers’ 
consent. 

In conclusion, even if there are not specific pronounces or law about RFID tech-
nology, we can disclose that also an RFID system can be lawful installed especially in 
relation to improve the occupational safety and health. However the employer has to 
respect the basic principles listed above and the others, more detailed, showed below. 

6 “Smart Labels” (RFID): The Italian Privacy Guarantor 
Established the Warranties for Their Use  

There is a not recent document of the Italian privacy guarantor strictly related  
to RFID technology: it is a guideline useful to improve an efficient management  
of a retail distribution. It seems to be, for these reasons, far from occupational safety 
and health topic, but the Italian authority is also focused on the basic principles of 
personal data processing: in this way, even if there are different aims, we can affirm 
that the results are the same [14]. This document, in sum, states that the use of  
RFID system (but we could say any kind of technology) become relevant according to 
the data protection law when third parties’ personal data are in. In fact, if smart labels 
are connect to some goods there will not be any issues, but when there are some per-
sonal data processes the data controller has to follow all the provisions up to know 
identified [15].  

According to these guidelines, the employer has to start from the cornerstones of 
the data protection law when he needs to install an RFID system useful to process 
personal data of his employees. For this reason it is important also in relation to all the 
RFID systems suitable to improve workplaces security. The Italian authority lists 
these principles: 

─ principle of necessity (article 3 of Italian Privacy Code): RFID systems have be 
configured in order to avoid the use of personal data. These system have not to 
identify people (personal data subjects) unless it is strictly necessary for the pur-
pose; 

─ principle of legality (article 11, paragraph 1, lett. a), of Italian Privacy Code): per-
sonal data processing is permitted only in compliance with privacy law. More pre-
cisely, the data controller always needs the privacy policy and, when required, the 
data subject consent. Furthermore, a specific notification, for very delicate data 
processing, has to be notified to the Italian privacy guarantor; 

─ principle of purpose and quality of personal data (art. 11, paragraph 1, lett. b), c), 
d) e e), of Italian Privacy Code): the controller may process personal data only for 
one or more specified and lawful purposes. Personal data must also be archived on-
ly for the time strictly necessary for these purposes. Moreover, personal data 
should also be relevant, accurate, not excessive and updated as well; 
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─ principle of proportionality (art. 11, paragraph 1, lett. d) of Italian Privacy Code): 
personal data processing have not to be disproportionate according to the specified 
and lawful purpose. 

In relation to the point no. 3 the employees’ consent it is not required. In fact, the 
use of RFID system has to be considered as a measure included into the employment 
contract and for this reason it benefits of the exemption provided by the article 24, 
paragraph 1, lett. b) of the Italian Privacy Code. Furthermore, the employees’ consent 
it is not necessary in according to the exemption of the article 24, paragraph 1, lett. a) 
of the Italian Privacy Code. Indeed, the personal data processing takes place to im-
prove the legal obligation provided by the Legislative Decree no. 81/2008 (TUSL) 
and strictly related to occupational safety and health issues [16]. 

7 Data Retention 

Defined the legal framework that must be followed to install an RFID system, it is 
necessary to face some issues related to data retention.  

RFID systems need the archiving of personal data generated by tags records. For 
this reason the above-mentioned principle of proportionality becomes one more time 
the key point. Indeed, the temporary storage must be proportionate to one or more 
specific and lawful purposes decided by the employer. In fact, the data retention have 
to be limited for twenty-four hours subsequent to record registration. Only in some 
specific cases it can be provide for a longer term: for instance, in case of holidays or if 
personal data are required by police or judicial authorities. Even a longer data reten-
tion period can be established. This happens in some specific cases that are not listed 
by the law: in this way there is a discretionary fringe, but the Italian privacy guarantor 
recommends to not exceed over a period of seven days [17]. 

In all other cases, longer than a week, in which the employer wish to storage per-
sonal data, he has to notify a request to the Italian guarantor that, verified the security 
requirements of the RFID system, can allow an exception in order to authorize this 
long-lasting limit. 

Nevertheless time limits above-mentioned, the RFID system must be configured in 
order to delete personal data automatically. It is necessary to make personal data un-
readable or unusable and it is necessary also to avoid carelessness of staff that can 
forget to cancel data. 

8 Conclusions 

Personal data, occupational safety and health and Information and Communication 
Technology are strictly connect and RFID systems include the sum of these three main 
topics. All of these are contributing to improve the workplaces security but these are 
also oriented to care about the employees privacy as a fundamental principle (also 
provided by the article 8 of the Charter of Fundamental Rights of the European Union). 
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For this reason, to develop lawfully an RFID system in Italy, it is necessary to be in 
compliance with the Workers’ Statute and with the data protection legal framework. 
To do that the employer has to follow the above-mentioned previsions about workers’ 
activity controls (in accordance with its article 4, paragraph 2). Furthermore, the em-
ployer has to follow more delicate provisions regarding personal data processing. 
More precisely, to develop an RFID system lawfully, the employer has to achieve 
these followings points: 

─ Trade Unions involvement: if there is not any trade union, the employer has to 
involve the internal committee or (following the article 4, paragraph 2, of Workers’ 
Statute) he has to notify a request to the “Inspettorato del lavoro” (Labour Office of 
Province);  

─ Adequate privacy policy given to the employees: it is necessary that the employees 
have knowledge about the RFID system. The article 13 of Italian Privacy Code 
states how the privacy policy has to be drafted by the employer; 

─ Identification of data subject: it is necessary that each RFID tag does not contain 
personal information. The most lawful solution is to give impersonal RFID tags 
containing data which are not strictly related to employees. In this case, the identi-
fication (association tag - employee) has to be able only in another phase: for in-
stance, in case of employees’ illegal conducts, judicial authorities requests, hazards 
and any other law provisions which require employees’ personal identification. 
Moreover, all tags and readers have to be clearly visible and they don’t have to be 
hidden. If it is impossible, or very hardly, to make visible these items (because of 
their size), the employer has to use images to disclosure readers with the purpose 
for which the system is established: the CCTV code of practice can be used as well 
because there are not specific provisions provided by law to disclosure an RFID 
system. Finally, the RFID system cannot constantly monitor the employees’ posi-
tion: for instance, to regulate accesses to some specific workplaces can be used 
“proximity readers”, limiting their activity to entrances; 

─ Data retention: even if the maximum retention period can leap over a week, it is 
advisable the retention will not go beyond this limit; 

─ Security measures: the Italian Privacy Code provides some measures about security 
of personal data processing (articles 31, 33, 34, 35 and Appendix B). In order to 
achieve easily this aim, ISO/IEC 27000-series can be used to draft an efficient se-
curity policy; 

─ Persons in charge of processing personal data: three different persons in charge 
have to be listed, for three different processing areas of personal data, by the em-
ployer: a) the person who can access and process personal data relating to the 
RFID system functions. More precisely, he manages access levels for each imper-
sonal tag, determining which tag is allowed in specific working areas; b) the person 
who can access and use the information only to perform the association tag - em-
ployee; c) the person who can access both types of personal data and he is there-
fore potentially able to associate employees to each entrance crossed during their 
activity. 
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