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Preface

Recent advances in the Web and mobile technologies provide users with new and
exciting ways to execute applications in varying pervasive and ubiquitous con-
texts. Design and development practices, however, pose new challenges, as users
demand fast, easy, and reliable access to the high volume of Web information
and services from anywhere, on any device and any delivery platform. These
issues are the focus of the International Conference on Mobile Web Information
Systems (MobiWIS), which this year reached its tenth edition. MobiWIS aims
at promoting the discussion on the state of the art in scientific and industrial
research on the technologies, models, and methodologies to support information
and service provisioning by means of information systems on the mobile Web.

The MobiWIS research community gathers contributions from the more tra-
ditional and well-established research fields. However, due to the increasing dif-
fusion of mobile technologies, it is also rapidly becoming a substantial field of
action for promoting innovative, advanced research lines leading to the infor-
mation systems of the future. To strengthen this potential and focus on the
most innovative and emerging research trends, the MobiWIS conference hosted
a workshop program. Two workshops, held on August 26, provided a forum for
the discussion of fresh, yet promising ideas:

— The First International Workshop on the Future Internet of Things and
Cloud (FICloud 2013), focusing on the Internet of Things and its relation
with cloud computing

— The 4th International Workshop on Service Discovery and Composition in
Ubiquitous and Pervasive Environments (SUPE 2013) addressing the issues
that characterize automatic service composition in ubiquitous and pervasive
computing

The two workshops received submissions from different countries all over
the world. A rigorous review process led to the selection of 14 papers in total.
This volume collects a revised version of such papers. To mirror the feedback
received during the workshops, authors were asked to revise their contributions
and submit the final version of their papers after the workshops took place. We
believe this volume offers a picture of some of the ideas currently fermenting in
the research community working on MobiWISs.

We would like to thank the people who made the publication of this vol-
ume possible. Our special thanks go to the researchers and practitioners who
wrote the papers collected in this book. We are also immensely grateful to our
colleagues who dedicated time and skills to organize the workshops. We thank
them for their valuable effort in attracting contributions, selecting high-quality
research papers, and reliably setting up and managing the workshop programs.
Their work strongly contributed to the success of the workshops program.



VI Preface

Finally, we sincerely thank the general chairs of MobiWIS 2013, George A.
Papadopoulos, Muhammad Younas, and Elhadi Shakshuki, and the program
chairs, Florian Daniel and Philippe Thiran, for their constant support and guid-
ance.

September 2013 Maristella Matera
Gustavo Rossi



First International Workshop on the Future
Internet of Things and Cloud
(FiCloud 2013)

It is our pleasure to welcome you to the First International Workshop on the Fu-
ture Internet of Things and Cloud (FiCloud 2013), held in conjunction with the
10th International Conference on Mobile Web Information Systems (MobiWIS
2013), during August 2628, at the Coral Beach Hotel&Resort, Cyprus.

Advances in wireless communication and mobile networks technologies have
led to many challenging problems related to global network infrastructure char-
acterized by intelligent and self-configuring capabilities. These challenges require
the design of new models, protocols, performance evaluation tools and methods
and software services to keep up with their rapid evolution and increasing com-
plexity.

The purpose of this workshop is to promote the state of the art in scientific
and practical research of the IoT and cloud computing. It provides a forum for
bringing together researchers and practitioners from academia, industry, and the
public sector in an effort to present their research work and share research and
development ideas in the area of IoT and cloud computing.

This international workshop attracted research papers both from academia
and industry and from various countries around the world. These were rigorously
reviewed by the scientific Program Committee members and invited reviewers.
We take this opportunity to thank them for their professionalism and valuable
comments made to the authors. As a result, ten papers were selected for presen-
tation at this workshop.

Many people kindly helped us to prepare and organize the FiCloud 2013
workshop. First of all, we would like to thank the MobiWIS 2013 Workshop
Coordinators, Maristella Matera and Gustavo Rossi, for their guidance and help
in making the workshop a successful event. We also thank the MobiWIS 2013
PC chairs, Florian Daniel and Philippe Thiran, and the General Chair George A.
Papadopoulos for their help and support. Also, we would like to give our special
thanks to all who helped and contributed to the success of this workshop. Finally,
we would also like to thank all the authors for selecting the FiCloud workshop
to submit their contribution.

September 2013 Muhammad Younas
Irfan Awan
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4th International Workshop on Service
Discovery and Composition in Ubiquitous and

Pervasive Environments
(SUPE 2013)

ubiquitous and pervasive computing (UPC) is to provide computing and com-
munication services anytime and everywhere. In ubiquitous computing (UC),
the objective is to provide any mobile device with access to available services
in an existing network all the time and everywhere. Pervasive computing (PC),
often considered the same as ubiquitous computing in the literature, is a related
concept that can be distinguished from ubiquitous computing in terms of envi-
ronment conditions. The main objective in PC is to provide spontaneous services
created on the fly by mobiles that interact by ad hoc connections. Interaction
paradigms have been classified recently into three categories as follows: the tra-
ditional client to server paradigm (CSP) and two alternative paradigms, the
adaptive services to client paradigm (SCP) and the spontaneous service emer-
gence paradigm (SEP). SCP is more adequate to ubiquitous computing while
SEP is more adequate to pervasive computing. The aim of the UPC paradigms
is to move forward computational services from a conventional mode based on
users/computer interactions into a new mode based on users/environment inter-
actions. The goal of the interaction modes is to make computational services so
ubiquitous/pervasive throughout a distributed environment that they become
transparent to the human user.

Building ubiquitous and pervasive applications to carry out these modes of
interaction requires new methodologies and architectures that involve many dis-
tributed and dynamically interacting components. To meet these requirements,
service composition plays a fundamental role and automation is essential to im-
prove the speed and efficiency of users’ requests. Service composition is the act
of taking several distributed computational components or services and handling
them together to meet the needs of a given user. It should be noted that au-
tomatic or dynamic service composition must involve the automatic selection,
composition, and cooperation of appropriate services to perform and satisfy the
user task, given a high-level description of the task’s objective.

The current approaches and methodologies for addressing these above issues
can be classified into two major research directions. The first direction addresses
semantic languages to specify and describe application components, including
complex planning mechanisms that utilize these descriptions to generate the
whole application or composite service. In other words, this research direction is
trying to define languages to formally specify services, invocation mechanisms,
and composite services. The second direction aims to develop architectures that
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enable scalable, fault tolerance, and adaptive applications in dynamic environ-
ments.

The SUPE 2013 workshop co-located with MobiWIS 2013 was intended to
serve as a forum and bring together researchers and engineers in both academia
and industry to exchange ideas, share experiences, and report original works
on all aspects of service discovery and composition in ubiquitous and pervasive
environments.

Articles presented at the SUPE 2013 workshop provided a comprehensive
overview of the key topics and perspectives regarding UPC issues. Four articles
were selected, several considering systems modeling and service-oriented con-
cepts in UPC environments.

In the first article, A. Almutairi and F. Siewe present a control model of a
U-learning system using CA-UCON. It is used to model a U-learning system and
analyze its properties through simulations. In other words, the authors illustrate,
via certain scenarios, how U-learning system properties can be validated using
the execution environment of CCA.

M. Madkour et al. in the second article introduce an approach for context-
aware service selection using QoS and user preferences. In this approach, QoS
parameters and policies are used in both service selection and adaptation pro-
cesses. Preliminary results show the usefulness and the importance of QoS and
user preferences in the service selection process.

in the third paper, W. Labda et al. propose a privacy-aware business processes
modeling notation (PrvBPMN) in a distributed mobile context. The main aim
of this work is to develop a privacy-aware service-based framework and system
that could be used to model and manage emergency situations in airports.

A. Nait-Sidi-Moh et al. in the fourth article introduce a service-oriented plat-
form integrating geofencing techniques for real-time tracking of mobile devices.
The authors focus mainly on the development and integration of a geofencing
application and its related services into a unified platform in order to allow vir-
tual perimeters to be defined and mobile devices to be tracked. Some results are
presented to show the impact of using geofencing concepts on safety and road
transport efficiency.

The papers presented at the SUPE workshop cover several approaches and
relevant activities in the design of middleware, protocols and algorithms, and
service-oriented architectures for UPC environments. We hope that the readers
can benefit from the perspectives developed in these papers and will contribute
to this exciting area of research.

The SUPE 2013 co-chairs would like to thank all the authors who submit-
ted their papers to the workshop. We are also very obliged to the referees for
their comments and feedbacks to authors. We would principally like to express
our gratitude to the workshops chairs and organizers of MobiWIS 2013 for their
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assistance during the preparation, and for giving the authors the opportunity to
present their work in Springer’s proceedings for the MobiWIS 2013 Workshops.

September 2013 Mohamed Bakhouya
Jaafar Gaber
Maxime Wack
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QoS of Context-Aware Transactions in Pervasive
Computing and IoT

Muhammad Younas!' and Irfan Awan?

'Department of Computing and Communication Technologies
Oxford Brookes University, Oxford, UK
m.younas@brookes.ac.uk
2Department of Computing,

University of Bradford, Bradford, UK

i.u.awan@bradford.ac.uk

Abstract of the Invited Talk: Technological developments in mobile devices,
software systems, and network communication have led to the development of
a pervasive computing infrastructure which creates an environment where com-
puting is available everywhere. The goal is to provide useful information and
services that adapt to the given context such as user’s situation, time, location,
and network conditions. Various developments have been made in the design
and development of pervasive computing technologies and their applications.
Recently, the Internet of Things (IoT) has emerged as a dynamic network of
physical “things” which are seamlessly integrated into the Internet. With the
support of IoT, pervasive computing can be further enhanced through the in-
tegration of and communication among things which have network identities,
physical attributes, intelligent interfaces as well as computing capabilities [1].
The synergy of IoT, Web of Things [4], and pervasive computing has interesting
real life applications, for example, checking the hydration level of plants and
watering them when necessary or helping the emergency services such as road
side accident and traffic management.

Pervasive computing and IoT face various research challenges such as per-
formance, reliability, security, privacy, data management, and usability among
others. In this talk, we will discuss the issue of context-aware transactions and
their Quality of Service (QoS) [5] which are central to the study of performance,
reliability and consistency of pervasive and IoT applications. The talk is based
on our work published in [2, 3] in which we have designed and developed new
models and protocols for context-aware transactions and QoS of their mobility
management. Basically, the objective of employing transactions is to provide
pervasive and IoT applications with consistent and reliable execution despite
failures of mobile devices, computer systems, and network communication. Qur
work enhances transactions with context-awareness such that they can dynami-
cally adapt to user’s needs and network conditions. In this talk we also touch on
identifying future research issues which are specific to context-aware transactions
in ToT environment. These include, for instance, handling of physical devices in
addition to data and software applications; dealing with cancellation or compen-
sation of transactions in IoT; fault tolerance and recovery management.
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Keywords: Transactions, Context-awareness, Pervasive Computing,
Internet of Things, Quality of service, Modelling.
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How the Internet of Things Will Change the User
Experience Status Quo

Noel Portugal

Oracle Corporation, Applications User Experience, Austin, Texas, USA
noel .portugal@oracle.com

Abstract. The Internet of Things (IoT) will find its way into the way we work.
As sensors and other connected devices invade our homes and places of work,
we will expect an increase in new emergent ways to harness all this data to our
advantage. Having intelligent context engines will be the glue that brings
disparate data streams together. As we learn how we can use this data it will
change the way we work and interact with our systems, effectively changing the
User Experience (UX) status quo. This paper will explore the opportunities that
IoT brings by collecting user data to help determine its context and offer a more
compelling User Experience.

Keywords: IoT, UX, Location, Sensors, Context engines, Big data.

1 Introduction

We can define User Experience as the complete experience to accomplish a task. A
successful User Experience will enable users to produce creative insights, make
timely decisions, and complete their work in an accurate and efficient manner.

In the current state of the User Experience we tend to rely on the contextual
information provided by the system. This information is limited by explicit data
previously recorded into the system. Data such as profile, role, and access control lists
(ACL) help the user access relevant information stored in the system. This
information may not be enough to help the user accomplish all necessary tasks
effectively.

We currently rely on manually captured data to make informed decisions in our
day to day work. We also have had the need for personal or executive assistants to
help us accomplish time consuming work. Work such as meeting scheduling,
calendaring, meeting notes and material distribution. As the knowledge worker task-
force increases and organization budget restrictions increase it might not be possible
to have this kind of aid for all users.

In the past it has been widely discussed how smart connected devices can help the
manufacturing industries and any industry in general using Enterprise Resource
Planning (ERP) based systems. Tasks such as real-time inventory tracking,
temperature monitors, and resource allocation have been previously discussed as
prime candidates of the Internet of Things applications.

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 1-5]2013.
© Springer International Publishing Switzerland 2013



2 N. Portugal

A sensor or detector measures physical quantities and converts them into a signal
that can typically be read by an electronic instrument. Internet connected sensors and
devices are what has become known as the Internet of Things. The next frontier is the
application of these connected devices in our day to day work. The Internet of Things
expands a brand new way to enhance the applications User Experience. Sensors and
other connected devices can collect invaluable information that can collectively help
us work in a more efficient way. Location data will be one of the most important
measures to deliver the right content at the right time and to the right person.

Physical presence is one of the most important metrics used to provide a better
User Experience using the Internet of Things. Indoor activities and interactions with
other users will prove to be of great insight when analyzed by smart systems. By
tracking the user inside movements and interactions with other users, intelligent
systems will be able to make better recommendations on how to accomplish tasks in a
more efficient way.

Raw data coming directly from these interconnected devices will not be completely
valuable unless it is first uploaded to a global repository and processed by a context
engine. A context engine is needed to help make sense of all this information and
should make smart decisions based on predefined rules. As context engines mature
they will also learn patterns and make appropriate suggestions based on historical data
and complex algorithms.

2 The Cloud and Big Data

As more devices are enabled with connected capabilities the need for capable
repositories that can be easily accessed by any system and with the right access
authorization is crucial. This global repository solution is the Cloud, which is a
network of computer systems. The Cloud has become the de-facto home of Internet of
Things repositories.

Current advances in location technology are making it easier to track an
individual's physical presence. The key to these advances is not just better Global
Positioning Systems (GPS), but a combination of data coming from different sensors
and devices such as Wifi routers and smartphone sensors such as gyroscopes,
compasses, and barometers (to detect altitude). The data provided by these sensors
can yield a more precise location even if the user is indoors. Radio frequency
technologies such as passive or active Radio-Frequency Identification (RFID) and
Bluetooth sensors could also help provide accuracy. Near Field Communications
(NFC) is another alternative to keep track of physical presence. In the case of NFC
the user has to implicitly log its location [1].

As more Internet of Things devices are added to our ecosystem it is important to
maintain a standard way of communicating with each other. A possible way to do so
would be to follow Representational State Transfer (REST) style architectures
applied to each device. Each device can potentially call any other device by using any
of the REST-style methods such as GET, POST, PUT, and DELETE. Any connected
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device could potentially be accessed inside the local network (Intranet) as well as
from the Internet, with the assumption that security protocols have been set in place.

As sensors upload data at exponentially faster rates the remote Cloud repository
becomes a Big Data source. Big Data is defined as a large collection of data sets that
conventionally are not easily processed by traditional relational database tools. The
data collected by Big Data repositories on the Cloud do not always necessarily have
to adhere to ACID (Atomicity, Consistency, Isolation, Durability) database properties.
Instead data stored in Big Data datasets can yield better results when properly
analyzed for trends and patterns.

3 Context Engine

An intelligent system is needed in order to effectively use the massive amount of data
generated by sensors and other IoT devices. These devices are constantly uploading
data to Big Data repositories. This system is what I call a Context Engine. A Context
Engine has the job to provide relevant information to a user according to that user
context. This context is created by a combination of data provided by the following:

Explicit data from the system (profile, access control).

Implicit data collected from the user local environment (cookies, local time).
User based rules and workflows.

Data collected by various sensors and devices (location, heat).

The Context Engine is responsible for providing meaningful connections and
suggestions. As more data is added into the system, the engine will have better
recommendations. The context engine also has the capability to reach into other

Context Cloud
—'—'_*" Engine » Application

User System

(mabile device,
laptop,

workstation)

User

Fig. 1. Context Engine Diagram
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systems to collect data to compliment its output suggestions. The architecture of the
Context Engine is generally an independent system that can be queried by other
systems. Communication is done by common internet protocols using a REST API
architecture with proper authentication methods.

4 Use Case

The following example provides a scenario for the ability of IoT to track physical
presence in the workplace: A user comes to the office in the morning. As he enters his
office the lights come on and temperature is automatically adjusted to the user's
predefined preference. Since the system knows who he is and his role it will present
the user with the day's tasks to accomplish. As the day goes by a co-worker stops by
his desk and ask a few questions. Since the system knows who the co-worker is it will
display outstanding activities that involve that co-worker. Now the user has a
reminder to inquire about these activities and set up a chance to follow up.

After lunch the user attends a meeting in a conference room. The conference room
has sensors that can tell who is in the meeting. All meeting attendees are
automatically added to a virtual conference where they can review the material in
their own systems and make annotations that will be shared with the team in real time.
The system can send meeting notes, recordings, and materials discussed to the people
who could not attend the meeting.

Before the day is over, another user happens to walk by the user's desk. These two
users do not know each other. The system recognizes the individual and prompts the
user to inquire about a project which both have common interests but never had to
physically meet and discuss. Anytime the user walks away from his office, his system
and access to records are automatically locked. These are only available while he is in
the geo-fenced area of his office.

5 Privacy and Security Considerations

It is very important to recognize that as we want more precise data, we will have to
explicitly allow these sensors and systems to monitor us. The ability to receive a
personalized experience comes with a price. One consideration will be who will be
able to see this data. Collectively this data will be helpful, and it could be publicly
available. Individually data should be more protected and only shared with authorized
parties.

An opt-in mechanism is a must if we want the users to confidently trust the system.
By giving the user the choice, I believe users will find the positive outcomes far
greater than the negative outcomes. Some places of work might require a mandatory
agreement to allow this monitoring, but it is up to the user to agree to work there or
not.

There is generally a wide perception that IoT devices are inherently insecure. This
notion comes from the fact that these new internet citizens lack the human factor to
establish communications and can be completely autonomous. As a starting point to
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resolve this the IoT need to adhere to existing security mechanism used on the web.
Authentication methods such as Openld, as well as authorization methods like oAuth
should be used whenever required. Transport Layer Security (TLS) and its
predecessor, Secure Sockets Layer (SSL) protocols should also be used to provide
secured communications on the internet.

Legal frameworks have been suggested to assure that IoT devices will comply with
paradigms of IT governance, ensuring resilience to attacks, data authentication, access
control and client privacy [2].

6 Conclusion

The Internet of Things is poised to change the way we currently work. It will not be
just one single device or sensor that will give the necessary information. It will be a
collection of explicit and implicit data collected by smart devices that will be able to
provide better personal context to our systems. The current state of User Experience is
limited by the system explicit constraints. As we feed the system with more relevant
data, the user experiences will be more rewarding.
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Abstract. IoT is here to stay, while the use of IPv6 is imperative to
connect all devices globally via Internet, where security and networking
safety is of primary concern.

This paper takes the example of the multi-billion dollar Smart Grid
market and describes the security concerns for the applications in this
market: Smart Meter, Data Concentrator, Sub Station Automation and
the cloud-connected SCADA, Supervisory Control and Data Acquisitions
network. For each of the segments/application the security concerns are
analyzed and solutions to these concerns are proposed whilst addressing
the IoT market opportunities. The four pillars of network security viz.
Integrity, Availability, Confidentiality, Non-repudiation as specified by
NIST SP 800 82 [I] , NERC and IEEE are addressed in the proposed
solutions. Apart from security; performance and scalability are given due
importance and consideration both from software and hardware perspec-
tive in the proposed platform solution.

Freescale’s M2M (Machine-to-Machine) and IoT end-to-end security
solutions provided in this paper can be extended to other areas like smart
energy, smart health, smart transportation, smart factory, enterprise and
residential (smart home) and make connected intelligence a reality.

1 Introduction

This paper takes a closer look at the security concerns at the communication
layer of the Smart Grid which is expected to be predominantly IP based network
as shown in Figure [Il As the data is transmitted over Internet it has to be
assured security in terms of Data Integrity, Confidentiality and Non Repudiation.
All devices must be protected against denial of service attacks, cyber attacks,
vulnerabilities and exploits. They should also be protected from malformed and
bad traffic. Every IP address is susceptible to attacks and must be protected.

Smart Meters, Concentrators, Transmission line sensors are deployed out in
the open and thus must be protected from physical attacks and tampering.
Such attempts have to be detected with help of sensors and reported to the
Utility. Trusted boot and secure architecture must be provided to protect against
unauthorized or malicious firmware upgrade.

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 6-[[6] 2013.
© Springer International Publishing Switzerland 2013
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Fig. 1. End-to-End Security in the Smart Grid

Reliable two way communication is essential for effective functioning of the
Smart Grid. Reliability and redundancy can be provided by having a mesh topol-
ogy at the Concentrator. Additional reliability of communication can be achieved
by having two WAN connections at the Concentrator and Sub Stations for load
balancing and fail over. Reliability can be further enhanced by implementing
RAID 5, Redundant Array of Independent Disks (https://en.wikipedia.org/
wiki/RAID) on upstream device to protect loss of transient data.

This paper analyzes the security concerns across the Smart Grid hierarchy
shown in Figure[2l and proposes platform solutions in form of Freescale hardware
and software. Some examples of platform solutions covering various aspects of
security discussed in this paper are:

1. Smart Meter: Low footprint IP Stack with 6LoWPAN, Firewall and IPSec-
IKEv2 running on Freescale MC1322x.

2. Concentrator: IP Stack on Concentrator with 802.15.4 and 802.3 running on
Freescale P1025 QorlQ.

3. Home Energy Gateway on Freescale MPC8308 with WiFi and Security Soft-
ware.

4. Utility and Sub Station Servers with Security, Load balancer, virtualization
software running on Freescale P4080 QorlQ.

2 Securing Communication on the Smart Grid

This section covers the various layers of Smart Grid Hierarchical Architecture,
security concerns for each layer and platform solutions for each. Smart Grid
security can be divided in the following segments/application blocks as shown
in Figure

1. Neighborhood Area Network- NAN (Smart Meter to Concentrator)

2. Home Area Network- HAN (Appliances to Smart Meter or Home Energy
Gateway)

3. Wide Area Network- WAN (Concentrator to Sub Station/Utility)

Each of these layers is described in the upcoming sub-sections in terms of
their typical deployment, network topology, communication technology, security
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Servers

Sub Station and Utility
Servers

Sub Station and Utility
Servers

Concentrators

WAN
h m w m
HAN
Home Energy . .
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Fig. 2. Smart Grid Hierarchical Architecture

concerns for the devices in each segment and protecting the data that is being
communicated. A platform solution detailing Freescale hardware and software
addressing security issues is proposed.

2.1 Securing NAN (Metrology-to-Concentrator)

NAN, Neighborhood Area network that connects the Smart Meter to the Con-
centrator is perhaps the most challenging in terms of vulnerability and security
solutions because of the following reasons:

1. Varied communication technologies options available: WiMAX, 3/4G,
802.15.4, PLC. Though multiple technologies are available, most of them
are wireless and suffer the drawbacks of the wireless communication where
the data can be sniffed and tampered with.

2. Low memory and other hardware resource constraints on the Smart Meter
limit the feasibility of a robust security solution and restrict the options
available for connection technologies.

3. Both Smart Meter and Concentrators are deployed outdoors and are suscep-
tible to physical attacks

These factors make NAN the weakest link the Smart Grid and thus all factors
impacting security need to be taken into considerations and addressed carefully.

This section takes 802.15.4 as example of communication between Smart Meter
and Concentrators and discusses the security issues and demonstrates how they
can be addressed. The same can be applied to other modes of communication.

2.1.1 Platform Solution for Smart Meter
Since adoption of IPv6 is inevitable, in this example 6LoWPAN/802.15.4 run-
ning on Freescale MC1322x is proposed as a platform solution. The IP stack can
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be enhanced with rich security features integrating Freescale’s VortiQa[2] Fire-
wall, IPSec[3] and IKEv2 [4] as shown in Figure Bl However, since the flash and
RAM on the board are less, light-weight version the security application to fit
into sub 100 K ROM and sub 100 K RAM is used. Further, VaultIC from Insid-
eSecure (http://www.insidesecure.com/eng/Products/Secure-Solutions/
Secure-solutions-products) can be used to secure the keys and certificates

on the Smart Meter.
TCP/UDP

6LoWPAN

802.15.4 PHY

Fig. 3. IP Stack on Smart Meter with 6LoWPAN, Firewall and IPSec-IKEv2 running
on Freescale MC1322x

2.1.2 Network Topology and IP Addressing: NAN

For NAN;, the Concentrator is considered to be the focal point, 802.15.4 coordi-
nator, a Full Functional Device (FFD) and the Smart Meter a Reduced Func-
tional Device (RFD) with routing function. All Smart Meters in a given area or
building are fully meshed with Concentrator as Coordinator. The Concentrator
assigns DHCP v6 IP addresses to the Smart Meters.

2.1.3 Security on Smart Meter

Smart Meter comes preloaded with shared keys or certificates. Alternatively keys
or certificates can be distributed in an out-of-band trusted mechanism. Since IP
address at the Smart Meter is dynamically assigned Internet Remote Access
Client IRAC, can be used for IKE exchanges. IKEv2 is used for Identity pro-
tection and for establishing Encryption and Authentication keys for the ITPSec
tunnel between the Smart Meter and Concentrator. This combination IKE and
IPSec provides a secured NAN channel with data confidentiality and integrity.
Sequence number in the IKE and IPSec help protect against replay and man
in the middle attacks. Digital Signatures can be used for non-repudiation. Ac-
cess policies or Access Control List can be configured on the Firewall to allow


(http://www.insidesecure.com/eng/Products/Secure-Solutions/Secure-solutions-products)
(http://www.insidesecure.com/eng/Products/Secure-Solutions/Secure-solutions-products)
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only traffic from HAN to the Utility and vice-a-versa to pass through Smart
Meter. Self traffic can be limited only to allow IKE, DNS, DHCP traffic from
Concentrator to self and vice-a-versa. Since the Smart Meter is expected to be
actively communicating with the HAN devices, ACL should allow traffic from
HAN to Self and vice-a-versa. DoS/Cyber-Attack check can be enabled on the
Firewall to protect the Smart Meter from well known attacks like Ping Flood,
Syn Flood, LAND Attacks; Smurf Attacks. Any such attack detected should
then be reported to Utility.

Freescale Secure Boot/Trusted Boot Architecture can be used to prevent ma-
licious firmware upgrade. Freescale’s Anti Tampering sensors can be used to
protect from physical attacks and tampering. Security concerns at the Smart
Meter and the suggested solutions are summarized in Figure [

Security Consideration Proposed Solution

Data Integrity/Authentication VortiQa IPSec/IKEw2

Data Confidentiality/Encryption VortiQa IPSec/IKEv2
Non-Repudiation VortiQa IPSec/IKEw2
Reply-Man-in-the-Middle Attacks VortiQa IPSec/IKEv2

Identity Check VortiQa IPSec/IKEw2
Availability/Denial of Service VortiQa Firewall

Access Control VortiQa Firewall

Malicious firmware upgrade Freescale’s Secure Boot Arch
Tampering Physical attacks Freescale’s Anti Tampering Sensors

Fig. 4. Security Solution on the Smart Meter

2.2 Securing Home Area Network (HAN)

Home Area Network (HAN)has multiple smart automated appliances like HVAC
(Heating, Ventilation and Air Conditioning), washing/dryer machines, smart
plugs, lighting and multimedia connected to Smart Meter and/or Home Energy
Gateway, then the Smart Meters from multiple households are connected to
the data concentrator in the Neighborhood Area Network (NAN) for Advanced
Metering Infrastructure (AMTI). These appliances can be monitored and managed
to use energy efficiently. This connected intelligence is provided by Freescale’s
Smart Energy Solutions.

As shown in Figure [l all smart appliances are connected to the Home Energy
Gateway communicating over wireless 802.15.4. The Home Energy Gateway in
turn connects to Internet via 3G/LTE or DSL. Optionally it can act as an
802.11.x Wireless AP.

2.2.1 Platform Solution for Home Energy Gateway

Freescale offers a converged architecture networked Smart Energy Gateway on
MPC8308 [5], offering seamless connectivity with TCP/IP, 802.11n and Zig-
Bee. VortiQa Software offers Firewall, NAT, Intrusion Detection and Prevention
(IDS/IPS), Application Identification/Monitoring System (AIS) and IPSec and
IKE security services. Details of this solution are available at (http://www.
youtube.com/watch?v=Z1wivEjW2tk)


(http://www.youtube.com/watch?v=ZlwivEjW2tk)
(http://www.youtube.com/watch?v=ZlwivEjW2tk)
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Fig. 5. Home Energy Gateway on Freescale MPC 8308

2.2.2 Network Topology and IP Addressing

As shown in Figure 6, all smart appliances are connected to the Home Energy
Gateway communicating over wireless 802.15.4. Smart metering connectivity is
achieved via ZigBee SE 1 or MBus. Smart appliances are managed via ZigBee
HA1.0.

On the WAN side the Home Energy Gateway connects to Internet via 3G /LTE
or DSL using DHCP whereby, IP Address is dynamically assigned by the service
provider.

Freescale wireless gateway can optionally act as an 802.11.x Wireless AP on
the LAN side. The AP provide IP addresses to the LAN devices like laptops,
tablets.

Freescale wireless Gateway also runs on P1010, i.Mx platforms with Trusted
Architecture and Trusted Boot.

2.2.3 Security on Smart Energy Gateway

The remote monitoring, control and management of all in-home Smart Ap-
pliances happens through the Smart Energy Gateway. This data is sensitive
and private and thus has to be provided security while traversing the Inter-
net. This is achieved by establishing an encrypted secure channel for this traffic
over the WAN. VortiQa IPSec/IKEv2 or SSL can be used to provide this. In
addition to confidentiality this solution provides integrity, identity protection,
non-repudiation and protection against replay and man in the middle attacks.
Tight access control policies can be implemented using VortiQa Firewall to al-
low only authorized traffic to and through the gateway. DoS/Cyber Attack check
can be enabled on the Firewall to protect the Home Energy Gateway and the
internal network from well know D/DOS attacks. VortiQa AIS can be used to



12 V.R. Tadinada and K. Wu

control/rate-limit application traffic eg P2P, Social Networking Application. Se-
curity concerns at the Home Energy Gateway and the suggested solutions are
summarized in Figure

Security Consideration Proposed Solution

Data Integrity/Authentication VortiQa IPSec/IKEv2

Data Confidentiality/Encryption VortiQa IPSec/IKEv2
Non-Repudiation VortiQa IPSec/IKEv2
Reply-Man-in-the-Middle Attacks VortiQa IPSec/IKEv2

Identity Check VortiQa IPSec/IKEv2
Availability/Denial of Service VortiQa Firewall

Access Control VortiQa Firewall

NAT VortiQa Firewall

Application Detection and Control VortiQa AIS

Trusted/Secure Boot Freescale’s Secure Boot Arch
Anti Tampering Freescale’s Anti Tampering Sensors

Fig. 6. Summary of Security on the Home Energy Gateway

2.3 Securing WAN (Concentrator-to-Sub Station/ Utility Servers )

The communication between Concentrator and the Sub Station can happen on
one of the several WAN technologies like WiMAX, 3G/4G, PLC. This com-
munication is predominantly IP based and data travels over the Internet. This
sensitive bi-directional data i.e. from the Smart Meter to Utility and vice-a-versa
has to be protected from eavesdroppers to maintain confidentiality and integrity.
As this link is critical to transfer real time data, to ensure reliability it recom-
mended to have a fail over connection. Critical messages from/to the meter must
be prioritized over other traffic. The transient data on the concentrator has to be
protected in case of crashes. Further the Concentrator has to be protected from
DOS attacks, bad traffic and unauthorized access. As in case of Smart Meters,
since Concentrators are deployed outdoors they have to be protected against
physical attacks and tampering.

2.3.1 Platform Solution for Concentrator

Freescale P1025 QorIQ[6] processor 667MHz/800MHz dual core device with
memory up to 128 MB of NOR/NAND flash memory, Security Accelerator, run-
ning VortiQa Firewall, IPSec, IKEv2 and Application Identification Software
can be used as a Concentrator as shown in Figure [7 delivering security and high
performance.

This platform has 3G, WiFi, Zigbee WSN communication and 3 Giga-bit Eth-
ernet capable ports to enable WAN/LAN communications and can communicate
with Smart Metering devices via the industry standard Device Language Mes-
sage Specification (DLMS) (IEC 62056). It offers Zigbee wireless connectivity
to meters and 3G Broadband to Utility server. This device has energy efficient
passive cooled design and has ruggedized, weather resistant construction.

2.3.2 Platform Solution for Sub Station/Utility Servers
Freescale P4080[7] QorIQ processor 1.5 GHz eight core device with Security Ac-
celerator and Packet Matching Engine, running VortiQa Firewall, IPSec, IKEv2
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Fig. 7. IP Stack with 802.15.4 and 802.3 on Concentrator

and AIS-Application Identification Software can be used as a Utility Server.
DPAA on P4080 delivers high performance with acceleration for the following
functions:

1. Packet parsing, classification, and distribution

2. Queue management for scheduling, packet sequencing, and congestion man-
agement

3. Hardware buffer management for buffer allocation and de-allocation

4. Encryption (SEC 4.0)

5. RegEx Pattern Matching (PME 2.0)

These devices can be ”clusterstered” at the utility to provide load balancing
and failover for reliability and performance.

2.3.3 Network Topology and IP Addressing: WAN

The Concentrator’s WAN interfaces get DHCP v6 addressed from the Sub Sta-
tion. This connection can be 3G/LTE WiMAX, PLC. For greater reliability two
links to the Sub Station can be provisioned using VortiQa Load Balancing and
Fail Over (LBFO).

2.3.4 Security on the Concentrator and Utility Servers

Concentrator plays a key role in aggregating data form the Smart Meters within
its area and propagating it upstream to Sub Station or Utility over the WAN link.
This data traveling over Internet has to be encrypted for confidentiality and pri-
vacy. A secure IPSec VPN-Virtual Private Network tunnel can be established be-
tween Concentrator and Sub Station/Utility using VortiQa IPSec/IKEv2. Since
IP address at Concentrator is dynamically assigned IRAC can be used for IKE
exchanges. This tunnel provides data confidentiality, integrity, non-repudiation
and protection against replay and man in the middle attacks.
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ACL-Access Control List, can be configured on the Firewall to limit traf-
fic from Home Area Network to the Utility and vice-a-versa to pass through
Concentrator. ACL should allow traffic from Smart Meter to Concentrator and
vice-a-versa to allow active communication between these devices. DoS/Cyber
Attack check can be enabled on the Firewall to protect the Concentrator from
attacks and report such attacks to the utility.

VortiQa AIS can be used to protect the Concentrator for bad and malicious
traffic, AIS has a rich set of signatures to detect bad traffic, P2P application,
vulnerabilities and exploits of protocols like HT'TP, FTP, SSH. On detection of
bad traffic action can be set to drop such traffic and inform utility.

Freescale Secure Boot/Trusted Boot Architecture can be used to prevent ma-
licious firmware upgrade. Freescale’s Anti Tampering sensors can be used to
protect from physical attacks and tampering..

Security configuration on the Sub Station and Utility server is pretty much
similar to that on the Concentrator. In cases where the WAN IP address of the
Sub Station is configured manually and known to the Utility server site-to-site
IPSec can be configured instead of IRAC. Though most equipment including
the surveillance cameras are in premise there are relatively well covered from
physical attacks it is recommended to have anti-tamper sensors. Transmission
line sensors are deployed on the transmission lines. Anti tamper sensors should
be used on these sensors where the lines run above ground to detect and report
attack.

Quality of Service (QOS) must be configured on the Concentrator, Sub Station
and Utility server to prioritize critical messaging data over other traffic.

Security concerns at the Concentrator and the proposed solutions are sum-
marized in Figure

Security Consideration Proposed Solution

Data Integrity/Authentication VortiQa IPSec/IKEv2

Data Confidentiality/Encryption VortiQa IPSec/IKEvZ

Non-Repudiation VortiQa IPSec/IKEv2

Reply-Man-in-the-Middle Attacks VortiQa IPSec/IKEvZ

Identity Check VortiQa IPSec/IKEv2

Availability/Denial of Service VortiQa Firewall

Access Control and NAT VortiQa Firewall Qor@P1025
QoS VortiQa TM g:""“f'
Application Detection and Control VortiQa AlS

Malicious firmware upgrade Freescale's Secure Boot Arch o, P
Tampering, Physical attacks Freescale’s Anti Tampering Sensors

Fig. 8. Security Solition on Concenretaor

3 Summing It Up

The secure platform solutions proposed in this paper facilitate distribution grid
automation which provides improved monitoring and visibility of a Utility com-
pany’s large distributed assets. Such remote monitoring capabilities serve as
a key motivation for the Utility as it results in significantly improved ROL.
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For example, AMI (Advanced Metering Infrastructure) with automated smart
data concentrators and transmission line monitoring sensors can improve the
business operations such as DR (Demand Response) to prevent brown-out and
does not require significant behavioral change by customers. Benefits to the
Utility company are: reduced downtime, faster service restorations, rapid iden-
tification of faults for preventive maintenance.

Figure [ summarizes the Freescale’s Secure Platform Solutions for Smart
Grid.

Freescale Secure Platform Solutions for Smart Energy

Home Energy Gateway Smart Meter Concentrators Distribution
Security Concern Proposed Solution

Data Integrity/Authentication IPSeciKEv2 IPSeciKEv2 IPSeciKEv2 IPSeciKEv2
Data ConfidentialityEncryption IPSeciKEv2 IPSeciKEv2 IPSeciKEv2 IPSeciKEv2
Non-Repudiation IPSecilKEv2 IPSeciKEv2 IPSecilKEv2 IPSeclKEv2
Replay Attacks/ Man in the middle Attacks IPSeclKEV2 IPSecilKEVZ IPSeclKEvZ IPSeciKEvZ
|dentity CheckiData Source Authentication IPSeciKEv2 IPSecilKEv2 IPSeciKEv2 IPSeciKEv2
Availability/Denial Of Service Firewall Firawall Firawall Firewall
Vulnerability and Exploit Firewall+AlS Firewall Firewall Firewall+AlS
Access Control Firewall Firewall Firewall Firewall
Unauthorized Firmware Uparade Secure Boot Arch Secure Boot Arch Secure Boot Arch Secure Boot Arch
Anti Tampering NA Anti Tampering Sensors | Anti Tampering Sensors | NA

Hardware Platform MPC 8208 MC1322¢ P1025 P4080

Fig. 9. Secure Platform Solutions for Smart Grid

VortiQa[2] security software Firewall, IPSec, IKE runs on standard SMP
Linux and is fully integrated with PowerQUICC III and QorIQ processor ar-
chitectures to deliver optimum network performance under both normal and
stressful network conditions. The software is optimized to leverage SoC hardware
acceleration functions of the Freescale processors, such as the security (SEC)
engine for VPN processing, pattern matching engine (PME) for IPS and the
data-path acceleration engine for flow management to achieve high throughput
and high session rate processing to meet the demanding security, performance
and scalability requirements of the Smart Grid.

4 Conclusion

This paper has covered security concerns at various layers of Smart Grid and
proposed end to end high performance security solutions viewing Smart Grid
as a system. The four pillars of network security (specified by NIST SP 800 82,
NERC and IEEE) are addressed in the proposed platform solution:

1. Integrity: Prevent unauthorized modification of information

2. Availability: Prevent DOS (Denial of Service)and Intrusion Prevention.
3. Confidentiality: Prevent unauthorized access of information

4. Non-repudiation: Prevent denial of action.
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The secured M2M, IOT solution provided here is not limited Smart Grid, this

model can be adapted and extended to other applications/markets like:

1
2
3
4

. Gas and Water distribution

. Health, Residential and Transport

. Factory Automation

. Securing Enterprise and Data centers
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Abstract. In this paper, we discuss the experimental results of
application-layer delay reduction methods, which can reduce the delay
during TCP applications. Due to the popularization of smart phones,
Wireless Local Area Network (WLAN) access such as WLAN hot spot
or WLAN tethering is increasing. This increase leads to a WLAN chan-
nel being shared by multiple data flows, resulting in the degradation of
the communication performance. Specifically, the delay of the real time
applications that communicate over TCP can be made longer. To reduce
the delay, we developed three methods: reducing the amount of data to
send, triggering TCP’s fast retransmission earlier, and returning TCP’s
acknowledgment immediately. In our experiments, we measured the de-
lay during the real time TCP applications connected with each other over
WLAN and commercial fixed network and analyzed the effectiveness of
our methods in the case of WLAN performance being degraded by the
file transfer flow. Results indicate that our methods can reduce the 95th
percentile of the delay by as much as 84%.

Keywords: TCP, Delay Reduction, Application-Layer Method.

1 Introduction

Due to the popularization of smart phones, Wireless Local Area Network (WLAN)
access is increasing. Internet access over WLAN is offered in various places such
as homes, offices, and hotels. Mobile devices such as smart phones and tablets on
which only wireless LAN is available have become popular. WLAN is thus being
increasingly accessed by mobile devices in addition to PCs. It has also became
common to access the Internet through mobile PCs, tablets, or gaming devices by
using a mobile router or a WLAN tethering function on a smart phone. A mobile
router is connected to the Internet via mobile wireless communication technol-
ogy such as 3G and LTE and can function as a WLAN access point. The WLAN
tethering involves using a smart phone as a mobile router. People are establishing
their own WLAN on the basis of their demands and are connecting their mobile
devices to the Internet.

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 17-£4] 2013.
© Springer International Publishing Switzerland 2013
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There are several problems degrading the performance of WLAN and real
time applications. Competing and interfering problems occur because WLANs
that do not cooperate with each other are established side by side. In the com-
peting problem, the performance is degraded by the impact from other WLANSs
sharing the same communication channel. In contrast, in the interfering prob-
lem, the performance is degraded by the impact from other WLANSs overlapping
in the spectrum of the communication channel. There is also the problem of the
growing traffic. More traffic is offloaded from mobile wireless systems to WLAN.
These problems significantly affect the real time applications that communicate
frequently over TCP because of its retransmission and reordering.

In this paper, we propose delay reduction methods on the real time appli-
cations and perform an experiment to evaluate these methods in the case of
the performance of WLAN being degraded by the file transfer flow. We propose
three methods: to reduce the number of data to send, to trigger the TCP fast
retransmission earlier, and to return an ACK immediately. We try to reduce the
delay to less than 100ms, which is required as the delay of a real time application
[8]. Results show that our methods can reduce the 95th percentile of the delay
by as much as 84% and meet the above requirement.

2 Related Work

In this section, we describe work related to this paper. Some researchers have
sought ways to manage competing and interfering problems. Choi et al. proposed
a channel selecting algorithm that scans channels used by other access points
and selects its own channel automatically [3]. Lee et al. [2] proposed an approach
to optimize access point placement and channel assignment in WLANs. Though
these approaches to manage WLAN directly can improve WLAN performance,
the cases in which we cannot manage WLAN ourselves need to be considered.
Brosh et al. presented experimental results for the delay of a real time TCP
application [4]. According to their paper, the method that splits data and uses
multiple TCP connections can reduce the delay. In this paper, we evaluate our
simple application-layer methods when the performance of WLAN is degraded
by the file transfer flow.

3 Application

In this section, we explain the real time application we use. We use the Android
device as a platform on which the application and our methods run. This is be-
cause Android devices are widely used to access to the Internet. For the real time
application, we select an application that sends and receives a small size data that
indicates user’s operation on a touch panel. A remote desktop application is an ex-
ample of this. We are interested in the End-to-End one way delay, which is the time
that it takes data to travel across the network from source to destination. This is
because the responsiveness of the real time application depends on how short the
End-to-End delay is. For example, in a remote desktop application, a local device
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Fig. 1. Left: sequence of TCP fast retransmission. Right: sequence when Trigger
method is used.

sends data indicating user’s operation to a remote device and receives the result
image from a remote device. The End-to-End delay of operation data becomes
shorter, so users can obtain the result image earlier. Thus, the End-to-End delay
of operation data must be reduced. In ITU-T Recommendation Y.1541 [8], 100ms
isrequired as the End-to-End one way delay of areal time application. Hereinafter,
we refer to the delay as the End-to-End one way delay.

We suppose that two of TCP’s controls make the delay long. One is the reorder-
ing control to reconstruct the sending order on the receiving side. TCP performs
the retransmission when it detects a loss of a segment. Throughout this paper,
we refer to the transmission unit of TCP as a segment and to the transmission
unit of application as data. By the reordering control, the segment sent after the
dropped segment is waited for at the buffer of the receiving side until the lost seg-
ment has been transmitted safely. Then, the delays of data corresponding to the
waited segments are extended. More data are delayed by the reordering control
in the real time application than in the non-real time application that sends data
less frequently. Second is the flow control to avoid the buffer overflow at the re-
ceiving side. TCP limits the number of segments that TCP can send without re-
ceiving ACK. After reaching the limit, TCP delays sending till receiving ACK at
the sending side. At the receiving side, TCP also delays returning ACK until the
timer have reached a certain timeout value or the receiver has received multiple
segments. While TCP delays returning ACK, the number of segments that have
been sent already by the sending side is more likely to reach the limit in the real
time application than in the non-real time application.

4 Methods

In this section, we propose three delay reduction methods on the real time ap-
plications. In the first method, the application can reduce the number of data to
send and its consumption of bandwidth. We call this data reducing method the
Reduction-P method, where P is the factor representing reduction percentage.
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Sending segments frequently can increase the long queuing time in the network
and the delay by causing congestion and reordering. This method reduces the
times and the total size of sending data to expand the interval between send-
ing events so that the number of segments in the network and the number of
congested segments can be reduced.

In the second method, the application can trigger retransmission faster by
sending several datasets and reduce its delay. We call this data sending method
the Trigger method. Figure[lillustrates the sequence of TCP fast retransmission
on the left and the sequence using Trigger method on the right. TCP retransmits
the dropped segment when multiple (commonly two or three) dup ACKs have
been received. The dup ACK is generated at the receiving side and sent in reply
to the sending side when the segment is received in the wrong order. In Trigger
method, the receiver infers the loss of segments from the interval of receiving
data that is too long. Then the receiver sends the data indicating the loss of
segments. Immediately after receiving this data, the sender sends the certain
number of the triggering data that are very few. When these triggering data are
received at the receiver side, dup ACKs corresponding to the triggering data is
sent in reply to the sender. Then at the sending side, the dropped segment is
retransmitted since a certain number of dup ACK has been received.

In the third method, the application can sending TCP ACK in reply imme-
diately by returning data even though Delayed ACK is enabled. We call this
method the Return method. TCP delays sending ACK in reply as we mentioned
before. TCP has the piggyback ACK function in which ACK can be sent in reply
when there is a segment to be sent at the receiver side. In the Return method,
the receiver sends data in replay immediately after receiving data to send ACK
in replay immediately.

5 Experimental Setup

In this section, we explain the experimental environment and settings. Figure
2 shows the experiment network we used. The network consists of three home
networks illustrated in the left of the figure and one server’s network illustrated
in the bottom right. These four networks are connected with each other over the
commercial fixed network via FTTH. The sender application runs on the Android
device in the sender’s network. Two receiver applications run on the Android
device in both two receiversf networks. Two receiversf networks have different
Received Signal Strength Indication (RSSI). The higher one is —40 dBm, and
the lower is —58 dBm. Android devices are connected to wireless access points
over IEEE802.11n. In the server’s network, the relay server is connected to the
wired router. The sender application sends data to the relay server, and the
relay server relays the data to one of the receiver applications. Our methods
are controlled between the sender application-to-relay server and relay server-
to-receiver application. To simulate the degradation of the WLAN performance,
Windows PC is used, which is the same model to the relay server connected
to the access point over IEEE802.11n in the sender’s network and can make



Empirical Evaluation and Analysis of Application-Layer Delay Reduction 21

Receiver's home network
— with lower RSSI

Saitama Android device » » : IEEE802.11n access point
PREF . oo = : Wired LAN router
Approx. 16 kr_n Receiver's home network Commercial fixed
bprox. 1o with higher RSSI etwork
Tokyo Android device ‘ FTTH
Metropolis . " Tno's ]
- Abprox.
Approx. 20 km|  Sender’s home network 5 i;[);ox Server’s network
Android device % Relay server
Kanagawa . % P : -
PREF » “File transfer N =
Fig. 2. The experiment network
Table 1. Device specification
Android device Relay server
Product name SGH-N023[6] VY14AC-W[7]
OS Android OS 2.3 Windows XP SP3
CPU S5PC110 1GHz core2duo 1.4GHz
RAM 0.51 GB 2.96 GB

NIC Wireless (IEEE802.11n) Wired (1000BASE-T)

bulk file transfer flow from network attached storage in the same WLAN. The
specifications of the Android device and relay server are shown in Table [Il We
use AtermWRS750N as an WLAN access point and wired router. Its available
bandwidth is about 184 Mbps as an wireless access point and about 840 Mbps
as a wired router [5].

In our experiment, we use the data generated sequentially by sliding a finger on
the touch panel as the data communicated between applications. These data are
sent at 60 times by each 30ms. Each piece of data is 50 bytes and is sent imme-
diately from application to TCP. Like most delay sensitive applications, Nagle’s
algorithm [I] is disabled in this paper. We refer to the stream as the data gener-
ated by one sliding event and the delay of a stream as the delay calculated by the
average of the delay of data of which one stream consists. In the following part of
this paper, we describe the delay of the stream, not the delay of each piece of data.
The delay of the real time application needs to be less than 100ms[§]. Our goal is
to fulfill this requirement. Statistics typically used to evaluate the delay are mean,
median, or mode averages. To evaluate the delay sensitive real time application,
these statistics are not considered appropriate. This is because the long delay that
does occur not very often spoils the real time application. Thus, we use the 95th
percentile, which is the most commonly used percentile value.

We measured to ensure that the file transfer flow degrades the performance
of WLAN. Figure [l shows the distribution of the frequencies of the delay of
all 300 streams measured in the two cases: with or without a file transfer flow.
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This distribution is drawn with the delay of the stream on the abscissa axis and
the frequencies of the delay on the ordinate. We can see that the delay in the
case with the file transfer flow is longer than that in the case of only the real time
application flow. In the case of only the real time application flow, the maximum
delay is 162ms and the 95th percentile of the delay is 42ms. In the case with the
file transfer flow, the maximum delay is 2451ms, which is not displayed, and the
95th percentile of the delay is 354ms. Thus, the performance of WLAN is clearly
degraded due to the file transfer flow.

In our experiment, each of our methods is set as follows. In the Reduction-
P method, P is set to 50 or 66. Intervals are expanded from 30ms to 60ms or
90ms, respectively. In the Trigger method, we set the time used by the receiver
to infer the loss of segments to the time made by adding the interval decided by
the Reduction- P method and 20ms. For the Return method, we tested with and
without the Return method.

6 Experimental Results

In this section, we show experimental results of each method compared with results
of TCP. Then, we show results of combinations of our methods. In the following
section, we refer to the 95th delay as the 95th percentile of the delay, and figures
are drawn with the name of methods on the abscissa axis and the 95th delay on the
ordinate. Fach 95th delay in this section is calculated by delays of 300 streams.
Figure @ shows the 95th delay when using TCP and the Reduction-P method
with higher RSSI and lower RSSI. In the case with higher RSSI, the 95th delay
by using TCP is 336ms, and the delays by using Reduction-50 and Reduction-33
are 56ms and 58ms, respectively. In the case with lower RSSI, the 95th delay by
using TCP is 242ms, and the delays by reducing the number of data to 30 and
20 are 95ms and 98ms, respectively. By reducing the number of data to 30, the
delay is reduced by 83%. This is despite there being just a marginal difference
between 30 and 20 as the number of data. Figure [ shows the 95th delay when
using TCP and the Trigger method with higher RSSI and lower RSSI. In the
case with higher RSSI, the 95th delay by using the Trigger method is 96ms and
is reduced by 73% compared with the delay by using TCP. In the case with lower



Empirical Evaluation and Analysis of Application-Layer Delay Reduction 23

400 400
O Higher RSSI DO Higher RSSI

300 — OLower RSSI 300 — OLower RSSI —
2 200 — 2 200 —
g g
& [100 Z[ioo —
53 Q
A =}

0 L 0 .
TCP Trigger TCP Return
Trigger method Return method

Fig. 5. Delay when using TCP and Trig-  Fig. 6. Delay when using TCP and Re-

ger method turn method
200 200
DOHigher RSSI OHigher RSSI
_ 150 OLower RSSI 150 OLower RSSI
£ fioo — Eln =] ] ]
= E‘ 00
Rl isLEetis I

(=}
(=)

Reduction-50Reduction-50Reduction-50

and Return  and Trigger Return  Trigger Return and

Trigger
Combination of methods Combination of methods

Fig. 7. Delay when using only Reduction- Fig. 8. Delay when using only Trigger, by
50, by Reduction-50 with Trigger and only Return and Trigger with Return
Reduction-50 with Return

RSSI, the 95th delay by using the Trigger method is 126ms and is reduced by
48%. Figure [6] shows the 95th delay when using TCP and the Return method
with higher RSSI and lower RSSI. In the case with higher RSSI, the 95th delay
by using the Return method is 116ms and is reduced by 65% compared with
the delay using TCP. In the case with lower RSSI, the 95th delay by using the
Return method is 124ms and is reduced by 49%.

Figure [0 shows the 95th delay with higher RSSI and lower RSSI by using
only Reduction-50, Reduction-50 with Trigger, and Reduction-50 with Return.
In the case with higher RSSI, the 95th delays by using Reduction-50 with Trigger
and with Return are 55ms and 60ms, respectively, and are reduced by as much
as 84% compared with the delay using TCP. In the case with lower RSSI, the
95th delays by using Reduction-50 with Trigger and with Return are 101ms and
94ms, respectively, and are reduced by as much as 61%. Reduction-50 method
does not need to be combined with other methods. In the case with higher RSSI,
Reduction-50 and Return decrease their gains in combination. In the case with
lower RSSI, Reduction-50 and Trigger decrease their gains too.

Figure B shows the 95th delay with higher RSSI and lower RSSI when using
only the Trigger method, only the Return method, and the Trigger method with
the Return method. In the case with higher RSSI, the 95th delay by using Trigger
and Return at the same time is 81ms and is reduced by 76%. In the case with
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lower RSSI, the 95th delay by using Trigger and Return at the same time is
123ms and is reduced by 49%. In the case with higher RSSI, Trigger and Return
increase their gains in combination. However, in the case with lower RSSI, the
gain is marginal. We also have concern about overhead of our method. Indeed the
consumption of bandwidth by using Trigger and Return at the same time grows
about three times as much as only user operation data. However, the overhead
is negligible, because overhead bandwidth up to 100kbps is sufficiently narrower
than the available bandwidth up to 180Mbps[5].

7 Conclusion

We have ensured that the file transfer flow degrades the performance of WLAN
and shown that our methods running on applications can reduce the 95th per-
centile of the delay as much as 84% to less than 100ms when the performance
of WLAN is degraded by the file transfer flow. Though the method reducing
the amount of data is always the most effective, the method trying to trigger
TCP fast retransmission is more effective in the case with higher RSSI and less
effective in the case with lower RSSI than the method returning ACK immedi-
ately. This is because the delay of data is stable in the case with higher RSSI
though it is moving strenuously in the case with lower RSSI. The method that
tries to trigger the TCP fast retransmission earlier can reduce the delay due to
losses of segments, which does not happen very often in the case with higher
RSSI. However, this method is not very effective due to the fixed timer when the
delay is changing strenuously. Therefore, the method that tries to return ACK
immediately is more effective in the case with lower RSSI.

References

1. Nagle, J.: Congestion Control in IP/TCP Internetworks. RFC 896 (January 1984)

2. Lee, Y., Kim, K., Choi, Y.: Optimization of AP Placement and Channel Assignment
in Wireless LANs. In: Proceedings of the 27th Annual IEEE Conference on Local
Computer Networks, LCN 2002, November 6-8 (2002)

3. Choi, J., Lee, K., Lee, S.R., Thm, J.(J.): Channel Selection for IEEE 802.11 Based
Wireless LANs Using 2.4GHz Band. IEICE Electronics Express (ELEX) 8(16),
1275-1280 (2011, 2012)

4. Brosh, E., Baset, S.A., Rubenstein, D., Schulzrinne, H.: The Delay-Friendliness of
TCP. In: SIGMETRICS (June 2008)

5. NEC Corporation. Product Information of AtermWR8750N,
http://121ware.com/product/atermstation/product/warpstar/wr8750n-hp/

6. SAMSUNG. Product Information of GALAXY Tab SC-01C,
http://www.samsung.com/jp/support/model/SGH-NO23CWNDCM

7. NEC Corporation. Product Information of VersaPro,
http://121ware.com/e-manual/m/nx/vp/base/vyldacw.html

8. ITU-T Recommendation Y.1541: Network performance objectives for IP-based ser-
vices (2011)


http://121ware.com/product/atermstation/product/warpstar/wr8750n-hp/
http://www.samsung.com/jp/support/model/SGH-N023CWNDCM
http://121ware.com/e-manual/m/nx/vp/base/vy14acw.html

Embedded Data on Intelligent
Products — Impact on Real-Time Applications

Sylvain Kubler!*, William Derigent?, Eric Rondeau?,
André Thomas?, and Kary Framling!

1 Aalto University, School of Science, Espoo, Finland
P.O. Box 15400, FI-00076 Aalto, Finland
2 Université de Lorraine, CRAN, UMR 7039, Vandceuvre-lés-Nancy, F-54506, France
CNRS, CRAN, UMR 7039, Vandceuvre les Nancy, F-54506, France
sylvain.kubler@aalto.fi

Abstract. New challenges and opportunities arise with the Internet of
Things (IoT), making it possible to link any objects of the real world with
the virtual one. In recent years, IoT has become increasingly popular
in industrial applications (e.g. for the inclusion of data related to the
product history). It might therefore be asked what is the impact on
real-time applications when accessing data from the object instead of
accessing it from the database. To assess that impact, this paper develops
an approach that uses jointly two simulators: CPN Tools® and OPNET
Modeler®. This approach is then applied on a benchmark scenario.

Keywords: Internet of Things, Intelligent product, Real-time system,
Data dissemination, Product life cycle.

1 Introduction

Today, the study of the product life cycle (PLC) is an integral part of the com-
pany strategy to plan, design and manage the life of their products more effec-
tively. In general, the PLC consists of three main phases as depicted in Fig. [Tk
Beginning of Life (BoL), Middle of Life (MoL) and End of Life (EoL). The differ-
ent applications and actors from the PLC require specific product-related data
to fulfill their mission (e.g. production orders, maintenance orders, traceability
data) [1I2]. Product-related data is of great importance since it is all that people
can work with when the product does not physically exist in their environment.
Making product-related data sharable among all actors of the PLC is a major
challenge [3].

With the advance of new technologies (nanotechnology, RFID, cloud comput-
ing), objects of the real world can be linked with the virtual one, thus enabling
connectivity anywhere, anytime and for anything [4]. Such objects are also re-
ferred to as “smart” or “intelligent products”, and are the essence of concepts as
ubiquitous/pervasive computing and Internet of Things (IoT). These concepts
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Fig. 1. Illustration of a writing and reading operation of the product during the PLC

refer to a world where physical objects and beings, as well as virtual data and
environments, all interact with each other in the same space and time [5]. It
can be stated that, today, IoT applications are mainly defined in MoL (smart
house, smart space,...) but become increasingly popular in BoL and EoL [6].
For instance, much research work has been carried out in that direction by the
IMS (Intelligent Manufacturing System) community over the last decade, which
promotes the use of intelligent products to make systems more efficient and
flexible [2]. Several definitions and classifications of an “intelligent product” are
admitted, but the common denominator is that the product should be able to
communicate effectively with its environment and should be able to optimize its
operations, usage and other behavior. Meyer et al. [7] provide a comprehensive
survey on intelligent products and related applications. Among their statements,
the authors reveal that intelligent products often only provide a network pointer
(e.g. via a RFID tag) to a linked database and a decision making software agent.
However, in recent years, it is not uncommon to see products with larger data-
storage capacities with faster data writing and reading [8/9].

Since products can carry more data than old ID technologies, it is quite natural
to store, at important stages of the PLC, a subset of useful data from some
databases onto the product as illustrated in Fig.[dl (¢f. Writing phase). Therefore,
this data is always available with the object to which it is attached, regardless
of the network availability, and it could be retrieved in any other upstream PLC
stages (cf. Reading phase in Fig.[Il). For instance, Suzuki et al. [10] explain that
intelligent products are used in the airline industry for the inclusion of aircraft
part history records, which may be very useful in maintenance operations. In
line with this work, some scholars developed approaches aiming at selecting
the most appropriate subset of data for its inclusion onto the product [QUIT].
These approaches are particularly interesting because they take into account
the context of use of the data and the product (user’s expectations, geographic
location of the product,...) for such a data selection. However, to the best of
our knowledge, no work has yet studied the impact on real-time performance
when accessing data from the product instead of accessing it from the database.
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This paper proposes a preliminary study to assess such an impact. In our
context, the product undergoes different operations through its PLC and each
operator requires particular data fragments (i.e. information subsets) to fulfill
his/its mission. These data fragments are assumed to be stored/accessed either
from a database or from the product itself (e.g. a product fitted with a RFID
tag), assuming that both devices are always available in the application. Based
on this approach, it is then possible to assess each data access schema from a
time perspective. Petri Net models (using CPN Tools) are used for modeling
the sequence of operations undergone by the product, used together with the
OPNET Modeler for taking into account realistic time behaviors for accessing
data considering a specific communication network. This approach is described in
section 2] and is then applied on a benchmark scenario in section Bl This proposal
could further be used as a criterion for selecting the appropriate information to
be stored on the product, at different stages of the PLC. For instance, in [9], this
appropriateness is based on a degree of data relevance computed by taking into
account several criteria. These criteria reflect the context of use of the product
(actor’s expectations, product’s location,...), and new ones may be defined in
this approach (e.g. a criterion reflecting the impact on the time when accessing
data from the product instead of accessing it from the database).

2 Assessment Approach of Real-Time Impact

2.1 Scenario Modeling Using Petri Nets and Network Simulations

In this study, Petri Nets are used for modeling, simulating, and analyzing the
sequence of operations undergone by the product (i.e. the operations to be as-
sessed). Petri Net model is designed by working on hierarchical views, thus fa-
cilitating the sequence modeling. For instance, the upper view could model the
considered operation sequence as depicted in Fig. [ (the upper view denoted
view 0) , while the bottom views (view 1, 2,...) could model the characteristics
of each operation like the operation duration, the set of data fragments required
for achieving the operation, the resource assignment (e.g. arrival frequency of
the products, size of the product queue), as depicted through the zoom made on
operation 4 (denoted view 1).

The second simulator - OPNET is primarily aimed at developing and analyz-
ing communication networks, devices, protocols and applications. It is used in
our study to model and simulate the network architecturdl, thus making it possi-
ble to estimate the times to perform read/write queries on/from a database and
on/from a product. These times are referred to as Round Trip Timed? (RTTs).

1 OPNET Modeler offers a wide selection of technologies and devices, but also pro-
vides a programming platform to develop new communication models. For instance,
Dongkai and Wenli [12] designed the RFID reader models and tag models according
to the EPCglobal Class-1 Generation-2 Protocol.

2 Round Trip Time: time between sending the first packet of a query and receiving
the last packet of the response.
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RTTs are then injected/added in the Petri Net as symbolized by the dashed
arrows in Fig. 2l More concretely, RT'Ts are bounded to Petri Net transitions,
which represent the action of performing queries.

2.2 Real-Time Impact Assessment

Based on Petri Net simulations, the objective is then to compare different data
access schemas, where a data fragment could be either accessed from the database
system or from the product. One possibility of data access schema is defined via
n boolean values [F1, F2,..., Fn], with n the total number of data fragments:

— Fk means that the data fragment k is accessed from the product,
— Fk means that the data fragment k is accessed from the database,

For instance, [F1, F2,..., Fn| informs the simulator that Fn is accessed from
the product and F1, F2 from the database. In total, 2" data access schemas are
simulated and compared. The comparison is based on the time to complete the
operation sequence, noted “operation lead-time” At in Fig. Bl which inevitably
varies according to the data access schema.

3 Applicative Scenario

Three operations composing a PLC are defined in this scenario, which are mod-
eled and assessed in term of real-time performance. These three operations are
modeled via CPN Tools as depictedﬁ in Fig. Bl where each operator requires spe-
cific data to complete his/its tasks. In this scenario, an operation is considered

3 Only view 0 of the hierarchical views is presented, but three levels have been defined
in total in order to characterize all operation features (as explained in section 2.
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as completed once all data fragments required by the operator have been ac-
cessed/updated, and once the operation duration is ended. As a result, the time
to fulfill the operation is somehow dependent on the RTTs, which are estimated
via OPNET simulations based on a specific network architecture and operator’s
query pattern (i.e. a set of read/write query performed by each operator).

In that regard and to make the paper even more interesting, an optimal data
distribution is considered as a benchmark. This benchmark is the one from [13],
where a scenario considering 3 databases (DB1 to DB3), 3 clients/operators
(C1 to C3) and 8 data fragments (F1 to F8) is defined. These data fragments
are accessed by each operator according to a specific query pattern, and are
accordingly distributed (optimally) over the 3 databases. Fig. B shows each op-
erator’s query pattern (the number in brackets indicating the number of bytes
read/written) and the resulting data fragment allocation (F1, F5, F8 allocated
to DB1, etc.). The network architecture, the data distribution and the operator’s
query patterns are configured in OPNETH. The RTT of each query (performed
by each operator) is then estimated from OPNET simulations and injected in
the appropriate Petri Net view, as symbolized by the dashed arrows in Fig. Bl
By way of indicatiorﬁ, the operator C3 spends ~ 5ms for reading 45 bytes of F2
and ~ 12ms for writing 330 bytes of F2. Fig. @l shows the Petri Net model that
defines the sequencing of operation 1 (i.e. the transition denoted operation 1 in

* The exact network architecture is given in Fig. B which shows that data can be either
accessed from DB1, DB2, DB3 or from the product. For information purposes, the
following equipments have been used in simulations: routers Cisco 1600, switches
Cisco 2900XL, server Sun Ultra 10 333Mhz::1 CPU, 1 Core per CPU, Solaris.

5 RTTs depend on various parameters such as the hardware, the technique of data
replication implemented (synchronous, asynchronous), etc. Due to the space limita-
tions, all parameters are not presented.
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view 0/Fig. B). This Petri Net thus corresponds to a view 1 (i.e. a lower view to
view 0). Two other views 1 (not detailed in this paper) are also defined regard-
ing the transitions operation 2 and operation 3 of view 0. In Fig.dl when a
product arrives in the queue for being processed (i.e. in the place named Get in
operation 1@), the set of data fragments that must be read by Client 1 (i.e. F1,
F4, F5, F8; ¢f. Fig.B) are immediately generated by the functions £d1R DB (sc!)
and £d1R P(sc1), with sc1 the data access schema. In other words, sc! indicates
if the data fragment Fi (i € {1, ..,8}) is read from the database (in such a case, a
color token is generated in the place denoted Info DB to be read) or from the
product (the token is generated in the place denoted Info PR to be read). In
the example given in Fig. [ sc! specifies that F1, F8 are read from the database,
while F4, F5 from the product. Once all data fragments have been read (i.e. once

5 Get in operation 1 is a place linked with the upper view (view 0). Likewise, places
Database and Get out operation 1 in Fig. [ are respectively I/O (Input/Output)
and O (Output) of this Petri Net/view.
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transactions read DB and read PR are crossecﬂ), products are then ready to be
processed by Client 1 (see place process ready). Transition Process 1 repre-
sents such a process with @++operTime(item1) the function that binds the time
required to process the product to the transition. Once process 1 is completed,
data fragments are updated in a similar way than before, whether they are ac-
cessed from the database or from the product (see the places named Info DB to
be write and Info PR to be write). Finally, products are added to the place
denoted Get out operation 1 before moving towards operation 3 (cf. Fig. Bl).

28 (i.e. 256) data access schemas are simulated with CPN Tools and the result-
ing operation lead-times At are recorded (¢f. Fig. B). In our scenario, there are 8
data access schemas considering all possibilities of accessing one data fragment
from the product (see Table [l); 28 schemas when accessing two data fragments
from the product, and so on. Sections [3.1] and present and compare the op-
eration lead-times resulting from simulations, when using respectively a reliable
network and a network with traffic overload.

Table 1. Possibilities of data access schemas considering 8 data fragments

Solution Detailed Solution Solution Detailed Solution

§ 1 |[FIF2F3F4F5F6F7F8) § 1 [F1F2F3F4F5F6FT7F§]
§ 2 [F1F2F3F4F5F6F7F8 3 [F1 F2 F3 F4 F5 F6 F7 F§]
; 3 [F1 F2 F3 F4 F5 F6 F7 F§] j 3 [F1F2F3 F4 F5 F6 F7 F§]
“ 4 |[FIF2F3F4F5F6F7F8 =

S 5 [FIF2F3F4F5F6F7TFg ¢ :

¢ 6 [FIF2F3FAF5F6FTFS] & 26 [F1F2F3F4F5F6F7F§
£ 7 [FIF2F3F4F5F6F7F8] ¢ 27 [F1F2F3F4F5F6FT7Fg
= 8 [FLF2F3FAF5F6FTF8] , 28 [F1F2F3F4F5F6F7Fg

3.1 Reliable Network

In our experiments, two product throughputs (i.e. the transmit rate of the wire-
less communication between the product and the wired network) are defined:
1Mb/s (high-speed RFID technology) and 11Mb/s (802.11b standard). The op-
eration lead-times At resulting from the 256 simulations, considering both prod-
uct throughputs, are synthesized in a box and whisker diagram in Fig. Bl Tt
gives the min, the 15.-3!" quartile, the median and the max At (see the y-axis)
resulting to the different possibilities for accessing 0 data fragment out of 8 from
the product (0/8 in Fig. [ i.e. all data fragments are accessed from the database
only), 1 data fragment out of 8 from the product (1/8; i.e. 7 data fragments
are accessed from the database only), and so on. The data access schema 0/8
indicates it took 2°30” (At) to complete the three operationsﬁ. The data access

" RTTs estimated from OPNET are injected in a lower view (view 2), which represents
the step sequencing of the transaction read DB of Fig. d/view 1.

8 The product throughput does not have any impact on At since no data is accessed
from the product.



32 S. Kubler et al.

Network architecture used in OPNET

17°30” C— 1Mb/s -
16’007 - coooa 11Mb/s

14°30”

13°00”

11307

b
o |
|

Operation lead-time At
)
(=3
(=}

1°00” 1 1 1 1 1 1 1 1 1 N__ DBl \\__ DB2 \\__ DB3
o8 1/8 28 3/8 48 58 68 18 818 \/ \/

Data access schemas

Fig. 5. Impact on times when accessing data from the product: reliable network

schema 1/8, with a product throughput of 1Mb/s, indicates that one possibility
among the 8 data access schemas listed in Table [ (¢f. table “1 fragment from
the product”) requires 2’30” to complete the three operations (cf. the min At
value), while another possibility out of the 8 requires 4’45"” (c¢f. the max At
value). More generally, it can be observed in this scenario that it is always faster
to access data from the database considering a product throughput of 1Mb/s
(2'30" < At < 17'30”). However, in the case where products communicate at
11Mb/s, all solutions are identical (i.e. 2'30”). In conclusion, there is no point to
store/access data fragments on the product since the database is always a better
or an equivalent solution.

3.2 Overload Network Situation

A traffic is added to the network between PC1 and PC2 as shown in Fig. [l (PC1
sends 1500bytes/s to PC2). This overload inevitably generates delays on queries
intended for, or originating from DB1. In such a situation, the whisker diagram
in Fig. [6lshows that gains on At are obtained with the two product throughputs.
In case of 11Mb/s, the higher the number of data fragments accessed from the
product, the lesser At. In case of 1Mb/s, this statement is true until 3/8 because
the three max At are always lower than 12’30”, which is At at 0/8. However,
when accessing more than 3 data fragments from the product, At therefore
becomes higher and higher (¢f. the median and max values), exceeding 12'30",
even reaching 18'00".

Based on this study, it can be concluded that in such a situation, it is bet-
ter to access the 8 data fragments from the product when they communicate
at 11Mb/s. However, in case where they communicate at 1Mb/s, the solution
providing the smallest At is a data access schema 3/8, which precisely corre-
sponds to the following schema: [F1 F2 F3 F4 F5 F6 F7 F8|, as emphasized in
Fig. 6l
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Fig. 6. Impact on times when accessing data from the product: overload traffic

4 Conclusion

Objects and products are increasingly being fitted with new technologies (RFID,
sensors) that can store increasing quantities of data about themselves. In the
context of product life cycle, it is a formidable challenge to link product-related
data to the products themselves, thus making the information easily achievable
throughout their life. However, to the best of our knowledge, no work has yet
studied the impact on real-time performance about accessing data from the
product instead of accessing it from the database system. Accordingly, this paper
develops an approach to assess such an impact, which enables to determine in
which situation(s) it is beneficial (from a time perspective) to access data from
the product. A scenario is then proposed and shows that the impact on real-
time strongly depends on the application features (product throughput, network
state).

Results show that accessing to all information from the database does not
penalize the application considering temporal aspects, unlike accessing it from
the product/object. However, in situations where e.g. network disruptions oc-
curs, results show that the application performance can be improved. In current
work, Taguchi experiments are carried out to identify which factors mainly im-
pact on the application performance (is it the data access schema? the arrival
frequency of the products? the size of the product queue?...), and what is their
degree of impact. These factors could further be used as a criterion for selecting
the appropriate information to be stored on the product, at different stages of
the PLC. For instance, in [9], the degree of data relevance is computed based
on several criteria (actor’s expectations, product’s location,. .. ), where new ones
could be defined (e.g. a criterion reflecting the impact on the time when accessing
data from the product instead of accessing it from the database).

Acknowledgement. This work is supported by OPNET via “Teaching with
OPNET” program. The authors gratefully acknowledge the financial support of
the CPER 2007-2013.
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Abstract. Current mobile web applications (apps) can be accessed using a mo-
bile browser through a URL, or, packaged using specific packaging tools and
libraries as native apps. To access these apps, Visually Impaired People (VIP)
relay on screen readers that come built-in with smart phones. Among the well-
known mobile phones' screen readers is VoiceOver by Apple. In this paper we
discuss the results of testing the accessibility of mobile web apps via Voice-
Over and observe its performance. As a result of this observation we suggest
some basic guidelines for designing mobile web apps.

Keywords: Mobile accessibility, Mobile Web Apps, screen reader, Touch-
Based Mobile Phones, blind users, VoiceOver.

1 Introduction

Nowadays, the World Wide Web plays a central and significant role in facilitating
communication, education, entertainment, industry and government transactions. It is
also regarded as an unlimited source of information.

Providing global access to the many services hosted by the World Wide Web is
considered as a basic human right regardless of someone's impairment. This accessi-
bility issue is taken to a new paradigm as Smartphone usage continues to grow; mak-
ing mobile phones one of the most platforms used to access the web and benefit from
its features.

As mobile web apps are built using the collaboration of markup languages to iden-
tify page structure, Style Sheets for aesthetic elements including positioning of page
components and scripting languages to provide event driven interaction, all these
components should homogeneously produce an application that adheres to accessibili-
ty standards. However, this does not ensure the capability of mobile screen readers to
fully enable accessibility of the mobile web app for Visually Impaired People (VIP),
since it depends on the collaboration of developer’s code, the screen reader itself and
the web browser.

Mobile web apps are accessed via mobile phones using two distinctive methods.
Either they are hosted on a web server and thus accessible using a mobile browser

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 35-43]2013.
© Springer International Publishing Switzerland 2013
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through a URL. Alternatively, mobile web apps can be packaged using specific pack-
aging tools and libraries as native apps; hence, they can be deployed as native apps in
the mobile vendor's application store. This kind of app runs natively on the operating
system, however, the underlying code remains a web code.

In this paper, we evaluate a very common mobile screen reader which is Voice-
Over and analyze its shortcomings and the difficulties encountered due to the touch
nature of the mobile phone when dealing with mobile web apps. We also discuss the
source of these shortcomings and ways to avoid them. The aim of this evaluation is to
come up with an initial list of guidelines and recommendations for web developers to
maximize their applications’ accessibility whether the application is web hosted or
packaged as a native app.

The rest of the paper is organized as follows: section 2 gives a brief background
about mobile screen readers, browsers and apps. Section 3 presents some related work
in the field of screen readers' evaluations. Section 4 shows the methodology used to
setup and test mobile web apps. Section 5 discusses the results of the evaluation. Fi-
nally section 6 concludes the paper with lessons learned and design guidelines.

2 Background

In this section we will highlight two important technologies, namely: mobile screen
readers and browsers.

2.1  Mobile Screen Readers

Screen readers are software programs that can be installed on a blind’s computer or
mobile to convert visual information into audible description; enabling the user to
navigate through interfaces using shortcut keys or gestures. The spoken information
produced by these programs is a result of a Text To Speech (TTS) engine that is inte-
grated with the screen reader. It also allows the user to perform different essential
tasks: reading and editing documents, browsing the web, managing files, etc. [1].

Apple™ devices, for example, feature a built-in screen reader called VoiceOver ™
along with other technologies that provide assistance for VIP. Whereas Google An-
droid™ has TalkBack™ service pre-installed to its system with similar functionality.

VoiceOver is the built-in screen reader for Mac OS and it is also included in the
mobile version of the system. It can be activated through the Settings menu or by
pressing the Home button three times successively (if this feature is enabled) to turn it
on or off.

Since new mobile phones incorporate an advanced touch screen as its main and on-
ly input method, the screen reader is designed to be controlled using a set of touch
gestures. When enabled, the set of gestures for the device changes where a single tap
focuses on an item speaking its name and double tap would launch the associated
action [2].
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2.2  Web Browsers and Web Apps

A web browser is one of the most important applications on mobiles. Fortunately with
newer browsers following W3C newer standards e.g. HTMLS5/CSS3 and using cross-
platform technologies e.g. JQuery/JavaScript, the mobile browsers domain has be-
come less fragmented. Moreover, different mobile platforms’ browsers are based on
the open source web browser engine: Web-kit [3] e.g. Chrome, Safari (except of
Windows 7 phone, which is IE 7 based).

Mobile web apps take advantage of mobile browsers’ support and web technolo-
gies standardization to implement a website that can be deployed across various de-
vices. These apps are developed using HTML, CSS and JavaScript technologies.
Some frame-works enables developers to build mobile websites and/or port existing
web-sites to a mobile friendly version e.g. Mobilize.js . While others offer native user
interface elements such as tabs and views, and enable interaction to some hardware
features such as mobile camera and storage system, e.g. Titanium Mobile. Moreover
some frameworks are capable of packaging the apps with specific engines to enable
them to be installed, accessed offline and distributed through market stores e.g. Pho-
neGap (http://phonegap.com/).

3 Related Work

Much of the research up to now has focused on desktop screen readers' evaluation of
complete websites. For instance, Sandhya and Devi [4] investigated the accessibility
of AJAX technology and JAWS screen reader then suggested few best practices for
AJAX accessibility along with general approaches for designing accessible websites.
Another suite of research lead by Maria Claudia Buzzi inspected accessibility of dif-
ferent types of web applications such as Google Docs [5], e-Learning systems [6] and
eBay [7]. Also screen readers’ performance with web applications in other languages
were tested e.g. the "Big Eye" Chinese Screen Reader [8].

While desktop screen readers had their fair share of testing and evaluation in the
research community, we have noticed a relatively low amount of literature regarding
mobile screen readers' evaluation. Leporini et al. [9] investigated usability and acces-
sibility issues in interactions with mobiles using VoiceOver. The study was conducted
through remote inspection of VoiceOver and its gestures interactions with selected
apps in the devices (iphone, ipad and ipod) for 55 participants using survey based test.
The results noted few issues with VoiceOver and some interactive elements in Apple
apps. Yet, the paper did not examine VoiceOver interactions with mobile web apps.

Given this gap in the domain, we intend to evaluate VoiceOver screen reader ac-
cessibility for mobile web apps whether hosted or packaged as a native app.

4 Methodology

Mobile web apps, in their basic form, and when they fully apply web design best
practices, are assumed to have a better accessibility when taking screen readers into
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account. This is due to the fact that mobile web apps are usually a stripped down ver-
sion that contains the most basic page elements and crucial information without any
overly complex content or large tabular information. Furthermore, mobile web apps
are more likely to have less navigation elements which improve the usability of the
application using screen readers since the user will have less repetitive content to
skip.

To conduct the study we built a sample mobile web app adhering to mobile web
design best practices. The sample app employs many recent web technologies includ-
ing HTMLS, CSS3, JavaScript and jQuery. The test web app consists of three differ-
ent pages with various common page elements that are usually problematic. All pages
contain a heading section, navigation section, a main content section and a footer (see
Figure 1).

Sign Up
Eman address:
Repest enail sddress:
Welcome

Welcome Diane of birth:

How many mabile devices do
you hawe?

Fig. 1. (left) App home page (Right) App form

All these components are coded using their appropriate semantic tag elements pro-
vided by HTML5. The main content of the home page is three tabs coded using
jQuery. The first tab is selected by default while the other two tabs have initially hid-
den content. The second page’s main content is complex nested lists including Defini-
tion, Ordered and Unordered list and an image. The third page contains a form that is
built using Forms 2.0 elements including text, email, date, number, radio button and a
submit button.

We validated the code of the test web app using W3C's HTML validator and CSS
validator which ensured the correctness of the code. Also, the test web app was eva-
luated using MobileOK (http://validator.w3.org/mobile/), which evaluates the website
against W3C MobileOK Basic Tests 1.0. Regrettably, the test web app score could
not exceed 54% which is due to MobileOK checker's lack of support of HTMLS and
CSS3 syntax in addition to several other errors caused by the static jQuery library.

To evaluate the performance of VoiceOver screen reader, we tested it for both
forms of mobile web apps: the browser-based version and the packaged version using
PhoneGap. Table 1 shows the characteristics of the testing environment.
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Table 1. The characteristics of the tested mobile phone

Mobile device iPhone 4
0S iOS 6
Screen Reader VoiceOver
Default Browser Safari

The testing procedure was guided by observing three visually impaired users with
varying degrees of visual impairment, two were partially-sighted and one was com-
pletely blind. The three users were well acquainted with touch screen devices and use
them with a screen reader on daily basis. The observation methodology was con-
ducted to understand the exact usage and mentality of the visually impaired users and
detect any difficulties or preferences they encounter and/or express when using the
test materials. The users were individually requested to access the sample mobile web
app using first the web browser and then the native app version. In the session, the
moderator observes the participant whose been asked to think out loud while navigat-
ing through the app. Also, the moderator would provide help and explanation for par-
ticipants when needed.

5 Results and Discussions

Based on our observations, we have found some important findings and preferences
that are inherent from the touch nature of the tested system. Firstly, the VIP expressed
the ease with which they browse the web using the mobile screen reader and the touch
interface. They stated that the mobile screen reader is clearer and much more easy to
use than the desktop one.

As to their usage preference, which will be useful when designing accessible mo-
bile phone application, we have deducted that visually impaired users prefer sequen-
tial access to all pages and application content as opposed to gesturing up or down
which gives them a partially spatial random access. It is even preferred over clicking
directly on something for our partially sighted testers. They express that sequential
access ensures the coverage of all pages or app elements and that they prefer skipping
unwanted content than accessing wanted content randomly. They stated that due to
the touch screen, they are prone to click on some elements by mistake causing the
reader to jump to that element. Thus skipping some important content unknowingly,
which arise the need of having a feature that enables changing the position of focused
element using the sequential gestures only. Furthermore, users emphasized on the
importance of audio aids given to them by the screen reader that signals certain events
including the audio feedback triggered when clicking a link or button, loading a new
page, hitting the end of the page, and so on. This is due to the fact that they need to
know if they performed a gesture correctly or not. We have also observed that while
filling forms, users rely heavily on the ‘next’ and ‘previous’ buttons in the keyboard
which enable them to navigate through input fields of the form without hiding the
keyboard, i.e. they are aware that the keyboard has sprung up, they may be confused
when it is hidden again.
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Next, we will discuss in further details the results of VoiceOver behaviors while
dealing with the mobile app on the browser and as a native app.

5.1 Browser Test

A) Document Structure Awareness (Headings, Lists and Other Elements)

The VoiceOver announces main headings as they are, along with their position among
other headings. This results in the success of reflecting the true structure of the page
to the user. Another observation in representing the structure is shown when reading
the page of nested lists. VoiceOver announces the beginning of a list but not its end-
ing. As to indicate list elements; in the case of Unordered and Ordered list, the screen
reader pronounces the word “bullet” at the beginning of each item in the Unordered
list or the associated number in the Ordered list. However, when the list is a Defini-
tion List (represented in HTMLS using the <d1> element), it was read as the begin-
ning of a list for the first element only; whereas the other elements are announced as
if they were simply paragraphs.

VoiceOver does not announce other HTMLS semantic elements such as <ar-
ticle> and <section> to give more information about the page structure. Fur-
thermore, the screen reader does not announce links found in the <nav> element
differently than other links, or try to give them special emphasis or provide special
access to these links.

B) Audio Aids
When accessing a web page using Safari by entering the page address, VoiceOver
screen reader will issue a sound that indicates the page is loading. Then it will issue a
small alert when it is done loading the page. Once the page is fully loaded, the screen
reader will announce the first element of the page’s content. This procedure is repeated
whenever a link is clicked and a new page is loaded. Our testers indicated that this spe-
cific audio aid triggered when loading and opening a new page is very helpful to let
them know they moved into a new view, so they expect a change in content and element
positions. They expressed regret that native apps do not support such audio aid.
VoiceOver also provides necessary audio aids at certain places: A special sound is
announced when a user moves sequentially toward the end of the page. However this
sound will not be announced until the user reaches the end of the navigation bar of Safa-
ri which resides at the bottom of the screen where the user cannot navigate further. The
screen reader also provides audio aid when scrolling up or down the page with a whis-
tling sound and saying “Page numberl space number2”, where numberl representing
the current page against the total number of pages (in this case number2). The reader
also provides an audio feedback when a link or button has been previously visited.

C) Hidden Content

The screen reader announced tabs clearly stating the currently selected tab, its order
and the total number of tabs. It proceeds to read the content of the currently-selected
tab without reading the hidden content of other tabs until these tabs are selected by the
user.
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D) Forms

In the form page, the labels and input areas are announced appropriately. When a text
area is reached, the screen reader will announce the need of double tapping the field
for editing. When clicked, the keyboard will spring up. A major accessibility draw-
back in iOS is its lack of audio input method as seen in other mobile operating sys-
tems. As to radio buttons and checkboxes, the screen reader announces the button as it
is encountered and states whether it is checked or not.

VoiceOver shows support of some features of Forms 2.0, which is apparent in an-
nouncing if the input field is free text, and informing the user that it is a required field.
However, while the browser has support for Forms 2.0 numerical and date fields, the
screen reader itself fails to understand them where it announces them as text fields.
This caused great confusion to the users, since the screen reader announces the date
field as text field so the VIP expects an alphanumeric keyboard to spring up. Howev-
er, the date input tool shows that the browser does not announce the type of the ad-
justable slides (day, month or year).

E) Pictures
When encountering a picture, the reader announces the fact that a picture is there, by
simply reading the alternative text followed by the word “Image”.

5.2 Native App Test

The native app performance has a similar behavior as browsing the mobile web app
using Safari browser. The aim of testing the screen reader against a packaged version
of the web app is to ensure the completeness of our test procedure by testing web
application in both common forms of their deployment. Furthermore we aimed to
detect any differences and unexpected behavior which emerges from changing the
underlying run time engine.

VoiceOver immediately announced the app’s name then reads first item of the page
without going through any context headings and/or browser icons. VoiceOver deals
with the native app similarly to the browser version. It announced headings, article
sections, links, and so on.

When the ending of the page is reached, a specific audio feedback is given much
sooner than the browser version which had to announce the browser controls first.

When navigating through the form, it had the same issues regarding the numeral
and date fields.

The only difference found between the two versions of the mobile web app was in
the native app; where the screen reader fails to announce the reload of a new page
which might confuse the user who is waiting for such an alert.

6 Conclusion and Lessons Learned

In this paper, we presented our experience in evaluating the accessibility of mobile
web apps via VoiceOver screen reader and detecting its useful features and shortcom-
ings. Furthermore, this study shows that there are no big differences in the performance
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between mobile web app accessed via the browser or as native app when using Voice-
Over. Thus developers may opt for either option without compromising the accessibili-
ty of their apps.

Additionally, during the testing process with the aid of visually impaired testers
who use the mobile screen reader daily, we compiled a list of suggested guidelines
and recommendations for web developers to maximize the accessibility and usability
of their mobile web apps.

e We have found that the Browser based Web app header section and navigation bar
are only relevant and important in the first landing page. On subsequent pages it
becomes more of a hindrance to the VIP and they skip it most of the time. Later,
when the users finish reading the page, they need to travel back to the navigation
bar. Hence, placing the Web App name and navigation link at the end of internal
pages promotes its usability.

e VIP users who use screen readers to navigate through the web app prefer a gesture
(most commonly left and right) to be used to navigate through internal pages of the
web app instead of using tabs.

e Screen readers are yet to support some advanced Forms 2.0 elements, while brows-
ers do support them which may create some confusion to users. We recommend
expressing explicitly the nature of the text field (i.e. Text, Date, Numbers Only,
etc.) in the label of the input element. Furthermore, the browser does not support
form validation yet, and upon entering invalid input or forgetting a required field,
the browser reloads the page giving focus to the erroneous element without any
explanatory error message. So we suggest the inclusion of value validation code
with accessible error messages.

These basic guidelines can be further studied to come up with design recommenda-
tions for designing accessible mobile web apps for VIP. Furthermore, mobile screen
readers show great ability to understand new structural elements provided by
HTMLYS, so we recommend using them in a correct and representational manner.

Finally, although the study led to valuable results, there were some unavoidable
limitations. First, the small number of test subjects entailed in this experiment is used
for preliminary assessment rather than a full experiment. Second, the study tested
VoiceOver screen reader only while excluding TalkBack, because of Android’s vari-
ous OS releases and devices that led to inconsistent behavior of the web app through
multiple devices. Lastly, the developed mobile app did not include all HTML 5 ele-
ments; it only concentrated on the most common elements used to ensure that each
session will not be too long for the participants.
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Abstract. Use of Information and Communication Technologies (ICT) in peda-
gogy and learning in higher education supports the concept of Technology
Enhanced Learning (TEL). Mobile devices and applications with educational
purposes are part of using online ICT and facilitate autonomous learning in educa-
tion. Using mobile applications for education has significantly improved in the
last few years. However, there is still a gap, in which this concept is still not wide-
ly known and frequently experienced by learners. As a part of supporting TEL in
higher education and filling this gap, the department of Computer and System
Sciences at Stockholm University in Sweden is planning to develop a mobile ap-
plication for the SciPro system. SciPro is the computer-mediated communication
platform to support enhancement of thesis quality and facilitate autonomous
learning in higher education, at both Bachelor and Master levels. This study aims
to investigate and evaluate learners’ perspectives about utility of mobile applica-
tions in higher education and specifically to support SciPro functionalities.
Almost 95% of the respondents use mobile applications for higher education and
believe in the utility of mobile applications for supporting learning in higher edu-
cation. This is while there are a few respondents (less than 5%), who do not fully
share this opinion. More than 70% of the respondents think that a SciPro mobile
application will add value to their thesis process. Even though it may not directly
affect the speed and quality of the thesis, it will increase mobility, availability, and
flexibility of accessing information and resources in SciPro.

Keywords: Technology Enhanced Learning (TEL), Information and Commu-
nication Technologies (ICT), Mobile Application, Applications, Learning,
Higher Education, Thesis Process.

1 Introduction

Technology Enhanced Learning (TEL) is a concept formed and developed from using
Information and Communication Technologies (ICT) in pedagogy and learning. Ap-
propriate use of online ICT for mobile devices and applications facilitates autonom-
ous learning in education. Most of the applications, which are software programs for
smart phones, tablets, and other hand-held devices, are designed narrowly for specific
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purposes. There are several applications with educational purposes, which are devel-
oped to facilitate autonomous learning in higher education. However, this number of
applications in comparison to the total number of existing applications for mobile
devices is still too low. Furthermore, with the intuitive nature of application develop-
ment for mobile devices, applications are mostly developed toward parent-child antic-
ipations for children rather than educational purposes for learners.

On the challenge of using ICTs to support TEL, a better connection between ‘tech-
nological’ and ‘pedagogical’ perspectives is required [1]. As a part of supporting
TEL, the Department of Computer and System Sciences (DSV) at Stockholm Univer-
sity, in Sweden, has developed a computer-mediated communication (CMC) platform
called SciPro [2-8]. SciPro is developed to support the enhancement of thesis quality
and to facilitate autonomous learning in higher education. As a complementary tool
for improvement of learners’ interactions, learner-learner, learner-content, and learn-
er-instructor interactions, as defined by Moore [9], a mobile application will be de-
veloped for SciPro to provide further support for learners.

In learning style, there is a big transformation from traditional courses to gradua-
tion work for students, from focusing on information processing in courses, students
are in the graduation work expected to focus on knowledge creation. This new learn-
ing style includes mastering independent thinking, test and redo, defending and in-
depth argument for the work conducted [10, 11]. The student who is working on a
thesis is in many respect facing the same opportunities and threats as a distance stu-
dent, with similar barriers from completing the studies [12]. Therefore the experience
of successful strategies for distance learning may be successful also in thesis work.
Utilizing the successful solutions of on and off campus settings [13] the proposed
system support in this work may reduce these barriers for the students.

1.1  Mobile Computing in Educational Context

In order to propose the priority for developing mobile applications to support the the-
sis process, there is a need to investigate the role of mobile computing in education. A
study of the use of mobile learning Kukulska-Hulme [14] lists some 18 uses, from
motivating to strengthening ownership of learning, that are particularly suitable for
mobile use. From this list we find five that would be of special interest to pursue as
candidates for the first version: alerting, rapid response, information gathering on the
go, improved accessibility and personal learning management. The study arrives at
three keywords for user benefits: portability, connectivity and convenience [14].
When discussing usability, it is often focused on a task the user intends to perform.
Transformed to the educational context, this would be equivalent to tasks like study-
ing a material, taking notes, writing a report, communicating with teachers and stu-
dents. In the educational setting the act of learning may not be as easily broken down
in tasks, as each of these may consist of several different actions that are highly
individual and dependent on the specific context [15].

One of the objectives of the SciPro system is to reduce barriers for students in com-
pleting their theses. There is also the assumption that working with your thesis project
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Fig. 1. The Community of Inquiry Model (Source: Garrison, Anderson & Archer [16])

course is in several aspects similar to being a student in a distance course. The Commu-
nity of Inquiry Model in Figure 1 above proposes some areas that can be utilized to
improve the education experiences for students and thus reduce the barriers to study.
Anderson takes the approach that social presence is an appropriate way of improving the
experience [17]. One of the features mentioned by Anderson is notifications, as this
enhances feedback and presence. This is what is specifically taken into consideration in
this study to investigate students’ perspectives toward utility of mobile application noti-
fications. When discussing “utility”, it refers to serviceability, applicability, appropriate-
ness, and advantage of using mobile applications, to investigate students’ perspectives
for using applications in higher educations. It may not be obvious what device to use for
mobile learning, as most learning activities seems to take place on devices that are not
designed with learning in mind [15]. What seems to be important is that the learning
content must meet a minimum standard and function adequately [18].

1.2 Aim

The SciPro system is a web-based system to improve the supervision and management of
graduation work as well as support the student in completing the thesis work. Some stu-
dents have expressed a need for a mobile application for some core parts of the system.
Our aim with this study is to ascertain if this need is perceived by a larger group of stu-
dents and, if so, what would be the appropriate functions to include in the first release.
The study is intended to gather information on what to do rather than how to implement
the functions, which would require further investigation to get specific data on the pre-
ferred design of the specific application. Part of the investigation is to propose one or
more suitable models for describing what to do and by a survey establish why this would



Students’ Perspectives on Utility of Mobile Applications in Higher Education 47

be of use for the students. The function of notifications in the form of e-mail is already
part of the system; this study is not about finding new notifications, but to provide insight
into what notifications are suitable for inclusion in a mobile application.

The significant criterion for devices and applications in education is the values they
add to the learning process. Evaluation of learners’ perspectives provides valuable
information about what matters, which help institutes gain better understanding about
requirements and useful services [19, 20]. Hence, this study aims to investigate two
main scopes by evaluating students’ perspectives: 1) utility of mobile applications in
higher education, 2) utility of specific information and notification for SciPro mobile
application to provide further support for Bachelor and Master students’ thesis work.

Moreover, the objective of this study is connected to different presences of educa-
tional experiences, illustrated in Figure 1. As illustrated in the left-hand side’s boxes
in Figure 2, SciPro provides different functionalities to support the thesis process and

SciPro Mobile App

Accessing Info & Resources
(text-, graphic-, or video-based I: Plus
Info)
SciPro Mobile Notifications
Functionalities
Accessing to information Updating info and
and resources functionalies
New mressage/repl,
Accessing to forum and o supefvim:; i
discussion board
Accessing Peer Portal to New theses available
- for peer reviewing

facilitate reviewing peers
thesis manuscrips

Your thesis selected
Requesting peer review for for peer reviewing
your own thesis manuscript

New theses available

Opposition on another for oppesition

thesis manuscript

Reporting the final grade of the
course

Finishing and submitting
the final thesis manuscript

. >

Fig. 2. SciPro functionalities and possible SciPro mobile Application support
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enhance the quality of theses. SciPro mobile application would increase mobility,
availability and flexibility of accessing existing information and resources in SciPro.
Moreover, as illustrated in the right-hand side of the figure, providing notifications in
SciPro mobile application would be connected to different SciPro functionalities as
additional support for learning and communication.

The question on what environment to implement the mobile application in is im-
portant as the first version should reach as many students as possible. Worldwide and
in Europe the iOS and Android are the leading environments for mobile applications
with approximately 40% market share each. In Sweden there is a different situation
where i0S has approximately 65% market share, almost double the android environ-
ment according to StatCounter (http://gs.statcounter.com/#mobile_os-SE-monthly-
201205-201305-bar ). In the targeted age group around 80% own a smart phone in
Sweden, after the age of 45 the penetration falls sharply, which is significantly more
than the penetration of tablet computers for the target group[21].

More specifically, in this study, the utility of the issues illustrated in Figure 2 are
investigated from learners’ perspectives, besides connecting them to the Community
of Inquiry Model described by Garrison et al. [16].

2 Methodology

Survey is a data collecting instrument, which facilitates collecting respondents’
reflections to shed light on a specific case [11]. Typically, conducting a survey entails
collecting data at a particular time interval with the aim of describing the existing condi-
tions, developing new conditions to compare to the existing one, or determining the
relationships between events [11]. Conducting surveys by using questionnaires may be
differentiated in terms of the scope of the study. In this study, the purpose of using a ques-
tionnaire (see Table 1 below) is to evaluate users’ perspectives regarding the utility of
mobile applications in general, as well as utility of SciPro mobile application for the thesis
process. The target group is students at DSV, at both Bachelor and Master level, who are
working on their theses by using SciPro as a CMC platform in their thesis process.

The questionnaire includes 12 questions in English, either Yes/No questions or
multiple-choice questions with three alternatives: Yes, absolutely; Doubtful; No, not
at all. Additionally, motivation boxes are added to five questions, for voluntary expla-
nations about the selected options in which respondents have the possibility of moti-
vating their choices. This option is given in order to get further reflections on the
questioned issues by enabling respondents to write about the details of what they
think, in their own words. The questionnaire is developed by considering the follow-
ing criteria discussed by Cohen, et al. [11]:

— Using concise rather than long questions to prevent confusion. However, sufficient
information and required explanation needs to be provided to make it easy to un-
derstand the points.

— Using familiar words helps increase relevance of the answers and helps respon-
dents answer the questions correctly.

— Refraining from leading respondents’ mind in a way that suggests an ideal answer
to choose.

— Being simple and avoid complex and ambiguous words and sentences to prevent
misinterpretations.
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The twelve questions (Table 1 below) are developed based on the criteria above, in
addition to what Anderson discusses about notifications [15] and what Garrison et al.
describe in the Community of Inquiry Model [16]. Furthermore, motivation boxes are
complimentary data collection techniques for eliciting detailed information, social
objections and further suggestions. This will increase the validity of the study, since
there will be reasoning behind the chosen options by the respondents.

Table 1. The questions respondents where asked to respond to

Q nbr | Question Answer options
1 Do you use any mobile devices (i.e., smart Yes/No
phone, tablet), which support online applica-
tions?

2 Do you use one or more application regularly on | Yes/No
your mobile device?

3 Have you ever used any application for educa- Yes/No
tional purposes?
If so, which application? Open

4 Do you think mobile applications are useful for | Yes, absolutely/ Doubt-
supporting learning in higher education? ful/ No, not at all
Please motivate your answer (voluntary) Open

5 Would an online mobile application for SciPro | Yes, absolutely/ Doubt-
help you to speed up your thesis process? ful/ No, not at all
Please motivate your answer (voluntary) Open

6 Would an online mobile application motivate Yes, absolutely/ Doubt-

you to have more communication with your su- | ful/ No, not at all
pervisor, ex., to get notifications from them when
they post messages in Forum?

Please motivate your answer (voluntary) Open

7 Would an online mobile application motivate you | Yes, absolutely/ Doubt-
to have more peer communications with your ful/ No, not at all
fellows, ex., via forum, chat or email functions?
Please motivate your answer (voluntary) Open

Would an online mobile application be useful for
you to get notice of ...

8 ... when your supervisor post a new message or | Yes, absolutely/ Doubt-
answers your questions in the forum? ful/ No, not at all

9 ... when a new thesis manuscript is uploaded and | Yes, absolutely/ Doubt-
available for peer reviewing in SciPro peer ful/ No, not at all
portal?

10 | ... when your thesis manuscripts has been Yes, absolutely/ Doubt-
selected by another student to be peer reviewed? |ful/ No, not at all

11 |... when there is a new thesis manuscript Yes, absolutely/ Doubt-
uploaded and available for opposition? ful/ No, not at all

12 | ... when there is an update about SciPro re- Yes, absolutely/ Doubt-
sources or a new functionality available for ful/ No, not at all

SciPro?
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3 Findings

Survey Procedure and Background Data. The questionnaire is sent to the DSV
students with active thesis projects during the time interval of January 1, 2012 and
April 1, 2013. The questionnaire was open for receiving answers between April 12
and 19, 2013. There might always be additional info by more respondents. Neverthe-
less, the result of the survey was quite similar with no radical changes after a certain
number of responses. Even the named applications used by the users were mainly
repeated. The age interval of the respondents is between 21 and 50, with 58% male
and 42% female. Based on question one and two, 95% of respondents use mobile
devices (i.e., smart phone, tablet), which support online applications, and they use one
or more applications regularly on their mobile devices. Based on question three and
four, more than half of the respondents have used at least one application for educa-
tional purposes. Below, there is a list of applications that respondents report that they
have used for educational purposes. Some of these applications have been mentioned
by more than 20 respondents.

e Various internet browser applications, such as Safari.

e Various language support applications, such as dictionaries, word translators, lan-
guages learning applications, Kindle language, and Babbel.

e Google applications, such as Google translate, Google drive, Google droid (Scho-
lar Droid), YouTube for watching lectures.

e Specific DSV applications, such as First Class and webmail.

e Applications for information/file saving/transferring, such as various E-mail client
services, Dropbox, Notes/memo, Voice memo, ToDo, Evernote, Photos as a note
taking tool in the lectures and seminars, calendar for daily scheduling and academ-
ic appointments.

e Additional applications, such as Wikipedia, GRE Preparation, 1Password, Goo-
dReader, Adobe Acrobat Reader (PDF reader), video player (for DSV or other rec-
orded lectures), iTunes U (for university lectures).

Mobile Application Utility (based on question five to twelve): more than 80% of
respondents think that mobile applications are useful for supporting learning in higher
education. Many respondents believe that the SciPro application would be very use-
ful. This is while only one third of them think that SciPro mobile application would
help speed up the thesis process, or support student-supervisor or peer-peer communi-
cation. The following issues are what they mentioned as significant benefits of using
mobile applications, in general, as well as specifically for SciPro in the thesis process.
As mentioned by a respondent, “a major advantage of mobile applications is its mo-
bility and the possibility to access data at any time and any place”. In the thesis
process in higher education, this could mean that students can use mobile applications
to check their studies’ status and information on the way from or to campus. Mobile
devices are often carried by users, which makes it easier for them to engage in learn-
ing everywhere they go. The applications would provide great opportunities by pro-
viding access to schedules, course information, library indices, etc.
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Using applications for educational purposes supports learners to have universal access
to the existing information, save time or using their time efficiently, collaborate with their
fellows, and enhance communications. Mobile devices and applications can be useful for
higher education to the same degree as for basic education. Its flexibility makes the
process of learning and updating faster for the learners. The mobile applications help get-
ting information faster besides having all data with you all the time and being accessible
any time as long as the device is with you, which is the case with mobile phones. These
factors are useful to facilitate an increased educational experience as they can be used to
increase the various forms of presence as discussed by Garrison et al [16] in the Commu-
nity of Inquiry Model for education, see Figure 1. As mentioned by many respondents,
some applications are excellent to facilitate reviewing, updating, modifying, responding
and communicating in critical situations, when immediate intervention is needed.

Like any other useful mobile applications, SciPro application would also support
accessing important school information, effectively replacing PCs. This is while
another learner mentions “Possibly useful as a supplement, but not as a substitute”.
Most likely as any other ICT in TEL, this application would also have significant
features for enhancing the learning process. “It provides the easiness to access Scipro,
anytime, even when travelling and you can access the forum and other related infor-
mation while you are mobile”. The mobility and interaction when using mobile devic-
es are different than desktop computers. As long as the mobile device is on, it enables
the user to have access to the data and get any updates on time.

SciPro mobile application may speed up the communication, but would not directly
affect the actual work process speed. It makes getting updates easier and faster, espe-
cially for finding a thesis for opposition or active participation, since it is sometimes
so hard to find one and students need to log in to SciPro every day and keep checking.
Students can read supervisors’ feedback through the SciPro mobile application, but
not so much more to enhance communications. Communication might be easier and
faster when it comes to student-supervisor or peer discussions, but not for transferring
files. More than half of the respondents agree that the SciPro application would be
useful for getting different kinds of notifications. The percentages of respondents for
each issue vary, as shown in the Table 1.

Table 2. Mobile application types of notifications

Would an online mobile application be useful % of Type of pres-
for you to get notice of ... respondents ence in fig 1

... when your supervisor post a new message or 79 % Teaching
answers your questions in the forum? presence

. when your thesis manuscripts has been se- 70% Social
lected by another student to be peer reviewed? presence

. when there is a new thesis manuscript up- 63 % Cognitive
loaded and available for opposition? presence
... when a new thesis manuscript is uploaded and 62 % Social
available for peer reviewing in SciPro peer portal? presence

. when there is an update about SciPro re- 57 % Teaching
sources or a new functionality available for presence
SciPro?
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This is while there are two other much smaller groups of respondents, who do not
share the same opinion as the ones in the first group. The learners in the second group
are doubtful about the necessity and usability of the online applications in higher edu-
cation. They think that there might not be a need for working on school tasks and
thesis everywhere, such as in the subway. “People should focus more on real work on
real computers. Smart phones are usually more of a distraction that blurs reali-
ty/work/fun/rest”’. Students who write their thesis have mainly access to desktop com-
puters; so there would not be much difference by having a mobile application for
SciPro. They also mentioned that almost all students, at least at DSV, use computers
for working on their theses; hence a mobile application would not be necessary. This
group is quite skeptical about the usability and utility of mobile applications for learn-
ing and educational purposes. In addition, the last group encompasses very few res-
pondents (5%), who have not yet used mobile applications, so they are not sure how it
works and whether online mobile applications would be supporting education in gen-
eral or thesis process specifically.

4 Discussion

The respondents in the first group see a great potential for education, based on three
most significant advantages of mobile applications for higher education purposes,
which are: accessibility, availability and flexibility. They believe using applications
makes availability of and accessibility to information 24/7, in an easier and more
efficient way. Mobile applications could be very useful for education as long as the
focus is put both on educational aspects and the application’s functionalities for sup-
porting users’ needs. The value that the mobile applications would add to the users is
a significant issue that is mentioned by several learners.

Having a concrete and focused application for supporting SciPro functionalities, in
order to reduce the need of using several additional applications would be a valuable
support for learners. SciPro application could be useful for accessing info, getting
notifications, getting the final thesis grade, which are so much of interest for learners.
However, part of the respondents were doubtful about the value SciPro application
may add to speed up the process or support learner-supervisor or peers-peer commu-
nication directly. As discussed by Anderson, notifications are important and useful to
enhance feedback and presence. As shown in Table 1, more than 50% of the respon-
dents think that notifications would be useful for the SciPro application. The respon-
dents believe in the use of notifications for communication purposes rather than
getting updated about available information and resources. Almost 80% of the res-
pondents are positive about using SciPro application for getting notifications to speed
up the communications with their supervisors or peers through students’ forum and
discussion boards. However, they mainly believe that this should not involve attached
documents or more complicated tasks through mobile applications.

Having all thesis related info and getting direct notification from SciPro applica-
tion, rather than through email, would definitely be useful and help save time. Some-
times, students have to wait for a while to find a peer reviewer or opponent for their
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thesis manuscripts. As shown in Table 1, more than two-thirds of the students agree
that the SciPro mobile application would be useful to make this process faster and
easier. Moreover, in order to find a specific notification or forum message, learners
can save time to use the mobile application instead of searching through all email’s
inbox and other folders. Many of the learners believe that SciPro might provide fur-
ther support for communications and make the process more convenient, but probably
not directly influence the quality of the thesis or help speed up the process of writing
the thesis.

However, the second and third groups of learners, which are much smaller groups
(in total less than 20% of the respondents), do not share these opinions. The respon-
dents in the second group do not see the necessity of working on school tasks and
specifically the thesis everywhere. And the third group is still a bit away from using
TEL through ICT and mobile technologies, both in their life and education. Hence,
they have no idea whether it might support education or not.

Useful Functions for SciPro Mobile Application. Based on more than 70% of res-
pondents, information and notifications would be useful to have access everywhere
through the SciPro mobile application. Receiving notifications would be helpful if it
is regarding: 1) SciPro info/resources update, 2) when here is a new thesis manuscript
for peer review or opposition, 3) a new reviewer is assigned to students’ own thesis,
and 4) when students get posts from supervisors or fellow students on the forum, chat,
or discussion board. Reminders could be another useful function in order to prevent
missing deadlines, seminars or supervision appointments. It would also be useful to
access available information resources, like design science material, thesis process,
templates, available videos etc. Moreover, besides the forum and discussion boards, a
chat client or a way to facilitate synchronous communication with supervisors or
peers when they are online may be of big use to the learners. Accessing the checklists
and reading the instructions, guidelines, comments or even watching online related
videos through the application would be convenient and helpful. Availability to the
tips, videos, and forums, like a mini social networking site for students discussing and
motivating each other with similar topics may be useful.

The functionalities of the application need to be clear and user friendly. Possibility
of choosing type of notifications the users would like to receive is an important issue
for designing the application. It may be useful for getting the study results, in which
students are interested in knowing when it comes. What some learners mentioned is
that supervisors probably also need to have a similar application, so that they can
access information, as well as get reminders and notifications when students need
them or want to ask for help.

Potential Problems. The screens of mobile devices are too small so that users have to
scroll up and down to read something thoroughly, which may lead to missing impor-
tant data. The mobile device is normally moving so much for instance on the train or
subway. Therefore, it may influence negatively on the concentration, besides having
some negative effects on body and eyes. Moreover, the application may support mak-
ing little mental to-do-lists after looking over the thesis progress in SciPro, but file
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compatibility may be an issue. To send “.docx” files and open it in iOS application
might cause much trouble and cause some file damages and loss of data. Moreover,
temporary application, such as an application only for supporting the thesis work,
which will be used for one semester, may not attract many users. It may not be worth
learning how to work with it, installing it and using it for a short while.

5 Conclusion

Mobile applications are mostly welcome and appreciated for the computer generation
learners. As mentioned in theory, three keywords for user benefits are portability,
connectivity and convenience. These are almost the same as what was mentioned by
most of the respondents in this study to use mobile applications in higher education:
accessibility and availability, flexibility, and mobility in time and geographical places.
In this study, respondents belong to three groups: very positive towards the usability
and utility of mobile applications in general as well as specifically for SciPro (approx-
imately 80%); doubtful about the usability and utility of applications in education,
especially for SciPro (approximately 15%); and the last group encompasses respon-
dents (approximately 5%), who have not used mobile applications and have no idea
whether it would be beneficial for education and for SciPro.

According to the theory and empirical data of this study, alerting (notifications),
rapid response (support communication), information gathering on the go (availa-
bility of accessing info and getting updated info 24/7), and improved accessibility
and personal learning management (flexibility and availability of info and notifica-
tions whenever needed and wished) are five values that most of the learners think
mobile applications, including the SciPro applications, would add to higher
education. These five important issues are mentioned as added values by mobile
applications in education by more than 70% of the respondents. Moreover, mobile
applications in education, such as the SciPro application, would facilitate learners’
mobility and accessibility to info and resources, as well as provide support for
communications in different presences of educational experiences, mainly through
the use of notifications.

In conclusion, based on learners’ perspectives, most learners believe in the utility
of mobile application in higher education, in which they make it faster, easier and
more flexible. According to the result of the study, the SciPro app, would also suffi-
ciently add the specified values (illustrated in Figure 2) as additional support to the
SciPro system, in Bachelor’s and Master’s thesis process. However, this may not
directly affect the thesis quality and increase the speed of the thesis writing process,
but it supports learners’ interactions in all three phases of learner-learner, learner-
content, and learner-instructor interactions. We also recommend that the work on
developing notifications for the first version focuses on the top five list in Table 1, as
these are the most favored by students as useful in the thesis process. These five types
also enhance all types of presence in the Community of Inquiry Model, described in
Figure 1.
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Abstract. Internet of Things (IoT) is intended to provide a network
where information flows could easily be retrieved and set up between any
kinds of products, devices, users, etc. Quantum Lifecycle Management
messaging interface (QLM-MI) has been designed accordingly, providing
generic and standardized application-level interfaces. One cornerstone
property of QLM-MI provides the opportunity to subscribe IoT informa-
tion from any “Thing” so as to retrieve it in a deferred way. Subscriptions
can be performed to receive a “continuous” data flow or can be based
on “client-initiated” communications. All these features are described in
this paper, and then a technical proof-of-concept is provided based on a
scenario in the framework of smart home.

Keywords: Internet of things, Quantum Lifecycle Management, Intel-
ligent product, Smart house.

1 Introduction

IoT refers to a world where physical objects and beings, as well as virtual data
and environments, all interact with each other in the same space and time [IJ.
Connections are not just people to people or people to computers, but people to
things and most strikingly, things to things. IoT is becoming increasingly popular
in a wide range of sectors (manufacturing, transportation, smart home, health-
care, and so on) [2I3]. In the context of closed-loop product lifecycle management
[4], IoT is used as a generic information system for accessing and synchroniz-
ing any kind of product-related information over the Internet. In this context,
products can have varying degrees of “intelligence”, which can range from sim-
ple barcodes or RFID tags to vehicles and other products that have advanced
sensing, actuating, memory and communication capabilities [5l6].

Quantum Lifecycle Management messaging interface (QLM-MI) was created]]
to enable any kind of intelligent product to exchange IoT information in ad
hoc, loosely coupled ways. The lifecycle concept of QLM-MI signifies that infor-
mation exchange standards have to be able to provide interoperability between

* Corresponding author.
! http://www.opengroup.org/getinvolved/workgroups/qlm
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products and with all other information systems that consume or provide rel-
evant information in the product lifecycle. QLM-MI specifications respond to
requirements of several real-life industrial applications of the PROMISE (Prod-
uct Lifecycle Management and Information Tracking Using Smart Embedded
Systems: www.promise.no) EU FP6 project [4], the main ones are:

— possible to implement for any kind of information systems, including embed-
ded and mobile systems,

— not restricted to one communication protocol only, it must be possible to
send messages using protocols such as plain HTTP, SOAP, SMTP,

— support for “synchronous” messaging as immediate read/write operations,
including “client-poll” subscriptions,

— handling mobility and intermittent network connectivity, i.e. support for
asynchronous messaging capabilities, message consistence, time-to-live func-
tionality,

— historical queries, i.e. retrieving values between two points in time.

This paper provides an overview of the QLM-MI standards proposal that ful-
fill these requirements. QLM-MI combines the main features of asynchronous,
enterprise messaging protocols with those of instant messaging protocols in a
way that allows for peer-to-peer type communication. Section [ first gives in-
sight into the QLM-MI properties. Among them, a fundamental one enables a
Thing AB to subscribe any information from another Thing B. The subscription
can be performed to receive a “continuous” data flow from Thing B, but also
provides the opportunity to perform a “client-initiated” communication (most of
the solutions do not provide this second opportunity). Section Bl presents these
two types of subscription. The main contribution of this paper is to provide a
technical proof-of-concept of the subscription property, which is provided by the
case study in section ] (defined in the framework of smart home).

2 QLM Messaging Interface

In practice, no suitable standards were found to fulfill the different requirements
mentioned in section [Il In addition to EPC-related standards, such as STEP,
MIMOSA, PLCS and DPWS were considered [7]. In practice there seemed to be
“too many” standards already but they all tended to be too domain-, technology-
or lifecycle phase-specific [§]. Accordingly, PROMISE created two main specifi-
cations that fulfilled the necessary requirements: the PROMISE Messaging In-
terface (PMI) and the PROMISE System Object Model (SOM). At the end of
the PROMISE project, the work on these standards proposals was moved to the
QLM workgroup of The Open Group (http://www.opengroup.org/qlm/). This
paper presents the standard proposal derived from PMI, i.e. QML-MI.

In the QLM-MI world, communication between the participants, e.g. products
and backend systems, is done by passing messages between nodes using interfaces

2 A “Thing” is also referred to as a “QLM node” in this paper.
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Fig. 1. QLM “Cloud”

defined in QLM-MI. The QLM-MI “cloud” in Fig.[lis intentionally drawn in the
same way as for the Internet cloud. Where the Internet uses the HT'TP protocol
for transmitting HTML-coded information mainly intended for human users,
QLM-MTI is used for transmitting lifecycle-related information mainly intended
for automated processing by information systemsﬁ. In the same way as HTTP
can be used for transporting payloads also in other formats than HTML, QLM-
MI can be used for transporting payloads in nearly any format. XML might
currently be the most common text-based payload format but others such as
JSON, CSV can be used. In total, 7 major properties of QLM-MI can be listed:

1. QLM-MI messages are self-contained: messages can be transported using
most “lower-level” protocols such as HT'TP, SOAP, FTP or similar protocols.
It can also be transported using files on USB sticks or other memory devices.
This non-dependency on specific communication protocols makes QLM-MI
different from many other potential IoT messaging standards,

2. three possible operations:

— QLM-MI write: used for sending information updates to QLM nodes.
This involves a QLM-MI response to inform the message originator about
the success or failure of the operation,

— QLM-MI read: used for

e immediate retrieval of information. This involves a QLM-MI response
from the targeted QLM node to return the requested information,
e placing subscriptions for deferred retrieval of information from a
QLM node. This is done with a QLM-MI read query if the inter-
val parameter has been set. If:
* a callback address is provided, then the data is sent using a
QLM-MI response at the requested interval,
* no callback address is provided, then the data can be retrieved
(polled) by issuing a new QLM-MI read query with the ID of the
subscription,

3 QLM-MI resides in the Application layer of the Open Systems Interconnection (OSI)
model.
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— QLM-MI cancel: used to cancel subscriptions before they expire. This
involves a QLM-MI response to inform the message originator about the

success or failure of the operation.
3. all queries and responses can specify a time-to-live: if the message has

not been delivered to the “next” node before time-to-live expires, then the
message should be removed and an error message returned to the message
originator, if possible,

4. allowing different payload formats: a QLM-MI message (whether query or
response) can transport actual information using any text-based format that
can be embedded into an XML message. It is even possible to use different
payload formats in different return elements of a QLM-MI response,

5. allowing synchronous (“real-time”) communication between nodes: any
QLM-MI response can include a new query, which is useful for instance
in control applications. It also provides a possibility to perform “client-
initiated” communication with nodes that are located behind a firewall,

6. publication and discovery of data sources, services and meta-data: publi-
cation of new data sources, services and meta-data can be done with QLM-
MI write operation. “RESTful” URL-based queries allow the discovery of
them, including discovery by search engines,

7. all queries can specify a list of target QLM nodes: the receiving node(s) are
then responsible of re-routing the query to the target QLM nodes, or sending
back an error message to the requesting QLM node in case of failure.

QLM-MI can be applied to virtually any kind of information, i.e. not only
physical products but also to document repositories, etc.. Querying for available
design documents (e.g. CAD documents); subscribing to the addition/deletion/-
modification of documents; subscribing to particular change events in design
documents is conceptually similar to queries and subscriptions for physical prod-
ucts. As mentioned, the “subscription” property is a cornerstone of QLM-MI.
The conceptual framework used here is the Observer Design Pattern presented
by [9], which signifies that a QLM node can add itself as an observer of events
that occur at another QLM node. In this sense, QLM-MI differs from other mes-
saging models such as JMS, which is based on the Publish-Subscribe model. For
many applications, the Observer and the Publish-Subscribe models can be used
in quite similar ways. However, the Publish-Subscribe model usually assumes
the usage of a “high-availability server”, which the Observer pattern does not
[10]. For this reason, the Observer model is more suitable for IoT applications
where products might communicate with each other directly.

In this paper, a particular focus is given to the property 2, and especially on
the two options for placing subscriptions for deferred retrieval of IoT information
(i.e. with and without callback).

3 Deferred Retrieval of Information Using
“Subscriptions”

In IoT, new objects frequently join and start communicating and existing ones
disappear. Currently, there are millions of sensors deployed around the world
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Fig. 2. Deferred retrieval of information: callback vs. no callback

and it is predicted that there will be 50 — 100 billion devices connected to the
Internet by 2020 [IT]. Similarly to the number of objects, the number of commu-
nications will also increase significantly, thus requiring new types of IoT interac-
tions. QLM-MI aims - in the long term - at covering the vast majority of these
interactions and, in this effect, new ones are introduced with QLM-MI through
the concept of “subscription”.

Fig. and respectively detail the two types of subscriptions consid-
ering two QLM nodes: Thing 1 and Thing 2. In Fig. Thing 1 subscribes
a data d on Thing 2 at t = 1, providing its address as callback with an inter-
val of 2 units of timd¥. A response is first sent by Thing 2 to Thing 1 both to
confirm the correct reception of its QLM-MI read and to provide it with the
ID of the subscription (see the response at ¢ = 1). Then, every 2 units of time,
Thing 2 sends to Thing 1 the current data d value (again through a QLM re-
sponse as depicted at t = 3,5,7,...). A distinction is made between a “response
that indicates the success or failure of the operation” and a “response induced
by the subscription (i.e. automatically generated every x units of time)”. This
distinction is of particular importance in presence of a firewall. Let us consider
a firewall that does not permit Thing 2 to reach Thing 1 but does the opposite;
the QLM-MI response at ¢ = 1 could successfully reach Thing 1 because the
firewall always authorizes a response subsequent to a query. However, the QLM-
MI responses sent by Thing 2 at t = 3,5,7,... will be stopped by the firewall
because they are not “directly” induced by a query, but automatically generated
after  units of time.

In Fig. Thing 1 subscribes a data d on Thing 2 at t = 1, also with an
interval of 2 units of time, but this time without providing its address as callback
(see the value “null” in the Subscription performed at ¢ = 1). Accordingly,
Thing 2 saves the current data d value every 2 units of time (see save(di=3),
save(di=5 ), etc.). Thing 1 may therefore request one or several historical values

4 The corresponding function in Fig. is noted “Subscription(d,z,add)”; d the data
to subscribe, = the interval value (in units of time), add the callback address.
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from Thing 2 at any time by performing a new QLM-MI read with the correct
Subscription ID and the range of requested values. Such a query is performed
at t = 6, where the requested values are the ones saved at t = 3 and t = 5 (see
the QLM-MI response at ¢ = 6). Considering a subscription without callback
and returning to the previous example (i.e. with the presence of a firewall), the
QLM-MI response could this time successfully reach Thing 1 because it is a
response “directly” induced by a query (i.e. a new QLM-MI read), which was

not the case in Fig.

4 Case Study

The case study presented in this section aims at validating the feasibility of
placing subscriptions between different “Things”. Two “Things” are considered
in this scenario as illustrated in Fig. B

1. Thing 1: a node located in a house that monitors the indoor temperature. In
our scenario, this node is a Raspberry PI connected to a temperature sensor,

2. Thing 2: a node that displays the indoor temperature evolution over a time
period. This node may be a laptop, a smartphone and could be located
anywhere; it is only necessary to have a continuous access to the Internet.

Temperature evolution

Lo

Fig. 3. Illustration of the applicative scenario

In this scenario, the house owner wants to continuously receive the indoor tem-
perature during his/her trip. For this to happen, the house owner (i.e. Thing 2)
sends a QLM-MI read query for subscribing the temperature data on Thing 1.
This query is detailed in Fig. @l The payload format defined in QLM-MI, named
“QLM mf .xsd” in line 4, has been presented in [8]. To briefly summarize it, it
is defined as a simple ontology, specified using XML Schema, which is generic
enough for representing “any” object and information that is needed for infor-
mation exchange in the IoT. It is structured as a hierarchy with an “Objects”
element as its top element (¢f. line 4), which can contain any number of “Object”
sub-elements (c¢f. line 5). The most important attribute of an Object is “class”,
which specifies what kind of object it i} (line 5 indicates it is “Thingl Node”).

® An optional attribute called “udef’ may be used for specifying the object class using
the Universal Data Element Framework (UDEF; lwww.udef.com) taxonomy.
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1 <qlmEnvelope xmlns="QLM mi.xsd” wversion="1.0" ttl="3600">

2 <read msgformat="QLM mf.xsd” interval="1800" callback="http:
//207.46.130.17>

3 <msg xmlns:xs="http://www.w3.0rg/2001/XMLSchema” xmlns:xsi="

http://www.w3.0rg /2001 /XMLSchema—instance” xsi:type="
xs:string”>

4 <Objects xmlns="QLM mf.xsd”>

5 <Object class="Thingl Node”>

6 <id>Temp_value</id>

7 <Infoltem class="Temperature’></Infoltem>
8 <id>Time_value</id>

9 <Infoltem class="Time ></Infoltem>

10 </Object>

11 </Objects>

12 </msg>

13 </read>

14 </qlmEnvelope>

Fig. 4. QLM-MI read (subscription with callback) sent by Thing 2 to Thing 1

1 <gqlmEnvelope xmlns="QLM mi.xsd” wversion="1.0" ttl="3600">

2 <response>

3 <result>

4 <return returnCode="200" /></result>

5 <requestId>REQ654534</requestId>

6 <msg xmlns:xs="http:// row3.org /2001 /XMLSchema” xmlns:xsi="
http://www.w3.o0rg /2001 /XMLSchema—instance” xsi:type="
xs:string”>

<Objects>

8 <Object class="Thingl Node”>

9 <id>Temp\ _value</id>

10 <Infoltem class="Temperature”>

11 <value>27</value>

12 </Infoltem>

13 <Infoltem class="Time”>

14 <value>14:00:04</value>

15 </Infoltem>

16 </Object>

17 </Objects>

18 </msg>

19 </result>

20 </response>

21 </qlmEnvelope>

Fig. 5. QLM-MI response induced by the subscription (generated every 1800 sec)

“Object” elements can have any number of properties, referred to as Infoltem
(line 7 and 9 respectively indicate that this message deals with a property named
“Temperature” and another named “Time”). Line 2 indicates that this message
is a QLM-MI read query, where the interval parameter is set to “1800” (i.e.
30 min) with a callback address of http://207.46.130.1, meaning that Thing 1
has to send the indoor temperature at this address every 30 min. Accordingly,
this information is sent via QLM-MI responses every 30 min, one of which is
detailed in Fig. Bl This response indicates in line 5 that the subscription ID is
RED654534 and that, at this specific moment (2 p.m. as indicated line 14), the
indoor temperature is of 27 ° C. This scenario was tested throughout a whole day
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and a generic software application has been designed to allow users to display
such information (or similar) on their web browser (e.g. on their mobile devices).

Despite its simplicity, this scenario validates the feasibility of placing sub-
scription for receiving a “continuous” data flow from a distant QLM node. More
complex scenarios and applications could further be imagined, e.g. to update
CAD documents/simulations in manufacturing applications. This scenario did
not present a validation for “client-initiated” communications, but QLM-MI mes-
sages used for such communications are similar to those presented in this case
study.

5 Conclusion

This paper provides an overview of the QLM Messaging Interface (QLM-MI)
standards proposal, which combines the main features of asynchronous, enter-
prise messaging protocols with those of instant messaging protocols. The main
focus of the paper is on a fundamental property that provides the possibility to
subscribe (with or without callback) IoT information from a “Things” so as to
retrieve it in a deferred way. Subscriptions with callback are particularly useful
in applications where it is necessary to receive a “continuous” data flow (e.g. for
continuous monitoring, diagnostics, etc.), while subscriptions without callback
are particularly useful in cases where “Things” are located behind a firewall.

A technical proof-of-concept of this property is provided by the case study in
Section [l The case study has been specified in an overly simple way because the
main purpose here is to provide a validation of such a functionality. However,
such a property is essential in most real-life IoT applications, especially due
to the expansion of the IoT that requires new types of interactions between
“Things”. The possibility of placing subscription over a long or a short period
of time offers a clear advantage compared to the current state-of-the-art.
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Abstract. Dependencies, associations, correlations, and co-variances found out
during big data analysis could unveil the basis of phenomena hard to under-
stand. Recent paradigm of big data analysis has proven its potentiality with big
data arose from social activities. Such big data could be generated in some en-
gineering areas, since many kinds of sensors are equipped for researches in en-
gineering. This work presents a scheme of an analysis against big sensor-data in
a case of data measured on the railroad. The scheme is composed of procedu-
rees for composite analysis comprised of engineering analyses and big data
analysis. A role-based system diagram digests this data-intensive computing of
the composite analysis.

Keywords: Big Sensor-Data, Composite Analysis, Data-Intensive Computing,
Cloud Computing, Measured Data on the Railroad.

1 Overview

Advancement of instruments raises levels of data volumes in the scientific and engi-
neering fields as higher resolution or rates found more precise or accurate analyses.
Consolidated computing resources such as Cloud are also concentrating at processing
the data volume larger than ever. Distributed computing resources are managed in the
way efficiently allotting resources participating in the same computation considering
how they are consolidated into one Cloud.

Sensor data collected by engineering inspection amounts in Terabytes, and the data
types are mostly in one of three types: (sound) signal, (picture) image or video. In the
case the data volume of terabytes is constituted with the data types in signal and
image, generated by dozens of sensors, those data are heavy to be processed by an
ordinary computing system, such as a single server system. Further if those data are
collected against one physical entity for investigation into partitions of the entity,
associations and correlations among the data could be revealed. This work schematiz-
es a composite analysis on sensor data measured on the railroad, and stored in the
Cloud.

Composite analysis comprises traditional engineering analyses with respective
techniques and big data analysis. In the former engineering analyses, a research engi-
neer analyzes the sensor data of a respective partition of the entity, the railroad in this
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work. The analysis result is input as a context about the partition and some domain
parameters are derived from the context. The latter big data analysis involves these
parameters, and the context enlarges domain knowledge in the Cloud.

In engineering inspection of railroad subsystem, traditional engineering analyses
have focused on exact expectations for the partitions under mechanical engineering
and those under civil engineering. The composite analysis would furnish associations
and correlations between partitions under mechanical and civil engineering by further
analysis with renewed techniques against big data.

2 Geographical Gathering Procedure of Big Sensor-Data

The data collected from physical world has errors with the sensor employed. In the
work of a Worldwide sensor Web[1], the original data is trimmed by abstractions
such as table, function, user-defined functions, or model-based views. Data is also
subject to noise, and thus data filtering/cleansing is the first phase in the big data
analysis.

Before collecting sensor data of the entity from the physical world, the data model
should be established for the entity. Data collected from partitions are managed in
accordance with their dependencies in the entity. Fig. 1 illustrates the data gathering
procedure.

1. Collecting raw data into Data Bunches

Sensor data are measured and collected at the inspection vehicle with inspection
instruments. A simple filtering is applied to the collected data and the filtered data is
preserved in the moving storage.

2. Copy data bunches to Local Storage

The preserved data of the moving storage are retrieved and copied to a local sto-
rage of the Cloud. The retrieved data are copied through simplified classification and
extraction.

3. Transferring data bunches to Global Storage

The copied data are filtered and cleansed in the local storage. The data are trans-
ferred to the big data storage before their computations.

Once transferred to the Cloud, the data are analyzed with respective techniques in
engineering. Since a number of research engineers conduct engineering analyses on
respective partitions, a common ontology against the entity is required for semantics
shared among research engineers. A semantic Web technology[2] is adopted for prov-
enance of each engineering analysis, in the ontology construction of the entity, for the
identification of objects, and in the management of the engineer group.
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Fig. 1. The collected sensor data are accumulated in local storages and transferred to the Cloud

3 Composite Analysis Procedure on Big Sensor-Data

The traditional engineering analysis is conducted by individual research engineer
appropriate to the partition of interest, and the analysis result is input as a context.
These contexts could be used for the contextual search after the big data analysis, as
those who search for data adequate to the query of complex semantics are research
engineers. SOCRADES[3] integration architecture has a similar objective to our ones
except that it provides functionalities of embedded devices than sensor data collected

out of parts of the partition.
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Fig. 2. After the composite analysis the processed data are provided in categorized sets

When the data transferred to the big data storage for their computations, they are

duplicated for computation efficiency. The whole data is aggregated with local sto-
rages, and only processed results reside on the big data storage. Fig. 2 illustrates the
composite analysis procedure.

4. Analyses with techniques in Engineering

Individual research engineer downloads the datasets of a partition and receives

notes on inspection conditions(method of inspection, resolution and rate, environment
description, and etc.). The person analyzes the datasets with proprietary analysis
tools and save the analysis result so that the result could be included in the big data
analysis.
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5. Analysis with techniques against Big Data

Associations are analyzed with structured/unstructured data and correlations are
analyzed from the associations. Searches into data could be parallelized with metadata
produced by classification of data along the heterogeneity and extraction of metadata
from the classified data.

6. Categorizing the Processed Data

An index is constructed with semantics gained throughout composite analysis. Re-
levant data are connected each other so that the connected data would form virtual
datasets according to aspects of interest.

The data copied to local storages are accumulated for years and the data volume
overwhelms the processing speed of an ordinary computing system[4]. Since the iden-
tical data set could be used in multiple calculations in the same time, correspondent
dataset would be duplicated for the duration of its computation. Duplication strategy
should be deliberated for the Cloud.

4 System Incorporation in the Cloud

In the system model, the system consists of local storages, big data storage, the big
data processing and the information visualization. Local storages possess accumulated
sensor data(raw data) and big data storage manages transferred sensor data for com-
putations. These data are transient and those data processed by composite analysis
remains in the big data storage. Big data processing is where the composite analysis
proceeds and information visualization yields analysis reports on demand. Fig. 3 de-
picts the role based system diagram.

For the engineering analysis, the individual research engineer downloads the sen-
sor data(raw data) from the big data storage through FTP. Later, graphical reports of
the composite analysis is displayed for other research engineer through Web, and the
processed data are provided in sets categorized after the composite analysis. In the
engineering analyses, research engineers book respective partitions of the entity. Then
the datasets of the partition are transferred to the big data storage and the research
engineer is notified. Then these datasets are analyzed with respective techniques in
engineering. This process resembles the book-loan one, and the framework in an IOT
fashion[5] is adopted in the process of the engineering analysis.

The big data storage manages sensor data transferred from local storages. The
transferred data are duplicated for computation efficiency. While duplicating the data,
files are treated not to spread widely on many storage devices. The storage manager
employs an advanced DHT-based distributed file system, D2[6] for this purpose. The
feature of narrowly spread files has an additional benefit in system maintenance.
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Fig. 3. System Diagram of DIC: The DIC terminal shows graphical reports of the analysis

5 Summary

In the composite analysis, big data analysis is influenced by domain knowledge en-
larged with the contexts of each engineering analysis result. The graphical report of
the composite analysis is displayed for other research engineer. Therefore the infor-
mation visualization of the graphical report is of another importance in this work. We
consider Infographics for information visualization, which is still undergoing. An
inforgraphics library would be built in proportion to the number of categories. Visual
analytics could be applied in big data analysis for information visualization.

For deep insight through big data analysis, some domain parameters derived from
the context could be other key in big data analysis in addition to extracted metadata.
The way the engineering analysis result would be input as a context demands a new
discussion and it would be discussed in the future work.
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Abstract. Image retrieval most commonly uses text-based search,
which requires the availability of image annotations. As digital photos are
growing rapidly in number, making manual image annotation impracti-
cal, the need for automatic image annotation is evident. While current
approaches to automatic image annotation is based on analysis and inter-
pretation of visual image features and/or image metadata, we present a
novel approach to image annotation based on the use of NFC technology.
Through a simple touch of an NFC tag, an image capture application
obtains accurate annotation information that is automatically added to
images. The paper describes how images are associated to the correct
NFC tag, enabling a single tag scan to facilitate automatic annotation
of multiple images. We also describe how NFC-provided annotations can
be used for obtaining more image relevant information from sources on
the Internet.

Keywords: Image annotation, NFC-based image annotation, NFC
technology, Collecting image information.

1 Introduction

As an enormous amount of digital photos are currently available, an important
challenge is to manage them so that relevant photos can be found and displayed
in an effective manner. Text-based image retrieval (TBIR) is today the most
common technique for searching images [1, 2]. TBIR allows users to formulate
high-level semantic queries, and are often more accurate and efficient in identi-
fying relevant images compared to content-based image retrieval (CBIR) [3H5].
However, the technique requires the availability of image annotations (such as
tags, description and/or title) that reflect image content. As manual annotation
of images is time consuming and impractical due to the huge amount of images
[5, 6], solutions for automatic annotation of images are needed. Additionally,
automatic annotation may also be needed since people do not necessarily know
or remember the names of all depicted objects (for instance attractions visited
during a holiday).

Automatic image annotation has received a lot of attention during the last
years. Many tools for automatic and semi-automatic annotation use content-
based image retrieval (CBIR) techniques for linking visual features to keywords
[5, 17]. However, despite the achievements in CBIR, bridging the semantic gap

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 72-85] 2013.
© Springer International Publishing Switzerland 2013



NFC-Based Image Annotation 73

between low-level visual features and high-level semantic concepts is still a chal-
lenging task [3, 8]. In addition, CBIR techniques often suffer from low efficiency
and scalability caused by the high dimensionality of visual features |5, 9]. Some
resent approaches to automatic image annotation combine content analysis tech-
niques with the use of image metadata, such as GPS position, to locate related
images on the Web from which annotations can be collected |L0-H15)].

Common to all automatic image annotation techniques, is that annotations
are inferred and assigned to an image after analysis of image features and/or
image metadata, and based on a probability that the selected annotations are
relevant for the image. The accuracy of the techniques vary, and depend on many
aspects, for instance the choice of annotation model and how well it can bridge
the semantic gap between image features/metadata and semantic image content.

To enable accurate image annotation, we present a novel approach where NFC
technology on an Android based cellular phone is used to provide a photo captur-
ing application that automatically adds NFC-provided information as annotation
to images. When taking images of an attraction or event, the user obtains im-
age annotations by simply scanning an NFC tag related to the attraction/event.
The NFC tag provides a URI that the application uses to contact a server and
download textual information that is automatically added as metadata to the
images.

This paper describes the photo capture application NfcAnnotate that anno-
tate pictures with data from NFC tags. An important part of this application,
is our solution to the challenging task of associating images to the correct NFC
tag. We also describe an application for registering image annotations in a sup-
porting backend server, and we describe how NFC-provided annotations can be
used for obtaining more image relevant information from sources on the Internet.

2 Background

2.1 Automatic Image Annotation

Automatic and semi-automatic image annotation is the focus in a number of
publications, which describe different approaches to selecting textual terms from
semantically labeled image samples or previously annotated images. Much work
has been done on annotating based on content analysis of images, where machine
learning techniques are used to develop image annotation systems that map low-
level visual features of an image to high-level concepts [3, (1, 116, [17].

A number of systems annotate a query image by selecting terms from related
images gathered from online image collections, such as Flickd] and Panorami(ﬂ,
based on a combination of geographic position and visual similarity |[L0-H15]. The
general technique is to first collect a set of images within a certain radius of
the query image, narrow down the set by using visual similarity techniques, and
finally collect terms from the remaining images.

http://www.flickr.com/
2 http://www.panoramio . com/
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Expansion of user provided image keywords is described in the work of |4, 18-
22). Existing keyword(s) of the image to be annotated, are used in a search that
retrieves related images from which candidate terms can be collected. New terms,
recommended as expansions, are selected based on visual similarity between
images and/or co-occurrence analysis of tags.

Automatic image tagging in mobile phone applications is described in [23-
25). The work in [23, 24] suggest location tags to photos based on information
such as location, previously used tags, tags from social contacts and temporal
information, while [25] focuses on identifying people in an image by using sensors
that detect for instance movement and direction.

The work of [26] describes an early attempt to an NFC-based tourist appli-
cation and gives a high-level description of a ticketing and photo annotation
system. The paper is of a general nature, and does not convey how images are
associated with the NFC provided information.

While most of the referred work infer image annotation based on analysis
of image visual features and/or image metadata, our approach offers accurate
image annotation through the use NFC technology. We provide an new approach
in automatic image annotation, where the upcoming NFC technology for tagging
our environment, conveniently can be used to add exact annotations to images,
and thus avoid interpretations and possible selection of wrongful annotations.
In our work we focus on the important issue of how images and NFC-provided
annotations are associated. A detailed description of a prototype for NFC-based
image annotation is also given.

2.2 NFC and Information Services

NFC Technology. Near field communication (NFC) is a set of short range
wireless technologies in family with RFID [27]. It is limited to distances below
10 em (typically 4cm). This short range is a feature of NFC and not a limitation.
The short range can be used to provide context information (presence, selection
etc.) and might also be a security feature. NFC provides different bandwidths for
communication in the range from 106 kbit/s to 424 kbit/s. NFC communication
involves an initiator and a target. The initiator generates an RF field than can
power a passive target. Therefore NFC targets do not need a built in power
source and can take simple form factors (stickers, key fobs, cards).

NFC tags contain data either custom encoded or using an NFC Forunf] tag
type specification. Data on NFC tags can be typed using MIME types, URI
types, or other type specifications. Three NFC operating modes have been de-
fined. In reader/writer mode the initiator can read and write data to NFC tags.
In card emulation mode a card is emulated. This can be a credit card, a key card,
tickets or similar. A typical example is a mobile phone emulating a credit card
for touch-less payment where the details of this card is stored on a secure ele-
ment on the phone (e.g. the SIM card). The final operating mode is peer-to-peer.
In this mode two NFC devices are communicating as peers. A typical example

3http://www.nfc-forum.org/
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is two mobile phones interacting using NFC. In this paper the reader/writer
operating mode is used to annotate images.

NFC-Based Information Services. Many information providing applications
using the reader/writes NFC mode has been developed [2§]. In its most basic us-
age, data is collected from the NFC tag and displayed on the screen of the mobile
device, while in more advanced applications the receiving of information triggers
additional processing or delivery of user provided information [28]. Examples of
some information providing applications include smart poster applications [29],
touch and interact |30], location-based wikis [31] and mobile museum guides [32].

The work of [29] describes an NFC-based solution that helps users finding
locations of interest points within a city and navigate to them. Smart Posters are
disseminated in the city and provide text and visual information corresponding
to the places where they are located. [30] describes an interaction technique
that combines mobile phones and public displays. A mesh of NFC tags forms
a display, and interaction takes place by touching the display with a phone to
read information from a tag. Discussion of a location-based mobil wiki is done in
[31], where a touch of an NFC tag should let the user not only open a web page,
but also create mobile and local content in the context where they are. A final
application example is a mobile guide that uses the interaction with a dynamic
NFC-display to let users explore a museum [32].

Current and potential applications of NFC in tourism are reviewed in [33].
These includes, among others, applications like the ones described in [29+32].
Many field trials testing NFC technology, have recently been conducted, and
[33] refers to some of the trials where tourist information is provided through
NFC technology. Examples are testing done in the city of Nice, at the ski resort
Vail (Colorado), at the Museum of London and Google field trials in three cities
in the United States.

NFC-based tourist applications are of specific interest in our context, as they
demonstrate the interest in a community to use NFC technology to provide
people with information about points-of-interest, attractions and events. We
believe that a next step in many cases could be to provide information useful for
NFC-based tagging of images, as described in this paper.

3 NFC-Based Image Annotation

This chapter presents an NFC-based image annotation application, named Nfc-
Annotate, that captures photos and associates them with textual annotations
collected through scanning of NFC tags. The application also displays the photos
with annotations, and allows the user to change image metadata or simply delete
the image.

3.1 NfcAnnotate Architecture

The architecture for NFC-based image tagging, shown in Figure[ includes two
parts, where the lower left part displays the process of registering image annotation
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information in a backend system and writing a corresponding URI to the NFC tag.
The upper right part displays the activity of scanning NFC tags and taking images.
In our system, we assume NFC tags with low storage capacity, where only a URI
to the backend system is stored on the tag. All annotations for an image are thus
collected from the backend system by following the URI.

(6) Capture Image

(7) Upload image to
compatible software

App

S Image and
information
viewer

(3) Write access URI
elepelaw 139 ()

(1) Add new Associatior);‘.j—
(POST) -

Annotation
provider

(2) Returns access
URI

Fig. 1. Architecture of NFC-based image annotation

Registering image annotation information for an attraction or event is first
done by filling in a form with the appropriate information and posting it to the
backend system. The backend system stores the information and responds with
a URI that is subsequently written to an (or a number of) NFC tag(s) that
are located at/on the specific attraction or event. The backend system can hold
information about a number of attractions and events, each uniquely identified
with a URIL.

A user with the NfcAnnotate application stored on a mobile device can, be-
fore or after taking an image, scan an NFC tag holding information about the
captured attraction/event. The URI on the NFC tag is used for collecting image
annotation information from the backend system, and the information is stored
as metadata on the image. If a connection to the backend system is not available,
NfcAnnotate stores the URI on the image, making it possible to later download
the annotations.

Images can also be uploaded to some compatible computer software (via wifi or
Bluetooth), where they can be displayed and managed. For this, we are currently
using the InfoAlbum system [34], that displays images together with informa-
tion relevant to the image, such as annotations, Wikipedia articles, Web pages,
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and other images of the same attraction. If the URI is available on the image,
InfoAlbum communicates with the backend system to obtain image annotations.
InfoAlbum is additionally capable of collecting more image relevant information
from various sources in the Internet based on the NFC-provided annotations and
other image metadata.

3.2 Associating Tags and Images

To enable NFC-based image annotation, an NFC tag must be scanned and in-
formation about the attraction/event, subsequently collected from the backend
system. A main challenge, however, is to associate an image with the correct
tag.

A number of images can be taken of the same attraction or event, and we do
not want to scan the tag each time an image is taken. One scan and multiple
tag-image associations must be possible. Also, the tag might be scanned before
or after image capture, and there might be a significant time gap between scan
and capture. Finally, as there will never be an NFC tag for every image motif,
some images will not have an image-tag association.

Formally, we describe the image-tag associations as {o,t}, where o is an im-
age and ¢ is an NFC tag. If an image o is not part of an image-tag associa-
tion, this is denoted {o, —}. The URI on tag ¢ is used to obtain a set of terms,
{termy,...,term,}, that are subsequently stored as annotations on o.

An image group O = {01, ..., 0, } represents a group of images that are related
to the same attraction/event, and can be associated as a group to an NFC tag, i.e.
{O,t}. This means that all images in O will be given the same set of annotation
terms.

An image group is in our system a set of continuously captured images. By
scanning an NFC tag ¢, an image group is (in most cases) started, and every
image taken until the group is ended, are associated with tag ¢. The group is
ended (and a new started) when a new tag is scanned. The application also gives
the user the option to manually end the group.

To allow for situations where images of an attraction are taken before the
tag is scanned, and for taking images that are not associated with any tags, we
use a combination of NFC tag scanning and user participation to identify image
groups. In Figure 2al we see the image management interface of NfcAnnotate,
with buttons (i.e. Change and Stop) for starting and ending groups.

Table[[lshows the start/end group activities, and the resulting image grouping
and associations. In addition to the images-tag association {O,t}, we use the
Undefined association {O,—} and the None association {O, N}. The Undefined
association is used when the photographer wants to add NFC-based annotations
to the images, but a tag has not yet been scanned, while the None association
is used when an image group has ended without a tag scan.

From Table [Tl we see that if an image group O is started with a scan of tag ¢,
the association {O,t} is immediately stored. This image group remains active,
meaning that new images are added to the group, until a new tag is scanned or
the Change or Stop button is pushed. Scanning a tag ¢ having an active group



78 R. Karlsen and A. Andersen

Table 1. Image group - tag association when starting and ending image groups

Activity Situation Image grouping Association
no active group start group O {0, t}
Touch tag ¢t active group, {O1,t'} end group O ,start group O2 {O1,t'} {Oa,t}
active group, {O, —} continue group O {0, t}
no active group start group O {0, -}

Push Change active group, {O1,t'} end group O1,start group Oz {O1,t'} {O2,—}
active group, {O, —} end group Oi,start group Oz {O1,N} {O2,—}

no active group nothing happens -
Push Stop  active group, {O,t} end group O {0, t}
active group, {O, —} end group O {0, N}

01 associated with tag t’, i.e. {O1,t'}, results in the end of group O; and start
of group Oy with association {Og,t}.

Pushing the Change button, ends an active group and starts a new group with
an undefined association, i.e. {O, —}. A following tag scan, does not start a new
group, but will rather identify the association {O,t} and continue the current
group. If the Change button is pushed once again without a scan of a tag, the
association is changed to None, {O, N}. The relation between images in O are
kept, as they are grouped and belonging to the same, undefined topic. The user
can later assign annotations to the set of images.

The Stop button ends a group without starting a new one. The following im-
ages will not be grouped and there will be no association to any tag. This is useful
when the next image(s) will not be related to an NFC tagged attraction/event.

3.3 Managing and Displaying Images on the Phone

The NfcAnnotate application allows users to capture, manage and display im-
ages taken when using the application. Figure [2] shows two screen shots from
NfcAnnotate, one presenting the interface for images management and the sec-
ond giving an example of how an image is displayed on the mobile device.

In Figure 2al we see, in addition to the Change and Stop button for grouping
images, that the user can list previously captured images, upload images to
compatible software on a computer, and access settings for the application. The
last button capture photo is used for activating the camera and taking photos.

Figure 2B shows how an image with associated information is displayed. At
the top of the screen, available images are presented as a list, where an image can
be chosen for display. Belove, one of the images is displayed, together with image
annotations and other metadata, such as name of attraction, textual terms, GPS
coordinates and time of capture.

The application stores annotation information for each NFC tag that is
scanned. This allows users to manually associate image groups and tags. An
NFC tag is often placed on or near the attraction or event for which information
is provided. However, one also finds NFC tags on posters (located far away from
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Fig. 2. NfcAnnotate interfaces on mobile device

the attraction) and even in brochures (that can be read long before exploring
the attractions). The user can in these cases scan a number of tags, that are
subsequently stored on the device. When later taking images of an attraction,
the user can group images using the NfcAnnotate interface and assign the proper
tags to the group.

NfcAnnotate uses NFC tags that are linked to a remote backend system hold-
ing annotation information. It has been pointed out that contacting to a remote
server may be expensive, especially for foreign users, because of high data roam-
ing charges in many countries [33]. In our application we avoid such costs by
storing the URI on the image and collecting annotations when connected to
wifi. Also when NFC tags with more storage capacity are used, the annotation
information can be stored directly on the tag, making access to a backend system
unnecessary.

3.4 NFC Tag Information Registering

To register annotation information on NFC tags, we have implemented a client
application with a user interface as shown in Figure [Bl In the name field, the
user will typically give the exact name of the attraction or event, and then
provide three descriptive terms. It is also possible to add GPS latitude and
longitude values and a start/stop date. A GPS position gives the exact location
of the attraction/event, and can later be used to retrieve other context related
material such as location names or images taken by other persons in the same
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area. A start/stop date is typically used for events that take place within a time-
interval, and can be used to focus a search for more information about the event.
Such additional information is in our environment provided by the InfoAlbum
software that is described in Section El

Fi th = | = 22
object — ‘ aguarium —! ‘ MName: |Cinefqua
aguarium Tagl: fish
Mew Sub TagZ:  |plants
Tag3: |2006

Latitude: |48.86222
Longitude: |2.29083

Start Date: N/ — ‘ MfA — ‘ MN/A — |
Stop Date: N — ‘ MfA — J MN/A — |
129.242.18.197:8080/ia/assoc Tkey=79 Submit I

Fig. 3. Specification of annotations for an attraction

In addition to name and terms, the system allows for specifying the general
nature of the attraction/event. This means that the user identifies if the an-
notation information describes an object (i.e. some attraction/point-of-interest)
or an event. The user also gives a general description of the attraction/event
by categorizing it, for example as a ”church”, ”bridge”, "tower”, ”concert” or
"festival”. The example in Figure [B] shows that the attraction named CineAqua
is described as an ”aquarium” of type ”object”.

All information provided by the user is uploaded to the backend system, and
a URI is returned. Next, the URI is written to NFC tag(s) and made available
to the public user.

4 Image Information Album as Supporting Application

The NfcAnnotate application allows users to upload images to a supporting ap-
plication where images and image related information can be displayed on a com-
puter. For this purpose, we have used the InfoAlbum system M], which presents
images together with information about image content and the location of im-
age capture. This information includes attraction/event name, terms, location
names, temperature and weather condition at image capture time, placement on
map, geographically nearby images, Wikipedia articles, and web pages. Some of
the information, such as attraction/event name and terms, are provided by the
NfcAnnotate application. The other information is automatically collected by
InfoAlbum, from available sources on the Internet, based on image metadata.
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The accurate image annotation provided by NfcAnnotate, including name of
the attraction/event and GPS coordinates, is very useful metadata that in In-
foAlbum is used for expanding with more information. The information automat-
ically collected by InfoAlbum is listed in table 2] where we also see information
sources and the metadata needed for obtaining the information.

Table 2. Image relevant information collected by InfoAlbum

Collected information Source Metadata

Location names Flickr GPS coordinates

Nearby images Flickr, Panoramio GPS coordinates

Position on map Google GPS coordinates

Weather information Weather Underground GPS coordinates, date/time
Wikipedia articles Wikipedia Attraction name, Location name
Geo-tagged Wikipedia ar- Wikipedia via GeoN- GPS coordinates, Attraction
ticles ames name

Web pages Google Attraction  name, Location

name, date/time

Given an image of interest o, location names (i.e. country, county and locality),
position on map and nearby images taken by others are all collected based on
the GPS coordinates of o, while weather information is obtained from Weather
Undergrouncﬂ by first finding the closest weather station based on latitude and
longitude values, and secondly by finding historic information based on the date
of image capture and ID of the weather station.

Wikipedia articles are obtained through search on Wikipediaﬁ directly, based
on attraction and location names, and through searching geo-tagged articles kept
by Geonamesd. GPS coordinates and a radius of interest are input to Geonames,
which returns references to Wikipedia articles. Attraction name is then used to
identify (if available) the article describing the attraction depicted in the image.
Finally, Web pages are collected through a Google search, using attraction name
and location name as search query. For events images, a time period of interest
is additionally used when searching information about the event.

In [34] we reported on testing of InfoAlbum and its ability to collect rele-
vant web pages based on image metadata. In that previous work, exact attrac-
tion/event name were not available, but the system rather based the information
search on a user provided category keyword, similar to the category information
in NfcAnnotator. With the use of NfcAnnotate, attraction/event name is now
easily available, and is, not surprisingly, very useful as basis for collecting more
relevant information.

In a new test, we compared InfoAlbum results using NfcAnnotate annotations
as basis for collecting web pages, to the previous testing where only category

4 http://www.wunderground . com/
® http://www.wikipedia.org
S http://www.geonames.org/
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information were available. The results show that the average precision score
increased from 0.43 to 0.91 with the use of NFC-based annotations. The test
was based on 50 attraction images, where InfoAlbum executed, for each image,
a textual search in Google, filtered the results against a filter list and presented
the 20 top ranked web pages to the user. A filtering technique was implemented
to ensure that repeatedly occurring, irrelevant web pages were not presented to
the user.

5 Discussion

Our approach to NFC-based image annotation combines NFC-tag scanning with
the possibility for user participation to determine image-tag associations. This
approach brings both opportunities and limitation.

The approach has the advantage of allowing the user to group images as the
user finds best. The ability to group images is useful also when NFC-tagging is
not available. In such cases, the user can start and end the image group using the
NfcAnnotate application and in one operation attach custom tags to all images
in a group.

The grouping of successively captured images may well result in a number of
groups that associates to the same tag. This may happen if the user switches
between topics, for instance while visiting an attraction, described through some
tag t, first takes some photos of the attraction, then some images of family
members and/or landscape, and continue with more images of the attraction.
To automatically associate tag ¢ with both groups, the tag must be scanned
twice. Alternatively, the user can manually associate one of the groups with t,
since the tag is scanned and stored by the NfcAnnotate application.

On the other hand, the option for user interaction may complicate the process
of taking images, in that the user may need to actively start and/or end image
grouping. The user must also be aware of how images are grouped, and that for
instance a change of topic may require a manual end of group.

Before implementing our current version of NfcAnnotate, we considered using
automatic grouping of images based on closeness in location and time between
images, and closeness between images and NFC tag. We found, however, that it
may be difficult to determine threshold values for both time and distance, since
in many cases multiple attractions are located very close and that two images
of different attraction may consequently be close both in time and space.

Our approach could also be supplemented by content analysis of images, where
similar images can be grouped together [3]. However, in our case we expect vi-
sually dissimilar images to be grouped together, as an attraction can be pho-
tographed from different angles, outside and inside, and that photos of different
artifacts can be part of the group. This makes it very challenging to rely on
content-based analysis of images, and this possibility was consequently also dis-
carded for the current implementation of NfcAnnotate.

Based on these considerations, we decided for an approach where users have
the possibility to effect the grouping of images, and also provide their own tags if
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NFC-tagging is not available. This to avoid the uncertainty introduced by more
sophisticated techniques, and the possibility of incorrect image grouping.

6 Conclusion

We have in this paper described a novel method for automatic image annotation
using NFC technology. When taking a photo with an Android based mobil device,
the NfcAnnotate application enables image annotation by simply letting the user
scan an NFC tag that holds information about the attraction or event depicted
in the image. The paper described how images of the same attraction/event are
grouped and associated with the proper NFC tags, so that a single tag scan can
facilitate automatic annotation of multiple images.

This method provides the user with accurate image annotations (such as at-
traction or event name and GPS coordinates), and is not relying on interpre-
tations or mappings from visual features or image metadata. Annotation infor-
mation is registered once by an information provider (such as a travel agency
or attraction owner), stored in a backend system, and can be fetched by mobile
devices running the NfcAnnotate application, using the URI information read
from the NFC tag.

This paper also described a supporting application, named infoAlbum, where
the annotated images can be displayed and where NFC-provided annotations
are used as a basis for collecting more relevant information from sources on the
Internet. Additional information provided by InfoAlbum includes Wikipedia ar-
ticles, Web pages, location names, weather information, placement on map and
other images of the same attraction/event. Testing showed that the accurate
NFC-provided annotations (such as name of attraction/event and GPS coordi-
nates) represents a very good basis for collecting additional relevant information
to the images.
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Abstract. Ensuring QoS for transmission of delay sensitive information is of
paramount importance in network of smart devices formally known as Internet
of Things (IoTs). The most commonly used Best Effort service model cannot be
an attractive mechanism to treat delay sensitive traffic. Heterogeneous smart
devices with limited buffer capacity needs effective buffer management scheme
and differentiated service priorities to provide preferential treatment to delay
sensitive traffic. This paper proposes a cost-effective analytical model for a fi-
nite capacity queueing system with pre-emptive resume service priority and
push-out buffer management scheme. The analytical model can be used to pre-
dict the performance of smart devices under various traffic conditions that meet
the required QoS constraints of IoT devices.

Keywords: Internet of Things, QoS, Modelling, Traffic, delay sensitive.

1 Introduction

The Internet of Things (IoT), that effectively interconnects large number of smart
devices (things), creates an environment wherein things have interfaces and identities
and can communicate through standard and interoperable communication protocols
[1, 2]. IoT is not a standalone network. Instead, it combines various network infra-
structures such as sensor networks, wireless networks and standard Internet, in order
to retrieve useful information from things, interact with physical world, and provide
various services in different application domains such as smart cities [3], supply chain
management [4], and healthcare [5] to name a few [7]. In [8], Yang et al describe the
motivation and benefits of the use of IoT technologies in emergency management
operations and response times. One of the main findings of this work is that “IoT
technology provides added value to emergency response operations in terms of ob-
taining efficient cooperation, accurate situational awareness, and complete visibility

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 86-D4] 2013.
© Springer International Publishing Switzerland 2013



Towards QoS in Internet of Things for Delay Sensitive Information 87

of resources”. In addition, various large scale research projects have been investigat-
ing into IoT and related application areas. For instance, the SmartSantander project
(http://www.smartsantander.eu/) investigates into the application areas of IoT such as
smart city. They take into account various cities in experimental studies such as Bel-
grade, Guildford, Liibeck and Santander. Similarly, the IoT6 project
(http://www.iot6.eu) investigates into IPv6 in order to design and develop scalable
IPv6-based services architecture that enables the integration and interoperation of
things, applications and services. Moreover, Web of Things (WoT) models have
started to emerge in order to supplement IoT with software services. For instance, the
authors in [20] propose a lightweight architecture which is based on RESTful web
services. This work uses smart city case study and combines various new software
technologies to support the design and development of WoT applications which can
use IoT as an underlying network infrastructure.

Generally, in IoT, things are required to be actively participating in various activi-
ties, exchanging information and making intelligent decision without much reliance
on human involvement [6]. Smart homes are equipped with various intelligent devices
to ensure safety, security and high performance of electrical appliances. These devices
are usually connected with personal mobile devices through GSM or GPRS. Mobile
devices are increasingly being used for Internet browsing, Internet telephony and
electronic shopping in addition to its traditional use of voice calls. Mobile devices are
equipped with small buffers but have to deal with IoT services that generate a huge
volume of data. Thus an effective buffer management scheme together with an appro-
priate service scheduling mechanism is essential to ensure instant communication
without facing any packet loss or queuing delay. A typical example can be an incident
of a break into a smart home. An intelligent CCTV camera takes a picture of an in-
truder and instantly sends a priority message (packet) together with the photograph of
the intruder to the home owner’s mobile device. In this perspective, it is necessary to
design and develop service models that ensure appropriate level of QoS for delay
sensitive applications in IoT.

Current approaches provide unsatisfactory solutions for delay-sensitive applica-
tions and ignore the key parameters such as deadline, importance of delays, etc. Such
problems become more complicated in IoT where communication media and device
resources are scarce. This paper focuses on modeling IoT applications that are in-
volved in producing consuming delay sensitive information.

The proposed model/method aims to analyse a finite capacity queue with push-out
buffer management scheme and pre-emptive resume (PR) service priority. The cost-
effective exact analytical solution for this queue will be used to evaluate the perfor-
mance of smart devices under varying traffic conditions so as to ensure preferential
treatment of highest priority delay sensitive data.

The rest of the paper is structured as follows. Section 2 provides an analysis of the
related work. Section 3 designs and develops the proposed model. Section 4 gives an
overview of the performance evaluation of the proposed model. Section 5 concludes
the paper and identifies directions for future research work.
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2 Related Work

IoT deals with all kind of traffic requiring various level of QoS constraints. For ex-
ample, emergency messages are more sensitive to delay than other types of traffic.
Various service scheduling have been proposed (e.g., FCFS, Head of Line, etc) under
different buffer management schemes ranging from dedicated buffer access for each
class to the shared buffer with space priority. There is only a small number of studies
for analyzing service priorities under push-out buffer management. Mostly such stu-
dies have been conducted for ATM networks with fixed size cells.

The authors in [7, 9] present surveys on IoT vision, IoT related projects, applica-
tion and impact areas, enabling technologies and the research issues such as interope-
rability, privacy, trust, energy and resource scarcity of things in IoT. These are useful
surveys and provide high level description of QoS issues but without proposing any
model or solution.

Jin et al [3] present four types of network architectures in a smart city, which is one
of the potential areas of IoT. These include autonomous network, ubiquitous network,
application-layer overlay network and service-oriented network architectures. These
network architectures are compared using factors such as design approach, connec-
tivity model, Network hierarchy In-Network Processing, QoS complexity and
progress in defining QoS. Though such comparison is very useful the analysis is very
abstract and does not provide any in-depth investigation of the QoS issues. Nef et al
[6] analyse WSNs integration approaches in the IoT, which are considered to be the
main contributors to the IoT QoS. The paper also presents the feasibility and different
(best) ways for integrating WSNss into the IoT. The above approaches do not look into
the QoS of delay-sensitive applications in IoT.

Kleoec and Kos in [10] present the behaviour of packet transit times for a delay
sensitive application with certain minimum bandwidth constraint. They propose a
simple model with two queues under priority and FCFS service rules. Both queues
work under a complete sharing scheme. Although this model is simple, the utilization
of higher priority depends on the delay sensitive traffic intensity and can result in
small queue length for high priority traffic at the cost of high data loss for low priority
data under low high priority traffic load. The authors in [11] investigate into the im-
pact of buffering under complete buffer sharing scheme on resource allocation in
wireless local area networks using heterogeneous traffic loads. The results indicate
that, in the presence of heterogeneous loads, 802.11 does not allocate transmission
opportunities equally. They show that large buffers can help this inequality at the
expense of significantly increased delay which is mainly due to absence of an effec-
tive buffering scheme and service priorities. Guo et al [12] introduced an Awareness
Driven Schedule (ADS) scheme that enables sensors to provide differentiated data
service by their awareness. The higher a sensor resource’s awareness on the event is,
the more detailed data service it should provide.

Further, various approaches have been developed in order to monitor and analyse
network topologies [14], performance related issues [15], and availability of band-
width [16]. The work in [17] takes into consideration passive and active monitoring
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techniques, while the works in [18] and [19] respectively deal with workload charac-
terization and the evaluation of QoS/QoE [19].

In summary the above approaches do not give particular attention to the perform-
ance analysis of delay sensitive applications in [oT.

3 The Proposed Model

This paper proposes a [M]*/M/1/N queuing system with pre-emptive resume (PR)
service priority and finite capacity queue with complete buffer sharing scheme by all
classes of traffic under a push out mechanism. The proposed model can be used to
evaluate the performance of smart devices to meet various QoS constraints under
varying input parameterization. In the proposed system, it is assumed that the arriving
traffic is classified into low priority (normal traffic) and high priority (emergency
traffic). The inter-arrival times and service times for each arriving class of traffic are
distributed according to exponential distribution. These are modeled as follows.
Let,

- A bethe arrival rate of class i traffic, for i=1,2, where class 1 has the high-
est priority

- L be the service rate for class i traffic, for i=1,2,

- N be the total buffer capacity under complete buffer sharing with push-out
mechanism

- n=(n;,ny, ..., ng) be a joint queue state where Zle n; < N,R=2

- P(n) be the joint state probabilities

Finite capacity buffer is managed under a complete sharing scheme whilst giving
highest priority to emergency traffic signals. Upon arrival to a full buffer, a highest
priority class traffic packet will push-out the lower priority class packet. Service
scheduling follows PR priority discipline in which higher priority traffic is serviced
according to FCFES prior to lower priority traffic. Lower priority traffic is served only
in absence of higher priority traffic and is immediately pre-empted upon arrival of
emergency data packets — which could also be pushed out if buffer is full in order to
avoid data loss of the delay sensitive traffic.

! High Profity | sm—
' Traffic '
___________ 1
— —>
S
i Low Priority
! Traffic |—

Fig. 1. [M]X/M/1/N queuing system with two classes of traffic and a shared buffer
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The two dimensional Markov chain for [M]*/M/1/N with PR service priority and
Push-out buffer management scheme can be constructed as follows:

M M M APPRIN M
i iy ERI -
A> M2 Ay Al A2
A A M
(O )
O D D,
H 231
A2 H2 A A2
M

..... . N

M

Fig. 2. Markov chain for [M]*/M/1/N queuing system with PR priority and push-out buffer

The flow balance equations, based on this Markov chain, can be derived as
follows:

(A4 + 22)Poo = H1Pio + Uz2Poq @))
i+ Ay + 1Py = APy + APy + Py, ¥i21,j=0, )
whereP;_; =0

M+ A+ 1Py j = APy j1 + Py i1 + 4PV 21, 3)
H1Pyo = A4Py_10+ A1Py-11 (4)
(A + u2)Pon = 2Pon—1 (%)

4 Overview of the Performance Evaluation

Exact analysis of a complex multi-class queue presented in Section 3 can be evaluated
using Matrix Geometric Method [13]. In the proposed model the arrival process fol-
lows the Poisson distribution whereas the service times are exponentially distributed.
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The Matrix Geometric Method is used to solve the stationary state probability for
vector state Markov process. The flow balance equations (1)-(5) can be easily solved
using the following relation

PQ=0 (6)
where P is a vector of joint state probabilities, represented as
P = (Po,0, P1,0, P2,0s s Pn,0s Po1s -+ Pow)

and Q is rate matrix represented as

1+ 1) A, A
Ha A+ 23+ p2) A,
Uz (A + 23 + 1)
Uz A+, + 1)
H 0
Q= M1
Uz
281

which can be simplified as

Ag A
(M1 Ar Ay \
M, A, A, |
I

=1 7
Q | M, A @)
\ Ay-1
where
Ay = (4 +4)
A = ((/11+/12+y2) )
! M+ 2, + 1)

(1 + 22 + 12)
A, = (A + 23 + 1)
A+ 2, + 1)
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Ay = (42 A1)
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Using equations (6 ) and (7), we can derive the following expressions for steady state
probabilities:

PyAy = Py_1An_q

which can written as

Py = P1v—1A1\1—1Aﬁ1 (8)
Similarly
Py_1Ay_1 = Py_pAy_p + PyMy 9)

Substituting Py from equation (8) into equation (9), gives:
Py_1 = Py_pAy_2(Ay_1 — Ay_1 AN My) ™!
PN—Z = PN—3AN—3(AN—2 - /\N—ZAITII—lle—l)_1

and so on.
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Using these steady state probabilities, various performance measures can be
easily derived such as loss probability, mean waiting times and mean queue length
occupancy.

5 Conclusion

This paper highlighted the importance of ensuring the QoS for transmission of delay
sensitive information in IoT. It reviewed related work and identified issues related to
the QoS in IoT. The paper specifically examined that the most commonly used Best
Effort service model cannot provide a proper solution for delay sensitive traffic. There
exist a variety of devices in IoT; each having varying but limited capacity for storing,
processing and exchanging information with other devices.

In this paper we therefore take account of the characteristics of IoT devices and the
importance of delay sensitive information. We proposed a cost-effective analytical
model for a finite capacity queueing system with pre-emptive resume service priority
and push-out buffer management scheme. The analytical model can be used to predict
the performance of smart devices under various traffic conditions that meet the QoS
constraints.
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Abstract. A Context-Aware Usage CONtrol (CA-UCON) model is an
extension of the traditional UCON model which enables adaptation to
environmental changes in the aim of preserving continuity of usage in
a pervasive computing system. When the authorisations and obligations
requirements are met by the subject and the object, and the conditions
requirements fail due to changes in the environment or the system con-
text, CA-UCON model triggers specific actions to adapt to the new sit-
uation. Besides the data protection, CA-UCON model so enhances the
quality of services, striving to keep explicit interactions with the user at
a minimum. In this paper, this model is used to model usage control in
a u-learning system and analyse its properties through simulation.

Keywords: Pervasive system, Ubiquitous learning, context-aware,
usage control.

1 Introduction

The notion of ubiquitous learning (u-learning) has become more prevalent since
the development of new ICT technologies facilitating ubiquitous computing, and
since electronic communications have become so widespread [I3]. However, the
reason behind the recent evolution of u-learning is that there are now increasing
demands for different learning methods to solve the challenges of learning in a
flexible manner. U-learning is defined as the ability of a ubiquitous computing
system to sense the learner’s situation and to offer him/her adaptive contents
based on his/her context (this is called context-awareness).

U-learning is described as a special case of m-learning, with the notion of
learning being based on context. Thus, the aim of u-learning is that it considers
the context of the learner in order to provide her/him with learning contents
at appropriate times and in appropriate situations. U-learning is similar to m-
learning in terms of mobility but u-learning goes beyond m-learning by including
a high level of embeddedness. This is because u-learning is able to determine
the learner’s context using a number of sensors in order to detect and gather
information pertaining to the learner and his/her particular environment. As
such, security is a major concerns for the acceptance of such systems.

M. Matera and G. Rossi (Eds.): MobiWIS 2013 Workshops, CCIS 183, pp. 95-{[09] 2013.
© Springer International Publishing Switzerland 2013
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Usage CONtrol (UCON) model [] is the latest major enhancement of the
traditional access control models which enables mutability of subject and object
attributes, and continuity of control on usage of resources. While the concept
of mutability refers to the fact that attributes are not static but does change
intermittently, continuity of access decision ensures that decision to permit and
allow access to an object is made constantly before and during the access to
an object. This access decision is based on three key factors: authorisations,
obligations and conditions. Because of the continuity of access decision, access
permission may be revoked as a result of changes in the environmental or system
context, regardless of whether the authorisations and obligations requirements
are met. This constitutes a major shortcoming of the UCON model in pervasive
computing systems which constantly strives to adapt to environmental changes
so as to minimise disruptions to the user.

A Context-Aware Usage CONtrol (CA-UCON) model was proposed [I] which
extends the traditional UCON model to enable adaptation to environmental
changes in the aim of preserving continuity of usage. In this paper, we present
modelling of usage control in ubiquitous learning system (u-learning)using CA-
UCON. Our main contributions are summarised as follows:

— A Modelling of usage control in ubiquitous learning system using CA-UCON
model is presented (Sect. [Bl).

— A validation of ubiquitous learning system properties using CCA execution
environment is presented (Sect. [G).

2 Overview of CA-UCON Model

A Context-Aware Usage CONtrol (CA-UCON) model is an extension of the
traditional UCON model to enable adaptation to environmental changes in the
aim of preserving continuity of access [I]. Indeed, when the authorisations and
obligations requirements are met by the subject and the object, and the con-
ditions requirements fail due to changes in the environmental or the system
context, CA-UCON model triggers specific actions to adapt to the new situa-
tion. Besides the data protection, CA-UCON model so enhances the quality of
services, keeping explicit interactions with the user at a minimum. [4] defined
the UCON p¢ family core models where A stands for Authorisations, B for
oBligations and C for Conditions. We defined the CA-UCON 4pp family core
models where C is replaced by D for aDaptation. So the CA-UCON 4 and CA-
UCONp family core models are identical to UCON 4 and UCON g, respectively.
The CA-UCONp family core model comprises two models: the pre-adaptation
model CA-UCON,,,.p and the on-going adaptation model CA-UCON,,,p, which
are detailed below.

2.1 The CA-UCONy..p Model

In the CA-UCON,,.p model, adaptation can be activated only before the access
permission is granted. That is adaptation cannot take place during access. If s
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is subject, o and object and r an access right, we let preD(s,o,7) denote a
predicate which is true if the pre-adaptation is successful and false otherwise.
We also denote the access permission decision by the predicate allowed(s, o, r).
The CA-UCON,.p core model is composed of the following elements:

S: set of subjects, ATT(S): set of subject attributes.
O: set of objects, ATT (O): set of object attributes.
AD: set of adaptation actions.

PreCON : set of pre-conditions elements.

T: time domain.
PreAdapted : 2P7CON x AD x T — {true, false}

preAdapted(c, a, t)is a boolean function that performs the adaptation action
a until all the conditions in ¢ evaluate to true, in which case the function
returns true; otherwise the function returns false after ¢ time-units have
elapsed since the execution of the action a started.

getPreADAPT : S x O x R — 2P7¢CON « AD x T

getPreADAPT(s, o, r) returns a tuple (¢, a, t) where c is the set of all pre-
conditions required to grant the subject s the access right 7 upon the object
0, a is the adaptation action to be performed if any of the pre-conditions
does not hold, and ¢ is the time-out for this adaptation process.

getPreAltReq: S x O x R — 20%R

getPreAltReq(s, o, r) denotes the set of alternative requests that can be made
on behalf of the subject s when the initial request of the access right r upon
the object o could not be granted due to environmental conditions.

preD(s, o, r) = preAdapted(getPre ADAPT(s, o, T ))
The access permission decision is defined as:

allowed(s,0,1) = preD(s,0,r);
This predicate denotes that the subject s is granted the right r to access the
object o, if the adaptation process for this access request is successful.

—preD(s,o0,r)
A
\V  allowed(s, o', 1)
(o',r"eE

ended(s, 0,1) =

This predicate denotes that the right r requested by the subject s to access
the object o is ended, if the predicate preD is false and an alternative request
is issued.

where E = getPreAltReq(s, o, r) and the symbol ‘=’ denotes the logical
implication.



98

A. Almutairi and F. Siewe

2.2 The CA-UCON,,p Model

In the CA-UCON,,,p model, there is no pre-adaptation; adaptation can only
take place during access. If s is subject, 0o and object and r an access right,
we let onD(s,0,7) denote a predicate which is true if the on-going adaptation
is successful and false otherwise. We also denote by stopped(s, o, 1) a predicate
which is true if the access has been stopped. The CA-UCON,,,p core model is
composed of the following elements:

S: set of subjects, ATT(S): set of subject attributes.
O: set of objects, ATT (O): set of object attributes.
AD: set of adaption strategies (or actions)

onCON': set of ongoing-conditions elements

T: time domain
onAdapted : 2°"°ON x AD x T — {true, false}

onAdapted(c, a, t) is a boolean function that performs action a until all the
conditions in ¢ evaluate to true, in which case the function returns true;
otherwise the function returns false after ¢ time-units have elapsed since the
execution of the action a started.

getOnADAPT : S x O x R — 20nCON « AD x T

getOnADAPT(s,0, r ) returns a tuple (¢, a, t) where c is the set of all ongo-
ing conditions required for the subject s to keep the right r upon the object
o during access, a is the adaptation action to be performed if any of the
ongoing-conditions does not hold, and ¢ is the time-out for this adaptation
process.

getOnAltReq: S x O x R — 20%F

getOnAltReq(s, o, r) denotes the set of alternative requests that can be made
on behalf of the subject s when the initial request of the access right r upon
the object o fails during access due to environmental conditions.

onD(s, o, 1) = onAdapted(getOnADAPT(s, o, r ))
allowed(s, o, ) = true

The predicate stopped is defined as follows:

—onD(s,o0,T)
A
N\ stopped(s,o’,r’)
(o', v")EF

where F' = getOnAltReq(s, 0,7) and ‘V < W’ is equivalent to ‘W = V.

stopped (s, 0,1) =
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3 Ubiquitous Learning System

3.1 Overview

A u-learning is a system that considers the context of learners, devices, services
and environment in order to provide an appropriate and adaptable content,
based on the current context. U-learning is based on an extremely large range
of wireless, mobile, wearable, portable and embedded devices. Figure 1 below
illustrates that u-learning infrastructural technology has two significant factors:
devices that process the information, and the communication network. In ad-
dition, ubiquitous information processing is incorporated into office and home
appliances as well as handheld and mobile devices; also, they are able to com-
municate with each other directly.

Fig. 1. U-learning system architecture

3.2 U-Learning Services
A u-learning system offers the following services based on the current context:

1. U-Lecture: this kind of service offers learners all possible lecture materials,
which they can request and access through their mobile devices. There are
three different types of u-lecture formats provided by the u-learning sys-
tem: text, video and audio. In the u-learning system, each format requires a
particular context in order for it to be delivered to the learner.

2. U-Test: this service is a formal approach for evaluating the learner’s under-
standing of the u-learning content that has been requested and provided. It
assesses the learner’s knowledge and based on the results, the learners re-
ceive feedback to assist them in further u-learning. The learners utilize their
mobile devices in accessing this service.

3. U-Tutorial: this type of service is used by learners to increase their knowledge
in a particular subject; it is a useful service, as it provides an opportunity
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for learners to obtain some form of self-assessment and to receive direct
and personal feedback. This service is a combination of u-lecture and u-
test. There are three different types of u-tutorial formats provided by the
u-learning system: text, video and audio.

4 Requirements of the U-Learning System

A number of different requirements in the u-learning system must be fulfilled for
the learner to gain access. The u-learning system requirements are: authorization
requirements, obligation requirements, condition requirements and adaptation
requirements.

4.1 Authorisation Requirements

The authorisation requirements pertaining to the use of the u-learning system
must be satisfied before the learner is permitted to utilize it, i.e. the learner
must be enrolled. Therefore, we suppose that there are no specific authorisation
requirements in order for the learner to access a service.

4.2 Obligation Requirements

In this section we present the obligation requirement for the u-learning system;
this must be fulfilled before and during the access request. Accordingly, the obli-
gation requirement in the u-learning system is detailed as follows:

B1: The user must register on the module that includes the requested service
before gaining access.

Condition Requirements. Condition requirements within the u-learning
paradigm are defined as context requirements; these are considered by the system
before and during the access request in order to permit access and delivery of
the requested service to the learner. We present several condition requirements,
as follows:

C1: The u-learning system considers the context of user in order to deliver
the u-service. So, the only u-service format is allowed for a learner in driving
context is the audio format.

C2: In the u-learning system at a university, the context of the learner is
classified as private or public. The public context is defined as learners being in
a location where making a noise is not permitted, such as in a library, seminar
or lecture hall. On the other hand, the private context denotes that the learners
are in a location where making a noise is permitted, such as in a cafe or at home.
Therefore, the system provides u-services in any of the different formats (video,
audio or text) but it considers the learner context before and during the access
request. So, the only u-service format allowed for a learner in a public context is
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the text format. However, the system permits access to all the different u-service
formats when the learner context is detected as private.

C3: As above, the u-learning system at a university provides u-services in
different formats (video, audio and text); however, it considers the availability
of the memory of the user’s device before and during the access request. Each
u-service format requires a different amount of space for memory space in or-
der to facilitate access. If the learner requests a u-service in the video format,
audio format or text format the available memory of the device (before the ac-
cess request) must be more than 5MB, 2MB or 1MB respectively for access to
be permitted. However, the available memory of the device (during the access
request) must greater or equal to 1MB for all formats.

Adaptation Requirements. Adaptation requirements are defined as set of
adaptation actions that are used by the system to adapt when conditions do
not hold. In the u-learning system, there are several conditions, which have been
explained in the previous section, and these conditions must be fulfilled before
and during the access request. Otherwise, specific actions are performed by the
system in order to adapt to a new situation. In addition, the system might issue
an implicit request to access a specified alternative object, when there are no
adaptation actions available or the adaptation action fails. Several adaptations
are explained in the following paragraphs:

D1: If the context of the user is driving and the requested service is in video
or text formats, the adaptation action is that the system issues an alternative
request in order to deliver audio format instead.

D2: Tf the user requests the service in video or audio format when s/he is in a
public place, the adaptation action is such that the system issues an alternative
request that enables the user to access the service in text format instead.

D3: Again, if the user requests a u-service in video, audio or text formats, the
required minimum available spaces in the memory (before the access) are 5MB,
2MB and 1MB, respectively and during the access is greater or equal to 1MB.
The adaptation action in this case, if the conditions do not hold, is that the
system activates garbage collector software in an attempt to make more space
available in the memory.

Garbage Collector (GC) is a type of automatic memory management that
attempts to dispose of objects or data that are no longer required, releasing the
space that they had engaged.

5 Modelling U-Learning System in CA-UCON

In this section, we present the modelling of u-learning services in CA-UCON
model. We adopt a finite set S of subjects and a finite set O of objects. The
subjects are learners who are studying at a university and the objects are lecture,
tutorial and test.
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5.1 Right

These are the set of rights that the learners are allowed to invoke in accessing the
u-learning services. For instance, the downloading right means that the learner
is permitted to download a u-learning service (such as a u-lecture, u-tutorial or
u-test) if all requirements pertaining to this right have been fulfilled.

R= {download}

Authorization. This is the authorization predicate, which checks the attributes
of the subject and object in terms of the access right, both before the access
and during the access. In this u-learning system, there are no authorization
requirements for accessing the u-services. So, the authorization predicates are
taken to be true. The authorization predicates are specified as follows:

— PreA(ATT(s), ATT(0),r) = True.
— OnA(ATT(s),ATT(0),r) = True.

5.2 Obligation

This is the obligation predicate, which must be fulfilled by the student before
and during the access request. Obligation consists of three elements OBS, OBO
and OB. The OBS is the set of subjects who perform the obligation action, while
OBO is the set of objects on which the obligation is to be performed. The OB
is the set of obligation actions that the subject must perform in order to access
the object. Therefore, the obligation is specified as follows:

— OBS=5S.

— OBO = 0.

— OB = {register}.
The obligation action as shown above is register, which means that the
learner (who would like to request a service by invoking a right) must regis-
ter with the requested service.

— getPreOBL(s,0,1) = {(s,0,register)}.

This function means that for each user who would like to access any service
by using any right, s/he has to register to the module which includes the
requested service.

— allowed(s, 0,7) = PreFulfilled(getPreOBL(s,0,7)).

Condition. This is the condition predicate, which checks the condition of ac-
cess request before and during the access. We use a variable StudentContext to
denote the context of learner; its possible values are: driving, when the context of
the learner is driving; public, when the context of the learner is in a public place
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and private, when the context of the learner is in private place. Accordingly, the
conditions are specified as follows:

C1: The user should not be driving when requesting a u-video or u-text
service. This is specified by the condition:

(StudentContext # driving) (1)

C2: In a public place, the user may not access a u-video or u-audio service;
s/he may only access a u-text service. This is specified by the condition:

(StudentContext = Private) (2)

C3: The user must have sufficient memory available on her/his mobile device,
which must be more than 5MB if s/he requests the service in video format,
more than 2MB if in audio, and more than 1MB if the requested service is in
text format before the access request. However, during the access the memory
available must greater or equal to 1IMB for all formats. We use the variable
AvailableMemory to denote the amount of free space available in the memory.
This is specified by the conditions:

(Available M emory > 5M B) (3)
(AvailableMemory > 2M B) (4)
(Available M emory > 1M B) (5)
(AvailableM emory >= 1M B) (6)

PreCon= OnCon={Eq.({),Eq.@), Eq.@),Eq.@),Eq.[@),Eq.(@]) }

5.3 Adaptation

Adaptation requirements are a set of adaptation actions that are used by the
system to adapt when specific conditions do not hold. In particular, there are
four adaptation actions: AdaptToVideo, AdaptToAudio, AdaptToText and skip.
We use the variable gc to model the garbage collector; this variable can only
have two values: 1 (to mean that the garbage collector is activated) or 0 (to
deactivate it). The action skip means that the action is not initiated; it lasts for
only one time-unit. The adaptation actions are specified as follows:

AD= {AdaptToVideo, AdaptToAudio, AdaptToText, Skip}.
In the u-learning system, the service (O) is specified by this set:
O = Oyideo |J Oaudio |J Oteat-
which means that O,i4eo is a video version of u-lecture, u-tutorial and u-test,

Ogudio 1s an audio version of u-lecture, u-tutorial and u-test, and Ogeyy is a text
version of u-lecture, u-tutorial and u-test.
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getPreADAPT=getOnADAPT(s,0,download)= ({(Eq.(D),Eq.(@), Eq.@),
(Eq.@)) }, AdaptToVideo, 5)
for 0 € Oyideo

This function means that if the user requests the video format and if one (or
all) of these conditions does not hold, the system will adapt by performing a
number of different actions through the function AdaptTo Video; this includes all
possible actions in an attempt to make the condition true. We suppose that the
time taken for the adaptation actions in AdaptTo Video to be performed in this
system is § seconds.

The action AdaptToVideo is defined as follows:

AdaptToVideo = (if—(Eq.[@l)) then Skip
|| if-(Eq.@) then Skip

[| if~(Eq.@)) then gc:=1

[| if=(Eq.@) then gc:=1

)

This function includes all possible actions that the system employs in adapt-
ing to a new situation if the conditions do not hold when the user requests a
u-service in the video format.

getPreADAPT=getOnADAPT(s,0,download)= ({Eq.@), Eq. ), (Eq.(@]) },
AdaptToAudio, 4)
for o € Ogudio

This function means that if the user requests the audio format and if one (or
all) of these conditions does not hold, the system will adapt by performing a
number of different actions through the function AdaptToAudio; this includes
all possible actions in an attempt to make the condition true. We suppose that
the time taken for the adaptation actions in AdaptToAudio to be performed in
this system is 4 seconds.

The action AdaptToAudio is defined as follows :

AdaptToAudio = (if—(Eq.@)) then Skip
[| if=(Eq.@)) then gc:=1
[| if=(Eq.@) then gc:=1
)

This function includes all possible actions that the system employs in adapt-
ing to a new situation if the conditions do not hold when the user requests a
u-service in the audio format.

getPreADAPT=getOnADAPT(s,0,download)= ({Eq.(D), Eq.@), (Eq.(@)) },
AdaptToText, 3)
for 0 € Oteut
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This function means that if the user requests the text format and if one (or
all) of these conditions does not hold, the system will adapt by performing a
number of different actions through the function AdaptToText; this includes all
possible actions in an attempt to make the condition true. We suppose that the
time taken for the adaptation actions in AdaptToText to be performed in this
system is 3 seconds.

The action AdaptToText is defined as follows:

AdaptToText = (if—~(Eq.(A)) then Skip
[| if=(Eq.@) then gc:=1

|| if-(Eq.(@) then gc:=1

)

This function includes all possible actions that the system employs in adapting
to a new situation if the conditions do not hold when the user requests a u-service
in the text format.

In the following section , we consider the following functions :

Video : O — Ouyideo video(o)= the video version of object(0).
Audio : O — Ogudio audio(o)= the audio version of object(0).
Text : O — Orext text(o)= the text version of object(o).

getPreAltReq = getOnAltReq(s, 0, download) = 1)
{(Audio(0), download)}

for 0 € Oyideo

getPreAltReq = getOnAltReq(s, 0, download) = (8)
{(Audio(0), download)}

for (XS Otext

In the functions above, if the user requests a u-service the video or text format
when driving, in this case the condition does not hold; the system then issues an
alternative request, which delivers that u-service in the audio format instead.

getPreAltReq = getOnAltReq(s, 0, download) =

{(Text(0), download)} )
for 0 € Oyideo
getPreAltReq = getOnAltReq(s, 0, download) = (10)
{(Text(0), download)}
for 0 € Oqudio

The functions above mean that if the user requests a u-service in the video or
audio format when in a public place, the system then issues an alternative re-
quest, which delivers that u-service in the text format instead.
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6 Validation

In this section, we present the validation of our CA-UCON model vis-a-vis the
above u-learning system. We illustrate how u-learning system properties can be
validated using the execution environment of CCA [3]. We then devise scenarios
and execute them in order to validate two main classes of system properties as
proposed by [2:

Safety property: stating that nothing bad will happen.
Liveness property: stating that something good will happen,
eventually

Scenario 1: the property to validate in this scenario is : ” if the pre-authorization
or the pre-obligation requirement is not met before the access then, the access
request will be denied by the system”. Suppose a learner requests to download a
u-lecture in the video format and the context of learner is in private place and
the memory capacity of her/his mobile device is more than 5MB. However, the
pre-authorization requirements of this access request are not met. In this case,
the system has to deny the access request.

CCA Interpreter v

Fig. 2. Execution of Scenario 1
Figure 2l illustrates the execution of scenario 1. The subject sends the access

request containing the subject ID, the u-lecture in the video format and the
downloading right to the requesting ambient (line 2). The requesting ambient
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receives the access request and checks the pre-authorisation pertaining to this
request (line 3). So, the pre-authorization of this request is not met, and finally
the system denied the access request (lines 4-5).

Scenario 2: The property to validate in this scenario is : ” if the pre-authorization,
pre-obligation and pre-condition requirements are met at the time of access re-
quest and on-authorization, on-obligation and on-condition requirements contin-
wously hold during the access, the access will end successfully”. Suppose a learner
requests to download a u-lecture in the video format and the context of learner
is in private place and the memory capacity of her/his mobile device is more
than 5MB. The service will be delivered to the learner by the system.

accessing

Fig. 3. Execution of Scenario2

Figure B presents a screen shot of the execution of Scenario 2, from which it
can be seen that the subject sends the access request to the requesting ambient
(line 2). The requesting ambient receives the access request and checks the pre-
authorisation, pre-obligation and pre-conditions pertaining to this request (lines
3-8). The ambient checkPreC checks the context of the subject, the memory
capacity of the mobile device and the bandwidth of the network before access.
In this case, all the requirements before the access are met and the access is
permit to the service(lines 16). Moreover, the requesting ambient sends the access
request to accessing ambient to check on-authorisation, on-obligation and on-
conditions pertaining to this request, and all requirements are hold during the
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access (lines 22-27). In line(33) The subject ended the access successfully by
sending this message END USAGE to the accessing ambient.

7 Related Work

U-learning is system considers the context of learner, services and environment in
order to deliver the service in adaptive way. The major concern of accepting and
using such system is security issue,so the need for an adaptive usage control to
control the services in ubiquitous environment is significant. Some recent works
have been done to improve the UCON model in order to overcome the short-
coming of UCON in ubiquitous environment. For instance, [9] proposed a new
access control model called TUCON (Times-based Usage Control) for prevention
of digital resources abuse. In TUCON a time variable is introduced into UCON,
and maximum times defined as consumption constraints. This approach is eas-
ily defined in CA-UCON model by specified the time as condition requirement.
[10] proposed Geography Usage Control (GEO-UCON) model to deal with GEO
DBMS access control. In GEO-UCON a geospatial factor is added into UCON
to ensure data security in location-based services and mobile applications. This
model like the last one, can be defined in CA-UCON model where the location
can be used as condition requirement to control the service. Moreover, [I1] ex-
tends usage control model to context-aware in mobile computing environments.
They introduced two new components into UCON model: context and states.
The new model called ConUCON takes these new components plus obligations
on access decisions. [12] proposed a new model called CUC model which replaces
the conditions component in UCON by context and add a management module
to it. The last two models are using the context only to control the resources by
changing the condition component into context, which is basically the UCON
model can do that. None of these models is model and validate usage control in
ubiquitous learning system. UCON model has condition component which can
sense the environment context, but it cannot adapt to the new situation based
on this context. Unlike the above UCON extensions, CA-UCON model enables
adaptation to environmental changes in the aim of preserving continuity of ac-
cess by triggering specific actions to adapt to new situations. In addition to data
protection, CA-UCON model enhances the quality of services, striving to keep
explicit interactions with the user at a minimum. This makes it more suitable
for pervasive computing systems.

8 Conclusion and Future Work

In this paper, we have demonstrated modelling of usage control in a u-learning
system using CA-UCON . We illustrate how u-learning system properties can be
validated using the execution environment of CCA. We proposed some scenarios
and run them in order to check the usage control of u-learning system using
CA-UCON in varying context.

In future works, we will investigate possible enforcement mechanisms of the
CA-UCON model in a pervasive environment.
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Abstract. Ubiquitous computing refers to building a global computing envi-
ronment where seamless and invisible access to computing resources is pro-
vided to users. The successful application of pervasive services relies on its
ability to provide efficient and cost-effective QoS (Quality of Service) support.
This paper introduces a service selection approach based on QoS and user pre-
ferences. Simulations have been conducted and preliminary results are reported
to show the usefulness and the importance of using QoS and user preferences in
service selection process.

Keywords: Ubiquitous and pervasive computing, Context-aware service
selection, service adaptation, QoS-aware, user preferences and service policies.

1 Introduction

Ubiquitous computing has revolutionized the way humans interact with the world
around them. The widespread use of wearable devices and the seamless connectivity
between them have transcended the traditional computing era to the pervasive compu-
ting era. The later enables new opportunities for a user to perform his/her operations
everywhere and anytime [16,17,5]. Each user has different expectations for a particu-
lar service, which requires a context-aware and user-centric selection process. How-
ever, the process has to overcome challenges exposed by uncertainty and fuzziness of
context information. These challenges make it difficult to select a service that provide
the appropriate QoS and meet user preferences. Current approaches for service selec-
tion are typically based on exact matches between offered and requested service ca-
pabilities. These approaches are inefficient when the context is fuzzy or uncertain
[3.4].

In ubiquitous and pervasive environments, a service usually possesses a set of QoS
parameters, though many of them are of dynamic nature, i.e., related to the service
execution environment, a service can still advertise its assumed QoS [6,7]. QoS poli-
cies are rules related to QoS parameters, such as bandwidth and response time. QoS
policy of services includes both functional and non-functional properties. Functional
properties can be measured in terms of throughput, latency, response time, whereas
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non-functional properties contain non quantifiable metrics, such as integrity, reliabili-
ty, availability, and security [1]. Therefore, QoS parameters should be taken into ac-
count by the service selection process. Furthermore, user preferences are underlying
criteria that are required to make the service adaptable and useful.

The contribution of this paper is twofold: First, we focus on non-functional and
QoS aspects in service description to select a set of services according to their appro-
priateness to quality attributes of user context. Second, we define a policy-based
adaptation scheme as the automatic selection of the best policy for delivering the ser-
vice to user. The remainder of this paper is organized as follows. Section 2 presents
briefly related work. Section 3 introduces the selection process and describes the
policy-based and QoS-aware adaptation scheme. Section 4 presents the preliminary
simulation results. Conclusions and future work are given in Section 5.

2 Related Work

Service descriptions are used to advertise the service capabilities, interface, behavior,
and quality. Publication of such information about available services provides the
necessary means for discovery and selection of services [17]. In particular, the QoS
description [2] provides functional and non-functional service quality attributes, such
as service metering and cost, performance metrics (e.g., response time), security
attributes, integrity, reliability, scalability, and availability. Moreover, quality of ser-
vice plays an important role in automatic service selection. It is mainly used to estab-
lish valid and reliable service and identify the best offers from a set of functionally
similar ones.

Recent studies emphasized that selection process can be viewed as graph matching
problem. More precisely, with the development of service-oriented computing envi-
ronments, QoS-aware service selection has been a more and more important research
issue. In service selection, QoS evaluation in matching process are always aggregated
for computing the QoS of matches, which has been reported in many previous studies.
The work [14] and [15] emphasized the definition of QoS aspects and metrics. In
[12], a model for web service discovery with QoS constraints, called WSDM-Q, is
proposed. A set of QoS categorization tModel and a kind of reputation categorization
tModel are defined in the model to describe the QoS attributes of a service and the
degree of guaranteed QoS delivered by a service respectively. The concept of quanti-
fication is introduced in the model to transform between the QoS attributes and QoS
categorizations. In [13], a QoS-Guaranteed and distributed mechanism of Web service
discovery is proposed. It supports Web service discovery with QoS constraints and
enhances the QoS of service discovery system.

However, the above approaches have several limitations. For example, there are
situations that some QoS attributes cannot be matched exactly with user query due to
the fuzziness of context. In other words, it is difficult to get from user query the same
expressions as in service description, e.g., a user wants a hotel that is five min far
away from the city center, while in service description we acquire the hotel is 15 km
from city center, or a user requests maximum reliability, whereas in the description
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the reliability is set to be 75%. Furthermore, QoS values always vary based on differ-
ent contexts for different types of service invocation. When multiple preferences exist
over the QoS attributes of services, it is always difficult to maximize all the QoS
attributes because there might always be anti-correlated relations between them.

3 Selection and Adaptation Process

3.1  Service Selection

A process model can be represented as a workflow graph, where the vertices represent
“activities” and the edges represent the precedencies between “activities”. Fig. 1-a
and Fig.1-b show an example of workflows for user’s query and service respectively.
They are represented as graphs annotated with semantic QoS attributes, similar to the
approach proposed in [8].

XOR XOR
split (et (gan,250dh) i sl

Irelisbilin75%)

L2 v
Around [tothebestch,Smin) o
Around (fromeitycenter,10km) [FindingHotel | RentCar | | BookFlight |

Betwesnlcost,200dn,5000n) | BookingHotel FindHotel WS;LW

IMaxlcost/day,300dh] N
Waxlrelizbility} RentingCar BookHotel | (co0/05,5500n)

A4

@) (a) (b)

Fig. 1. a) Request workflow graph, b) Service workflow graph

In order to select the best suitable service for a given query two similarity functions
are used, structural similarity and semantic similarity. For computing structural simi-
larity, we consider that a process is represented by a graph G=(N,E), where N is the
nodes and E is the edges. Given two graphs, a similarity score can be obtained by
computing their graph-edit distance as described in [9]. The graph-edit distance be-
tween two graphs is the minimal number of graph-edit operations that is required to
get from one graph to another. This operation can be seen as a mapping process be-
tween two graphs. For example, let us consider G;,=(N,E;) and G,=(N,,E,) are two
workflow graphs of process models. The mapping between G, and G, is defined as the
partial injective mapping M:(N,—N,)U(E;,—E,) that maps nodes and edges. Indeed,
to go from G, to G,, three operations are possible: i) inserting nodes or edges, ii) de-
leting nodes or edges, and iii) substituting nodes or edges (the alteration of the label
of node or edge).We assume that ID (Inserted or Deleted) is the set of all inserted and
deleted nodes or edges and SB (SuBstituted) is the set of all substituted nodes or
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edges. The mapping distance is defined as D=IIDI+ISBH+Y;, ;pey 1 — SynSym(n, m),
where SynSym is the syntactic similarity [22]. The graph-edit distance similarity,
denoted by Str-Sim, is then computed as one minus the average of the following val-
ues: the fraction of cardinal of inserted or deleted nodes, the fraction of cardinal of
inserted or deleted edges, and the average distance of substituted nodes [22]:

Str-Sim:]-{

|ID] ISB]  2.Xnmem 1—Syn5ym(n.m)}
IN1|+|N2|” |E1|+|E2|’ IN1|+|N2|-|ID]

Instead of using a plain average of the three components, we can use a weighted
average. It’s worth noting that each service query process supports a set of QoS re-
quirements according to the current context, such as throughput, reliability, response
time, and cost. These QoS attributes are always attached to its semantic values. Usual-
ly the majority of QoS attributes of a given context are not exactly value-fixed in
service request. Therefore, for evaluating the QoS attributes of a given context in a
query process, we consider the membership functions that represent the predicates
interpreting the quality attributes. For example, as illustrated in Fig. 1, where each
pair (r;; a;) is linked with a membership function, 7, is a request attribute of node i and
a; is its corresponding annotation in applicant service a. An example is provided in
Table 1. The work presented in this paper considers that a mapping algorithm is al-
ready given, such as the one presented in [10] in order to map two process models.

Table 1. QoS semantic similarity elements

Request attribute Serive annotation QoS Semantic evaluation
Ty, : around (tothebeatch,Smin) @y, - (tothebeatch, Tmin) QSem — Eval(r,, . %,.)
T, - around (fromcitycenter, 10km) a,, : (fromcitycenter, 15km) QSem — Eval(r,, 7, )
Ty, between(cost.300dh.500dhs) a,,_: (cost/day,550dh) QSem — Eval(r,,_,7,.)
7, - max(cost/day. 300dh) a,,, " (cost/day,250dh) QSem — Eval(r,, .7, )
T, max(zeliability) a,,,: (reliability. 75%) QSem — Eval(rmq,rmq]

After mapping the two graphs, a list of nodes that match each other is obtained.
Then, the semantic similarity can be computed from atomic pairs (7;; a;). To do so, we
consider the membership function of each semantic QoS expression in order to com-
pute the truth degree of each expression 7; as shown in Table 2.

Table 2. QoS semantic similarity computing between matched pairs

Request attribute Py LE Ty
Membership func- | .4 [ToTheBeatch] . [FromCity Center] s [cost]
tion ofthe request iy 4 7 h
attribute 1 i
— ? > g = = 5 >
Evaluation 0,65 0.5 0,9

We aggregate the semantic similarity values by using the linguistic quantifier “almost
all’[11]. More precisely, the natural interpretation of the similarities between a request »
and an applicant a process model is “Almost all semantic preferences of r are satisfied by
a”. For example, using values provided in Fig. 1, the overall semantic QoS similarity can
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be computed as follows: QSem — Eval(r,,, ap,) = 1 = QSem — Eval(%,, ap,) =
0,9 = QSem — Eval(r,,,an,) = 0,85 = QSem — Eval(13,,,a,,,) = 0,65 =
QSem — Eval(r,,, ap,) = 0. Therefore, the overall similarity degree can be obtained by
computing the following expression max(min(1, uq (£), min(0,9, g (), min(0,85,q (),
min(0, 65, g (g),min(o, 5,11q (E) The value obtained is 0.65, which means that 65% of
nodes are semantically similar. This is expected since there are three nodes among five
that have a similarity degree greater than 0.65.

It should be noted that using these functions, several services could match the user
request. In order to select the best suitable one, two ranking methods could be used. In
the first method, the average value of both structural and semantic degrees (either with
weighing them or without) is used. Thus the resulting degree handles both criteria, and
the ranking is based on this overall degree. In the second method, the success rate for
the structural degree is considered. If it reaches some degree, which is an acceptable
matching, then we rank-order by only the semantic degree satisfaction, otherwise, the
matching is not reachable and thus the process model is ignored. This service selection
mechanism addresses the quality attributes in service description to enable the fully-
automatic selection of services. It supports semantic QoS service description and mat-
chmaking, works system-wide, and could yield to a good retrieval rate.

3.2  Policy-Based Adaptation

The adaptation approach taking into consideration service policies is described as
follows. The first M services are first taken from the output of the context-aware ser-
vice selection process described in Section 3.1. The number M depends on user prefe-
rences and service features to let for more flexibility in service selection and adapta-
tion schemes. Indeed, the policies of the M selected services are considered in the
adaptation process. This process is a fuzzy-based adaptation using fitness functions.
More precisely, let us considerS = {S;,S,,,...,Sy} a set of selected services, where
Si;, (1 <i £ M) represents the i-th service, and M is the number of services. In the
rest of this section, some definitions and terminologies are first given and adapted
from the work presented in [18].

= Policy: represents a mode used to deliver a service with a certain resource re-
quirement  and a  quality-of-service  condition. Let’s  consider
P, ={p},p? ....,p;"},i €[1,M] a set of policies, which can be adopted for deli-
vering the i — th service, where m; is the number of the policies of service S;.

= Preference Context: Let’s consider € = {c;, cy, ..., c;;) a set of context attributes
used to build preferences in order to monitor all services S;, where c¢; represents
the i-th context information and # is the number of monitored contexts.

= Preference Situation: A preference situation (PS) is a combination of prefe-
rences. Let’s consider LV = {Lv,, Lv,, ...,Lv;) a set of linguistic values. The
preference situation at time #, denoted by PS(t), can be represented by a set of 3-
element tuples: PS(t) = {(c,, Lvp, Hegiv, (prefered — value(cy, t))}, where
(pre fered — value(c,, t)) represents the suitable value of contextc, at time f
and pc 1y, (%) is the predefined membership function of c, is Lv,”.
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It is worth noting that each policy pij of S; € Sis associated with a most suitable
preference situation (PS).Therefore, the Standard Reference of p]; can be computed as
follows: SR(p';) ={(cq va,ucaL,,b(Most — Suited — value(cy,t)) . SRD(P) is
the Standard Reference Depository, which represents the aggregation
{SR(p}), SR(p?),...SR(p;")}. Therefore, the fuzzy adaptation process can be de-
fined as a mapping process from the set of preferences situation PS to a set of all
candidates’ policies P.gpgiqates - It aims to find the most suitable policies from
P_.andidates by making the tradeoff between QoS and user preferences. So, the adapta-
tion process computes the appropriate fitness function of all elements in Pgngiqates
in order to select the most suitable policy. We propose to use reciprocals of Manhat-
tan [20], Minkowsky [19] and Chebychev [21] distances as fitness functions:

. 1
FF — Manhattan(p}) =

Ziziofme(p{) |e(Most — suited — value(cy, ) — p(prefered — value(cy, b)) |
FF — Minkowsky (pf) =— - ! 1/
Zi‘zoﬂsm’{) |(u(Most — suited — value(cy, 1)) — u(prefered — value(cy, ) "
1

FF — Chebychev(p’l:) =

maxiZin(SRWi)(m (Most — suited — value(cy, t)) — u(prefered — value(cy, ) |)

Where sizeof (SR(pi’ ) represents the number of tuples in SR(pi’ ), u(x)is the mem-
bership function predefined for i-th vector, and we consider two set of integers
p={py, k is integer} and r{r, k is integer}. It is worth noting that in Minowky-
based fitness function we independently configure the two set of powers p and r to
find the balance between the large number of different elements and the importance of
the difference between two terms.

The concept of fitness function is inspired by the membership function in classical
fuzzy logic theory. But the two are different, i.e., the value of fitness degree is a positive
number but not limited into [0,1], and the sum of fitness degree for all the policies of a
service is not equal to 1. The value of fitness degree only indicates to which degree a
policy is suitable for the current environment. In the above three functions, the divisors
are for the calculation of the distance between PS and SR (pi} ). After obtaining the crisp
distance, we compute its inverse to get the fitness degree. For instance, if the distance
between PS and SR (pi] )is 0, which means that current Preference Situation and

SR (pl} ) have a perfect match, then the fitness degree is infinite. In general, the fitness
degree decreases with the increase of the distance and vice versa.

4 Simulation Results

In order to evaluate the selection and adaptation process, we have used the following
scenario. Let us consider that Otman is situated in a University campus and uses a PDA
devise, which is equipped by a context-aware Campus Assistant application. Otman can
then exchange emails and messages with his colleagues inside the campus. Let’s assume
that the application runs chat and email services. Otman uses the PDA to send and
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receive emails through the university’s email server, and to chat with colleagues as well.
The services provided by the Campus Assistant application have alternative policies
according to real-time context. For example, in order to distribute messages among
chatting participants, Campus Assistant service helps in making a suitable choice among
three policies: textChat to deliver text messages; voiceChat to exchange voice messages;
and videoChat to exchange video messages. The email service operates in a similar
fashion. Students can check their emails using one of the following five policies: head-
Mail: which delivers only the mail header and a notice signifying that the transmitting
operation is not over and will continue when an elevated network bandwidth and other
circumstances are available; fullMail: which conveys mail in full-text; encryptedMail:
which sends encrypted email; bigMail: which conveys email in full-text and
attachments; and encryptedBigMail, which conveys encrypted big-emails.

We assume that the output of the selection process and their corresponding policies
are: S = {chat, email}; P; ={textChat( p} ), voiceChat(p?), videoChat(p3)}; P,
={headMail (pi) .fullMail (p?) ,encryptedMail (p3) ,bigMail (p3) ,
Mail (p3)}. We consider the following context types over which the users have prefe-
rences:

C={Network_bandwidth(c,),Processor_clockRate(c,),Response_delay(c;),Memo
ry_freeSpace(cy) }; and we concider the linguistic terms: LV = {high, low}.

So, PS(current-time)={

(Network — maxRate, high, lyetwork-maxRate high (PTef ered — value(network — maxRate, t))),

(CPU — ClockRate, high, ticpy_ciockratenign (pPrefered — value(CPU — ClockRate, t))),

(Network — Delay, low, Uyetwork—pelay,Low (PTef ered — value(Network — Delay, t)),

(RAM — freeSpace, high, ligay— freespacenigh (Prefered — value(RAM — freeSpace, t)))}

The membership function of the used linguistic terms is represented in Fig. 2. We
have also other preferences such as User Privacy Intervention (UPI), if a user want to
protect its privacy then P = {p},p?} and P, = {pi,p3,p5}, else P = Pjand P, =
P,, and energy saving, if the energy level of the battery is less than 5%, thenP; =
P, andP, = {p}}. The suitable context values for all policies of P; and P, , considered
in the evaluations, are shown in Table 3.

Table 3. Most suitable context values for policies

e, (bps) | o MHD) | (ms) cs (MB)
pi 4 20 300 02

pi 200 300 10 4

pi 10000 1000 0.2 200

p% 2 4 02

p% 10 10 04

pg 10 100 10

p; 500 50 2

pg 500 1000 100
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Fig. 2. Predefined membership functions
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Fig. 3. Current QoS information

After computing the preference situation, the service adaptation process can be per-

formed. The following steps are then used to compute SRD using the values shown in
Fig. 3:

Use the fuzzy sets to interpret current preference situation: PS(current) = {(Net-
work_maxRate, high, 0.20), (Processor_clockRate, high, 0.23), (Nework_delay,
low, 0.25), (Memory_freeSpace, high, 0.58)}.

Use privacy preferences and battery energy to filter P, and P,, and get P/ = P;
and P, = P,

Use the membership functions depicted in Fig. 2 to calculate SRD(P;) and
SRD(P;). Results obtained are shown in Table 4.

We simulate the three fitness functions. For the Minkowsky fitness function, we
consider that all r values are equals to 1 and p takes 2 for chat service, for email
service we consider p=2 in case of Network_maxRate andProcessor_clockRate
and p=3 relative to Nework_delay and Memory_freeSpace. As so we consider
that Network_maxRate and Processor_clockRate are more significant than Re-
sponse_delay and Memory_freeSpace in making the decision for service adapta-
tion. Results are depicted in Fig. 4. They show that the policy VideoChat is the
most suitable adaptation strategy.
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Several results have been also obtained using Minkowsky fitness function by con-
sidering different values of p and r. From those results, we realize that properly assign-
ing values to these parameters will make Minkowsky distance-based fitness function
much better to response to the current context. A systematic solution for automatically
choosing the right values of elements of p and r is required; however it will lead to an
optimization problem. Furthermore, selecting the best suitable fitness function could
provide better adaptation policies to the actual context and user preferences.

Table 4. SRD(P}) and SRD(P5)

¢y, high c., high ¢y, high cy low
SRD(p?)
- 012 0,33 0,08 015
SRD(p=)
. - 0.46 0,72 0,50 048
SRD(P ) SRDGE)
- 0,80 0,90 0,92 0,90
SRD{p; )
- 0,06 0,10 0,15
SRD{p; )
- 0,20 0,23 0,23
SRDZ) 0,20 057 0,58
SRDE)  ERpoS i ’ )
- 0,54 047 0,40
SRD(p. )
- 0,54 0,90 0,83
25

W textChat

W voiceChat

W videoChsat

W headhail

| fullhMail
B zncryptediail
bighdzil

encryptedBighzil

Manhatan Chebychev Minkowsky

Fig. 4. Fitness degrees for service policies

5 Conclusions and Future Work

In this paper, we use QoS parameters and policies in both service selection and adap-
tation. The selection process allows getting the best-fitting services while the second
is used for customizing the selected service to the actual context. The model
represents QoS requirements and user preferences with fuzzy sets to allow mimicking
the human manner in expressing desires and performing the aggregations. Ongoing
work tackles the adaption issues in which parameters and the required fitness function
could be automatically selected according to the context and user preferences.
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Abstract. Distributed mobile applications are increasingly being considered as
solutions which provide robustness and performance benefits, especially in con-
texts such as emergency response systems, where a conventional centralized
ICT infrastructure can be rendered inoperative. The information intensive na-
ture of such systems brings to the fore the importance of data distribution
through the right workflow channels under conditions of data privacy and short
timescales. This paper reports on the early stages of a project aimed at develop-
ing a privacy-aware process-level framework for such distributed mobile appli-
cations, exemplified through a distributed prototype that can be used to model
and manage fire emergency situations in airports. The novelty of the framework
arises from modeling, reasoning and generating privacy preserving business
processes applicable to distributed mobile information systems.

Keywords: privacy modelling, BPMN, privacy-aware, service-based.

1 Introduction

With the increasing number of natural and man-made disasters, modeling and devel-
opment of emergency response systems is becoming a key priority for governments
and corporations across the globe towards mitigating the impact of natural disasters
and/or terrorist attacks. Due to the dynamic, information intensive and life critical
nature of emergency response systems, access and management of resources such as
data, software applications and human resources need to be securely, effectively
coordinated and timely. To address this issue, many researchers have been consider-
ing distributed mobile applications as solutions for such emergency situations [11],
due to its ability to provide robustness and performance benefits. Emergency situa-
tions in airports are considered one of the complex scenarios that need specially de-
signed solutions to handle communications and coordination successfully between
different actors participating in the management and rescue response. An excellent
interpretation of emergency management was given by [24] which is “getting the
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right resources to the right place at the right time to provide the right information to
the right people to make the right decisions at the right level at the right time”. Suc-
cessful planning and design of emergency management systems could achieve this.
One of the key issues system designers must keep in mind while designing mobile
distributed solutions for systems is privacy. Failing in correctly defining privacy re-
quirements in a system could cause the failure of whole system. Privacy requirements
and constraints must be modeled during design-time and enforced at runtime [16].
There is indeed a body of work on business processes privacy [2][6] yet they did not
consider the requirements arising out of mobile context.

In this paper the emergency situation at airports is considered an example of target
application domain. It needs specially designed solutions to handle communications
and coordination successfully between different actors participating in the manage-
ment and rescue response. They are expected to use mobile technologies to exchange
the evacuation plans and requests for assistance. Key issues to be tackled in the solu-
tion design relate to risks related to information leakages and unauthorized use and
access to private data in emergency situations [10]. To capture all the requirements of
the emergency situation in a conceptual representation that is understood by all stake-
holders, business process modeling [21] is used to model such emergency situation
processes and define the communications and interaction of different activities.
BPMN is used since it supports conceptual descriptions of emergency workflows and
it can be used to generate executable code from process specifications. Moreover, it is
easy to be understood and analyzed by managers and business stakeholders [6].

A privacy-aware framework and a method for constructing mobile distributed sys-
tems are needed to solve this problem. This research is investigating the different
approaches that can be developed to address privacy in process-level notations in
distributed service systems, and aiming to complement systems analysis and design
approaches with tailored techniques for modeling and reasoning about privacy issues
that can enable model checking of privacy constraints in distributed service systems.

This paper introduces a work in progress in this direction. A case study on airport
fire emergency management system using passenger’s mobile devices is presented.
This paper is structured as following: Section 2 presents a background about the
notions and technologies that is used to develop our approach. Section 3 presents a
motivating example on Airport fire emergency situations and the challenges related to
it, how to represent the situation using BPMN, then present the privacy requirements
related to the target domain. Section 4 presents the initial details of our work in
progress approach, and it shows an example of applying our approach to the fire
emergency situation. Section 5 discusses related work and identifies the gap that our
work is addressing. Section 6 describes the conclusions and future work.

2 Motivating Example

The following is a scenario that motivates our research and from which we will
extract privacy requirements for emergency response in distributed mobile informa-
tion systems.. The selected scenario is a critical fire emergency situation at Airports.
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The following section will present the general business process of the airport scenario.
Then the challenges and privacy requirements will be discussed. After that, a process-
level representation of the scenario will be given. Moreover, some of the related work
on process-level emergency management systems will be discussed.

2.1  Airport Fire Emergency Scenario: General Business Process

A fire occurs on the airport ground. The fire affects the emergency control unit, so no
communication can be transferred from there. Luckily the airport has a backup plan of
using smart phones as a media for communication. These handsets belong to the
people in charge of emergency control, and could include the handsets of airport pas-
sengers, which will increase privacy concerns. A prompt and efficient solution must
be reached which will save peoples’ lives, airport resources and preserve privacy
of all parties. In case of a fire emergency on Airport location, there are a standard
procedure steps to manage such emergencies. These steps are emergency detection,
emergency response and emergency response evaluation. Each step has its own sub-
processes shown in Figure 1. To enable the use of passengers’ mobile devices in an
emergency situation, one scenario could be downloading specially designed applica-
tion to the passengers’ mobile devices’ systems that will automatically sense the fire
alarm and act based on it. This could be downloaded when user purchase and down-
load their tickets. The system will ask them to if they would like to participate in
evacuation plan if a fire emergency occurs at the airport.

«Receive a call about fire or an Alert from fire detectors,
«Fire emergency situation assessment,

«|dentify initial Resources, and

» Prepare for emergency plan

*Decide on action,
» Locate and dispatch resources,
«Execute evacuation management plan

e Evaluate the accuracy of the response
+Issue compensations plan

Fig. 1. Emergency Response Sub-Processes

2.2 Process-Level Representation of Airport Emergency Scenario

Key to the Success of an emergency response system is the quick and reliable re-
sponse. For this purpose the use of BPMN modeling provides an effective approach
that ensures emergency response processes are clearly defined and easy to be fol-
lowed. BPMN defines the syntax of the process and specifies messages and informa-
tion flows between participants in the process. Refer to [3] for more information on
BPMN. A key limitation of BPMN for modeling emergency is its lack of ability to
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provide the semantics of the modeled system. However, it provides an intuitive
notation that can be mapped to formal constructs to support model checking and rea-
soning. Figure 6 below is a partial representation of airport emergency response man-
agement situation pointing out possible privacy issues. Association of privacy
constraints in modeling emergency situations ensures that the system will be aware of
privacy constraints and enforce them when a realistic emergency situation occurs.

3 Background

This section will present a background on the technologies that will be used in our
approach. First, the business processes and BPMN is discussed. Then, a definition of
privacy and its dimensions is presented.

3.1 Business Processes

We implement and get engaged in business processes in our daily life either being us
as the requester of services or the provider. A business process is a set of activities
that may need more that one entity to work collaboratively to achieve a business ob-
jective [4]. Business process Management (BPM) [21] has been utilized as one of
software engineering technologies that is used to model system requirements and
processes. With the rapid growth of businesses and technologies, it has become a
necessity for business managers’, decision makers and software designers to closely
collaborate and participate in the designing processes of a given system. BPM defines
the syntax of the process and specifies messages and information flows between par-
ticipants in the process. A key limitation of BPM for modeling business processes is
its lack of ability to provide the semantics of the modeled system [21]. However, it
provides an intuitive notation that can be mapped to formal constructs to support
model checking and reasoning. Moreover, BPM are considered central information
storage [15]. For this reason, all relevant information should be included or at least
linked to the models. There are many existing modeling languages that differ in ex-
pressiveness and semantics such as Business Process Modeling Notation (BPMN) [3],
Event Driven Process Chain (EPC)[22], Petri Nets [13], and UML Activity Diagrams
(AD) [16]. In this research we will use BPMN as the formal modeling language
for our research. The rationale behind this is that BPMN can be extended easily to
support system semantics.

3.2  Business Process Modeling Notation (BPMN)

To achieve a successful integration and a system with competitive advantage, system
designers and developers should find a modeling method that supports agility and
change management. For this purpose the use of BPMN modeling provides an effi-
cient approach that ensures processes are clearly defined and easy to be followed [21].
BPMN defines the syntax of the process and specifies messages and information
flows between participants in the process. BPMN diagrams have four main elements:
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Flow objects, connection objects, artifacts, and swimlanes. Flow objects, such as ac-
tivities, events, and gateways, define the process behavior. Connection objects define
the messages flows between the flow objects, and there are three different types of
connection objects: sequence flow, association and message flow. Data objects are
considered as artifacts, and swimlanes define the different participants in the process
[3]. BPMN does not express the semantics of the modeled system. However, it can be
extended to support system semantics. That’s why we are working on developing an
extension to BPMN to enable semantic definitions of the process, and look into map-
ping these constructs to an execution language such as business process execution
language (BPEL).

3.3  Privacy in Business Processes

In this section we will define what is privacy, present the different dimensions of
privacy, and discuss the attributes of the two dimensions that we will cover in our
privacy-aware approach.

3.3.1 WhatIs Privacy?

Privacy as a noun in the dictionary means “The state or condition of being free from
being observed or disturbed by other people”. Which means the right to be left alone.
But this is used to work in the past when less information was tackled online. Now
with the enormous amount of information collected every day, the need to provide
information online increases and the risk of personal information being exposed or
breached also increases [4].

Privacy usually concerns personal or sensitive data, which can be used to identify a
person and the misuse of it could cause harm to that person [14]. It is a fundamental
human right (Pearson, 2009). Nowadays, there are significant efforts to protect priva-
cy using law and regulations such as Organization for Economic Co-operation and
Development (OECD), which defines eight principles, and Federal Trade Commis-
sion of United States (FTC), as well as technical solutions [7]. The following sections
will discuss privacy in more details specifying the different dimensions and attributes
of each dimension.

3.3.2 Privacy Dimensions

When addressing privacy we are considering mainly four dimensions of personal
privacy [5], which are Privacy of the person, i.e. physical privacy, which mainly
concerns a person’s physical body and its constituents. The second dimensions are
Privacy of personal behavior that is mainly concerned with the privacy of a person
behavior, referred to it as media privacy. The third dimension is Privacy of personal
communications, which is concerned with freedom of Individuals to communicate
using various media without being continuously monitored. The fourth dimension is
the privacy of personal data, which protect personal data from being exposed to other
individuals and organizations, and an individual must be able to have control over
their data even if possessed by other parties. Figure 2 shows these four dimensions.
Among the four dimensions, this research is interested in the last two dimensions,
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Privacy of personal communication and privacy of personal data because they are
more concerned with information system privacy. To be able to develop a framework
addressing these two dimensions, a set of attributes that will be defining the privacy-
preserving rule is defined below. These attributes also will help to develop the visual
privacy-preserving constructs as extensions to BPMN.

* Physical privacy of a ] I | B  Mainly concerned
personbodyand o “ withthe privacy
anythingrelatedto -~ \ of a person
it (body liquids, y N behavior,

tissues...) referredtoitas

mediaprivacy

/ Privacy of Person

Privacy of personal
behavior

Privacy of personal Privacy of personal

/
communications data / *Protectpersonal data

+ Concerned with freeds

of Individualsto
communicate using
various me diawithout
being continuoushy

from beingto other
individualsand
organizations, and an
individual must be able

to have control over
their dataevenif
possessed by other
parties

monitored

Fig. 2. Privacy Dimensions (Roger Clark, 1999)

Attributes of the first dimension (Privacy of personal data):.

@)

Data: Describe Data categories used in communications or transition of systems
or within a single system. They are usually defined in upper-level categories of
data that is from privacy point of view will be treated differently. Such categories
are:
= Personal Identifier information:
mac addresses
= Sensitive information: Social security number, credit card number, medical
data
= Medium sensitivity information: personal information that is not considered
as personal identifier such as gender, social relations.
= Usage data: Browsing and transactions history
= Public Data: Any data that is made public by users such as hobbies,
Actor: Describe the set of individuals or organizations who can access the data
and they are distinct from a privacy point of view.
Action: Describes the activities performed on data (Collect, Read, Update, Dis-
close, Delete)
Purpose: Describe the purpose of collecting, using or disclosing data.
Permissions: Represent set of permissions granted to actors to access Data,
Deontic-permissions (Permitted, Obligation, Forbidden, Permitted if condition
true).
Conditions: Requirements that must be met for the actions to be allowed.

names, address, email addresses, device
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o Data Retention: Defines the period of time the data is kept at the requested end.
Such rules could be: delete once done with transaction, keep for personal analy-
sis, indefinite.

o Enforcement mechanism: Mechanisms that will be used to enforce privacy such
as Policy (Laws and regulations), data encryption, Rules, ...

These attributes will be covered in both dimensions, however an additional
attributes for the communication privacy dimension is added below.
Attributes of the second dimension (Privacy of personal communication):.

o Anonymity: ensure that personal information is kept anonymous to others, i.e.
remove all identifiable information from the data.

o Unlinkability: ensure that others are not able to link different data to each other
to identify the person.

o Pseudonymity: use pseudonym identifiers, to act as users’ real identities

o Sensitive Propagation: ensure that privacy preferences are kept through out the
whole process including the interactions with other providers.

o Sensitive communication Level: level of sensitivity should be specified so that
the communication privacy will be considered based on the level (Low, Medium,
High)

Figure 3, presents two ontological representations of the privacy preserving
attributes for both dimensions.

3.4 Privacy Requirements of the Domain

The dynamic nature of emergencies makes the system vulnerable for intended and
unintended privacy attacks from malicious users. Thus, identifying the privacy issues
and constraints at the design phase, helps in reducing this vulnerability problem. In
addition to this, we have to keep in mind, while addressing privacy issues, the func-
tional requirements such as efficient and effective response especially in emergency
response. Examples of these issues are: Personal information leakage from passen-
gers’ mobile devices, unauthorized access to airport systems confidential files and
information, and Intruder or terrorist trying to access and link different personal data
to identify users and miss use the data. Association of privacy constraints in modeling
business processes ensures that the system will be aware of privacy constraints and
enforce them. The following are some privacy requirements of an emergency re-
sponse management system:

* Access Control: Access to resources as well as actions need to be restricted to
certain roles or subjects. (PARBAC)

* Separation of Duty: More than one subject is required to successfully complete
the process.

¢ Binding of Duty: The same subject needs to execute several tasks of a process.
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Fig. 3. Ontological Representations of Privacy Requirements

¢ Necessity to Know: A subject should only be able to access the information that
is strictly necessary for completing a certain task.

¢ Privacy preserving actions such as anonymization or pseudonymization and
Unlinkablity.

¢ Purpose binding: Data collected for one purpose should not used for another
purpose without user consent)

4 Our Privacy-Aware Approach

Modeling privacy requirements on the process level requires the extension of the
process modeling language (BPMN) with privacy concepts. Our approach is extend-
ing BPMN Meta model with formal constructs for the privacy requirements we
specified before. We have developed ontology to represent each construct and used
Semantic Web Rule Language (SWRL) [18] to represent the different rules and con-
straints on the BPMN notations. SWRL will help us to automate the transformation to
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Fig. 4. PrvBPMN meta model with representing notations

execution language such as BPEL. Figure 4 presents the Meta model of our identified
privacy requirements that extends the meta model of business processes diagram [15].
Also, their visual notations that will be used to annotate the BPMN model are added
in the privacy requirements Meta model to represent the meanings of each notation.
Moreover, in Figure 5, we have mapped privacy notations to BPMN elements based
on what privacy requirements can be used to annotate each element in the BPMN
diagram. Also, we will be using PARBAC [8] model to represent the access control
requirements to protect data. PARBAC adopted the expression of a general privacy
policy rule:

allow [DataUser]

to perf orm [Operation] on [DataT ype]
for [Purpose] provided [Condition]
carry out [Obligation]

Our access control rules are following the same format. Following is an example:

allow [user]

to perform [access] on [resources]

for [assistInER] provided [nessecaryAndnolIdentifiable]
carry out [notUseltForOtherPurposes]

The above rule is saying that “When in an airport emergency, a general user can
access only necessary not identifiable resources to assist in emergency response (ER).
Users should not be able to link available resources to other to be used for other pur-
poses”. Presenting the rule using PARBAC will make it easier for us to transform it to
a formal reasoning language like SWRL, for compliance checking and privacy en-
forcement. The following is a SWRL representation of the above rule, where u is the
user, x is the requested to access resource.
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Fig. 5. Mapping of BPMN Elements to Privacy Notations

isEmergency (Airport)

~ resourceAccess (?x, ?u)

~ locatedIn(?x, Airport)

~ hasStatus (?x, Anonymized)

-> hasOtherLinkedData (?x, ?u, Unlinkable)

Moreover, unexpected and exceptional situations tend to happen during emergency
situations, which need some special ways of handling them to ensure that they would
not cause any issues with privacy. So, to handle exceptional situations easily, it can be
represented as events, in this case we will use Event Condition Action (ECA) [12] rules
to allow treating them just like not exceptional situations. This part is still under investi-
gation but we have chosen to develop it using ECA rules [12] since we find it a suitable
language to address our research objectives. In the following section we will present an
application of our approach to the scenario discussed in the previous sec-tion.

4.1  Application of Approach to Specify the Privacy Requirements in the
Target Domain

In this section we will present an application of our approach to the Airport emergen-
cy situation. We used BPMN to visualize the fire response business process using
BPMN. However, we did not present the full process due to space limitations. In Fig-
ure 6 we identified four main roles, namely, airport, fire department, medical services,
and passengers of the airport. Each role will perform certain activities; some of these
activities will have the potential to cause privacy leakages, specially the ones that
need personal information such as name, age, location, etc. to complete their tasks.
An example illustrated in Figure 6, is when a passenger requests for evacuation plans,
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his request would be sent to the evacuation team and they would request some private
details such as the location and may be some details about the passenger. Before the
passenger provides the needed details he or she needs to ensure that their data is pro-
tected and will not be used for other unspecified purposes. The airport will ensure that
in their privacy policy. So, during this activity we will need to protect four main pri-
vacy requirements, namely access control, to limit the access only to the roles who
request the data, purpose bindings, to make sure that the data is used only for the pur-
pose specified in the request, user consent, when needed, and necessity to know, to
only provide the information needed to complete the task. So, the airport emergency
response team could use our tool to forecast the possible privacy issues that they
might face and prepare the needed protection to every situation. On this BPMN dia-
gram we used our identified privacy notations to represent the privacy requirements
for each element. That notation will be automatically transformed to execution
language to ensure the enforcement of privacy requirements.

Airport

<4---Hi%s

K- ccccccccaclocl e

Fire Dept.

Medical Serv :'ccsl

Passengers

Fig. 6. Privacy Annotated BPMN Representation of Emergency Response Scenario

5 Related Work

The following two sections will discuss some related work on Privacy and BPMN and
also existing work on modeling emergency systems.
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5.1 BPMN and Privacy

Among the well-known efforts in this area is the work of [2], they developed a model-
driven framework for web services life cycle management called Servicemosaic. It
has three main components: (1) Model representation and manipulation, (2) Analysis
and management component, and (3) Development environment. Servicemosaic al-
lows system designers to model privacy aspects using web service protocol. Using
extended state machine model, the use and storage of personal information descrip-
tions are integrated with a web service protocol. Privacy aspects such as data collec-
tion, disclosure, access, and retention of web service protocols are modeled with this
proposed conceptual model. However, there is no support for BPEL code generation;
the authors claim that as a future work. Another equally important work is done by
[6], which is a platform for process modeling on the web called ORYX. The main aim
for this platform is to be extensible and to be used by BPM community. It will help
researchers to find a tool ready to be extended to address their research questions.
This platform is an influential modeling base for the researchers. However, the au-
thors did not show any work on privacy or any non- functional requirements.
Furthermore, [1] presented a work on specifying compliance rules visually and ex-
plaining their violations for business processes. They use a pattern-based approach to
utilize a visual language (BPMN-Q). [4] have presented a work called SecureBPMN,
where they extend visually the BPMN with privacy requirements (Access control,
separation of duty, binding of duty and need to know) and enforce it during run time
using XACML. SecureBPMN allows for specifying role-based access control
(RBAC) as well as other security and compliance properties. RBAC is specified using
separate interface while separation and binding of duty is added as components to
BPMN visual diagram. In similar fashion with [2] and [4], this research will provide a
modeling extension for privacy concerns such as authentication, access control and
openness and transparency. Moreover, it will work on a novel technique to reason and
transform privacy visual constructs to executable languages.

5.2  Related Work to Emergency Modeling

Managing emergencies requires a considerable amount of heterogeneity across differ-
ent actors, resources and systems participating in the response and rescue, such as fire
departments, medical services departments and so on [22]. Thus, designing a system
that is web service-based is considered one of the best possible solutions. The capabil-
ities of the service-oriented models support integration of heterogeneous application
interfaces and the exchange of messages between systems on demand. One of the
examples of some existing work using web services to implement emergency man-
agement systems are in [22], the proposed the EVResponse application which make
use of web services to provide to both decision makers and first response unite a real-
time reporting capabilities. They define a tier for web services to integrate different
applications and enhance the emergency response techniques. In line with that, [15]
emphasize the benefits of using web services to coordinate emergency response
activities. Moreover, [17] proposed emergency management application, which is a
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decision support system that is based on the technology of semantic web services,
which will help users to get the needed information more quickly and accurately.
The above approaches are just examples of the huge amount of use of web services
to facilitate the integration of different systems and help in getting the results more
efficiently.

Recently, business process modeling is used to model such emergency situations
processes and define the communications and interaction of different activities. The
reason for using BPM is that it supports agility, easy to change when needed, and it
would be on an application independent level. Moreover, it is easy to be understood
and analyzed by managers and business stakeholders [7]. For example, [7] proposed a
method to model a web service-based system using Petri net to logically describe the
composite web services and they have highlighted the logical modeling usefulness in
ensuring the correctness of the system. Most of the existing work used Petri Net to
model emergency situations, because of its support to semantics and its underlying
algebra, which makes it easier to formally verify the correctness of their models.
However, when it comes to modeling non-functional or privacy constraints, it can be
complex and confusing to use Petri net because it lacks support to model non-
functional requirements [7]. In addition, none of the existing work considered privacy
issues in emergency situations, most of the work were focusing on how to model,
analyze and verify the modeling methods. The gap in the literature gives an impor-
tant value to our work, were we will be working on modeling privacy constraints
keeping in mind the nature of the emergency situation with unreliable network con-
nections and heterogeneity of mobile devices with its special design requirements. A
novel privacy preserving approach to service compositions will be developed, that
will allow first to model the problem in BPMN and dynamically generate the underly-
ing formal constructs that will work on reasoning and model checking the correctness
and reliability of the model.

6 Conclusion and Future Work

The gap in the literature gives an important value to our work, modeling privacy con-
straints, keeping in mind the nature of the emergency situation with unreliable
network connections and heterogeneity of mobile devices with its special design re-
quirements. Our aim is to develop a privacy-aware service-based framework and sys-
tem that will be used to model and manage fire emergency situations in airports and
can be also extended to other situations. A novel privacy preserving extension to
BPMN approach will be developed, that will allow first modeling the problem in
BPMN and dynamically generating the underlying formal constructs that will work on
reasoning and model checking the correctness and reliability of the model. For this
research problem to be addressed it will need a structured approach to build and eva-
luate the framework to ensure it has rigor and relevance. Hence, the Design Science
approach will be employed to address the research problem. The specific model of
Design Science research to be used in this research is that presented by Hevner et al.
(2004). The future research tasks of this project are shown in the following steps:
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First, develop a complete BPMN representation tool of the Airport scenario including
all privacy constraints. While addressing privacy issues, functional requirements such
as efficient and effective response must be taken into account. This extension to
BPMN must be verified and checked. Therefore, a privacy-aware model checker will
be developed based on existing formal constructs. A prototype will also be developed
to test and validate the framework.
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Abstract. Advanced systems to assist drivers and increase road safety and effi-
ciency are developed in recent years using new technologies, such as navigation
systems, embedded systems, communication technologies, and web-based appli-
cations. However, the implementation of new solutions using these technologies
requires concepts based on information and resources sharing and inter-services
communication. Sharing information between services allows acquiring more
knowledge about the current events on the road that helps participants making
appropriate decisions. The paper introduces a service-oriented platform integrat-
ing Geofencing techniques for real-time tracking of mobile devises. A prototype
was developed and deployed within the EU project ASSET-Road’, and prelimi-
nary experiment results are reported to show the feasibility and the impact of this
solution on safety and road transport efficiency.

Keywords: Geofencing, Web services, Location-based services, Service com-
position, Navigation systems, Communication technologies.

1 Introduction

Advanced cooperative systems using new technologies are needed to assist drivers
and increase road transport safety and efficiency. Communication technologies com-
bined with global navigation satellite systems (GNSS) are among the powerful tech-
nologies that can be used to meet the new safety challenge and transport efficiency.
However, the design and implementation of collaborative systems using distributed
architectures aiming to compose various services that interact and cooperate to ac-
complish certain tasks is required. For example, among techniques and approaches
used are service-oriented architecture (SOA) principles [1, 2].
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In this work, an interoperable and cooperative platform [10], based on Web-service
principles and Geofencing techniques [11], is used for real-time tracking of mobile
devices. The platform uses mobile and embedded communication systems, position-
ing and navigation techniques using GNSS, and techniques and standards of web
services [12]. The objective is to share information and ensure the synchronization
and the coordination between involved services.

In this work, we focus mainly on the development and the integration of a geofenc-
ing application and its related services into a unified platform in order to allow defin-
ing virtual perimeters and controlling mobile devices. The remainder of this paper is
organized as follows. Section 2 presents the related works. Geofencing prototype and
preliminary results from real experiments are reported in Section3. Finally, Section 4
gives some conclusions and future work.

2 Related Work

New communication technologies and navigation satellite systems for business ser-
vices collaboration and composition have recently attracted extensive research and
development [5, 7]. GNSS systems and location-based services are used for informa-
tion and navigation services to provide end-users with required information. These
technologies are also used in emergency assistance where the location of mobile users
in case of distress is provided. For example, approximately 5000 lives could be saved
each year in the Europe with automatic positioning of emergency calls using E-112
[8]* with the intention of the European Commission to mandate the emergency call
by the end of 2015, and E-911 in USA [9]. Another application of these technologies
concerns tracking and monitoring services. For these business services, the system
consists of GNSS receiver integrated with GSM/GPRS module and embedded into the
vehicle for V2I communications [3, 6, 7]. Other tracking applications have been re-
cently developed, such as taxi monitoring and dispatching, workforce management,
mobile supply-chain management, child support and security, tracking of elderly per-
sons, and goods and package tracking [5].

However, business services are developed independently from each other and there
are no platforms or standardized architectures developed for making inter-service
collaboration simple and automatic in order to better achieve specific goals and tasks.
The development and the deployment of such approaches to combine distributed ap-
plications in heterogeneous environments and to compose various services can consi-
derably provide to users added-value services and relevant information [4, 10]. Fur-
thermore, the use of information systems and communication technologies associated
with GNSS and embedded systems represent a primordial task for development of
innovative solutions for mobility management and road transport. GNSS systems
provide vehicle positioning information and status of infrastructures, which can be
accessed by service providers and end-users. The purpose of inter-service communi-
cation is to ensure the dissemination of the pertinent information for all local services
in order to improve road safety, such as car accident avoidance [3, 7, 8]. In [6], two
applications of automatic vehicle location applications have been developed. The first

2 http://www.telefot.eu/
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one concerns the management and control of fleet vehicles displacement for a public
transportation company. In this application, a software package, integrating GNSS
coupled with web Geographic Information System, was developed to manage and
improve the efficiency of many operations in public transportation system, such as the
optimization of services and transport costs, and the management of traffic and time
schedules. The second application consists of a police traffic information system,
wherein all information about an occurred accident should be localized and sent to the
police station server via wireless communication. However, most applications devel-
oped in this context do not focus on collaboration and interaction between different
location-based services and applications to provide more pertinent information.

In order to address this gap, a prototype platform, called TransportML, was devel-
oped and presented in [10], to enable collaboration between road-related services.
Web service technology is used to develop actual LBSs in a standard and interopera-
ble manner. TransportML platform interacts with mobile users using any technology
allowing an Internet connection. In order to exchange data between services and the
platform, a specific language, called Transportation Markup Language (TML), was
developed to support these exchanges.

The work presented in this paper concerns the integration of Geofencing tech-
niques for real-time tracking of mobile devices. Geofencing is an acronym of two
words:"fence", which means an enclosure or perimeter, and the prefix "Geo"” which
means that this perimeter is built from geographical data. Geofencecan be then de-
fined as the delimitation of a geographical area using a virtual perimeter. The idea of
Geofencing or Geocorridor, is used in several applications based on GNSS systems
[5]. It can be used, as depicted in Figure 1, to define a virtual perimeter around a geo-

graphic zone, and then to associate objects, such as vehicles or people, with this zone,
and finally to generate an alarm when these objects cross the border of the perimeter.
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Fig. 1. Detecting the entry of a mobile into a forbidden area

3 Geofencing Prototype and Experiments

3.1 Geofencing Prototype Architecture

Geofencing application operates and interacts with different location-based services
using GNSS and communication technologies. The concept is based on an in-vehicle
embedded device, which allows determining, and sending regularly its location to the
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management center. More precisely, each vehicle is equipped with an embedded
computer, a GPS receiver, and a 3G communication module for data transmission.
The in-vehicle embedded application receives data from the GPS receiver and sends it
through the communication module to the server for processing. As illustrated in Fig-
ure 2, the Geofencing application runs on a server. Once the vehicle characteristics
are registered in a database, its current position is known (using GPS/3G module em-
bedded into the vehicle) and sent to server via internet relying on a network based on
3G. The management center is regularly informed about current positions of the regis-
tered vehicles. When, for example, a vehicle deviates from its allowed itinerary, the
management center takes decisions and suggests appropriates solutions.

GPS Sateliites
Server
<
- (]
Regusrered /
vehicle > >
GPRS Network Managemenr
Centre

Fig. 2. The architecture of Geofencing application

3.2  Vehicle Compliance Verification

As previously mentioned, the adequate itinerary is computed and sent to the vehicle.
The vehicle follows the suggested itinerary with a permanent display on a geographi-
cal map. The main issue is to verify if the vehicle follows the assigned itinerary. The
vehicle compliance verification is illustrated in Figure 3. When a vehicle deviates
from its geo-corridor, alerts are sent to the in-vehicle computer to warn the driver and
to the management center to generate a new alternative itinerary.

The proposed algorithm allows supervising the vehicle motions. After registering
the vehicle with its characteristics (e.g., departure point, destination, nature of trans-
ported goods), an adequate itinerary is defined by the platform while considering
incoming information from all involved LBSs. This itinerary is saved as a sequence of
points (Ay, ..., Ay), with A, and Ay represent respectively the departure point and the
vehicle’s destination. As given in Figure 4, each two successive points A; and A;,;
represent a section (line segment) of the itinerary. A rectangle (Geofence) is formed
from these two points whose the length and width are given, respectively, by S and
A,A,., (algebraic measure of the line segment [A;A;,,]). The non negative integer S
represents a fixed threshold. A vehicle is represented by the point M(Xy(t), Yi(t)
whose components are the Cartesian coordinates (Xy(z), Yy (t)), which are calculated
from GPS coordinates of the vehicle at time ¢. The translation method is detailed he-
reafter in Section 3.3. The vehicle’s position M(Xy(t), Yj,(t)) is updated each At time
units. We assume that during 4r (a short time) an eventual deviation of the vehicle
from its itinerary will not be too large.
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Fig. 4. The vehicle follows its assigned itinerary

Using the verification algorithm, the application checks if the vehicle position
M(Xy(t), Yy(t)) is inside or outside the defined rectangle from the two points A;(X4;(?),
Yait)) and A, (Xair1(t), Yairi(t)) and the parameter S. By applying the algorithm, two
cases are envisaged. If M(Xy (1), Yy (?)) is inside the rectangle, this means that the ve-
hicle follows the predefined itinerary by the application (Figure 4-a). Otherwise, the
vehicle deviates from its Geo-corridor as illustrated in Figure 4-b. In this case, an alert
is issued. The platform receives the current position of the vehicle, and invokes all
services in order to compute a new itinerary from the received location. The current
position M of the vehicle, which lies outside the rectangle, becomes A, and the algo-
rithm restarts while considering the coordinates of the new position.

More precisely, monitoring the vehicle movement and checking if the vehicle
moves inside or outside its predefined itinerary are based on the following process. It
receives as inputs the coordinates (Ag(Xao(t), Yao(t))..., An(Xan(t), Yan(t))), S, Xu(1),
Yy(1) and for each coordinate, it checks if (X, (t) < Xy (t) < Xy, ,(£)) OR (Y, (2) <

MXM(G —bi(0)<S

Yy (t) <Yy, (1) is valid, in this case if Yy () — Xn Ol
Ajypr T4
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the next coordinate will be checked, otherwise an alert is submitted and a new itine-

rary needs to be computed. Each line segment [A-<XAi(t)> A; <XAi+1(t)> ] is de-
Y pHec £ @) 7\ 1, ©

fined by the equation: Y,(t) = a;(t) X4(t) + b;(t), where a;(t) = Y432, OV,

Xa;,,®)=Xa,(0)
and b;(t) = Y, (t) — a;(£)X4,(¢). In order to optimize the algorithm, when the ve-
hicle exceeds the line segment [A; A;,,;] in a moving direction, which means Xj,(?) >
Xaiv1(t), or Yyu(t) > Yairi(t), or Xpf(t) > Xaips(t) and Yy(t) > Yaii (1), the point A; will be
removed from the table of the itinerary coordinates. The next line segment to be con-
sidered and analyzed is [A;,; A;,.], and so on until the destination point Ay.

33 Conversion of GPS Coordinates to Cartesian Coordinates

Conversion of GPS coordinates of a position on the earth to Cartesian coordinates is
based on Geodesic systems, also known as datum. World Geodesic System 1984
(WGS84), is one of the space systems, which is characterized by certain accuracy
(one meter), and three-dimensional coordinates (longitude, latitude, ellipsoidal height)
[13]. Based on a reference Geoid, using a reference ellipsoid, WGS84 defines a refer-
ence frame for the earth. It is the most used system in the world, due to its accuracy of
the order of one meter, and also it is used by the GPS as a standard.

WGS84 is an extended version the first system WGS72 with a transformation of
seven parameters. It is used to express the GPS broadcast ephemeris. For more de-
tails and information about WGS84, we refer the reader to [13] and [14].

In what follows, we recall formulas we used to translate GPS coordinates of the
position M of a vehicle to its Cartesian coordinates M(Xy (), Yp(t)). Let us recall that
decimal degrees of GPS coordinates express latitude and longitude geographic coor-
dinates as decimal fractions and are used in many geographic information systems.
GPS coordinates may be expressed in three ways:

e decimal degree : # ddd.ddddd’
e degrees and minutes decimals: # ddd°mm.mmm’
e degrees, minutes and seconds: # ddd°mm'ss.sss”

In order to obtain the Cartesian coordinates (X,Y) of a given position, we need first to
convert its GPS coordinates (# ddd°mm’ss.sss" or one of other formats) into geo-
graphic coordinates (4, ¢, k) and then convert these last to Cartesian coordinates. If a
vehicle position is expressed by GPS coordinates # ddd°mm'ss.sss", these coordi-
nates can be translated into the longitude (A) and the latitude () geographic coordi-
nates according to the following expressions:

Longitude = A = ddd°mm'ss.sss"= ddd + = + 22 1
60 3600
Latitude = @ = ddd°mm'ss.sss"= ddd + — + 222 2)
60 3600
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The third component /& of geographic coordinates is the ellipsoidal height. This pa-
rameter is defined in a geodetic reference and may differ from the height of several
tens of meters. According to the expressions of equations (1) and (2) and the parame-
ter h, the Cartesian coordinates (X, Y) are given as follows:

X = (N + h) cos(A) cos(p) 3)
Y = (N + h) sin(A) cos(¢) ()
_ 32
where :N = %, W= ,1— e?sin?(¢p), e? =2 =z d and b are constants and given

according to the used geodesic system. For WGS84, the exact values of the two con-
stants a and b are given by: a = 6378137,0 m and b = 6356752,314245179 m [13,14].

3.4  Experiment Results

Experiments are conducted based on a scenario with four web services that are devel-
oped, implemented and invoked via the platform. These services are defined as
follows: 1) Road status service which provides in real-time required information re-
garding the road status, 2) event recording service which records events when the
route status changes (e.g., accident, traffic jam). Using information provided by this
service, Geofencing application informs vehicles and regenerates new itineraries, 3)
Geofence service which defines allowed and prohibited areas based on the registered
vehicle characteristics, and 4) Itinerary computation service which computes the fast-
est and safest itinerary. This service allows defining waypoints and advised and
discouraged itineraries using information provided by all invoked services.

In order to compute an itinerary, the four defined Web services are involved and
should interact with each other to give the most appropriate route depending on the
vehicle characteristics. The various exchanges between these services, the platform,
and the requester are illustrated in Figure 5. As illustrated in this figure, the proposed
scenario is described as follows. To define a Geofence, the requester, registered vehi-
cle, has to report all required information, such as the weight, the height, the trans-
ported goods, the limit speed, the type of vehicles needs to avoid while moving if the
transported good is dangerous, etc. After verifying all these characteristics,
Geofencing application communicates this information to the platform. The platform
sends then the TML document to the itinerary service to calculate the adequate itiner-
ary taking into account the content of TML document. Finally, the platform sends the
defined Geo-corridor to the requester, and then proceeds to a tracking process of the
vehicle travel from its origin to its destination.

A Web application for visualizing Geofences and defined itineraries on the map
was developed. This application can be seen as a Web service client with a Web inter-
face for map visualization. Figure 6 illustrates the use of Geofence service to define
forbidden areas to be avoided using parameters, such as Geofence title, Geofence
color, speed limit, maximum weight, and maximum height. Taking into consideration
all these information, each area is defined by a colored polygon as displayed on the
map and saved in a database in order to be considered when computing the required
itinerary.
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Fig. 6. Definition of Geofences

It is worth nothing that other types of Geofences can be used according the han-
dled situation. For example, the surveillance of a geographical zone, which is ac-
companied by scheduled time slots. This means that the behavior of the geofence
evolves in time. The Geofence may be active during certain time slots (at night for
example) and inactive during the rest of the day. More details about other types of
Geofences are presented in [11]. Figure 7(a) presents an example of computed itine-
rary without considering any forbidden or discouraged area. However, in order to
avoid forbidden areas provided by invoked web services (road status for example),
defined itinerary may be changed. With the aim to illustrate the feasibility and the
consequence of the application, discouraged areas cover a part of the advised itine-
rary. As result, as shown in Figure 7(b), a new optimal itinerary is computed while
avoiding forbidden areas.
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Fig. 7. Itinerary computation: (a) Without considering defined Geofences, (b) With Geofences

We have also developed an application for real-time tracking of snow plows using
the geofencing concepts. The real-time positions of vehicles are shown in Figure 8.
From experiments, we noticed that sometimes vehicle positions are inaccurate and
exceed assigned itineraries. To correct GPS coordinates, the compliance verification
algorithm is used to attach the current position of each vehicle to its trajectory based
on the traveled distance and travel direction. The red lines represent the unclear sec-
tions and as long as the vehicles start removing snow, cleared sections become green.
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Fig. 8. Tracking of snow plows

4 Conclusions and Future Work

In this paper, a prototype of Geofencing application is developed and integrated into the
TransportML platform for sharing road-related information. The application allows
defining adequate and safe itineraries for specific vehicles. Each itinerary is computed
and controlled while considering all provided information by other interacting services.
A compliance verification algorithm is developed and tested. Some preliminary results
are reported and show the feasibility and the effectiveness of using LBS interaction and
Geofencing techniques. In the case of TDG, this solution might have a great impact on
safety and road transport efficiency. Future work includes more experiments and the
development of further services to be integrated into the platform.



144

A. Nait-Sidi-Moh et al.

References

10.

11.

12.

13.

14.

. Erl, T.: Service-Oriented Architecture: Concepts, Technology, and Design, 656 p. Prentice

Hall PTR, Upper Saddle River (2005)

Papazoglou, M.-P., Traverso, P., Dustdar, S., Leymann, F.: Service-oriented computing:
A research roadmap. International Journal of Cooperative Information Systems 17(2),
223-255 (2008), doi:10.1142/50218843008001816.

Bakhouya, M., Gaber, J., Lorenz, P.: An Adaptive Approach for Information Dissemination
in Vehicular Ad hoc Networks. Network and Computer Applications 34(6), 1971-1978
(2011)

Ait-Cheik-Bihi, W., Nait-Sidi-Moh, A., Bakhouya, M., Gaber, J., Wack, W.: Performance
Study of Web Service Composition based on Formal Modeling of Workflow Patterns. In:
8th International Conference on Mobile Web Information Systems, Procedia Computer
Science, vol. 10, pp. 728-735 (2012)

Nait-Sidi-Moh, A., Bakhouya, M., Gaber, J., Wack, M. (eds.): Geopositioning and Mobili-
ty. Wiley-ISTE (2013)

Sadoun, B., Al-Bayari, O.: Location based services using geographical information sys-
tems. J. Computer Communications 30(16), 3154-3160 (2007),
doi:10.1016/j.comcom.2007.05.059

Dar, K., Bakhouya, M., Gaber, J., Wack, M., Lorenz, P.: Wireless Communication Tech-
nologies for ITS Applications. IEEE Communications Magazine 48(5), 156-162 (2010)
Ait-Cheik-Bihi, W., Chariette, A., Bakhouya, M., Nait-Sidi-Moh, A., Gaber, J., Wack, M.:
An In-vehicle Emergency Call Platform for Efficient Road Safety. In: The Proceedings of
the 8th ITS European Congress, Lyon, France (2011)

Caller Location in Telecommunication Networks in View of Enhancing E112 Emergency
Services: Recommendation Towards a European Policy and Implementation Plan, Helios
Technology Ltd. Prepared on behalf of the DGISiety, Brussels, Luxembourg (2002)
Ait-Cheik-Bihi, W., Nait-Sidi-Moh, A., Bakhouya, M., Gaber, J., Wack, M.: TransportML
platform for collaborative location-based services. Journal of Service Oriented Computing
and Applications 6(4), 363-378 (2012)

Reclus, F.: Geofencing. In: Geopositioning and Mobility. Wiley-IST (2013) ISBN-13:
978-1848215672

Roxin, A., Gaber, J., Wack, M., Nait-Sidi-Moh, A.: Survey of wireless geolocation tech-
niques. In: IEEE Globcom/Workshop ICPS 2007, Washington DC, USA (2007)
http://education.ign.fr/sites/all/files/geodesie_systemes.pdf
(last visit on July 2013)

Transformation entre systemes géodésiques en France Métropolitaine. IGN/SGN/PMC re-
port, V2.0 Copyright I.G.N. 1999/2009 (2009)



Aghaee, Naghmeh 44

Ait-Cheik-Bihi, Wafaa 135

Al-Khalifa, Atheer S. 35
Al-Khalifa, Hend S. 35

Almutairi, Abdulgader 95
Al-Subaihin, Afnan A. 35

Andersen, Anders 72
Awan, Irfan 86

Bakhouya, Mohamed
Derigent, William 25
El Ghanami, Driss 110
Framling, Kary 25, 57
Gaber, Jaafar 135
Jung, Hyun-seung 66
Kanetomo, Dai 17
Karlsen, Randi 72
Kubler, Sylvain 25, 57

Labda, Wadha 120
Larsson, Ken 44

110, 135

Author Index

Maach, Abdelilah

110

Madhikermi, Manik

Madkour, Mohcine

Mehandjiev, Nikolay

Nait-Sidi-Moh, Ahmed
17

Nakajima, Kazuaki
Nishikawa, Yoshiaki

Ok, Min-Hwan
Oshiba, Takashi

Portugal, Noel

Rondeau, Eric

Sampaio, Pedro
Siewe, Frangois

Tadinada, Vishwapathi Rao
Thomas, André

Wack, Maxime

Wu, Kwok

6

66
17

1

25

120

95

25

135

Younas, Muhammad

57
110
120

17

86

6



	Preface
	Organization
	Table of Contents
	First International Workshop on the Future Internet
of Things and Cloud (FiCloud 2013)
	How the Internet of Things Will Change the User
Experience Status Quo
	1 Introduction
	2 The Cloud and Big Data
	3 Context Engine
	4 Use Case
	5
Privacy and Security Considerations
	6 Conclusion
	References

	Scalable Extensible Secured and Safe Smart Gateway Platform Solution
for Smart Grid/ Energy and IoT
	1 Introduction
	2 Securing Communication on the Smart Grid
	2.1 Securing NAN (Metrology-to-Concentrator)
	2.2 Securing Home Area Network (HAN)
	2.3 Securing WAN (Concentrator-to-Sub Station/ Utility Servers )

	3 Summing It Up
	4 Conclusion
	References

	Empirical Evaluation and Analysis of Application-Layer Delay Reduction Methods
over Wireless Access Networks
	1 Introduction
	2 Related Work
	3 Application
	4 Methods
	5 Experimental Setup
	6 Experimental Results
	7 Conclusion
	References

	Embedded Data on Intelligent
Products – Impact on Real-Time Applications
	1 Introduction
	2 Assessment Approach of Real-Time Impact
	2.1 Scenario Modeling Using Petri Nets and Network Simulations
	2.2 Real-Time Impact Assessment

	3 Applicative Scenario
	3.1 Reliable Network
	3.2 Overload Network Situation

	4 Conclusion
	References

	Accessibility of Mobile Web Apps by Screen Readers
of Touch-Based Mobile Phones
	1 Introduction
	2 Background
	2.1 Mobile Screen Readers
	2.2 Web Browsers and Web Apps

	3 Related Work
	4 Methodology
	5 Results and Discussions
	5.1 Browser Test
	5.2 Native App Test

	6 Conclusion and Lessons Learned
	References

	Students’ Perspectives on Utility of Mobile Applications
in Higher Education
	1 Introduction
	1.1 Mobile Computing in Educational Context
	1.2 Aim

	2 Methodology
	3 Findings
	4 Discussion
	5 Conclusion
	References

	Deferred Retrieval of IoT Information�Using QLM Messaging Interface
	1 Introduction
	2 QLM Messaging Interface
	3 Deferred Retrieval of Information Using “Subscriptions”
	4 Case Study
	5 Conclusion
	References

	A Systematical Scheme of Composite Analysis
on Big Sensor-Data of Engineering Inspection
	1 Overview
	2 Geographical Gathering Procedure of Big Sensor-Data
	3 Composite Analysis Procedure on Big Sensor-Data
	4 System Incorporation in the Cloud
	5 Summary
	References

	NFC-Based Image Annotation
	1 Introduction
	2 Background
	2.1 Automatic Image Annotation
	2.2 NFC and Information Services

	3 NFC-Based Image Annotation
	3.1 NfcAnnotate Architecture
	3.2 Associating Tags and Images
	3.3 Managing and Displaying Images on the Phone
	3.4 NFC Tag Information Registering

	4 Image Information Album as Supporting Application
	5 Discussion
	6 Conclusion
	References

	Towards QoS in Internet of Things for Delay Sensitive
Information
	1 Introduction
	2 Related Work
	3 The Proposed Model
	4
Overview of the Performance Evaluation
	5 Conclusion
	References


	Fourth International Workshop on Service Discovery and Composition in Ubiquitous and Pervasive
Environments (SUPE 2013)
	Modelling Usage Control of a U-Learning
System Using CA-UCON
	1 Introduction
	2 Overview of CA-UCON Model
	2.1 The CA-UCONpreD Model
	2.2 The CA-UCONonD Model

	3 Ubiquitous Learning System
	3.1 Overview
	3.2 U-Learning Services

	4 Requirements of the U-Learning System
	4.1 Authorisation Requirements
	4.2 Obligation Requirements

	5 Modelling U-Learning System in CA-UCON
	5.1 Right
	5.2 Obligation
	5.3 Adaptation

	6 Validation
	7 Related Work
	8 Conclusion and Future Work
	References

	An Approach for Context-Aware Service Selection
Using QoS and User Preferences
	1 Introduction
	2 Related Work
	3 Selection and Adaptation Process
	3.1 Service Selection
	3.2 Policy-Based Adaptation

	4 Simulation Results
	5 Conclusions and Future Work
	References

	Privacy-Aware Business Processes Modeling Notation (PrvBPMN) in the Context of Distributed Mobile
Applications
	1 Introduction
	2 Motivating Example
	2.1 Airport Fire Emergency Scenario: General Business Process
	2.2 Process-Level Representation of Airport Emergency Scenario

	3 Background
	3.1 Business Processes
	3.2 Business Process Modeling Notation (BPMN)
	3.3 Privacy in Business Processes
	3.4 Privacy Requirements of the Domain

	4 Our Privacy-Aware Approach
	4.1 Application of Approach to Specify the Privacy Requirements in the Target Domain

	5 Related Work
	5.1 BPMN and Privacy
	5.2 Related Work to Emergency Modeling

	6 Conclusion and Future Work
	References

	On the Use of Location-Based Services and Geofencing
Concepts for Safety and Road Transport Efficiency
	1 Introduction
	2 Related Work
	3 Geofencing Prototype and Experiments
	3.1 Geofencing Prototype Architecture
	3.2 Vehicle Compliance Verification
	3.3 Conversion of GPS Coordinates to Cartesian Coordinates
	3.4 Experiment Results

	4 Conclusions and Future Work
	References


	Author Index



